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3ACTOCYBAHHA (I)IIHCCOBAHO'I' TOYKHU 3AMICTbD ILTIABAIOUYOI
IJIS1 PEAJIIBALIT EJIEKTPOHHOI'O HIAIMCY FALCON

Beryn

[lepemora cxemu enextponnoro mignucy (EIT) FALCON na xonkypci NIST PQC i po3pobka
CTaHJAapTy Ha OCHOBI I[bOT'O AJTOPUTMY IOB’s3aHa 3 HAWKPAIIUMH MOKa3HUKAMH 110 PO3MIpY BiIK-
putoro kimro4a Ta enektpoHHoro miamucy [1]. OcobmuBocti peamizanii anroputmy FALCON 3
JETATHPHUM OIMCOM 3ac00iB omnrTuMizaiii HaBezeHO B pobOoti [2]. g epexTuBHOr0o BUKOHAHHS
orepauiidi MHOXKEHHS Ta JUICHHS JUIS TOJIHOMIB 3aCTOCOBYIOThH IIBHUJKE repeTBopeHHs Dyp’e, ske
notpeOye mpecTaBlIeHHs TaHuX B (popMaTi 3 TUIaBarO4YOr0 TOUKO0. JIJ1s 3a0e31meueHHs MOXKITMBOCT1
3aCTOCYBaHHS AJITOPUTMIB Ha OOYMCIIOBAIBHUX 3ac00aX, AKi HE MIATPUMYIOTh poOOTYy 3 IUIaBaro-
YOI TOYKOIO 3aCTOCOBYIOTh €MYJISIIIIO.

HeoOxigHiCTh 3acTOCYBaHHS IUTABAIOYOi TOYKH a0o0 i1 eMyssiii mpHBOIUTH A0 MpoOJieMu
3aJICKHOCTI TOYHOCTI OOYMCIICHb BiJl TOPSKY, IO MOXE MPUBECTH JO JOJATKOBUX aTak [3].
B po6ori [4] HaBeneHO 3acToCyBaHHS (PiKCOBAHOI TOYKH JIJIsl TeHEpaIlil KIF0iB, 110, 3 OJHOTO OOKY,
HE TOTpeOye BijJl 00YMCIIOBATBHOTO IPUCTPOIO POOOTH 3 IUIABAKOUYOI0 TOYKOIO, a MO JAPYTe, IPaKTH-
YHO HE MOCTYMAETHCS 32 €PEKTUBHICTIO AITOPUTMY TE€HEpallii 3 3aCTOCYBaHHSM IUIaBAI0Y0i TOUKH.
Aute, Ha ajab, MacTad s GiKCOBaHOI TOUKH, 3aIIPOIIOHOBAHUI B poOOTI [4], HE MOYKHA 3aCTOCO-
BYBaTu JUIst JOPMYBaHHS €JIEKTPOHHOTO ITIIMUCY 3TiAHO 3 anroput™oM [2]. B po6orti [5] 3ampormo-
HOBAHO IHIIWI MacIITad s 3aBAaHHS JaHUX 3 (IKCOBAHOI TOYKOM, SIKHIA JJ03BOJISIE 3aCTOCOBYBa-
] ek gopmat s renepaii EIN, ae 3actrocyBaHHs pi3HOTO (hopMaTy MPEICTaBICHHS JaHUX IS
rereparlii Ta oouucnenns EIl HezpydHo.

Merta pobotu — Momu@ikallis aaropuTMy T'eHepallii KIYiB, 3alporOHOBAHOTO B poOOTI [4]
st hopMmaty gaHux 3 podotu [5], mo 3abe3rnedye 3acTOCYBaHHS 3aralbHOTO0 MacIiTady /s onepa-
it rerepanii xmouiB ta Gopmysanns EIl. Omneparnis nepeBipku EIl He moTtpedye 3acTocyBaHHS
JAHUX 3 TJIaBAOYOI0 TOYKOIK 1, BIAMOBITHO, omepaliii 3 (ikcoBaHOK TOYKOKW. BHKOHaHO TOpiB-
HSIHHS IPOJYKTUBHOCTI I OCHOBHUX OIepaliii B pa3i 3aCTOCYBaHHs IJIaBal0v0i TOUYKH, 11 eMyJs-
1ii (aBTOpChKa peaizarlis [2]) Ta GpikCOBaHOT TOUKH 3 Pi3HUMHU MacuiTabamu [4, 5].

1. TlpeacraBiieHHs JaHUX

PosrisiHemo mpenctaBieHHs 3Ha4eHb 3 (DIKCOBaHOIO TOUKO. [lyist 30epiraHHs 3HAYCHHS Big-
BOJUTHCSA 8 OalTiB, SIK 1 JUIsl YMCEN 3 IUIaBalOYOI0 TOYKOI0. Bynemo HazuBaTu macmitabom vuciia
(SCALE) kinbKicTh 0iTiB, SIKi BIIBOJAATHCS JIS HEI[1IO1 YaCTHHU YHCIIA.

@®opmar yucia nmokazaHo Ha puc. 1.

| | | |
| | |
0o 1 63-SCALE 63

2HaK 4K\cna
I uina YacTuMHa 4Yvcna
I Helina YacTWHa 4ucna

Puc. 1. ®opmar umcen 3 iKCOBaHOIO TOUYKOIO
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Hemina yactuna mae SCALE 6itiB, ne napamerp SCALE Mosxe mpuiiMaT 3HaueHHs Bix 1 10
32. lina gactuna yucna mae 63 SCALE 6itiB i1 3nak uncna 1 6it (0 mist HeBing emHoro, 1 mms
BiZ’eMHOr0). YnCIIO0 331a€ThCS B IOJATKOBOMY KO/Ii.

B po6ori [4] B sikocTi MacmTady 3actocoBytoTh SCALE = 32 6ita, Tozi 1uis 111101 9YacTUHHU 3a-
mumraetbest 31 01T, Mo oOMexye 3HaueHHs uucia. B poboti [5] obuncneno macmrad SCALE =
26 01T, KU PO3MIMPIOE Jiana30H MPEICTABICHHS JaHUX J0 3HaY€Hb, SIKi JO3BOJISIIOTh TCHEPYBATH
EIl, ane, Ha xanb, 3MEHIIIY€ TOYHICTh JAHUX Ta MOTpeOye CyTTEBO mepepoduTn 0i0ioTeky QpyHK-
ii 17151 poOoTH 3 (hiKCOBAHOKO TOUKOK. Y naHiid poOoTi Oysa po3pobiieHa yHiBepcaibHa 0610i0TeKa
st goBinbHOTO Mactady SCALE < 32. JleranbHuid onuc QpyHKIIH HaBEICHO Y pO3. 2.

st 3pydHOCTI 3acTOCyBaHHsA, U1 (PYHKIIIH, K1 MOTPIOHI IIpH reHepartii, 30epekeHo iMeHa 3
pobotu [4], mpedike s iMeH QYHKIIN A7 peanbHuX naHux fxr i ans komruiekcHux — fxc. s
oOuunciaeHHs1 ekcroHeHTH (1mia yac oouucienns EI), yci 3HaueHHs MEHIIIEe OJWHUII, 151 301IbIICH-
Hs ToaHOCTi 3aMicTh SCALE = 26 3acTtocoBytoTs nmoasiitamii macmtad SCALE = 2 * 26, i Biamnosi-
nHa GyHKIIsS Mae npedike fxr2.

2. Biosiioreka

B tabn. 1 npencraBneno Habip ¢yHKIINA 6106mi0TeKu Ass poOOTH 3 AaHUMHU 3 (iKCOBAHOIO
TOYKOI, siKi He 3anexath Bix SCALE B yMoBax 3aranbHOi JOBKWHU yucia 64 Oita. B skocTi mux
GbyHKII 3aCTOCOBYIOTH (QyHKIIIT1 aBTOpiB [4]. B Tabn. 2 npeacraBneHo Habip GyHKIINA 016mi0TEKH
st poboTH 3 (ikcoBaHOIO TOUKOM, siKi 3anexars Big SCALE. Tyau x nomano ¢yHkmii. sxi ams
TeHepallii KJIF04iB HE 3aCTOCOBYIOTHCSL.

Tabmmms 1
Oyukii, siki He 3anexats Big Macmtady SCALE

Im’st pyskuii | [IpusHadeHHs

fxr_add JlomaBaHHs TaHUX

fxr_sub BinHiMaHHS 1aHUX

fxr_double MHoxeHHS Ha 2

fxr_neg JUi1st JaHOTO X OOYHCIICHHS 3HAUCHHS — X

fxr_abs OGuucieHHs1 a6CONMIOTHOTO 3HAYEHHS

fxr_div2e Jinenus uncna Ha 2" (3cyB 4ncia BOpaBo Ha n 6iT)

fxr_mul2e MHuoxeHHs yncna Ha 2" (3cyB umcIia BIiBO Ha n 6iT)

fxr_It [MopiBHsIHHA ABOX uHcen X, Y. Skmo x meHme y, pyHkuis noeprae TRUE, inakie FALSE
Taomuus 2

Oyukil, ski 3anexarp Big macmtady SCALE

IM’a pysxmii ITpu3HaueHHs

fxr_of [TepeTBOpeHHS LIJIOTO B YUCIO 3 (hiIKCOBAHOIO TOYKOIO

fxr_mul MHOXEHHS JaHUX

fxr_sqr OO04uCIIeHHsT KBa/IpaTy 4uciia

fxr_div JlieHHs qaHuX

fxr_inv IuBepcis. st nanoro x odbuuciaeHHs 1/x

fxr_sqrt Kopinp kBagpaTHHI (32CTOCOBYIOTH AJIsI PO3TOPTAHHS CEKPETHOTO KITF0Ya)

fxr_rpund OKpyriaeHHs 10 HAHOIMKIOTO I1I0T0

fxr_rint

fxr_trunc Bigciuenus Hewiaoi YacCTHHU

fxr_floor 11ize 3HAYEHHSI, SIKEe HE IEPEBHIIYE 3a1aHE

fxr2_exp O6uncnenss exp(x), ae 0 <=x < 1 (3acTocoBytoTb aist o0uncienns EIT)

Onmnepariii u1st KOMIUIEKCHUX 4ucen (+, -, *, /) 3acTocoByIOTh QyHKUIT A1 poOoTH 3 (ikcoBa-

HOIO TOYKOIO.
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Jns ycix omepartiif 0616;1i0TekH nependavaeTbes, M0 BXiTHUMU JaHUMU Ta Pe3yJIbTaTOM BUKO-
HaHHS € J1aHi 3 (PIKCOBAHOIO TOYKOIO, & TAKOXK BIJACYTHICTh MEPEIOBHEHB, TOOTO Ifijla YacCTUHA HE
IIEPEBUILLYE 110 MOJYJIO 3HAYCHHS 03 SCALE,

Haii6iab11 pecypcoOeMHUMH € orepartiii MHOXKEHHS, UICHHS, OOYMCIICHHS KOPEHs Ta eKCITOHEH-
. Onepariii MHOXXEHHS Ta JIJICHHA 3aCTOCOBYIOTH SIK JJISl PEaJbHHUX TaK 1 AT KOMIUIEKCHHUX
nanux. Lli omepariii 3acTOCOBYIOTH IUIsi pOOOTH 3 CEKPETHUMH KJIFOYaMH, TOMY JJIsi HUX YMOBa
HE3aJIeKHOCTI BiJl 4acy € 000B’I3KOBOIO.

2.1. MHoKeHHs1 1aHUX 3 (PIKCOBAHOIO TOYKOIO

Omepailisi MHOKEHHSI BHKOHYETHCSI JJII HEBII €MHUX dMceld. B pasi 3aBmaHHS Bill’€MHHX
qucen, 00YUCITIOEThCS X a0COMIOTHE 3HaUeHHSL. J{J1s KIHIIEBOTO pe3yJIbTaTy KOPUT'YEThCs 3HAK.

[Tpr MHOKEHHI JaHHUX x#QSCALE yxpSCALE Tpeba OTpUMAaTH pPe3yabTaT x*y*ZSCALE. B pe3ynb-
TaTi MHOXXEHHS 64-OITHMX HEBII €MHUX 3HAYCHb OTpUMAaeMO 126 OiTHe naHe, SIKe JOPIBHIOE
x*y*2?"SCALE Tliig oTpuMaHHs BIpHOTO 3HAYEGHHS HEOOXiTHO OTPHMAHMI PE3y/IbTAT MOAUTHTH HA
25CALE 3 ypaxyBammsM okpyrieHns. B pasi BiACYTHOCTI IIEPEOBHEHHS OTPUMAHE 3HAYCHHS TapaH-
TOBAHO MICTUTh He Oinbie HiX 63 Oita. Sk mokasye ekcriepuMeHT 3 rerepauiero 10000 xiroudis,
¢dopmyBanns BianosiaHux EII Ta iX nepeBipku nepenoBHEHHs HE BUHUKAIOTb.

[Tpu peanizanii ¢GyHKIii MHOKEHHSI HE Tiependadanacss mATPUMKA 3aCTOCyBaHHS 128 OiTHHX
JaHUX, JUIS OTPUMAaHHS J00YTKY 3aBIOBXKKHU Ounblie HiX 64 0iTa 3acTOCOByBajacs MporpamHa pea-
Ji3aris 3a JomoMororo aroputmMy Kapaiyou (3 MHOXKEHHS 3aMiCTh YOTHPHOX ).

CriouaTKy A7 BX1IHUX JaHUX OO4MCIIOBanocs abcomtoTHe 3HaueHHs. Ilicng MHoxeHHs 64
O0iTHUX 0E33HAKOBHX JaHUX OTPUMYBAIU TOOYTOK 3aBIOBXKKH 126 OIT. Ui SKOTO 3aCTOCOBYBABCS
3cyB Ha SCALE OiTiB BOpaBo Ta BUKOHYBAJOCS OKpYIJIEHHsA. B KiHII KOpUIYyBaBCs 3HaK JUis
pesyabrary. O0UncIeHHsT aOCOTIOTHOTO 3HAYCHHS Ta 3BOPOTHE KOPUTYBAHHS 3HAKY BHKOHYBAJIOCS
0e3 3acTocyBaHHs KoMaHj nepexony. KBagpaT oOGuuciioBaBCs MHOKEHHSIM OJHAKOBUX 3HAYCHb
(pynxuis fxr_sqr). Huxue HaBeneHo ko GyHKIIT MHOXKXEHHS 3 KOMEHTAPSIMA OCHOBHHX OIEpaIliii.

DvyHKIIS MHOKEHHS yncea vV dopMaTi GiKCOBAHOIO TOYKOIO.

static inline fxr fxr_mul(fxr fx, fxr fy) {
// KoHCTaHTH MHOKCHHS
const uint64_t SCALE_MASK = (1ULL << SCALE) - 1;
const uinté4_t ROUND_THRESHOLD = 1ULL << (SCALE - 1);
// 3unTyBaHHS 3HAYCHD
uinté4_t x = fx.v;
uinté4_ty =fy.v;
// BuaineHHs 3HaKiB YUCEN
uint64_t sign_x = x >> 63;
uinté4_tsign_y =y >>63;
uint64_t final_sign = sign_x " sign_y;
// OTpuMaHHs a0COMOTHUX 3HAUYEHb
X = (X " -sign_x) + sign_x;
y = (y " -sign_y) +sign_y;
// BimiJIeHHS 1ILJI0T YaCTHHH
uint64 t x_high = x >> SCALE;
uinté4_ty high =y >> SCALE;
uinté4 tx_low = x & SCALE_MASK;
uinté4_ty low =y & SCALE_MASK;
// MuoxenHns Kapairyou
uint64_t high_product = x_high * y_high;
uint64 _t low_product = x_low *y_low;

ISSN 0485-8972 Radiotekhnika No. 220 (2025) 9
elSSN 2786-5525



uint64_t cross_sum = (x_high + x_low) * (y_high +y_low);
uint64_t middle_term = cross_sum - low_product - high_product;
// ObuucieHHs pe3yabTary
uint64_t result = (low_product >> SCALE) +
(low_product & SCALE_MASK > ROUND_THRESHOLD) +
middle_term + (high_product << SCALE);
// BpaxyBaHHS 3HaKy
result = (result ~ -final_sign) + final_sign;
return (fxr){.v = result};

¥

2.2. Onepanist xij1eHHsI

Sk 1 nns onepaitii MHOKEHHS ISl X, Y 3aCTOCOBYIOTh a0COJIIOTHE 3HAYCHHS, 3HAK PE3yIbTaTy
KOPHUTYETHCS IMICIIST 00U CIICHbD.

Ipu minenni ganux x*25°AF y Tpeba oTpumaru pe3ynbraT (X/y)

Jlsi 3a0e3MeueH s BiICYTHOCTI MEpENoBHEHHs X/y MOBHHHO He mepesuuryBath 2% = SCALE
TOOTO BXI1/IHI JJaH1 TIOBHHHI 33/I0BOJILHATH BUMO31 X <y * 283~ SCALE, a6o x/253 ~SCALE < y. A x, y
3aCTOCOBYIOTh MAaclITa0OBaHE 3HAUYEHHS, TOOTO JJIs [IMX 3HAU€Hb HEPIBHICTb 3aIMIIAETHCA.

@DaKTHYHO 3aCTOCOBYIOTH MTOOITOBHIA aJTOPUTM JIIJICHHS B CTOBMYUK. [lounHaemo 3i crapuimx
01TiB X, BIAMOBIHE 3HAUYECHHS AKUX HE MepeBuInye 2*y, TOOTO pe3ynbTaT AUICHHS X Ha 262~ SCALE
JaJti TOCTYIOBO JIOTHCYEMO 10 OJJHOMY OiTY 10 THX IIip, TOKHU OiTH X He 6gayn) BUYEpHaHi (BChOro
takux 0iTiB 62 — SCALE), sixi Oynu BIAKMHYTI IPU AUICHHI X Ha 03 - SCALE g pe3ynbTari BUKO-
HaHHs nukiay 63 — SCALE pasiB orpumaemo crapmi 63 — SCALE 6itiB MacmTaboBaHOTO YHCIA.
Jnis orpumanHs pemitu 0iTiB (Heriny yactuny) Bukonyemo ki SCALE pa3iB uncino JOMOBHIOE-
MO HYJISIMH.

Jis nmpuknany poOOTH aIrOpUTMY PO3IJISHEMO YHMCIO X 3 3arajbHOI0 JOBXKMHOI0O 8 OITiB,
macmtad SCALE nopisaroe 3 Gita. Hexaii x = 1011011 i ginpauk y = 1100.

3riiHO 3 YMOBOIO I X, Y MaeMo x/28 — 3 <y, TOOTO 3HaYeHHs X MO>KHa 3cyBaTH Ha 4 Oita 1
OTPUMAEMO 3HAUCHHS, SIKE MOYKE MEPEBUIIYBAaTH 3HAUYEHHS y MEHIIe HK B J1Ba pa3u. Ha koxxHOMY
HACTYMHOMY Kpolli OyzieMo JjoJjaBaT OJuH OIT 3 pemTH OiTiB.

®opmyeMo OiTH 17151 JOTIOBHEHHS, HA SIKI MU BUKOHAJIM 3CYB, IOIIOBHIOEMO HYJISIMH /10 7 OITiB,
orpumaemo 10110000

Buxonyemo 8 KpoKiB JIJ1s1 KOKHOTO 01Ty pe3ynbTary JUlsl UIocTpallii poOOTH alroOpuTMy.

*ZSCALE *ZSCALE.

5

[I{o mopiBHIOEMO biT pesynbsrary bitu nns nonoBHEHHS
101 <1100 0 1011000
1011 < 1100 0 011000
10110>1100 1 11000
10101>1100 1 1000
10011>1100 1 000
01110>1100 1 00
00100>1100 0 0
01000>1100 0

Pesynbrar 00111100

[TepeBipka:

X nopiBaioe 11.2625, y nopiBaroe 1.5. Pesynbrar ginennst =7.508 1 3 ypaxyBaHHAM MacmITady
nopisHioe 60. 001111002 = 6010. Huxxue HaBegeHo peamizamito GpyHKIIT JUIEHHS 3 KOMEHTapsIMU
OCHOBHUX ONEparLii.
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DvyHKLI auieHHs yrucel v dopMaTi HiKCOBAHOI TOUYKOXO.

static inline fxr fxr_div(fxr fx, fxr fy) {
const uint64_t MAX_POSITIVE = Ox7FFFFFFFFFFFFFFFULL;
const int TOTAL_BITS =64;
const int SHIFT_BITS = TOTAL_BITS - 2;
// 3unTyBaHHS 3HAYCHb TA BUIIJICHHS 3HAKY
uinté4_t x = fx.v;
uinté4_ty = fy.v;
uint64_t final_sign = (x >> 63) " (y >> 63);
// BuaineHHs aOCOMIOTHUX 3HAYCHD
X = (X" -(x>>63)) + (X >>63);
y=(y"-(y>>63)) +(y >>63),
// IHimianizamnis 3MIHHUX
uint64_t quotient = 0;
uinté4_t numerator = x >> (SHIFT_BITS - SCALE);
uint64_t temp = x << (SCALE + 2);
// AITTOpUTM JiJICHHS
#pragma unroll
for (inti = SHIFT_BITS;i>=0;i--) {
uint64_t diff = numerator - y;
uint64_t bit = 1 - (diff >> 63);

quotient = (quotient << 1) | bit;
numerator = ((numerator - (y & -bit)) << 1) | (temp >> 63);
temp <<=1,

}

// ObuucieHHs pe3yabTary

uinté4_t final_bit = 1 - ((numerator - y) >> 63);

quotient = (quotient + final_bit) & MAX_POSITIVE;

/I BpaxyBaHHS 3HaKYy

fx.v = (quotient ~ -final_sign) + final_sign;

return fx;

2.3. Onepaunist 004ncIeHHS] KOPEHs KBA/JAPATHOIO

3acTOCOBYIOTH ITOOITOBUM aIrOPUTM [6], KUl mepeTBOpeHuil 1715 3a0e3MeUeHHS He3aIeKHOCTI
Yyacy BUKOHAHHs omeparlii BiJl KOHKpeTHHUX JaHUX. [IceBIOKo HaBe1eHO HUXKYE.

DvHKIIS 00UnCIEHH KBAAPATHOTO KOpeHs vV popmari ¢hikKCOBaHOK TOYKOIO.

static inline fxr fxr_sqgrt(fxr fn) {
const int MAX_STEP =62,
const uint64_t INITIAL_D = 1ULL << MAX_STEP;
const int RESULT_SHIFT = SCALE / 2;
// THimiamizaiis 3MiHHIX
uinté4 tx =fn.v;
uinté4 tn=x;
uinté4 tc=0;
uinté4_td = INITIAL_D;
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#pragma unroll 4
for (int step = MAX_STEP; step >=0; step -=2) {
// M1 MOKeMO BITHSITH IMOTOYHE 3HAUYCHHS?
int64_t can_subtract = ~((int64_t)(n - d) >> 63);
// OGUHCIEeHHS TTOTEHI[IHHO HOBOTO 3HAYCHHS
uint64_t potential = ¢ + d;
uint64_t trial = can_subtract & potential,
// TlepeBipka uu mpoOHE 3HAYCHHS B KBaApaTi MEHIIIE a00 JTOPIBHIOE X
int64_tis valid = can_subtract & (~((int64_t)(x - trial) >> 63));
// OHOBJICHHSI 3HAYCHB
X -=is_valid & trial;
¢ = (can_subtract & (c >> 1)) + (is_valid & d);
d>>=2;
}

// BpaxyBanHs MacmTady
fn.v = ¢ << RESULT_SHIFT;
return fn;

3. [lopiBHSIHHS NPOAYKTHBHOCTI onepauiii 0i0.rioTexku

Jliss BU3HAYEHHS NPOAYKTHBHOCTI KOXKHOI oreparii BHKOHYBaBcs ekcriepuMeHT st 1024
BUIAJIKOBUX HAOOPIB JaHUX, JUIS SIKUX BUKIIIOYANIOCS TMepernoBHEHHs. (s BUKIIOYEHHS BUIAAKO-
BOT0 301JIbIIEHHS Yacy BUKOHAHHS 32 PaXyHOK MEPEKII0UYEHHS MMOTOKIB I KOXKHOTO HabOpy TaHUX
BUKOHYBAJIOCh 256 TecTiB, 3 SIKUX OOMpaynocss MiHIMalbHE 3HaueHHsA. /(s BU3HAuUEHHS BIUIUBY
JaHUX Ha MPOAYKTUBHICTH 3 YCiX MIHIMaJbHHUX 3HaYeHb OOMPATOCS MaKCUMalibHE 3Ha4eHHs. [Ipo-
JAYKTHBHICTh BUMipsitacs B TakTax npoiecopy (12th Gen Intel(R) Core(TM) i5-1240P).

B Ttabn. 3 mpencraBieHO OOYUCIIOBAIBHY CKJIAJIHICTh OMEpaIlii MHOXCHHS Ta JUICHHS IS
BapiaHTIB: 3aCTOCYBaHHs IUIaBarO40i TOUkH Ta ii emyssnii [1], macmtaby SCALE = 32 [3] Ta mac-
mraby SCALE = 26 [4] BiamoBixHo. [ onepariii 009uCIIeHHs KBaJPaTHOTO KOPEHS Ta €KCITOHCH-
TH JI7Is1 BapiaHTIB 3aCTOCYBaHHS IIaBal0vy0i TOUYKH Ta 11 eMmysawii [1] ta macmraby SCALE = 26 [4].

Tabnums 3
[TpoayKTHBHICTH 0a30BHX OlEpaIlii
Bapianr
Onepauis double : SCALE = 32 SCALE = 26
arapaTtHa CMYJIAs
Mul 10 10 10 10
14 14 14 14
Div 10 10 10 10
14 14 14 14
Sgrt 10 10 - 23
14 14 63
Exp 10 10 - 10
14 14 14

[Tepmie yncio B TaOMIl BU3HAYAE MiHIMaJIbHE 3HAYCHHS NI BUNIAAKOBUX 1024 uyucen, npyre
— MakcuManbHe. Onepanis Sqrt BUKOHYEThCS ITPU PO3TOPTaHHI CEKPETHOTO KJI0Ya 1 He peasizoBaHa
mis SCALE = 32. Omepauist exp BHUKOHYyeThcsi npu reHepamii EIl 1 He peamizoBana ist
SCALE = 32. Otpumani pe3yibTaTH CBiIYaTh, 10 MPOJTYKTUBHOCTh OKPEMHUX OMNEparliil MpakTUIHO
He 3aJIeKUTh Bl popMmarTy.
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4. ®ynkuii aas anropurmy Falcon
4.1. 'enepauisi KJ104iB

Jiist reHepartii KIr04iB 3aCTOCOBAHO aBTOPCHKUI allTOPUTM reHepalii [4] 3 AeIKuMu 3MiHaMH.

Hns renepamnii BumaakoBoro seed 3actocoByroTh SHAKE256, ¢ynkmis reneparii KirodiB
keygen mae inTepdetic, sk y aBropis falcon [2], HanoBHeHHS — aBTOpiB [4] 3 MacmTaboMm 3 [5].

JlomaHo reHepalliio BiIKPUTOro KJOYa Ta BUIAICHO MEPEBIPKY HASIBHOCTI 1HBepCii s mosti-
Homy f. HasiBHiCTB iHBepCii pakTHUHO NepeBipSIETHCS NP reHepallii BiIKPUTOTO KIIIoYa.

[Tpu reneparii KJIFO4iB MOXKJIMBI TTIOMUJIKH, TTOB’s13aH1 3 HEBIAMOBIAHICTIO 3reHEPOBAHUX JTAHUX
BHMOTaM aJIrOpUTMY, a Came:

- TIEPEBUIICHI MaKCUMajbHI 3HA4YeHHS I Koe(dimieHTiB abo HopMma uisi MOMiHOMIB f, g
(fg_error);

- HOpMa OPTOTOHAJIBLHOIO BEKTOPY IepeBuinye Mmakcumaibhy (fg_inv_error);

- TIOMHJIKA TIPH OOYHUCIICHHI BiIKpHUTOro Kimrova (public error) abo mpu mepesipiii HasiBHOCTI
iuBepcii st mominomiB f, g (mss SCALE = 32);

- NTRU piBHsHHS HEe Mae pimieHHS (HAHOUIBIIMK CHUTBHUNA IUIBHUK HE JOpIiBHIOE 1),
gcd_error;

- IOMUWJIKA TIPU PENyKIIii mosiHoMiB (reduce error); BUHUKAE, SKIIO B pa3i pemyKIii 1uIs 1oi-
HOMIB TOPAIKY 2, 4, ... n orpumaemo 3HadeHHs F, G, ski He 3a10BonbHsI0TH NTRU piBHSAHHIO 1715
3ananux f, g;

- KOMIIOHEHTH noniHoMy F nepeBuiiytoTh BcTaHoBieHy rpanuiio (limit_error f);

- KOMITOHEHTH MOTiHOMY G TIEpEBHIIYIOTh BCTAaHOBJICHY rpanuiio (limit_error g).

B pasi HasgsBHOCTI OyAb-IKOi TOMUJIKH T€HEPAIlisi TOYNHAETHCS CIIOYATKY.
Po3rnsnyTo HACTYIHI BapiaHTH:

Bapiant 1. I'enepauis xmouiB no [2] 3 3aCTOCYBaHHSAM J@HHMX 3 IUIaBalOYOI0 TOYKOLO,
abo emyJsIii;

Bapiaut 2. T'enepauia xiouiB mo [4] 3 3aCTOCYBaHHSIM JaHUX 3 (PIKCOBAHOIO TOYKOIO,
SCALE =32,

Bapiant 3. I'eHepamis kiato4iB 1o [5] 3 3aCTOCYBaHHSIM JaHMX 3 (pIKCOBAHOIO TOYKOIO,
SCALE = 26;

Bapiant 2 He nepenbavae reHepauii BIAKPUTOrO Kioua, ajie Mepesipse, 1o BekTopH f, g
MaloTh 1HBEpCii, 110 (PAKTUUHO €KBIBAJIEHTHO NEPEBIpLIl HASBHOCTI BIAKPUTOTO KJIFOYa, TOMY 11 JaH1
OyayThb 3anucasi B psAKy ais public_error.

Jnst hopMyBaHHS BHITAJKOBHX KJIFOYIB CTaH T€HEPATOPY BCTAHOBIIOETHCS OJTHAKOBHM IS YCiX
TPbOX BapiaHTIB 1 3a4a€ThCSI DYHKIIISIMHU:

inner_shake256_init(&rng);

inner_shake256 _inject(&rng, (uint8_t*)buf, strlen(buf));

inner_shake256_flip(&rng);

ne buf — psgok 3aBIOBXKKH 8§ CHMBOJIB, KU MICTUTh CHMBOJIH:

msn=512: 0x6b, 0x65, 0x79, 0x67, 0x65, 0x6¢e, 0x20, 0x39, 0.

Js n = 1024 3amicTh nepeocTanHboro cuMBoiry 0x39 3acrocoByroTs cuMmBoi 0x3a.
Ha puc. 2 npencrasieHo gaHi npo KUIbKICTh MOMIIIOK rpH reHepanii 10000 ycnimHux KIioyiB
mist Falcon512. Ha puc. 3 npeacrasneno ananorivsi qani s Falcon1024.
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M Double, [ SCALE=32 SCALE=26
52363704/ 432244640

10000
2469
1000
777
100
BO
7
|

fg_error fa_inv_error public_error god_error reduce_error limit_error_f limit_error_g

Thn noMunkx

Puc. 2. [Tani mo noMmikaM npu redeparii kimodis st Falcon512

W Double, B SCALE=32 SCALE=26
916412285 514190050
100000 1
8945
10000
3809
1000
1000
B94
100 1
nin 5
= -
10 =
fg_error fg_inv_error public_error ged_error reduce_error limit_error_f limit_error_g
Tun nomunim

Puc. 3. [lani mo moMuikaM npu reHepariii kimodis st Falcon1024

SIK moKa3zaB €KCHEPUMEHT, KUIBKICTh NMOMMJIOK CYTTEBO BIAPI3HAETHCS A TOMMIKUA THITY
reduce_error. Lle moB’s13aHO 3 CYyTTEBMM 3MEHIIEHHSIM TOYHOCTI B pa3i 3acTOCyBaHHS (hiKCOBaHOI
TOUKH, 0cobnuBo y BapiaHTi 31 SCALE = 26. 30u1bmenHs reduce error BIUTUBAE Ha MPOTYKTHUB-
HICTB OTIeparlii TeHeparlii KIIFo4iB, TOMY IO I TOMIJIKA BU3HAYAETHCS MPAKTUIHO B KIHITI oneparii
reHepatlii, 1o noTpedye NOYMHATH 1II0 ONEpallito CoYaTKy.

Haiibinpmr “xanioHoro” cepen (yHKIH 0i0mioTeKkH, sKi 3aCTOCOBYIOTH (DiKCOBaHy TOUKY,
€ (YHKIIIsI KOMIUIEKCHOTO MHOKeHHsT fxc mul, sika o6uucitoe Molyib 3HAMEHHUKA (TpH omneparii
fxr_mul), BUKOHYE JiJICHHS YHCeTbHUKA HAa MOJTYJIb 3HAMEHHHKA (J1B1 omnepaiii fxr div) Ta BUKOHYe
OIepaLito KOMIUIEKCHOTO MHOXKEHHS.

4.2. Po3ropTaHHsi CEKPETHOI0 KJIKYa

PosropranHs ceKpeTHOro KiIro4ya MOXKE BUKOHYBATHCh 0€3MocepeIHhO MapalieiabHO 3 TeHepalli-
eto EIl, a Takox stk okpema (PyHKIIisI, Ika B IKOCT1 BXIJIHUX JIaHUX 3aCTOCOBYE TUTHKH HAOIp MOITi-
HOMIB Jist cekpetHoro kioua (f, g, F, G).

BapianT 3 mapanensHuUM po3ropTanHsaM 1 reHepairiero EIT 3acTocoByroTh, KO 0OMEKEHHS Ha
po3Mip mam’sTi € KpUTUYHUM. B 11bOMY BUTIQAKY KIFOUU PO3TOPTAOTHCS KOXKHOTO pa3y MpH CTBO-
penni EIl, mo 30inpmrye vac, HeoOXimHuid 1is 1i TeHeparii. BapianT 3 okpeMuM po3ropTaHHSIM
3aCTOCOBYIOTH, SIKIIIO KPUTHYHUM € TIapaMeTp 4acy, JJIs OJHOTO HabOpy CEKpPEeTHUX KITIOYiB IeHe-
pytoTh aekinbka EIL.
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Astopu [1, 2] 3anpornoHyBasin 00MABa BapiaHTH, HASBHICTh SIKHX MOXKE MPHU3BECTH 10 aTaKH,
3a JIOMOMOTOIO SIKOT MOKHA 00UMCIIUTH ceKpeTHi kitodi [3]. B [5] Bu3HaUeHO yMOBH, MPH SKHUX Ja-
Ha aTaka HEMOXKJIMBA

Posropranns cexperHoro kitoua (moOymoBa nepeBa Falcon tree) BUKOHYETBCS 3TiHO 3 alro-
puT™MOM, nipeactaBieHuM B [2] (dynkiis expand privkey ). Ha ocrosi FFT ¢dopmary mns mosiHo-
MmiB f, g, F, G popmyerbest nepeBo, mpu 00YHCICHHI SKOTO 3aCTOCOBYIOTH omepalii 3 (pikcoBaHOIO
Toukoto. Ilicis oOuMCIIeHHsS eJIeMEHTIB JepeBa BUKOHYETHCS WOTO HOpMaii3alisi, TOOTO KOXHE

3HA4YCHHA CJICMCHTY JCpPE€Ba value 3aMiHSA€ThCA 3HAYEHHIM ——.

4.3. EfleKTpOHHUIA miamuc

EnexTponHmit mianuc BUpOOISIETHCS 3TiIHO 3 anropuTMmoM [1, 2] (byHkis sign tree), ane s
po0OTH 3 TaHUMU 3 TUTABAKOYOI0 TOYKOIO 3aCTOCOBYEThCS (pikcoBaHa Touka [5]. B skocTi BXigHMX
JaHUX 3aCTOCOBYIOTH MOBIJOMJICHHS VIS MIJIHCY, PO3TOPHYTUI CEKPETHHUH KIIIOY Ta iHIIMaIi30Ba-
HUI TeHepaTop NCEBIOBUITAIKOBUX YHCEIL.

I'enepauis EIl nepenbavac renepariito 6iTa, 3HaYeHHs AKOro J0piBHIOE 1 3 iMoBipHicTIO €%, 110
noTpedye OOYMCICHHS ©KCIIOHEHTH JUisi aprymMeHTy B miamaszoHi [0.. In2). JlomarkoBa (yHKIIis
fXr_expm oOYHCIIOE 1€ 3HAUCHHS JJIs apTyMEHTIB, 33JJaHUX 3 (PIKCOBAHOIO TOYKOIO.

5. llponykTuBHicTh Gpynkuii anropurmy FALCON

VY Mexax qochiKeHHs 0yJ0 BUKOHAHO MOPIBHIHHS MPOAYKTUBHOCTI (YHKIIIH TreHeparii Kito-
4iB, PO3TOPTaHHS CEKPETHOro Kitoda Ta BupoOneHHs EIl s BapiaHTIB 3aCTOCYBaHHS IUIaBArO4ol
TOYKH, eMYJIALIT TIaBal0v0i TOUYKH Ta ¢ikcoBanoi Touku aiist SCALE = 26.

Sk 1 B monepeHbOMY BHUIAJKY IPOAYKTHUBHICTh BUBHAYAETHCSI B TAKTaX MPOLIECOPY.

[TponykTuBHICTh BU3HAYA€THCA A 100 pi3HUX KITIOYiB.

Jnist reHepartii KO)KHOTO KIIF04Ya BUKOHYETHCS 16 €KCIIEpHMEHTIB 1 BU3HAYAETHCA MiHIMAIbHHNA
qac (U1 BUKJIIOYCHHS BHITAJIKOBHX MEPEKITI0YeHb MOTOKIB). (st 100 pi3HUX KITIOUiB BU3HAYAETHCS
MiHIMaJIbHa KUIBKICTh TaKTiB (Min), MakCMMasibHa KUJIbKICTh TaKTIB 3 MiHIMAJIbHUX (Max) Ta cepe-
HE 3HAYEHHS MPOAYKTHUBHOCTI (avg).

Onmeparrii po3ropranss kiatouiB Ta Bupodsenus EIl Bukonyetsces st koxkHoro 31 100 kirouiB
(3HOBY €KCIIEpUMEHT TMOBTOPIOETHCA NIJIsi KOXKHOTO KJtoua 16 pasiB, 0OYHUCITIOETHCS MiHIMAIbHE,
MaKCHUMaJIbHE Ta Cepe/IHE 3HAUCHHS).

Jlns nmopiBHsIHHA 3acTocoByeThbesi Reference Implementation 6e3 3actocyBanHs AVX komaHz
aBTopiB (nmanka falcon-round3, [1]) Ta BignoBiaHa peaisailis B pa3i 3acTOCyBaHHs (IKCOBaHOI TOU-
ku 3 macmtabom SCALE = 26.

Ha puc. 4 HaBeneHO pe3ynbTaTd BUMIPIOBaHHS NMPOJYKTUBHOCTI (yHKIIH anroputmy Falcon
s Faclon512. Ha puc. 5 naBeneno BianoBiaHi qani s Falcon1024.

JIJis1 KOXKHOTO BHITAJKYy 3aJaf0ThCs TpU 3HauYeHHA. [lepie 3HaYeHHS — MiHIMallbHE, JApYyre —
MaKCHMaJbHE 3 MIHIMAJILHUX, TPETE — cepelHe. [l ycix BapiaHTIB MiHIMajbHE 3HAYeHHs 7S (iK-
COBaHOI TOYKH BUTPAE B MOPIBHIHHI 3 MIHIMAJIBHUM 3HAYEHHSAM JUIS PEKUMY eMYJISLIT MIaBaroyvoi
TOYKH.

Jlns ycix BapiaHTIB 3a BUKJIIOUEHHSIM reHepanii kiouiB s n = 1024 MakcumalnbHe Ta cepe-
HE 3HaueHHS JUIs (DIKCOBAHOT TOUKH MOCTYHAEThCS BIJNOBIIHUM 3HAUEHHSM JJISl PEXKUMY MYl
r1aBaroyoi Touku. Tpeba 3a3Ha4yMTH, 10 3aCTOCYBaHHS (PiIKCOBaHOI TOUKM 3aMICTh IUIABAlOYOi HE
BUpilIye MPoOIeMY 3aJIe)KHOCTI Pe3y/IbTaTy BiJl MOPAIKY BUKOHAHHS ONepallii.
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B pexum 2actocysaqda double [l pesum emynsuii double DikcoraHa Todka (SCALE=26)
T5B69740

50000000

22435578 2359 1764

14105044
. 9636120
10000000 —7025797F —
5000000
3055032
— 2835199 2868107 2601164 2743645
1000000 : - i _'
500000
25516, 280468 oy
104272 111595 ™ I
—-— -

Keygen (min)  Keygen (avg) Keygen (max]) Expand (min)  Expand (avg) Expand (max) Sign (min) Sign (avg) Sign (max)

min - Mini i 4aC p , avg - ycep A uac p . max - 1bHMIE Yac poBotu

Puc. 4. Ouinka yacy po6oru ¢pynkuiit Keygen, Expand, Sign nns Falcon512

B pexwm sactocysanks double [l pexwmm emynsuii double dikcosana Touka (SCALE=28)
245713738
866639
100000000
50000000 3900301 2
29007270 8
22440671
10000000 6763268 "

5236021 5430382 - 5637296 SRGa7 6048278

5000000 . - .

1000000 ' 657503
511885 543865
500000
296090 I I
224603
206339
| o~ [ ]| § | |
Keygen tmin) Keygen (avg) Keygen (max] Expand (min)  Expand (avg) Expand (max) Sign (min) Sign (avg) Sign (max)
min - MiHiMansH1A Yac poboTk, avg - yeepeaHeHuia Yac poboTy, max - MakcuMansHuA vac pobotk
Puc. 5. Ouinka uacy po6oru ¢pynkuiit Keygen, Expand, Sign s Falcon1024
BucHoBku

MoudikoBaHO alroOpuUTM reHeparlii KIoYiB Ta (JOpMyBaHHS €JIEKTPOHHOTO MIAMUCY 3 ypaxy-
BaHHAM (opMary JMaHuX 3 (hiKCOBAHOK TOYKOIO, 3aMPOIIOHOBAHOTO B pOOOTI [5], MO JTO3BOJIMIIO
3a0e3MeunTH €JMHUI MaclITad uid ycix onepariii reHepariii KJto4iB Ta (GOpMyBaHHS €EKTPOHHOTO
nianucy. Takuil miaxiJ 3HAYHO CHPOIIYyE peaji3alilo KpUNnTorpadiuHux aaropuTMiB, 30epirarouu
MIPU I[bOMY BHCOKY TIPOJIYKTHUBHICTh. YHIBepcaibHa 0107110TeKa, po3p0o0JieHa B MEKax JOCIIIHKEH-
Hs, miarpumye Macmtad SCALE < 32 ta MicTuTh peatizallii KJII040BUX ONepalliii, 10 BpaXxoBYIOTh
crenudiky 00UnCICHb 3 PIKCOBAHOK TOYKOFO.
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Pe3ynbraTi €KCiepMMEHTAIbHOTO JTOCTIIKEHHS MOKa3aliH, 10 KUIBKICTh MOMUJIOK CYTTEBO
BIIPI3HAETHCS JUTsl MTOMIIIKH Ty reduce error. Lle moB’s13aHO 3 CyTTEBUM 3MEHIIICHHSM TOYHOCTI B
pa3i 3actocyBaHHs (hikcoBaHOT Touku, ocobOnmBo B BapianTi 31 SCALE = 26. 30inbiumeHHs
reduce error BIUIMBAa€ Ha MPOMYKTUBHICTH OmeEparlii reHeparii KJIHO4YiB, TOMY IO I MOMHIIKA
BU3HAYA€THCS MPAKTHUYHO B KiHIN omeparii reHepaiii, o norpedye NOYMHATH IO OMEPaliio CIo-
YaTKy.

Cepen ycix peanizoBaHuX (PyHKIIIH HAWOLIBII PECYPCOEMHUMH € OIepallii MHOXKEHHS, TUICHHS
Ta KOMIUIGKCHOTO MHOKeHHs. (DYHKIIiSi KOMIUIGKCHOTO MHOXeHHs fxc mul mpopeMoHcTpyBaiia
HaAOIIBIII BUMOTH 10 PECypCiB uepe3 HEOOXiTHICTh BHUKOHAHHS KIJIBKOX KIIIOUOBHX OIEparlii,
TaKuX K OOYMCIICHHS MOJyJIsl 3HAMEHHUKA Ta JiieHHs. He3Baxkarouu Ha 11e, 3acTOCyBaHHS (iKco-
BaHOI TOUKM 3a0e3redye OOUYMCIIOBAIbHY HE3aJEXKHICTh BiJl Yacy Ui Olepamii i3 CEeKpeTHUMHU
KJIFOYaMH, 110 € BOXKJIMBOIO BUMOTOIO JJIs 3a0€3MeueHHs] KpunTorpadivyHoi CTIHKOCTI.

TakuM YHHOM, 3aIPONOHOBaHI MoAM(iIKaIli Ta aHami3 MPOIYKTHBHOCTI AEMOHCTPYIOTH, IO
dbopmart 3 GiKCOBAaHOI TOYKOI MOXKE OyTH €(EeKTHBHO 3aCTOCOBAHUN Y KpUNTOrpadidyHUX aJIrOpH-
TMax 3a yMOBH ONTUMi3alii MaciTady Ta BpaxyBaHHS BILIUBY Ha TOUHICTh. OTpUMaHi pe3yabTaTu
MOXYTh OYTH BHKOPHCTaHI JUIS MOJAIBIIOTO BIOCKOHAJICHHS KPUNTOTrpadiuHMUX MPOTOKOIIB Ta iX
peaiizarii B 0OMEKEHUX CEepeOBUINAX, ¢ BUKOPHCTAHHS IUIABAIOYOi TOYKH € HebaxaHuM abo
HEMOXIIUBUM.
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B.B. BOPO/IABKA, B.1. €CIH, 0-p mexh. nayx

JOILJILHICTh BUKOPUCTAHHA MOXJINUBOCTEM IITYYHOI'O IHTEJEKTY
AJIA BABE3NEYEHHSI KIBEPBE3NEKH IITNTPUEMCTBA,
SIKA TPYHTYETbCSI HA KOHUENUII HYJbOBOI 1OBIPHA

Beryn

[[IBUAKICTh PO3BUTKY Ta 3MiHH KiOEPIPOCTOPY B OCTaHHI TPHU-TI’SITh POKIB BPa)KalOTh HE TiJIb-
KM HEJOCBITUEHUX KOPHCTYBAYiB, a i CHEmiajicTiB y rainysi iHdpopMamiifHuX TEXHOIOTiH Ta iHdOop-
MariifHoi Oe3neku. BinOyBaeTbcst CTpIMKHIT PO3BUTOK HE JIMIIE OOCITY OOpOOIIOBaHMX JaHUX,
KUTBKOCTI MPHUCTPOIB, MiAKIIOYEHUX A0 [HTepHETYy ab0 YMCeNnbHOCTI 3aCTOCYHKIB Ta CEpBICiB, a i
caMUX KOHIIEHIIiK 1 TexHouorii. Beeocsbkaa nudposizaliis Ta nepexin 0613Hecy B OHJIANH, IPHUCKO-
peHi aHAeMi€ro Ta BilfHOI0, 6arato B YOMY CHPHUSIIN PO3BHUTKY i€l TEHICHIII].

[ITupoke BUKOPUCTAHHS MOB NIPOrpaMyBaHHs, GPEHMBOPKIB 1 CEpeIOBUIL] PO3POOKH, PO3BUTOK
XMapHOi iH(PACTPYKTYpH Ta TEXHOJIOTIH BipTyasisamlii i KOHTeWHepu3alii JaloTh 3MOTy 30upatu
HOBI 3aCTOCYHKHU y Oe3MpeLieleHTHO KOPOTKHI TepMiH, B TOMY YHUCII 3a JIOIOMOTOI0 IITYYHOI'O 1H-
tenekty (III). 3 irmoro 60Ky, 3 TAKOIO K IMIBHIKICTIO MHOXKATHCS 1 Kibep3arpo3u, OCKUTLKH 3JI0B-
MHUCHUKH BUKOPUCTOBYIOTH aHAJIOTT4HI BUCOKOE(EKTHBHI IHCTPYMEHTH PO3pOOKH, aje y CBOIX Mpo-
TUIpaBHUX IUIAX. Lle BUBOAMTH piBeHb KiOEPHPOTHIil HA HOBUI PiBEHB: SKIIO PaHIIIEe MPOTHCTO-
SIHHS 31 3IOBMUCHHKAMU MOKHA OyJI0 omnucatu sik 60poTs0y po3yMiB 1 HajamToBaHUX 3aco0iB 3a-
XHCTy iH(pOpMaIlii, TO Tenep e BKe MOKHA HAa3BaTH CBOEPIIHUM MOEAMHKOM TEXHOJIOTIH, y IKOMY
3anisaui 1. 3BiT kommaHii (Jligepa y cerMeHTi aBTOMaTU30BaHOI nepeBipku Oesnekn) Pentera [1]
PO CTaH TECTyBaHHS Ha NMPOHMKHEHHS 3a 2024 p. mpojuBae CBITJIO Ha HarajbHI MpoOJIEMH Ta
3MiHY napaaurM kibepoesneku B rino0aibHUX OpraHi3allisx.

Po3moBu mpo mpaktiune Bukopuctanus LI y cdepi kibepOe3nekn BeAyThCsS BXKE TPUBAIHIA
yac, aje JIMIIe HEHIOAABHO Ii IHCTPYMEHTU CTalH JOCTYMHUMHU Ha pUHKY. ChOTOJHINIHIN piBEHb
3pIIOCTI TaKUX PIIICHb JJO3BOJIMB 3a0€3MEYNTH BIIPOBA/KEHHS 1X y KOPIIOPATUBHI CepeIOBHUINA IS
OPUAHATTS BaXJIMBUX PILICHb, IPUYOMY IUJIKOM 3 BHUIIpaBJaHUMH BUTpaTaMM Ha iX peasizalito, B
TOMY YHMCII1 BpaXOBYIOUM MOJIMBOCTI JUIsl 3TOBMUCHHMKIB, 1110 3HOBY BLAKpHUIUCS. A came, eeKTu-
BHA Ta CBO€YACHA MPOTHU/ISI aTaKaM CTa€ MOKJIMBOIO JIMIIE 13 3aCTOCYBaHHAIM TexHooriit 111

3rigno 3i 3BiToM «The macroeconomic impact of artificial intelligence» Bix mi>xkHapoaHoT ay-
IUT-KOHCANTUHTOBOI Kopropaiii PwC [2] mporHo3syeTses, mo 10 2030 p. 3aBASKH MPUCKOPEHOMY
po3Butky cuctem LI rnmo6ansuuii BBII moxe 3poctu Ha 14 % (ue Omausbko 15,7 TpnH nonapis
CIOA). ¥V cdepi xomm’totepHux Hayk Il o3Havae 37aTHICTH MalllMH BUKOHYBATH 3aBJaHHS, IS
SIKUX, 3a3BUYal, BUMAraeTbCsl HasBHICTH Jtojicbkoro iHTenekty. [Ipu npomy LI Bkirouae Garato
CYMDKHHX OOJIaCTel Ta TEXHOJOTiH, TaKMX K MallMHHE HaBYaHHs, IIMOOKe HaBYaHHS, HEMPOHHI
Mepexki, 00poOKa IPUPOIHUX MOB Ta 1HIIIL.

Ha 111 mBuakoro po3BuTKy iHHOBaliiHUX TexHonorii I HabyBae mHUpoKoro 3acTOCyBaHHS
JUTSl BUSIBJICHHSI K10ep3arpo3 1 3a0e3rnedeHHs] TOCHJICHOTO 3aXHUCTY BiJl KibepaTak, a TaKOoX CIpHUsIE
NPUAHATTIO OOIPYHTOBAHMX Ta CKOOPAMHOBAHUX YIPABIIHCBKUX pilleHb. Po3mmproroun iHCTpY-
MEHTapii JJIs BUSBIEHHS 1 3amobiraHHs KiOep3arpo3aMm, aBTOMAaTHU3YIOUM PYTHMHHI 3aBJIaHHS Ta
CKOpPOYYIOUM Yac pearyBaHHs Ha KiOepiHIMIeHTH, TexHouoris Il Moxe 3HaYHO 3MIITHUTH 3aXUCT
BiJ kiOepaTak, 0 J03BOJIUTH MIHIMI3YBaTH 3arpO3JIMBI TEHACHIIIT y 1iil cdepi. 3a JaHUMU KOMTIa-
Hii IBM [3], 30uTKu BiJ MOpYIIEHHS JaHUX Y BCbOMY CBITI MOXKYTh OYTH 3HIMKEHI, SIKIIO OpraHiza-
11i 3aCTOCOBYBaTUMYTh aBTOMAaTH30BaHI1 pilieHHs O6e3neku. Opraxizailii, iKi HE 3aCTOCOBYBaJIM aB-
TOMAaTHU3aIlil0 B Oe3Melli, 3a3HaJId BUTPAT y 3B 53Ky 3 MOPYLICHHSMH, ki Oynu Ha 95 % BuimmMmuy,
HIXK MOPYIIEHHS B OpraHizalisx 3 MOBHICTIO pO3rOPHYTO0 aBTOMATU3ALIIEI0.

[Topsia 3 MM, 11100 3aXUCTUTH CydacHe IUQPOBE MiAMTPUEMCTBO, HEOOXiTHA KOMIJIEKCHA CTpa-
Teris s 6e3Me4YHOro A0CTYIy y Oyap-sSKuii yac 1 B OyAb-IKOMY MICIi 0 KOPIIOPaTUBHUX PECYPCIB
HiANPUEMCTBA (3aCTOCYHKIB, 3aCTapiiux / yCIaJAKOBAHUX CHCTEM, JTaHHMX, MPUCTPOIB TOIO) HE3a-
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JIEKHO BiJl TOTO, € BOHU posrarioBadi [4, 5]. JlificHO, pO3BUTOK XMapHUX OOYMCIICHb, [HTEpHETY
pedeit, 6i3Hec-mapTHEPIB Ta 3POCTAI0YO0i KITBKOCTI BiIJAJICHUX CIHIBPOOITHUKIB ITiIBHUINYE CKIIAJ-
HICTh 3aXHCTy UIU(PPOBUX AaKTHBIB MiANPUEMCTBA, OCKUIBKM TOYOK BXOAY, BHUXOAY Ta
JOCTYITY 10 JAHWUX 1CTOTHO 30UIBIIMIIOCS, a ICHYIOY1 pIllIEHHS HE 3aBXKIH 37aTHI pearyBaTH Ha -
HaMi4Hi 3MiHH, Yepe3 Te, 10 YacTO IPYHTYIOThCS Ha CTAaTUYHHX HAOOpax mpaBwi, OpaHaMmayepax,
Bipryansuux npuBatHux mepekax (Virtual Private Network — VPN). Tomy mignpuemMcTBa craiu
MEPEOCMUCITIOBATH TPAAMIIMHUN MiIXil 0 3aXHCTy, MO 0a3yeTbcs Ha 3a0e3MeucHHi Oe3MeKu
NepUMETPa MEPEXKi, CXUIISIFOUMCH JI0 HOBOT KOHIIEMIIIT Ta apXITEeKTypH 3aXHUCTy. TaKkow KOHIICTIIIE
3apa3 cTaja Tapajurma 6esreKH, BifloMa SK «HyIboBa noBipay (Zero Trust — ZT). Ii oco6musicTio
MOKHA BBaXKaTH JKOPCTKINIUN MPUHIIMIT «HIKOJIM HE JAOBIPATH, 3aBXIHU MEpeBIpATH». T0oOTO 3rigHO
3 il OCHOBHOIO iJIe€I0 — HE ICHY€E o0nacTel, siKi 3aCIyTOBYIOTh Ha J0Bipy. HynpoBa foBipa — 11e He
€IMHA apXiTEKTypa, a Hallp KePIBHUX MPUHIIMIIIB JIJI1 pOOOUYOTO MPOIECY, MPOCKTYBAHHS CUCTEMHU
Ta oIepariii, ki MOXHAa BUKOPHCTOBYBATH JJISl TOKPAIIEHHS CTaHy Oe3MeKH Oy/b-gKoi Kiacudika-
1ii abo piBHS 4yTIMBOCTI [6].

Buxoasiuu 3 cka3aHOro, CIUPAIOYUCH HA MIPUHIIMITA 111€1 KOHIICIIIT 1 3a1igBIIu MoxxiauBocTi LT
(rexuounorii I MOXyTh eheKTHBHO BUKOPUCTOBYBATHUCS ISl CBOEYACHOTO BUSIBJIICHHS BPa3JIUBOC-
Tel y pi3HuX iHQOpMaIiitHUX cHCTeMax Ta Mepekax), MOKHa CpoOyBaTH MoOyayBaTH BiAMOBIAHY
Cy4aCHHM BHMOTaM aJaNTHBHY 1 CTIMKYy cucTeMy Oe3MeKH, sika MOCTIHHO Oy/e mepeBipsATH KOXKHY
B3a€MO/III0 Ta MIBUJIKO pearyBaTy Ha 3arpo3u, IO 3HOBY 3’ SIBISIOTHCS.

VY pamkax BHUpIIIECHHsS 3a3HAYCHOI 3ajadi pO3IJSHEMO JACSKHH MiAXid, IO CIUPAEThCS Ha
MIPUHIIAITA KOHIICTIIi HYIb0BOI JOBipH Ta moteHian 11, a came — MOKIIMBICTh BUPIIICHHS aKTya-
JHHOTO 3aBJaHHs, SKE TOJIATaE y MONAIBIIOMY YAOCKOHAJICHHI MOJIENICH 1 METOJIB 3aXHCTy Bill
KibepaTak Ta 37I0BXKHBAaHb IUIIXOM IHTETPYBaHHS KOHLENTYaJIbHUX NMPUHLIHUIIIB HYJIHOBOI JIOBipH Ta
III. Takuii nigxix MOXKe TO3BOJUTHU 3a0€3Ie4YUTH OUIbII AWHAMIYHUN Ta aJalTUBHUI 3aXUCT 3a
pPaxyHOK MOCTIHHOI NMepeBipKr aBTEHTUYHOCTI KOPUCTYBAUiB 1 MPOLIECIB, HE3AJICKHO BiJ iX mormepe-
JTHBOTO CTATYyCy JOBipH, Ta OUIbII eheKTHUBHO iAeHTU(]IKYyBaTH MOTEHIINHHI 3arpO3U B PEXUMIi pea-
JHHOTO Yacy i pearyBaTu Ha HUX paHillle, Hi’K BOHH MOKYTb 3aBJaTH IIKOIH.

1. Orusia koHUenuii HYJILOBOI 10BipU

Sk Bimomo [7], TpaauiiiiHa MepekeBa Oe3reka IpyHTYEThCsl Ha KOHIICTIIIi iepuMeTpa Oe3MneKH,
3TiHO 3 SKOK0 Mepeka MOJUIAETHCS Ha Bl YACTHMHU: BHYTPIIIHIO JOBIPEHY MEPEXKY Ta 30BHIIIHIO
HEeOBIpeHy Mepexy. BiAmoBiiHO A0 LBOro MiIXO0Ay 100pe CTPYKTypoBaHa apXiTEKTypa Oe3meKku
posrisiae Oe3nexy Mepeski ik 0araTopiBHEBY CUCTEMY, /i€ KOXKEH MEPUMETp 3aXHUIIae 00JIacTh, IKY
BiH MOKpHWBA€. 3a JaHUMU JIOCTIIHUKIB 13 KommaHii Akamai [8], mepumerp — yKpirjieHa IiIsTHKa
Mepexi, fKa MOXe BKJIIOYaTH T'paHUYHI MapIIpyTH3aTOpu, MIKMepexeBl ekpaHu (OpaHamayepw,
daitpsosn), cucremu BusBiIeHHs Bropraens (Intrusion Detection System — IDS), cucremu 3amo6i-
ranHs BTopraenHsm (Intrusion Prevention System — IPS), VPN, nporpamHy apXiTeKTypy, AeMii-
tapu3oBany 30Hy (Demilitarized Zone — DMZ) Ta Biptyanbhi gokansHi Mepexi (Virtual Local Area
Network — VLAN).

MixmepexeBl ekpaHu abo (aepBOIM 3aXMIIAIOTh AKTHUBH, 130JII0I0YM MPUBATHI MEPEXkKl BiJl
nyosiyHUX HUIXoM ¢iabTpanii Tpadiky Ta OJIOKYBaHHS JOCTYIy 10 HEIOBIpEHUX JiKepen abo
IP-anpec. Onnak, SIKIIO 3JI0BMHUCHUKY BJIA€THCS IPOPBATH 3aXUCHUMN MEPUMETP, (paepBOII HE MOXKE
3YMUHUTH MO0 B MOAAIBIINX JiX Y BHYTpilHINA Mepexi. VPN yacTo BUKOPUCTOBYETHCS ISt JOC-
TYIy 0 BiJJIaJICHUX MEPEX, CTBOPIOIOYM 3aXUINEHE 3’€IHAHHS MK JIOKAIFHOIO Ta BiIJaIEHOIO
Mepexero 3a JOMOMOTror MuGpyBaHHs AaHUX. Xoya Ieid MeTo]l e(peKTUBHHM [Tl 3aXUCTY KOMYHI-
Kalliif, BIH CTAHOBUTD 3arpo3y JAJIsi KOPIOPATUBHUX aKTUBIB, OCKUIbKH VPN BUKOpUCTOBYE cTaTH4-
HYy aBTeHTHU(IKALiI0 Ta HE MOXe Oe3MepepBHO MEPeBIPATH 0cO0y KOpHCTyBauya Ta HaJiHHICTh KiH-
1eBOTo npuctporo i yac cecii. Takox VPN He 31aTeH BU3HauaTH Ta 00OMEXyBaTH piBEHb JOCTYITY
KOPHCTYBaYiB, 1110 J103BOJIA€ IM HEOOMEXEHO KOPUCTYBATHCS BHYTPILIHIMU pecypcaMu IICHs MiJIK-
moyeHHs. Mepexa DMZ nonae 1ie oauH piBeHb 0e3MekH AJis BHYTPIIIHBOT Mepexki. OHaK, K 1y
BUIAJKY 3 IHIIMMH METOJIaMH, HaJMIpHA 3aJIeXKHICTh BiJ (ha€pBOJIB MOXKE MPU3BECTHU 10 BUHUK-
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HEHHSI IEBHUX MPOOJIeM. SIKIII0 37TOBMUCHUK 3MOXKe 001WTH (haepBOII, HATPUKIIAA, Yepe3 (IIIMHTOBI
€JIEKTPOHHI JIUCTH, 10 JAO03BOJIUTh OTPUMATH JIOCTYI O BHYTPIITHLOT Mepexi, To DMZ He 3Moxke
OPOTHIIATH Takii 3arpo3i. Kpim Toro, DMZ He 31aTeH BUSBIATH aTakd JAOBIPEHUX NMPHUCTPOIB HA
1HIIT JOBIPEH1 MPUCTPOI.

ApxiTekTypa Oe3neku nepumerpa 3abesnedyBana e()EeKTHBHUN 3aXUCT BiJ THUIOBHX 3arpos,
TaKuX SK IIKiJJIUBE MporpaMHe 3a0e3nedeHHs, (GIIIMHTOB1 aTak, aTakKh Ha BIJIMOBY B OOCIyroBY-
BaHHI Ta aTaku HyJIb0BOro AHA. OHAK 31 3pOCTaHHIM 00CATY JaHUX, IO MEPEMILYIOTbCS Y XMapHIi
cepBicH, Ta 3 PO3MIMPEHHSIM KIJIBbKOCTI KOPUCTYBayiB, BKIIOYHO 3 IpUCTposAMU [HTepHETY peueit
(Internet of Things — 10T), TpaxuiiiiiHe po3yMiHHS MEPEKEBOr0 NEPHUMETPa 3MIHUIIOCS, 110 3pO0H-
JIO 30BHIIIHI aTaku OUIBII CKJIAJHUMH Ta JUHaMIYHUMH. [loBepxHs arak 30inbImmiacs, Oarato
3arpo3 MOXO/ATh 3CEPEANHH, 1 3aXUCT HAa OCHOBI epuMeTpa OiIbIIe HEe MOXKE €(PEKTUBHO MPOTH -
STH BHYTPIIIIHIM 3arpo3aM, OCKUIbKH SBJIsIE COOOI0 OJIHO-HAIIPaBICHUN 3aXHCT 1 03CHIIMNA TPOTH
aTakK 3cepeluHI MEpexi.

KoHnemniss Hy150BO1 TOBIpH, «HIKOIM HE JOBIPAN, 3aBXKAM MEPEBipsii», Oyia BIEpIIe 3ampo-
noroBana y 2010 p. [9] mist po3B’ss3aHHS poOIeM, CIPUIMHEHUX BHYTPIITHIME 3arpo3aMu I Op-
raHizamiii. HynpoBa 1oBipa BiTHOCHTBCS JI0 JIBOX OCHOBHHMX oOJiacTeii: aBTeHTH(]iKallii Ta aBTOpH-
3anii [6]. B ii OCHOBI J€KUTH 1/1€s1 0OMEKEHHS HESBHOI TOBIPU SIK BU3HAHHS OOMEKEHOCTI BUKOPH-
CTaHHSI OAMHUYHUX CTATHYHUX 3aC001B 3aXUCTY y BETUKIA MEPExKi.

[TopiBHIOIOYH TpaTUIiiiHy MOJACIb OE3MeKH Ta MOJEibh HYJIhOBOI JIOBIPM MOXKHA MMOOAYUTH
(tabm. 1 [5, 10]), o TpaauIiiHUE MiIXiq HA OCHOBI 3aXHCTy 3TiJHO 3 NEPHUMETPOM €(HEKTUBHO
3axHIAE BiJ 30BHIMIHIX aTak, aJie iIrHOpy€e BHYTPIIIHI aTaKu.

Taomums 1
[TopiBHSHHS TPaaUIIHHOT MOJIEITi O€3MEKHU Ta MO/IENi HYJILOBOI JOBIpH

Xapakrepucruka Tpaauuiiina moaeap 0e3nexku Mopenb HY1bOBOI 10BipH

Minxix JoBipsiif ane nepeBipsid. Hikxomy He noBipsiif i Bce mepeBipsit.

MikpocermeHTattist (Mepexi MOAUISIOThCA Ha
npibHimIi cerMeHTH abo Oe3meyHi 30HH, MO0

Mexa noBipu

30BHIMIHA (HEMA€E TOBipH).
BaytpimHs (moBipeHa).

00MeXXHTH OiYHE TIePEeMIIICHHS 3arP03; KOXKCH
CErMEHT Ma€ CBOI 3aCO0M KepyBaHHS JOCTYIOM
KOpPHUCTYBayiB Ta HOJITHKH OE3MEKH).

Mepexesa
apXiTeKTypa

Mopenb «3aMOK Ta PiB» 3 MiIBUILIEHUM
aKIIEHTOM Ha 3aXHCT NIEpUMETpa.

JlenienTpaizoBaHa Ta MiKpOCETMEHTOBAHA,
3 JIETAIbHUM KOHTPOJIEM JIOCTYITY.

Kontpois noctymy

Konrposnb noctyny Ha ocHosi IP.

KepyBaHuHs 10CTyIIOM, OpiEHTOBAaHE Ha AaHi
(3 ypaxyBaHHM i1eHTH(DIKAMIHHUX Ta KOHTEKCTHO-
3aJIeKHHUX JIAHHUX).

AsteHTHDIKALISA

OnHOKpaTHa MicyIsl epeBipKHU MpU
TIOYaTKOBOMY [[OCTyHi Ta CTaTU4YHA.

Ilepen noctymom Ta moctiifHa (MyJIbTHUMOJAJIbHA
Ta JWHAMIYHA) IepeBipKa.

KepyBanHs 0e3mexoro

IHauBiAyaNnbHUI MOHITOPUHT
Ta BUJUMICTb.

Buanmicts, aBTOMaTH3al1isl Ta OPKECTPYBaHHS
MOBEJIiHKHU, IPUCTPOIB, CEPBICIB Ta OE3MEKH.

TlosiTuka Oe3rexn

3a3nanerijib BCTAHOBIICHI IIpaBUIIa
Ta 3arajibHa IOJITHKA.

Jletasi3oBaHi MpaBuiia Ta aAanTHBHI MOJITHKH
(omiHKa piBHS O€3MeKHn).

Ha MOPYIICHHS

3JI0BMHCHHUKH OTPUMYIOTh MOXITUBICTh
JUSITA BUIBHO.

Mudpysanus 30BHIMIHS Mepeka (I AHHS). .
, bpy . P (wmgpys ) [osre mm¢ppyBaHHs Tpadiky.
3B’SI3KY Buytpimns (6e3 mudpyBaHH).
[Ticns Toro, sIK mepuMeTp HOPYIICHO, . .
PearyBanHns HagiTp AK1110 MOPYIIEHHS CTAJOCs, IEPEMIIIEHHS

3JI0BMHCHHKIB PETCIBHO Bi,IlCTe)Ky}OTLCH.

TpaauuiiiHa apXiTeKTypa 3aXUCTy HE CIIPOMOKHA €(PEeKTUBHO MPOTUCTOSATH CydacHUM Kibepa-
TakaM, NpUBUIEHOBaHI LUISIXU AOCTYIY CTalOTh OUIBII PU3MKOBAHMMM M YCKIIAJHIOIOTH 3aXHCT
3TiAHO 3 MEPUMETPOM BiJl HECAHKIIOHOBAHUX aTak 3 OOKY JIETITUMHHMX BHYTPIIIHIX KOPUCTYBauyiB.
VY Toif yac Ik BUKOPUCTAHHS, HAPUKIIA/, IPUHIIUITY HAWMEHIINX MPUBLJIEIB Ta MiKpOCETMEHTAITis
apXiTeKTypu HylIboBO1 noBipu (Zero Trust Architecture — ZTA) edekTuBHO 00OMEXye MpHBiiel BHY-
TPILIHIX KOPUCTYBAYiB 1 JJO3BOJIIE YHUKATH PU3HMKIB HEOOMexeHoro O6iuHoro nepeminienns (lateral
movement) KOpUCTYBaviB y MEpExKi.
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[IpuHIMNH HYTHOBOI JOBIpH HE € HOBUMHU, aje iX YHIKaIbHICTH MOJIATAE B KOMIUIEKCHOMY 3a-
CTOCYBaHHI ISl 3aXUCTYy KOPIIOPATUBHUX pecypciB. Ha BimMiHy Bi TpaIUIIHHUX CHCTEM, JI€ TIpaBa
JOCTYITy BU3HAYAIOTHCS CTATUYHO BIAMOBITHO JIO MOCAIOBUX OOOB’SI3KIB, MMiIX1/l KOHIICTIIi HYJIhO-
BOi JIOBipH niepea0davyae TUHAMIYHE TPUHHATTS pillleHb Yepe3 EeHTP MOJITUKA Ha OCHOBI BHYTpIillI-
HiX MpaBWJI 1 30BHIMIHIX JaHUX. X04Ya aBTOMATU3ALlis € KIIFOYOBUM €JIEMEHTOM TaKUX CHCTEM, BOHU
TaKOX 3a0€3MeYyI0Th MOKIIMBICTh PyYHOTO BTPYYaHHS Ha OKPEMHX €Tarax Iepe]] 3alyCKOM aBTO-
MaTUYHHX TPOIIECIB pearyBaHHs [5].

VY cnenianehii myoOumikamii NIST 800-207 [6] HynahOoBa A0OBipa ONMUCYETHCSA K TapaaurMa
kibepOe3neku, sika 3Millye akIeHT 3axucty. HymnpoBa JoBipa 30cepe/pkeHa Ha 3aXHCTi PecypciB
(akTuBIB, CcIy’k0, poOOYMX TPOIECIB, MEPEKEBUX OOJIKOBHX 3aIlMCIB TOIIO), a HE HAa CErMEHTaX
MEpexXi, OCKUTBKA MEPEKEBE PO3TALTYBaHHS OUIbIIe HE BBAXKAETHCS OCHOBHUM KOMIIOHEHTOM 0e€3-
MeKH pecypcy. 3TiIHO 3 KOHIIEMIIIE€I0 HYJIBOBOI JOBIpH aKTHBaM a00 OOJIKOBUM 3arucaM KOPUCTY-
BayiB HE HAJAETHCS HISKOI HESBHOI JIOBIPH HA OCHOBI iXHBOTO (hi3U4HOrO 2060 MEpPEKEBOro PoO3Ta-
myBaHHs. HaromicTe aBTeHTH(IKAISA Ta aBTOpHU3allis MepeadavyaroTh MEeBHI KPOKH MEepea THM, SK
OTpUMATH JOCTYI A0 KOPIOpaTHBHOTO pecypcy [6]. Ha puc. 1 mpencTaBieHo OCHOBHI JIOTiYHI KOM-
MOHEHTH apXiTEKTYPH HYJIbOBOI JIOBIPH, & TAKOK B3a€MO3B’ 30K MiXK HUMHU.
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Puc. 1. OcHoBHi noriuni komnonentu ZTA

B naniii cxemi icHye MOHATTS cy0’ekTa, sike BusHauaeThest NIST [6] sik xopucTyBau, cepsic,
3aCTOCYHOK a00 MPUCTPIH, 110 Mpaltoe B KOMII ' IOTEpHIN cucTteMi (a00 pa3oM 3 HEK0) 1 Ma€e TOCTYI
10 kopriopatuBHoro pecypcy (Enterprise Resource). Ileit pecypc Moke OyTH 3aCTOCYHKOM, JaHU-
MU, JJOKYMEHTOM a00 poOOYMM HaBaHTAXKEHHSIM, SIKI 3HAXOJATHCS I KOHTPOJEM OpraHizaii Ta
3axXMILEHI CUCTEMOIO HYNIbOBOI JJOBIpH. BBaxkaeThcs, 10 Cy0’€KT MpaIloe B HEHAIIHHOMY cepero-
BUIII B HEHAAIMHIN Mepexi, 1 1OMy J103BOJIEHO OTPUMATH JOCTYI IO PECYPCY JIUIIE Yepe3 TOUKY
3acrocyBanns nonituku (Policy Enforcement Point — PEP). PEP kouTposntoe goctymn cy6’exTa 10
pecypcey uepes te, 1m0 NIST [6] HasuBae HesBHOIO 30HOI0 q0BipHu (Implicit trust zone). PEP ue 36e-
pirae i He BH3HAYa€ MOJITHKY — IF0 POOOTY BUKOHYe Touka mpuiiHsTTs pimenns (Policy Decision
Point — PDP). Bapro 3BepHyTH yBary, 1o cy0’€KT B3aEMOJIi€ 3 KOPIIOPATUBHUM PECYPCOM uepes
TaK 3BaHy IUIOMIMHY JaHMX, sIKa BIAPI3HAETHCA Bij MJIOLUIMHU KepyBaHHs — sk 3a3Haydae NIST [7],
PDP i PEP «B3aemonit0Th y Mepexi, sika € JOTIYHO BIJOKPEMIICHOIO 1 HE € O€3MOCEPETHBO TOCTYTI-
HOIO JUIs aKTHBIB 1 pecypciB opranizaiii. [InonmHa 1aHuX BUKOPUCTOBYETHCS IS TpadiKy JTaHUX
3aCTOCYHKIBY.

Kpim 111X 0CHOBHMX KOMITOHEHTIB Ha MiNPUEMCTBI, 110 peanizye ZTA, € psia 30BHILIHIX KOM-
MIOHEHTIB, SIKI CIIPUSIOTH peaiizallii 0e3neky 3 HyJIbOBOIO JOBIpOI0. A caMe — ICHY€ KiJIbKa JIOKaJb-
HUX Ta 30BHINIHIX JDKEPEN JaHWX, [0 HAJAI0Th BXIHI JaHi Ta MpaBHUia MOJITHK, SKI BUKOPUCTO-
BYIOTHCSI MEXAHI3MOM MOJITHK MPU IPUUHATTI pilieHb npo poctyn. Cepea HUX: CUCTeMa KepyBaH-
Ha ineHtudikamiero (ID management system), ingpactpykrypa Bimkputux kmouiB (Public Key
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Infrastructure — PKI), cucrema anamizy 3arpo3 (iHpopmaiiliHi KaHaJIM MPO 3arpo3u), MiJCUCTeMa
peecTparii moaii 1 MOHITOPUHTY, TMijcucTeMa 0e3nepepBHOI M1arHOCTUKHA Ta YCYHEHHS HACIIIKIB,
cucTeMa ynpapiiHHs iH(QopManiero Ta moxismu Oe3nexu (Security Information and Event Manage-
ment — SIEM), cucrema Oe3mepepBHOI AiarHOCTHKH Ta IMOM SKIICHHS Hacaiakie — Continuous
Diagnostics and Mitigation (CDM). Lli eneMeHTH € BaXJIUBUMH BXIJHUMH JaHUMHU (KOHTEKCTOM)
JUTsl CHCTEMH HYJIbOBOT JIOBIpH 1, 0€3yMOBHO, BIUTMBAIOTh Ha 11 MPAaKTHYHI PillICHHS.

VY cBoro uepry, kommanisa Forrester sampomnonyBana [11] po3mupeny apXiTeKTypy HYJIbOBOL
nosipu (Zero Trust Extended — ZTX), 1110 0XOILIIOE MIUPIIE KOJIO MOTOKIB JaHHUX, 30KpeMa THX, 0
MPOXO/ATH Yepe3 JIOKabHI Mepexi, XMapHi CepBiCH, 30BHIIIHI 3aCTOCYHKH, CAUTH Ta Pi3HI BUAU
KIHIIEBUX NPUCTPOiB, 30kpema naTuuku [oT Tomro. Komnanis Gartner, rpyHTyIOUHCh Ha MPUHIUIIL
0e3mepepBHOro AAANTUBHOTO OLIHIOBAHHS PU3HKY Ta JIOBIPH, TAKOXK BUCYHYMA izeto [12] mpo ZTX.
[TokpareHa Moieab HYJIBOBOI JIOBIPH PO3IIMPIOE apXiTEKTYypy, 3ampornonoBany NIST, 3a6e3mneuy-
104YM OB MOBHY 0013HAHICTh PO CUTYAIiIO 1 BPaXOBYE MPAKTU4HI OCOOJIMBOCTI BBEICHHS B €KC-
IJTyaTaiiro. 3TiIHO 3 TaKOK MOJACILIIO Y MpoIeci BUOOpY pillieHh OEPYTh /10 yBaru i Cy0’€KT, 1 KiH-
[IEBY TOYKY, BKIIFOYHO 31 CTyNeHeM iXHbOI BiINOBITHOCTI BUMoram Oe3mneku. [Ipubau3HO B TOU
camuii yac Google posmoyana po3poOKy CBO€I pearizallii KOHIEMNIii OE3MEKH 3 HYJIbOBOIO JOBIpOIO
BeyondCorp [13], sika mepeHecia KOHTPOJIb AOCTYILY 3 MEPUMETPY MEPEeXki Ha OKpPeMi MPUCTPOI Ta
kopuctyBauiB. BeyondCorp, 6a3yrounch Ha MmomiTUKax aBTeHTU(IKAIl, aBTOpHU3aIlii Ta KOHTPOIIO
JOCTYIy, TapaHTy€e AOCTYI /0 KOPIOPATUBHUX PECYPCIB JIMIIE aBTOPHU30BAHUM KOPUCTYyBadaM i
npuctposiM. JlogaTkoBuil iMImynbe po3BUTKY KoHuernii Haganu myomikamii NIST [6] ta NCCoE
(National Cybersecurity Center of Excellence) [15], siki akuenTyBanu yBary Ha ZTA s 3axucry
KOPIIOPAaTUBHUX AaHUX [5].

Jeski cniemianictu 3 Oe3neku kommanii Oracle moB’s13yr0Th, HapUKIaI, Ail 111010 3a0e3MeYeH-
Hs Oe3MeKH Ha OCHOBI MPUHIIMIIIB KOHIIETIIi HYJIbOBO1 JOBIPY 3 BUKOPUCTAHHSAM YOTUPHOX KIFOYO-
BUX HampsMKiB (puc. 2), 30kpema [14]: 3amobiranus arakam (Attack Prevention), BusiBieHHsl iHIIU-
neutiB (Incident Detection), ycynenns inmumentis (Incident Response) ta ananiz momiii (Event
Analysis). Takuii minxin migKpeciaroe Oe3nepepBHU MUK 3aXUCTY JAaHUX, IHTETPYHOUYH CHCTEMH
KepyBaHH# ineHTHdiKaiieo ta qoctynom (ldentity and Access Management — IAM), aBromaTn30-
BaHE BUSBIICHHS 3arpo3, 0€3MeKy 3aCTOCYHKIB Ta MOHITOPHUHT MEPEKi.

Kepysamus Beaunexa
ipenrngiranicso AAHMX
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pearysanun @ :mcrocnudu
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Incrpymenrmu Gesnexn
Ta MoHiTOpHUIy Mepexi

Puc. 2. Kirto4oBi HanpsiMu 1miIX0.Ly 10 3aXHUCTY

VY 2023 p. komnanis Fortinet mpoBena gociiKeHHS cepe/; KOMITaHii-miaepiB y chepi 6e3mnexu
3 31 kpaiHu, 110 OXOILTIOBAJIO Pi3HI raly3i, BKIIOYHO 3 JepKaBHUM CEKTOpOM. Pe3ynbraTi mokasa-
7y, 1o auie 28 % opraHizaliil BIpOBaJAWIN TOBHOLIIHHE PIIIEHHS HYJIbOBOI TOBIpH JJIs MiHIMi3a-
i kibeppusukis [16]. Lle cBiquuTh mpo Te, 110 3HAUHA YaCTHHA KOMIIaHI| 1ie He peaii3yBaja KOM-
mekcHi 3axoau ZTA, mo 3anuimrae iX Bpa3auBUMH 10 cydacHUX Kibepsarpo3s. [Ipote BrpoBamkeH-
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HS TOMIOHMX pillleHb HE JIUIIE JO3BOJUTH ITiIBUIIUTH piBEHb O€3MeKH, a ¥ 3a0e3nmeunTh 3HaYHi
oTepalliifHi Ta eKOHOMIYHI MepeBaru JyIsl MiANPUEMCTBA, O poouTh ZTA KIOYOBUM €IEMEHTOM
edeKTUBHOTO yrpaBliHHs Kibeppu3ukamu. OHIEO 3 TOJOBHUX IEpeBar KOHIICIIi HYJIbOBOI TOBI-
pH € onTHMI3allisl BUTPAT Ha 3a0e3MeUeHHs KiOepOe3neKku, CKOPOUCHHS 00CsTy poOiT 13 TOTpUMaH-
HS HOPMAaTHBHOI BiAMOBIAHOCTI Ta e(peKTUBHE BUKOpUCTaHHA pecypciB. Kpim acmekTiB Oe3mekH,
ZTA Bimirpae KJIHOYOBY POjb y MiaTpuMIll 1udpoBoi Tpanchopmartii 6i3Hecy, a opranizarii oTpu-
MYIOTb JIOJJaTKOBI KOHKYPEHTHI IepeBart, Taki K MiJBUIICHHS ONepalifHOi THYYKOCTi, e()eKTUBHE
YIOPaBIiHHSA pecypcaMy Ta 3[JaTHICTh IIBUIKO aJanTyBaTUCA A0 3MiH Yy JUHAMIYHOMY LH(PPOBOMY
cepenosuii [17].

B misomy x MOXHa KOHCTaTyBaTH, IO peajli3allis KOHIEMIIi HyJb0BOI JOBIpH Iepeadadae
BIIPOBA/KEHHSI KOMIUIEKCHUX 3aX0JliB O€3MeKH, COpSIMOBAaHUX Ha MiHIMi3aIlil0 pU3HKIB 1 3a0e3me-
YEHHSI 3aXHUCTY PECYpCiB OpraHizailii B yMOBax Cyd4acHOTro HH(POBOro cepeaoBuia. I ogHuMm i3
KIIIOYOBUX KOMIIOHEHTIB Y LIbOMY aCIeKTi € Oe3rnepepBHHUI MOHITOPUHT Ta ayAuT, SKi JO3BOJIAIOTH
BHSIBJISITH T1I03P1TY aKTUBHICTh Ta aHOMAJIIT MIJITXOM aHaII3y JaHHUX 13 MEpeKeBOTO TpadikKy, Kyp-
HaJIIB aKTMBHOCTI KOPHCTYBAUiB Ta CUCTEM 3aXHCTy KiHIIEBHX TOYOK. Lle 3a0e3neuye peanpHuil yac
IUIS OL[IHKHK 3arpo3, pearyBanHs Ha inunuaentu (Incident Response — IR), mposeneHHs 1udpoBoi
kpuminanictuku (digital forensics) ta ananizy kioep3arpo3. [lopsia i3 nuM BaximBuMm € IAM, ska
BH3HAuae MpaBuiia JOCTYIY 10 pecypciB 1 mependavae nepeBipKy KOXKHOTO 3alUTy Ha OCHOBI Oara-
ToaKTOpHOT aBTeHTH(IKAIIl Ta TMHAMIYHOI OIlIHKKA pU3HKiB. L cucTema 3abe3mnevye BUCOKY TOU-
HICTh KOHTPOJIIO JIOCTYIY 3a paXyHOK IHTerpaiii mapameTpiB, TaKuxX SIK ieHTH(IKATOp Ta Mapoib
KOpHCTYyBaya, MPUCTPiii, 9ac MOTOYHOTO MICIIE3HAXO/PKEHHS, IIpaBa JOCTYIy TOIIO. [HIIUM KpUTH-
YHO BaXJIMBUM eiieMeHTOM ZTA € aHami3 moBeNIHKM KOPHCTYBadiB Ta CYTHOCTEW (IPUCTPOIB,
3aCTOCYHKIB Ta iHIIMX 00’€KTiB B iH(popMaiiHiii cucremi; User and Entity Behavior Analysis —
UEBA), sxuii 103BOJIsi€ BUSBISATH aHOMaJIbHI i1, HAMPUKIIAA CIIPOOU HECAaHKIIOHOBAHOTO TOCTYITY
abo nepenaui manux. lle nomomarae ieHTH(DIKYBaTH 3arpo3u, BKIFOYAIOUN PO3IOIICHI aTakd Ha
BiIMOBY B OOCIIYrOBYBaHHI, aTaku Ipy0oi cuiiu, BUTOKU JaHUX Ta 1HCalIepchKi 3arpo3u, 3abesme-
YyI0YH IPIOPUTETHICTh pearyBaHHs Ha HAMOLIbII cepiio3Hi pu3MKH. BogHOYac BaXKIIMBHUM € 1 pea-
ryBanHd Ha iHmuAeHTH (IR), mo nepenbavae mBUAKE BUSBICHHS aTakK, BU3HAUYEHHS X MacIITa0iB,
HeHTpasizamito HaCHiJKIB Ta 3armodiranas moBTopeHHro. OpraHizamii MOXyTh MiHIMI3yBaTH BILIHB
KiOepiHIMICHTIB, CKOPOTUTH Yac MPOCTOIO 1 3aXUCTUTH CBOIO PEMyTAaIlif0, BIPOBAXKYIOUH BiMOBI-
nuuit toiad IR, 3 iHmoro 0oky, cucTema aHalizy 3arpo3 cupusie 300py Ta aHanizy iHdopmarlii mpo
i1 3JI0BMUCHHUKIB 1 BUKOPUCTOBYBaHI HUMHU Bpa3nuBocTi. CIoAM BXOJUTH iH(pOpMaIlis PO Te, 10
pOOIATH 3JIOBMUCHHUKH, SIK BOHHU 1€ POOJISTH 1 SIKI BPa3IMBOCTI BOHM BUKOPUCTOBYIOTh. Lls iHOp-
Marllisi JoromMarae OprasizalfisiM MpOaKTUBHO 3aXUINATH CBOi aKTHUBH, MiABUIIYIOYH CTIMKICTH 1O
cydacHux kioep3arpos. Ha nymky excneprtiB 3 iHbopmarriitHoi 6e3nexu [ 18], Buiie BkazaHi KOMIO-
HEHTH O€3MeKH 3a3BHUYall BBAKAIOTHCS KIIFOUOBMMH Ta BAXIJIMBHMH 1 MAalOTh OyTH JOTPUMaHi Mpu
Oynp-siKiii peaizailii KOHIIEMIII HY/IbOBOI MOBipH. Y CBOIO 4epry, kommnanis ManageEngine mis
BIIpoBakeHHs ZTA Ta mifBUIeHHs eeKTUBHOCTI O€3MeKn B OpraHi3alisx 3alporoHyBaja KOM-
wiekcHu# miaxina [19]. OgHuM i3 KIF0Y0BUX KOMIIOHEHTIB KOMILIEKCHOTO miaxomy ManageEngine
BBakae OararodaktopHy aBTenTHdikarito (Multi-Factor Authentication — MFA), o nagae noaar-
KOBHI piBeHb nepeBipkH ineHTudikaiii. lle 3HauHO yCKIIaqHIOE HECAHKIIIOHOBAHHM TOCTYIT HABITh
y pa3i kommnpomerarii o0JiKOBUX JaHUX, HallpUKJIaa, yepe3 ¢immuarosi ataku. MFA mae 3actoco-
ByBaTucs JIs pisHux omepamiaux cucrem (Windows, macOS, Linux), VPN-cepsicis (Fortinet,
Cisco AnyConnect, Pulse, OpenVPN) Ta kinmeBux Ttouok i3 miarpumkoro RADIUS (Citrix
Gateway, VMware Horizon, Microsoft RDP). Sk momaTkoBi ¢akTopu npu aBTeHTH(DIKAIIT MOXKHA
BUKOPUCTOBYBATH BIMOWTKHM TAJbIIB, PO3Mi3HABaHHS OOMUYYS, a TAKOXX 3aCTOCYHKH Ha KIITAIT
Microsoft Authenticator, Google Authenticator, Duo Security a6o YubiKey Authenticator. Oanak, 3
OISy Ha 3pOCTar04i BUMOTH JI0 O€3MeKH Ta 3py4HOCTI, CydacHi MiJX0AU A0 aBTeHTU(iKawii crps-
MOBaHI Ha MIHIMI3AIliIO 3aJ€KHOCTI BiJl TPATUIIHHUX MAPOTIB. Y IHOMY KOHTEKCTI Oe3maposibHa
aBTeHTU(IKaIlis, M0 peanizoBaHa 4yepe3 Biakputi cranmaptu (OAuth, OpenlD Connect, SAML),
JI03BOJISI€ 3HAYHO 3HU3WUTU PU3MKH, MOB’A3aH1 3 KPaAKKOIO MapojiB, a MEXaHI3M €JUHOTO BXOAY
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(Single Sign-On — SSO) 3a0e3neuye HeHTpPai30BaHUl TOCTYH JI0 MHOKHUHH PEeCypciB 6e3 HeoOXia-
HOCTI TMTOBTOPHOTO BBEJICHHS OOJIKOBHUX JMaHUX. [HIIMM BaxnuBuM eneMeHToM ZTA B paMKax KOM-
IUIEKCHOTO pimreHHs Bix ManageEngine € peamizamiss IIMPOKO BiJOMOTO NMPHUHLIUIY HAHMEHIIMX
MIPUBLIEIB, KUK MOJISITA€ Y HaJIaHHI KOPUCTYyBa4aM JOCTYITY JIMIIE O TUX PECYPCiB, sIKI HEOOX1IHI
JUIsl BAKOHAHHS iXHIX 3aBIaHb. Lle 3MeHIye pu3uk BUTOKY iH(popMarii y pa3i kommpomerariii 00i-
KOBOTO 3anucy. Peainizanisi 11boro nNpuHIMITY repeadadae aBTOMaTU30BaHE KePYBaHHS JO3BOJIAMU,
CTBOPEHHS IIA0JIOHIB Ul HOBUX CIIBPOOITHHKIB HA OCHOBI iXHIX IOCAJOBHX O0OOB’SI3KIB 1 TUMYA-
COBE HAJaHHJ JIOCTYITY JI0 TTeBHUX pecypciB. Y pimeHHsx UEBA, 3anmpomnoHoBaHuX Ti€l0 K KOMIIa-
Hiero ManageEngine, aHomalibHa IOBEIIHKA KOPUCTYBa4a BUSABIISETHCS IUIIXOM aHANi3y MIa0JIOHIB
Ta BIAXWJIEHb BiJI HOPMAJIbHOI MOBEMIHKK (HAIPHKJIAA, CIPOOM HECAHKIIOHOBAHOTO IOCTYIY YH
nepenadi ganux). [Ipu npomy interpamis UEBA 3 ynidikoBanum pimennsm SIEM (Security
Information and Event Management — cucrema KepyBaHHS iHGOPMAILII€IO Ta MOAIIMHU OE3IEKH) J10-
3BOJISIE aBTOMATU3yBAaTH aHAJII3 3arpo3, CUCTEMATHU3yBAaTH MOIi1l 3a CTYIIEHEM PU3UKY Ta 3abe3nedy-
BaTU pearyBaHHs B PEXKUMI PEAIbHOTO Yacy LUISIXOM HaJICUJIaHHS CIIOBIIIEHh KOMaH1aM Oe3MeKH.

TakuM YUHOM, KOHLEMINSI HYJIBOBOI JOBIPH € Cy4acCHHM HiAXOJOM J0 KiOepOe3mekH, SKui
3a0e3neuye KOMIUIEKCHUN 3aXMCT JIaHUX 4epe3 MOCTIMHUN MOHITOPUHT, KepPyBaHHS JOCTYIIOM Ta
IIBUJIKE pearyBaHHs Ha 3arpo3u. [Ipu mpoMy ciif 3a3HAYUTH, 110 JaHa KOHIIEMIiS TPOJOBKYE CBO-
JIOLIOHYBATH, OCKUIBKYU MOCTavYaIbHUKU Ta OpraHizaiii 31 cTaHgapTu3aiii mocTiiiHO OHOBIIOIOTH 1
BJIOCKOHAJTIOIOTH 11 cnenmikamii Ta peamizamii, BU3HAIOUM 11 KapAMHAIBHOIO 3MIHOIO B MIAXOJ 10
kibepbesneku [5, 18]. Tomy, 3 orisaay Ha 3pocTarouy CKIaJHICTh aTak, MPUPOJHO, K OKpeMi Tpa-
TUIHI MeToan KibepOe3neku, Tak 1 KOMIJICKCHUH 3aXHCT, 3aCHOBaHWH Ha KOHIEMIT HYJIbOBOT
JIOBIpH, TIOBUHHI JIOTIOBHIOBATHCS IHHOBAIlIMHMMH TEXHOJIOTisIMH, 30KpeMa LI, ki 3qaTHI gOIIOMO-
I'TH OpTraHi3amisM 3a0e3NeunTH MOCTIHHMIA MOHITOPHHI CHUCTEM 1 IIBHJAKE pearyBaHHs Ha HOBI
3arpo3u. TakuM YHMHOM, KOHIIEMIIisl HYJIbOBOI JOBIpM B Moe€qHaHHI 3 MoxiuBocTsamu LI, moxe
CTaTH HE JINIIE TEXHOJOTTYHUM PIIIEHHSM, ajle i CTPATETiYHUM ITiIXOA0M, IO JT03BOJIUTH OpraHi-
3amisiM e(heKTUBHO MPOTHCTOSTH CYy4acHUM KiOep3arposzam, 3a0esneuyroun 0e3neKy JaHuX Ha BCiX
eramnax ix oOpoOku, mepegadi Ta 30epiraHHsi.

2. Hanpsimu 3acTOCYBAHHSI IITYYHOI'0 iHTeJIEKTY B paMKaxX KOHIeNuUii HyJIb0Boi 10Bipu

3 posButkom LI eBomonionytoTs i pusukh. lllmpoka AOCTYNHICTH TaKMX IHCTPYMEHTIB, SIK
ChatGPT, Google Gemini Tta iHmux, Hajana 3JJOBMHCHUKAM MOJJIMBICTH IIBHIKO ITiJBUIIYBATH
cKJIaaHicTh Kibeparak. Tomy ¢axiBii 3 Oe3neKku MOBUHHI aKTUBHO Ta ONEPaTHUBHO BIIPOBAKYBaTU
CyYacHIi MiJXO/AU Ta CTpaTerii /Ui 3aXUCTy PecypciB MiANPUEMCTB BiJl MOoAIOHUX 3arpo3. s 6opo-
THOM 31 37T0BMHCHHUKAMH Ta mporpaMamu reHeparuBHoro LI nyxe BaxxianBo, mo6 po3poOka, Broc-
KOHaJICHHsI Ta BIPOBA/KEHHS HaJIIHHUX 3aC001B 3aXUCTY 31 CHIOBATIUCS MOCTIHHO.

Haiinommpenimoro cheporo 3actocyBanHs texnosoriit Il 3 meroro 3axucry iHpopMmarii €
aBTOMaTH30BaHi Ta iH(popMaliliHi CUCTEMH, BKIIIOYHO 3 KOMIT IOTEPHUMU MEpeXaMH pi3HOT apxiTe-
KTypu. Jlo OCHOBHUX 3aBAaHb 3axucTy iH(popmalii 3 BukopuctanHsam 11 MmoxxHa BiiHECTH:

— BUSBJICHHS Ta 3aM100iraHHs BUTOKaM KOH(1ACHIIHHUX TaHUX;

— BHSBIICHHS KiOepaTak Ta MIKiIJIMBUX MPOrpam;

— BUSBJICHHS MOAU(]IKOBAaHUX JaHUX a00 MOBIIOMIICHb;

— TIABUILEHHS HAAIMHOCTI Ta KIOEpCTIKOCTI CUCTEM, CEPBICIB 1 MEPEXK;

— OlLIIHKa PU3UKIB KiOepOe3neKu.

Henoniku TpaguiiiiHux cucteMm Oe3neku 0araTo B YOMY MOB’s3aHI 3 THUM, 110 BOHU 3aCHOBaHI
Ha CTaTMYHUX NpaBuiIax. ToOTO, BUKOPUCTOBYIOTHCS 3a3Jalieri/lb BU3HAUYEHI METOAM BHUSBIICHHS
3arpo3 1 pearyBaHHs Ha HUX. Lle Tsarue 3a co60t0 0OMeXeHHs, 30KpeMa He3JaTHICTh pearyBaTu Ha
HOBI 3arp03H, OCKUIBKU 3 MOSIBOIO HOBHX 3arpo3 MpaBuiia MOBUHHI OHOBIIIOBATUCS BPYUHY. [HIIUM
oOMexeHHsIM € oOcsr aaHux. HasiBHI cucteMu Oe3neku MOXKyTh T€HepyBaTH BEIHMKI 00CSITU JTaHUX,
AK1 CKJIaJJHO aHaNli3yBaTH B peajbHOMY yaci. KpiMm Toro, cuctemu, 3aCHOBaHi Ha CTaTUYHUX MPaBU-
Jax, MOXYTh BUSBUTHUCS Hee(DEKTHBHUMU TIi/I Yac BUSIBJICHHS CKJIATHIIINX aTakK, HAPUKIAI THX,
1m0 BuKopucToBytoTh LI uist imiTanii 3BMyaifHOT MOBEAIHKM KOPHCTYyBaya.
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MonuBicTh MBHAKOT OOPOOKM BETMKUX MACHBIB JAaHUX JJIS 3aBYACHOTO pearyBaHHS — 1€
onHa 3 kmodoBux nepesar 1. 3a monmomororo 111 MoxHa B pexuMi peaIbHOTO Yacy aHali3yBaTH
BeMKi o0csiru iHopMarii, HacaMmIiepe MepexeBoro Tpadiky, BHABISATH aHOMaii Ta HE3BUYHI
aktuBHOCTI. Il Moke aHami3yBaTH JaHi 3 JEKUTBKOX JKEPENI, BKIFOYHO 3 MEPEXKEBUM TpadikoM Ta
CHCTEMHHMH XypHAaJaMH, JJIsi BUSBJICHHS MOJiH, 0 BUXOAATH 32 paMKH HOpMU. [Ipu BHUsBIICHHI
kibeparak abo MIKIJIMBUX IIPOrpaM OCHOBHUM CIIEHapieM 3acTocyBaHHs TexHoJorii 111 moxe OyTu
BU3HAYCHHSI aHOMAJIiil y MOBEIIHKOBUX MOJENSX KOPUCTyBauiB iH(popmariifHux cucreM. Hampu-
kian, I Moxxe BUSBUTH HE3BHYHI MOJENI MOBEAIHKM ab0 aHOMaTi, sIKI MOXKYTh BKa3yBaTH Ha
kibepaTtaky, 30KpeMa, nepeaady BeJIHKUX 0O0CATIB TaHUX Y 30BHILIHIO MEPEXY, HECTaHIAPTHI CIIpo-
Ou BXOJYy B CUCTEMY, Jii ITOB’s3aH1 3 BHYTPIIIHIMH 3arpo3aMu (JIOCTYIT CIiBPOOITHHUKIB A0 TaHHUX Y
HepoOounit yac a0 OTPUMAaHHS JOCTYII IO AAHUX, A0 SIKUX 3a3BHUYail HEMA€ JJO3BOIY).

3actocyBanns 11 B pamkax ZTA € mepcrieKTUBHUM HaNpsIMKOM Y Taimy3i KibepOesneku, 1o
J03BOJIUTH MIJIBUIIATH PIBEHb 3aXHMCTy KOPIOPATHBHHUX CHUCTEM BiJ Cy4acHUX 3arpo3. Mozenb
HYJIBOBOI JOBIpY BUXOJUTH 3 TOTO, IO JKOAECH KOPUCTyBad abo MPUCTPii HE MOBUHHI OTPUMYBATH
aBTOMAaTHYHY JIOBIpy — HaBiTh SKIIO BOHU 3HAXOIATHbCS BCEPEIUHI KOPHMOPATHBHOI MEpExi.
B takomy cepenosumii I mosxe Biairpatu Kir4oBY poJjib, AOMOMAraloyi aBTOMAaTU3yBaTH Mpolie-
CH MOHITOPWHTY, BUSBJICHHS 3arpo3 i CBO€YacHOro pearyBaHHsi. Hampukian, sxmo cucrema LI
BUSABIISAE CIIPOOY KiOepaTaku, BOHa MOKE aBTOMAaTHYHO 3a0JI0OKYyBaTH JOCTYII JO CKOMITPOMETOBAHO1
CHCTEMH, 3amo0iraloyu MoAajbIInM PH3UKaM, a TaKOXX HAJCHJIATH CIIOBIIICHHS aJMiHiCTpaTopam
Oe3IeKH, Ha/1arouM iM 1H(POPMAIIitO TTPO IHIIUJICHT.

Ha puc. 3 moka3zaHo OCHOBHI JIOTi4HI KOMITIOHEHTH ZTA, sIKi MOKYTh 3arajloM BUKOPHCTOBYBa-
i anroputmu 11, 30kpema: MexaHi3M MOJITHKH, TOYKa 3actocyBanHs nomituku (PEP) ta neski
30BHIIITHI KOMIIOHEHTH.

-

Fa B’ -
MexaHizm 30BHiWHI
2 PEP
NONITHKH KOMMOHEHTH
\ 7 .

ANropuTm 1( KoHTpons i KepyBaHHA XKypHanu S IndopmauinHnin
Doeipu apoctyny ineHTHdiKaUicto AKTHBHOCTI KaHan npo 3arposu

Puc. 3. Jloriuni kommorenTn ZTA, 5IKi MOXYTh BUKOPHCTOBYBaTH anroputMu L1

2.1. Mexaui3M moJIiTHKH

MexaHi3M HOJNITUKUA € KIIFOYOBUM KOMIIOHEHTOM ZTA, OCKINIBKH BIAIOBIAE 3a OCTATOYHE
YXBAJIGHHS pillIeHb 111010 HaJaHHS a00 0OMEeXeHHs JOCTYIy 10 pecypciB. BiH BUKOpUCTOBYE moJti-
THUKH TMIAMPUEMCTBA, a TAKOX 1H(OpMaIIito 13 30BHIMIHIX JKepen (Hanpukian, cucteMu CDM, ciy-
&KOU aHaJi3y 3arpo3 TOIIO) SK BXIJHI JaH1 /Ul alrOpUTMY JIOBIpU Ul HaJaHHA, 3a00poHH a0o cKa-
COBYBaHHS JIOCTYITY 110 pecypcy. st mpuifHATTS pillieHh MEXaHi3M TOJITHKA BHKOPHCTOBYE AJT0-
PUTM JIOBIpH, SKMH BpPaxoBYe pi3HI JKepena JaHUX, Taki K pojib KOpHUCTyBaya, iH(opMalio mpo
MOBEAIHKY, JaHl Npo pecypc (HampuKiIad, THUI OINEpaliifHOi CHUCTEMH, pIBEHb BHUIIPAB-
JIEHH/OHOBIIEHB), a TAKOXK KOHTEKCTHI aTpuOyTH (4Yac, MiCIie3HaxoKeHHs Toio). Ha ocHOBI 1ux
JaHUX aJTOPUTM OOYMCITIOE PIBEHb JIOBIPH A0 Cy0’€KTa Ta BU3HAYA€, YU MOKHA HAJIaTH JOCTYII 110
pecypcy, 0OMEXHUTH HOro abo MOBHICTIO 3a00poHuTH [17].

Anroput™ J0BipU Moke OyTH peanizoBaHHil y pi3HHMM croci6. Hanpukian, y miaxoni, 3acHo-
BAaHOMY Ha KPHUTEPIsX, TOCTYI HAJA€ThCS JIMILIE Y BUMAJKY, SKIIO BCl BCTAHOBJIEHI YMOBHU BHKOHA-
Hi. [[i yMOBH MOXYyTh BKJIFOWaTH BUMOTH JIO aBTeHTH(}IKAIl, TapaMeTpu Oe3MeKru pecypcy TOIIO.
[Hmmit miaxig, 3acHOBaHMM Ha OIHKax, nepeadavyae po3paxyHOK PiBHA JOBIpH IIISIXOM aHAi3y
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3HAa4YeHb PI3HUX aTPUOYTIB 3 YpaxyBaHHAM IX BaroBUX Koe(ili€HTIB. K10 OTpUMaHa OLiHKa Mepe-
BUIIIY€E ITOPOTOBE 3HAYCHHS, JOCTYI HATAETHCS; Y TPOTHIC)KHOMY BHITAJIKY 3aITUT BiAXWIAETHCS a00
piBeHb J0CTYny oOMexyeThcs. Kpim Toro, anropuTMu AOBIpH MOXYTh OYyTH CHHTYJISIPHUMH a00
KOHTeKCTHUMHU. CHHTYIISIpHUM IMiIX1J HE BPaXxoBYe iCTOpUUYHY 1H(MOpPMAIliI0 PO KOPHCTYBaya, 110
JI03BOJISIE MIPHUILIBUIIIATH MPOIIEC MPUHHATTS PIllIEHb, a1€ MOXKE 3HU3UTH €(CKTUBHICTh BUSBIICHHS
aHOMaJTii a00 3JJ0BMUCHUX Jil. HaBmaky, KOHTEKCTHUH MMiIXi/ aHATI3ye ICTOPUYHI MOJIENI IMOBEIi-
HKU KOPHCTYBaya, 110 JI03BOJIsI€ BUSBIISATH HETUIIOBI JIii Ta MOTEeHLINHI 3arpo3u. Hampukiaz, sKimo
KOPUCTYBa4 pPAaIlTOBO HAMAraeTbCs OTPUMATH JIOCTYII JI0 PECypCcy 3 HOBOTO MICIE3HAXOJKCHHS
a00 B HE3BMYHUI Yac, CUCTEMa MOJKE 1HIIIFOBAaTH JJOJAaTKOBI MEpeBipKU ab0 MOBHICTIO 3a0JI0KyBaTH
TOCTYII.

TakuM 4MHOM, MEXaHi3M MOJITUKU Ta aaropuT™ AoBipu B ZTA 3abe3nedye THyYKH Ta ajgan-
TUBHUH MIAXII A0 KOHTPOJIO JTOCTYITY, IO J03BOJIAE€ €(heKTUBHO pearyBaTd Ha 3MIHM B MOBEIHIII
KOPHUCTYBaYiB Ta HAasBHI 3arpo3u. ABTOMATH3AIlisl IbOTO MPOLIECY € CKIAJHUM 3aBIAHHIM, TPOTE il
peanmizariisi, Hacamriepea i3 BUKopucTaHHAM MoxkiauBocted LI, 3HayHO migBUIye €PEeKTHBHICTH
noJiTHK Oe3neku Ta 3a0e3nevye HagiHUN 3axucT KpUTUYHUX pecypeiB. LI 3paten 3nificHioBaTH
MOCTIHHUI aHaTI3 Ta OIIHKY PiBHs JOBIPH 10 KOPUCTYBAYiB 1 MPUCTPOIB y KOPIIOPATUBHOMY Cepe-
noBwili. B cBOIO 4epry, BUKOPUCTAHHS MEPEIOBUX METOIB MAITMHHOTO HABYAHHS, TAKHX SIK ajro-
PUTMH KJIacTepu3allii, 103BOJIsIE OUIbII €EKTUBHO OI[IHIOBATH PIBEHb JIOBIPHU Ta alaliTUBHO PETY-
JFOBATH JI0CTYI 10 pecypciB. Jocmiaauku [20] mpoanaiizyBaiu yMOBH, 3a SIKUX aTOPUTMH OL[IHKH
JIOBIpY HA OCHOBI MAIIMHHOTO HABYAHHS MOXYTh MiJBUIIUTH HAIIIHICTh MPUCTPOIB y PO3MOIiIeE-
HIl cucteMi. Y il poOOTI BOHM BUKOHAIM KOMIUIEKCHHU aHAJi3 CydaCHUX MIiJAXOMIB IO OI[IHKU
JOBIPH, BUIUTHIIA KJIIFOYOB1 BUMOTH, SIKUM ITOBHHHI BIJIIOBIATH TaKi METOJIH, Ta PO3POOMIH KPUTE-
pii ominky ix edexruBHOCTI. BOHM Takox Kiacu(ikyBalv ICHYIOYI MiJXOAX 32 CLIEHAPISIMHU 3aCTO-
CYBaHHS, PO3IISSHYBILU IUPOKUN CIIEKTP METOJIB MAITMHHOTO HAaBYaHHS, 110 BUKOPUCTOBYIOTHCS
IUISL OLIIHKH JIOBIPH Y PI3HHUX Taly3sX, BKIIOYHO 3 0araTOKOMIIOHEHTHHUMH CHCTEMaMH, CepBicaMu
Ta MepexkaMmu. SIK pe3ynbTaT, aBToOMaTH3allis mpoleciB Ta interpamisa mexadizmis I Ta mammHHO-
IO HaBYaHHS B &JITOPUTMU OLIIHKU JIOBIPH, HE3BAKAIOUM HA CBOIO CKIIA/IHICTh, CTAE KIIFOUOBHM (hak-
TOPOM MiABUIICHHS €()EeKTUBHOCTI MEXaHI3My MOJITUKU B pamkax ZTA Ta BiIKpUBAE HOBI MOXKIIHU-
BOCTI JIJISl CTBOPSHHS O1IBIIT HAJIHHUX Ta aJAITUBHUX CHCTEM KOHTPOIIIO JTOCTYITY.

2.2. Touka 3acTOCYBaHHS MOJITHKH

PEP € xmouoBuM komrnoHneHToM ZTA, BiZIMOBIIabHUM 3a TIKIIOUYEHHS, MOHITOPUHT Ta 3aBe-
pILIEHHS 3’€/IHaHb MK Cy0’€KTOM Ta KOpIopaTUBHUM pecypcoM [17]. Vi komyHikarii, 1o npoxo-
15Tk uepe3 PEP, KOHTpOIIOIOTHCS BIMOBIIHO /10 BCTAHOBJICHUX TOJIITUK O€3MEKH, 110 3a0e3neuye
JMHaMIYHE YHOpaBiiHHA AocTynoM. OJHUM 13 KIIOUOBHX acnekTiB podotu PEP € koHTpoas qocTy-
1y, 1110 € OJHUM 3 OCHOBHUX Me€XaHi3MiB 3axucTy B pamkax ZTA. TpaguiiiiHi MexaHi3Mu KOHTPO-
JH0 JTOCTYIy OOMEXYIOTh il KOpUCTyBaua ab0 3aCTOCYHKY BCEpEIUHI Mepexi, OJJHAaK 3 MOsBOIO,
Hanpukiaj, TexHosorii 5G ta IoT, KUIbKICTh 1HTENEKTYadIbHUX MPUCTPOIB, 110 MiJA’€JHYIOTHCS 10
Mepexi, 3pOocTae, MO MPU3BOAUTH A0 PO3LUIMPEHHS MOHATTS KOHTPOIIO JOCTYNy. 3apa3 KOHTPOJIb
JOCTYIy OUTbIlie HE OOMEXYEThCS JIUIIE PETYIIOBAHHSM JIOCTYIY J0 JaHUX JJIsi KOPUCTYBayiB 1
3acToCyHKIB. B apxitexktypi ZTA KOHTpOJIb AOCTYMY MEPEOCMHUCIIOETHCS TAKUM YHMHOM, 10 JIUILE
aBTEHTU(IKOBaHI Ta aBTOPH30BaHI Cy0 €KTH MOXYThb OTPUMATH JOCTYI 10 CHCTEMHU (MOXKJIMBE
JMHaMIYHE HaJaHHA a00 BIAKIMKaHHA AocTyny). Cy0’eKTaMu BUCTYNAIOTh SIK KOPUCTYBaui, Tak 1
3acTOCYHKH (abo cepBicu) abo iX KOMOIHAIIl 3 IPUCTPOIB, CEPBEPIB, CEPBICIB, 3aCTOCYHKIB TOLIO.
Toxi sik cucrema MoXe SIBISITH COOOI0 MPUCTPiH, Takui K HOYTOYK, MOOUIbHUH TenedoH, BipTya-
JbHA MalllMHA, KOHTeiHep Toro [17].

OCHOBHUMH MOJETSIMH KOHTPOJIIO JOCTYIY, SIKi BHKOPUCTOBYIOThCS B ZTA, BBaXaroTbCA
MOJIeITi KOHTPOJIIO JA0cTymmy Ha ocHoBi poseii (Role-based Access Control — RBAC) Tta arpubytiB
(Attribute-based Access Control — ABAC) [18]. Ix BuxopucTanus 1ae 3Mory aBTOMAaTHYHO HPU3HA-
YaTH poJIi Ta JO3BOJIM KOPUCTYBayaM Ha OCHOBI iX CTATUYHMX 1 JUHAMIYHUX aTpUOYTIB Ui OUIbLI
JeTaIbHOTO Ta THYYKOTO KOHTPOJIO JocTynmy. CTaTuuHi aTpuOyTH MOKYTh MICTUTH 11€HTH(IKATO-
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pu KopucTyBaua a0 MPUCTPOIO, TOAI K JAMHAMIYHI aTpUOYTH OXOIUIIOIOTH Taki (hakTopw,
K yac Ta MiCLIe 3alIUTy Ha JOCTYII.

OpHak, ¢l 3ayBayKUTH, 10 KOHIIETiA HyIb0BO1 A0BipHu He Bu3Hauae RBAC sk kpaiy mero-
J0JIOTir0 KepyBaHHs AocTynoM [9]. Mojesi KOHTpOIIIO JOCTYIy Ha OCHOBI pOJieil BUMAararoTh 1oc-
TIHHOTO PyYHOTO BTPYYaHHS MPU CTBOPEHHI, BUJAJICHHI Ta KEPYBAaHHI POJISIMH, IO CTBOPIOE TPY-
HOIIIlI B MacmTabOBaHOCTI Ta ajarnTallii CHCTeMHU J0 3MiH B opraHizamiiHiii cTpykTypi. CtatuuHi
poJIi, B CBOIO 4epry, MOXKYTh HE BIAMOBIAAaTH MOTOYHUM MOTpeOaM KOPUCTYBaUiB, IO MPU3BOJUTH
0 HaaMipHOTO ab0 HemocTaTHboro aoctymy. Kpim toro, Tpamumiiiai RBAC-pimeHnHs dacto He
BPaxOBYIOTh KOHTEKCTHI aTpUOYTH, IO 3HWXKYE €PEKTHBHICTh YIPaBIIHHSA AOCTYIIOM B JTUHAMid-
HUX cepefoBuilax. ToMy HEOOX1HO 3aCTOCOBYBATH IIAXOJH, 110 3a0€3ME€UyI0Th aBTOMATU30BaHe
KOPUT'YBaHHS pOJICH Ta J03BOJIIB BiINOBIIHO /IO aKTyalbHUX YMOB BUKOPHUCTaHHS pecypciB. OnHuM
i3 TaKUX IMIXO/IB € IHTEIEKTyalbHe MPU3HauYCHHs pojei Ha 6asi 11 [21], mo nepenbauae nuHami-
YHUW PO3IIOJLT POJIeH KOpHCTyBayaM Ha OCHOBI KOHTEKCTHUX (DaKTOpIB, 110 MOKPAIy€e yIPABIIHHS
JOCTYIIOM 1 miaBuInye piBeHb Oe3neku. 111 3maTauil aHamizyBaTH MOBENIHKY Ta ICTOpHYHY 1HGOP-
MaIlifo KOpUCTYBayiB, 100 IPOMOHYBATH BIAMOBIIHI MPU3HAYEHHS POJICH, a TAKOXK BU3HAYATH POJIi
3 BHCOKMM pIBHEM pH3HMKY Ta HeOesrneuHi komOiHamii poseid. IlomiOHa amanTuBHa cucteMa Ha
ocuoBi Il Moxe BHSBISATH 3aKOHOMIPHOCTI MDK KOPHCTyBayaMH 31 CXOXXKHMH TIOCAJIOBUMH
000B’s13KaMH, 1110 CIpUs€e OLIbII TOYHOMY Ta OOIPYHTOBAaHOMY IPU3HAYEHHIO POJIEH, TaKOX aBTO-
MaTHYHO OILIHIOBATH CIIEHApii BUKOPUCTAHHS POJICH, BUABISATH HaAMipHI a00 KOHQIIIKTHI mpaBa
JOCTYIy Ta IPONOHYBATH ONTUMAJIbHI 3MIHU IS iX KOpUryBaHHs. Lle 103Bosisie opranizamism 3me-
HIIUTH PU3HKH, TIOB’SA3aHI 3 HaIMIPHUMH J03BOJIAMH, 1[0 MOXXYTh CIPHYMHUTH BHUTIK JaHUX a00
HECAHKIIIOHOBAHUH JIOCTYI, a TaKoX 3a0e3NeYuTH He JIUIIe MiABMIIEHHA piBHS Oe3neku, aie u
3MEHIINTH aIMiHICTpaTHBHE HABAHTAXKEHHS HA CUCTEMY KOHTPOJIIIO JTOCTYIIOM.

3 iHmoro 0oky, ¢popManbHO, POJIb MOXHA PO3IJISIIATH SIK OCOONMHMBHUI BUJ aTpuOyTa, i TOMY
ABAC moxHa TpaktyBatu sk miaMHoxuHy RBAC. Hacmpasni, sik cTBepmkyroTh (daxisii [18],
apXiTEeKTypH HYIBbOBOI JOBIpU — 11 HAHOUIbII e()eKTUBHUMN CIIOCIO KepyBaHHS TOCTYIIOM Ha OCHOBI
aTpuOyTiB.

3actocyBanHs LI TakoXk € mepcneKTUBHUM HANpsSMOM 1 B CUCTEMI KepyBaHHs NpHUBLIeHOBa-
Hum noctynom (Privileged Access Management — PAM). Anropurmu 111 3xaTHi ananmizyBatu Ta
HABYATHCS HA OCHOBI IAOJIOHIB BXOJy MPUBIIEHOBAaHUX KOPUCTYBauiB [22], BcTaHOBIIOMOYH 06a30-
BUI piBE€Hb CTAHJAPTHOI MOBEJIHKU Ta BUSBJISAIOYM aHOMAJIli, 110 MOXKE CBIAYMUTH NP0 MOTEHIIIHI
3arpo3u Oesnemni. OnHiero 3 KitoyoBUX nepeBar BukopuctanHs LIl B PAM € MoxiuBicTh MporHo-
3yBaHH$, TOOTO aHaNI3yI04M ICTOPUYHI JIaHl Ta BUSBISAIOUM 3aKOHOMIPHOCTI, BIH MOXe Iependayda-
TH MMOBIpHI 3arpo3u Ie 0 iX peasizallii, 110 J03BOJSE€ OpraHi3alisM 3aBYacHO BXXMBATH 3aXO0JAU
JUTsl YCYHEHHSI TIOTEHIIMHUX 3arpo3. Y Mexax cucremu PAM, I Moxe yqockoHaIIOBaTH MeXaHi-
3MHU HaJlaHHA Ta BIIKJIMKaHHS NPUBIIEHOBAHOTO JOCTYITY, 3a0e3Meuyour o0IpyHTOBaHICTh, BiIO-
BIIHICTh TMOJIITUKaM O€3MeKH Ta MIHIMI3YIOUM PU3UKU HECAHKIIIOHOBAHOT'O BHUKOpHCTaHHS. JlogaT-
KOBO e(eKTUBHI pimieHHs cucteMd PAM MOBUHHI MICTUTH OLIHKY PU3UKIB HAa OCHOBI MOBEIIHKO-
BUX (aKkTOpIB Ta ICTOPUUYHOI 1HPOpMaIi KO)KHOTO KopucTyBaua, a iHterpauis LI 3 mexanizmamu
MOHITOPUHTY KOPUCTYBAdiB MOX€E CBOE€YACHO BUSBIIATH aHOMaJbHI IIA0JOHU MOBEIIHKU Ta MOTEH-
L1HH1 3arpo3u Oe3nelll, MiIBUILYI0UN €(eKTUBHICTh YIIPaBIiHHS NPUBLICHOBAHUM JOCTYIIOM.

[Tinxomu, mo Ga3yroTbes Ha anroputMmax I, MOXyTh 3HaYHO CKOPOTHTH Hac 1 MiJABULIUTH
TOYHICTh MPU3HAYEHHS MPAB JIOCTYITY MOPIBHSIHO 3 TPAAULIHHUME PYyYHUMH METOJIaMH, 1110 € BaX-
JIMBUM KPOKOM Y 3a0e3neueHHi Oiibn eheKTuBHOI Ta ajanTUBHOI Oe3neku B pamkax ZTA.

2.3. 30BHIlIHI KOMIIOHEHTH

OKpiM OCHOBHUX KOMITOHEHTIB Ha MiANPUEMCTBI, BaXKIJIUBY poJib y peanizauii ZTA BigirparwoTth
30BHIIIHI KOMIIOHEHTH, sIK1 3a0€3MeuyI0Th OpraHi3alio J0AaTKOBOO 1HGOPMAIIEIO ISl YXBaJICHHS
pimens moao 6e3nexku. Bukopucranus moxnuBocteit LI y nux cucremax 103BoJIsi€ aBTOMATU3Y-
BaTU aHalll3 BEJIMKUX OOCSTIB JaHUX, BUSABJISATH aHOMAlli, IPOrHO3YBAaTH MOTEHI[IHI 3arpo3u Ta
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aIalTUBHO KOPHUT'YBATH IMOJIITUKU JOCTYITY, IO MiABHILYE e()EeKTUBHICTH KOHTPOIIO Ta 3a0e3neuye
MPOAKTUBHUM MiAX1] 10 KibepOe3neK.

2.3.1. KepyBanns inentugikaniero

KepyBanHns ineHTH(IKaII€I0 € KIIOY0BOW KOoMIoHeHTo ZTA, 3abe3nedyroun TOYHY aBTCH-
TU(IKaIli0 Ta aBTOPHU3AII0 KOPHCTYBAayiB 1 MPHUCTPOIB Ui JOCTYIY JO PECypciB OpraHizarii.
Tomy, BpaxoByrHOUH BaKJIMBICTh TOYHOI aBTeHTH(]iKamii ZTA, gouibHuM € BupoBakeHHs MFA,
yepe3 Te, 10 BOHA J0Ja€ J0AaTKOBI piBHI mepeBipku. Okpim 6a30Boro MeToy aBTeHTU(iKawii (Ha-
npukiaaa, maposs), MFA nepenbauae BuKopucTanHs ogHopa3oBoro mapoist (One Time Password —
OTP), mo renepyeThCst HA OCHOBI Yacy B MOOLTBHOMY IIPUCTPOT KOPUCTYBada ab0 HA/ICUIIAETHCS Ha
enexkTpoHHy momry ud B SMS mosigomitenni [23]. Kpim toro, MFA Bkirodae pi3Hi J0JaTKOBI
MPUHIUIN aBTEHTU(IKAII1, SKi 3aCTOCOBYIOTBCS JI0 IPOIIECY BXOAY B CUCTEMY, AO3BOJISIOUH TEpe-
BIpUTH KOPUCTYBayda 4epe3 KijbKa HE3ICKHUX KaHATIB 1 MIATBEPAUTH HOTO 0CO0Y 3a JOIMOMOTOI0
JIOJAaTKOBUX aTpuOyTiB. Y 3B’s3Ky 3 MM, y Mexxax ZTA peanizyerbcs 6araTopiBHEBHN MiAXia 10
KEepyBaHHsI 11eHTU(IKAITIEIO, IO BKIIOYAE K OI0METpUUYHY aBTEHTU(]IKaIIif0, TaK 1 aBTEHTU(DIKAIIO
Ha (Pi3UYHOMY piBHI.

biomeTpuyHi XapakTepUCTUKHU JIFOJUHU, TaKi K TOJ0C, paiayxHa 000JIOHKA OKa YU BIIOUTKU
MaNbBIB, € YHIKATLHAMU JIJISI KOKHOT ocobu [24]. 3acrocyBanHs ke TexHosorii I npu aBreHTH-
¢ikaii 3a JOMOMOI0I0 TOJI0CY JO3BOJIAE MiABUILUTH i1 TOUHICTh, 30KpeMa IUISIXOM HaBYaHHS CHC-
TEMH PO3PI3HATH TOJOCH OKPEMHUX 0Ci0 1 MiHIMI3yBaTH PU3UKHU MpH crpodax Horo miapooku. [Tpu
[[bOMY MaIlIMHHE HaBYaHHS 3a0e3medye 00poOKy BEIUKUX 00CATIB JaHUX Ta 3[JaTHICTh alalTyBaTH-
Csl 10 3MiH HaBKOJIMIIHBOTO CEPEOBHUIIA, IO BKIIOYAE BHUSBICHHS cHenU(igHIX MOBHUX OCOOIH-
BOCTEH, TAaKHMX SIK aKIIEHT a00 eMoIiiHi Bapialii B rojoci [25]. AHanoriuyHo, npu aBTeHTU(IKAIT 3a
JIOTIOMOTOF0 PO3Ii3HABaHHS 00MUYUsi a00 paiay)Hoi 000moHKH oka TexHosorii LI mopiBHIOIOTE
310pani 6ioMeTpuyHi AaHi 3 0a3aMu JaHUX JUIS BU3HAUYEHHS BiIMOBIAHOCTI. BiAMiHHOCTI B CTpYyK-
Typi OOMUYYS UM paiiy’KHOi OOOJOHKU € YHIKaTbHUMHU JUISI KO)KHOT 0COOH, 110 POOUTH IIi METOAM
BUCOKOTOYHUMH TSl ieHTUdikanii. 3apasku moxuuBocTsaMm LI, moniGHI cucTteMu MOXYTh TOYHO
BH3HAYaTH BIIMIHHOCTI B IIUX XapaKTEPHCTUKAX HABITh 32 YMOB IOTAaHOI OCBITJIICHOCTI YH 3MiH y
30BHIIIHBLOMY BUTJIAI KOopHrcTyBada. Lle 1o3Bosse eheKTMBHO BUKOPUCTOBYBATH TaKi METOJIU B CH-
creMax Oe3MeKH, JIe BOHM MOXKYTh 3aMIHIOBaTH TPAIHIIiiHI CIOCOOHU JOCTYITY, TaKi SIK MPOITYCKH YU
napoJii, 3HIKYIOUM MMOBIPHICTh HECAHKL[IOHOBAHOT'O IOCTYITY Ta MiABHIYIOUH PIBEHb 3aXUCTY [26].

Opnak TpaauuiiiHI MeToau OlOMETpUYHOI aBTeHTU(IKalll, 10 0a3yloThCsl Ha MOBEPXHEBUX
O3HAaKax, MOCTYIOBO BTpayaroTh €(PEeKTUBHICTh. Lle MOsACHIOETbCS THM, IO TaKi XapaKTEPUCTUKH, K
BIJIOMTKY NaNbIiB, MOXKYTh OYTH JIETKO BUKpaJeHi abo migpobiieHi. Y 3B 43Ky 3 IIUM yBara JOCiij-
HUKIB yce Olbllle 30CepeKYeTbCS Ha BUKOPHCTAaHHI O1OMETPHMUYHHUX JaHMX, 110 BiZ0OpakaroTh
BHYTPILIHI XapaKTEepUCTUKN OpPraHi3My, sKi Bakue MiIpoOUTH ado ckomitoBaTu. Taki JaHl MOXYTh
OyTH 310paHi 3a JOMOMOIOK CyYaCHHMX HOCHUMMX CMapT-IPUCTPOIB, OJHAK KIIOUOBHM BUKIMKOM
3anumiaeTbes eekTuBHA Kiacugikalis Ta i1eHTudikanis uux aanux. Meroau 111 € nepcnexkTus-
HUM pIilIeHHSAM 1Ii€i mpobreMu. BoHU [03BOJSIOTH aBTOMAaTHYHO OOpOONATH JaHi, OTPUMaHi BiJ
HOCUMHMX MPHCTPOIB, i BAKOPHCTOBYBATH 1X s ineHTHiKAIIT 0ocoou. 30kpema, y poboTi [27] mpo-
aHaJIi30BaHO 3aCTOCYBaHHS aITOPUTMIB MAaIlTMHHOTO HAaBYaHHS JJisl 3a0e3MeYeHHs MOoCTiiHOT (0e3-
nepepBHOi) OaratoakTOpHOi aBTeHTHU(IKAIl, 1110 BKJIIOYAE KiJbKa OlOMETPUYHUX O3HAK. [
aBTOMaTH30BaHOi 1JeHTU(iKalii KOpUCTyBadiB 3i0paHi OlOMETpHYHI XapaKTEPUCTUKU CIIOYATKY
MEPETBOPIOIOTHCS Y YHCIIOBUM (popmaT 1 K1acu(iKyrOThCS 3a JOIMOMOTOI0 aJTOPUTMIB MAIIMHHOTO
HABYaHHS MiJ HAJSIOM, TakuXx sk anroput™ KNN abo nepea pimies. L1 MmeToau Hamani BUKOPH-
CTOBYIOThCS JUIsl MOOYA0BH Mojenel aBTeHTudikamii. Pazom 3 Tim, rimmboki HEpoHHI Mepexi, Taki
sk 3ropTKoBi HelipoHHi Mepexi (Convolutional Neural Networks — CNN), mo3BonsitoTs aBTOMaTHY-
HO BUJIUIATH Ta HABUATHUCS Ha O10METPUYHHX XapaKTEPUCTHKaX KOPUCTYyBaya, Ikl OTPUMYIOThCS Bijl
0610METPUYHUX MPHUCTPOIB MOHITOPUHTY, L0 3HAYHO MiABMIIYE TOUYHICTh Ta HAAINHHICTD iIeHTU(I-
karii. Kpim Toro, nist BupimeHHs mpoOJeM, MOB’sI3aHuX 13 HEJOCTATHIM 00CSITOM 010METPUYHUX
JIAHUX, 3aCTOCOBYIOTHCS MiIX01U TIHOOKOTro niepeaaBanbHoro HaBuanHs (Deep Transfer Learning —
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DTL). Taki MeToau 103BOJISIFOTH BUKOPUCTOBYBATH IOTEPEIHBO HABYCHI MOJIEII JUIS aJarnTaiii 10
HOBUX JIaHUX, 3a0€3Medylourd BHUCOKY MPOAYKTHBHICTh HABITh Y pa3zli OOMEXEHHX pPECypCiB s
HaBYaHHS.

[Hmmit miaxia, moB’s3aHui 3 6e3mepepBHOI0 aBTEHTU(DIKALIIEI0, CIIPSIMOBaHMI Ha 3a0e3edeH-
HS TOCTIHHOTO MIATBEP/HKEHHS 1ICHTUYHOCTI KIHIEBUX TOUOK MPOTSITOM yChOTO CEAaHCY 3B’SI3KY.
Jlst fioro peaizarii MepCreKTHBHUM BBaXKAETHCS METOJI BUKOPHUCTAaHHS aBTeHTH(iKalii Ha piBHI
npucTpoiB Ha ocHOBI isumunoro piBus (Physical Layer Authentication — PLA), ne anropurmu LI
J03BOJISIFOTHh €(DEKTUBHO BUIUIATH XapaKTEPUCTUKU MPHUCTPOIB 13 KOMYHIKalIHHUX KaHATIB 1 Oe3me-
PEPBHO TMEPEBIPATH IICHTUYHICTh SIK KOPHUCTYBadiB, Tak i npuctpoiB [28]. Hocaimkenus [29] mic-
TUTh JETATBHUHN OIS CY9aCHUX TEXHOJIOT1M Ha ocHOBI PLA. ABTOpM MiJKpECTIOIOTH, 110 TPaIH-
HiiH1 KpunTorpadiyHi METOAM aBTeHTU(DIKALIl MAaIOTh HU3KY CYTTEBUX OOMEXEHb, TAKHX SIK HU3bKa
CYMICHICTb, HEHAJIHHICTh 1 BHCOKA CKJIAJHICTh BIPOBA/KCHHA. TOMY y LIbOMY KOHTEKCTI BOHH
BBaXKaloTh, 1110 PLA Ha OCHOBI MPHUCTPOIB BUCTYIA€ NEPCIEKTUBHUM JIOTIOBHEHHSM, OCKUIbKU Ta-
KU METOJT T03BOJISIE BUKOPUCTOBYBATH YHIKAIbHI (Di3WYHI BIIACTHBOCTI CEPEIOBUIIA Ta MPUCTPOIB.

OpHak MOPIBHSHO 3 BJIACTHBOCTSIMH IMPHCTPOIB, XapaKTEPUCTUKHU KaHATy 3B’SI3Ky € 3HAYHO
CKJIAHIIINMU JJIs1 KOIifoBaHHs abo0 imiTamii, mo 3a0e3nedye BUIMI piBeHb OE3MEKH PU aBTEHTH-
¢bikamii npucTpoiB. BuaineHHs: XapakTepUCTUK KaHANy 3/IIHCHIOETHCS HAa OCHOBI KOMYHIKalliiHOTO
MOTOKY MK MPUCTPOSIMH, 1 iX pydHa Kiacudikaiis € MPaKTUYHO HEMOKJIMBOIO Yepe3 3HAuYHUM
o0csr 1 ckinanHicTh qaHux. s BupimeHHs wiei npodiemu y mexxax ZTA NepcrneKTHBHUM PillIeH-
HsM Oyno © 3actocyBanHs TexHojorii LI Ta MammMHHOTO HaBYaHHS, SKIi MOXYTh aBTOMAaTHYHO
aHaJli3yBaTH XapaKTEPUCTUKU KaHANIIB 3B’SI3KY, 1ICHTHU(IKYBaTH MPUCTPOI Ta 3HAYHO MiJABHUIIYBATH
€(EeKTUBHICTb 1 TOYHICTH 1X aBTCHTH IKAII.

2.3.2. ’KypHa,iu akTUBHOCTI

ZTA notpelye MOCTIHHOrO MOHITOPHUHTY BCIX il KOPUCTYBayiB, MPUCTPOiIB Ta ceppiciB. Ha-
BITh MICJISI YCHIIIHOT aBTeHTU(]IKAIliT KOPUCTYBaUiB a00 MPUCTPOIB HEOOXIAHO BiACTEKYBATU TXHIO
MOBEIIHKY JIJIsl BUSIBJICHHSI aHOMAJIIi Ta MOTCHIIMHKUX 3arpo3. Lle no3Boise inmeHTHdIKyBaTH 11703~
pii [ii TETiITUMHUX KOPHCTYBadiB a00 CKOMIIPOMETOBAHUX MPHUCTPOIB. Y I[bOMY KOHTEKCTI KypHa-
JIM aKTUBHOCTEH BIJIIPAIOTh KIFOUYOBY pOJib y 3a0e3MedueHH1 0e3MeKH, OCKIIbKY JO3BOJISIIOTh aHal-
3yBaTH MOBEJIHKY (MalO4M 3BOPOTHHUH 3B’S30K MPO poOOTY CUCTEMHHMX KOMIIOHEHTIB Ta KOPHUCTY-
BayiB), BYACHO 1ACHTU(]IKYBaTH aHOMAJIbHY aKTUBHICTh IPU OTPUMAaHHI JIOCTYIy JI0 CEepBICY Ta
OTIEpPaTUBHO pearyBaTH Ha 3arpo3u. JKypHaiau 3a3BHYail peecTpyroTb poOOTYy CHCTEMH Y BHIJISIII
YacOBHMX MOCIHIJOBHOCTEH. | B IIbOMY 3B 13Ky METOJIM aHaNi3y KypHaJliB akTUBHOCTI, 3aCHOBaHI Ha
KOHTPOJIbOBAHOMY HaBuaHHi (Supervised learning) MoxyTpb JIyxe JTOMOMOITH B aBTOMATH3allii Mpu
BH3HAYCHHI aHOMAaJbHUX O3HAK B MOAIOHUX yacoBuX psaax. Hampuknan, moxens Deeplog [30] do-
KyCY€EThCSI Ha aHaji31 BUSBICHUX aHOMalii B ¢aitnax xypHaniB. [Ipote Wang Y. M. ta Ji Z. X.
[31] 3a3naumnm, mo npoaykTuBHicTh Deeplog € He3a10BiIbHOK, TOMY BOHH MPOBEIH i ONTHMI3a-
IO Ta, BUKOPUCTOBYIOUH JITOPUTM BUSBJICHHS BIAXWJIEHB, 3allPONIOHYBAIN HAMiBKOHTPOJIHOBAHY
MOJIENTb /ISl BUSIBIICHHA aHoMalliid. OJHAaK METOAM MAIIMHHOTO HAaBYAaHHS, IO TOKJIANAIOTHCS Ha
MITKH, HE 33/I0BOJIBHSIIOTH BUMOTaM CHUCTEM BHUSBIIEHHS aHOMaJll y peallbHOMY 4aci, OCKUIbKU
IpoIiec MapKyBaHHS JAHUX € TPYAOMICTKUM. [y BUpiIIeHHS 1i€l mpoOaeMu JOIUIBHO 3aCTOCOBY-
BaTH HEKOHTPOJIbOBaHI METOJH aHaNi3y XKypHAJiB [32], Akl MOXYTb €(EKTUBHO BHUSBIIATH aHOMAJIii
0e3 HeoOX1THOCTI BU3HAYATH SIBHI O3HAKH, CKOPOUYBATH Yac HABYaHHS Ta MiABUILYBaTH €()EeKTHB-
HicTh 00poOKku naHux. Ha puc. 4 mpencraBieHo cxeMy MoOJeIi HEKOHTPOJIbOBAHOTO aHAJI3Y XKYyp-
HAJIiB.
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Jlana Mojenb BU3HA4Ya€ MOYATKOBUI aBTOKOAYBAJbHUK E, 110 BCTaBIsge MOBiIOMIICHHS Kyp-
Haly, TPEHYEThCSI HA TEKCTI KypHaiy (0e3 MO3HAYKU 4Yacy), 100 HaBUUTHUCS 10JIaBaTH IMOBIJOM-
JeHHs XKypHaiy QikcoBanoi po3mipHocrti. [licns HaBuannsa aemmdparop D Binmkumaerscs, micis
4Oro aBTOKOJYBaJIbHMK E 11 BUSBICHHS aHOMallili HaBYA€ThCS HA OCHOBI BKJIQJICHUX IOBIJIOM-
JIEHb Ta YHCIIOBOi 9acOBOT MITKH MOBigoMIIeHHs. [{am 00YuCIIOeThCs Mipa BiJIcTaHI MK BXOJaMH
Ta BUXOJAaMH, 1 BXiJl BBAXKAEThCSI aHOMAJIbHUM, SIKIIIO HOTo Mipa BiJCTaH1 MEPEBUILY€E BiMOBIIHUM
YMHOM BUOpaHuii mopir. ['onoBHa iHHOBAIIiS 11i€] poOOTH MOJISITae B TOMY, 1[0 MOJIETbh HE HAKIIAIA€
BUMOT Ha CTPYKTYpYy IOBIJIOMJIEHb JKypHaJly 1 HE BUMAarae mnonepeaHboi oOpoOKH IMOBIJOMIIEHb
KypHay, o 3a0e31euye THYYKICTh 10 OyIb-SKOTO THUITY )KYPHAIIB.

B ninomy %k, 3acTrocyBaHHsI HEKOHTPOJIbOBAHUX METOIB IPHU aHaJi31 *KypHaIiB aKTUBHOCTI J10-
3BOJIsIE €(DEKTUBHO BUSBISITA aHOMaJIi 0e3 moTpeOu B MapKyBaHHI JaHUX, IO € CYTTEBOIO MEpeBa-
rOI0 Ul CHUCTEM, SIKI MPALIOI0Th B PEXHMI peasbHoro yacy. IIpote mi MeTtonu He 3aBXI 37aTHI
3a0e31eUnTH TOBHY OLIHKY MOTEHIIMHUX 3arpo3, 1[0 BUHUKAIOTh Y Pe3y/IbTaTi aHOMaJIbHOI aKTHB-
HOCTI. 3 Oy Ha 1e, JJIS MiABHINEHHS TOYHOCTI OI[IHKM 3arpo3 JOLUIBHO MOEAHYBAaTH METOIU
aHaJi3y *KYypHaJIiB aKTMBHOCTI 3 MEXaHI3MOM MOCTIHHOIO MOHITOPHHTY, SIKUI TO3BOJISIE€ BIACTEXKY-
BaTU JIOCTYII JI0 PECYPCIB, BUSABJIATH MOTEHIIIIHI 3arpo3u 3 OOKY BXKE aBTOPU30BAHUX CYO €KTIB 1
TUM CaMHM 3amo0iratu iXHiM TPOTUIPaBHUM fisiM. Y 1bomy ceHci LI moxe cipusité miiBHILEH-
HIO epeKTUBHOCTI 11bOro npouecy. A came, 111 3a6e3nedye MOKIUBICTE O€3MIEPEPBHOTO MOHITOPU-
HT'Y, 110 JIO3BOJISIE AANITUBHO KOHTPOJIOBATH JOCTYI Ha OCHOBI MOBEIIHKM KOPHCTYBAyiB Ta MpH-
crpoiB. Lle cripusic CTBOpEHHIO OLTBII JHHAMIYHOTO Ta OE3MEYHOr0 CepPeOBHIA KOHTPOIIO JIOCTY-
noM. 3aBJSIKM aHaN3y aKTHUBHOCTI, cucteMu Ha 0a3i LI cipoMo’kHi BUSBISATH aHOMaJbHY a0o
MOTEHIIHHO HEOE3MEeUHY MOBEIIHKY, 110 MOXE CBIYUTH PO HECAHKIIIOHOBAHUN JOCTYM UM KOMII-
poMerTarito o0iKoBUX 3anuciB. [Ipu oMy citifi MaTH Ha yBasi, 110 MOBEAIHKA KOPUCTYBAUiB, sKa,
B TOMY YHCIIi, MOXe OyTH 00’€/IHaHa B JIesK1 TPYNH, MOKE 3MIHIOBATHUCH B 3AJIEKHOCTI Bl KOHKpe-
THUX YMOB, 1110 CTBOPIOE HOBI BUKJIMKU Y BUSBJIEHHI aHOMaliid. ToMy /7st BUpILIEHHS 1i€i mpobie-
MH y CBiii yac OyB 3ampOINOHOBAHUI paHille 3rajanuil MeTos Kiactepusanii [33], 3acHOBaHMI Ha
aHaJi31 TPAEKTOPIN MOBEAIHKY KOPUCTYBaUiB y MPOTrPaMHOMY CEpEIOBUIIll, B IKOMY JIaH1 PO J0C-
Tyl Ta omepalii KOpUCTyBadiB y MAaTPHULl TPAEKTOPIM MiAIAraroTh BIANOBIAHIN TpaHchopmalii, B
pe3yibTaTi sIKOi BU3HAYAETHCS MOAIOHICTh MOBEIIHKU. 3 METOI0 MOKpAIEHHS! TOYHOCTI BUSBICHHS
aHOMaJiil y MOBEIIHI[I KOPUCTYBayiB Ta MPHUCTPOIB B CHUCTEMax, IO 3A1MCHIOIOTh MOHITOPHUHT,
MOXYTh €()EKTHBHO BUKOPHCTOBYBAaTHCh alropuTMu Triaubokoro HaBuanHs (Deep Learning — DL).
Hanpuknan, anroputmu DL, Taki sik Mepeski Ha OCHOBI JOBroi kopoTko4acHoi mam’siti (Long short-
term memory — LSTM) [34], o 103Bos110Th €(heKTUBHO BHOKPEMITIOBATH YaCOBI 0O3HAKH B MOBE-
JIHIII KOPHCTYBAYiB 1 MPHUCTPOIB, 3alPOIOHOBAHUI aBTOpaMu poboTH [35] MeTO | BUSBICHHS aHO-
MaJlii 'y MepexeBiil MoBeIiHIlI KOPUCTYBauiB, AKUHA 0a3yeTbcs Ha TiOPUAHOMY aJrOPUTMI MallUH-
HOT'O HaBYaHHS, a00 MOJENh BHUSBIICHHS aHOMAaJIbHOI IMOBEIIHKH KOPUCTYBaYiB, SIKa BUKOPUCTOBYE
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LSTM nnst MmoaentoBaHHsI MAOJOHIB MOBEIHKA B PaMKaX aKTUBHOCTI KOPUCTYBayiB, 30KpeMa i
yac iX KOMyHiKaIlii 3 cepBicamu ta pecypcamu [36]. Takox Moke OyTH BUKOPHUCTaHA BJOCKOHAJICHA
MOJICNIb BHSIBJIIGHHSI 3arpo3, ska 0a3yeTbcs HAa BUKOPUCTAHHI JBOHampaBiieHOi mepexi LSTM
(Bi-LSTM) muist Ginbmn eeKTHUBHOTO BHOOpPY O3HAK, a TaKOK METOJ OIMOPHHX BEKTOpiB (Support
Vector Machine — SVM) s knacudikaiiii moBeIiHKA KOPUCTyBauiB Ha 3Bu4aiiHy (normal) a6o
snoBmucHy (malicious) [37].

OpHak HaBiTH 32 YMOB BHCOKOi TOYHOCTI B aHaji3i MOBEAIHKH KOPUCTYBaYiB Ta MPUCTPOIB,
caMocTiiiHe ()YHKIIIOHYBaHHSI TAKUX CUCTEM HE TapaHTye KOMIUIEKCHOTO KEPYBaHHS 3arpo3amMu 0e3
HaJIeXKHOT Kiacuikamii Ta HEHTpaIi30BaHOTO KepYBaHHS BUSBICHUMH HIMIEHTaMU. binbiie Toro,
y pasi igeHTudikamii aHoMaaiii BOHH HE 3aBXXIM aBTOMATHYHO KOPEIIOKTHCS 3 IHIIUMHU TOISIMH
0e3meku, Mo YCKIaaHIoe (popMyBaHHS 3arajibHOi KapTHHU 3arpo3. BiCyTHICTH CBO€YACHOTO CIO-
BIIIICHHSI aJMiHICTpaTOpiB OE3IMeKH a00 HEBYACHE 3aCTOCYBAHHS KOHTP3aXOJIIB MOXE MPU3BECTH 10
HETraTUBHUX HACHiAKIB s iH(popMaliiHoi iHppacTpyKkTypu opranizauii. [y BUpilIeHHS LUX MPO-
0JieM Ba)XJIMBUM € IHTErpaIlisi CUCTEM MOHITOPHHTY KOPHCTYBadiB Ta MPUCTPOIB 13 30BHINIHIMH
KOMIIOHEHTaMH apXiTeKTypH HYJIbOBOI A0BipH, 30KpeMa 3 SIEM.

2.3.3. SIEM

AsromaruzoBana SIEM (SIEM — e o6macTh KoMIT' IOTEpHOT Oe31eKH, B SIKil MPOrpaMHi Mpo-
JAYKTH Ta MOCIYTH TOETHYIOTh Y €001 ympamminHs iHdopmariero npo 6esmneky (SIM — security
information management) ta ynpasninus noaismu Oesneku (SEM — security event management)) e
e(eKTUBHUM pILICHHSIM MpoOJeMU aBTOMATHUYHOTO BUSIBICHHS aHOMaJiii abo 3arpo3 y MOBEIiHIN
HE TUIbKHA KOPHUCTYBadviB, a i MpUCTPOiB. JlaHe pimeHHs Moxxe 3a0e3neunty epeKTUBHY Kiacudika-
1[I} Ta YIPaBIiHHS IUMH NoJisMu Oe3neku. binbiie Toro, mpu BUsBIEHHI MOAiil 6e3neku BiaOyBa-
€THCSI aBTOMATUYHE TOTIEPEKEHHS aJIMiHICTpaTopa 3 O€3MEeKH Il BYXUBAHHS KOHTP3aXO/IiB.

Opnak icuyroui cucreMu SIEM MaroTh HemOdiKKM 4epe3 OOMEXKEHICTh B aHali3l BEJIMKHX
o6csriB nanux [38]. Tomy 10 TaKUX CHCTEM AOIUIBLHO BIPOBA/PKYBATH TEXHOJIOTIT MAIIMHHOTO Ha-
BUYaHHS.

Hanpuknan, asropu pobotu [39] BupoBaamim TexHOJIOTIT MamuHHOrO HaBuaHHS B SIEM i
JIOBENTU MO>KJIMBICTh €()EeKTUBHOTO aHANi3y BENTUKUX 00’ €MIB JaHMX Y il cuctemi. B iHmui podoTi
[40] aBTOpH 30Cepemuincs Ha MOEIHAHHI JaHUX 3 PI3HUX JUKepen uis BaockoHaieHHs SIEM ta
3aCTOCYBAJIM MOJIEJTi BUSIBIICHHSI BTOPTHEHb Ha OCHOBI HEHPOHHHUX Mepex (puc. ).

/O\
Hab6i ; /O e
p MonepenHn 2 Y SVM ——> PiweHHa
BaHux ob6pobka O\ : #
\‘O

HeWpoHHa Mepexa

Puc. 5. Cucrema posmnizHaBaHHs Ha OCHOBI SVM-HelpoMepexi

3anponoHoBaHa cucTeMa BUKopuctoByBaia HaOip ganux NSL-KDD (Network Security Layer-
Knowledge Discovery Database) sik Bxignuit HaOip naHuX, 1€ MEPUIMA Map MOJei BUKOPUCTOBY-
BaB HEHPOHHI Mepexi s Kiaacuikanii CHCTEMHHMX MOJiM Ha 3J0BMHUCHI Ta 3BHYaiiHi, a Jpyruit
map BUKOpHUCTOBYBaB Meron SVM st mifBHINEHHS TPOXYKTHBHOCTI Kiacugikamii. ¥ pamkax
JAHOTO JIOCHIJKEHHSI BU3HAUEHO HMU3KY MapaMmeTpiB, SKI MalOTh CYTTE€BUN BIUIUB Ha MPOIYKTHB-
HICTh HEWPOHHHWX MEpEeX Y 3aBJaHHSX BUSBJICHHS BTOPTHEHb. J[0 TakWx mapameTpiB HaJEKUTh
KUTBKICTh 00paHHUX O3HaK abo aTpuOYTiB, SIKI BU3HAYAIOTH 0OCAT BXIAHUX JAHUX 1 MOXKYTh 3HAYHO
BIUIMBATH Ha TOYHICTH Kiacudikaili. BaxxmuBum dakTopom € HopMamizallis JaHuX, sSka 3a0e3neuye
yHi(ikamiro Macmrady BXiTHUX HapameTpiB, CIPHUSIOUM Kpalliil 301KHOCTI aJrOpuTMy, a TaKOX
XapaKTePUCTUKHU apXITEKTypu HEHPOHHOT MEpEeXkKi, 30KpeMa KUIbKICTh BY3JIiB Y IPUXOBAHOMY LIapi,
10 BU3HAYa€ CKJIATHICTD 1 3/aTHICTh MOJENi /10 y3aranbHeHHs. KpiM Toro, BayKIMBO BpaXxOBYBaTH
BUOIp (YHKIIT akTHBAIlil, SIKa BIUIMBA€ Ha HENIHIMHICTh MEpEXi, a TaKOXK MapaMeTpy IIBUIKOCTI
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HaBYaHHS Ta MOMEHTY 4acy, 110 ONTUMI3YIOTh rpouec 30ikHocTi. Lli acnexTn Bu3Ha4aroTh eheKTu-
BHICTh pOOOTH MO Ta ii 3AaTHICTH 10 aJamnTarlii B yMOBaX BaplaTUBHOCTI BXiMHUX AaHUX. Jjis
NEePEeBIPKU IUX HpumytieHb y poooti [40] Oyno peamizoBaHo 37 HEHPOHHHX MEpEX MPSMOTO IO-
mmmpenns (Feed-Forward Neural Networks — FFNN) 3 BukopucTaHHSM pi3HHX aJlrOPUTMIB HaBYaH-
Hs Ta GYHKLINA BapTOCTi, a OTPUMAaHI pe3yabTaTh MiATBEPAUIN KPUTHYHY BOKIMBICTh LIUX IapaMe-
TPIB JUIsl TOCSATHEHHS BUCOKOI TOYHOCTI. 30KpeMa, BCTAHOBJICHO, IO BHOIp BiAMOBIAHOI (QyHKIIIT
BapTOCTI JI03BOJISIE MIJIBUIIUTH TOYHICTh alroputMy traingd (aqroput™ 0OEpHEHOTO Irpai€HTHOTO
CIYCKY JUIsl HaBYaHHs HeHpoHHOI Mepexi) Ha 17,74 %. Anani3 Habopy nanux NSL-KDD noka3as,
10 aIroput™ trainrp (aJIropuT™ CTiHKOro 0OSpHEHOTO TOMIMPEHHS JJIs HaBYaHHsS HEHPOHHOT Me-
pexi) IEMOHCTPYE MIBUAIITY 301KHICTh Ta BUIIY TOYHICTh Kiacu]ikaliii mopiBHIHO 3 IHITUMH METO-
naMu HaB4aHHs. KpiM Toro, TouHIiCTh trainrp BUsSBMIIACS CITIBCTABHOIO, a MOACKYAU W BHILOKO, HIXK
y OUTBIN CKJIQTHUX MOJEJICH Ha OCHOBI HEMPOHHUX MEPEXK, IO MIAKPECITIOE HOro MOTEHINAT s
MOKpAIIeHHs e(PEeKTUBHOCTI Ta MIBUAKOCTI KJIacU(iKaIii BTOPrHEHb.

VY pobori [41] 6yB po3pobienuii Habip IHCTPYMEHTIB JUIss aBTOMATHYHOT Kiacudikaliii moIii
Ha OCHOBI MAIIMHHOTO HABYAHHS, 32 IOTIOMOT'OI0 SIKOTO MPOBOAMINCS EKCIIEPUMEHTH 3 PI3HUMH aJl-
rOpUTMaMH MAIIMHHOTO HaBYaHHS Ha JEKUIBKOX HAabOpax JaHMX, 3 METOK — 3HAaWTH HaHOUIbII
edexkTuBHY Mojaenb Kinacudikamii maHux. Pe3ynbratu mpoBEACHHMX TECTIB TOKa3alH, IO METOJ
ormopHux BekTopiB (SVM) mocar HaiKpaiioro MOKa3HHKY e()EeKTHBHOCTI Ha Ha0Opi JaHHX
TippingPoint (1a6ip IP-agpec Ta DNS-iMeH, siKi IPEICTaBISIOTh MOTCHIIIMHI PU3UKH JJIsI MEpeKe-
Boi Oe3nekn) i cranoBuB 95,08 %.

[TeBHi aBTromMaTH30BaHi pimeHHss SIEM akTHBHO 3aCTOCOBYIOTBCS Y PI3HUX MPAKTHYHUX CIIC-
HapisfX, 30KpeMa, B KpUTHUHIH iHppacTpykTypi. Hanpukian, Hindy H. ta inmi [42] po3pobuiu
SIEM nnist BUSIBIICHHSI aHOMAQJIBHHX TIOJIN Y CHCTEMI BOJOMOCTAYaHHS, 0 KOHTPOIIOETHCS CHCTE-
moro SCADA (Supervisory Control And Data Acquisition). BukopucToByro4M MalllMHHE HABYAHHS,
JOCIITHUKY K1acu(iKyBalli JaHi PO aTakd Ha 14 pi3HUX cLeHapisiX, SKi aBTOMATUYHO TTOBIJOMIIS-
JMcs omeparopaM ciyxou Oesneku. [IpencraBiieHi ekCriepuMeHTaNlbHI ClIeHapii OXOIUIIOBAIM LIHU-
POKHMIA CIIEKTp MO, BiJl BITMOB 00JalHaHHS A0 cab0Taxy, i MICTWIM TPH JOCIIPKEHHS 13 3aCTO-
CYBaHHSM IIECTH METOIB MAIIMHHOTO HaBYaHHs. Y MEpIIOMY €KCIIEPUMEHTI OlepaTopy HOBiIOM-
JIsUTacs JIMIIE HAassBHICTh aHOMAI] y BHIIIAI JBIKOBOTO pe3yibTary, 0e3 aeramizamii ii tumy. Apy-
I'Mii eKCIIEpUMEHT YTOYHIOBAB MOIIKOAKEHHIH KOMIIOHEHT, HaJjaroun 1H(opMallito npo AaHi OJHOIO
abo0 KUIbKOX JaTuukiB. TpeTiii eKcriepuMeHT, 110 3a0e3MeunB HallBUIy e(hEeKTUBHICTb, I€Tali3yBaB
aHOMaJIiI0 /10 PiBHS KOHKPETHOTO CIIEHapilo, JO3BOJIIOUM OMNepaTopaM B)KUBAaTH KOPUTYBAIbHUX
3ax0iB. 3arajgbHa TOYHICTh focsrana 94 % mns niikoBoi kiacudikarii Ta 95,64 % nns BU3HAYCH-
Hsl crieHapiiB, npuuomy anroputmu kiacudikarii KNN (K-Nearest Neighbors Algorithm), Decision
Trees i Random Forests nepeseprmn Gaussian Naive Bayes i SVM. Anroputm KNN moka3as
HalBUIly TOYHICTh BUSBJIEHHS aHOMalii Ta iAeHTHQIKallli KOHKPETHHUX CIEHapiiB aTak y BCIX
eKCIIeprUMeHTax. Pe3ynbTaTu MmiATBEPAWIM Ba)JIMBICTb BUKOPHUCTAHHS PIBHS JOBIPU JJS MIJBU-
IIEHHs 1HPOPMATUBHOCTI MOBIJOMIIEHB, a TAKOX aKTyaJbHICTh 30UIbIIEHHS 00CATy JaHUX 1 Mo0y-
JIOBU T1IOpUIHUX MOJENeH sl onTuMizallli kiacudikaiii mofii 1 cieHapii. Xoua 3arporoHOBaHA
MOJIeJIb IPUCKOPIOBAIa pearyBaHHs Ha MEpEeXeBl aTakd, aBTOPH 3a3HAYMIIM ii OOMEKEHHs y BUSB-
JIEHH1 HOBUX CIIEHApIiB 3arpos.

[Toripu BHCOKY TOYHICTh KiacHu(ikamuii Mol B cucTeMax KpUTUYHOI 1HQPACTPYKTYpH, BasKIu-
BUM BUKJIMKOM 3aJUIIA€ThCS eeKTHBHA 0OpOOKa CIOBILNIEHb Y MAacCHITA0HUX CHUCTEMax OE3IeKH.
Hocnimxenns Feng C. Ta inmmx [43] akueHTye yBary Ha mpo0JiieMi BUCOKOI YaCTOTH XHOHHX CITO-
BillleHb Y HagBHUX SIEM, 1110 3HaYHO MEPEBUIIYe€ MOMXKIMBOCTI OOpPOOKHU OnepanifHUMU IIEHTpaMu
oesmeku (Security Operation Center — SOC). [lns ii po3B’si3aHHs 3alPOINIOHOBAHO CHCTEMY, SIKa
3aBJISIKM aJITOPUTMaM MAallIHHHOTO HaBUaHHS CYTTEBO 3HMKYBaJla YaCTOTY XHMOHUX CIIPAaIlbOBYBaHb,
HiABUINYIOYN e()EeKTUBHICTh pearyBaHHs Ha 3arpo3u. CHIBHOIO CTOPOHOIO TAKHMX IIJIXOMAIB € 37aT-
HICTh HaBYaTHCS SIK Ha IOMEPE/IHIX, TaK 1 HAa MOTOYHMUX NaHUX JUIsl MPOTHO3YBaHHS MalOyTHIX
IHIIUICHTIB O€3MEKH, [0 MOXKE JOTIOMOTTH aHAJITHKaM IIBUIIIE iIeHTU(IKYBAaTH Ta pearyBaTu Ha
3arpo3mu.
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JlocsArHEeHHST JOCHIIKEHb B 00J1aCTi aHAIITHKHA Ta MAIIMHHOIO HaB4yaHHs Mg SIEM 3Haiinnim
CBOE€ MPOJOBXKCHHS B CY4aCHUX CHCTEMax OE3IMEeKH Ui OpKecTpallii, aBToMaTH3aIlil Ta pearyBaHHs
(Security Orchestration, Automation, and Response — SOAR). SOAR-cuctemu y noeananni 3i LI
Ta MallMHHAM HABYaHHSM, JIEMOHCTPYIOTh 3HAYHHMW TIOTCHINAJ Yy BHSBICHHI, MOM SKIICHHI Ta
3anoOiranHi kibep3arposzam. [locTtauanbHUKKM NaHUX IHCTPYMEHTIB iHTErpytoTh anroputmu LI Ta
MAIIMHHOTO HaBYaHHS IS miaBuineHHs edekTuBHOCTI pobotu anamitukie SOC [44]. BogHoyac
BUHUKAIOTh NUTAHHS €(PEKTUBHOCTI AITOPUTMIB KJIacH(iKaIlii Ta BU3HAUCHHS MPIOPUTETHOCTI iH-
IUJICHTIB, a TAKOXX HEOOXI1THICTh MOJAJBIINX JOCITIKEHb 100 BIPOBAHKCHHS TIIMOOKOTO MOCH-
nenoro HaBuanHs (Deep Reinforced Learning — DRL) y SOAR-cuctemu. [{isi BUpileHHS JaHOT
mpobieMH BUKOPUCTOBYIOTH HOBI Mozeni inteprperosuoro LI (Explainable Artificial Intelligence
— XAl), sixi 3a0e31euyloTh 3p03yMUIICTh Ta MPO30PICTh Y MOSCHEHHI Pe3y/IbTaTiB MPOTHO3YBAaHHS.
3okpema, XAl 103Bossie aHATITUKAM OE3MEKU BUSBIISTH MIOMHIIKOBI TPOTHO3W IUISXOM OIIIHKH Ha-
TIMHOCTI pe3ynbTariB. Lle 3HaYHO 3MEHIIye KUTbKICTh XUMOHUX CTPAIlbOBYBaHb 1 MiABUIIYE ePEKTH-
BHICTh po6oTu SOC, OCKIIBKH aHAIITHKHA OTPUMYIOTH 3MOTY IIBHJIIE Ta TOYHIIIE pearyBaTH Ha
peanbHi 3arposu [45].

B nimomy k, MOXHa MOMITHTH, III0 Cy4acHI BHUKJIMKH, TIOB’s13aH1 31 CKJIQJIHICTIO BUSBJICHHS Ta
HelTpanizanii Kibep3arpo3, BUMaratoTb KOMILIEKCHOTO MiIX0ay. 30Kpema, st epekTuBHOTO (yH-
kuionyBaHHs SOC HeoOXiJHa 1HTerpailisi aIrOpuTMIB MAIIMHHOTO HABYaHHS Ha BCIX eTamax poo-
TH — BiJ] 300py Ta 00pOOKH JTaHWX JIO aHAITI3y 3arpo3 1 yrpaBiliHHS iHPopMarliiiHow Oe3mekoro. Ha-
OPUKJIAJ, IS 5Or0 Y poboTi [46] mpomonyeThest GaratopiBaeBa Moaens SOC, sika BKIIrOYae 30ip
JaHuX, iX 00poOKy, 3aCTOCYBaHHS AJITOPUTMIB MAIIMHHOTO HABYAHHS JJIsS aHAJI3Y 3arpo3 Ta BUKO-
puctanss iHQopMalifHUX MaHeneil M NpUHHATTS pimenb. Cepel alropuTMiB MAIIMHHOTO Ha-
BUYaHHS JIOCITHUKH MPOMOHYIOTh BUKOPUCTOBYBATH SIK KOHTPOJIbOBaHI anroputmMu (SVM, nepesa
pimiens), Tak i HekoHTposboBaHi (knacrepusaitisi KNN). B inmoi po6oti [47] aBTopu 3amnpornony-
BaJIM BIPOBAAUTH iHCTpyMEeHTH Ha ocHOBi LI mst nudepenmiamnii 3arpo3 i 3MEHIIEHHS] BTOMH Bif
YHCIIEHHUX CUTHAJIB 31 crioBimeHHsAMH Oe3mneku st aHamiTukiB SOC. Takoxk, BOHU aKIEHTYBaIu
yBary Ha HeoOXiTHOCTI BUKOPUCTAaHHS anroputMiB SVM s aHami3y nomnepeHixX JaHUX Ta OIIHKH
PIBHS 3arpos.

TakuMm unHOM, iHTerpanis 111 Ta MammmHAOTO HaBYaHHS, BKIIOYHO 3 miaxogamu DRL, mo3Bo-
7€ aBTOMATU3YBaTU PYTUHHI MPOIECH, OAHOYACHO MiABUINYIOYH €QEeKTHUBHICTH Oe3neku. A Bci
3rajlaHi BHIIE JOCIIHKSHHS, IO JIEMOHCTPYIOTh, K 3acTocyBaHHs anroputMmiB LI ta mammHHOTO
HABYaHHS MOKE CIIPUSITH IMiIBUILIEHHIO TOYHOCTI BUSBJICHHS 3arp03 Ta 3HWKEHHIO KUTBKOCTI TOMHU-
JIKOBUX CHPAaIllbOBYBaHb, 3aiBUI pa3 MIATBEPHKYIOTH 1€ Ta JOBOISATH JOUIIBHICTE BUKOPUCTAHHS
MosxauBocted 11 B pamkax ZTA.

2.3.4. Anaui3 3arpo3

[ opmaniitamii(i) kanan(u) npo 3arposu / cucrema ananizy 3arpo3 (Threat Intelligence — TI)
€ OJTHUM 13 KJIFOUOBHUX €JIeMEHTIB B paMkax ZTA, 110 cnpusie 3axXUIeHOCT] MiANPHEMCTBA BiJl 30B-
HIIIHIX 1 BHYTpimHIX aTtak. lle iHpopmarliis 3 BHYTpIlIHIX a00 30BHILIHIX JPKEpeE, sSiKa JoloMarae
MeXaH13My IMOJIITUKU NMPUIMaTH pilIeHHs NMpo AOCTYH. 3 OIJIsAy Ha 1€, OCHOBHI T€XHIKM CUCTEMHU
TI MoHa MOAUTUTH Ha JIBA OCHOBHI HalpsSMKH: BUKOPUCTaHHS 1HGQOpMaIIHHUX KaHATIB Uil OTPU-
MaHHS JaHUX 3 PI3HUX JKEepen, 1 0e3rmocepelHbO aHali3 BEMTUKUX OOCATIB JaHUX JJISl BUSBICHHS
aHoMauiil. [lepmmii HanpsMOK BKJIIOYa€ BUKOPUCTAHHS CIIYKO, SIK1 30MparoTh J1aHl PO HEI0JIaBHO
BUSIBJIEHI aTaky, BPa3IMBOCTI, IIKIUIMBE NMPOrpaMHe 3a0e3MeUeHHs UM 1HII 3aTPO3H 3 PI3HUX JIKe-
pen. Hpyruii HanmpsIMOK 30CepePKeHUI Ha aHalli31 JaHUX Y BHYTPIIIHIX CHCTEMax JJIsi BUSBICHHS
aHOMAaJIbHUX JIiH, SIKI MOXKYTh BKa3yBaTH Ha MOTEHIIIIHI aTaku, 10 J03BOJIIE€ CBOEYACHO pearyBaTH
Ha TI03p1Ti OoIIi Ta MiHIMI3yBaTH IIKOY Bij Kibeparaxk.

Indopmaris, orpumana 3aBasku TI, 1o3Bossie He nMIe BUSBISATH aTaku Ta BPa3JIUBOCTI, a U
MIPOTHO3YBATH IX PO3BUTOK Ta 3aBUACHO OI[IHIOBATH MOTEHIINHI pu3uKU. OJHAK OCKUIBKHU JIKEpEes
Takoi iH(opmalii Moke iCHyBaTH 0arato, BUHUKAE NMPUPOIHA HEOOXIAHICTh BIPOBAIKEHHS aBTO-
MaTU30BaHUX CUCTEM, Y TOMY 4ucil a0 HacamIiepel, 3acHOBaHMX Ha BukopucTanHi LI, 3maTHux
30upatu naHi T1 Ta oriHIOBaTH X TOCTOBIPHICTB. Y 3B’43KY 3 LIUM, HANIpHKIIaAd, y podorti [48] aBTo-
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PH PO3TIISIHYJIM CydacHi TEXHOJOTi y cdepi aHajizy 3arpo3 Ta 3alpoloHyBalld HOBY MOJEINb Mpo-
THO3YBaHHS 3arpo3 Ha OCHOBI (PYHKIIIT OIIHKK PU3UKY Ta BIOCKOHAJICHOTO aJrTOPUTMY arocTepiop-
Hoi iiMoBipHOCTI Baeca (Enhanced Naive Bayes Posterior Probability — ENBPP) 3 BukopucTanHsm
MalIMHHOTO HAaBYaHHS. 3allpOTIOHOBAHMM HHUMH alIropuT™M 00’€aHye MoaudikoBaHy (YHKIIiO
ENBPP 3 ajganToBaHo0 (yHKIIEIO OIIHKH PU3HKY, 10 3a0e3Meuye MiABUIIECHHS TOYHOCTI IPOTHO-
3yBaHHS 3arpo3 Ta CKOPOUYEHHs yacy oOpoOku. J{iis aHamizy epeKTHUBHOCTI pIlIEHHS BOHU BUKOPHC-
TaJ ¥ I'ATh Pi3HUX HAOOpPIB maHux, ski mictuiau 328 814 3paskiB 3arpo3. OTpuMaHi pe3yiabTaTh
3aCBIIYWIM TPO TepeBary 3ampoNOHOBAHOIO MiAXOAY, OCKUIBKH TOYHICTh IPOrHO3YBAaHHS 3pociia
10 92-96 %, a cepenniit yac 06pooOku 3uu3MBCsA 3 0,043 10 0,028 cexyHaM MOPIBHSAHO 3 aTbTEpPHA-
TUBHUMHU MeToaaMu. KpiM Toro, alropuTm mpoaeMOHCTPyBaB 3/IaTHICTh €(EKTUBHO AOJATH MPO-
OseMu, TIOB’s13aHi 13 3aJICXKHICTIO BiJl 3a3/1aJIET1/Ib BU3HAYCHUX IIA0JIOHIB il 3TOBMUCHHUKIB 1 IIOPO-
rOBUX 3HAUY€Hb Y MHOXXHHHMX CILIEHapisiX MpPOTHO3yBaHHS. B 1inomy >k HOBHM MHiAXin 3AaTHUMN
3a0e3neunTH OUTbII HAIMHUN MEeXaHi3M aHali3y Ta MPOrHO3YBAHHS 3arpo3 Y Pi3HUX CLEHApisX.

Xakepcrki (OpyMH € TaKOXK OJIHUM 13 KIIIOUOBUX JKepen naHux g T1, mpo mo cBiAYUTH,
30KpeMa, JOCIIDKEeHHs, MpoBeaeHe B poOoTi [49], crnpsiMoBaHe HAa aBTOMAaTH30BaHE OTPUMAHHS
BIMOB1IHOI 1H(OpMAIIii TPo Kibep3arpo3u 3 Xakepchkux GopyMiB 3a JOTOMOTOK0 TIOPHIHOTO MPO-
1[ecy MAIlMHHOTO HaByaHHs. ABropamu [49] Oyiio po3poOJICHO ABOPIBHEBHIA AJITOPUTM, IO TOE]-
Hye wmeroq SVM s ¢inpTpanii HepeneBaHTHHX MOBIJOMJIECHb Ta MOJEIIOBAHHS JIATEHT-
Hux/npuxoBanux posnoainie dupuxie (Latent Dirichlet Allocation — LDA) ans xiacrepusarii
pEJIeBAaHTHUX IOCTIB 32 BIAMOBITHOI TEMAaTUKOI. Y MeXaX €KCIEePUMEHTY MPOaHaIi30BaHO MiJb-
HOH TOCTIB 13 peaJIbHOTO XaKepPChKOro (GopyMmy, IO TO3BOJMIO iACHTHU(IKYBATH TaKi KIFOYOBI
3arpo3u, SK BHUTIK OOJIKOBHUX JaHUX, IIKIJUTUBI TPOKCi-CEpBEpH Ta IporpamMHe 3a0e3medycHHS.
Pesynbpratn npogeMoHCTpyBaiy epEeKTHBHICTE METOAY, OCKUIBKY BUKOpUCTaHHA SVM 1is Bijciro-
BaHHS HEpPEJICBAaHTHUX MMOBIJOMIIEHb 3MEHIINJIO OOCAT AaHMX JUIs aHami3y Oinbin Hix Ha 90 %, 110
J03BOJIMJIO 3HAYHO CKOPOTHTH yac oOpoOku. Hampukiaz, cepenHiit yac uiss MOJEIIOBaHHS TEM 3a
nornomororo LDA 3uu3uBcs 3 238 10 16 XBUIMH 32 YMOBH OOMEKEHHSI CJIOBHMKOBOIO 3aracy J10
50 000 cmiB. Y CyKymHOCTI TeMaTUIHE MOJICITFOBAHHS JTO3BOJIMJIO BUIUTUTH KIFOUOBI TEMH, TaKi SIK
00rOBOpPEHHSI CKOMIIPOMETOBAHHUX O0JIIKOBUX 3amuCiB, IP-aapec MKiIIMBHUX MPOKCi Ta Mporpam, 1o
POOHTH IF0 METOJMKY IIIHHUM 1HCTPYMEHTOM JJIsi BUSBJICHHSI OIepaTUBHOI iHpopMaii mpo 3arpo-
3U. A MOJIeb IPOAEMOHCTPYBAJIa BUCOKY THYUKICTh y MMTAaHHI HAJIAIITYBAaHHA [apaMeTpiB, IO J10-
3BOJISIE B MAaOYTHROMY aJIaliTyBaTH ii A0 PI3HUX THUIIB JaHUX 1 3aBraHb. Kpim Toro, BapTo 3a3Ha-
YUTH, 110 B PAMKax JIaHOI CUCTEMH BAXKJIMBUM € y4yacTb JIIOAMHU-EKCIepTa /ISl OCTAaTOYHOI 1HTepI-
petarii pe3yibTaTiB JaHOTO TEMAaTUYHOTO MOJENIOBAaHHSA, OCKUIbKM HaBITh HAWOUIBIN JTOCKOHAJI
AJITOPUTMHU MOXYTh HE BPaXOBYBaTH cIlelIU(iKy piAKICHUX a00 CKIIaJHUX TeM, HallPUKJIad, Bpas3iiu-
BOCT1 HYJIbOBOTO JHS. AJie 3arajoM, JlaHa riopujiHa cucreMa € e(peKTUBHUM PIIIEHHSAM JUIsl LIBU/I-
KOTO BWJIYYEHHS BaXJIMBOi iHpopMalii, ska Moxe OyTH JTOTIOBHEHA J10 TPAAMLIHHUX 3ac00iB 3aXH-
CTY JJIsl NIJBUIIECHHS iX €EKTUBHOCTI.

3acTocyBaHHS Cy4yaCHMX METOJIB JUIs aHaji3y 3arpo3 Ha OCHOBI BIOCKOHAJEHHUX AJTOPUTMIB
OLIIHKM PU3MKIB Ta aBTOMAaTHU30BAaHUX CHCTEM OOpPOOKM BEIUKUX OOCSTIB JaHUX, CIPUSE MOKpa-
IIICHHIO BUSBJIEHHS Ta MPOTHO3YBaHHS MOTEHLiNHMX arak. OJHaK e(peKTHBHICTh TAKUX MiAXOJIIB
3HAYHOIO MIPOIO 3aJICKUTH BIJ SIKOCTI BXIIHUX JaHUX, aJalTUBHOCTI MOJIENEH 10 HOBUX THIIIB 3a-
Ipo3 1 MOIJIMBOCTI 1HTerpalii pe3yabTaTiB y KOMIUIEKCHI cucTeMH KiOep3axucty. OTxe, MOKHA
3poOUTH BUCHOBOK, II0 MOTPiOHI JAOJATKOBI IOCHIPKEHHS y HAIpSIMKY BJIOCKOHAJICHHS HasBHHUX
HiAXO0JIIB B aHaJIi31 3arpo3 (1 B IepIry 4epry THX, 0 crnupatoTbes Ha MoxkiauBocTi HII), mo no3so-
JISTFOTH OUTBIIT I€TATbHO OI[IHUTH PU3UKH JUIsI CHCTEMH, BU3HAYUTH MOXJIMBI BEKTOPHU aTaK, BCTAHO-
BUTH MPIOPUTETHICTH 3arp03 Ta PO3POOUTH BIAMOBIAHI 3aX0/1 3aXUCTY a00 CTpaTerii 3ano0iranHs.

Takum YMHOM, PO3MIISIHYTI TOCHIDKCHHS Ta MIAXOIU 0 BIPOBAKEHHS KOMIOHEHTIB ZTA
JE€MOHCTPYIOTh KJIIOUOBY pOJib MamuHHOro HaB4aHHs Ta LI y 3a6e3neueHHi koHuenuii HyaIb0BOT
noBipu. Bukopuctanns 11 B ocHOBHUX 1 30BHINTHIX KOMIIOHEHTaX ZTA, Takux sIK aqrOpUTM JOBi-
pH, KoHTpousb noctyny, SIEM, kepyBaHHs iIeHTU(DIKALI€IO, KYPHAIM aKTUBHOCTI (B TOMY YMCII,
MOHITOPHHI KOPUCTYBaYiB Ta MPUCTPOIB) Ta aHaJI3 3arpo3, 103BOJISIE aBTOMATU3yBaTH aHAJI3 Be-
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JTUKUX 00CATIB TaHUX, BUSBISATH aHOMAJIi Ta alaiTUBHO pearyBaTy Ha MOTEHIIIHHI 3arpo3u. Anro-
putMmu LI 3a6e3meuyroTh MOCTIHHUNA MOHITOPHHT, ONTHMI3AIlIO MOMITHK O€3MEeKH Ta CKOPOUYCHHS
Yacy pearyBaHHs Ha IHIUACHTH, 110 3HAYHO MiJBHUINY€E e(EKTUBHICTD 3aXUCTY. 3aBSKU [ILOMY MO-
nenb ZTA y noennanni 3 texnonorissmu 11 cTBoproe THyuKy i HamiiHy cUCTeMy KiOepOe3rekH,
3JIaTHY MPOTUCTOSATH CY4YaCHUM 3arpo3aM y TUHaMiuHOMY HHU(POBOMY CEpeTOBHILLI.

3. BUKJIMKH Ta NOJAJbIIMH HANIPSIMOK J0CJTi/I’KeHb

3 po3ButkoM loT, XxMapHUX Ta IHIIMX IHHOBAIIHUX TEXHOJ]OTii, 0araTto MpUCTPOiB MOXYTh
OyTH 1HTETPOBaHI JI0 €UHOI IIEHTPaAII30BaHO1 cucTeMH yrpasiinHag. OaHak 3acTapiyiia iHppacTpyk-
Typa, IPOrpaMu, CEPBICH Ta 1HII €JIEMEHTH MOXKYTh HE BiIIIOBiIaTH MPUHIIMIIAM HYJIHOBOI JI0OBIpH,
OCKIJIbKHM B HUX BIJICYTHI KOHIICTIIIII MIHIMQJIbHUX MPUBILJICIB, 3aXKUCTY BijJ O1YHOTO MepeMilleHHs, a
TaKOX HeMae TuHaMiuHoi aBTeHTHdiKail. Yepes 1e 3acTapiii CHCTEMH 3aIMIIAI0THCS BPA3IHBUMU
710 IIMPOKOT'0 CHEeKTpa Kibep3arpo3. MoKIMBUM PIIIEHHSIM € JOJaBaHHsA MOJYJIS AJIs aBTeHTU(IKa-
1ii A0 IEHTPaIbHOI CUCTEMH YIPABIIHHS 3 MOJANBIINM BU3HAYCHHAM MPUBLIEIB. X04a I1e pilIeHHs
YaCTKOBO BHUpIIlye IMpPoOJIeMy 3acTapuIMX CHCTEM, BOHO BUMArae Biji Cy0’€KTa HpPSIMOro MpoXo-
JDKEHHST 4epe3 BCI0 1H(pacTpyKTypy, IO MOPYIIye MPUHIMI MIKpPOCETMEHTAIlll, SKUH € TaKoX
OCHOBOMOJOXHUM Yy KoHenmii ZTA. Takuii miaxii oKpeciatoe 3HaUHI BUKIMKH JUTs IHTerpanii 3a-
CTapIIINX CHCTEM y CYYacHI MOJelli Oe3MeKu, 3aCHOBaHI Ha KOHIICIIIi HYyJIbOBOI JIOBIpH, Ta BUMArae
MOJAJIBIINX JOCTIKEeHb Y HANpPSIMKY ajantaiii icHyro4oi iHGpacTpyKTypH IO HOBUX CTaHAAPTIB
Kibep3axucry.

3 iHmoro Ooky, BapoBakeHHsd ZTA notpedye MOCTyNOBOro Mnepexojy, OCKIIbKU pi3KHUA me-
pexia MoXe BUKJIMKATH 3HA4YHI TPYAHOIII, 30KpeMa 301IbIIeHHS KiTBKOCTI MOMUJIKOBHX CIIPAIlO-
BaHb, 3HI)KCHHS MPOAYKTUBHOCTI CUCTEMH Ta omip 3 60Ky nepconany. Tooto BnpoBamkeHHs ZTA
notpe0dye peTesbHOro IJIAaHYBaHHSA Ta Ma€ OyTH MOETAlHHUM, 3 ypaxyBaHHSM OCOOIMBOCTEH MiAN-
pUEMCTBa, floro 6i3HEC-TPOIIeCiB, KPUTUYHUX aKTHUBIB Ta piBHs Kibep3arpo3 (IpHu LbOMY 3 MiHIMa-
JHHUM HETaTHBHHUM BIUIMBOM Ha poOoTy mianpueMcTBa). OcoOIMBO aKTyaIbHUM € MIUTAaHHS ajan-
Tallii mepcoHany 10 HOBUX MPUHIUIIB POOOTH, 30KpeMa HUIIXOM PO3pOOKH €(pEeKTUBHUX CTpaTerii
HaBYaHHS Ta aBTOMATU30BaHMX 3aCc00iB MIATPUMKH HMPUHHATTA pillieHb y mporeci nepexony. Kpim
TOr0, NEPCHEKTUBHUM HANpPsMOM € JIOCIHIKEHHS METOJIB OLIHKHU €(EeKTUBHOCTI BIPOBAKECHHS
ZTA Ta po3po0OKa BIAMOBIAHUX METPUYHUX MTOKA3HUKIB, SKI JO3BOJATH 00’ €KTUBHO aHAJI3yBaTH Ta
OLIIHIOBATH PiBEHb 3aXUILEHOCTI MiAMPUEMCTB.

[le onauM BaskuBUM BUKIMKOM JUtst ZTA € crangaptuzauisa nasux. [Hdopmarisa npo 3arpo3u
MOJK€ HAJXOJUTH 3 PI3HUX JPKEpes, MpoTe Ha chorofHi B ZTA Hemae €AMHOTO CTaHIApTy, KUK
MOe OyTH BUKOPHUCTAHUN aarOpUTMaMH OI[IHKM JMOBipH. Lle BriMBae Ha TOCTOBIPHICTH JAHUX Ta
¢iHaNBHY OLIHKY €(eKTUBHOCTI, OCKIIBKH BXi/IHI J1aH1 HAaJal0ThCs PI3HUMH JDKEepellaMu, a BIJICYT-
HICTh YHi(iKOBaHOTO Qopmary Juisl 310paHUX AAHUX YCKJIAJHIOE BUKOPUCTAHHS BIJIOBIIHUX ajiro-
puUTMiB. BasxIMBUM acmekToM i€l mpoOaemMu, TaKOK € MOHITOPUHT MepekeBOoro Tpadiky Ta moe-
JIHKW KOPUCTYBAYiB y CUCTEMI, KM 3HAUHOIO MIPOIO 3aJIe)KUTh BiJ )KYpHaJIIB aKTUBHOCTI, 110 Ha-
Jal0ThCs PI3HUMHU 1HCTpyMeHTamu Oe3mneku. lle BuUMarae BiJ CHUCTEM BUKOPUCTOBYBATH pi3HI
QITOPUTMH OIIHKM JOBIpU s ajanTtamii A0 pizHUX (opmariB AaHux. Takui Mmiaxia He JMie
YCKJIQ/IHIOE MPOLEC aHaNli3y Ta OLIHKH, ajleé ¥ MPU3BOAUTH A0 3HMKEHHS MPOJYKTHMBHOCTI MOAENI
owiHKH a0BipH. Kpim Toro, koxxHe Jxepeno nqanux B ZTA Mae BiacHi ornepailiifHi MOJITHKY Ta cTa-
HJApTH, 10 CTBOPIOE JOJATKOBI TPYAHOIIII MPU aBTOMATH3AaIlil IpoleciB. BiacyTHICTh €AMHOI MOMTi-
THKH, 5IKa O perysroBaja B3aeEMOJ1I0 KOMIOHEHTIB ZTA, 30kpeMa, MOJITHUKY U PYBaHHS, CIIELH-
¢ikarii Koty TOIIO, YCKJIaIHIOE BIPOBAKEHHS €(peKTUBHUX MEXaHi3MiB KibepOe3neKH.

JlaH1 BUKIIMKY T1IKPECTIOITh HeOOXITHICTh B YHI(iKaIlii miaX0aiB 10 00poOKH Ta CTaHAApTH-
3awii JaHuX 171 3a0e3neueHHs e(peKTUBHOI poOOTH B paMKax MoOJeli HylboBoi a0oBipu. [logansuri
JOCITIJKEHHS TOIIITFHO Oyi10 O HampaBUTH, 32 MOXKJIUBICTIO, HA CTBOPEHHS €TMHUX CTaHIAPTIB, SKi
0 3a0e3meyniiy y3roJKeHICTh JJaHUX Ta Mpoueayp Oe3nekH, M0 J03BOIUIIO0 O MiABUIIMTH e(heKTHB-

HICTh, TOYHICTh MOJEJICH OIIIHKA Ta Y3TO/DKEHICTh MPOIECIB aBTOMAaTH3aIlll OE3MeKH B paMKax
ZTA.
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ZTA B noennanti 3 enementamu L1 mae 3HauHI IepeBaru B aBTOMaTHU3allii MPOIECIB, OJTHAK
MOKJIAZIATUCSl BUKIFOYHO Ha pimeHHs npuiHaTi I Moxe Oyt pu3MKOBaHO, OCKITBKH MOYKJIHBI
MIOMUJIKOB1 200 yrepe»KeHi BUCHOBKH, 1110 B PE3yJIbTAaTI MOYKE MPU3BOAUTH 10 XUOHUX CIIPALIbOBY-
BaHb a00 HEBUIIPABJAHMUX BIAMOB. ¥ 3B’S3KYy 3 LIUM, BOXXJIMBUM € IHTErpallis JI0JACBKOr0O AOCBiAY B
poIleC YXBaJICHHS pillieHb. Britouenus iroauuu a0 mukny (human-in-the-loop) nomomoske 3HU3M-
T a00 YCYHYTH PU3HKH, TTOB’s13aH1 3 momuikamu 1. Hanpukinan, sikmo cucrema ZTA nHa 6a3i LI
HEMPaBOMIPHO BiJIMOBIISIE€ B TOCTYIII JIETITUMHOMY KOPUCTYBA4€Bi, €KCIIEPT MOXe MEPEOLIHUTH Pi-
LIEHHs Ta HaJlaTH 3BOPOTHUH 3B 30K, L0 J03BOJIUTH MIJBUILUTH TOYHICTH CIPAIlOBaHb CUCTEMHU.
B pesynbTari, cucrema 3i LI Oyne HaBuatucs Ha CBOiX NOMMJIKAx, a, OTXKE, MOKPAIyBaTH CBOIO
epekTuBHICTh. TakuM YMHOM, BHKOpUCTaHHsA migxomy human-in-the-loop e nepcnekTBHEM
HANpsSMOM JIJISl TTOKpAalIeHHss TOYHOCTI 1 edektuBHOCTI pimens LI B ZTA. Bognouac, edekrus-
HICTh IIOTO MiAXOy 3HAYHOIO MIPOIO 3aJie)KaTUME BiJI IKOCT1 Ta JOCTYITHOCTI JaHUX JIJIsl HABUAHHS
mopeneit LI, siki, y cBOIO uepry, 3Ha4YHOIO MipOIO 3aJeKAaTUMYTh BiJl BEIMKHX HA0OPIB JaHUX IS
HaByaHHs. [Ipu npomy, ciiijf 3BepHYTH yBary 1 Ha Te, 1IJ0 CKOMIPOMETOBAaHI JaHl Te€X MOXYTb Cep-
HO3HO BIUVIMHYTH Ha €PeKTUBHICTH crcTeM Ha 6a3i L1

OnHi€ero 3 MOTCHIIMHUX 3arpo3, K BiJIOMO, € aTakk THIy OTpyeHHs maHux (data poisoning),
KOJIM IIKiJJTMBI JaHi BBOISTHCS O HaBYAJbHOI BUOIPKH JIJIsl MAHIMTYTIOBAaHHS PIICHHSIMUA CHCTEMH,
110 MPU3BOJIUTH O HEKOPEKTHUX pe3yabTaTiB. [y MiHiMiIzanii pu3uKiB NOAIOHMX aTak HEOOX1AHO
BIIPOBA/KYBATH HA/AiIHI METOAM OYMIICHHS JaHUX Ta MEPEBIPKHU iX IUTICHOCTI Ta SIKOCTi, BAKOPHC-
TOBYBaTH HA0OpH JIaHMX 13 PI3HUX JJKEpes, a TaKOXK 3aCTOCOBYBAaTH METOJM BHIIAJKOBOi BUOIpKU
IUIsl 3HIDKEHHS BIUIMBY NOTEHIIIMHUX 3arpo3. BpaxoByrouw, mo skicte pimens LI 3anexuTs Bix
JOCTOBIPHOCTI BXIJHUX JAaHUX, BaXJIMBUM AaCIEKTOM € TaKOX 3a0e3MeueHHs] KOPEeKTHOI B3aeMOJii
MK KOMITOHEHTaMH O€3TeKH, 0 31HCHIOIOTh 30ip Ta aHalli3 JaHUX. Y IIbOMY KOHTEKCTI IHTerpa-
uisa cucteM SIEM ta SOAR y ZTA mnocTtae ik OKpeMuid BUKJIHK, JIe KIIFOUOBOIO 33/1auelo € 3a0e3me-
YEHHS y3TO/HKEHOCTI MK aBTOMaTH30BaHUMU TIPOLIECAaMH JAHUX CHCTEM Ta mpuHIunamu ZTA.

SIEM, sik cuctema 300py i aHai3y JaHUX MO MOJ1i Oe3MeKH, 4acTo CTUKAEThCS 3 MpolieMa-
MU yHidikamii GopMaTiB 1aHUX, IO YCKIATHIOE ABTOMATUYHY KOPEIIAIII0 MO MK PI3HUMH JiKe-
penamu. Lle npu3BOAUTE O MiJBULIEHHS KUIBKOCTI XMOHHMX CIIPALIOBaHb Ta IIEPEBAHTAKEHHS aHa-
JITHKIB, 0COOIMBO B YMOBax OOpOOKH BETMKUX OOCATIB pi3HOpiAHOI iH(oOpMarii. Y cBo uepry,
SOAR 3ab6e3neuye aBromaruzaiiito IR, ane 3anexuTh Bi SKOCTI BXIAHUX JTaHUX 1 CLIEHAPiiB, CTBO-
peHux ais 00poOku 3arpo3. Henouniku y cTaniapTu3anii Ta aganTaiii alropuTMiB, sIKI BAKOPUCTO-
BYIOTbCS B IIUX CHCTEMax, MOXYTh 3HI)KYBAaTH TOUYHICTh Ta €(EKTHUBHICTb OOPOOKHU 1HIIMICHTIB Y
peanbHOMY uaci. ToMy Uisi TOOTaHHS JaHWX BUKJIMKIB JIOUUIEHO Oys0 O IEBHUM YMHOM CTaHJIAp-
TU3YBaTH JaHi, 10 Haaxoaath A0 SIEM, a Takox yJIOCKOHAJIUTH MEXaHI3MH OOpOOKHU JaHuX, 100
3a0e3MeynTH BIAMOBIIHICTh MPUHIMIIAM HYJIbOBOI JoBipU. Hanpukian, anroputMu aHamizy mofii
MaroTh OyTH aJanToOBaHI J0 AMHAMIYHMX TMOJITUK JOCTYyNy, XapaktepHux uid ZTA, a mpouecu
aBromaru3anii SOAR noBuHHI BpaxOBYBaTH HEOOX1HICTh MOCTINHHOI IEPEBIPKHU JAOBIPU CYO’€KTIB 1
npuctpoiB. IloganeI TocaiKeHHS MOXKYTh OyTH CIIPSIMOBaHI Ha IHTErpario aropuTMiB MalluH-
HOTO HaBYaHHS JJIs1 ONTHUMI3allii BUSBJICHHS aHOMATIH 1 MiHIMI3allii XUOHUX CIIPAIfOBaHb, a TAKOX
Ha po3poOKy €TMHUX MPOTOKOJIB 00MiHYy AaHuMU Mk cuctemMamu SIEM, SOAR ta komnoHeHTamMu
ZTA. VY 3B’s3ky 3 uuMm, inrerpauis SIEM ta SOAR y pamkax ZTA Bumarae He JIMIIE TEXHOJIOT1Y-
Hoi ajanTarii, ajne i po3poOku yHipiKOBAaHUX CTAHAAPTIB JUIsl 3a0€3MeUeHHs y3roJKEHOCTI i edek-
THUBHOCTI.

Taxum unHOM, BuKOopucTanHs MoxiuBocteil LI B pamkax ZTA nns 3abe3nedyenHs kibepoes-
TIEKH MIAMPUEMCTB € aKTyaJbHUM ITHTAaHHSIM, ajie BOJHOYAC BUMArae MoJalbIIuX AOCTiKeHb. [1o-
JaNbII JOCTiPKEHHST MaloTh OyTH CIIPSMOBaHI Ha CTBOPEHHS HAAIMHOI METOJIOJIOTI{ AJis BIIPOBa-
mxeHHa ZTA ta anroputwmiB LI B ii koMnoHeHTH, po3poOKy e(PEeKTUBHUX MEXaHI3MIB 3aXUCTY BiJ
aTak Ha MOJIeJli MalllMHHOTO HaBYaHHS Ta CTAHAApPTHU3allil0 OOMIHY JaHUMU JUIS MiJABULICHHS Y3T0-
JDKEHOCT1 Ta e(eKTUBHOCTI KibepOe3neku. YcmiliHa peanizalis JaHUX MiIX0/IB CIPUSITUME PO3BH-
TKY HaJlHUX cucTeM KibepOe3neku, 3JaTHUX pearyBaTH Ha Cy4acHi 3arpo3M B yMOBaX HOCTiHHOT
MIHJIMBOCTI Ta JUHAMIKH 3arpo3.
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BucnoBku

1. Jlna 3a0e3nedeHHs] HAIIHHOTO 3aXUCTy Cy4acHOTO IUGPOBOTO MiAMPHUEMCTBA HEOOXiTHA
KOMIUICKCHA CTpATerisi, KOHIICMIIis, sSka 3a0e3neuye 0e3meuHuil JOCTYI 10 KOPIIOPATUBHUX Pecyp-
CiB y Oyab-skuii yac 1 B OyJp-sKkoMy Miclli. BpaxoByroun cydacHi BUKJIMKH, TAaKOIO KOHIICTIIIIEI) €
napaaurma 0e3neku «HyJIboBO1 AOBipH». BoHa € e(heKTUBHUM MiIX00M Ui 3aXUCTY iH(pOpMaIii-
HUX CHCTEM BiJI HOBITHIX 3arpo3, Jie KOXKeH JIOCTYIl Ma€ KOHTPOJIIOBATHCS Ta MIPOXOAUTH Bepudika-
0.

2. I Bimirpae BaxJIHMBY pOJIb Y PO3BUTKY aBTOMAaTH30BaHUX pimeHb mis ZTA, 30kpeMa B
Takux cdepax, sk BUSBICHHS aTak, KepyBaHHs IOCTYIIOM, MOHITOPHHT, aHaJIi3 3arpo3 Tomio. [Ipore,
HEe3BaKalOUW Ha 3HAUHUN mporpec y 1iil chepi, 3aIuiIaoTbcss HEBUPIILIEHUMHU MUTAaHHS L1010 TOB-
Hoi iHTerpaii 1 B mportec aBTomMaru3aiii s BCix koMmrnoHeHTiB ZTA. Sk moka3yoTh pe3yabTaTi
JOCITIJDKEHDb Y IIbOMY HamnpsiMi y CBITI JIMIIIE B OKPEMHUX JIOTIYHUX KoMmmoHeHTax ZTA BUKOPHUCTO-
BYIOTBCS JIesIKI METOJIM aBTOMaTu3allii Ha ocHOBI MoxmBoctelt 1. HacmpaBai %, MexaHi3mu, 110
BukopucTtoBytoTs I nms aBTOMaTH3amii npolieciB BUSBICHHS 3arpo3 Ta YIPABIIHHS JOCTYIIOM Y
pamkax ZTA, MOXyYTh ICTOTHO JOTIOMOITH PO3POOHHMKAM Ta CHemiaiicTaM 3 Oe3neKu AOCATTH Oi-
np1101 e(DeKTUBHOCTI MpHU BIpoBapkeHHI ZTA Ha mianpueMcTBax, MiABUIIUTH €(DEKTUBHICTh 3aXH-
CTy iX iH(popMaIitHUX cucTeM 3arajioM. Lle T03BOIUTh CTBOPUTH OUTBIN HAJIMHI Ta MacIITaboBaH1
MEXaHi13MU 3aXHCTY, 10 Bi/IMOBIJAIOTH BAMOTaM CYy4acHOTO IIU(POBOTO CEPEAOBUIIA.

3. [IpencrarieHi pe3ynbTaTy aHAII3y CydacHOro ctany Bukopucranus I B pamkax koHIenmii
HYJBOBOI JOBIpHU MOKa3YyIOTh, 110 ICHYIOUI BUKIUKU Ta HAMPSMKH NOTPEOYIOTH MOAATBIIONO JIOCIi-
JDKEHHS MOXKITUBOCTeH 3actocyBanss LU s aBromaTu3anii npuifHATTS pimieHs. BecranosieHo, 1o
MOAAJIBIII JTOCTIKEHHS JOIUIBHO 30CEPEIMTH Ha PO3pOOIi HOBUX METOIB JIJIsl IOKPAIICHHS B3a€-
monii Mk ZTA Ta 11, crannapruzanii MexaHi3MiB 0OMiHYy JaHUMH Ta METOJOJIOTIi TIOCTYIIOBOTO
BrpoBamkeHas ZTA. Tlpu mpomy citif He 3a0yBaTh PO BaXKJIMBICTh TakK 3BaHOTO Mmiaxoay human-
in-the-loop s minBuineHHs TouHOCTI pimens I, Mo B HiIOMy CpUSTHME CTBOPEHHIO OLTBII
aJanTUBHUX, HAMIMHUX Ta €()EKTUBHUX CUCTEM KiOepOe3IeKH.

3acrocyBanns TexHojorii I y pamkax xoHIenIii HyJb0BOI TOBIpY BiAKpUBAE 3HA4YHI mepc-
MEKTUBU JUIsl PO3BUTKY OUIBII HAAIMHMX Ta MacIITaOOBaHUX CHUCTEM 3aXHUCTy i1HQOpMAIiHUX
pecypciB, M0 € HAA3BUYANHO aKTyaJIbHUM y CydacHOMY ITUPPOBOMY KibeprpocTopi.
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STUDY OF THE CURRENT STATE AND PROSPECTS
OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY

Introduction

Artificial intelligence (Al) has been changing the cybersecurity space for more than a decade,
thanks to machine learning (ML), which accelerates threat detection and detects anomalous behav-
ior of users and objects. That's why Al is gradually becoming an integral part of modern cybersecu-
rity systems, helping to identify threats, automate processes, and increase the level of information
protection.

One of the important challenges in using Al for cybersecurity is building trust. The data used to
train AI/ML models drives the output of the models. If the training data does not reflect the "real
world,” the model may distort its ability to deliver the expected results. Some data, such as threat
information, "good" and "bad" file characteristics, compromise indicators, etc., are for everyone to
see.

Another major challenge is data security. It is important to define and control what training da-
ta can be shared and what data remains secret within organizations. In the wrong hands, this data
can help attackers in their attacks to undermine the ability of AI/ML to identify their files, pro-
grams, and behavior as invalid. In this regard, governments and businesses need to develop regula-
tions, standards, and best practices to prevent new Al threats.

For example, NIST [17, 18] is already leading and participating in the development of tech-
nical standards, including international standards, that promote innovation and public trust in sys-
tems that use Al. A wide range of standards for Al data, performance, and governance is - and in-
creasingly will be - a priority for reliable and responsible Al.

NIST has developed a plan for global engagement with the promotion and development of Al
standards. The goal is to stimulate the development and implementation of consensus standards re-
lated to artificial intelligence, collaboration and coordination, and information sharing. Reflecting
input from the public and private sectors. On July 26, 2024, after reviewing public comments on the
project plan, NIST published the Global Al Standards Engagement Plan [17].

The development of Al technologies has brought not only new opportunities, but also new
risks and dangers. The community of scientists and researchers around the world is concerned and
warns of potential problems with the spread of Al. In particular, a recent report by the UK National
Cyber Security Center (NCSC) [14] warns that over the next two years, Al technologies will likely
increase the dynamics of cyberattacks and increase their impact on existing cryptosystems and in-
formation security tools. According to the Center [14], Al opens up great opportunities in this area
even for those cryptanalysts who do not have the appropriate technical skills. And they argue that
after 2025 and beyond, when Al has been trained successfully enough, Al will almost certainly im-
prove, providing faster and more accurate cyber operations.

The role of Al will only grow in the coming years. For example, Al is able to detect threats in
real time, meaning it can analyze huge amounts of data, identifying anomalous activities and poten-
tial threats faster than humans can. Al algorithms can not only identify threats but also instantly
block malicious traffic or change network access rules. What is also important, automated solutions
help to avoid mistakes that can occur due to human inattention or lack of skills.

Therefore, the purpose of this article is to study the current state of Al in cybersecurity, as well
as the threats and risks associated with its use. The article discusses modern anti-virus solutions, the
most popular Al attacks and methods of protodiagnostics. It also discusses the prospects of using Al
and proves that in the modern world, Al is an integral part of cybersecurity.
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1. Main areas of Al application in cybersecurity

Below, we will consider six main possible options for using Al in the field of cybersecurity
(Fig. 1):

1. Automated threat detection and response. Traditional cybersecurity systems require constant
monitoring and analysis of large amounts of data, which is difficult to implement manually. Al can
perform the following tasks:

e Detect anomalous activity in the network using machine learning algorithms.

e Analyze user and device behavior to detect suspicious activity.

e Automatically respond to threats by blocking potentially dangerous actions without human
intervention.

An example of such systems is, for example, an Al-enabled SIEM (Security Information and
Event Management) system that analyzes events in real time and warns of possible attacks. SIEM
systems will be discussed in more detail in Section 3 of this article.

2. Use of Al in malware analysis. Traditional antiviruses use signatures to detect malware,
which makes them less effective against new attacks. Instead, Al allows:

e Use behavioral analysis to detect new viruses and Trojans.

¢ Recognize different types of attacks that change their code to bypass antiviruses.

e Automatically create and update threat databases without the need for manual changes.

For example, Al antiviruses such as Microsoft Defender ATP or Darktrace are gaining popu-
larity, analyzing program behavior and detecting threats without human intervention. We discuss
these methods in more detail in Section 4 of this article.

3. Strengthening cryptography and post-quantum security. It is well known that with the devel-
opment of quantum computers, traditional cryptographic algorithms can become vulnerable. Al,
in turn, can help in:

e Creating adaptive cryptographic solutions that can change keys and algorithms in real time.

e Optimization of encryption and decryption, which will make cryptographic systems more
efficient.

e Development of new post-quantum cryptographic algorithms that will be resistant to attacks
by gquantum computers.

Therefore, Al is actively used to test new strong ciphers. Encryption and key management op-
timization — machine learning algorithms can improve the efficiency of cryptographic protocols,
providing faster and more secure encryption. For example, NIST is actively researching encryption
and signature algorithms for post-quantum cryptography [1], and Al can accelerate their testing and
implementation [18].

4. Al in countering phishing attacks. Phishing is one of the most widespread cyber threats that
is becoming increasingly complex. Al can help in:

e Automatically recognize suspicious emails and URLSs.

¢ Analyzing the language and structure of messages to detect fraudulent schemes.

e Improved authentication mechanisms, for example, through behavioral biometrics or dy-
namic captchas.

One of the most well-known examples of Al in the fight against phishing is Google, which uses
Al in Gmail to filter phishing emails, which allows it to block more than 99% of malicious messag-
es.

5. Using Al to predict attacks. Artificial intelligence can help not only respond to attacks but
also predict them by analyzing huge amounts of data:

e Using big data analysis to identify trends in cyberattacks.

e Creating predictive models that allow us to anticipate potential system vulnerabilities.

e Automatic analysis of the Dark Web to identify new threats and hacking tools.

For example, IBM Watson for Cyber Security [7] uses cognitive analysis to identify new
threats by analyzing millions of articles, forums, and messages on the darknet.
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Fig. 1. The use of Al in cybersecurity
2. Al-powered protection and improved cybersecurity efficiency

Artificial intelligence (Al)-based intrusion detection systems (IDSs) are modern cybersecurity
tools that use machine learning and data analytics to identify and prevent unauthorized activities on
networks and systems. They are able to adapt to new threats by analyzing large amounts of data and
detecting anomalies that may indicate potential attacks.

There are two main methods used in IDS:

1) Detection based on known algorithms. This method involves comparing incoming traffic
with a database of known attacks. If a match is found, the system generates an alert. However, this
approach is limited in detecting new or modified attacks that do not yet have corresponding algo-
rithms.

2) Anomaly-based detection: This method uses models of normal system behavior. Deviations
from this norm are considered as potential threats. Al plays a key role in building and updating such
models, which allows detecting even previously unknown attacks.

It is clear that the integration of artificial intelligence into intrusion detection systems signifi-
cantly increases the effectiveness of cybersecurity, allowing for the detection and prevention of both
known and emerging threats. However, in order to maximize the potential of such systems, it is
necessary to take into account possible limitations and ethical aspects of their application, since, for
example, the use of Al may raise privacy issues, especially if the systems analyze personal data
without proper control.

3. SIEM system with Al support

Security Information and Event Management, or SIEM, is a security solution that helps organi-
zations recognize and address potential security threats and vulnerabilities before they have a
chance to disrupt business operations [7].

SIEM systems help enterprise security teams detect anomalies in user behavior and use artifi-
cial intelligence (Al) to automate many of the manual processes involved in threat detection and in-
cident response. Currently, the most well-known modern SIEM systems are the following software:
Splunk Enterprise Security (Splunk), Elastic Security, IBM QRadar SIEM, Wazuh SIEM, Microsoft
Sentinel.

The initial SIEM platforms were log management tools. They combined the functions of secu-
rity information management (SIM) and security event management (SEM). These platforms pro-
vided real-time monitoring and analysis of security-related events. The term SIEM was coined in
2005 to describe the combination of SIM and SEM technologies.

They also made it easier to track and record security data for compliance or audit purposes.
Over the years, SIEM software has evolved to include user and object behavior analytics, as well as
other advanced security analytics, artificial intelligence, and machine learning capabilities to detect
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anomalous behavior and indicators of advanced threats. Today, SIEM has become a core element of
modern security operations centers (SOCs) for security monitoring and compliance management.

The stages of SIEM systems (Fig. 2) can be divided as follows [6]:

e Data collection — All sources of network security information, such as servers, operating sys-
tems, firewalls, antivirus software, and intrusion prevention systems, are configured to send event
data to the SIEM tool. Most modern SIEM tools use agents to collect event logs from enterprise
systems, which are then processed, filtered, and sent to the SIEM. Some SIEMs allow you to collect
data without agents. For example, Splunk [8] offers agentless data collection on Windows using
WMI.

Al SIEM systems start by aggregating data from various sources, such as network devices,
servers, databases, and applications. Once ingested, the raw data is converted into a standardized
format to ensure consistent and accurate data analysis regardless of the source. Al and ML signifi-
cantly automate these processes, increasing the speed and intelligence with which security data is
aggregated and normalized, reducing manual effort and time [9].

e Policies — The SIEM administrator creates a profile that defines the behavior of enterprise
systems under normal conditions and during predefined security incidents. SIEMs provide standard
rules, alerts, reports, and dashboards that can be customized to meet specific security needs.

e Data Consolidation and Correlation — SIEM solutions consolidate, analyze, and parses log
files. Events are then categorized based on the raw data and correlation rules are applied to combine
individual data events into meaningful security issues.

e Al SIEM systems use predictive analytics to forecast potential future threats by analyzing
historical security data and identifying patterns. This capability allows organizations to proactively
protect their systems rather than reacting to threats as soon as they occur. This knowledge base al-
lows the artificial intelligence models that are at the heart of the solution to create increasingly ac-
curate security responses and incident prevention approaches as time passes and new data is collect-
ed.

Continuously learning from past problems improves the accuracy and reliability of Al-based
SIEM systems against increasingly powerful cyber threats. Ultimately, an Al-powered SIEM inte-
grates various components such as Al, ML, deep learning, NLP, and UEBA that extend the capabili-
ties of a traditional SIEM. This integration leads to smarter, more efficient and proactive cybersecu-
rity measures, which is crucial in the ever-changing cyber threat environment [9].

e Alerts — If an event or set of events triggers a SIEM rule, the system notifies security per-
sonnel. When a threat is detected, Al enables SIEM systems to automate parts of the incident re-
sponse process. This includes automatically triggering alerts, implementing predefined response ac-
tions, or organizing complex response workflows. One such example is an automated dynamic
workflow, where the workflow that is established after a potential threat is tailored to the threat in
question.

Sources of events: SIEM components

Event collection component

A\ 4

o Servers and databases; i i
o Network devices; : v !
o Domain controllers; ! o : ]
o Firewalls: : Data consolidation and : Information
o Antivirus software; , |  correlation component ! security incident
o OS. i i |

i Management and analysis i

i component !

L L |

Fig. 2. Diagram of the SIEM system operation
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Without the help of a SIEM, the amount of time it would take for security analysts to reliably
detect suspicious activity by correlating logs between different types of devices would be very long
given the complexity of most networks. It is rarely possible to detect and respond to any threat or
attack on their infrastructures in time to prevent any damage. In addition, a SIEM solution can ex-
pand the possibilities of using the collected information [3].

It is clear that Al will become increasingly important in the future of SIEM as cognitive capa-
bilities will improve the system's decision-making ability. It will also allow systems to adapt and
evolve as the number of endpoints increases. As 10T, cloud computing, mobile, and other technolo-
gies increase the amount of data that a SIEM tool must consume. Al offers the potential for a solu-
tion that supports more types of data and a comprehensive understanding of threats as they evolve.

4. Anti-virus solutions based on Al

Artificial intelligence plays a key role in modern anti-virus solutions, such as Microsoft De-
fender Advanced Threat Protection (ATP) [11] and Darktrace [12]. These systems use Al capabili-
ties to improve detection and response to cyber threats.

Microsoft Defender ATP [11] is an enterprise endpoint security platform designed to prevent,
detect, investigate, and respond to threats. It integrates endpoint behavioral sensors, cloud-based se-
curity analytics, and threat intelligence to provide comprehensive protection. The sensors built into
Windows 10 collect and process behavioral signals that are sent to the Microsoft Defender isolated
cloud environment for further analysis.

The main features of Microsoft Defender include [11]:

e Reducing the attack surface: minimizing attack vectors to reduce the possibility of intrusion.

e Next-generation defense: using advanced machine learning techniques to detect sophisticat-
ed attacks.

e Endpoint Detection and Response (EDR): Provides in-depth analysis and visualization of
threats in real time.

e Automated investigation and response: reduce the workload of security teams by automating
processes.

Among the advantages of the Microsoft Defender solution is that it has deep integration with
Windows, Microsoft 365, and Azure, but at the same time, this can be seen as a disadvantage, as it
does not cover all network traffic as effectively as, for example, Daktrace [12], which will be dis-
cussed further. Other advantages include automatic threat research and built-in SIEM and SOAR
capabilities through Microsoft Sentinel. Let's take a closer look at the Daktrace solution.

Darktrace [12] is a cybersecurity company that uses artificial intelligence and machine learning
to detect cyberattacks and vulnerabilities in computer systems. Its technology aims to detect threats
quickly and efficiently by using behavioral analysis to identify anomalies that may indicate attacks.

Darktrace uses self-learning Al to provide proactive cyber defense. Darktrace's core principle
is the use of machine learning to analyze user, device, and network behavior. Its technology is ca-
pable of:

e Detect threats in real time: by analyzing network and user behavior to detect anomalies. And
just as importantly, it detects new, unknown threats without using known algorithms or databases of
known viruses.

e Autonomously respond to threats: perform automatic actions to neutralize attacks without
human intervention.

e Provide protection across multiple environments: networks, email, cloud services, opera-
tional technologies and endpoints, as well as external platforms such as AWS, Azure, Google
Cloud.

Thus, we can see that both Microsoft Defender for Endpoint [11] and Darktrace [12] use artifi-
cial intelligence (Al) to improve cybersecurity, but they have different approaches and areas of ap-
plication. Let us consider them in a comparative analysis in Table 1.
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Table 1
Comparative analysis of modern Al-based anti-virus solutions

Characteristics Microsoft Defender ATP Darktrace
Solution tvpe Endpoint Detection and Response (EDR), Network Detection and Response (NDR),
yP SIEM/SOAR Autonomous Al security
The main approach Use b_ehaworal analysis and f[hreat _Self-learnmg Al to a_malyze anomahe;
intelligence to protect endpoints in the network, email, and cloud services

. Endpoint threat detection, attack analysis, Network threat detection, autonomous
Main features

automated response response with Darktrace Antigena
Protection against Blocks known attacks, analyzes behavior, Detects anomalous activity in real time, blocks
ransomware stops suspicious processes malicious activity at the network level

Viruses, malware, exploits, attack scripts, Anomalies in network traffic, insider threats,
Focus on threats

account compromise zero-day attacks
Intearation Deep integration with the Microsoft 365 Support for hybrid environments: network,
g ecosystem, Azure, Defender XDR email, cloud, industrial systems
Cloud support Microsoft 365, Azure AWS, Google Cloud, Azure, local area

networks

Let's consider who each solution is best suited for.

Microsoft Defender for Endpoint:

e Large and medium-sized companies operating in the Microsoft ecosystem.

e Organizations looking for powerful endpoint protection with built-in SIEM analytics.

e Companies with an IT team that is ready to manage security through Microsoft Security
Center.

Darktrace would be better integrated into:

e Businesses with extensive networks that require in-depth traffic analysis.

¢ Organizations that want to detect anomalies in real time and automatically respond to them.

e Companies that use mixed environments (local servers, cloud platforms, 10T).

These examples demonstrate how the integration of Al into antivirus solutions improves the ef-
ficiency of detecting and responding to modern cyber threats, ensuring proactive protection of in-
formation systems.

5. Al as an attacker's tool — risks and threats associated with Al

The previous sections have discussed the benefits of using Al in cybersecurity, but there are
undoubtedly many challenges to its use, as Al not only opens up new opportunities for develop-
ment, but also becomes a tool in the hands of attackers, creating new risks and threats. The most
common of these threats in the modern world are:

e Al-based attacks: Cybercriminals can use Al to launch more sophisticated and targeted
attacks. This increases the effectiveness of their actions and makes it more difficult to detect threats.

e Disinformation and deep fakes (Deepfake): Al allows for the creation of realistic fake video,
audio, and text that can undermine trust in authoritative sources, manipulate public opinion, and
interfere with electoral processes.

e Automation of cyberattacks: Attackers can use Al to automate attacks, allowing them to be
carried out faster and less likely to be detected.

e Attacks on Al systems: Attackers can manipulate the data that Al systems are trained on,
leading to incorrect decisions and increasing the vulnerability of the systems.

Attackers are using Al to automate and increase the effectiveness of social engineering attacks.
For example, neural networks can automatically generate highly believable phishing messages that
convince users to share their passwords or other important information. This allows attackers to
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gain access to the system without the need to conduct technical attacks, bypassing many levels of
protection. Attackers are also actively using Al to carry out various attacks, which requires security
professionals to develop new protection strategies. Therefore, let's take a look at the main types of
Al-based attacks.

5.1. Data poisoning attacks

The first Data Poisoning attacks [15] were carried out in cybersecurity back in 2006 [19] and
2008 [20] and have since gained popularity among attackers. These attacks occur at the training or
retraining stage of an Al model. Attackers inject malicious data into the training database, which
leads to malfunctioning of the system and generation of false results. This can cause errors in classi-
fication or decision-making. For example, GANSs can create artificial data that looks legitimate but
is intended to mislead or corrupt machine learning models, which affects their performance and
reliability.

Data poisoning can also reinforce existing biases in Al systems [16]. Attackers can target spe-
cific subsets of data, such as a particular demographic, to inject biased data. This can cause an Al
model to perform unfairly or inaccurately. For example, facial recognition models trained with bi-
ased or fake data may incorrectly identify people from certain groups, leading to discriminatory re-
sults. These types of attacks can affect both the fairness and accuracy of ML models in different ap-
plications.

Data poisoning can also open the door to more sophisticated attacks [16], such as inversion at-
tacks, in which hackers attempt to reconstruct the model's training data. Once an attacker success-
fully poisons the training data, they can then use these vulnerabilities to launch more serious at-
tacks. In systems designed for sensitive tasks, such as cybersecurity, these risks can be particularly
dangerous.

To protect against data poisoning attacks, organizations can implement strategies to help ensure
the integrity of training datasets, improve model reliability, and continuously monitor Al models.

5.2. Evasion attacks

Evasion Attacks [18] consist of creating special input data that misleads the Al model, forcing
it to make incorrect predictions or classifications. Such attacks can be aimed at bypassing malware
detection systems or other protective mechanisms.

The discovery of evasion attacks against machine learning models has sparked increased inter-
est in adversarial machine learning, leading to significant growth in this research area over the past
decade. In an evasion attack, the goal of the attacker is to create competitive examples, which are
defined as test samples [21].

In cybersecurity applications, competitive examples must respect the constraints imposed by
the program semantics and the representation of cyber data features, such as network traffic or pro-
gram binaries [18].

FENCE is a general framework for creating white-box evasion attacks using gradient optimiza-
tion in discrete domains and supports a number of linear and statistical characteristic dependencies
[22]. FENCE has been applied to two network security applications: malicious domain detection
and malicious network traffic classification. In [23], this technique was applied to network intrusion
detection and phishing classifiers. It is noted in [23] that continuous domain attacks cannot be easily
applied in constrained environments because they result in infeasible adversarial examples. Pierazzi
et al. [24] discuss the difficulty of establishing possible evasion attacks in cybersecurity due to con-
straints in the function space and formalize evasion attacks in the problem space and create possible
adversarial examples for Android malware.

5.3. Rapid deployment attacks

In a Prompt Injection attack [18], attackers insert malicious instructions into requests to Al
models, forcing them to perform unwanted actions or provide sensitive information, i.e., tricking the
model into returning an unexpected response and causing the application to act in unplanned ways.
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Successful implementation can lead to the leakage of confidential data, destruction of information,
and other types of damage depending on the application.

5.4. Social engineering attacks using Al

Al is used to automate and improve the effectiveness of social engineering attacks, such as
phishing or manipulation, making them more difficult to detect.

Attackers use social engineering techniques to conceal their true "identity” by posing as trusted
organizations or individuals to victims. These attacks are aimed at obtaining personal information to
access the target network through deception and manipulation. Social engineering is used as the
first stage of a large cyberattack to penetrate a system, install malware, disclose confidential data,
etc.

For example, in the case of phishing [18], it was previously demonstrated that large language
models (LLMSs) can create persuasive scams such as phishing emails [25]. Now that LLMs can
more easily integrate with applications, they can not only create fraudulent activities, but also wide-
ly distribute such attacks [26]. Users are likely to be more susceptible to these new attacks, as op-
posed to phishing emails, because they lack experience and awareness of this new threat technique.

The LLM itself also acts as a computer on which malicious code runs and spreads. For exam-
ple, an automated message processing tool that can read and create emails and view users' personal
data can propagate the injection to other models that can read these incoming messages [26].

So, let's look at measures to counter Al-based attacks. To protect yourself from Al attacks, you
need to take the following steps:

e Improving data quality: Ensuring data is clean and reliable for training Al models helps
reduce the risk of data poisoning.

e Developing resilient models: Creating Al models that are resistant to attacks by implement-
ing security methods and regular testing.

e Monitoring and auditing: Continuously monitor the operation of Al models and conduct
audits to identify possible vulnerabilities.

e Staff training: Raising employees' awareness of possible Al-based attacks and methods of
detecting them.

In today's digital environment, it is important to be prepared for new challenges related to the
use of Al and implement appropriate cybersecurity measures.

Conclusions

1. This paper reviews and analyzes. This article provides a comprehensive analysis of the cur-
rent state and prospects of artificial intelligence (Al) in cybersecurity. Both the benefits of imple-
menting Al in security systems and the risks associated with its use are considered.

2. Al allows you to automate the process of detecting and responding to threats, which signifi-
cantly increases the effectiveness of cyber defense. The use of machine learning algorithms helps to
quickly analyze large amounts of data and identify anomalies in the behavior of users and systems.

3. Modern cybersecurity systems, such as SIEM (Security Information and Event Manage-
ment), benefit greatly from Al integration, as they are able to analyze events in real time and warn
of possible attacks. Continuously learning from the past improves the accuracy and reliability of Al-
powered SIEM systems against increasingly powerful cyber threats. Ultimately, an Al-powered
SIEM integrates various components such as Al, ML, deep learning, NLP, and UEBA. This integra-
tion leads to smarter, more efficient and proactive cybersecurity measures, which is crucial in the
ever-changing cyber threat environment. At the same time, a large number of integrations with vari-
ous systems allow SIEM systems to monitor and accumulate data on the current state of cybersecu-
rity of information infrastructure in relation to certain international and national standards, such as
ISO 27001, GDPR or PCI DSS.

4. Al can analyze huge amounts of data and identify patterns that indicate potential threats, al-
lowing organizations to stay ahead of hackers. Al can also identify threats faster and more accurate-
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ly, and automatically block malicious traffic without human intervention. Thanks to behavioral
analysis, Al antiviruses (e.g., Microsoft Defender ATP and Darktrace) can detect threats more effec-
tively than traditional antivirus programs.

5. As for the use of attack detection protection systems, if a company actively uses Microsoft
365, Azure, and Windows, it is better to choose Microsoft Defender for Endpoint. It provides deep
integration, automated response, and behavioral analysis of threats on endpoints. If you need flexi-
ble and autonomous protection of all levels of your network, you should consider Darktrace. It is
suitable for organizations that want to detect anomalies, analyze cyber threats in real time, and re-
spond to them without human intervention. But the ideal option is to combine both solutions:
Microsoft Defender for Endpoint for endpoint protection and Darktrace for network analysis and
automated threat response.

6. The use of Al not only for defense but also for attack poses a significant threat. Attackers
can use Al to automate attacks, manipulate, and engage in social engineering. Attackers are increas-
ingly using Al to create sophisticated malware that can adapt to defenses. Security experts are wor-
ried about potential autonomous Al attacks, forcing companies to prepare now. Organizations need
to implement comprehensive strategies to take advantage of the benefits of Al while minimizing its
potential threats.

7. The prospects for development and recommendations for the use of Al in cybersecurity are
as follows:

¢ Increasing the transparency of Al algorithms and implementing ethical standards are critical
to the credibility of Al technologies in the security sector.

e Development of stable Al models that will be less vulnerable to attacks by malicious actors.

e Investing in research on post-quantum cryptography and the latest authentication methods to
strengthen cybersecurity systems.

e Strengthening international cooperation in the field of Al standards and regulation, in partic-
ular through the initiatives of organizations such as NIST.

8. Thus, artificial intelligence has the potential to completely change the approach to cyberse-
curity. Its ability to quickly analyze large amounts of data, predict threats, and automatically re-
spond to attacks makes it a key element of protection in the digital world. However, it should be
remembered that cybercriminals are also using Al, so the future of cybersecurity will depend on the
balance between security innovations and threats from criminal groups.

9. The future of cybersecurity is a symbiosis of humans and artificial intelligence, where ana-
lysts and security experts collaborate with smart systems to create a secure cyberspace.
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J.M. MOPI'VJIb, O.I1. HAPEKHIU, xano. mexu. nayx, T.O. TPIHEHKO, kano. mexu. Hayx
KITACU®DIKALIA ATAK TA BUMOI'! KIBEPBE3IIEKH /10 BEB-PECYPCY QRNG

Beryn

KBanToBi reneparopu BumaakoBux ymucen (Quantum Random Number Generator, QRNG) €
KIIIOYOBUMH KOMIIOHEHTAMH CYYaCHHX KPUNTOTpa(iuHUX CHUCTEM, sKi 3a0e3MedyloTh T'€HEepalito
Herepen0adyyBaHUX 4YHCEN HAa OCHOBI KBaHTOBUX edekTiB. Lle mo3Boisie YHUKHYTH OOMEXEHb
TpaIUIiHUX TceBAoBUNaNKOBUX reHepaTopiB (Pseudo Random Number Generator, PRNG), mo
MOXYTb OyTH BPa3JIMBUMU JI0 POTHO3YBaHHS a00 BiaTBOpeHHSI. QRNG BHKOPHCTOBYIOTH (QyHIA-
MEHTaJIbHI MPUHIUNKM KBAHTOBOI MEXaHIKH, 30KpeMa BJIacTUBOCTI ()OTOHIB ab0O EJIEKTPOHIB, IS
CTBOpEHHS clpaBkHboi Bunaakosocti. Ha Biaminy Big PRNG, siki 6a3yroTbes Ha alropuTMIYHOMY
nigxoai, QRNG e criifikumu 10 OyIb-sIKUX CHpOO MPOTHO3YBaHHS, HaBiTh 3 BUKOPHCTAHHAM
KBAaHTOBUX KOMII IOTEPIB.

[TopiBHsiHHS xapakTepucTuk 3axumieHocTi QRNG Ta knacuunux anroputmidynux PRNG
MpUBeAEHO B Tab. 1.

Tabmums 1
ITapameTtp QRNG PRNG
CTifiKiCTh JI0 MPOTHO3YBaHHS MakcumasabHa YpaznuBuii 10 miadopy
BruB GiuHMX KaHAIIIB IcHye OOMexxeHHi
@Di3nyHMH piBEHb 3aXUCTY HeoOximaui MiHimManbHU#
Yy TiuBiCTh IO CEpeIOBHIIA Bucoka Huzbka

3actocyBanHs BeO-cepBiciB QRNG cTaio KpUTHYHO BKIUBHUM JJI 3a0€3MEUEHHsST O€3MeKH
0aHKIBCHKUX CHCTEM, IHTEpHETY peued Ta iHIIMX BUCOKOUyTIMBHUX muatdopm. Hampuknax, npu
mudpyBanHi gaHux QRNG BuCTynaroTh K HaAIMHUN 1HCTPYMEHT ISl CTBOPEHHS KpunTorpadid-
HUX KI04iB. OJHaK iX 1HTErpallis B peajibHi CHCTEMHU MOPODKY€E HOBI PU3UKH, TIOB’sI3aHI 3 TTOTCH-
IMHIMH aTaKaMH Ha ariapaTHOMY Ta IPOTrpaMHOMY PiBHSIX.

BaxxnuBum acriektom € pusuk atrak Ha QRNG uepe3 kpunrtorpadiuni 610710TEKH, sIKI MOXKYTh
OyTH Bpa3jJMBHMH JI0 30BHIIIHHOTO BTPy4YaHHs a0 MaHIMyJISAIIA Ha PiBHI MPOTPaMHOTO 3abe3Iie-
yeHHs. Hanpukiaa, HenpaBuiabHa peanizamis ekctpaktopa QRNG y 6i6miorekax tumy OpenSSL
MOJXKE€ CTaTU NMPUUYMHOIO reHepallii nepeadadyBaHUX YHCe, U0 MiAJa€e 3arpo3i BCIO CUCTEMY. 3J10B-
MHUCHUKHA MOXYTh CKOPUCTATUCA LI1€10 BPA3JIUBICTIO JJIsl IEPEXOIUICHHS CEaHCOBUX KIIOUIB 200 J0-
CTYITy 10 3alIM(QPOBAHUX JaHUX.

e ogHUM KPUTUYHUM BEKTOPOM aTaK € MAaHIMYJALiS CEPEeJOBHUILEM BUKOHAHHS, 110 MOXE
MPU3BOJUTH 10 cIOTBOpeHHs pe3yibTaTiB QRNG mix vac reHeparii yucen. SKimo 3710BMHUCHUKH
OTPUMAIOTH JOCTYII JI0 MPOrPAMHOTO CEpPEAOBHUIIA, BOHM 3MOXKYTh 3MIHIOBAaTH BUXiJHI 3HAYCHHS
QRNG, TuM caMHM CTBOPIOIOYH KPUNITOrpadivHO cladKi KoY.

Kpim nporpamuux atak, QRNG Takox MOKyTh OyTH Bpa3JIMBUMH JI0 aniapaTHUX AePeKTiB abo
3001B mix yac iHTerpamii Ha ¢izuyHoMy piBHI. Hampuknazn, nedextu mikpocxem abo HEKOpPEKTHE
HaJAIITyBaHHS anapaTHOro 3abe3rneueHHs] MOXYTh MPU3BOJIUTH 10 300iB y reHeparii KirodiB. Y
BHIIQ/IKaX MacITaOHUX BeO-CepBiCiB a00 XMapHUX IIATHOPM I1i pU3HKH € OCOOIMBO KPUTHIHUMU,
OCKLUIbKH HaBiTh HE3HAYHA TOXUOKA MOXKE MPU3BECTHU 0 MACIITAOHUX BUTOKIB JaHUX.

BaxinBo BpaxoByBaTH 1 aTaku yepe3 O14HI KaHaJM, 1[0 BUKOPUCTOBYIOTh BUTIK 1H(opMarii i3
cucteM QRNG nuisixom aHamiizy yacy BUKOHAHHsI, €HEProCIOXUBAHHs a00 eIeKTPOMAarHiTHUX BU-
MPOMiHIOBaHb. Taki aTaku € CKIaJHUMU JUTsl BUSBIICHHS, ale BOHU MOXYTh HAJIaTH 3JIOBMUCHHKAM
LiHHY 1H(pOpMalio PO BUXIIHI JaHi reHepaTopa.

Mertoro cTaTTi € Kinacudikalis Ta aHajli3 OCHOBHUX THIIB aTak Ha BeO-cepBicu QRNG, obrpy-
HTYBaHHS Ta JOCHIKEHHS epEeKTUBHUX METOMIB iX 3amobiraHHs. OCHOBHA yBara MpUALISETHCS
MPOrpaMHUM aTakam, aTakaMm 4epe3 OiYHI KaHaIH Ta Ypa3IMBOCTSAM arapaTHOro piBHA. Takox po3-
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TIIAAI0ThCS CyYacHI METOIM 3aXMCTy, Taki sk cepTudikamist QRNG, mynbTHdakTopHa mnepeBipka
JaHUX Ta aJTOPUTMH MOHITOPHHTY, IO J03BOJIIOTH BUSBISATH MOTEHIIHHI 3aTPO3HU B PEATbHOMY
Jaci.

1. Ataku Ha QRNG Ha nporpamHomy piBHi
1.1. Atakn Ha kpunrorpadgiyni 6i0aioTexn

OpauM 13 HalnomupeHimux BekTopiB arak Ha QRNG e kommpomerairist Kpunrorpadigaaux Oi-
OmioTek, sKi 3a0e3MevyIoTh TeHepalio Ta 00poOKy BHITQAKOBHUX YHCEIN Ul 3aXHUIIEHUX 3'€HAHb.
bibmiorekwn, Taki sik OpenSSL, BUKOPUCTOBYIOTHCS ISl peani3allii MPOTOKOJIIB 3aXUCTY MEPEKEBO-
ro tpadiky, 30kpema TLS (Transport Layer Security). Ypa3nmuBocTi y mux 0i6aioTekax MOXYTh BH-
HUKATH 4Yepe3 MOMUIIKU B KoJi exctpakTopa QRNG abo BiACYyTHICTh CTaHIApTH30BAHUX MEXaHI3-
MIB [I€PEBIPKU BUXIIHUX JJAHUX F€HEpaTOpa B peaIbHOMY 4acl.

ATaka MOXxe OyTH 3/1HCHEHa HUISIXOM MIIMIHM JDKepesia BUMaJKOBUX YMCEIN M1 4ac BUKOHAH-
Ha Kpunrtorpadiunux omnepariii [1]. ko 616110TeKa HE BUKOHYE HAJEKHOI TIEPEBIPKU JKEpesia
reHepaiii 4rces, 3JIOBMIUCHUK MOJKE IHTETpyBaTH MEHII CTIMKHHA TeHepaTop, SIKUil T03BOJISIE TPO-
THO3YBaTW BUXIJHI 3HaueHHs. Y TakoMy Bunaaky TLS-3'eqHanHs crae Bpa3nMBHM JI0 aTaku "Iio-
JIMHA TOCepeuH1", 10 J03BOJIUTH PO3MH(PPyBaTH KOH(DIIEHIIHHI AaHI.

[Ile onHuM npukiIanoM € ataka Ha piBHi iHimam3zauii QRNG. Ilig yac 3amycky kpuntorpadiy-
Hoi cuctemu QRNG renepye nepBHHHI 3Ha4€HHsI, IKI BUKOPHCTOBYIOTBCS SIK CEaHCOBI KiItoul. SIk-
IO 3JIOBMHUCHHWKH OTPUMYIOTH JOCTYII JIO IIbOTO €Taly T'eHepailii, BOHH MOXXYTh MaHIITyJIOBaTH
KITFOYaMU 200 TepexXOIUTIOBATH iX 0 MOMEHTY MM(pyBaHHS. YPa3IUBOCTI TAaKOTO THITY YacTO BH-
HUKAIOTh y pe3ysbTaTi HEJOCTaTHROI EHTPOIII Ha paHHIX eTanax reHepaiii abo BHACHIJIOK CcIa0KuX
MOYaTKOBUX MapaMeTpiB 010110TEKH.

1.2. Maninyasinisi cepeioBHIIEM BUKOHAHHS

Maminynsiis cepenoBuIieM BHUKOHaHHS Komay ekcrpakropa QRNG € KpuTHYHUM BEKTOPOM
aTak, SIKAW J03BOJISIE 3JJOBMHCHUKAM BIUIMBATH Ha IMPOIIEC TeHepaIlii Yuces Mia yac Horo poooTH.
Sx11o mporpamMHe cepeIoBHINE HETOCTATHRO 3aXUIIeHEe a00 Ma€ HEJIOMIKH B CUCTEMI JIOCTYITY, 3JI0-
BMHCHHK MO BIPOBQJUTH IIKIJJIMBHNA KO, IO 3MIHHUTh MOBEMIHKY ekcTpakTopa. Hampukian,
NUISIXOM 1H'€KITiT KOy Ha piBHI OMepaiifHoi CHCTEMH MOYKJIMBE MEPEXOIICHHS Pe3yiIbTaTiB T'eHe-
partii abo CTBOpEeHHsI HABMUCHUX 3001B y po6oTi QRNG.

HapiTe MiHIMaIbHI MaHINMYJALIl CEPEAOBHINEM MOXXYTh MaTH KaTacTpo(diuHi HACTIAKH IS
KkpunrorpagiuyHux cuctem, siki 3anexars Bix QRNG [2]. CepenoBuiiie BUKOHaAHHS MOXKE TTij11aBa-
THCS aTaKaM IIiJ] Yac BiJJaJICHUX OHOBJICHb ITPOrPaAMHOTr0 3a0€3ICUYCHHS, [0 A€ MOXKJIMBICTh 3J10-
BMHCHHKAM MOJHM(DIKYyBaTH HaJAIITYBaHHS €KCTPAKTOpa. YPas3JuBOCTI BUHHUKAIOTH 4Yepe3 BIICYT-
HICTh KOHTPOJIBHUX CYM a00 ME€XaHI3MiB MEePEBIPKH IUTICHOCTI (DAIiB ITi/T YaC OHOBJICHHSI.

[Ile ogHMM acIeKTOM € BHKOPHUCTaHHS BPA3JMBOCTEH CHCTEMHOI mam’sTi. 3JIOBMUCHUKH MO-
KyTb oTpumatu aoctyn 1o perictpiB QRNG abo OydepiB maHuX 1 MIAMIHUTH BUXIJHI 3HAYCHHS
BUIIAJKOBUX 4ucen. Takuil miaxia 03BOJISIE CTBOPUTH IependadyBaHi K4l MUQpPyBaHHSA, IO
3HAYHO 3HIKYE PIBEHb OC3MEKH CUCTEMHU.

1.3. Araku 0ivnnmu kanaaamu (Side-channel attacks)

Ataky OIYHMMHU KaHaJIaMH € OJHUM i3 HalOLIbII BUTOHYeHUX TUITIB aTrak Ha QRNG. Bonu 0a-
3YIOTbCS Ha aHali3l HempsMHUX (DI3MYHUX XapaKTEPUCTUK CUCTEMU Iij Yac TeHepallii BUMaIKOBUX
qucel, TaKuX SK CIOXHMBAHHS €Heprii, yac BUKOHAHHS OIepaliid, eJeKTPOMAarHiTHe BUIPOMIHIO-
BaHHS a0o TeryioBui BIuMB. Lli ¢akTopy MOXKYTh MICTUTH 1H(OPMALIIO PO BHYTPIMIHI IpoLecH
QRNG, 110 103B0OJIs€ 37TOBMUCHUKY BiTHOBUTH YacCTHHY a00 BCl BUXI1JIHI 3HAUEHHs FeHepaTopa.

VIMoBipHiCTh ycHilmHOT aTaky yepes GiuHMil KaHAT MOKHA PO3PaxyBaTH 3a GOPMYIOI0

Pattack = 1 — (1 - 2eax)”, ()

Etotal
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ne Ejpqr — KubkicTh eneprii, mo Butikae 3 QRNG; E;,¢,; — 3arajibHa €Heprisi mpoiecy reHepaiii,
N — KUIBKICTh CIPOO aTakH.

ATtaky OIYHMMH KaHaJaMH MOXXYTh OyTH pealli3oBaHi HaBiTh Ha PiBHI 3aXMIICHUX CHCTEM i3
¢izrmunum 3axuctoM QRNG [3]. BukopucraHHs BUCOKOYYTIMBUX JATYUKIB JO3BOJISE aHATI3yBaTH
HaipiOHIII KOTMBAaHHS HANPYTH ab0 TeMIepaTypH, 0 CTBOPIOE MOKIIMBOCTI Il BUTOKY JaHUX.
Hanpuknan, QRNG, 1110 BUKOPUCTOBYIOTH (DOTOHHI TEXHOJIOTI1, MOXKYTh MiIJJABATHCS aTakaM 4epe3
aHaJIi3 BUIPOMIHIOBaHHS J1a3epiB a00 3MiHY IHTEHCHBHOCTI CBITJIA.

1106 MiHIMI3yBaTH PU3HMKH TaKuX aTak, BUpoOHHKH QRNG BIpOBaKyIOTh MEXaHI3MH MacKy-
BaHHS JAHWX, SIKi JIOJAl0Th BHITAJIKOBI IIIyMHU 200 CIIOTBOPIOIOTH (Di3WYHI XapaKTEPUCTUKH IIiJ] Yac
rerepanii yncen. [Ipore, 11i MeTOM HE 3aBXKIH € €PEKTUBHUMHU MPOTH CyYaCHHX OIYHUX aTak, IO
BUKOPHCTOBYIOTh MAIIIMHHE HABYAHHS VIS aHAJII3y HABITh MPUXOBAHUX 3aKOHOMIPHOCTEH.

Taxkum unHoM, ataku Ha QRNG Ha mporpaMHOMYy piBHI € CEPHO3HOIO 3arpo3010 JIJIsi KPHUIITO-
rpadiunux cucreM. EdexrtuBauii 3axuct QRNG BUMarae KOMIUIEKCHOTO MIAXOAY, SIKUH BKIIIOUAE
ceprudikaiio KpunrorpapiuHux 6106J110TeK, KOHTPOJIb CEPEOBUILA BUKOHAHHS Ta 3aXMCT B1J aTak
yepe3 O14HI KaHaJIH.

2. YpaznuBocTi Ha piBHI iHTerpauii
2.1. Ataku yepe3 anapaTHy iHQpacTpyKTypy

IaTerpamis QRNG Ha anmapaTHOMY piBHI € BaXJIMBHM, aje€ BOJHOYAC BPA3JIMBUM €TallOM Yy
3a0e3neyeHH1 KpunTorpadiuyHoi O6e3nexu BeO-cepBiciB. YPa3aUBOCTI MOXKYTh BUHHUKATH B Pe3yJlb-
TaTi Qi3MYHUX JeEKTIB arnapaTHOro 3abe3neueHHs: a0 HeJOCTaTHRO PETENIbHOI MEePEBIPKH i Yac
BupoOHuITBa QRNG-unmiB. 310BMUCHUKH MOXYTh pe€ali30ByBaTH aTaku 4epe3 BUKOPHCTAHHS
negexTHUX abo miIpoOIeHnX KOMIIOHEHTIB, 10 MaloTh BOy1oBaH1 "Oeknopu" abo 1HII MPUXOBaH1
MeXaHi3Mu [4].

i "6exmopu" MOXYTh aKTUBYBATHCS 111 YaC KpUNTOrpadiuHuX omepariii, HaJarodu 3JI0BMHUC-
HUKY JOCTYI JI0 MPOIeCy TreHeparii urcen abo HaBiTh MOXJIHMBICTh MIAMIHATH BUXIAHI 3HAYEHHS
QRNG. Hanpuknan, y Bunagky iaTerpamii QRNG B mporecopu abo MiKpOKOHTPOJIEPH, 3TOBMHUC-
HUKH MOXKYTh 3YMTYBAaTH YaCTHHY BUXIJHUX KJIIOUIB 4yepe3 crenudivyHi KOMaHIu Ha PiBHI amapar-
Horo iHTepdeiicy. Taki araku HaJA3BUYAWHO CKJIQJHO BHSBUTH, OCKIIBKA BOHU HE 3QJIUIIAIOTH BH-
JTUMUX CJTI/IIB HA IPOrPaMHOMY PIBHI.

Kpim Toro, QRNG moxyTh OyTH Bpa3IMBUMH JI0 aTak TUIy (izuuHoro noctymy. Hampuxman,
y BHMAJKY 3JaMiB JaTa-IeHTPiB a00 (Pi3UYHOr0 BTOPTHEHHS JI0 CEPBEPHHUX KIMHAT, 3JIOBMUCHUKH
MOXyTh miaMiHATH QRNG abo BOymOBYyBaTH MIKIJUTMBI KOMIIOHEHTH, SIKI MEPEXOILIIOIOTH KPHUIITO-
rpadgivyHi K04l T 9ac iXHbo1 reHepartii. [y MiHiMi3alii TaKuX pU3MKIB HEOOXITHO BIIPOBAIKY-
BaTu OaraTopiBHEBHI KOHTPOJb OOJIaJHAHHS, BKIIOUalOYN peryisipHy nepeipky QRNG 3a momno-
MOT'OF0 TECTYBaHHS Ha CTOPOHHI KOMITOHEHTH Ta MPUXOBaH1 MoaudikaIrii.

2.2. AnaparHi nedexrtu i 3001

AmnapatHi aedextu Ta 3001 MOKYTh BUHUKATH K Ha etamni BupoOHunTBa QRNG, Tak i mijx yac
ixHpO1 ekcrutyaTarii. HaBiTh HaliMeHII BIAXWUJICHHS Yy MPOIECi BUTOTOBIECHHS MIKPOCXEM MOXYTh
CIPUYUHUTH 3HIKEHHS PIBHS BUIIAJKOBOCTI, 1110 POOUTH T€HEpaToOp MEHII HAIIHUM Ui KPUIITO-
rpadiunux 3amad. QRNG, iHTerpoBaHi B XMapHi 00YHMCIIIOBANIbHI CUCTEMH, MOXKYTh MiJJaBaTUCS
PHU3UKY YacTKOBOI Jerpajallii anapaTHUX KOMIIOHEHTIB uepe3 TpuBaje HaBaHTAXKEHHS abo Temiie-
patypHi nepenaau [5].

VY Takux BUMAJKaxX TeHEepaTop MOKe BUAAaBaTH HEKOPEKTHI abo MOBTOPIOBaHI 3HAYEHHS, IO
KPUTUYHO 3HMXKYE KpuUNTOrpadidHy CTidkicTh cucteMu. KpiM Toro, MoxiuBi nepedoi B eleKTpo-
noctayaHHi abo MOMWIKH y 3B'S3Ky Mik KomrmoHeHTamMd QRNG Ta iHIIMMU MOAYJISIMH CUCTEMH,
10 MO’K€ MTPU3BECTH JI0 HETIOBHOTO 200 MOIIKOKEHOT0 MPOIECY TeHepallii 4uce.

Jl11s BUSIBJICHHS TakuX Je(eKTiB Ba)KIMBO BIPOBAKYBATH CUCTeMH caMmoaiarHocTuk QRNG,
K1 MOXKYTh BUSIBJISITH Oy/Ib-5IKi BIAXWJICHHS Y BUXITHUX JaHUX TeHepaTopa. Hampukmian, perynspHa
nepeBipKa BUXITHUX YKCEN HA MPEeAMET BiIMOBIAHOCTI CTATUCTUYHUM KPUTEPISIM BUMAAKOBOCTI J10-

52 ISSN 0485-8972  Radiotekhnika No. 220 (2025)
elSSN 2786-5525



3BOJISIE ONIEPATHUBHO 11eHTH(]IKYBaTH Jerpajanito anapatHoro 3adeznedeHs. Kpim Toro, po3podka
pe3epBHUX MEXaHI3MiB IeHepallii T03BOJIsiE MUTTEBO 3aMiHIOBaTH nomkopkeHi QRNG, 3anobiraro-
Y1 MOKJIMBOCT1 BUTOKIB JIaHUX.

2.3. InTerpaniiiHi KOH(IIKTH 3 IHIIMMH KOMIIOHEHTAMHU CHCTEMH

QRNG 4acTo iHTerpyroThCs 3 IHIIMMUA KPUITOTpaQiuHUMH KOMIIOHEHTAMH, TAKUMH SIK TPaIH-
uitni PRNG abo cucremn mudpyBaHHS Ha OCHOBI amapaTHHX MoxyiiB Oesmeku (Hardware
Security Modules, HSM). V Takux BuUmagkax MOXJIHBI KOH(IIKTA MDK BHXITHUMH 3HAYCHHSIMU
QRNG Ta iHmIMMH reHepaTOpaMH, 10 MOXKE MPU3BECTH J0 IMOMIJIOK y KPHNTOrpadiyHUX anropu-
TMax a0 HaBiTh NOBHOI BTpaTH eHTpomii. HekopekTHa KoHDIirypaist CHCTeMH MOXKe MTPU3BECTH 10
3HIDKCHHSI PIBHS BUMAAKOBOCTI BUXimHUX uucel, ockulbki QRNG i PRNG moxyTh mparroBatu
napajebHO 0€3 HaJIeXKHOI CHHXPOHI3aIlii [6].

JloaTKOBUM PHU3UKOM € KOH(QUIIKT IPOTOKOIIB Nepefaul JaHux. Y neskux Bumagkax QRNG
NepelaloTh BUX1/IHI 3HAYEHHS Yepe3 3arajbHi KaHalu 3B A3KY, Kl MOXKYTh OyTH IepexoruieHi abo
Moau(ikoBani. Lle cTBOpro€e MOXKJIMBICT Ul aTaKW MIJMIHM BUXIJHUX 4YMCEN Ha PiBHI mepeaadi
JaHUX M1 KOMIIOHEHTaMH CHCTEMHU.

Jlig 3aXuCTy BiJl TAKUX aTak, HEOOXIJHO BIPOBAKYBATH 130Jb0BaHI KaHAIU Iepeaadl JaHUX
Mk QRNG Ta xpunrtorpadiyaumMu 010710T€KaMU, a TAaKOXk 3aCTOCOBYBATH MEXaHI3MH amapaTHOL
aBTeHTH(IKalli reHeparopa. Takoxk JOIIBHO BUKOPHUCTOBYBATH aIrOPUTMU MEPEBIPKU CYMiICHOCTI
KOMITOHEHTIB Ta PETYJSIpHE OHOBJICHHSI CUCTEMHOTO MPOrpaMHOro 3abe3nedeHHs, mood 3ade3neyn-
TH KOpekTHY po6oTy QRNG y KOMIUIEKCHUX KpUNTOrpadiyHUX cUCTEMAaX.

Takum yuHoM, iHTerpauiss QRNG Ha anapaTHOMY piBHI CTBOPIOE YHCIIEHH1 BUKJIMKH, SIKI OT-
peOyIOTh JeTalbHOIO aHaNi3y Ta BIPOBA/PKEHHS OaraTOpiBHEBMX MeXaHI3MIB 3axucty. Ilimxoau,
10 BKJIFOYAIOTh PETYJIAPHY MEpPEeBIpKYy OOaJHaHH, AIarHOCTUKY Ta 130Jb0BaHI KaHAJW Iepeaadi
JAHUX, € BAXIUBUMHU JUIsl 3a0e3neueHHs HajaiiHocTi QRNG y cydacHux kpunrorpagiyHux cHCTe-
Max.

3. Mexani3zmu 3axucty QRNG Bin arak
3.1. Baginauis ta ceprudikanis QRNG

Baminartis ta ceprudikamnis QRNG € kpuTHuHUMHU €TarnaMu JIjIs TapaHTyBaHHS 1XHBOI HaJlIN-
HOCTI Ta CTIMKOCTI 70 aTtak. L{i mporecu M03BOJISIOTH HE JIHIIIE MiATBepAUTH BianmoBiaHicTh QRNG
MDKHApOJAHUM CTaHJapTaMm, ajie W BUSBHUTH MOTEHIIHHI BPa3JIMBOCTI 10 MOMEHTY IHTErpaliii B pea-
JbHI cucTteMu. BaxkimBum eneMeHTOM € OaraToctyreHneBa nepeBipka QRNG sk Ha erami BUpoOHH-
IITBa, TaK 1 B POIIECI eKCILTyaTaIlii.

[Ipomec ceprudikarii BKItOUa€e KiJibKa PiBHIB:

1. TectyBanHsa BumaakoBocTi — nepeBipka QRNG Ha BiANMOBIAHICTh KPUTEPISIM BUIIAIKOBOCTI
Ta craTucTUYHUM TectaM, TakuM ik NIST SP800-90, Dieharder ta rect @yp'e-anamnizy.

2. IlepeBipka Ha ¢izuuni gedextn — anamiz MmikpocxeM QRNG Ha HasBHICTh MOTEHIIHHUX
anapaTHuX JeeKTiB a0 Bpa3NUBOCTEH, IKi MOXKYTh BIUIMHYTH Ha T€HEpAIilo YHcer.

3. Ilporpamua ceptudikailisi — TECTYBaHHS IIPOrPAMHOT0 3a0e3MeUeHHs, ke 00po0IIsie BUXiTHI
nani QRNG, 3 MeTor0 BUSIBJICHHS BPa3IMBOCTEH HA PiBHI aITOPUTMIB.

OcCKiJbKM HOB1 METOJIM aTak MOCTIHHO PO3BUBAIOTHCS, PETYJISIPHE OHOBICHHS cepTU]iKaIliii-
Hux cragaapTiB ans QRNG e BaxnuBuM. Ceprudikaiiisi Mae BifOyBaTHCs B yMOBax peallbHUX Ha-
BAHTAXXCHbB 1 BKJIFOYATH CIIeHapii aTaku dyepe3 OiuHI KaHaIM, anapaTHi 3001 Ta CpoOu KOMIIpOMETa-
1ii cepeIoBUIlla BUKOHAHHS.

KpiM Toro, BIpoBa/KEHHS CHUCTEM ayauTy Ta mocTiiiHoro monitopunry QRNG mo3Bomnse
CBOEYACHO BUSIBISTH MOTEHIINWHI BIAXWICHHS Yy TeHepallli BUMaJAKOBUX yucenl. Hampukian, skiio
reHepaTop AEMOHCTPYE MOBTOPIOBAHICTh YMCEN a00 3HMKYE PiBEHb BHUITAJKOBOCTi, CHCTEMa aBTO-
MaTHYHO CUTHANI3Ye€ PO HEOOXIHICTh 3aMiHU Y MOBTOPHOI cepTU(ikalii reHeparopa.
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3.2. MyabTH(daKTOPHA NepeBipKa JaHUX

MynbTudakropHa nepeBipka € KIY0BUM MeXaHi3MOM migBuIieHHs cTiikocTi QRNG o arak
Ta amapatHux 300iB. BoHa mepen0ayae BUKOPHCTAHHS KUTBKOX HE3AJICKHHUX JDKEPET BHITAJKOBHX
qHCceN Ui NEPEeBIPKU KOPEKTHOCTI BUXIHUX JaHUX. Y pa3i po301KHOCTI MIX JpKepenaMu TeHeparii
CUCTEMa aBTOMATHYHO OJIOKY€ OBy 0OpoOKy dricen abo iHIIiI0€ TTIOBTOPHY T'eHEepaIlito.

OnnuMm 13 npukiIaniB Takoi npaktuku € iHrerpamis QRNG i3 tpaguniinumu PRNG mis nepe-
BIpKH BIIMTOBITHOCTI BUXIJHUX 3HaYeHb. Y Takii cucteMi QRNG BUKOHY€E OCHOBHY (YHKIIIIO T€HE-
pamii xirouiB, Toai sk PRNG mpaiitoe sik pe3epBHHI MeXaHI3M ISl IEPEBIPKU CTATUCTUYHUX 3aKO-
HOMIPHOCTEH.

B po6ori [8] mpeacraBnena riopumHa monenb, y skii QRNG mpaiioe ciiyibHO 13 KBaHTOBOKO
KIt04oBor0 muctpudymiero (Quantum Key Distribution, QKD). Le#i minxin g03BoJisie 3HAYHO Tij-
BUIIUTU PIBEHb O€3MeKH, OCKUIbKK HaBiTh KO0 QRNG Oyne ckommnpomeroBanuii, QKD 3abe3me-
YUTh 3aXUCT KaHAJIB Mepeaavl KIoviB.

Kpim Toro, MmynbTrdakTopHa nepeBipka BKIIOYAE:

1. Kontponp ¢i3uunux napamerpiB QRNG, Takux sk Temmneparypa, piBeHb €HEprocrnoXKUBaH-
HsI Ta CTaOIIbHICTh BUXIAHUX JAHHUX.

2. Bukopucrannsa kinpkox QRNG B onHIl cucTeMi 3 MOJANbIIMM MOPIBHIHHAM pe3yJbTaTiB
MIXK TeHepaTopamH.

3. Inrerpauis 3 anapatHuMu MoysisiMu Oesnieku (HSM), siki BUKOHYIOTH J10JIaATKOBI MEPEBIPKU
Ta 3axumarTs QRNG Bij 30BHINTHIX aTak.

3.3. MoHiTOpUHT Ta BUSIBJIEHHS] aHOMAJTiii

MOHITOpPUHT Ta BUSBJICHHS aHOMAaJiil € HEBIJI€MHOI0 YaCTUHOIO KOMIUIEKCHOI CHCTEMHU 3aXHC-
Ty QRNG. Ockinbku ataku Ha QRNG MOXyTh OyTH SIK IPOTpaMHUMU, TaK 1 (I3MYHUMU, HEOOX1-
HO BHUKOPHCTOBYBATH OaratopiBHEBI METOAM aHaNI3y, SIKI JIO3BOJISIOTH BHUSBJIATH Oyab-sKi BiIXU-
JIEHHS Y poOOTi reHepaTopa Ha Pi3HUX eTanax Woro (PyHKI[IOHyBaHHSI.

Cuctremu moniTopuHry QRNG crpsiMoBaHI Ha KOHTPOJIb BUXITHUX JIAHUX T€HepaTopa, aHaji3
($IBUYHUX XapaKTePUCTUK TeHEepaTopa, BUSBJICHHS CTOPOHHBOTO BTPYYAHHsSI Ta 3amo0iraHHs amapa-
THEM 300sM. [li mexaHi3mMu MaroTh OyTu amanTtoBaHi 70 crnenudiku QRNG, OCKUIbKHM KBaHTOBI
MPOIIECH € HAI3BUYAWHO YYTIUBHMHM JI0 30BHIMIHIX (PAaKTOPiB, TAKUX SK 3MIHU TEMIIEpATypH, CJICK-
TPOMArHiTHI TOJIs 200 IIyM.

TakoX € BaXJIWBUM BIPOBAKEHHS AJTOPUTMIB MAIIMHHOTO HaBYaHHs (machine learning,
ML) mis ananizy Buxigaux gaHux QRNG y peansHoMy vaci [9]. Taki anropuTMu 31aTHI BUSBIISATH
MIPUXOBaH1 3aKOHOMIPHOCTI a00 TTOBTOPEHHS Y BUXITHUX YHCIIAX, IKI MOXKYTh OyTH 03HAKOK KOMII-
pomerariii reHepaTopa.

J10 KIIF0OYOBHX METO/1IB MOHITOPUHTY HaJleXkKaTh:

1. Anami3 ¢pi3UYHUX MTapaMeTpiB TeHepallii 9uces.

Mouitopusr ¢izuunux napamerpiB QRNG 103Bossie BUSBUTH BIAXWICHHS, SIKIi MOXYTh CBiJI-
YUTH TIPO MOXKIIMBY aTaky abo amapaTHuil nedext. Hampukian, 3MiHEM B €HEprocroxXuBaHHI abo
terioBux xapakrepuctukax QRNG MoxyTh BKa3yBaTu Ha aTaky uyepe3 OiuHI KaHaimu abo crpoly
MaHIMyJIA1ii cepeIoBUIIIEM BUKOHAHHS.

Jliia nigBuIeHHs: €peKTUBHOCTI I[HOTO MMiIX0Y BUKOPHUCTOBYIOThCS:

— JAaTYUKU TEMIIEpaTypu Ta E€HEProcloXUBaHHSI, SKi MOCTIHHO (QIKCYIOTh AaHi MPO PoOOTY
QRNG. V pa3i BUSBICHHS BiIXWUJIEHb CHCTEMa aBTOMATHYHO MEPEXOJUTh Y PEXKHUM IIarHOCTHKHU
a00 aBapiifHOTO BiAKIIIOYECHHSI.

— cnekTpanpHuil aHani3 curHaniB QRNG, mo 103Bossie BUSBIATH YacTOTHI BIAXWJICHHS Ta
IIPUXOBaHI 3aKOHOMIPHOCTI y IpoIieci TeHepallii Yucer.

2. YacoBuii aHami3 Ta aHaii3z npoayktuBHocTi QRNG

Monitopusr npoayktuBHocTi QRNG Bkitodae aHami3 yacy reHepaiii yucen Ta HepeBipKy
BIJIMOBIHOCTI BUXIAHUX JaHUX 33JaHUM KpUNTOorpadiyHUM CTaHAapTaM. SIKIIO reHeparop Modu-
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HAa€ MPaIoBaTy MOBUIbHIIIE a00, HABMAKH, JEMOHCTPYE HAATO MIBUKY T€HEPALII0 YHCEN, 1€ MOXKE
CBIAYUTH PO BHYTPILIHI 3001 a00 30BHIIIHE BTPY4YaHHSI.

Oco0nuBYy yBary CItiJ IPUIUTSTH:

— 3aTpUMKaM y TeHepallii Yhces, Mo MOXYTh OyTH 03HAKOIO aTaKH Ha PiBHI MPOrpaMHOIO 3a-
Oe3MeYeHHSI.

— panTOBHM 3MiHAM Y MIBHJKOCTI T'e€HEpalii KIII0YiB, sIKi MOXKYTh CBIIYUTH PO CIIPOOy Iiami-
HU QRNG abo manimysiii amapaTHUMA KOMITIOHEHTAMH.

3. Bukopucranns mryunoro intenekty (Artificial Intelligence, Al) mis monitopuary QRNG

OnmHuM 13 HaWNEPCHEKTHBHIMIUX HAaNpsMKiB y Tamy3i MoHiTopuHTY QRNG € BHKOpHCTaHHS
QITOPUTMIB MamuHHOTO HaBuaHHS (ML) Ta mryunoro inrenekry (Al). Al moxe aHamizyBatu Be-
JIUKI OOCSITH TaHWUX Ta BUSBIIATH MPUXOBAHI 3aKOHOMIPHOCTI, SIKi HE MIAMAIOTHCS KIACHIHUM METO-
JlaM aHawizy.

Anroputmu rnubokoro HaBuaHHs (DL) 3naTH1 HaBuaTHcs Ha icTopudHuX JaHuX QRNG 1 Bu-
SIBJIATA HaBITh HAMJIP1OHINI BIIXWJIEHHS y BUXIJHUX YMCIax a00 (PI3MYHUX XapaKTepUCTHUKaX IeHe-
patopa. Y pasi BUsBJIECHHsS aHOMaliid Al Mo)ke aBTOMAaTHYHO IHIIIIOBATH NEpEXiJ Ha pe3epBHUMN
QRNG abo 3a010KyBaTH KOMIIPOMETOBAHUH T€HEPATOP.

Kpim Toro, Al-cuctemMu MOXyTb IPOBOJUTH:

— ABTOMAaTUYHUI aHaJli3 KOPEJSIii BUXIIHUX YKCE, [0 JI03BOJISIE€ BUSIBJIATH TOBTOPIOBAHICTh
ab0 3aKOHOMIPHOCTI Yy T€Hepallii BUIaIKOBUX YHCEIL.

— JETEeKIII0 aHOMaliil y pealbHOMY 4aci, sika JI03BOJII€E MUTTEBO pearyBaTu Ha Oyab-sKi BiJ-
XHWJIEHHS y po0OTi reHepaTopa.

4. ABTOMaTH30BaH1 CUCTEMHU aBapiifHOrO MOHITOPUHTY

BaxJIMBUM KOMITOHEHTOM € BITPOBAPKEHHS aBTOMAaTH30BaHUX CHCTEM aBapifHOTO MOHITOPHH-
ry QRNG, ski mpaiooTh y 6e3nepepBHOMY peXUMI Ta MUTTEBO pearyrloTh Ha BUSBJICHHS MiJ03pi-
JIUX TIPOIIECIB.

ABTOMAaTH30BaH1 CHCTEMU MOHITOPHHTY BKJIIOUAIOTh:

— pesepBHi reHeparopu (Backup QRNG), siki akTUBYIOTBCS Y pa3l BUSABJICHHS JIeHEKTIB B OC-
HOBHOMY T€HEpaTOopI.

— aBapiiiae BigkimoueHHs QRNG 3 momanbmiiM aHai30M Ta JIarHOCTUKOK BUSIBIICHUX ITPO-
oneMm.

— JIOTYBaHHSI BCIX oOIlepalliii renepaTopa Ui MOJAJIbLIOr0 ayIuTy Ta aHalli3y Ha MpPeaMeT Mo-
XKIJIMBUX aTak abo 300iB.

Monitopuar QRNG Mae OyTu 1HTErpOBaHUM y 3arajibHy CHUCTEMY KiOepOe3NneKu opraHizariii.
Lle no3BoJIsie CHHXPOHI3YBATH JIaHi 3 IHITUX KOMIIOHEHTIB O€3MEeKH Ta BUSBISATH KOMIUIEKCHI aTaku,
SIK1 MOXYTb IMO€HYBATH MPOTPaMHI, armapaTHi Ta (i3U4HI BEKTOPH 3arpo3.

Hamnpuknan, cucrema moniTopuary QRNG Moske B3a€EMOISTH 3 CHCTEMaMHU YIIPaBIIIHHS MO~
smu Ta iHmuaeHtamu (SIEM), sxi 3a0e3neduyroTh IeHTpaTi30BaHuid 30ip Ta aHali3 JaHUX Mpo 0e3-
MeKy.

Mounitopuar QRNG € He nuiie 3aco00M BUSBICHHSI aHOMAH, ajie il IHCTPyMEHTOM ISl JOB-
TOTPUBANIOI OI[IHKU e(PeKTUBHOCTI cucTeMu. BUsBIEeHHS MOCTYIOBOT Aerpajallii anapaTHuX KOMIIO-
HEHTIB a00 3HIKEHHS PIBHS €HTPOIIil reHepaTopa 103BOJISIE CBOEYACHO BKUTHU 3aXOIB LI0JI0 3aMi-
HU 200 OHOBJICHHSI O0JIaTHAHHSL.

Takum unHOM, KOMIUIEKCHUH miaxia A0 moHiTopuHry QRNG, mo Brirodae ¢pizuyHuil aHamis,
YacOBUI KOHTPOJIb, BUKOpUCTaHHA Al Ta iHTerpaiiro 3 iHIIMMU CUCTeMaMH Oe3NekH, 3abe3neuye
BHUCOKH pPiBEHb CTIMKOCTI KBAaHTOBUX I'€HEPATOPIB 0 CYYaCHUX 3arpo3 Ta aTak.

3.4. ABTOMaTu3anisa 3aXMCHUX MeXaHi3MiB

OxpeMuM HampsMOM PO3BUTKY 3axucHHX MexaHi3MiB QRNG € BpoBapkeHHSI aBTOMaTH30Ba-
HUX CHUCTEM 3aXMCTy, SIKI 3JIJaTHI CAaMOCTiHHO pearyBaTH Ha aHOMaJii Ta IHILIIOBAaTH MPOLECH aBa-
piitHOI 3yNUHKM TeHepalii uncen abo nepexij Ha pe3epBHUIA TeHepaTop.
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Kiro4oBi enemMeHTH aBTOMATH3AIIIi:

— cucrema mBuaKoi 3amian QRNG — pe3epBHi reHepaTopH MiAKIIOYA0THCS IO CUCTEMU MUT-
TEBO IICIIsl BUSBIICHHS aHOMAIH, 110 3a0e3edye 6e3mepepBHICTh reHepallii Yucel.

— aBTOHOMHE OHOBJICHHS CepTH]iKallii — reHepaTop aBTOMaTHYHO MPOXOAUTH MEPETECTyBaH-
HS TICIISl KpUTUYHUX OHOBJICHb IPOTPAMHOT0 3a0e3MeueHHs 200 BUSBJICHHS MOTCHLIHHUX 3arpo3.

— JMCTaHIIHHUNA KOHTPOJIh — MOJJIMBICTBH BIJJIAJICHO BIKIIOYATH a00 Tepe3aBaHTaXyBATH
QRNG y pasi BusiBeHHs (I3UYHUX aTak abo IMiI03pIIHX MPOIECIB.

3aBIsSKM BIPOBAKCHHIO TAKUX aBTOMaTH30BaHUX cucteM, QRNG cTaroTh 3Ha4HO MEHII Bpa-
3MUBUMH JI0 aTaK SIK HA IPOTPaMHOMY, TaK 1 Ha allapaTHOMY PiBHSX.

Takum ynHOM, KOMIUTeKCHUHN Miaxin 1o 3axucty QRNG Bkiodae B cebe ceprudikariiro, Myib-
TU(HAKTOPHY MEPEeBIpKy Ta MOCTIHHUNA MOHITOPUHT. YCi Ii €IeMEHTH J03BOJISIOTH 3HAYHO ITiJBH-
IIUTH CTIMKICTh KBAHTOBUX T€HEPATOPIB IO CyYaCHUX aTak Ta 3a0e3MeUuTH iXHIO HaJliHy 1HTerpa-
1110 B KpUnrorpagiydi cucTeMu MaiiOyTHBHOTO.

BucHoBku

Bnposamxenns QRNG B cucremu 3axucty iHpopMalii CylpoBOLKYETbCSI HU3KOK BUKIIHKIB,
SIK1 MOXKYTb NPU3BECTU J0 CEPUO3HUX 3arpo3 Ajs Oe3meKku AaHux. Y il poOoTi Oynu po3risHYTI
noteHuiiHi BpasnmuBocti QRNG Ha mporpaMHOMY piBHI, i Yac 1HTErpallii Ta Ha piBHI allapaTHOTO
3a0e3neyeHHs .

Ataku Ha QRNG Ha nporpaMHOMY PiBHI 3aJIMIIAIOTHCS] OJHUM 13 HAMIOMIMPEHIIINX BEKTOPIB
3arpo3. 3JI0BMUCHUKU MOXYTh BUKOPHUCTOBYBATH BPA3JIMBOCTI KpunrorpadiyHux 010110TeK, MaHi-
MyJTFOBATH CEPEIOBUIIEM BUKOHAHHS a00 3/1MCHIOBATH aTaku yepe3 O1YH1 KaHaIH, 10 MPU3BOJINTH
JI0 BUTOKY KJIFOYIB 200 KOMIIpOMeTarlii BUXigHUX AaHuX. HemocTaTHii 3aXUCT MPOTpaMHOTO cepe-
noBuIa ado BIICYTHICTh MeXaH13MiB MOHITOpUHTY sikocTi QRNG Moske cTatu mpUYUHOIO Cepiio3-
HUX TIPo0sIeM y poOOTi CUCTEM KiOEp3axucCTy.

Ataku Ha piBHI iHTerpamii QRNG B anaparne 3abe3nedeHHs] CTBOPIOIOTH JIOAATKOBI 3arpo3u,
OCKIJTbKHM HaBiTh HaliMeHI Je(heKTH MiKpocxeM abo HEMpaBUIHLHO HAJAIITOBAaHI CHCTEMU MOXKYTh
CYTTEBO 3HU3UTH PiBEHb BUIAIKOBOCTI BUXiMHUX yucen. Dizuunuii moctyn g0 QRNG BigkpuBae
MOXJTMBOCTI ISl 3JIOBMHUCHUKIB BITPOBAIUTH arlapaTHi 3akiagkd ad0 Moaudikarii, mo yCKIaIHI0E
BUSIBJICHHA aTaK CTaHJAPTHUMU METOJIaMU.

Oco0nuBy yBary ciif NpUIUIATH aTakaM depe3 OiuHi kaHamd. L{i aTaku BUKOPUCTOBYIOTH (i-
3u4Hi mapamerpu podotu QRNG, 30KkpemMa eHeprocrnoXuBaHHs, TEIJIOB1 BIAXUIICHHS a00 eIeKTpo-
MarHiTHI CUTHaJIM, 100 oTpuMaT iH(opMaliiro mpo BUxigHi naHi renepatopa. [logiOH1 aTaku Bax-
KO BUSIBUTHU Ta 3YNMHUTH, OCKUILKH BOHH HE 3aJIMIIAIOTH ITU(POBUX CIIIJIIB 1 €KCIUTYaTyIOTh (hi3H4HI
XapaKTePUCTUKH CUCTEMHU.

Jlnst MiHIMI3ZaIT IIUX 3arpo3 HEOOXiJHO BIPOBAPKYBATH KOMILUICKCHI 3aXHMCHI MEXaHi3MU Ha
BcixX piBHAX pobotn QRNG. BaxnmBum etanom € Bamigamis ta ceprudikamiss QRNG 3 qorpuman-
HSIM MIXKHapOJIHUX cTaHaprtiB. Lleil mpoiiec 103Bos€ rapaHTyBaTH, 1110 TEHEPATOP MPALIOE KOPEK-
THO 1 BiNOBiJlae BUMOraM Kpuntorpadiunoi O6e3meku. PerymnspHe TecTyBaHHs, aHalli3 CTaTUCTUY-
HOI BUIQJIKOBOCTI Ta BUSBJICHHS (Pi3UYHHUX JeeKTiB 3a0e3MeuyoTh CTa0lIbHICTh pOOOTH IreHepa-
TOpa B pealibHUX YMOBaX.

JlonaTkoBHil piBEHB 3aXUCTY 3a0e3MeuyeThes 3a PaXyHOK MYJIbTU(HAKTOPHOT MEPEeBIPKH BUX1/-
HUX JIaHUX, K4 BUKOPUCTOBYE KiJIbKa HE3aJICXKHUX JKEpeNl BUIMaAKoBoOcCTi Juig nepeBipku QRNG.
[Moemnanus QRNG i3 Tpagumniitnumu PRNG a6o0 QKD no3Bosisie MiHIMI3yBaTH pU3UKH, TIOB’A3aHi 3
KOMIIPOMETAIII€I0 OIHOTO JDKEpesa FreHepartii.

Bax1BUM KOMIOHEHTOM € CHCTEMHU MOHITOPUHTY Ta BUSBICHHS aHOMAaii, SKi JO3BOJSIOTH
BUSIBIIITH TMOTEHLINHHI BigxuieHHs y po6oTi QRNG y pexumi peanbHoro yacy. BukopucTtanus
QITOPUTMIB MAIIMHHOTO HABYaHHS Ta MITYYHOTO 1HTENEKTY Ui aHali3y BUXIJHUX JaHUX TeHepa-
TOpa MiBUINY€E e(heKTUBHICTh 3aXHUCTY Ta JI03BOJISIE ONIEPAaTUBHO pearyBatu Ha 3arposu. [locTiiitHuii
MOHITOPUHT (i3nuHuX napameTpiB podotn QRNG ponomarae BUSBUTH CIpoOM aTak uepe3 OidHi
KaHanu abo arnapartHi AeexTH.
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OxpeMuM HampsIMOM € aBTOMaTH3allisd 3aXMCHUX MEXaHI3MIB, sIKa JI03BOJISIE aBTOMAaTHYHO Tie-
peMHKaTH TeHepaTopH, Mepe3aBaHTAXyBaTH CHCTEMY a0 3/1IICHIOBATH aBapiliHy 3yNHHKY T'€Hepa-
1ii yucen y pasi BUsBICHHS aHOMatii. [le 103BoJIsie 3MEHITUTH Yac peakilii Ha 3arpo3u Ta TapaHTy-
BaTH Oe3nepeliitHy poOoTy cucteM muQpyBaHHS.

VY mepcnekTuBi PO3BUTOK KBAHTOBUX OOYHMCIICHb Ta KBAHTOBHX KOMYHIKAIIHUX CUCTEM IOT-
peOyBatume BaockoHaneHHss QRNG Ta BIpoBaKeHHS HOBHX CTaHIApTiB Oesmeku. [HTerparis
QRNG i3 KBaHTOBMMH KOMIT FOTEPAMH Ta KBAaHTOBUMH MEpPEXaMH JI03BOJUTH CTBOPUTH OLIBII
CTiHKi 10 aTak kpunTorpadiuni cucremu. BogHouac, 11e cTBOpUTH HOBI BUKJIMKH, ITOB’s3aHi 3 HE00-
X1THICTIO 3aXMCTY KBAHTOBHUX CHUCTEM BiJ] (PI3UYHUX Ta arlapaTHUX aTak.

BrpoBamkenns QRNG y BeO-cepBicu Ta KpUTHYHI iHOPACTPYKTYpH NOTPeOy€e KOMIUIEKCHOTO
MiAXOMy IO 3aXHCTy, SIKUM MoeaHye cepTudikamito, MynbTH(AKTOPHY MEPEeBipKY, MOHITOPHHT Ta
ABTOMATH3AIII0 3aXUCHUX MeXaHi3MiB. Takuil miaxig JO3BOJUTH 3HAYHO 3HU3UTH PU3UKH Ta 3a0€3-
MEYUTH MaKCUMaJIbHUH pIBEHb O€3MeKU Uil KpUNTOrpadiuHuX CUCTEM.
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MOJEJII TA METOJIH 3AXHCTY BIJI KIFEP3AT'PO3 ABTOHOMHOI CUCTEMH
JTUDOEPEHIIAJBHOI KOPEKIIIT
I'JIOBAJIbBHUX HABITAIIIMHUX CYITYTHUKOBUX CUCTEM

Beryn

Po3BuTok TnoGanmpHUX HaBiramiiiHux cymyTtHuKoBux cucteMm (Global navigation satellite
systems, GNSS) TpuBae Bxke MOHA MIBCTOJITTS, MOYMHAIOYH 3 MEPIINX CKCIICPUMEHTAIBHUX CHC-
TeM y 1960-x pokax J0 Cy4aCHHX BHCOKOTOYHUX IJI0OQIBHHUX HaBIralliiHUX CHUCTEM, IO BUKOPHC-
TOBYIOTBCSl Y BCbOMY CBITI.

CyuacHuii punok GNSS xapakrepusyerbcsi QYHKIIOHYBaHHSIM KUIBKOX KJIOYOBHUX CYIYTHH-
KOBHUX HaBITAI[IHHUX CHUCTEM, a CaMe:

— GPS (Global Positioning System), po3pobnena Cnonyuenumu [lItaramu Amepuku (CIIA)
— Mae Ha opOiTi T1aHeTn Ou3bKo 31 aKTUBHUX CYMyTHUKIB [ 1, 2];

— GLONASS (I'moGanbHa HaBiramiiiHa CymyTHUKOBAa CHCTeMa), CTBOpeHa PansHChbKUM
Coro3om (tenep Pociiiceka deneparrisi) — mae 24 akTUBHUX CYITyTHHUKIB [3];

— Galileo — cynyTHukoBa cuctema Hasirauii €Bpomeiicbkoro Coro3zy Ta €BpOIEHCHKOTO
KOCMIYHOTO areHTCTBa, Hapas3l (yHKIIOHye 3 24 aKTUBHUMH CYIyTHUKaMH (ITOBHA KOHCTEJSIIS
Haniuye 30 cymyTHUKIB, BpaxoBytouH 6 pe3epBHUX) [4];

— BeiDou — cymyTHukoBa cucrema Hagiraiii Kuraticekoi Haponnoi PecnyGuiku, mpaittoe 3 30
aKTUBHUMU CyITyTHUKaMH [5].

A TakoX perioHaJIbHi CUCTEMHU:

— IRNSS (NavIC) — inpgiiickka cuctema HaBiraiii — Ma€e 7 CyMyTHHKIB JJid 3a0e3MeueHHs
pEerioHAIBHOTO MOKPUTTS [6];

— QZSS — samoHckka cucTeMa HaBiraiii — 3a0e3mneduye perioHaabHEe MOKPUTTS 3a JOTIOMOTOIO
4 cynyTHUKIB [7].

JlomoBHeHHM 110 TII00abHUX cucteM GNSS € cylmyTHUKOBI CHCTEMHU KOPEKITil Ta MOHITOPHH-
Ty, sIKi 3a0€3Me4yI0Th MiBUIIEHHS TOYHOCTI IMO3UIIIOHYBAHHS 32 PaXyHOK BHUITPABJICHHS MOXHOOK
CYNYTHUKOBHX CHUTHAJIIB Ta MOHITOPUHTY 1X CTA0LIBHOCTI, 3a0€3MEeYy0YH TOYHICTh 10 1-2 METpiB.

J1o TakuX cUCTEM HalleXaTh:

— WAAS (Wide Area Augmentation System) — cucrema, po3podieHa y Crnomydenux Illrarax
AMepHKH, SiKa BUKOPUCTOBYE MEpPEXKY Ha3eMHHMX 0a30BUX CTAHIIN A 00UMCICHHS KOPUTYBAIbHHUX
MONPABOK, IO MEPEaAlOThCs CymyTHUKaMu. WAAS 103BOjs€ 3HAUHO MiABUIIMTH TOuHiCTh GPS-
MTO3UIIIFOBAHHS, 3a0€3MeUyI0YH TOPU30HTAIBHY TOYHICTh 710 1-2 MeTpiB y Oararbox perionax [8].

— EGNOS (European Geostationary Navigation Overlay Service) — eBporelicbka CUCTEMa, 1110
nonoBHioe GPS msixoM mepenadi KOpUTYBabHUX CHUTHAIIB 13 TeOCTalllOHAPHUX CYMYyTHHUKIB 1
HazeMHuXx 0OazoBux craniid. EGNOS mnokpaiye TOYHICTh 1 HaJilHICTh HAaBIraliiHUX AAHUX Y
€spori [9].

— CIAKM (Pociiickka cuctema nudepeHIiiiHOi KOpekilii) — cUcTeMa, 10 BUKOPUCTOBYETHCS
JUIs KOpeKlii HaBirauiiHux nanux cymyTHukoBoi cucteMu GLONASS, 3a0e3nedyroun miJBUIICHY
TOYHICTh MO3uIIOHyBaHHs B Pocii Ta cymibkHEX perioHax [3].

— GAGAN (GPS Aided Geo Augmented Navigation) — iHJilicbka cuUcTeMa CyIyTHUKOBOI'O
MiJCUIICHHS, PO3po0ieHa isi 3a0e3NeueHHsT BHUCOKOTOYHUX HaBiramiHux mociuyr B I[Haii Ta
npuierux perioHax. GAGAN mokpaiilye TOYHICTh MO3HIIIOHYBaHHS 3aBASKH BUKOPHUCTAHHIO
Ha3eMHOi 1IHPPACTPYKTypH Ta CyMyTHUKOBUX CUTHAMIIB [6].

— MSAS (Multi-functional Satellite Augmentation System) — sMNOHCbKa cHcTeMa
CYITyTHHKOBOTO MiJCHJICHHS, sIKa JOTIOBHIOE HaBiramiifHi curHanu GPS nis 3abesneyeHHs Oinbiioi
TOYHOCTI MMO3UIIOHYBaHHs B perioHi Amnownii [10].
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CucteMu KOpekmii i MOHITOPHMHTY 3HAYHO MiJBUINYIOTh €(pEeKTHBHICTH Ta TouHicTb GNSS-
CUCTEM, J03BOJISIOYHM KOPHCTyBadyaM OTPUMYBATH JIaHi 3 Habarato BHIOO TOYHICTIO, 1110 € KPUTH-
YHO BXJIMBUM ISl 3aCTOCYBaHb Y aBiallii, MOPCHKii HaBiraii, CiibCbKOMY TOCHOZAapCTBi, reoe3il
Ta 1HIIUX TaTy3sX.

[Moemunanns GNSS i3 Ha3eMHUMHU TEXHOJIOTISIMU, TAKUMH SIK 1HEpIliiHA HaBiraiis, TudepeHii-
anpHi cucremu kopekuii (DGPS, RTK, SBAS), LTE, 5G ans nepenadi nonpaBok, Ja3epHe CKaHy-
BanHs (LiDAR) Ta cuctemMu MammHHOTO 30Dy, BIIKPUBA€ HOBI MOXIIMBOCTI JJISi pO3POOKH TEXHO-
JOTiH, Mo 3a0e3MevyIoTh HE JIMIIE BHCOKY TOYHICTH, ajie i MiJBHINEHY HaAidHICTh Ta HIJTICHICTH
HaBIramiMHUX CUTHAJIIB.

3a mporro3amu, BctaHoBiieHa 6aza GNSS-npucTpoiB Oyzae cTpiMKo 3pocTaTi: 3 5,6 MUTbSPIiB
omuHUIE y 2023 p. mo maiixe 9,0 MimbsapaiB oquauib y 2033 p. [9]. Leli cyrreBuii pict BimoOpaxkae
3pocTapuy MoTpedy B CYNyTHHKOBHX HAaBIral[iiHUX TEXHOJIOTISIX Y PI3HHX CEKTOpPAaX CKOHOMIKH,
B1Jl aBTOMOO1JIbHOI MPOMUCIIOBOCTI Ta 3€MJIEPOOCTBA JI0 €IEKTPOHHUX KOMYHIKaIii Ta (iHaHCOBUX
TIOCITYT.

Ouikyetnes, mo A0 2030 p. rnobanpauit puHOK GNSS BHpocTe 3 piBHS 260 MIUIBSIP/IIB €BPO
(cranom Ha 2023 p.) 10 590 MUTBSIpAIB €BPO, 110 CBITYUTH PO CYTTEBE PO3IIKUPEHHS ramysi [9].

Exocucrema GNSS € 6araTopiBHEBOIO Ta OXOIUTIOE BCl aClEKTH POOOTH TEXHOJIOrIT — BiJ
CYNyTHUKOBUX YTPYNOBaHb J0 KIHLEBUX KOPUCTYBauiB. BoHa mojiiseTscs Ha TpU KIIHOYOBI PiBHI:

1. IndpactpykrypHuii piensb (6a3oBuii). Lleit piBeHb BKIIOYa€ onepaTopiB CYIyTHUKOBHUX CH-
crem, Takux ak GPS (CILIA), GLONASS (Pocis), Galileo (€Bponeiicbkuii Coro3) Ta BeiDou (Ku-
Tail). BoHM BiAMOB11aI0Th 3a po3pOOKY, 3allyCK Ta 0OCIyrOBYBaHHS CyIMyTHHKIB, 110 3a0€31€4yIOTh
rJ100agpHE MOKPUTTS HaBIrallIMHUMU CUTHATaMH.

2. Texuonoriunuii piBeHb (cepeaniit). Croau BXOIATh BUPOOHHUKH MIKPOCXEM Ta MpHIiMadiB,
K1 pO3poOIAIOTh 00MaAHaHHs Ul ipuiiomy Ta 00poOku GNSS-curnanis. Hanpuxian, kommnasist
Septentrio cmerianizyeTbcsi Ha BUCOKOTOUHUX GNSS-mpuitmMavax 1isi pi3HHX 3aCTOCYBaHb, BKIIIO-
qaroun BITIA.

3. Ilpuxnagauii piBeHb (BepxHiii). Lleit piBeHb oxorumoe KiHmeBl 3actocyBaHHsS GNSS-
TEXHOJIOTIH y PI3HHUX Tally3sX, TAKUX SIK TPAHCIOPT, Oe3meKa, CUIbChKe TOCIOapPCTBO, T€OIe31s Ta
KpuTtnuHa iHppacTpykTypa. Hanmpuxman, cepsic Bucokoi Tounocti (High Accuracy Service, HAS)
Bia HaBiramiiHoi cucremu Galileo Hagae caHTUMETPOBY TOYHICTH MO3HI[IOHYBAHHS B peaIbHOMY
4aci, 110 € KPUTHIHO BOKIMBUM ISl T€OAC3UUHUX POOIT Ta TOYHOTrO 3eMiepoocTra [11].

ITocTanoBKka npoodJieMu

GNSS BigirparoTh KIHOYOBY pOJib y 3a0e3leueHHl cTalblIbHOT POOOTH KPUTHUYHUX CEKTOPIB
€KOHOMIKHM Ta HalioHajabHOI Oe3neku. BimmoBimno mo 3akony Ykpainu "IIpo kputwuny iHdpa-
ctpyktrypy" Ne 1882-1X Big 15 nucronaga 2021 p. 10 KpUTHYHO BOXIMBHX cep HamexaThb: «15)
KOCMIYHA JISUTBHICTB, KOCMIUHI TeXHOJIOTIT Ta mociayrm» [12]. e npsmo Briarogae GNSS, oCcKiIbKH
BOHHM € HEBIJI'€MHOIO YaCTMHOK KOCMIYHHMX TEXHOJIOI'1H 1 Ha/lat0Th KPUTUYHO BAKJIMBI MOCIYTH JJIS
0e3IeKr, CKOHOMIYHOI Ta COLIaIbHOI CTaOUIbHOCTI AeprkaBH. [IpoTte, 119 TEXHOJIOTIA cTaja MillleH-
HIO JUIs Kibep3arpos, 110 He MOKe He BIUIMBATHU Ha HaiWHICTh Ta O€3MeKy HaBIraliiHUX CHCTEM.
KiGepataku Ha GNSS MOXYTh CIHPUUMHSTH CIIOTBOPEHHS CHUTHAJIB, MEPEXOIUIEHHS JaHUX abo
HaBITh MOBHY JIE30PIEHTALIII0 KOPUCTYBAYiB, IO CTBOPIOE 3HAYHY 3arpo3y (PyHKIIOHYBaHHIO KPH-
TUYHOI iHPPACTPYKTYpH.

TpaHcnopTHi cucTeMu, €HepreTuka, aepornopTH Ta MOPChKI MOPTU CTalOTh 00'€KTaMU IIiJABH-
IIEHOTO PU3MKY, OCKUIBKM IXHE (YHKIIOHYBaHHS 3HAYHOI MIPOIO 3aJIeKUTh BiJl TOYHHMX 1 JIO-
croBipuux aaHux GPS [13]. OcHoBHuii mepesnik cnoxuBadiB TexHosoriii GNSS Bkitoyae aBTO-
MOOUTBbHI HaBIraliiiHi cucTeMu, cMapTGOHU Ta IUIAHLIETH, JIOTICTUYHI Ta TPAHCIOPTHI KOMIaHii,
MOBITPSIHY Ta MOPCHKY HaBiraiiro, Typu3M 1 akTUBHMH BIJIIOYMHOK, CIJIbCbKE IOCIIOAPCTBO, HAY-
KOBI JTOCJIJUKEHHS, aBapiiHO-PATYBaIbHI CIyKO0H, CIIOPTCMEHIB Ta (iTHEC-POrpaMu, OAHKIBCbKHH
CeKTop, Oi3Hec-Koproparlii Ta ciayx0u gocraBku. BpaxoByroun e, kibeparaku Ha GPS M0OXyTh Ma-
TH 3HAYH1 HACIIJKU JUIS CYCHUTBHOI Oe3MeKn Ta eKOHOMIYHOI cTa0ibHOCTI Kpainu [14]. V 3B's3Ky 3
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muM  3abesnedenHs 3axucty GPS-cuctem crae Haa3BHUAiHO BaXIMBHM IS MIATPUMKH
(GYHKLIOHYBaHHS ~[UX KPUTHYHO BaXJMBHX cdep Ta  3abe3meueHHs  HAI[lOHAIbHOT
Oe3meKH.

Haii0inpm BimoMumu npukiagamu kideparak Ha GNSS 3a ocTaHHI pOKH €:

— 2017 p. — Kibeparaka NotPetya Ta WannaCry. MacmraOHi kibeparaku Ha iH(pOpMAIiiftHO-
xomynikaniiiHi cuctemu (IKC), 3okpema IKC GNSS, Bpasunu HaBiramiiiHi CHCTEMH TPaHCTIOPTHHX
CYJIeH 1 TIOPTiB, BUKJIMKABIIH 1Tepe0oi B poOOTI JIOTICTUYIHHX JIAHITIOTIB [15];

— 2017 — 2018 pp. — nepemkoau GPS min yac BifickkoBux HaBuaHb "3axin-2017" ta "€nauHuii
Tpu3y0-2018". Byno 3aiiicueno riryminas curaaiis GPS y Jlarsii Ta Hopserii mig 9ac BificbKOBHX
HaBYaHb, 10 BIUTMHYJIO HA IMBUILHI aBialiiHi cucremu [16];

— 2020 p. — Kibeparaka Ha cepBepu Garmin. Xakepcbka rpyna Evil Corp 3ailicHmia ataky
BipycoMm-Bumaradem WastedLocker, mo BuBeno 3 mamy cepBicu IKC Garmin Connect ta iHm
OHJIaltH-ciy»0u. Bumaranu Buxyn y 10 muH. nonapis [17];

— 2022 p. — Araka Ha cynyTHuKoBy Mepexy KA-SAT. Ilepen mouaTkoM MOBHOMAcCIITaOHOTO
BTOPrHEHHs B YKpaiHy Oyia 3/iliCHEHa araka Ha cynyTHUKOBY Mepexxy KA-SAT, mo npusseno 1o
nepe0oiB y poOOTI IHTEpHET-3'€AHaHHA B YKpaiHi Ta €Bpomi [18];

— 2024 p. — I'myminns curHaniB GPS y Banriiicbkkomy perioni. Benuka KibKicTh aBiapeiciB
no Benukoi bpuranii 3a3Hana HaBiramiiiHux npobiem uyepe3 miymiHHA curHamniB GPS y
BbanTiiicekomy perioni [19].

3a mepion 3 2022 — 2025 poku YkpaiHa TakoK CTajila CBIKOM cepii 1HIMIEHTIB, TIOB'I3aHUX 13
kibepaTakamu Ha cucTeMH riodanbHoro nosuiionyBanHs (GPS). CnocrepekeHHs MPUBAaTHUX KOM-
naHii O13HEC-CerMEeHTY Jep)KaBH BKa3ylOTh Ha pi3ke 30UIbIIEHHS BiIXWJIeHb Y MOHiTOpuHTy GPS-
MpuiMadiB, IO CBIIYMTH MPO 3pocTaHHs Kibepatak Ha GPS y 2022 — 2025 poxkax (puc. 1).

IHuigeHT Ne2

Puc. 1. Kibeparaxu ma GPS

Ha cporomni xibepaTaku Ha CyNyTHHKOBI HaBiraIiiiHi CHCTEMH MOXKYTh 3/1MCHIOBATH SIK MPU-
BaTHI KPUNTOAHATITUKH, TAaK 1 KPUIITOAHAIITUKU TPETHOTO PIBHS, BUKOPUCTOBYIOUM HANUMOTY KHIII
3aco0u i kibeparak. TakuM 4MHOM, KibepaTaku Ha CYNMYTHUKOBI CHCTEMH HaBirauii B YKpaiHi
BHMAararoTh HeraifHO1 yBaru Ta BUBUEHHS yepe3 MOTEHLINHO CepHo3HI HACTIAKM Ui HalllOHAJIBHOI
0e3MeKH Ta eKOHOMIKH.

VY miii poboti posrnsgaeTbes peanizamis koHuenuii «CTBOPEHHS CHCTEMH KOOPAMHATHO-
YacoOBOI'0 Ta HaBIraliiHoro 3a0e3nedyeHHs YKpaiHU 3 BUKOPHUCTaHHIM iH(popMallii, OTpUMaHOI BiJl
rI100aTbHUX HABIralliMHUX CYITyTHUKOBHX CHUCTEM pi3HUX JepkaBy [20]. Bianosinno no Konnenmii
peamizanii JepkaBHOT NOMTHKH Yy cdepi KocMiyHOl AisuibHOCTI 0 2032 p. [21], 3aTBepmxeHoi
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Posnopsmxenasim KMY Ne 238-p Bixg 30 6epe3ns 2011 p., muiaHyeThCsl CTBOPEHHS HaliOHAIBHOL
crcTeMH reoindopMariiitnoro 3ade3rnevyeHHs Ta MpoBEICHH MOHITOPUHTY HaI3BUYAHUX CUTYAIli}.
Ils cucrema Oyzae CKIIaJ0BOIO YAaCTHHOIO e€Bporelichkoi nporpamu Copernicus, sika 10 2012 poky
Mmana Ha3By Global Monitoring for Environment and Security (GMES) [22], Ta cBiToBoi Global
Earth Observation System of Systems (GEOSS), sika Oyzne 3a0e3nedyBatu ekcIuryaTailito i iHpop-
MaIliiHUX CEePBICIB 3alliKaBJICHUMH KOpHCcTyBadamu [23].

[Ipobnema, sika HaOyBae 0COOMUBOI aKTyaJIbHOCTI B MEXax IBOTO JOCIIKEHHS, OB’ A3aHa 3
TUM, M0 HAa CHOTOJHI III€ HEJAOCTaTHHO BPETYJIHOBAHE HA 3aKOHOAABUOMY DIBHI NMUTAHHS IOJO
BIIPOBAJPKEHHS JIISUTBHOCTI y cepi CyImyTHUKOBOI HaBiraiii, 30kpema mo1o [24]:

- 3a0e3meueHHs Oe3nevHoro Bukopucranus inpopmarii GNSS;

- pO3poOIJIEHHST Ta 3aCTOCYBAaHHS HALlIOHAJBHUX CTAaHAAPTIB 1 TEXHIYHUX PETIIAMEHTIB 00
BUPOOHMIITBA amapaTypH, 3acCO0iB CyIyTHHKOBOI HaBiraiii, CrieriagizoBaHoro MporpaMHoro 3abes-
MEYEHHsI, HaJJaHHsI CYIIyTHUKOBUX HaBiraluifHuX 1HGOpMaLIHHUX MOCIYT;

- 00MiHy 1H(OpPMAIlIE€I0 MDK BITYM3HSIHUMH Ta 1HO3EMHUMHU (PYHKI[IOHATHbHUMHU JIOTIOBHEHHSI-
MU;

- 3axucTy 1HopMarii y cdepi CynmyTHUKOBOI HaBirauii BiATIOBITHO 10 BUMOT 3aKOHY YKpaiHU
“IIpo 3axuct iHpopMallii B iHPopMaliiiHO-KOMYHIKalIiHUX cuctemax” [25];

OuikyBaH1 pe3yJbTaTH MICJI YXBaJIEHHS NMPOeKTy 3akoHy Ykpainu "lIpo nepxaBHe peryito-
BaHHSA Yy cdepl cynmyTHUKOBOI HaBiramii" [24] nmepexdadyaroTh Taki rmepeBard, K MiJBUIICHHS PiBHS
0e3rneKu Ta HaJAIMHOCTI TPaHCIOPTHO-JIOTICTUYHOTO KOMIUIEKCY, PO3BUTOK HOro iHPpacTpyKTypH, a
TaKOX MIJBUIICHHS SKOCTI HaJaHHS HaBIrallliHUX MOCIYr KOPUCTyBayaM HaBITaI[IfHUX MOCIIYT
VYkpaiHu.

JisnbHICTD y cepl CymyTHUKOBOI HaBIraili 3{1HCHIOETbCS 3a TAKUMH Harpsimamiu [24, 26]:

1. MOHITOPUHT 3 BUKOPUCTAaHHAM (YHKI[IOHAJbHUX HaBIralliHUX 1HQOPMAIIITHUX CUCTEM IS
00'€KTIB CYIyTHUKOBOI HaBiraiii B ramxy3sx OYIIBHHUIITBA, CHEPreTHKHA Ta TPAHCIOPTHOI iH(]pa-
CTPYKTYPH 3 METOI0 CBOEYACHOTO 3aro0iraHHsl BAHMKHEHHIO HAJA3BHYAHUX CUTYAIlll Ta JIKBIgaIi
1X HACIIIIKIB.

2. CTBOpeHHs, PO3BHUTOK 1 eKcruryaTalis (yHKIIOHATHHUX JOMOBHEHb Ta HaBITAIlIWHUX 1H-
dbopmariiHux cUCTeM, a TaKOXK Ha/JaHHs CyNMyTHUKOBUX HaBIraliiHUX 1H(OPMAIIHUX MOCITYT KO-
puctyBadam. e Bxiroyae oOMiH iHpOpMAIIE€0 MK BITYU3HSIHUMHU Ta 1HO3EMHUMH (YHKITIOHATb-
HUMH JJONTOBHEHHSMH Ha OCHOB1 BUMOT 3aKOHOJ[ABCTBA Ta MIKHAPOJHHUX JIOTOBOPIB.

Biamoigno 1o npoekty 3akony Ykpainu "lIpo aepxkaBHe peryitoBaHHS y cdepi CymyTHHKO-
BOoi Hapiramii" KopucTyBaul ri00adbHUX HaBIralliiHUX CYIMYTHUKOBUX CHCTEM MOXYTh OYyTH
TUMYaCcOBO OOMEXEHI B CYITyTHUKOBUX HaBIrallIiHUX BU3HAYEHHSAX BJIACHOIO alapaTyporo Ta 3aco-
O0amMu CynmyTHUKOBOI HaBiraii (IMOBHICTIO a00 3 Oa)kKaHUM PiBHEM TOYHOCTI) Ta B OTPUMaHHI 1HIITMX
CYMYyTHUKOBUX HaBiraliiHuX 1H(GOpPMAaLIMHUX TMOCIYr y IEBHUX paiioHax Ta/abo0 Ha TEBHHUX
00’exTax, Je iICHye BIMChKOBA 3arpo3a abo Hebe3leKka TepOPUCTHYHOI MisIbHOCTI. [le momoxeHHs
periaMeHTye BIIPOBAPKEHHS 3axoAiB npoTuii atakam no tuny GPS spoofing Ta GPS jamming Ha
GNSS, a Takox 3axuCT Bij iHIMX Xakepckux Kibepatak Ha IKC GNSS.

3axuct iHQopMmanii y cdepl CymyTHUKOBOI HaBirauii B 0OOB’A3KOBOMY MOPSAIKY Mae
3MiACHIOBAaTHCA BIANOBIAHO M0 BUMOr 3akoHy Ykpainu "IIpo enexktponHi komyHikamii" [27].
3axucTy mijuiarae iHpopmariis, sika:

- IOCTAYa€ThCs y CKJIa/l CYMyTHUKOBUX HaBIraliiiHuX iH(GopMaliiHUX TOCIYT KOPUCTYBayam
(YHKI[IOHATBHUX JIONOBHEHDb Ta HaBIralliiHUX 1H()OPMALIIHUX CUCTEM, IO BUKOHYIOTh 3aBJIaHHS Y
cdepi 000pOHU Ta HALIOHATIBHOT O€3MEKH, IUBUIBHOTO 3aXUCTY HACEJIEHHS Ta 00'€KTIB 1H(paCTpyK-
TYpH, a TAKOK OXOPOHH MTPABOMOPSAKY;

- OMPAaIbOBYETHCA Y (DYHKIIOHATBHUX HaBIraliitHux iHGOpMaLiiHUX cUCTeMax.

3okpema, npoekToM 3akoHy Ykpainu "IIpo 3aTBepykeHHs 3aranbHO/EpKaBHOI LIJILOBOI Hay-
KOBO-TEXHIYHOT KOCMIYHOi mporpamu Ykpainu Ha 2021 — 2025 poku" (peectp. Ne 6129 Bix
04.10.2021) [28] nependaueno 3axia "Po3Butok CucteMu KOOpAMHATHO-4aCOBOTO Ta HaBIraliiHO-
ro 3a0e3nedeHHs YKpaiHu Ta 3a0e3MeueHHs] BUKOPUCTAaHHS 1H(OpMaliiHUX CepBICIB €BPONEHCHKOT
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HaBirauiiHoi cynmytHukoBoi cucreMu EGNOS/Galileo na Teputopii Ykpainu" 3 ¢inancyBanusMm y
po3mipi 40,78 mapa. rpusens 1o 2025 p.

AHaJIi3 0OCHOBHHUX JOCJIi/KeHb i myOJrikamiii.

[TpoGnemaruili KiGep3axucTy CYMyTHHUKOBOTO 3B’SI3KYy MPUCBSYEHO YMCIICHHI HAYKOBIi Ipaili.
3okpema, y [29] BuCBITIHIOIOTBCS cydacHi TexHonorii 3axucry Big GPS spoofing, cepen sxux:
aHaJi3 MOTY)XKHOCTI CHTHAJly Ta HOro XapaKTepHCTHK, 3acTOCyBaHHs mudepenmiiiHoro GPS
(DGPS), BukopucTaHHS MYJIbTHYACTOTHUX Ta 0araTOCHCTEMHUX MPUHMadYiB, aBTCHTU(]IKAIiS CHT-
HaTiB, QUIBTpAIlis HA OCHOBI METO/IB MAalIMHHOTO HAaBYaHHS, a TAKOX IHTETpallis 3 1HEPIIHHUMU
nasiraniiaumu cucremamu (IHC). B po6orti [30] Hamano aHami3 METOMIB 3aXHCTy OE3MUIOTHUX
nitaneHuX amapariB (BIJIA) Big atak tunmy GPS spoofing s 3abe3neuenns 0e3meyHoi HaBirarii.
PosrnsgaroTeest pi3HI MiAXOOM 0 TiABHMIICHHSA (QYHKIIOHAIBHOI edexTuBHOCTI BIIJIA B ymoBax
ki0ep3arpos, a came, HalpaBJieH! Ha ONTUMI3aLli0 MTOJIbOTIB aJITOPUTMHU Ta METO/IU, 1110 J03BOJISIOThH
IIBU/IIE Ta TOYHINIE BHPINIYBAaTH 3a/adl IUIAHYBaHHS I[IOJIOTIB, BHU3HAUEHHS aHOMAld Yy
HaBIMalIMHUX JAHUX, IHTETPALI0 IITYYHOTO IHTENEKTY (F€HEpaTUBHUU AW3aiiH, alrOpUTMH Ke-
pyBaHHsS POEM, KOMII IOTEPHUH 3ip 1 MeToJ 1H()OPMaLIHO-€KCTPEMAILHOTO HaBYaHHS), 3alpoIio-
HOBAHO BUKOPHUCTAaHHA cxemu 2+2, sika ckiagaerses 13 IHC, GNSS, pagapiB Ta onTHYHHX cUCTEM
JUTSI TIABUIIIEHHST HAIWHOCTI MUIOTaXXHO-HaBITaIliitHOro obnaaHanHs. J[0JaTKOBO aBTOpU 3a3Hava-
10Th, 110 Y HAYKOBIH JIiTepaTypi iICHY€ AOCUTh Maji0 pOOIT, MPUCBSIYEHUX acleKTaM HaIIHOCTI Ta
BimMoBocTiiikocTi GNSS npuctpoiB npoTH kibeparak. B poboti [31] 3arpornoHoBaHO KOMIUIEKCHHM
TIX1 JJTS THBUIIEHHS CTIMKOCTI Ta SIKOCTI CYITyTHUKOBOTO MPUAMAILHOTO OOJTaJIHAHHS JI0 BILIH-
By 3aBaja tuny GPS spoofing Ta GPS jamming 3 BUKOpUCTaHHIM MpHUIMaNbHUX aHTEH Ha 0a3i ¢a-
30BaHUX AaHTCHHUX pemiToK. B po0oTi [32] Haromomryerbes, mo ManimyJssiis dacom GNSS e
CEPHO3HOIO 3arpo3010 JIJIsl HABITAI[IMHAX CHUCTEM, OCKIJTBKH aTaKu MOXYTh 3/IIHCHIOBATUCS SIK CHH-
XPOHHO, TaK 1 aCHHXPOHHO, 3MIHIOIOYM MITKY 4acy npuitmada GNSS. JlaHi nocnipkeHHs miATBEp-
JOKYIOTh, IO BUKOPHUCTAHHS KOMOIHAIlIl JIOKaJbHUX 1 BIIJAJICHUX JDKEPET MITOK Yacy JI03BOJISE
e(eKTHUBHO BUSBJIATH Taki aTaku. Y poOoTi [33] MOCHITHUKU CIPOEKTYBAIM Ta PO3POOMIIH aTaKy,
sKa JO03BOJISIE MIAPOOSATH MICIIE3HAXOKEHHS a00 pyX MNpuiMada-KepTBH 03 3MIHU 3MICTY
HaBITAIIfHOTO TOBIJOMJICHHS peajbHOTO CHUTHATYy NUIIXOM peTrpaHcisnii curHaimie GNSS. B
3B’SI3Ky 3 HEOOXITHICTIO 3amoOiraHHs KidepaTakaM, IO 3arpOoXKyHOTh IUTICHOCTI JaHUX AUQEPEH-
[IaJIbHUX MOTPABOK B aBTOHOMHIM cuctemi nudepeniiiansaoi kopekiii (CIK), HayKoBIIl 3amporo-
HyBanu [34] BupimeHHs miel mpobiaeMu nuIIxoM yCyHeHHs Bpa3iauBocTi qaHux C/IK, sika BuHHMKae
npu BukopuctanHi MDS5 y mpotokoni NTP. 3anpononoBano momudikamiro NTP-cepBepa uacy
CJK Biamosigao g0 cxemu ANSI X9.95 i3 3acTocyBaHHSAM KpuUnTOrpadiqyHO CTIHKOI IMITOBCTaBKH
(MAC). Takox mpoBeneHo Metposioriude mociimkeHHs makety NTP-cepsepa CJIIK i3 Bukopwm-
cTaHHsAM Kpunrorpadiudo criikoi MAC.

MeTtoto CTaTTi € aHaI3 Ta OCHIKEHHS ICHYIOUHUX MOJIEICH Ta METO/IB 3aXUCTy BiJ Kidep3a-
rpo3 Ha GNSS nuIsXoM HaJlaHHA Ta OOIPYHTYBaHHS PEKOMEH AN 11100 BIPOBAKEHHS CyYaCHUX
pimenb B iH(opmaniiHO-KOMYyHiKaliiHi cuctemu aBToHoMHUX CJIK 3  ypaxyBanHsM
BHMOT HalllOHAIbHUX CTAHJIAPTIB JI0 PiBHs OE3MEKH B MOCTKBAHTOBHUH MEPIO/I.

OcHoBHi ki0ep3arpo3u 1 aBToHoMHOI CIIK GNSS

1. I'myminns curnany (GPS jamming).

BukopucTaHHs MOTYKHHUX PaJio4acTOTHUX IMEPELIKOJl MOKE MOBHICTIO OJIOKYBAaTH IpuiimMaui
GNSS, 3mymyroun cucTeMu BTpadyaTH CUTHAJ] 1 NPUNUHATH HaBirauito. Lle ocobauBo HeGe3neuHo
JUIs aBiallii, MOPCHKOTO TPAHCIIOPTY Ta BIMCHKOBHX omepaliid. /locTynHi Ha PUHKY HMPUCTPOT A
rinyuriaas GNSS-curnanis, ski komryots 10 100 $ [14], MmoxxHa epeKTHUBHO BUKOPHCTOBYBATH IS
necrabinizanii HaBiraiitHo1 iIHPpacTpyKTypHu.

2. Cnydoinr curnany (GPS spoofing).

Lle araka, npu siKiit cTBOproeThest GanbinBuil GNSS-curnasi, mo 3Myurye npuiiMay BU3Ha4aTH
HeNpaBUIbHE MICIIENONOKEHHs a00 Yac. BUKOpHCTOBYEThCs JUIs IIaxpaiiCbKUX CXeM, HampuKial,
BUKpAJICHHS BaHTaXiB a00 BBEJEHHS B OMaHy HaBiralifHUX CHUCTEM aBTOHOMHOT'O TPAaHCIIOPTY.
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V BiiicbKOBIH c(epi Taka aTaka MOXKE CHPUYMHUTH JE30Pi€HTAIiI0 BIHCHKOBHX JIPOHIB ab0 30poi 3
CYITyTHUKOBUM HaBEICHHSIM.

3. Kibeparaku Ha HazemHy iH(ppacTpykrypy GNSS.

GNSS-curnanu cnabki, TOMy Ha3eMHI CHCTEMH KOPEKIlii Ta MOHITOPHMHTY MAarOTh Ba)KJIHBE
3HA4YEHHs JUIs 3a0e3MeUeHHs KOPETyBaJIbHOIO 1H(POPMAIIIEIO CIIOKHUBAYIB. XaKEPChKi aTaKd MOXYTh
BuBectH 3 naay IKC aBronomuoi CHAK, oo CyTTeBO CIPUYMHUTH BUKPUBIICHHS HaBIrallilHUX Oa-
HUX y KDUTHYHHX TaTy35X.

MogeJi Ta meToam kidoepaTtak Ha aBToHOMHY CJIK GNSS

1. GPS spoofing. Araka ciy¢inry 6a3yeThcsi Ha Mepeaadi CUTHANIB 3 MapaMeTpaMu, CXOKUMHU
Ha cnpaexkHi curHamu GNSS, ane 3 moaudikoBaHMMU JaHWMHU HaBiramii. MaremaTnyHo 6a30BUI
MPUKJIIA/ CUTHATY CITy(iHra MO>KHA OITUCATH HACTYITHUM YHHOM.

Cnypep mnoBuHen BiarBoputu pagioyactotHy (RF — Radio frequency) Hecyuy,
ncesnoBunaakoBuit kog (PRN — pseudo-random code) po3mnpeHHs criekrpa, a TakoX MOTIK OITiB
JAHUX KOKHOTO BIOKPUTOro cynmyTHHKoBoro GNSS-curnamy, sikuil BiH Mae€ Hamip MiIPOOHUTH.
Tunosuit npuitasTHit curnan GNSS mae Bursig [35]:

y(t) = Re{XN A;Di[t — T;(D)]C[t — 7, ()] e/lwet=#iO1}, (D

ne N — KUIbKICTh CUTHAJIIB, KOXKEH 3 SKMX BINOBI/Ia€ MEBHOMY CYMYyTHHKY (3 YHIKaJbHUM KOZIOM);
A; — ammunityna curHany I-ro cymyTHuKa; D;(t) — moTiKk OiTiB JaHWX CHTHAIY [-TO CyITyTHHKA;
Ci(t) — ©xomg posmmpeHHs crekrpa (Hanpukiaa, BPSK  PRN abo BOC/PRN);
7:(t) — xomoBa 3arpumMka (TOOTO, KOJU TpuiiMad "OGauuTh" 1el CHUTHAN); w.t — Hecyda 4acrora;
@;(t) — dbazosuii 3cyB (beat carrier phase) i i-ro cUTHAITY.

Crniydep nepenae Habip (HaapIIMBUX CUTHAIIB, MOJIOHUX JO:

Vs (t) = Re{ZévzslAsiD\L[t - Tsi(t)]ci[t - Tsi(t)] ej[wct_(pSi(t)]}’ (2)

ne mapameTrpu (QeikoBux curHamiB (mus i = 1, ..., Ng): Ag; — ammunityna, Ty, — KOIOBa 3arpUMKa,
@i (t) — dasza mecyyoi.

Hominaneno Ng; = N, TOOTO KUTBKICTh (PEHKOBHX CHUTHAJIB JOPIBHIOE KUTHKOCTI CIIPaBXKHIX.
KosxeH cny(diHroBHid CHTHAT TIOBHHEH MaTH TOW cammuii kox Ci(t), mio i BiMOBIIHHUNA CIpaBKHIM
CHTHAJ, 00 0OXypHTH mpHiiMad. 3a3BHuail mepenaroTh HaMKpaIly omiHKy 6iToBoro motoky D,(t),
sakuid MaB Ou OyTtu. LI mapamerpu MOXYTh TPOXHU BIAPI3HATHCH BiJ CIPaBKHIX, OCKIJIBKH 3aJIC)KHI
B1JI MTOJIOKEHHS aHTEHU crydepa.

[ToBHA MOJIETTH TIPUITHSITOTO CUTHAITY:

Yeor (£) = y(O) + y5(8) + v(2), 3)

ne v(t) — mym (B OCHOBHOMY — OUIHI TayCiBChKHUH).

VY neskux BUNAAKAX IeM IIyM € OCHOBHHMM JDKEpesioM mepemko. B iHmmx — came cmydep
CTBOPIOE 3HAUHY YAaCTUHY CUTHAIY, BKIIOUAIOUH SIK JaHi, TaK 1 IIyM.

2. GPS jamming. I'mymiHHS peanizyeThCcsl IUIIXOM Iepefadi LIyMOBOro abo Y3roKeHOro
CUTHAJy 3 BUCOKOIO MOTYXKHICTIO, 1110 TIEpEBHUIILY€ piBeHb KoprcHOro curnary GNSS. Marematnano
0a30BHI1 IPUKJIA CUTHATY TIYLIIHHS MOXHA onucaru sk [36]:

x;(t) = Ajexp (j@o +j2m fot_rpfi(u)du), (4)

ne Aj — amIunTyga CMrHaly DIYIIHHSA, T, — 3aTPUMKa TOIIMPEHHs CHMTHANy BiJ reHeparopa
3arIylIeHHs 70 npuiimada, 6, — (a3oBe 3MIIIEHHs CUTHAy 3anIyleHHs, f; — MUTTEBA 4acToTa 3
MEePIOIMYHUM XapaKTEPOM.

3. Xakepchbki ataku Ha aBToHOMHY CJIK:

— DDoS-araku Ha cepBepu aBroHoMHOi CJ/IK. Posnomineni araku Tumy "BigMOBa B
obcnyroByBanHi" (DDoS) copsmoBani Ha nepeBaHTaXeHHA cepBepiB aBToHOMHOI CJIK
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YUCICHHUMHU  3allUTaMHd, 1[I0 MNPHU3BOAUTH O iXHbOI  HemoctymHocTi. DDoS-araku
XapaKTepHU3YIOThCS IHNTEHCUBHUM TpadikoM i3 6ararbox pKepes 10 HiTbOBOrO CepBepa.
DDoS-araka Ha cepBep-KEepPTBY BHCHAXXYE PECypCH LIJILOBOTO CEpBEpa, IO 3MYIIYE CEpBEp
BIIMOBJISITH y 3 €JIHaHHI HOBUM JICTITUMHUM KJIi€HTaM. BUCHa)XeHHsI pecypciB cepBepa MOXKe
CTOCYBaTHCsl SIK MPOIYCKHOI 3aaTHOCTi, Tak 1 OydepHoi mam’ari cepBepa-xeprBu. Hactymne
PIBHSIHHS HaJla€ BU3HAYCHHS 3arajibHOI KIMOBIPHOCTI BUCHAXCHHS PECYPCIB Ha cepBepi-xkepTsi [37]:

Totalgaer = 1 — (1 — PP)(1 — PM), (5)

ne Totalgitqex — WMOBIPHICTH TTOBHOTO BHCHAKCHHS PECYpCiB KEPTBHM BHACIHIJIOK aTaKH,
PA— iimoBipHiCcTs BUCHAKEHHS IPOITYCKHOT 31aTHOCTI, PM — iIMOBipHICTb BHCHAKEHHS MaM’Ti.
Jlnist orMcy MOJIeTTi aTaky PO3IVITHEMO JIBa Pi3HI BUIAJIKH B KOHTEKCTI BUCHAKEHHS IPOITYCKHOT
3IaTHOCTI Ta OMepaTUBHOI mam’sti [37].
Bunanoxk A: HMOBIpHICTE BUCHAXEHHS IMPOMYCKHOI 3/1aTHOCTI BU3HAYAETHCS PIBHAHHAM

[37]:
()
CT
pr=tl ©)
Zic=oﬁ
ae
94 4 Oy
_ ﬁA + )BN _ (TBA + TBN)
@ = = : (7)
.BTotal :BTotal

C — KUIBKICTh BIIKpUTHX KaHaTIB a00 HEBUKOPHCTAHOI MPOIMYCKHOI 3MaTHOCTI; 34 — MPOITyCKHA
3aTHICTh, IO CIOXKUBAETHCS AaTaKyIOUMMHU KII€EHTaMH; [y — TPOMYyCKHA 3IaTHICTh, IO
CIIOXKUBAETHCS JICTITUMHUMH KITIEHTaMH; Brorq; — 3aTabHA MPONMYCKHA 31aTHICTh; g4 — PO3MIP
MePEeIaHOr0 TaKeTa JUIA aTaKyHo4YMX KIIEHTIB y KOHTEKCTI MPOIYCKHOI 3laTHOCTI; gy — pO3MIp
MePENaHoOro TMakKeTa JyIsl JISTITHMHUX KITIEHTIB Y KOHTEKCTI MPOMYCKHOI 3IaTHOCTI; Tgy — YacToTa
npuOyTTs (IHTEpBaJI) MAKETIB aTaKyrUWX KIIEHTIB; Tgy — 4YacTtoTa mMpuOyTTs (1HTEpBa) MAKETIB
JIETITUMHUX KJTIE€HTIB.

[Ipumyckarouu, 1o po3mip NMakeTiB NOAIOHMIA y BUIIAIKaX arakd W 3BUYAHOrO Tpadiky TOOTO:
Opa = Ogy = Op, MAEMO:

) 1 1 1 ) ) 1
az—B(—+—)=K><—,OCKmLKI/I E - K, — >0, (8)
Brotal \TBA  TBN TBA Total TBN

ne K — neska xoucraura. To0OTo:
aoc— . )

[aTepBan Mixk IpUOYTTSAM MAKETiB BU3HAYAETHCS SIK Yac MIXK JIBOMAa CyMIXKHUMU IMaKeTaMH BiJ
ofHoro KiieHTa. BukopucroBytouu piBHsHHS (6) Ta (9), oTpuMyemo 1Ba BUCHOBKH [37]:

pB 1 10
oc J—

- (10)
Ta

1
PP ocaox —. (11)
Tpa
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Bumapgoxk B: iMOBIpHICTh BUCHAXEHHS aM’sTi a00 Oydepa 3agaeTsbest piBHAHHSAM [37]:

(yMTotal)
MTotal

pM = S 12
MTotaly_l ( )
Zi=0 i!
I
1) 1) ) Y
)/=1V1A‘|‘1V11\1=ﬂ+M SinceMA=ﬂandMN=M,
TMa TmN Tma TuN
TOOTO

1 1 1) . . 1
Y =68y (—+ —) = M [since 6y 4 = Syy = Oy and since — — 0].
TMA TMN TMA TMN

Maemo:

y o ——. (13)

TMA

Buxopucroytoun piBHsiHHSA (12) Ta (13), orpumaemo aBa BUCHOBKH [37]:

PM ! (14)
MTotal .
1
Py o« — . (15)
Tma

Ataku Tuny "moguHa mnocepenuHi" (Man-in-the-Middle, MitM). Takuii Bux araku
CIpSIMOBAaHUM Ha MEpPEXOIJICHHS Ta MOXJIUBY MOAMDIKAIIIO JaHUX, II0 MEepPealoThCsl MK JBOMaA
cTopoHamu, 0Oe3 ixHpOro Bimoma. Y koHTekcTi aBToHOMHMX CJIK GNSS mne moke o3Havaru
MEPEeXOIUICHHS JaHUX MDK MpuiiMadyeM Ta Ha3eMHUMH CTaHIISIMH KOpEKIii, M0 03BOJIsE
3JIOBMHCHHKY 3MIHIOBAaTH a00 MmiaApoOiIsATH HaBiramiiHi maHi. Taka araka CTaBUTh IIiJ 3arpo3y
KOH(IACHITIHHICTD, IIUTICHICTh Ta aBTCHTHYHICTD Mepeaanoi iHpopmartii.

[Ipunyctumo, mo madi d mepenaroThes Bif BiampaBHUKA A 10 oTpuMmyBada B uepe3 kaHal
3B's13Ky. 3MOBMUCHHK M IepexoILTioe Ii JaHi, 3MiHIoe iX Ha d' i mepemae B. MarematudHo 1e
MokHa onucatd ak: A - M:d; M(d) = d'; M — B:d'. lle npusBomuTh 10 TOro, 10 B orpumMye
MoudikoBaHi gaHi d' 3aMiCTh OpHTiHAIBHUX d, 10 MOKE BHKJIMKATH HEIPABHJIbHE BHU3HAYCHHS
KOOpAWHAT a00 1HIIHMX MapamMeTpiB.

Ataku Ha niporpamue 3abe3nedenns (I13) aronomuoi C/IK GNSS. KpuntoaHamiTHKH MOXYTh
BUKOPUCTOBYBaTH BPA3MBOCTI B MporpaMHoMy 3a0e3rnedeHHi aBToHOMHOI CJIK nnsi BukoHaHHS
HECaHKIIIOHOBaHMX Jiil, TAKUX K BUKOHAHHS WIKIIUBOro Koy, mpoHukHeHHs B IKC ta orpumanHs
JOCTYIy 10 KOH(iAeHIIIHHNX gaHuX. Hanpuknan, mpumycTUMo, 0 B MIPOrpaMHOMY 3a0e3MeueHH1
BeO pecypcy aBroHOoMHOI C/IK € Bpa3nuBicTh, sika 03BOJII€ BHUKOHATH IEperioBHEHHS Oydepa.
3I0BMUCHHK HAJCUIIAE CNEUIaNbHO CPOPMOBAHMI CUTHAT Seyploit, AKMA BUKJIHMKAE IIEPETIOBHEHHS

Oydepa i 103B0JIsI€ BUKOHATH IIKIAJIMBUH Ko MaTeMaTHYHO 1€ MOKHA OITUCATH SIK
Sexploit = {51: S2) e :Sn} s (16)

1€ S; — YaCTHHU CHT'HANY, sIKi pa3oM MepeBHIIYIOTh po3Mip Oydepa npuiimada. Lle Mmoxe npusBecTn
710 BUKOHAHHS 3JIOBMMCHOTO KOy Ha CTOpOHi BeO-pecypca aBroHoMHOi CJIK, 1m0 Moxke mopymuru
fioro po6oTy abo CpUATH MOPYLIEHHIO HITICHOCTI JJAHUX.

Artaku Ha (Qi3uuHe NPOHMKHEHHs abo mnomkomkeHHs aBToHoMHOi CJ/IK. KibepznounHii
MOXYTh 3[iICHIOBaTH araku Ha HaseMmHi craHuii GNSS, BuBomsum ix 3 jaxy uepe3 ¢izuuHe
MOLIKO/DKEeHHs. Taka araka OUIbI CIpOMOXKHA 37icHUTH caboTax aBToHOMHOI CJIK, pe3ynbrarom
AKkoi € OOMEeXeHHs 10 KOpuryBaybHOi iH(popmanii neBHux perioHiB CIAK. Marematnuny mopenb
(crifikicte aBTOHOMHOI CJIK 10 caboraxky) MOkHa po3paxyBaTH Ha OCHOBI KOHIEMIIi KIaCUYHOT
k-out-of-n cTpykTypH HaAilHOCTI, SiKa peaizyeTbesl uepe3 OlHOMianbHy MOJENb, JIe Ul YCHIINIHOT

ISSN 0485-8972  Radiotekhnika No. 220 (2025) 65
elSSN 2786-5525



poboTu HeoOXiaHO, 00 (yHKIIOHYBaIM pUHaiMHI k 13 n kommoHeHTiB [38,39]. [Ipunyctumo, mo
cucremMa Mae N Ha3eMHHX CTaHIIH, 1 U1 KOPEKIii CUTHATY MOTPiOHO OMHOYacHE (PyHKIIOHYBAHHS
Ny¢q cTanuii. IMoBipHicTh HOpManbHOi pOOOTH CTAHIIT IIC/IS aTAKH BU3HAYAETHCS K

Pwork =1- Pfail , (17)

ne Prqi — AIMOBIPHICTb yCIIIIHOTO BUBEICHHS CTaHIIii 3 JIay.
SIKImo arakuM He3aIekKHI MDK CTaHISIMH, HMOBIpHICTH TOro, mo xoda 0 Nreq craHmii
3aJIMIIATHCS MPAle3aaTHIMU:

N
N
Poyrvive = z (k) Pvllclork(l - Pwork)N_k . (18)

k=Nreq

Ao Pgyppive MAJAE€ HUKYE TIEBHOTO 3HAUEHHS P.pj;, CUCTEMA BBAXKAETHCS HENI€3ATHOIO, 110
MOPYIIY€E TOCTYIHICTD TaHUX.
K110 37T0BMUCHUK OTHOYACHO aTakye M cTaHIlii, TO HMOBIPHICTh 3HHUILIEHHS KOXKHOI:

M
Py = N (19)

BusnaueHHs MiHIManbHOI KUIBKOCTI CTaHIi M., fKi Tpeba arakyBaTu AJisi BUBEIEHHS
CHCTEMH 3 JIaJy:

N

] N
Mgy = N — ming Z (k) P\ff/ork(l - Pwork)N_k < Perie |- (20)
k=Nreq

MopeJti Ta metoau 3axucty aBToHoMHOI C/IK GNSS Bin kideparak

1. Asmenmudpixayis GNSS na pieni cuenany.

Commercial Authentication Service (CAS) — me cepBic aBTeHTH}IKAII CUTHAIIB, IO
HAJAEThCSl €BPOMNEHChKOI0 HaBiramiHow cucremoro Galileo. CAS 3alesmeuye kopucTyBadam
MOXJIUBICTB TIEPEBIPSITH aBTCHTHYHICTh OTPUMAHUX HAaBIrallliHUX CHUTHATIB, IO MiABUIIYE 3aXUCT
BiJ cry(iHTY Ta IHIIWX BUIIB aTaK HA CHCTEMH MO3UITIOHYBaHHSI.

OcnogHi xapakrepuctukd CAS. Curnan E6-C: CAS BUKOPUCTOBY€E MUJIOT-KOMIIOHEHT CUTHAITY
E6 (E6-C), skmii mepemaerbcsi Ha dacrori 1278,75 MIm. Ileli KOMIIOHEHT MOXe OyTH
3amu¢poBaHU IS 3a0€3MeUeHHs KOHTPOJILOBAHOTO IOCTYITy Ta aBTeHTHdikartii (puc. 2) [40].

Kopucrysaupbkuit
[Ipuitmay
T T

:—l’[epezlaqa GNSS curnany (E6—C)—>i

GNSS CynytHux Cepsep ABTeHTH(IKALI]

:—3armT Ha IepeBIpKy aBTCHTI/I‘{HOCTi—NI

|
|
|
| | .

[ ——HananHs kpunrorpadivHOro KIrogya——i
| |

|

|

l«TlepeBipka kpunTorpadivHoro mimmucy— :

i—HilITBepﬂ)KeHHH CIIPaBXHOCTI cnrHany—bi i

I :—36epe>1<eHH>I pe3yabTaTy aBTeHTH(biKaui'i—bl

| | |

KopucryBaupkuii
Ipuiimay

GNSS CynytHux CepBep ABTeHTH(IKALIIT

Puc. 2. Aprentudikamnis GNSS Ha piBHI cUTHaAITY
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2. Ananiz nomyscHocmi ma 1io2o xapaxmepucmux 015 eussienus amaxu GPS spoofing.
[TpuHIMn aHaNi3y HOTY>)KHOCTI CUTHAJTy CUTHAITy Ta HOTO XapaKTepUCTHK JUIS BUSBICHHS aTaKH
GPS spoofing naBeneno Ha puc. 3.

’ GPS Ilpwuiimau ‘ ’ Monyne Ananizy Curaary ‘ ’ Cucrema CrioBiteHHs
T T

. |
OI'pI/IMa.HHSI BX1JHOT'O CUTHATy——————™

BuMiproBaHHS TOTYXHOCT1 CUTHAITY

A

OmiHKa CIIiBBITHOIIEHHS CHIHA/IIYM

R

:
AnHani3 (a30BHUX XapaKTEePHCTHK
)

T . = T
“ [BI/ISIBJ'ICHO ElHOMaIIll] CHOBIIHCHH)I po M'O)KJ'II/IBI/I]/I. SH}./(blHF,
OTPpUMAaHHA NOAAJIBIINX 1HCTPYKI(IM B1J] CUCTEMHU

[
[

[

[

[

[

[

\

[

l

- ' [
MoHiTopHHT Yyacy IpHOYTTs CUTHAILY I
: \

[

\

[

[

\

[

i

[

[

[

1

TIponoxeHHs

| |

[AHoMaiii e BUSBIEHO] | § !
HOPMAILHOI po6OTH !

1

<
I

’ GPS H}l)nﬁMaq ‘ ’ Mopnyns Ananizy Curaary ’ Cucrtema CHOBIIICHHS ‘

Puc. 3. AHaii3 MOTY)KHOCTI CUTHAITY Ta HOTO XapaKTepUCTHUK Juis BusiBieHHs ataku GPS spoofing

[Tix gac crydinroBoi araku A03BOJISE BUSBISITH Taki aHomanii. CepenHsi MOTY>KHICTh CUTHATY
GPS (L1 C/A) na nosepxsi 3emni = —130 dBm. Cry¢inrosi curnanu 3a3Buuail MaloTh MOTYKHICTh
Bim —100 dBm 31m0BMUCHHMK MOXXE TepeaBaTH CHUTHAIHM 3 TOTYXKHICTIO, BHIIOK 3a MOTYXKHICTh
peaNbHUX CYNYTHUKOBUX CHUTHaliB, 100 3MyCHUTHM MpuiiMad mnpuiimMard miApoOieHi JaHi.
MoHITOpUHT BX1THOI TOTY)XHOCTI curHainy 10 —80 dBm, mio 3Ha4HO BUIIE BiJ CHIPaBXHBOTO
CYITyTHUKOBOTO cHUTHaiy. JlomycTrme BIOXWUJIEHHS MOTY>KHOCTI Ui aBTEHTUYHOIO CUTHAIly HeE
oubire +3 dB, 110 € cTaHAAPTHUM JIOTTYCKOM y 0aratboX pagioyacTOTHHUX CHCTEMax.

Ominka croiBBigHOmeHHs curHan/mymM (SNR — Signal-to-noise ratio). BumiproBanuss SNR
JI0TIOMarae BU3HAUWTU TPAaHWUYHI 3HAYEHHS, MEPEBUILECHHS SKUX MOXE BKa3zyBaTW Ha CIy(iHTOBY
araxy. Hopmanpae 3HadeHHs: SNR s aBrenTuunoro GPS-curnamy cranosuts 30 — 50 dB-Hz.
Crydinrosi curaanu MoxyTh MaTd SNR > 55 dB-Hz, 1o Bkazye Ha moTeHIiliHy araky. BusBieHHs
aHOMaJIbHUX 3HaYeHb > 10 dB Bume cepemHporo piBHA MoOXKe CBITYHTH Mpo cmydinr. SNR
BM3HAYA€ThCA AK BIIHOIEHHS MOTYXKHOCTI cMrHany (Pgigna)) 10 notyxuocTi mymy (Phoise):

SNR = Lsignat Q1)

Proise

Ile BigHOMmIEHHS BUpaxaeThes B aenmoenax (dB) 3a momomororo hopmynu

SNRyz = 10 x logy, (%). (22)
noise

(TOA) xonuBaethcst B Mexax 10 — 100 ue. [Ipu arami crydinrom 3aTpuMKu MOXKYTb OyTH Bif
500 HC 10 KUTBKOX MC, OCKIJIbKH CUTHAJIM TIEPENaloThCs 31 3HAUHO OJMIMKYOI BijcTaHi. BigcTexeHHS
yacy MpHUXOAY CUTHAJIB 103Boyise Monitopunr vacy npuOyTTs curHaiiB (Time of Arrival, TOA).
Jlns 3BUYAWHUX CYNyTHHUKIB 3aTpUMKa CHUTHATY BUSIBISATH BIiIXWJICHHS, SKIi MOXYTh OyTH
CHPUYUHEH] CITy(iHTOM.

PizHuiro yacy npubyTTss MOkHa 00UMCIUTH 3a hopmyroro [41]:

Ad = ¢ x (At), (23)

Jie ¢ — IWBUJKICTH CBITIIA; At — pi3HULA y Yaci IpUOYTTS CUTHAITY B KOXKHY pe(depeHCHY TOUKY.
VY BOBUMIpHOMY ITPOCTOPI MAEMO HACTYIIHE PIBHSHHS:

Ad = J((x2— )2+ (y2— y)?) — J((x1— 02+ (y1 — y)?), (24)
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ne (x1,y1) ta (x4, y,) — BigoMi KoopauHaTH peepeHCHUX TOYOK (MAasKiB).

BukoprcToByrouM METOAM HENiHIHHOI perpecii, e piBHAHHSI MOXKHA MEPETBOPUTH Y (POpMY
rinep6onu. Ilicns oOYMCIEHHS MOCTAaTHBOI KIIBKOCTI TAaKMX TirnepOoi TOJOKEHHS LIl MOXKHA
BU3HAYUTH [IUIIXOM 3HAXO/DKEHHS TOYKH IXHBOTO MIEPETUHY.

Amnaniz ¢aszoBux xapakrepucTuk. IlopiBHSHHA (Da30BUX XapaKTEPUCTUK BXIJHUX CHTHAJIIB
J0ONIOMarae BHUSBUTH HECYMICHOCTI 3 pEaJlbHUMHU CYIMyTHUKOBUMH CHTHaiamu. Jlomyctume
BigXuieHHs (a30Boi 3arpuMku crpaBxkHix GNSS-curnanis < 1 pag. CrydiHroBi curHamIu MOXYTh
MaTH aHOMaJIbHI 3MiHH ()a30BOTO KyTa > 3 paj y KOPOTKUX YaCOBUX iHTEpBaJIaXx.

3. Inmeepayin IHC 3 GNSS. Takuii meron € epeKTHBHUM Ui IIiIBUINEHHS HaIIAHOCTI Ta
0e3TeKy HaBITaIlIMHUX JAHUX PyXOMHUX 00’ €KkTiB. L[ koMOiHAIIis TO3BOJISIE BUSIBIISATH Ta MPOTUIISTH
arakaM TUIYy cny(iHTy Ta IIyUIiHHA, SKi MOXXYTh CHOTBOpIOBaTH a0 OnmokyBatu curHaium GNSS.
JIist MO€JTHAHHS TBOX CHCTEM IIMPOKO BUKOPHCTOBY€EThCS PinbTp Kanmana, OCKUIBKH Bij 103BOJISIE
BUMiproBatu OesnepepBHi BuMiptoBaHHs [HC (siki HakonmuuyroTh MOXMOKHU 3 4acoM) Ta MEepioJHyHI,
ane TouHi AaHi Bix GNSS (dx1 MOXyTh MaTH nepenikoan abo cryginr-araku). OCHOBHA i/1es Takol
IHTerpanii CKJIaJaeTbcs 3 aKCEIEPOMETPIB 1 FPOCKOIIIB, K1 3a0€3MeUyI0Th BITHOCHE NEPEMIIEHHS
Ta opieHTall0 pyxoMmoro 06’exkrta. GNSS nae abcomoTHI KOOpAMHATH, SIKI MOXKYTb OyTH XMOHUMU
yepe3 kibeparaku. @inbrp Kanmana no3Bossie KOMIEHCYBaTH HEAOMIKH 000X CHCTEM:

[HC 3a0e3mneuye Oe3nepepBHICTh HaBiralii HaBiTh pu BTpati curiainy GNSS;

GNSS xopurye IHC, 3mMeHIyroqn HakOmMIeHHS TIOMHUJIOK;

IHC nonomarae BusiBisatu arakd Ha GNSS (sikmo nani GNSS we Bianosinarotrs [HC, e moxe
OyTH 03HAKOIO CITy(IHTY).

Ha puc. 4 naBeneno npuxnan inrerparii IHC tTa GNSS [42].

4. 3abeszneuenns zaxucmy IKC asmonomnoi C/AK. 3axucm IKC aemonomnoi C/IK € kpumuuro
sadciusum Ol 3abesnevenHs Haoditinocmi ma besneku Hasicauiinux oanux. Mojenm Ta MeTOIH
3axucty IKC aBromomuoi CJIK Bim kibeparak MarOTh BIiJIIOBIaTH BHUMOTaM MIXHAPOIHUX
crangapri, Takux gk ISO/IEC 27001, NIST, IEC 62443, Ta mamionansaux HJI T3I 2.5-004-99,
HJ[ T3I 2.5-005-99 st 3a0e3mev4eHHs] KOMIUJIEKCHOTO Ta CHCTEMHOIO 3aXHCTy BiJI XaKepPChKHX
Kibep3arpo3s [43, 44].

: HasirawjiiHa IHepuianbHM BUMIPIOBaNbHUA | Mpuitmay GNSS
:CVICTEMa (IHC) 6ok (BB} \:\ l

|
|

|
: : CtpangayH PinbTp KanmaHa
| | o6pobka GNSS
| e .

| |
I_ _____________________________ | v v A

' Po3s'A3ok
Poss'asok IHC GNSS

IHTerpauia GNSS/IHC

IHTerpoBaHe HasirauiiHe
pileHHA

Puc. 4. IIpuxnaz inrerpamnii IHC Ta GNSS
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4.1. 3axucm 6i0 DDoS-amakx ua cepsepu asmonomnoi CJK. Jns 3axucty BeO-cepBepa
aBroHOMHOI CJIK Bif mepeBaHTaXCHHS IIIXOM aTakh Ha BiIMOBY B 0OCIyroBYBaHHI MOXYTh OyTH
PO3MISTHYTI HACTYIIHI METOIU 3aXUCTY:

banancyBaHHST HaBaHT@XEHHS MUIIXOM PO3IMOAUTY BXIAHOTO TpadiKy MK JeKiTbKOMa
cepBepaMH s 3aro0iraHHs NepeBaHTAXCHHS OKPEMHX BY3JiB. MareMaTu4HO 1€ MO)KHA OIHCATH
SIK PO3ITOJILT IHTEHCUBHOCTI 3aITUTIB A Ha KUTBKICTH cepBepiB N

A
AcepBep = N (25)

@inprparnis Tpadiky 3a TOMIOMOTOI0 BUKOPHUCTAHHS MDKMEPEXKEeBHX eKpaHiB ((paepBoiiB) s
OnokyBaHHs Tino3pisioro Tpadiky. EQexruBHICTh QuIbTpaiii BU3HAYAETHCS KOS(DIIEHTOM O, KU
MOKa3y€e YacTKy 3a0JIOKOBAHOTO IITKiUTHBOTO TpadiKy:

Ae(l)eKTI/IBHa = (1 - O!)/1 (26)

Kondirypauito ¢aepBona mMoxHa NpeICTaBUTH y BUIVISAI NPUMITHBHOI OlHApHOT MaTpuill
noctyny A:

A4, 0 Ay
Az1Az, 0 Ay @7)
A1l o Ay

ne A;; = 1 — o3nauae n03BosieHMH Tpadik MK cermenTamu [ Ta j, a A;; = 0 — 3a00poHeHuH, e
i € [1,n],j € [1,m]; n — KiNbKiCTH CETMEHTIB-IKEPEN, M — KUJIBKICTh CETMEHTIB-IPHU3HAYEHb.

O6mexxenHss mBuakocti 3anuTiB (Rate Limiting). BcraHoBieHHS MaKCUMalbHOTO 4YHCIIA
3aIMTIB BiJl OTHOTO JPKEpEa 3a OJUHUITIO Yacy, 100 3armo0irTi nepeBaHTaKEeHHIO.

4.2. 3axucm 6i0 amax muny "moouna nocepeouni” (MitM). Jlis 3anmo06iraHHs MepexoTUICHHIO
Ta Moaudikaiii JaHWUX, 0 MepPeaarThcs Mk KommoHeHTamu aBToHOMHOI CJIK, 3acTocoByeThCs
mudpyBaHHS JaHUX TiJ Yac MepemaaBaHHs, sSKe peanizyeThcs yepe3 QyHkmii mudpyBanns E Ta
nemdpyBaHHs D 3 BUKOPUCTAaHHAM Kiroua K

C = E,(M), M = D,,(C). (28)

ne M — opuriHajibHE MOBiIOMJICHHS, C — 3amu@poBaHe MOBIIOMJICHHS.

4.3. Kpunmoepagiunuii 3axucm ingopmayii wiisIXOM BUKOPUCMAHHSA NPOMOKONI8 ma
aneopummis wu@pysanus 0 3abe3neuenus KOoHQpioenyiuHocmi ma YilicCHOCmMi OAHUX:

— 1 TUGPOBUX IMIAMKUCIB MOXYTh 3acTocoByBatucs anroputMu RSA, ECDSA i in.;

— JUIsl TelTyBaHHs Ta nepeBipku nigicHocti — SHA-2 (SHA-256, SHA-384, SHA-512).

— yHOpaBmiHHSA KpunrorpadiuHUMH KirodaMu BignoBigHo no crtangaprtie ISO/IEC 11770,
14888, 9796, 27002. OCHOBHMMH BUMOTaMH €: TeHepalis KIO4iB 3 BUKOPUCTAHHIM
KpunTtorpaiuHo CTIMKUX TeHepaTopiB BUMAAKOBUX YHCEN;, 30€piraHHs KIIOYIB y 3aXUIICHUX
amapataux moxaynsax (HSM — Hardware Security Module); 3amina abo OHOBIEHHSI KJIIOYIB uepe3
MEBHI 1HTEpBaJIM yacy abo MpH Mifo3pi Ha KOMIIPOMETAI[il0; BUKOPUCTAHHSA KIIOYIB Ui PI3HUX
KpUNTOrpapiuHuX CHCTEM; PEECTPYBaHHsS Ta aylAuT [isSUIbHOCTI, MOB’SI3aHOI 3 YHPaBIiHHSAM
KITFOYaMHU.

— 3aXHUCT KaHaJIB 3B'S3Ky — HAINPHUKIAJ, 32 JOMOMOTOI CYYaCHHX MPOTOKOMIB HMIU(PyBaHHS
tpadiky Takux sk TLS 1.3, VPN (IPSec, WireGuard, OpenVPN). 3a0e3neueHHst 000B’sI3KOBOTO
mndpyBaHHs Mk cepBepamu aBToHOMHOI CIIK, 6a3aMu JaHUX Ta KITIEHTCHKUMH MIPUCTPOSIMH.

— 3aXHUCT JAHMX Yy CHOKOi (Ha JUCKax, y 0a3ax JaHWX, B PE3EPBHUX KOIMIAX) JIOLIIBHO
BukopucroByBatu AES (Advanced Encryption Standard) 3 kitouamu He meHie 256 OIT.

4.4. Bnpoeaoxcenus ingppacmpyxmypu eiokpumux kaouié (IBK) ons asmenmugbikayii ma
VIPABNIHHA Yupposumu cepmughikamamu.

4.5. 3axucm 6i0 amax Ha npoepamue 3abe3neuenHs asmounomuoi C/K — morpibHe s
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3a0e3MeYeHHs 3aXUCTY BiJl HECAHKI[IOHOBAHUX Jii, TAKUX SK BIPOBAPKEHHS IIKIUTHBOTO KOy a00
OTPHMAaHHS HECAHKIIIOHOBAHOTO JIOCTYIIY.

Meronu 3axucry:

— peryisipHe OHOBJICHHSI Ta ATYHUHT IPOrPAMHOTO 3a0€3MEUCHHS;

— BUKOPUCTAHHS aHTHBIPYCHHUX 3aC00iB;

— CHCTEMH BWSIBJIICHHsS Ta 3armo0Oirands BtoprHeHb (IDS/IPS) mis MOHITOPHUHTY MEpexeBOro
TpadiKy Ta aKTUBHOCTI ISl BUSIBIICHHS 1111031101 TOBEAIHKH B eneMeHTax aBToHoMHOi CJIK.

4.6. 3axucm 6i0 amax na Qizuuny ingpacmpykmypy asmonomnoi C/K. HeoOXimHwWiA is
3armobiranHst pu3uKy (I3MYHOTO JOCTynmy JO KOHOIACHmiMHMX nanwx. s 3amobiraHHs
HECAHKI[IOHOBAHOMY  JIOCTYIly  JOPEYHO  BCTAHOBJICHHS CHCTEM  KOHTPONIO  JIOCTYILY,
BiJICOCIIOCTEPEIKECHHS Ta OXOPOHH, a TAKO)K BUKOPHCTAHHS PE3EPBHUX CEPBEPIB Ta KaHAJIB 3B'S3KY
Ui 3abe3nedeHHss Oe3nepepBHOCTI pobotu aBTroHOMHOI C/IK y pasi BuXoay 3 J1agy OCHOBHHX
BY3JIIB.

4.7. Koumpone docmyny — BXJIUBHUNA aCTEKT 3aXUCTy BIJ HECAHKIIOHOBAHOTO JOCTYIY MO
aBToHOMHOi CJIK HeaBTOpH30BaHMX KOpPUCTyBadiB. PeKOMEHIyeThCs BIPOBAKEHHS MEXaHI3MiB
MYJIBTU(QAKTOPHOT aBTEHTU]IKALII].

4.8. PosmeosicysanHs oocmyny — BUKOPUCTAHHS IMOJITHK J0OCTynmy Ha ocHOB1 poselr (RBAC —
role-based access control). Mozens poseld BU3Hadae, 10 KOXKHHUI KopuctyBad U; mae ogHy abo
KUIBbKa posiei Ry, K1 BU3HAYAIOTh JOCTYI 10 pecypciB P,,: U; € Ry, Ry € PB,.

Mopnenb Moke OyTH ITpecTaBIeHa MaTPHUIICIO TIPaB AOCTYIY:

P1,1P1,2 Pl,m
P2,1P2,2 o PZ,m (29)
Pn,lpn,z Pn,m

ne P; j = 1, K110 KopucTyBad Mae J10CTyI, i P; ; = 0 — AKII0 He Ma€ JOCTyIy.

4.9. Komwmponv axkmusnocmi xopucmysayie ma aominicmpamopie. OOO0B’SI3KOBUM €JIIEMEHT
IKC, sxuii BKJIOYa€e JIOTYBaHHS Ta MOHITOPHHT i kopuctyBadiB aBToHOMHOI CJK 3
BUKOPHUCTAHHSM 3aC001B 1HTEJIIEKTYaIbHOTO aHAJII3y MOBEIIHKOBUX aHOMAJIiH.

4.10. Ceemenmayisn mepexci aronomHoi CJIK Ha j0T19HI 30HU 3 IEBHUMH BUMOTaMU O€3TEKH
Ta BU3HAYCHHS KOHTPOJIbOBAHMX KaHATIB 3B’ A3KY MK HUMH.

4.11. Peeynapui ayoum ma mecmyeants 6cix enemenmis be3nexu — ckanyBanHs [13 aBToHOMHOT
CIK nHa HasBHICTH Bpa3iMBOCTEH Ta TECTyBaHHS HAa MPOHUKHEHHS JUI MPOAKTUBHOIO BUSBICHHS
MOTSHIIIHHUX KiOep3arpos.

Ha Buxonanus BuMmor Ilpoexty 3akony VYkpainm “IIpo nepkaBHe perymoBaHHA y cdepi
cymmytHukoBoi Hapiramii” Ne 10198 Bim 29.03.2019 [24] miomo 3acTocyBaHHS HAI[lOHAIBHHX
CTaHJapTiB, BEKTOp MOJAIbIIUX JOCII/DKEHb CHpPSAMOBAaHUI Ha JOCTIKEHHS MOXJIMBOCTI
BUKOPUCTaHHSI KBAaHTOBOro rereparopa BunaakoBux uucen (QRNG — Quantum Random Number
Generation) ans ynpaeninHs kpuntorpadiyaumu kimodamu B IKC aBtonomuoi CIK, a Takox
3aCTOCYBaHHS TOCTKBAaHTOBUX HAI[IOHAJTbHUX CTAHAAPTIB, TAKUX SIK:

— JACTY 7624:2014 — nns 3axucCTy JaHUX y CIOKOI Ta AJs mepeaadi naHuXx. JouiapHUM €
BIPOBaKeHHsI anroputMy «KammHay 3 kitouamu He MeHIe 256 OiT;

— JACTY 8961:2019 — anropuT™M acuMeTpPUYHOro MmHU(pPYBaHHA Ta IHKANCYIALIl KIHOYiB
«Ckens».

— JACTY 9212:2023 — anropuT™ eneKTpoHHOro mianucy «BepmmHa», 3acHOBaHHMN Ha
anreOpaiyHUX peliTKax i3 BiAXUIaMH;

— JACTY 7564:2014 — anroputw™ reuryBanHs «KynuHay.

Ha puc. 5 mnpencraBieHO NpOTOTHI 3arajibHOi cXeMM apXxiTekTypu aBroHomHoi CJIK 3
BUKOPHCTAaHHAM KOHTponbHO Kopuryrounx craHuii (KKC), 3 Be® cepBicom, skuii Haaae
kopucTtyBauaM BiakopuroBany GNSS indopmamito. Ha puc. 6 mpenctaBieHO 3ampoONOHOBaHHIMA
MIPOTOTHUIT MepexeBoi apXiTekTypu aBToHOMHOI CJIK.
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BucnoBku

3pocranns BukopuctaHHs GNSS cynpoBomKyeTbes 30UTBIICHHAM KiOep3arpo3, sKi MOXYTb
CIPUYMHATH (DIHAHCOBI BTPATH, MOPYIIEHHS POOOTH KPUTHYHOI iH(YPACTPYKTypH Ta CTBOPIOBATH
HeOe3neKy s KHUTTA JIIoAeH. ATaKu Ha HaBirauiiiHi CUCTEMH, TaKi SK CITy(iHT 1 MIyIIiHHS CUTHA-
7iB, a Tako xakepchki araku Ha IKC aBronomuoi C/IK, € cepiio3HUM BUKIMKOM JJIsl TPAHCIIOPTY,
JIOTiICTHKH, BIICHBKOBHX ONEpaliii i KOMEPIiHHUX 3aCTOCYBaHb, 1[0 MOXE MPHU3BOJUTH A0 3HAYHUX
pu3ukiB Bukopuctanus GNSS.

3abe3neueHHs cTabUIbHOI, TOYHOI Ta OE3MEeYHOI CYNMyTHHKOBOI HaBiramii BUMarae He JIUIIE
iHBecTyBaHHS y cucteMu KibepOesnekn GNSS, a mie ¥ mOCTIHHOTO JOCHTIKEHHS Ta BHUBYCHHS
HOBHX 3arpo3, a TAaKOX MOIIYKY e()eKTUBHUX METOJIB iX HelTpasizaiii, 30KpeMa y MOCTKBAaHTOBUI
nepion. Cepen KIIFOUOBHUX MEXaHI3MIB 3aXUCTY CJIiJ] BUIUTATH: 3aXHIEHI TPOTOKOIU MIepeadi CHUT-
HaJiB, 110 3aM00IraloTh MEPEXOIUICHHIO Ta MIAPOOIIl JaHUX; MEXaHI3MHU aBTeHTH(}IKaIIl1, SK1 T03BO-
JSI0Th 11IeHTU(IKYBaTH JIETITUMHI CYIyTHUKOBI CUTHAJIM; aHTU-CITy(IHTOBI TEXHOJOTI, 110 BUSB-
JSI0Th Ta HEUTpani3yroTh CPOOM MaHIMyJsLli HaBIraiMHUMU JTaHUMU; TexHodjoril 3axucty [KC
aBToHOMHUX CJIK s 3a0e3nedeHHst KOH(MIAEHIIHOCTI, uTicHOCTI Ta foctynHocTi GNSS nanux
KIHIIEBUM KOpPUCTYBayaM.

JlonaTkoBO HEOOXITHO JOCIITKYBaTH Ta BUBYATH MOKJIMBOCTI 3aCTOCYBAaHHS aBTOHOMHHUX
CIK, saxi migBuiyoTh TouHicTh GNSS 1 3MEHITYIOTh BIUTUB KibepaTak, 30KpeMa MOCTKBAHTOBUX.
BaxmBuM HarmpsiMOM € BITPOBA/DKEHHSI IITYYHOTO 1HTENEKTY JUII MOHITOPHHTY Ta BHSIBIICHHS 3a-
I'pO3 Ta pe3epBHUX HABIralIMHUX TEXHOJIOTIH 11 miBuieHHs HaaiiHocTi GNSS y MallGyTHhOMY.

Orxe, epexruBHuil kidep3axuct GNSS norpebye He nuiie (iHaHCyBaHHS, a W aKTUBHOIO
JOCHIIPKEHHSI, BUBYEHHS 3arpo3 Ta pO3poOKH 1HHOBaliMHMX MeroniB mpoTuaii. KommiekcHwuii
MiIX1 Ta MDKHApOJAHA CHIBIpAIld € KIFOYOBUMHU (DakTopaMu Jisi 3a0e3MeUeHHsT HaaiiiHOI poOoTH
CYNyTHUKOBUX HaBIraIl[ifHUX CUCTEM Y KPUTHUYHO BaXKJIMBUX chepax.

[TpoBeneHi AocaipKeHHS Ta 3alpOIIOHOBAHI 3aX0[u O€3MEeKH MOXXYTh OyTH BHKOPHUCTaHI SIK
OCHOBa IS peaizailii HalllOHATbHOI CHCTEMH KOOPJMHATHO-YaCOBOT'O Ta HaBITaI[iiHOrO 3abe3me-
4yeHHs1 YKpaiHu. BnpoBa/pkeHHs BIANOBIJHOIO 3aKOHOJABUOTO PEryJIIOBaHHS Ta CTAHAApPTIB J103BO-
JUTH 3a0€3MeUYUTH KIOEPCTIMKICTh HABITAIlIHHUX CUCTEM Ta IHTETPYBATH iX Yy €BPOICUCHKY CYITyT-

HUKOBY 1HPPACTPYKTYDPY.
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TARGETED INTERFERENCE TO LASER ACOUSTIC RECONNAISSANCE

Introduction

At present, methods and characteristics of laser acoustic reconnaissance (LAR) of information
voiced at information activity objects (IAOs) are being improved. As a counteraction to this, certain
sets of measures and means of protection against technical channels of information leakage (TCIL)
of this nature exist and are used [1 — 3].

Methods of protecting speech information include organizational, passive and active. The latter
are divided into methods using acoustic devices and methods using vibroacoustic devices.

Organizational methods of protecting speech information from possible leakage include a set of
organizational measures aimed at ensuring a minimum risk of speech information leakage from pro-
tected premises. These measures include choosing a suitable room for confidential negotiations, en-
suring the functioning of the relevant security service on the official territory, closing windows dur-
ing a confidential conversation in order to prevent the conversation from being monitored by acous-
tic directional microphones, etc.

In the case of LAR, the passive methods of protecting speech information include choosing the
optimal size of the window glass, since the smaller the window pane, the greater the elasticity of the
window, which will ensure a lower amplitude of glass oscillation as a result of acoustic wave pres-
sure.

Another passive method of protection against «laser microphones» is to stick a special film on
the window pane, which results in the superposition of the beam reflected from the film with the
beam reflected from the glass itself in the opposite phase, which ensures that the LAR cannot
receive the signal reflected from the window pane. For this purpose, a special film of a given thick-
ness is selected, which should correspond to a quarter of the laser wavelength, although, unfortu-
nately, it is impossible to determine it precisely in advance.

An active method of protecting speech information using special acoustic noise-reducing
devices involves creating powerful random acoustic noise in the room, which causes the window
pane to vibrate according to a random law and makes it impossible for the LAR to detect a danger-
ous signal from the reflected laser beam.

By generating powerful acoustic noise, the corresponding devices affect the vibration of the
window pane, which ensures the masking of the dangerous signal.

The law of unity of opposites determines the further development and improvement of
measures to protect speech information on information activity objects (IAO), which emphasizes
the relevance of research in this area.

This paper analyzes the peculiarities of the components of the said TCIL, and presents the cor-
responding general and individual models of this channel. A new method of protecting information
broadcast in a dedicated room (DR) is formulated by using the reflection of the probing signal from
the side lobes of the laser beam to influence the processing of a dangerous informative signal in the
LAR.

An indirect method for estimating the amplitude of vibration of a window pane

Estimation of the parameters of window pane oscillation under the influence of the acoustic
field in the DR is the basis for making a decision on the application of protection measures against
LAR.

The determining factor in this is the amplitude of window pane oscillation A(t). The real value
of this can be theoretically estimated using the following approach (Fig. 1).
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Fig.1. Window pane — the source of the optical part of the TCIL LAR

In the proposed model, P; is the sound pressure in front of the glass (in the room), P> is the
sound pressure behind the glass, and 4 is the amplitude of the window glass vibration.

From the physics course, it is known that at any given time the pressure of a sound wave can
be defined as:

P(t) = v(t)re, (1)
and for the case of harmonic oscillations as:
P(t) = Psin 27ft, (2)

where P — is the pressure value of the sound wave;

V() 1s the vibrational velocity of air molecules under the action of a sound wave;

r is the density of the atmosphere;

c 1s the speed of sound wave propagation in the atmosphere;

fis the frequency of harmonic oscillation of the acoustic wave.

To estimate the amplitude of window glass oscillation under the action of an acoustic wave, the
following model of window glass oscillation with a clamped fixture in the frame was used.

The instantaneous value of the window glass oscillation A4(?) is actually an integral of the ve-
locity of the window glass molecules oscillating under the action of the sound wave, which in turn
coincides with the velocity of the air molecules behind the window glass v2():

A(t) = [v,(D)dt = — cos 2mft 3)

From this, it is possible to determine the maximum vibration amplitude of the window pane 4
for a given sound frequency f and sound pressure behind the pane P::

Py
2nfrc

P

A= 4)

- 2ntfrce

For normal atmospheric conditions, rc=420H-C/m>. Use to determine the maximum amplitude
of vibration of the window pane of a window 4 for a given sound frequency f and sound wave pres-
sure in the room P;:

— Py
~ 2mfrc-10R/20 (5)

The value of R is taken from the formula for calculating the sound insulation of a window:
R=10Ig(R; /P;).

Generalized illumination model of interference-type LAR photodetector

In this work, we use the LAR model based on the principle of the Michelson interferome-
ter (Fig. 2).
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Fig. 2. Laser interference-type acoustic reconnaissance device

The information leakage is carried out through a conventional window pane, which is a kind of
membrane that oscillates at the sound frequency under the pressure of acoustic waves of the conver-
sation content. The emission generated by the laser propagates in space and, reflected from the sur-
face of the window pane, is modulated by an acoustic signal. This reflected emission is then per-
ceived by a photodetector, which reproduces the speech information in the room.

The splitter allows the incident and reflected beams to be brought together in one point. This
makes it possible to combine the laser and the detector.

Interferometry can increase the sensitivity of a «laser microphone» if the reflected beams are
coherent.

The wavelength of the laser can be between visible and infrared radiation. Even the far-infrared
spectrum can be used. But the best wavelength is the near-infrared range. Modern lasers operate at
frequencies of approximately 3-10'® = 3,75-10'* Hz, i.e., the wavelength is in the range of 0,8 + 10
micrometers, which is invisible to the human eye.

LAR have a range of 100 +~ 500 meters or more.

When using a «laser microphoney, it should be borne in mind that rain, snow, and fog can sig-
nificantly affect the reflected signal, weakening it mainly due to scattering.

The illumination of the LAR photodetector is proportional to the square of the sum of the light
vectors of the reference £°(2) and reflected E'(2) laser beams from the window pane:

1O~ (E{®) + E°(0)) (6)

For the field strength of the reference signal £°(z) of laser emission on the photodetector (PD),
we can express (7):

2
5

E°(t) = E° sin(2nft + k(a + 2b + d)), (7)
and for the field strength of the reflected signal on the PD E'(%):

Ei(t) = Elsin (ant +k(a+2r+d+ 2A(t))), (8)

where E° and E' — are the amplitudes of the field strength of the reference and reflected signals,
respectively;
fis the frequency of laser radiation;
k is the wavenumber;
a is the distance from the laser to the splitter;
b is the distance from the splitter to the laser reference mirror;
d is the distance from the splitter to the PD;
r s the distance from the splitter to the window pane;
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A(t) is the function of window pane oscillation at the point of laser beam irradiation, which
depends on the pressure of acoustic waves of the speech signal in the room.

The neutral filter sets the amplitudes of the field strengths of the reference E° and reflected
E' signals so that E° = E' =E.

The illumination of the photodetector will be [4]:

1+cos*E(A(t) b
1(E)~4E? <¢> ©)
After the conversion, we can express it as:
op2 A(t)-b
1(t)~2E (1 + cos 27T( 0 )) (10)

For the simplest case of a sinusoidal oscillation of a window pane:
A(t) = Asin 27Ft, (11)

where 4 is the amplitude of oscillation of the window pane at the irradiation point;
F is the oscillation frequency of the window pane.
In this case, the illumination of the photodetector /(z) will be determined by the expression:

1(t) = 2E?(1 + cos 2n(f — a sin 2wFt)), (12)

where S — is the ratio of the difference in the path of the reference and reflected laser beams to
half the laser wavelength, otherwise, the relative parameter of the laser reference mirror posi-
tion setting; a — is the relative amplitude of oscillation of the window pane (relative to half the
laser wavelength).

This expression makes it possible to visually check the correct choice of the LAR by minimiz-
ing the distortion of the detected signal.

Features of the lateral characteristics of the LAR emissions

LAR beam model plays an important role in the substantiation of the protection method
proposed in this work.

The beam of the LAR is formed by an optical system from an infrared light source. On a
window pane, the light spot usually has a size between 2 and 20 mm.

The emission pattern of such a beam can be determined theoretically based on the following
assumptions characteristic of a circular field source with, for example, a uniform energy distribu-
tion [5]. In this case, the diameter of the lens d and the wavelength of the emission 4 are determined.
It was also determined that the normalized emission pattern of the field F(6) of such a site can be
determined quite accurately by the expression:

F(0) = —asmg— (13)

21

where: 6 is the angle relative to the laser beam axis (within the direction of the window pane plane);
d is the diameter of the LAR lens.
It follows from (13) that, in addition to the main beam of the laser, emission sidelobes also hit
the window pane, their intensity decreases with an increase in the angle 6.

Corner reflectors of the LAR beam

The lateral radiation field of a LAR beam represents coherent laser frequency signals. The pos-
sibility of using them to create frequency-targeted interference to the photodetector of the laser is
almost perfect. The problem of returning these reflected signals to the side of the LAR lens is simp-
ly solved by using corner reflectors (Fig. 3).
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Fig. 3. Varieties of corner reflector designs that can be used to create frequency
and direction-targeted interference for LAR

The main characteristics of corner reflectors depend on their design and structural dimensions.

The work uses the effective surface, the value of which significantly depends on the ratio of the
size of the corner reflector edge a and the wavelength of the infrared (IR) emission LAR beam A.

If a corner reflector with triangular faces of size a is used, the radar cross section (RCS) equals

0= —=at, (14)

If the corner reflector consists of quadrilateral faces, the RCS is

a=m3a (15)

As reflectors, you can use retroreflectors (cataphote), which are an assembly of several
(dozens) corner reflectors.

Effect of a corner reflector on the perception of a reconnaissance signal

The use of corner reflectors to interfere the LAR is based on the addition of the reflected
signal onto LAR PD (Fig. 4).

In contrast to the standard interference-type LAR usage scheme with applied settings, a corner
reflector (CR) is installed behind the window pane in the DR at a distance R.- from the window
pane, in the area of LAR scanning. The RCS value of the CR is known for the working wavelength
of the LAR beam.

The mass of the CR is so large that it cannot change its position under the influence of the
sound pressure of the dangerous signal field, so as not to be an additional source of this signal.

Alternatively, the CR mount can be moved along the «laser — CR» line. Artificially, the
movement can be carried out in time with amplitude M (to create a phase modulation of the reflect-
ed signal). This case will be investigated separately in the course of further research.

Optical signals on the PD (expr. 6) will create a light field

E(t)~E'(t) + E°(t) + E°R(1), (16)

The amplitude E' E'(t)=E'(4(1)), the component of the information signal modulated by the
window pane vibration A4(%), is determined by the distance 7, the beam reflection coefficient from
the window pane. It should be assumed that the operator can direct the LAR beam to the point of
the window plane where the window pane vibrations 4(z) have the optimal amplitude value for
interception.
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The amplitude E°(2) of the reference signal can be adjusted by the LAR operator to adjust it to
receiving a signal with a filter bandwidth (not shown in the figure). In [4], it is determined that the
optimal amplitude setting will be when it coincides with the amplitude value of the information sig-
nal. The transparency range of the filter should be expected to be from 1 to 0. In addition, the phase
of the signal is selected by the location of the distance to the mirror b, to minimize the distortion of
the received signal.

A e—

|

Sphtter ,.
a . - l[r )
Laser -
> ,.:" 4 Rac
RC
d E

PD

Fig. 4. LAR with an applied corner reflector (CR),
the mark < shows the option of artificially moving the CR

The amplitude of the E¥(#) component reflected from the CR depends on the level of lateral
LAR emission, the distance to the CR (practically, the distance r), and is determined by the value of
the CR effective surface o of formulas (14), (15), which depends on the actions of the IAO protec-
tion service.

From the analysis of LAR principle of operation in the conditions of the CR usage, it can be
noted that the total signal of the beams E°(t)+E“R(t) will play the role of a reference (in the Michel-
son interferometer).

Setting up the optimal LAR performance according to the criterion of amplitude equality with
the information signal field £/(¢) will not always be achieved due to the control of settings by differ-
ent parties — the LAR operator and the IAO protection service, which must counteract each other.

Thus, due to the addition of unmodulated signals E"(z) from the sidelobes, a component ap-
pears that does not allow the reconnaissance device to ensure the optimal reception of signals with a
given quality.

The specific ratio of the interference signal to the information signal should be determined
when introducing regulations for this method of protection against LAR.

Corner reflectors can be located in dedicated rooms in front of window panes, preferably near
the expected location of the LAR beam. The weight of such devices, as mentioned earlier, should
ensure their stable position (no vibration) under the influence of the sound field of the conversa-
tion).

Evaluation of the corner reflector usage possibility in the protection against LAR

The physical realization for the usage proposal can be assessed on the basis of energy ratios
accepted in the practice of electronic warfare research.

The energy assessment of the effect of CR on the received dangerous signal is based on the
ratio of the effective illumination of PD Icz from CR to the effective illumination /; by the danger-
ous signal from the window pane — the suppression factor:
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Cs = Icr/ 1 (17)
The numerator of this expression can be written as:

_ I'F(6)?

[ = 2 CrR _ I'F(6)2
CR 4mr2

4mr2  (4mr2)2

where F(0) — normalized diagram of the electric field directivity of the LAR (13);
C: — coefficient of reflection of the LAR beam from the window glass;

o(1—Cg)

(1 — Cg)?, (18)

__ I'CR'F(6=0)?
L7 am(er)?

(19)

After substituting into (17) and making the necessary simplifications, we can obtain an expres-
sion for the suppression coefficient Cs:

C, = Ier — p(g)2 L(A=CR)® | 40 (20)

L Cr nr?

From this expression, it is possible to estimate the requirements for the characteristics of a cor-
ner reflector that is advisable to use for protection against LAR. So, for example, a square-faceted
corner reflector for an infrared wave of 800 nm, a window with C; = 0,1 and 3 distances of 100 m
should have a face size of 0,053 m to ensure C; = 10 at a laser emission sidelobe level of 0,001.
This is quite possible to implement at [AO.

Conclusions

The work analyzes the possibility of using a new method of protection against interference-
type LAR when trying to obtain information voiced at the objects of information activity.

Separate quantitative models of the LAR elements and the method of creating targeted interfer-
ence are proposed.
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RESEARCH AND CLASSIFICATION OF THE MAIN TYPES OF ATTACKS
ON ARTIFICIAL INTELLIGENCE SYSTEMS IN CYBERSECURITY

Introduction

In today's world, artificial intelligence (Al) is increasingly being integrated into various areas
of human activity, from finance and medicine to autonomous vehicles and cybersecurity. Along
with the development of Al technologies, new challenges arise, including threats related to attacks
on artificial intelligence. Such attacks can have serious consequences, including compromising data
security, manipulating algorithms, and creating vulnerabilities in critical systems.

Machine learning, as the basis of most modern Al systems, allows them to find patterns in data,
adapt to changes, and improve over time. However, since ML models rely heavily on the quality of
the input data and the hypotheses they are based on, they are vulnerable to certain types of attacks.
Attackers can manipulate training data, spoof input parameters, or exploit algorithmic weaknesses
to achieve their goals.

In essence, the machine learning methodology used in modern Al systems is susceptible to at-
tacks through publicly available APIs that expose the model and against the platforms on which
they are deployed. For attacks on security models, attackers can compromise the privacy and data
protection of both the model and the data simply by using publicly available interfaces and provid-
ing input data that is within an acceptable range. In this sense, the challenges faced by AML are
similar to those faced by cryptography. Modern cryptography relies on secure algorithms in the the-
oretical sense of information. Thus, people should only focus on their reliable and secure implemen-
tation, which is the primary task for the cryptographic research community. Unlike cryptography,
there are no information-theoretic security proofs for widely used machine learning algorithms. As
a result, many advances in the development of mitigation tools for various classes of attacks are
empirical and limited.

But many companies and organizations have been actively working in recent years to regulate
the use of Al in their systems. For example, among a wide range of activities, NIST contributes to
the research, standards, assessments, and data needed to develop, use, and ensure reliable artificial
intelligence (Al). In 2024, NIST published a report [1] on machine learning threats, and in 2025 it
updated it [25]. This report developed a taxonomy of concepts and defined terminology in the field
of adversarial machine learning (AML).

Attacks on AI/ML systems can be divided into several categories depending on the attacker's
goals, implementation methods, and the level of impact on the model. Among the most common
types of attacks are poisoning attacks, evasion attacks, privacy attacks, and denial-of-service at-
tacks. Each of these types of attacks uses different mechanisms of influence, from spoofing training
data to exploiting vulnerabilities in already trained models.

The relevance of the study is due to the growing number of cases of hacking and manipulation
of Al systems, which can lead to financial losses, security threats, and loss of trust in technology.
Therefore, the purpose of this article is to study the threats and risks associated with the use of Al.
The article identifies the types of attacks that can be directed at AI/ML models, the stages of the at-
tack life cycle, the goals and objectives of the attacker, as well as the attacker's capabilities and
knowledge of the learning process. The study allows us to better understand current risks in the
field of artificial intelligence and identify measures to improve the security of such systems.

1. Classification of Al-based attacks

An Al-based attack can be classified according to many different parameters. For example,
several attack classification systems were presented in [7, 8]. NIST also presented different types of
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classification in its report on Al machine learning attacks [1]. In this section, we will consider some
types of classifications.

1.1. Main types of attacks

Attacks based on machine learning and Al are usually classified according to the following
general parameters [1]:

1) the training method and the stage of the training process when the attack is established,;

2) goals and objectives of the attacker;

3) capabilities of the attacker;

4) the attacker's knowledge of the training process.
Fig. 1 shows a general classification of attacks aimed at AI/ML models.

Attacks on Al/ML models

A 4

v

A 4

Attacks on training
(Trainina-time Attacks)

Data poisoning

(Data Poisoning)

.| Attacks on privacy

(Privacy Attacks)

Attacks on results
(Inference-time Attacks)

Attacks on models

(Model Extraction Attacks)

Evasion attacks
| (Evasion Attacks)

Abuse attacks
(Abuse Attacks)

A 4

Rapid deployment
attacks
(Promt Injection)

A 4

Fig. 1. Classification of attacks on Al systems

v

Theft of model
parameters

A 4

Monitoring anomalies
in model behavior

Using black-box
attacks

Analysis of input and
output data

Fig. 1 shows a scheme of classification of attacks on Al systems. In turn, each of these attacks
can be divided into the following main subgroups:

Data Poisoning:

¢ Introducing malicious data into the training set.
o Label-flipping Attack.

e Using hidden triggers (Backdoor Attack).

e Manipulation of neural network weights.

Privacy Attacks:

e Extract data from the training set.
e Model Inversion Attack.

e Membership Inference Attack.

e Hacking the model parameters.

Evasion Attacks:

Manipulation of input data.
Image/text/audio attack.

Bypassing anti-virus systems.
Change the recognition parameters.
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— Abuse Attacks:
e Using generative Al to create fake content.
o Deepfake (video, audio, images).
e Social engineering attacks.
e Creating malicious code.
—  Prompt Injection attacks:
Influence on text models (ChatGPT, Bard, etc.).
Imposing unwanted answers.
Bypassing model limitations.
Generation of fake information.

1.2. Classification of attacks by attacker's goal

The attacker's goals are classified by three criteria in accordance with the three main types of
security breaches [1] that are considered when analyzing system security: availability, integrity, and
data confidentiality compromise. Accordingly, an attacker's success indicates the achievement of
one or more of these goals.

An availability attack is an indiscriminate attack on machine learning (ML) in which an attack-
er attempts to disrupt the performance of a model during deployment. Availability attacks can be
launched through data poisoning, where an attacker controls a portion of the training set, or through
model poisoning, where an attacker controls the model parameters.

An integrity attack targets the integrity of the ML model's output, resulting in incorrect predic-
tions made by the ML model. An attacker can cause an integrity breach by performing a bias attack
during deployment or a poisoning attack during training. Evasion attacks require modifying test
samples to create competitive examples that are misclassified by the model to a different class while
remaining hidden and unnoticed by humans. Examples of such attacks can be found in [12, 13].

In privacy attacks, attackers may be interested in obtaining information about the training data
or the ML model (resulting in data and model privacy attacks, respectively). An attacker may have
different goals for compromising the privacy of training data, such as data modification (extracting
the content or features of training data), data injection [14, 15] (the ability to extract training data
from generative models), and injection of properties regarding the distribution of training data [16].

1.3. Classification of attacks by attacker's knowledge

Another criterion for classifying attacks is the extent to which the attacker has knowledge of
the machine learning system. There are three main types of attacks according to this criterion [1]:
white box, black box, and gray box.

e White box attacks. They assume that an attacker operates with full knowledge of the ma-
chine learning system, including training data, model architecture, and additional model parameters.
Although these attacks operate under very strong assumptions, the main reason for analyzing them
is to test the vulnerability of the system against the worst attackers and evaluate potential mitiga-
tions.

e Black box attacks. These attacks involve minimal knowledge of the ML system. An attacker
can gain access to query the model, but they have no other information about how the model is
trained. These attacks are the most practical because they assume that the attacker does not know
the Al system and uses system interfaces that are easily accessible for normal use.

e Gray box attacks. There are a number of gray box attacks that capture conflicting knowledge
between black box and white box attacks. Paper [17] presents a framework for classifying gray box
attacks. An attacker may know the model architecture but not its parameters, or an attacker may
know the model and its parameters but not the training data. Other common assumptions for gray
box attacks are that the attacker has access to data distributed identically to the training data and
knows the function representation. The latter assumption is important in applications where feature
extraction is used before training an ML model, such as cybersecurity, finance, and healthcare.
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That is, generally speaking, from an information perspective, if an attacker has complete
knowledge of the model, such as parameters, functions, and training data, we speak of a white box
attack. Conversely, if the attacker has no knowledge of the model's inner workings and only has ac-
cess to its predictions, we call it a black box attack. Everything in between falls into the gray box
category [22]. This is shown schematically in Fig. 2.

The learning process

Input data

Predictions.

Y

Training data
Parameters
\ 4

Training data

_________________________________

Gray box White box

Fig. 2. Diagram of the degree of awareness of the attacker

In practice, the attacker often starts from a black box perspective and tries to increase his
knowledge, for example by performing logical inference or oracle attacks, where the attacker que-
ries the model to get clues about the model's internal elements or training data. Often, sensitive in-
formation about the target model can be obtained through more traditional means, such as open
source intelligence (OSINT), social engineering, cyber espionage, etc.

2. Data poisoning attack

Attacks at the ML training stage are called poisoning attacks [1, 9]. In a data poisoning attack
[5, 9], an attacker controls a subset of the training data by inserting or modifying training samples.
In a model poisoning attack [10], the attacker controls the model and its parameters. Data poisoning
attacks can be applied to all learning paradigms, while model poisoning attacks are most common in
federated learning [11], where clients send local model updates to the server that processes the in-
put, and in supply chain attacks, where malicious code can be added to the model by the model
technology providers. Here, federated learning refers to a machine learning method focused on set-
tings in which multiple entities (often called clients) jointly train a model, with the data used for
training distributed in a decentralized manner. This distinguishes it from machine learning, in which
data is stored centrally.

The first poisoning attacks detected in cybersecurity applications were availability attacks
against the generation of worm profiles and spam classifiers that indiscriminately affect the entire
machine learning model and essentially cause a denial-of-service attack for users of the Al system.

Poisoning attacks are considered to be one of the most dangerous among Al attacks and can
cause either availability or integrity violations. In particular, availability attacks cause degradation
of the machine learning model at all stages, while targeted and backdoor poisoning attacks are more
stealthy and cause integrity violations on a small dataset. Poisoning attacks utilize a wide range of
competitive capabilities such as data poisoning, model poisoning, label control, source code control,
and test data control, resulting in several subcategories of poisoning attacks. According to the threat
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model, they can be used in both white-box and black-box scenarios [18], which were discussed in
Section 1.3 of this article.

Among the methods of preventing data poisoning attacks, there are two most effective ones
[1]:

e Cleaning the training data. These methods exploit the fact that poisoned sets are usually dif-
ferent from normal training sets that are not controlled by attackers. Thus, data cleaning techniques
are designed to clean the training set and remove the poisoned sets before performing machine
learning training.

e Robust training. An alternative approach to mitigating availability attacks is to modify the
ML learning algorithm and perform robust learning instead of regular learning. Several articles have
identified robust optimization methods, such as using a reduced loss function [20] or random
smoothing to add noise during training [21].

3. Evasion attack

Evasion Attacks are a type of cyberattack in which attackers modify input data to bypass a ma-
chine learning system and cause misclassification or false decisions. Such attacks usually occur at
the stage of using the model, when it is already trained and deployed. Attackers make minor, often
unnoticeable changes to the input data, which, however, significantly affect the model's perfor-
mance.

The types of evasion attacks according to the NIST Al 100-2e2025 classification [25] include
the following:

1. Gradient-based attacks: Attackers use information about the gradients of the model's loss
function to determine the most effective input changes that will lead to misclassification [22].

2. Score-based attacks: Attackers gain access to the model's confidence scores and use optimi-
zation techniques to create fake examples that the model misclassifies.

3. Decision-based attacks: Attackers have access only to the final decisions of the model (e.g.,
class labels) and use optimization techniques to create fake examples that cause the model to make
mistakes.

4. Transfer attacks [23]: Attackers train a replacement model, generate fake examples on it,
and transfer these attacks to the target model by exploiting similarities between the models.

Evasion attacks pose a serious threat to cybersecurity systems. Attackers can change the char-
acteristics of malware to bypass antivirus systems or modify network traffic to avoid detection by
intrusion systems.

Currently, the main methods of protection [1] against evasion attacks are:

1. Adversarial training: Incorporating fake examples into the model training process to increase
its resistance to attacks.

2. Use of ensembles of models (Ensemble methods) [24]: Combining multiple models to
reduce the likelihood of a successful attack on all models at once.

3. Continuous monitoring and updating: Regularly updating detection models and systems to
adapt to new attack strategies and improve resilience.

However, these methods have various limitations, such as reduced accuracy for adversarial
learning and random smoothing, and computational complexity for formal methods. Therefore, a
trade-off between robustness and accuracy should always be sought. Understanding and implement-
ing these security techniques is critical to ensuring the security and reliability of machine learning
systems in the face of increasing threats from evasion attacks.

4. Attack on privacy

Privacy attacks are a type of cyberattack aimed at obtaining sensitive information from artifi-
cial intelligence (Al) models, their training data, or output. These attacks can be used to steal per-
sonal data, compromise commercial information, or hack machine learning models.

Below, we'll look at the main types of privacy attacks:
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1. Data Reconstruction Attacks: Attackers attempt to recreate the original data by accessing the
Al model or its output. This can happen when the model produces overly detailed answers or has
vulnerabilities that allow parts of the training data to be recovered.

2. Model Inversion Attacks: In this case, attackers use the output of the model to recreate the
inputs or characteristics used in training. This can reveal sensitive information about the parties rep-
resented in the training data.

3. Membership Inference Attacks: Attackers try to determine whether specific records were in-
cluded in the model's training dataset. This can be used to reveal a person’s participation in certain
events or membership in certain groups.

4. Metadata-based attacks: Even if the data itself remains secure, attackers can use metadata
(e.g., access times, file sizes) to obtain sensitive information or establish patterns that can be used in
further attacks.

5. Side-channel attacks: Attackers can analyze the behavior of an Al system, such as response
time or energy consumption, to gain information about internal processes or model data.

It is recommended to protect against such attacks:

e Increasing anonymity and aggregating data. Use methods that reduce the risk of identifying
individual records in training data.

e Federated Learning — training models on local devices without transferring data to the
server.

o Differential privacy. Adding controlled noise to the data or model results to prevent the orig-
inal data from being recovered without significantly affecting the model's accuracy.

e Access restriction and monitoring: Control access to models and data, and continuously
monitor usage to detect suspicious activity.

e Vulnerability assessment: Regularly testing models for resistance to privacy attacks and im-
plementing appropriate security measures.

Privacy attacks pose a serious threat to Al systems, including in the field of cybersecurity.
Therefore, protecting privacy in Al systems is critical to maintaining user trust and regulatory com-
pliance. Attackers use various methods to gain access to sensitive data or model parameters. Pro-
tecting such systems requires a comprehensive approach, including modern cryptographic methods,
activity monitoring, and raising user awareness of risks.

5. Attack of abuse

Another type of attack on Al systems is abuse attacks [25]. These attacks are aimed at abusing
or manipulating artificial intelligence (Al) systems to produce undesirable or harmful results. These
attacks exploit vulnerabilities in the structure or implementation of Al models to cause the system to
behave inappropriately.

Examples of abuse attacks:

1. Bias Exploitation: An attack in which an attacker exploits existing biases or weaknesses in
an Al model to produce certain results or amplify discriminatory tendencies.

2. Functionality Misuse: Manipulating an Al system to perform actions that were not intended
by the developers, such as using a chatbot to generate unwanted content or spam.

3. Prompt Injection Attacks: Injecting specially crafted queries or commands that cause the Al
model to generate unwanted or malicious content.

To prevent such attacks, NIST recommends the following security measures:

e Improvement of anomaly detection algorithms — development of mechanisms that can rec-
ognize suspicious interactions with Al.

e Stricter data verification policies — analyzing incoming data to identify possible manipula-
tions.

e Increase the transparency of Al systems by improving the documentation of decision-
making processes in models.
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e Mechanisms to counteract malicious intrusion, such as the introduction of additional levels
of verification in security models.

e Development of standards for the ethical use of Al — active regulation and control over the
implementation of such technologies.

Thus, misuse attacks pose a serious threat to Al systems, as they allow attackers to use them in
unexpected ways. The use of Al to automate fraud, manipulate public opinion, or circumvent re-
strictions creates new challenges for cybersecurity. Preventing such attacks requires a comprehen-
sive approach, including improving security algorithms, developing policies for the responsible use
of Al, and continuously monitoring threats.

6. General summary of attacks on Al systems

In Sections 2-5 of this article, we have discussed the 4 most influential types of attacks on
ML/AI systems, namely:

Data poisoning attacks — are carried out during the training phase and can have a long-term im-
pact on the model's accuracy, causing it to draw incorrect conclusions.

Evasion attacks are runtime attacks where attackers try to trick the model by injecting specially
created data into it.

Privacy attacks — aimed at extracting sensitive data from the model, which jeopardizes the se-
curity of users' personal information.

Abuse attacks are associated with the misuse of Al capabilities, for example, to create fake
videos, malicious code, or manipulate social media.

The results of the analysis of the considered attacks are summarized in Table 1 below.

Table 1
Comparative characteristics of attacks on AlI/ML systems
The purpose The attack
Type of attack of the attack phase Methods Consequences

Poisoning Attack
(data poisoning
attack)

Impact on the quality
of education

Model training

Adding malicious data
to the training set

Deterioration in the
quality of decisions,
false alarms, and
reduced security for
further attacks

Evasion Attack
(evasion attack)

Bypassing model
security mechanisms

Execution of
the model

Manipulation of source
data, generation of
special malicious data

Bypassing defense
mechanisms, reducing
model accuracy

Privacy Attack Theft of data used to | Execution of Analyzing model Confidential data
(privacy attack) train the model the model responses, data recovery | leakage
Abuse Attacks Using Al to create After deploying | Generative models for Informathn

. 9 - . manipulation, fraud
(misuse attacks) malicious data the model attacks, manipulation automation

Conclusions

1. Al is a good tool for automating the processes of detecting and responding to attacks and
threats, and significantly increases the efficiency of protecting systems and companies. The use of
machine learning algorithms helps to quickly analyze large amounts of data and identify anomalies
in the behavior of users and systems.

2. However, Al not only provides effective protection, but also creates new threats due to its
possible use by malicious actors. That is why the issue of detecting and counteracting attacks is a
very important issue in the modern cyberspace. Therefore, in this article, we have reviewed and
comprehensively analyzed attacks on modern ML/AI models.
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3. The reliability of an Al system depends on all the attributes that characterize it. For example,
an Al system that is accurate but easily susceptible to aggressive actions is unlikely to be trustwor-
thy. Likewise, an Al system that produces harmfully biased or unfair results is unlikely to be trust-
ed, even if it is reliable. There are also trade-offs between transparency and competitiveness. Unfor-
tunately, it is not possible to maximize the performance of an Al system with respect to these attrib-
utes simultaneously. For example, Al systems optimized only for accuracy tend to underperform in
terms of competitive reliability and fairness. Conversely, an Al system optimized for competitive-
ness may demonstrate lower accuracy and poorer reliability results.

4. Data poisoning attacks are the most dangerous type of Al-based attacks in the long run, as
they affect the model itself and can remain undetected for a long time.

5. Privacy attacks and abuse attacks are particularly dangerous because of the possibility of
leaking sensitive data and creating malicious content.

6. The study revealed the general consequences of Al-based attacks:

e Undermining trust in Al — constant attacks and manipulations can make Al a less reliable

decision-making tool.

e Confidential information leakage — privacy attacks lead to large-scale losses of personal

and corporate data.

e Defense bypassing — model evasion and poisoning jeopardize modern cybersecurity sys-

tems, reducing their effectiveness.

e Scalability of attacks — attackers can use Al to automate and accelerate attacks, which in-

creases their impact.

e State-level risks — Al-based attacks can threaten national security, the economy, and critical

infrastructure.

7. Therefore, the main ways to protect against Al-based attacks are as follows:

e Developing resilient Al models that are less vulnerable to poisoning or evasion.

e Implementation of attack detection mechanisms, such as monitoring changes in training

data and algorithms.

e Increasing the transparency of Al by creating explainable models that can be checked for

manipulations.

e Strengthening regulation and standards — governments and organizations should set rules

for the use of Al.

8. Each type of attack on Al systems has different mechanisms of influence, but all of them can
significantly reduce the efficiency and security of machine learning models. Protection against such
attacks requires a comprehensive approach. In addition to the above methods of counteracting at-
tacks, the human factor remains important — training of specialists and users, as many attacks are
based on social engineering.

9. In most cases, organizations will have to make a trade-off between desirable attributes and
decide which to prioritize depending on the Al system, use case, and potentially many other consid-
erations regarding the economic, environmental, social, cultural, political, and global implications
of Al technology.

10. It is important to note that with the development of Al technologies, new types of attacks
are emerging, so constant monitoring and updating of knowledge in this area is essential to ensure
cybersecurity.

11. To summarize, it is important to note that the safe use of Al in cybersecurity is a balance
between technological innovations and threats arising from their development. The development of
adaptive security methods and the improvement of machine learning models will help reduce the
risks associated with attacks and ensure a reliable level of cyber defense in the future.
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AHAJII3 OBMEXXEHb KBAHTOBUX OBYUCJIEHD
Y 3AJAYAX KPUIITOAHAJII3Y

Beryn

Epa NISQ (Noisy Intermediate-Scale Quantum) Bu3Ha4yae MOTOYHHI CTaH PO3BUTKY KBAHTO-
BUX OOYHCIICHb Ta XapaKTepU3YEThCS KBAHTOBUMH MPOIECOPAaMHU, SIKI MICTSTh BiJ JECATKIB 10 TH-
csi4 KyOiTiB, ajie HE MalOTh MEXaHWU3MIB MOBHOIIIHHOT KOPEKIlii TOMHIIOK, III0 3yMOBIIIOE€ HEOCSIK-
HICTh CTa01IbHOT KBAaHTOBOI MEpPEeBark HaJ KJIACHYHUMHU KOMIT'IOTepaMu. PO3BUTOK TEXHOJIOTIH KBa-
HTOBUX OOYHUCIICHb B YMOBaxX oOMeKeHUX pecypciB y nepion 3 2020 mo 2025 p. AEMOHCTPYE MOCTY-
MOBHIA MEPEXij BiJl TEOPETHUYHUX TOCTIKEHb 10 MPUKIIATHOTO 3aCTOCYBaHHS, a TAKOX ITiITOTOBKY
70 BIPOBAUKEHHS IOBHOLIIHHUX OOYMCIEHb 13 BHUIPABICHHAM MNOMWIOK. [lounHaroun 3
2020-2021 pp. ocHoBHa yBara Oyia 30cepekeHa Ha (QyHIaMEHTaTbHUX JOCHIDKSHHIX 1 po3po0iti
0a30BUX aJITOPUTMIB, IO MPALIOIOTh Y IIYMHOMY KBaHTOBOMY cepenoBuili. IIpoTsrom 1poro eramy
BiJ3HAYa10Cs cTabijbHE 3POCTaHHSA KITBKOCTI HAyKOBUX IMyOJiKamiid y ramxy3i KBaHTOBUX OOYHC-
JIeHb, L0 3YMOBJIEHO 3arajbHUM TEXHOJOTIYHUM MpOpUBOM Yy Tramy3i micas 2015 p. Ta ¥oro
cyrTeBUM mpuckopeHHsM 3 2020 p. JlocmigHUIBKI 1HIMIATUBU 30CEpEeKYBAIHMCI Ha MOUIYKY
HUIAXIB €(EeKTUBHOTO BUKOPUCTaHHS OOMEXEHUX KBAaHTOBHX PECYpCIB, 30KpeMa yepe3 aJarTaliio
AITOPUTMIB JI0 IIIyMY, III0 IPUTAMAaHHHUH arapaTHOMY 3a0€3IeYeHHI0 TPOMIKHOTO piBHA. Y mepion
2021-2022 pp. BinOyBca mepexig A0 MPAKTUYHOI JEMOHCTpalii MOXIIMBOCTEH KBaHTOBUX
ATOPUTMIB Ha (DI3MYHHUX MPHUCTPOSAX. 3HAUYIIUM KPOKOM CTaJO0 BUKOHAHHS aJTOPUTMY KBAHTOBOI
npubau3noi ontumizariii (QAOA) Ha kBanTOBOMY Komit'torepi Google Sycamore i3 53 kyb6itamu
[1]. Le#i excniepumeHnT mpomemoHcTpyBaB 3aatHicTh NISQ-cucTeM BHKOHYBaTH OOYMCIIIOBANIBHI
3ajaul 3 peaJbHUM PAKTUYHUM 3HAYEHHSAM HaBITh 32 YMOB CYTTE€BOT'O PiBHS IIyMY Ta OOMEXEHOT0
KOHTPOJIIO HaJl KBAHTOBUMHU CTaHaMU. Lle Takox CTajo CBiTYEHHSM TOTO, 1[0 KBAaHTOBA IepeBara
MOJKJIUBA JI0 JIOCSTHEHHS MOBHOI TOJEPAHTHOCTI 10 momuiok. Hactymuuit eran B 2023-2024 pp.
JIEMOHCTPYBaB PIIICHHS 100 3HMW)KEHHSI PIBHA LIYMY Ta MacIlITa0yBaHHS apxiTekTypHu. bymo no-
CSATHYTO BaXJIMBUX pE3YylbTaTiB y MIJABUIIEHHI TOYHOCTI KBAaHTOBHMX oOIepaliif, 30kpema
JNBOKYOITHUX Te€HTIB, 110 nepeBUIIUIn 99,9 % TouHocti. BogHouac akTUBHO po3poOisuivcs HOBI
BapiaHTH AJITOPUTMIB, ONTHMI30BaHUX JUIsI HasBHOIO KBAaHTOBOI'O 3alli3a, sKi Kpalle BPaxOBYIOTbH
¢131uH1 0OMEKeHHS KyOITiB, X 3B’S3HICTh Ta TONOJIOTI0. 3HaUHY yBary OyJio MPHUALIIEHO po3po0Ii
METOAIB IiOpUIHUX O0YHCIIEHB, IO MOENHYIOTh KIACHYHI Ta KBAHTOBI PECYpCH, @ TAaKOXK METO/aM
MiTiramii mymy ©0€3 BHKOPHUCTaHHS TIIOBHOLIHHOI KoOpekmii mommiok. Y 2024-2025 pp.
CIIOCTEPIraeThCsl CTPATETTYHUM 3CYB y HAaPSAMKY IOYaTKOBOI peaslizallii KBAaHTOBUX KOMII IOTEPIB 13
BuripaBieHHsM ioMuiiok (FTQC). Lle mo3Hadae 3aBepIieHHs eTamy CyTO IIyMHUX OOYMCIICHb 1 TO-
CTYNOBUH Tmepexi 10 OUIbIl CTaOUIBHUX apXiTEKTyp, 3JaTHUX MiITPUMYBAaTH TpHUBaje KBAaHTOBE
KorepeHTHe o0uucneHHs. [IpoBigHI kKoMIaHii y cepi KBaHTOBUX TEXHOJIOTIH BCE YacTille CIpsIMO-
BYIOTb CBOI 3yCWJUIA Ha pO3poOKy cucteM KBaHToBOi Kopekuii mnomuiok (QEC), mio
MIITBEP/HKYETHCA 3POCTAIOYOI0 KUTHKICTIO 1HBECTHUIIIM Y BIJIIMOBIIHI JOCIIDKEHHSA. 3a JESIKUMU
OLIIHKaMH, OJIM3bKO IBOX TPETUH IHIAYCTPIaJIbHUX TPABIiB aKTUBHO MPAIIOIOTh Y IIbOMY HANpPsIMKY
a6o Bxe iHTEerpyroTh QEC y cBO1 po3p0o0KH, MO CBITYHTH PO HOBY (ha3y y pO3BUTKY KBAHTOBHX
texHousorii. Takum unHOM, nepioa 2020-2025 pp. MOKHa 0XapaKTepU3yBaTH SIK KPUTUYHO BaXKIIU-
BUI mepexigHuil eran y (opMyBaHHI OCHOB MaHOyTHIX KBaHTOBHUX OOYHCIIEHb 3 IOBHOIO
KOPEKIII€I0 TOMUJIOK Ta MacIITabOBaHUMHU apXiTeKTypaMH.

Merta cTarTi — NpOBEACHHS aHAI3y 100 OOMEXEHb MOTOYHUX KBAHTOBHX apXUTEKTYp Ta
MiXOAIB 10 OpTaHi3aiii KBaHTOBUX OOCYHIIEHB B 3a7]a4aX KBAHTOBOT'O KPUIITOAHATIZY.
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ETanu po3BUTKY KBAHTOBUX 004YMCJIEHb

NISQ-epa € nepexinHoro $Ha3or PO3BUTKY KBAHTOBUX OOUYHCIICHB, IO XapPaKTEPUIYETHCS Hasl-
BHICTIO TIPUCTPOIB 13 OOMEXKEHOIO KIJBKICTIO KYOiTiB Ta BUCOKHM PiBHEM LIyMY, IO YHEMOXJIUB-
JIIO€ TIOBHOIIIHHY peaji3aliio alfOpUTMIB 13 KBAHTOBOKO KOPEKIIIEI IMOMUJIOK. Y BIAINOBIJIb HA Il
oomexxenHs B pamkax NISQ-mapagurmu Oyno po3poOiieHo HU3KY CHEliaai3oBaHUX alTOPUTMIB Ta
OOYHCITIOBAJIBHUX CTpaTeriii, 3JaTHUX MpalloBaTH B YMOBaX HECTaOlIbHOTO KBAaHTOBOI'O CEpeio-
Buia. OTHUM 13 HAHOUTBII OMUPEHUX MIAXOMIB € BapialiifHUA KBAHTOBUH aJIFOPUTM 3HAXOJ[KCH-
Ha BiacHuX 3HaueHb (VQE), skuii Oa3yeTbcs Ha TIOpUIHOMY KBAaHTOBO-KJIACHYHOMY IIHKII
ontumizanii. Lleil anropuT™ 3HAHIIOB MIMPOKE 3aCTOCYBAHHS y KBAaHTOBIM XiMii JUIsI MOZJEIIOBAaHHS
MOJIEKYJISIPHUX CTPYKTYp Ta BU3HAUEHHS €HEPTeTUYHHX PiBHIB, 110 CTAHOBUTH 3HAUYHUHN 1HTEPEC SIK
JUIs HAYKOBHX, TaK 1 JJIsl IPOMHUCIIOBHUX 3ajad.

[HIIMM TIepCIIEKTUBHUM aJITOPUTMOM, PO3POOJICHUM criemiayibHO 1i1st mpuctpoiB NISQ-tumy, €
QAOA, npuzHaueHuil Ui BUPIMICHHS CKJIQAHUX KOMOIHATOPHUX ONTHUMI3alliiHUX 3a/1a4, 30KpeMa
3a/1a4 Ha rpadax, MapmpyTu3aiii Ta po3MimeHHs pecypciB. QAOA BUPIZHIETHCS 3AaTHICTIO TOCS-
raTi XOpOIIMX AaNpOKCHMAIlIHHUX pe3yJbTaTiB HaBiTh 32 OOMEXEHO! KIUIBKOCTI KBaHTOBUX
omeparii, mo poOWTh MOro OAHUM i3 MPOBITHUX KaHIAMAATIB Ha JEMOHCTpAIil0 TaK 3BaHOI
KBAaHTOBOI IepeBaru B peadbHuX ymoBax. Ockinbku mpuctpoi NISQ xapakTepus3yroThCsi BUCOKUM
piBHEM MMOMUJIOK, BRXKJIMBUM HAMPSMOM JIOCIIPKEHb CTalld METOAM 3HIKEHHS BIUIMBY IIYMYy Ha
obuncnenns. Cepen HaiOLIBII e(EKTUBHUX CTpaTerii MOXKHA BUIUIMTH PaHAOMI30BaHy
komrisanito (RC), sxa meperBoproe KBaHTOBI cxeMH y (opmy, OUIbII CTIHKY 10 LIymy, Ta
eKCTPANOJIALio 10 Hy1boBoro mymy (ZNE), mo 103BojIsi€ OLIHUTH PE3yIbTaT iIMOBIPHOTO 00YHC-
JIEHHS 3a ieanbHOro (0e3uryMHOro) cepenoBuina. CuHepriyHe 3aCTOCYBaHHS IIUX METO/IIB, 30Kpe-
Ma B KOHTEKCTi anroputMiB Ha kmtant VQE, 1ano 3Mory 3Ha4HO MiABHIUTH TOYHICTH PE3YIIbTATIB
0e3 moTpeOu B MOBHOLIHHIN peatizallii CHCTEMH KBAaHTOBOI KOPEKIIil MOMHIIOK [2].

Y mexax NISQ-emoxu Takok akTHBHO PO3BHBAIKCS T10pPHIHI KBAHTOBO-KIacH4HI mimxoau. L1i
apXiTEeKTypu MOEIHYIOTh KBAaHTOBY YacCTHHY, SKa BIAMOBIJA€ 3a FeHEepallilo Ta MAHIMYJISIII0 KBaH-
TOBHMH CTaHaMHU 3 KJIACHYHMMH METOAAMHU onTuMmizamii Tta oOpoOku pesynbraTiB. Cepen HuUX
BUPI3HAIOTHCS Bapiamiiini Meroau, TexHiku cxemuoro "miaerinus" (Circuit Knitting), posainenns
BEJIMKHX 33/1a4 Ha MEHIII IMiJ[3a]1a4i, a TAKOK BUKOPUCTAHHS KIACHYHOI MOCTOOPOOKHU ISl 3MEHb-
IIEHHs TOMWIOK. Taki iHTerpoBaHi MiX0AU JA03BOJIAIOTH PO3LUIMPUTH MOXIIMBOCTI KBAHTOBHUX 00-
YHCJICHb B YMOBaxX amapaTHUX OOMEXEHb Ta CIYTyIOTh OCHOBOIO JUISI MOJANIBIIOTO MEPEXOIy 10
KBAaHTOBOI TOJIEPAHTHOCTI 0 MOMHIJIOK.

[Morenmiitai chepu 3actocyBanns TexHosoriii NISQ € Haj3BUUaltHO MIMPOKUMU, OXOILTIOIOTH
K (yHIaMEHTaJbHI HAayKOB1 JOCIIKEHHS, TaK 1 NMPUKIATHI Tamy3l 3 BUCOKHMM EKOHOMIYHMM
nmoTeHIiagoM. Y cdepi onTumizailli KBAaHTOBI OOYMCIICHHS BXK€ 3aCTOCOBYIOTHCS JO JIOTICTUYHUX
3aja4, (piHAaHCOBOIO MOJIETIOBAHHS Ta ONTHUMI3allii JAHIIOTB MOCTaYaHHsA. AJTOPUTMH Ha KIUTAJIT
QAOA 1103BOJISIFOTH ITyKaTH ONTHMATbHI a00 OJIM3BKI JO ONTUMAIBHHUX PIMICHHS IS CKJIaJTHUX
3ajja4, TAaKUX SK MAapUIPyTHI 3ajadi, pPO3MIIIEHHS BUPOOHHYMX TOTYXHOCTeH abo BuUOIp
IHBECTHIIITHUX CTpaTerii, 10 paHillle BUMarajd 3HaAYHUX OOYHMCIIOBAIBLHUX pecypciB. KBaHToBa
nepeBara B TAaKMX BHIIAJKaX MOK€ BMABIATHCS y NPULIBHALICHOMY 3HAXOJDKEHHI IJI00aIbHUX
€KCTPEMYMIB y 0araTOBUMIPHUX 1 CKJIQJHUX MPOCTOPAX PILLIEHb.

CrpareriyHoo ranyssio, /e akTUBHO PO3BUBAIOThCS KBAHTOBI MiJX0/H, € Kpunrorpadis. Xoda
NISQ-mpuctpoi Hapasi He 31aTHI 3TaMaTH CTIHKI KIACH4HI KpunTorpadidyHi cXeMu, BOHU CTHMY-
JIIOIOTh PO3BUTOK KBAaHTOBO-CTIMKHUX (POSt-quantum) aaropuTmis muppyBaHHs, SKi 3JIUIIATUMYTh-
Csl 3aXUINEHUMH HABITh Yy BUMIAJIKY MOSIBH MOTYXKHUX KBAaHTOBHX KoMl toTepiB [3—6]. Okpim 1poro,
aKTHUBHO JIOCIIXKY€ETHCSI BIUIMB KBAHTOBMX OOYMCIIEHb HA HAJIMHICTh Cy4aCHHX MPOTOKOJIB, II0
3YMOBIIIOE MEPETJIsiT KpUNITOrpapiyHUX CTaHIapTiB Ha MIXKHAI[IOHAJIbHOMY PiBHI.

[Toripu cTpiMkwmii porpec y chepi kBaHToBUX 00uHcieHb, epa NISQ cynpoBompkyeTsess HU3-
KO0 (PyHJAaMEHTaIbHUX BUKJIMKIB, K1 I0C1 OOMEXKYIOTh IPAKTUYHE 3aCTOCYBAHHSI IIUX TEXHOJIOT1H.
OnHi€0 3 KIIOYOBHX NpoOjeM € oOMexeHa MacIITaboBaHICTh ICHYIOUMX CHCTEM. Xoda 3Ha4Hi
1HBECTHIII1 3 OOKY YHIBEPCUTETIB, YPAJIOBUX CTPYKTYpP Ta IHIYCTPIi JO3BOJIUIN AOCATTH IOTOUHOTO
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piBHS pO3BUTKY, KBaHTOBI KoM totepu NISQ-kiacy mie He JeMOHCTPYIOTh IepeBar HaJl Kiacuy-
HUMH CHCTEMaMHM y BUPIIIEHHI pealbHUX 3a7a4. BogHouYac ONTHMICTHYHI OINIHKH MPHUITYCKAIOTh,
mo nepexif 10 noct-NISQ TexHomorii Bin0OyaeThCs BKe HAWOINKINMHI POKAMHU.

OmHUM 13 TOJIOBHUX TEXHIYHUX Oap’€piB 3aJIMIIAETHCS MPobIeMa IyMy Ta MOMHJIOK Y KBaHTO-
BUX cucTeMax. Yepes Ha/l3BHUAHY UyTIHMBICTH KyOITiB 10 HAaBKOJIMIIHIX BIUIMBIB PE3yJIbTaTH 00-
YUCJICHh MOXKYTh OyTH CYTT€BO CITIOTBOpPEHi. ['10puaH1 MiIX01H, 10 MOEAHYIOTh KIIACHYHY 00pOOKY
JaHUX 3 KBAHTOBHUMH OOYHMCICHHSIMH, JO3BOJISIFOTH JIOCATAaTH 3HAYHOT'O 3MEHIICHHS MOXHOOK, 110
M1ATBEPIKYETHCS YNCIOBUMHU €KCTIEPUMEHTAMH.

[TapanenbHO 3 UM TPHUBAE€ AKTUBHUU IMOIIYK HOBUX KBAHTOBUX apXITEKTYp, SKI MOXKYTh 3a-
O€3IeYnTH MO0JIaHHS TIOTOYHUX 0OMexeHb. Y 2024 p. OyJIo OTroJIONMIeHO MPO CTBOPEHHS MEPIIIOTOo
y CBITI TONOJIOTIYHOTO Ky0iTa, BaXKJIMBOTO KPOKY Ha IIIAXY 10 peai3amii BiIMOBOCTIIKMX KBAHTO-
BUX Komm roTepiB. KpiM Toro, iHHOBAIli y BUIISAI «CKJISHUX» YiIMiB, IO 3a0€3MEUyIOTh OLIbIIT
cTabinpHE CcepeloBHINE s poOOTH KyOiTiB, BKAa3ylOTh Ha MparHeHHS 10 "4UCTOi" 1 CTiMKOI
KBaHTOBOI 1H(MpacTpykTypu. BakinBo, 110 y KBaHTOBIM Taiy3i CHOCTEPIra€ThCs TEXHOJIOTTYHE
PO3MAITTS: BiJl HAIMIPOBITHUKOBUX CXEM 1 MACTOK IS 10HIB O (POTOHHMX 1 TOMOJIOTTYHUX CUCTEM.
Came Taka PI3HOMaHITHICTH JO3BOJISIE KOMITAHISIM CTBOPIOBATH PIIIEHHS, MPUIATHI 10 BHUKOPH-
CTaHHSI B yMOBax iCHyBaHHS PUHKY KBAaHTOBUX 00YHCIICHBb — (ha3H, KOJIM KBAHTOBI KOMIT IOTEPU BH-
KOHYBaTHUMYTh peaibHi MPUKIAAHI 3a/1a4i 3 EKOHOMIYHOIO €(EKTUBHICTIO.

OpHi€r0 3 HAWBAXIIMBIMIMX TEHJICHIIIH Y CYy4aCHOMY PO3BHTKY KBaHTOBHX OOYHCIIEHB € TOCTY-
MOBUI TepexiJ M0 epyh KBAHTOBUX KOMII'IOTEPIB 13 MOBHOI[IHHOIO TOJIEPAHTHICTIO JO MOMUJIOK
(FTQC). Ouikyetbes, 1o B mnepiog 3 2025 mo 2029 pp. 3’siuarees nepiai FTQC-marmnu, 31aTHI
IpaIfoBaTH B O0YHMCIIOBAIBHUX pekuMmax Macmtady MegaQuops abo nasite GigaQuops, BUkopu-
CTOBYIOUM JICKiIbKa COTEHb JIOTIYHHX KyOiTiB. Y pamkax NISQ-mapagurmm ocHoBHa yBara
MPUAUISETHCS METOAAM 3HIDKEHHS Ta IIOM SKIIEHHS IIyMiB, BKIIOYAlOYM PaHIOMi30BaHY
KOMITLJISIII0, SKCTPAIOJIAIIID 10 HYJIBOBOTO IIyMYy Ta Pi3HI CTparerii KIAaCHYHOI MOCTOOPOOKH
pe3ynbratiB. Y cBoto yepry, FTQC 6a3yeTscst Ha peanisallii MOBHOIIHHOI KBAHTOBOT KOPEKIIii 1o-
muitok (Quantum Error Correction, QEC), mo m03Bossie MaciitadyBaTi oO4HCICHHS Oe3 BTpaTH
TOYHOCTI 32 YMOBU JOTPUMAHHS CYBOPUX BUMOT JI0 TOYHOCTI (pi3UYHHUX Omepariii 1 HaAJIUIIKOBOCTI
KyOITiB AJ1s1 TOOYAOBH JIOTIYHUX OMHUIb.

I3 TexHiuHOi TOUKHU 30pYy, cydacHi NISQ-mpuctpoi 3a3Buuail onepyroTh KilbKOMa COTHSIMH IO
KUTPKOX THCSY (DI3MUHUX KyOITIB i3 THIOBOIO JBOKYOITHOIO TO4YHICTIO B miama3oHi 99-99,9 %.
i mapameTpu 103BOJSIOTH BUKOHYBATH JEMOHCTpAIliiiHI OOYUCIIEHHS Ta TECTYBAaTH HOBI allTOPHUT-
MU, ajie He 3a0e3MeuyrTh MacITaboBaHOCTI JJisi oOpoOKM ckiaaHuX 3amad. HaTowmicTh, paHHI
FTQC-cucremu, HaBiTh 13 MOPIBHIHO HEBENUKOIO KUTBKICTIO (~100) morivHux KyOiTiB, TEMOHCTPY-
BAaTUMYTh 3HAYHO BHUILY HAIIHHICTh — 13 TOUHICTIO TTOHA 99,9999 % 3aBasiku BUKOPUCTAHHIO KOJIIB
KBaHTOBOI KOPEKIIii, Takux sk moBepxHeBi komu (surface codes) a6o LDPC-komu (Low-Density
Parity-Check).

BaxnuBo 3a3Ha4MTH, 110 HAHOMMKYMM YacoM KiHIIEBI KOPUCTyBaui OMUHATHCS Mepea BUOO-
poM Mix aBoMa tuaTdopmamu: 3 oxHoro 6oky NISQ-mpuctpoi 3 Benmukoro kinbkictio (10 10000)
¢i3nyHUX KyOITiB 1 BJIOCKOHAJIEHMMH METOJaMHU MOM SKIIeHHsA mymy, a 3 iHmoro — FTQC-
MPUCTPOI 3 MEHIIIO0, ajie OUThII HAIIWHOIO KUTHKICTIO JIOTTYHUX KyOiTiB. [leit Bubip Oyne 3anexaru
BiJ xapakTepy 3afaui. [leski HaykoBi mpobiaemMu (0COOJIMBO MOB’sA3aH1 3 XIMIYHUM MOJIEITIOBaHHAM
a00 KBAaHTOBOIO CHMYJIAIIIEI0) MOXYTh 3aimummaThcs edexTuBHO BupimyBanuMu Ha NISQ-
apxiTeKTypax, TOJl SK iHII, 30KpeMa KpunTorpadidHi 00YHCIeHHS, BeIMKOMacIITa0Ha ONTHMI3a-
i a00 TOYHE MOJIEeNIFOBaHHs KBAHTOBUX CHUCTEM, MOTPeOYBaTUMYTh HaJIIHHOCTI Ta MaclITaboBaHo-
cti FTQC.

Omxe, iepexin go FTQC He o3Hadae Heraiinoro Biakuaanas NISQ-momerni, a pajame 3HaMeHye
MOYATOK CITIBICHYBaHHS JIBOX THITIB KBAaHTOBUX IUIaT()OpM, KOKHA 3 SIKUX 3aiiMaTHMe CBOE MiCIIe B
IHHOBAIIHHIA €KOCUCTEMI KBAHTOBUX TEXHOIOTIH.

TakuM 4YWHOM, KBAaHTOBI OOYHMCIEHHS MEPETBOPWIMCA 3 CYTO aKaJeMIYHOi JUCHUIUIIHK Ha
chepy 3 YITKOIO KOMEPIIHHOI0 cTpareriero. ChOTOAHI MOYaIH 3’ SIBISITUCS TEPII MPaKTUYHI peati-
3a11ii KBAaHTOBUX AJITOPUTMIB, CUCTEMH CTalld TIOCTYITHUMH y XMapi, a MPOMHUCIIOBI TiraHTH PO3rop-
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Hyu gopoxkHi kaptu 1o FTQC. Lleit eran o3HaMeHyBaB KiHEIb €MOXH "HEBIJOMOr0" y KBAaHTOBHX
OOYHCIICHHSAX Ta MOYATOK MEPioly aKTUBHOTO 1HXKEHEPHOTO BIOCKOHAICHHS Ta KOMEpIliami3allii.
Taxkum unHOM, ToTIpH oOMexeHHsI, BiacTBi nepiony NISQ, HasBHI JOCATHEHHS BXKE BiKPUBAIOThH
peanbHi MOKJIMBOCTI Ul NMPHUKJIAJHOTO BUKOPUCTAHHS KBAaHTOBHX OOYMCIICHb Yy PI3HHX Tally3sX,
IO MiJAKPECIIOE BAXIIUBICTh MPOJIOBKEHHS JOCTIIKEHb y cepi KBAHTOBUX aJITOPUTMIB, METOIB
3HIDKCHHS ITyMY Ta T1IOpUIHUX apXITEKTyp, IO y CYKYITHOCTI (OpMYyIOTh 0a3uc MallOyTHBOI epH
MOBHOI[IHHUX KBAaHTOBUX OOYHCIICHb.

IocTkBanTOBa KpUnTOorpadgis B eBOJIOLIHOHMY NPoueci KBAHTOBHUX 004HCIeHb

I3 3pocTaHHsIM OOYMCITIOBAILHOI MOTY)KHOCTI KBAaHTOBUX KOMIT'IOTEPIB Mij 3arpO30I0 ONHHS-
I0ThCSl TpaaMIliiiHi kpunrorpadiudi mporokonu (3okpema, RSA, ECC), Bpa3iauBi 10 aaroputMy
[Mopa. ¥ BiamoBine Ha 1€ 3pocTae iHTEpeC A0 KBAHTOBO-0e3medHoi (post-quantum) kpunrorpadii,
sIKa BKJIFOYAE PO3POOKY ajlrOpUTMIB, CTIHKHX JIO aTaK KBAaHTOBUX KOMIT 10TepiB. [lapanenpHo 3 UM
PO3BHBAIOTHCS KBAHTOBI MPOTOKOJIM 3aXUCTy iH(opMalii, 30kpeMa KBAaHTOBOTO PO3IOALTY KITIOUiB
(QKD), mo 6a3yeTbcst HAa MPUHITMIIAX KBAHTOBOT MEXaHIKH M TapaHTye BUSBJICHHS OYyb-sIKOi CIIPO-
6u nmpociyxoByBaHHs. Ha BiMiHY BiJl KJIACHYHUX KPUNTOAHANITUYHUX IT1IXO/1B, KBAHTOBI aJrOpH-
T™H, 30KkpeMa anroputm lllopa, 31aTHI eeKTUBHO 3JIaMyBaTH KpUNTOTpadiro 3 BIAKPUTHM KITIO-
YyeM, 3aCHOBaHY Ha TaKMX MaTeMaTHYHUX 3a/adax, K (akTopH3amis LUIHX YHCeN, OOYMCICHHS
JMCKPETHOTO Jiorapudma Ta JAUCKPETHOro jorapudma Ha eminTuuHii kpusii [7]. Xoua cydacHi
KBaHTOBI mpucTpoi me He € kpunrorpadiuno peneBantHumu (CRQC), mporpec y ramysi nependa-
yae HeoOXiHICTh 3aBuacHOi miarotoBku. Y mnepioa NISQ-epu 1i cuctemu 1ie He 37aTHI BUKOHYBa-
T OOYMCIIEHHS 3 JOBIMMH JIAHIIOTAMU KBAaHTOBUX TEUTIB, HEOOXiTHI JUIA peami3aiii KBaHTOBHX
KPUINITOAHATITUYHUX aTak Ha mpaktuimi. Hampukian, posB’s3aHHs 3amadi (axropmsartii 2048-
6itHoro RSA-kiIr04a BUMaraTuMe THUCAYi KOPEKTOBAaHMX BiJl TOMWJIOK KyOiTiB Ta MUTbHOHU JIOT14-
HUX TEHTIB, 1[0 BUXOIUTH Janeko 3a Mexki cydacHux NISQ-cuctem [8].

KBaHTOBi 00YMCIIEHHS! MAaIOTh 3HAYHO CHJIBHIIINI BIUIMB HA aJTOPUTMH 3 BIIKPUTUM KITFOUEM,
HDK Ha CUMETPUYHI KpunTorpadiyai cxemu. ACUMETpUYHI airopuTt™H, Taki sk RSA, DSA Ta anro-
PUTMH Ha ETINTHYHUX KPUBUX, 0a3ylOThCS HAa CKIIQAHOCTI MaTeMaTHYHHUX 3a1ad (akTopH3arlii,
JTUCKPETHOTro JorapudMyBaHHs Ta JorapudMyBaHHs Ha eTINTUYHUX KpUBHUX. BinmoBigHo, 111 METO-
I € ypa3JIMBHMHU JI0 aTak KpunrorpadiuHo peneBaHTHHX kBaHTOBHX kKoMmm 'rorepiB (CRQC), siki
nepeadavyaroTh HAsBHICTh THCAY KOPEKTOBAHUX BiJl MOMMIIOK KyOiTiB. Anroput™m I'posepa € 1ie of-
HUM TIPHUKJIAZIOM KBaHTOBOI 3arpo3u. BiH 3a0e3nedye KBaIpaTWYHE MPUCKOPEHHS IS MOIIYKY B

HEBIIOPSAJIKOBAaHUX CTPYKTypax, 3HWKYrouHu ckiagHicTh3 O N O N O N 10 O N O JN O N

Xoua Taka mepeBara He HacCTUIBKU ApamaTudHa, sk y Illopa, BoHa Moxe MaTH cepio3Hi HACHIIKU
TS CAMETPHYHHUX KPUIITOCHUCTEM.

OCKUTbKM aTakM KBAHTOBHUX AJTOPUTMIB YX€ 3MOJIENbOBAHO W MiJITBEP/HKEHO TEOPETHUYHO,
CBITOBa CIUIBHOTA BJKMBA€E 3aXO0JIiB MO0 3aMiHU Bpa3imBux cxeM. 3okpema, NIST (Hamionansauii
iHCTUTYT cTaHfapTiB 1 TexHojoriii CIIA) 3aBepmuB BifOip CTaHAApTiB MOCTKBAHTOBOT
kpunrorpadii. 3 cepnust 2024 p. NIST ony0nikyBaB nepiui Tpu ¢iHani30BaHl CTaHIAPTH, K1 Ma-
I0Th 3aXMCTUTH IM(POBI JaHi BiJ MOTEHIIMHUX aTak KBaHTOBUX Komi rorepiB: FIPS 203 (ML-
KEM), anroputwm asi HarpasiieHoro mmdpyBanns, 3acHoBanuii Ha CRYSTALS-Kyber, FIPS 204
(ML-DSA), anroputm 1mdpoBoro mianucy, 3acioBanuii Ha CRYSTALS-Dilithium ta FIPS 205
(SLH-DSA), anroputm nugpoBoro mianucy, 3acioBanuit Ha SPHINCS+, sikuit BHKOPHCTOBYE XellI-
byHkuii 115 3a06e3neueHHs Oe3neKH.

barato kBanToBHX anroput™miB s HSP cniupatoTecst Ha mpuHIMIM BU3HAUYEHHA niepiony. Jms
a0eeBUX Ipyl CKIAJHICTh 3aJIMIIAETHCS MOTIHOMIAIBHOO, alle JJIs HeaOeleBUX IpyIl CKIaJHICTbh
3HAYHO 3pOCTa€ (4acTO CTAa€ EKCIIOHEHIIANbHOIO), OCKIIbKM KBAaHTOBE NepeTBopeHHs Dyp’e crae
Ba)XUUM /71 iHTepnpeTauii. Xoya anroputmu llopa Ta CaiiMoHa MponoHy0Th e(heKTUBHUHN MOIIYK
nepioay MJIsl TIEBHUX TUINB mepiogudHocTed (MoaynpHEX Ta XOR BiAMOBITHO), TXHS CKJIQJHICTH
3aJMIIAETBCSA MOJiHOMianbHOO. OgHaK A7 HeaOeneBUX Ipyn abo IHIIMX CKIAIHUX CTPYKTYP
KBAaHTOBI aJITOPUTMH MOXYTh He MaTH Takoi mepeBaru [9, 10].

ISSN 0485-8972 Radiotekhnika No. 220 (2025) 95
elSSN 2786-5525



VY cyd4acHUX yMOBaxX PO3BHTKY KBAaHTOBHUX OOYHMCIECHb OCOOJIMBY YBary KpHITOAHAJITHKIB
MpUBEpTaE peaiizarlis pyHaaMeHTaaIpHUX KBaHTOBUX anroput™MiB Ha NISQ-npuctposix. 3nauny no-
JIFO IOCITI/PKEHHb CTAaHOBUTH BUBYCHHS BIUIMBY IIMX O0YHCIICHb HA KpUNTOrpadidyHi METOIU Ta mep-
CIIEKTHBHU BUKOpHUCTaHHS cuMmeTpii PT (mapHicTh-uac) JIs MOJI0JIaHHS arapaTHUX oomexeHb. Crio-
YaTKy BMBYCHA B KOHTEKCTI HErepMETHYHUX ramiibTOHiaHiB, PT-cumetpis Oyna oOrpyHTOBaHa B
poborax Kapna bennepa i Credana berruepa nanpukinmi 1990-x pokiB. ABTOpH IPOJIEMOHCTPY-
BaJIM, 110, HE3BAKAIOYM HAa HEEPMITOBY IPUPOAY, TaMUIbTOHIaHU 3 HemopylieHow PT-cumerpieio
MOXXYTb MaTH JIHCHI BJIACHI 3HAY€HHS, a 3a BIAMOBIIHOIO BH3HAYCHHSI BHYTPIIMIHBOTO JTIOOYTKY —
VHITapHY €BOIIIOLI0, SKa € HEOOXITHOI YMOBOIO Ui (i3W4HOI peanizalii KBaHTOBHX CHCTEM.
OcTaHHI EKCIEPUMEHTH Ha HAJIPOBIIHUX KBAaHTOBUX MPOIIECOPAX MOKA3AIU MOXIIUBICTh MOJICIIO-
BaHHS €BOJIIOLIT KBAHTOBOI CUCTEMH IiJ] Ai€t0 PT-cuMeTpuuHuX HErepMETUYHHUX TaMiJIbTOHIaHIB i3
3aCTOCYBaHHSM JOMOMDKHUX KyOiTiB. Taki JOCHIIKEHHS BiIKPUBAIOTh HOBI TEPCHEKTHBHU IS
peamizanii CKJIaAHUX KBAaHTOBUX CHUMYJILIN Yy BIIKPUTHX CHCTEMax, 30KpeMa MepioJuyHO KepoBa-
HUX KBaHTOBUX (ha3, BKIIIOYHO 3 peaji3allield JUCKPETHHX YacOBUX KPUCTANiB. TakuM YUHOM,
PT-cumerpist po3risiiaeThCsl K IHHOBAIIMHMIA MAXiJ 0 MOJ0NaHHS oOMexeHb cydacHux NISQ-
MPUCTPOIB 1 PO3IIUPEHHS apceHaTy e(peKTHBHUX METO/IB KBAHTOBOT CUMYJISIII.

VY3aranpHIOIOYH, MOKHA CTBEP/KYBATH, 11O CYy4YacHI TOCITI/KSHHS B Taly31 KBAaHTOBUX 00UMC-
neHb, 30kpema B pamkax NISQ-mapaaurmu, 1eMOHCTPYIOTh 3HAUHUN MOCTYI y peaiizaiii Teope-
THYHUX MOJICNICH, BOJHOYAC BHUCBITJIFOIOYM ICHYIOUl TEXHIYHI Ta (I3uyHi OOMEKCHHSI.
Kpunrtorpadiuni BHUKJIMKH, 10 TOCTAlOTh YHACHIJOK PO3BUTKY KBAaHTOBHX aJITOPUTMIB,
aKTyali3yloTh HEOOXITHICT PO3TrOPTaHHS IMOCTKBAHTOBUX KPHUNTOTPadiyHUX MPOTOKOIIB. Y CBOIO
4yepry, po3poOKka HOBUX MiAXO/iB, TAKUX SK BOPOBaKeHHs PT-cuMerpii, BiIKpuBa€e HOBI TOPU30H-
TH y WiABHIICHHI €(QEKTUBHOCTI KBAHTOBHX OOYHCIEHb 1 pO3IIMPEHHI iX 3aCTOCYyBaHb Y
dbyHIaMeHTaNbHIi Gi3ulll Ta NPUKIaIHUX 1HPOPMALIITHUX TEXHOJIOT1SIX.

AHaJi3 KpUTEpPi€B KBAHTOBUX 00YMC/IeHb B KOHTEKCTI KBAHTOBOI0 KPUIITOAHAJI3Y

PosrnsHemMo ki04oBI MareMaTu4Hi Mojeni, mo (opmamnizyioTs mnporec po3BuTky NISQ,
EFTQC ta FTQC obuucnroBanpaux cucteM. OHUM 3 KIIFOYOBHX MAaTEMaTUYHHUX OIHCIB TIEPEXOTy
MIDXK PI3HUMHU €T0XaMH KBAaHTOBUX OOYHCIIEHb € MOJIENIb MaclITaOOBaHOCTI, IPEJICTABICHA Y CTATTI
[11]. Mepexiguuit nepioxg mix emoxamu NISQ ta FTQC xapakrepu3yeTbcsi 3aKOHOM 3MEHIICHHS
BiJiadi y kBaHTOBIiN Kopekiii nomunok (QEC), ae 31aTHICTh apXiTeKTypH MiATPUMYBATH SKICHI
orepailii Mpu MacimrTadyBaHHI BH3HA4Ya€ TOUYKY 3MEHIIEHHS Binmadi. Mojenb MacmTaboBaHOCTI

OIMUIICMO HACTYITHUM YHUHOM:

Va

f Z _ X n([)i3.xy6.

— ' basa
nO

ne P, — 0a30Buii piBeHb MOMMIIKK JJI OJHOrO KyOiTa, N, .. — KUIBKICTh ()i3MYHMX KYOITIB,

asa

n, — HOpMaJi3aliiHUi mapamerp, « — nmapamerp maciradosanocri (Scalability). ITapamerp macmi-

TaboBaHOCTI « € kmodoBuM s knacudikarii: NISQ: a <2, EFTQC: 2<a <35, FTQC: a«>35
(nuB. Taba. 1). [Ipoananizyemo pe3yabTaTi Kiacu@ikaiii HACTYITHUM YHHOM.

[Tpy 3HayeHHSX mapameTpa MacIITabOBAaHOCTI MEHIIMX 3a 2, CHOCTEPIraeThCsl CTPIMKE 3pO-
CTaHHsI 3araJlIbHOTO PIBHS MOMMJIOK 13 30UIBLICHHSIM KUIBKOCTI KyOITIB y cuctemi. JlaHui pexum
XapaKTepHUH I CydyacHOro €Tamy pO3BUTKY KBAaHTOBHUX oOuMcieHb 3 BUKOpucTaHHSAM NISQ-
npucTpoiB. OCHOBHUMH YHHHUKAMH, 110 3YMOBIIOIOTh HU3bKE 3HAYCHHS 0, € HETOCTATHS 130JIAIIis
KyOITiB BiI HAaBKOJHIIHBOI'O CEPEIOBMIA, HASABHICTh MEPEXPECHHUX IMEPEeHIKOJ MK CYCIAHIMU
kybOitamu (crosstalk), oOmexxeHa TOYHICTHP KOHTPOJIOIOYMX CHUTHATIB Ta BHCOKHHA piBEHb
nexorepentii. [Ipu Takux 3HaYEHHAX MapamMeTpa MaclTaboBaHOCTI 3aCTOCYBAaHHS KBaHTOBOI KOpe-
KIIii TOMHJIOK € Hee(heKTUBHUM, OCKLIBKH MPOIEAYPH BUSBICHHS Ta BHUIIPABICHHS ITOMIJIOK BHO-
CSITh OUTBIIY KUTBKICTh HOBUX IMIOMHJIOK, HIXK 3/1aTHI BUIIPABHUTH.
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Tabmauns 1
EBosmronis KBaHTOBUX O0YNCIIEHD

FTQC
K . NISQ (Noisy Intermedi- EFTQC (Early Fault- (Fault-Tolerant Quan-
puTepiit Tolerant Quantum
ate-Scale Quantum) Computing) tum
puting Computing)
Yacosi pamMku
PAKTHYHNX peamizamii 2018 — 2025 2025 — 2030 2030+
Knacu ckmagHOCTI gﬁ;f:;ﬁﬁgifggb Mix NISQ i BQP BQP
[oBHicTIO
TeopeMa Do HODIT HOMUIKH He 3acTocoByeTtbes YacTKOBO 3aCTOCOBYETHCS 39CTOCOBYEThCS
p P P (momuiky B 3a opir) | (GJM3BKO 10 OpOry) y
(HMXKUE TOpOTY)
MaremaTuHa XapaKTepUCTH- —
Ka (I)iSI/I‘{HO'l' HOMIfI)JIKI/I P F)error > Pth Perror ~ Pth Perror - Pth
Mozens maciTadoBaHOCTI
. <a<
(scalability) a<? 2<a <35 a>35
' OOMerkeHa KOpEeKIis [ToBHa Kopexmis
[TprHIMT KOPEKIIiT MOMUIIOK [ToMm'SIKIICHHST TTOMHIIOK HOMILIOK HOMILIOK

Jiama3oH 3HaYeHb MapamMeTpa MacmTaboBaHOCTI Bix 2 A0 3.5 BiANOBIZAE MEpEXiTHOMY PEKH-
My paHHIX BiIMOBOCTIHKMX kBaHTOBHX oOumcieHb (EFTQC). YV mpomy pexumi 3pocTaHHs piBHA
MTOMUJIOK TTPH 30UIBIICHH] KITBKOCTI KYOITiB € IOMIpHUM, 1110 JI03BOJISIE IMILTIEMEHTYBAaTH OOMEXEH1
CXEMH KOPEKIIii TOMHUJIOK 3 MO3UTUBHUM edekToM. Lleil perxumM BHMarae CyTTEBOTO MOKpPAIICHHS
AKOCTi (PI3UYHUX KYOITIB Ta CUCTEM KOHTPOJIO, BKIIOYAIOUH: IMiJIBUILEHY 130JISI0 BiJl OTOYECHHS,
3MEHIICHHS TIEPEXPECHUX MEPEHIKO/, OLIBII TOUHE YIPaBIiHHI KBAHTOBUMHU T'eiTaMH Ta e€(heKTHUBHI
METOJIM TOM'AKIICHHA NOMMIIOK. OCKUIBKM 3pPOCTaHHS MOMUJIOK € JOCTaTHbO MOBUIBHUM, CTa€e
MOJKJIUBUM 3aCTOCYBaHHS YaCTKOBOI KBAHTOBOI KOPEKIII MOMMIIOK, IO JO3BOJISIE peaizyBaTH
oOMexkeH1 BIIMOBOCTIMKI KBaHTOBI cxeMH. HipkHs Mexa o = 2 A LBbOTO PEXHUMY BiIIOBiIae
MiHIMaJbHOMY 3HAYCHHIO, IPU SKOMY KBAHTOBA KOPEKIlis IOMUJIOK ITOYMHAE JABATH MMO3UTUBHUN
edeKT 1 € TeOpeTUyHO OOIPYHTOBAHOIO TOYKOIO, B AKiM KUIbKICTh BUIPABICHUX MOMUJIOK ITOYUHAE
MIEPEBUIYBATH KiTBKICTh HOBHX TTIOMHJIOK, BHCCEHUX CXEMaMH KOPEKIIii.

3HaueHHs MapaMeTpa MacIITabOBaHOCTI, IO MEPEBUILYIOTH 3.5, XapaKTepU3yIOTh PEKUM IOB-
HOIIIHHUX BIJIMOBOCTINKHX KBaHTOBHMX oOuucieHb (Fault-Tolerant Quantum Computing). ¥V upomy
peXHUMi piBEHb MOMUJIOK 3pOCTA€ HACTIIBLKU MOBUIBHO 3 PO3MIUPEHHSIM CUCTEMH, IO CTA€ MOMKITU-
BUM e(DeKTHBHE 3aCTOCYBaHHS TTOBHOMACIITAOHMX CXEM KBAHTOBOI KOPEKI[ii MOMHIIOK. JloCATHEHHS
TaKWX 3HAa4YeHb MapaMeTpa o BUMarae HaJ3BUYailHO BUCOKOI SIKOCTI (i3MYHUX KYOITIB 3 MiHIMallb-
HUM pPIBHEM JI€KOT€pEHIIil, MPAaKTUYHO BIJCYTHIMU NEPEXPECHUMH MEPEHIKOIaMU Ta MPEeu31iHUM
KBaHTOBUM KoHTpoieM. [Ipu o > 3.5 piBeHb MOMHUJIOK 3pOCTa€e TOCTaTHHO MOBLIBHO, 100 3abe3me-
YUTH MacITaOyBaHHS JI0 CUCTEM 3 TUCSYaMU a00 HaBITh MUIbHOHAMH JIOTIYHUX KYOITIB, 110 HEOO-
X1IHO Ul BUpIIIEHHS MPAaKTUYHO 3HAuymux 3agad. Bepxus mexa o = 3.5 mia EFTQC (sxa e
0JTHOYAacHO HWXHBOIO Mexero Wit FTQC) Bu3Havae 3HaUCHHS, IPU IKOMY €(PEKTHBHICTD KOPEKIIii
MTOMHIIOK CTa€ JIOCTATHHOIO TSI peati3allii BeTUKOMACIITAOHUX BIIMOBOCTIMKMX KBAaHTOBUX OOYHC-
JIEHb 3 JOBUIBHOIO KUIBKICTIO JIOTTYHUX KYOITIB.

[TpoananizyeMo kpuTepii CIiBBITHOUIEHHS MIX (Pi3WYHUMH Ta JIOTIYHUMH KyOiTamMM B peasiza-
il 3a1a4 KpunTorpadiyHUX KBAHTOBUX OOYUCIICHD (IUB. Ta0I. 2).

Tabmurs 2
Oninku xapakTepuctuk KyOitis aiist cuctem NISQ, EFTQC ta FTQC

XapakTepHucTHUKa NISQ EFTQC FTQC
Kinbkicth izuunux Ky6iTiB 50-1,000 10%-10° >10°
KinpKicTh J0T1YHUX KYOITIB 0 10-100 100-10,000+
dopmyna s KITBKOCTI (i3MIHUX KyOiTiB Ha JIOTIYHAN KyOIT HE icCHy€ 0 d? >0 d?
PiBeHb (i3nuHOT MOMHIKH 10” 2-10" 3 %8: :- <10™ ¢
PiBeHb 0riuHOi NOMUIKH N/A : pzf/;s : pzf/;s
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NISQ-nipuctpoi onepyroTs 3 00MEXKEHOI0 KUIBbKICTIO (hizmunux KyOiTiB (50-1,000) 6e3 peari-
3arlii JOT1YHUX KYOITiB, IO YHEMOJIMBIIIOE 3aCTOCYBaHHS KBAaHTOBOI KOPEKIlii moMmiIoK. Bonu xa-
PaKTepU3YIOTbCS BUCOKMMHU DPiBHAMHU ¢izmuHux momMmiok (107 2 — 107 3), mo cyrTeBo oOMexye
rIMOKMHY peaizoBaHMX KBaHTOBHMX cxeM. Taki cuctemw, sk IBM Eagle (127 xy6itiB) Ta Atom
Computing Phoenix (monax 100 ky0itiB), € TumoBumu peanizamismu. [lepexin no EFTQC-epu
nepenbayae apamaTHyHe 30ibIIEHHs KinbkocTi (ismunux ky6itis (10° — 10° ) Ta peanizawuiro
obMexeHoi KitbkocTi Joriuaux KyOiTiB (10 — 100). Lle mo3Bosise IMIUIEMEHTYBaTH YacTKOBY
KOPEKIIif0 IOMHJIOK Ta BAKOHYBaTH KBAaHTOBI &JITOPUTMH CEPEIHBOI CKIAJHOCTI. Y TaKHX CHCTEMax

KUIBKICTh (i3M4HMX KYOITIB HA OJMH JIOTTYHMN KyOiT MaciTabyersest sk O d® , ne d — Bijgcranb

KOJly, a piBeHb (PI3MUHUX MOMMIIOK 3HMKYeThea g0 107 2 — 107 * . FTQC-cucTeMu XapakTepu3sy-
IOTHCS BUKOPHCTAHHSIM IOHAJ MibiioHa (i3MUHMX KyOITiB Aisi 3a0€3Me4YeHHs COTEHb 1 THCIY
soriuaux KyoiTiB (100 — 10,000+) 3 MOBHOILIIHHOIO KOPEKITI€I0 MOMUJIOK. PiBeHb (Di3WUHUX MOMH-
JIOK Y TAKHX CHCTeMax HiKuuii 32 107 * | 1m0 B moeHanHi 3 GiIBIIO0 BiJICTAHHIO KOy 3a0e3meuye
JOCTaTHbO HU3BKHUU DPIBEHb JIOTIYHHX MOMIJIOK. J[JIsi MIOBEPXHEBOrO KOy Ta aHAIOTIYHHX KOJIB

. . ) . d/2 . . ..
PIBEHb JIOTIYHOI TIOMUJIKM MACINTa0y€ThCs TPUOIU3HO SK: Py, 1€ Py, — PiBeHb (Pi3u4HOI 1O~

MUJIKHU. J{aH1 CriBBIJHOIIEHHS IPYHTYIOTHCS HAa T€OpPEMi PO MOPIT Ui KBAHTOBOT KOPEKIIii MOMHU-
JIOK, SIKa CTBEPJDKYE, MO JUIsl (PI3MYHUX PIBHIB MOMWJIOK HIDKYE MOPOTOBOTO 3HAYCHHS JIOTIYHUN
piBEHb MOMWIKH MOX€ OYTH 3HIDKEHUH 10 JOBUIBHO MAJOr0 3HAYEHHS NUISAXOM 30LUTBIICHHS
BifcraHi koxy. Lls TeopeTnuna 6a3a Bu3Havae GpyHmaMeHTaIbHI BUMOTH J0 MacIiTaOyBaHHs KBaH-
TOBUX CHUCTEM Ta BIAKPHUBA€E MUIAX A0 MPAKTHYHOI peami3alii MOTY)KHUX KBAHTOBUX aJTOPUTMIB Y
MalOyTHbOMY.

[TpoananizyeMo KBaHTOBI OOUHMCIIOBATIBHI MiAX0AU (IUB. Ta0I. 3).

Tadmuusa 3
[TopiBHSIHHS KBaHTOBMX OOYHMCIIIOBAIBHUX ITIIXOIB
Iinxig OO6uncmoBaibHa TapagurMa MartemaTurina CknaHicTh Jloriuni KyGiTH I'mibusa
CXeMH cXeMH
VQE Ta
QAOA l'iopugaa O p 3rmbunow P ®i3uuHi KyOiTH ObOMexeHa
(NISQ)
RFE (EFTQC) | PobacTHi KBAHTOBI anropuTMH O K 3 mapamerpom K Q6Me?x cna Cepenns
KiJIbKIiCTh
QPE (FTQC) Eg;ﬁig;amom KopekiA O 1/& pnaTounocti & Heobmesxena Bucoxka

Tabn. 3 1eMOHCTpYy€e MpoTpeciro Bix OLTBII 0OMeXeHOTo, aje npakTudHo goctynHoro NISQ-
migxoay (Noisy Intermediate-Scale Quantum) 10 TeOpeTHYHO MOTY)KHIIIOTO, ajie TEXHOJOTIYHO
sumoryusimoro FTQC (Fault-Tolerant Quantum Computing). ITiaxoaun VQE (Variational Quantum
Eigensolver) ta QAOA (Quantum Approximate Optimization Algorithm) mparroroTs B ribpuaHii
napajgurmi, MOEAHYIOUYH KIACUYHI Ta KBAHTOBI OOYMCIIEHHS, BUKOPUCTOBYIOUM JOCTYIHI ChOTOJIHI
¢biznuni KyOiTH 3 0OMekeHOw TmbuHOI cxemu. [liaxin RFE (Randomized Fourier Estimation) y
koutekcti EFTQC (Error-Free Topological Quantum Computing) 3HaxoauThCs MOCEpEanHi, TPo-
MOHYIOYH Kpally CTIHKICTh 10 MOMHJIOK MpH cepeaHiii rmmbuni cxemu. ITimxin QPE (Quantum
Phase Estimation) mpencTaBisie MOBHY KBaHTOBY KOPEKI[IFO MOMHIIOK, IIO TEOPETHYHO TO3BOJISE
HEOOMEeXXEeHY KUIbKICTb JIOTIYHHUX KYOITIB 1 BUCOKY MIMOMHY CXEMH, ajie Ma€ CKJIAJHICTb, 110 3ae-
’KUTH Bij Oa’kaHOI TOYHOCTI &.

[TpoanaizyeMo MOKa3HUKI IKOCTI KBAHTOBHX omeparlii (aus. Tad:i. 4).

Tabmuus 4
[opiBHIHHS MOKA3HUKIB SIKOCTI KBAHTOBHX ONepallii

Mertpuka NISQ EFTQC FTQC

TouHicTh IBOKYOITHOTO reiita 99-99.9% 99.9 —99.999 % >99.9999 %
o MegaQuops ~10° -GigaQuops

KimpkicHa dopmyna s Quops KiloQuops ~ 10° 1%9Q P gaQuop TeraQuops ~ 10%
Yac KOrepeHTHOCTI BiTHOCHO 102 3 103 5 5
wacy omepaii T,/ Tgae #10° —10 T,/ Tgate ~10° -10 T,/ Tgae >10
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AHaJli3 TIOKa3HMKIB $IKOCTI KBAaHTOBUX OIEpaliii JIeMOHCTPYE paJUKaJbHE 3pPOCTaHHS
MPOJYKTUBHOCTI Ta HAIIMHOCTI KBAaHTOBHUX CHCTEM Yy TPOIECI TMEpPeXoay BiJ epu HIyMHHX
npoMikHUX KBaHTOBHUX HpucTpoiB (NISQ) mo epu MOBHOIIHHHMX BiIMOBOCTIMKHX KBaHTOBHX 00-
gucinenb (FTQC). KmrouoBuMHM MeTpuKamH, IO XapaKTEpU3YIOTh II0 E€BOJIOIII0, € TOYHICTH
JIBOKYOITHUX T€WTIB, OOUYMCIIOBaJIbHA MOTYKHICTH (QUOPS) Ta CHIBBIJHOIIEHHS MK YacoM
KOTE€PEHTHOCTI Ta 4acoM BUKOHAaHHS omeparlii. ToYHICTh TBOKYOITHUX TEWTIB, IO € (yHIaMEH-
TaJbHUM MOKa3HUKOM SIKOCTI KBaHTOBUX omepailiid, 3poctae Big 99 — 99.9 % y NISQ-npuctposix o
nmoHaza 99.9999 % y FTQC-cucremax. e ekcrioHeHIIiitHE TiABUIIIEHHS TOYHOCTI € KpUTUYHUM (haK-
TOPOM JUTSL pealtizaiii CKJIaJHUX KBAaHTOBUX aJITOPUTMIB, OCKIJIbKM HaBiTh HE3HAYHE MOKPALICHHS Y
TOYHOCTI TeUTIB MPU3BOJMUTH JIO CYTTEBOTO 3MEHIIICHHS HAKOMMMYCHUX TOMHJIOK ITiJl YaC BUKOHAHHS
rMOOKNX KBaHTOBHX cxeM. OO4YHCIIOBallbHA TMOTYXXHICTH KBAaHTOBUX CHCTEM, BUPaKEHA B
KUTBKOCTI KBaHTOBHX omepariiii 3a cekyHay (QUOpPS), IeMOHCTpY€E 3pOCTaHHS Ha ACB'SATh MOPSAKIB
Bix KiloQuops (10%) y NISQ-epi no TeraQuops (10'?) y FTQC-cucremax. Ileii nporpec Bigobpaxae
He JuIie 30UIbIICHHS KUIBKOCTI KyOITiB, aje ¥ IMiJBUIEHHS YacTOTH OIepallii Ta BIPOBAKEHHS
MapaebHOrO0 BUKOHAHHS KBAaHTOBUX TEUTIB, IO B CYKYIMHOCTI 3a0e3meuye Oe3rpereneHTHe 3po-
CTaHHSI O0UYMCITIOBANILHOT MOTY>KHOCTI. CIiBBIIHOIIEHHS! MK YaCOM KOT'€pEHTHOCTI Ta YaCOM BUKO-
HaHHs omnepamii (T,/T,.) 3poctae Bix 10> — 10* y NISQ-cuctemax mo moHap 10° y FTQC-
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npuctposix. Lle BimoOpakae TPHUHIMIIOBE IMOKPAIIECHHS SK TEXHOJIOTIH 30epeKeHHsS KBaHTOBOL
KOTE€PEHTHOCTI, TaK 1 METOAIB IIBHIKOTO Ta TOYHOTO BHKOHAHHS KBAaHTOBHMX T'€HUTIB. 301IBIICHHS
I[LOTO CITIBBIIHOIICHHS O3HA4Ya€, MO0 KBAHTOBI CHCTEMHU 3MOXYTh BHKOHYBATH CYTTEBO OLIbBIIE
MOCJIIIOBHUX OINEpalliif 10 TOro, K JCKOTepeHIlisi 3pYHHYE KBAHTOBHI CTaH, IO € KPUTUIHUM IS
peaiizanii CKJIIaJJHIX KBAHTOBUX JITOPUTMIB 3 TNIMOOKHMH CXEMaMHU.

L{i METpUKH KOJCKTHBHO JEMOHCTPYIOTh TPAEKTOPII0 PO3BUTKY KBAHTOBUX OOYMCIICHB BiJl €K-
CIICpUMCHTAIBHUX CHCTEM 3 OOMEKCHHMH MOJIMBOCTSIMH JO TIOBHOI[IHHUX KBAHTOBUX
KOMIT'IOTEPIB, 3JaTHUX peaji3yBaTH MPAKTUYHI KBAHTOBI QJITOPUTMH 3 OOYHMCIIIOBAILHOIO
MOTYXKHICTIO, 1110 3HAYHO MEPEBHIYE MOXKIMBOCTI KiacuuHux cucreM. [Ipoanamizyemo EFTQC ta
FTQC minxonu ik MEepCreKTUBHI 3 OISy Ha PillleHHs KpUNTOAHATITUYHUX 3a/1a4 (IuB. Tabm. 5).

Taomuus 5
[opieusmpauit ananiz EFTQC ta FTQC y BupinieHHi 3a/1a4 KpUNTOAHATIZY

Tpamumitinuit FTQC . MaremaTuuHe
XapakTepucThka paui Q EFTQC minxin ..

Xz CITiBBiIHOIIEHHS
KinbkicTs omepariii Ha cxemy Bucoka 3umxena B ~100 pasis | O T /100
Kk . H 30ipmIeHa O R 10°

ILKICTB 3aITyCKiB CXeMH U3bKa . :
Y B ~10000 pasis FTQC
3arajbpHUI Yac BUKOHAHHS Tiotar = Teroc * Reroc Tt = Terroc * Rerroc 36imbmenns B ~100 pasis
Posuip 3a1a4i (TOCHKHICTS) Oo6MexeHuit kinpkicTio | Posimpennit Bin #9010 ~130
p Ky0iTiB na ~ 40—50% JIOTiYHUX KyOiTiB

[MopiBasuteHu# aHami3 migxonis EFTQC ta FTQC mae ocobimuBe 3Ha4YeHHS B KOHTEKCTI
KPUNTOAHATITUYHHUX 33724, /i€ KBAHTOBI aJITOPUTMHU MOTEHLIHHO NEMOHCTPYIOTh €KCIOHEHIIiiHe
MIPUCKOPEHHS MOPIBHSIHO 3 KIACUYHUMHU MeTogaMu. [I[prHIMNOB] BIAMIHHOCTI IIMX MIJXOA1B BU3HA-
Yal0Th Pi3HI TPAEKTOPIi PO3BUTKY KPUITOAHATITHYHIX MOXIIMBOCTEH Y KBAHTOBY €pYy.

EFTQC minxin i3 XapakTepHUM 3HHKEHHAM KUIBKOCTI omepauid Ha cxemy O T /100

BIJIKpHMBA€ MOXKJIIUBICTD JUIsl PAHHBOT'O BIPOBAIXKEHHS Mo (pikoBaHUX Bepciit anroputmy llopa ta
anroputMy ['poBepa 3 oOMexkeHO TMHOWHOI. KpUTHYHOIO OCOOMUBICTIO TAaKOTO MIAXOAY JUIS
KpUIITOAHAI3Y € KOMIIEHCAI[is OOMEKEHOT INIMOMHU CXeM 4epe3 IHTEHCUBHE CTAaTUCTUYHE HAKOMH-

ueHHs pe3ynbTaTiB O Ry -10° 3amyckiB. Ile mo3Bonse aTakyBaTH KpHITOrpadiuHi cucTeMH 3

PEAYKOBAaHOIO CKJIAJHICTIO, BUOIPKOBO TapreTylOud Bpa3JiBl KOMIOHEHTH ab0 BHUKOPHCTOBYIOUU
YaCTKOBE 3HAHHS PO CTPYKTYPY KPUITOrpadiyHOro KiIroya.
30inpIneHHss po3mipy 3amad Ha 40 — 50 % (Bim ~90 mo ~130 soriunux kyoiTiB) y EFTQC
HiaXo0Ji € 0cOOIMBO 3HAUYIIUM JJISi KPUITOAHANI3y, OCKUIBKH YMOXJIMBIIIOE aTaKd Ha KPHUIITOCH-
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CTeMH 3 OUIBIIOI0 JOBXUHOIO Kitova. Lle 103BoMsie, HAaPUKIIAA, 3aCTOCOBYBAaTH KBAaHTOBI METOJIU
st pakTopuzariii RSA-MoaymiB 611b1IOT0 po3Mipy a0o IJisi OOYMCIICHHS JUCKPETHUX JorapudMiB
y OUTBIINX SIUTINTHYHUX KPUBUX, HABITh MPU 0OMEexeHii rimnbuHi cxeM. Takui miIxix mMOTEHIIITHO
HaJa€ MOXKJIMBICTh MPOBOAMTH "IOKA30B1 KOHIIEMIIi" aTaKk HAa KPUITOCHUCTEMH, SKi BBaXKAIOTHCS
0€3MeYHNMHU B Cy4aCHUX yMOBaX.

dynnameHTanbHa 3MiHa napaaurmu B EFTQC epi uist kpuntoaHami3y moJiarae B mepexoil Bifl
IMOBHOMACINTA0OHUX aTakK, SKi BHMAaraloTh TIJIHOOKMX KBAaHTOBHX CXE€M BHCOKOI TOYHOCTI, 10
riOpuaHUX KJIACMYHO-KBAHTOBHMX aTaK 3 IHTEHCHUBHUM CTATUCTUYHMM IicisornpaloBaHHsaM. Taxi
aTaky MOXYTh BKJIFOYAaTH KBAHTOBI MiANPOrpamMH Jjsl BUPILICHHS CIENU(IUHUX, 00YHCIIOBAIBHO
CKJIaJHMX IIi/13a]a4, iIHTerpoBaHi B KiacuuHi kpunroaHamitiuuni frameworks. 36inbiinenuii 3araib-
HUl yac BuKoHaHHS (mpuOau3Ho B 100 pasiB) 3anumiaeTbesi MPUHHATHUM IS KpUNTOAHATI THYHUX
3aCTOCYBaHb, JI€ YacC aTakud HE € KPUTUYHUM (PAKTOPOM MOPIBHSIHO 3 MOXKIIUBICTIO MPUHIIMIIOBOTO
371aMy KPHUIITOCHCTEMH.

[Ipiopuresartis KiIbKOCTI 3alycKiB cXeMH HaJ il TIMOMHOI0 € OCOOJMBO PEICBAHTHOIO IS
TaKUX KPUNTOAHAIITUYHHX aJITOPUTMIB, sSK KBaHTOBHW BapianT Meet-in-the-middle arak Ta
KBaHTOBI Bepcii AudepeHIliabHOTO Ta JIHIMHOTO KPUNTOAHAI3Y, A€ CTATHCTHYHE HAKOITMYCHHS
pe3yabTaTiB € HEBI'€MHOIO YaCTHHOIO arakd. Llel miaxig 1Jo3BOJis€ PO3LMIMPUTH CHEKTP
KPUIITOAHATITUYHUX METOJIB, JOCTYIIHUX Ha paHHIX eTamax KBaHTOBUX OOYHMCIIEHb, CTUMYIIOIOYN
PO3BHUTOK IMOCTKBAaHTOBOI KpHunrTorpadii Ta mMpHUCKOPIOIOYN TPAH3HIIIO J0 KpUOTOrpadiuHuX CHC-
TEM, CTIMKUX 10 KBAHTOBUX aTakK.

BucnoBok

[IpoBenenuii aHami3 MaTeMaTHYHUX KPHUTEPIiB PI3HUX €MOX PO3BUTKY KBAaHTOBUX OOYMCIICHD
Ma€ HACIHIJKU JJIsl BUPIMICHHS KPUIITOAHATITUYHUX 3a]ad, TPAaHCPOPMYIOUH PO3YMIHHS YacOBHX
PaMOK Ta METOJMOJIOTIUYHHX MiAXO/IB JI0 IMOJOJAHHS KPUNTOrpadiqHOro 3aXUCTy KIACHYHUX KPHII-
TOCHCTEM.

EBomroniist mapametpa macmraboBanocti o Bix oo < 2 'y NISQ o a > 3.5 y FTQC cucremax Bu-
3Ha4ae (yHJaMEHTAIbHI OOMEKEHHS s iMmiemMenTanii anroputMy lopa ta iHmmx KpunToaHai-
THUYHUX aJITOPUTMIB, 1110 BUMAraroTh HU3BKOTO PiBHS MOMMJIOK. [lepexin Bij piBHS XapaKTepHCTHUKH
¢13uunoi nomunku P, .. > P, , xapaktepnoi ans NISQ, no piBus P, = P, y FTQC € xputnunoro

error error
TOUKOI0 OihypKalii sl MPaKTUYHOI pealtizallii HOBHOMACIITAOHUX KBAaHTOBUX aTak Ha acCUMETpU-
YH1 KPUITOCUCTEMH B HeAallekoMy MailOyTHboMy. CIIBBIIHOIIEHHS MK (DI3UYHUMHU Ta JOTTYHUMHU

KyOiTaMHu, 110 OnmucyeThest GyHKIie O d° , Mae BUpiNIaabHe 3HAYEHHS [T KPUIITOAHAII3Y, OCKi-

JbKU BU3HA4Ya€ MaKCHUMAJbHUN PO3MIp KpUNTOrpadiuHUX KIIOYIB, SKI MOXYTh OyTH aTaKOBaHI.
3011bIIEHHS KUTBKOCTI TOCTYMHUX Joriunux Kyoitie Bix 10 — 100 y EFTQC mo 100 — 10,000+ y
FTQC B HenanekoMy MaiilOyTHROMY BiJIKPHBa€ MOKIJIMBICTh JUIS aTak Ha KPUITOCHCTEMH 3 KIIFOYa-
MU BiJ 2048 1o 4096 OiT Ta 6inblile, 0 OXOIUIIOE 3HAYHY YaCTUHY Cy4acHOi KpUINTorpadiqHoi iH-
¢bpactpykTypH. Iloka3HUKHM SKOCTI KBAaHTOBHUX OIeEpaliil IEMOHCTPYIOTh €KCIIOHEHIIIiiHe MOoKpa-
menHs Big NISQ no FTQC, mo 6e3nocepeHbo KOpemntoe 3 ePeKTUBHICTIO KpUNTOAHATITUYHUX aJl-
TOPUTMIB. 3pocTaHHs TOYHOCTI JIBOKYOITHUX reiTiB BIJ
99 —99.9 % 10 >99.9999 % KpUTHYHO BaXJIUBE AJIs peajizalii KBAaHTOBOIO Mepedopy B alropuTMi
I'poBepa Ta st Tounoro omiHtoBaHHS (asu B anroputmi [llopa. 301abIIeHHS 00YHUCTIOBAIBHOL
noryxHocti Big KiloQuops no TeraQuops Ta cmiBsignomenus T,/T_. Bix 10> — 10* mo >10°

BH3HAYa€ MIBUJIKICTh BUKOHAHHSA KPUNTOAHATITHYHUX OMepalliif Ta MakCUMallbHy INIMOMHY KBaHTO-
BUX CXEM, JOCTATHIX i (hakTopu3allii un oOuncieHHs nuckpetHux jorapudmis. EFTQC-minxin
MPOINOHY€E PEBOJIOLINHUM KOMIOpPOMIC JJIi KBAaHTOBOTO KPHUMTOAHAI3y: 3HMKEHHS KIJIBKOCTI
omepaiiii Ha cxemy B ~100 pa3iB mpu 30UIbIIEHHI KiIbKOCTI 3amyckiB 'y ~10,000 pa3i
YMOXJIMBIIIOE peatizanito MoaugikoBaHux Bepciit anroputmy [llopa Ta I'poBepa, onTHMi30BaHMX
Uig poOOTH 3 0OMeKeHOwo TMMONHOK cxeMu. Lle 103Bomsie aTakyBaTu KpUNTOCUCTEMH O1IbIIOrO
po3mipy (Ha 40 — 50 % Oinpmie nmoriyHMX KyOITIB) 3HAYHO paHille, HDK Mependadanocs B
TpaaAULIHHUX MOJENSX KBAHTOBOTO KPUITOAHATI3y, X04a M 3 MPOMOPLIHHO OUIBIIMMHU YaCOBUMHU
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Butpatamu. EBomionis Bin VQE ta QAOA anroputmiB yepe3 pobdactHi EFTQC-anroputmu o
noBHOIIHHUX FTQC-anroputmiB  TpaHchopMye METONONOTII0O KBAaHTOBOTO KPHUIITOAHATI3Y.
B NISQ-epi MoxuBi nuie riOpuaHi aTaku 3 0OMEXEHOI KBAaHTOBOIO CKianoBoio; EFTQC-epa
BIIKpPHMBAE IUIAX 0 poOacTHUX KBaHTOBUX aTak 3i ckimaanictio O(K), ski, Xo4a ¥ HE € OnTHMAaib-
HUMH, aJIe BXK€ CTAHOBIIATH PEAIbHY 3arpo3y Mg OKpeMHuX KpumnrocucreM; i, HapemTi, FTQC-epa
YMOKITUBITIOE TIOBHOMACIITa0H1 KBAaHTOBI aTaky 31 ckiaaHicTio O 1/¢ , 110 MOBHICTIO KOMIIPOMe-
TYIOTb ypa3iuBi Kpuntorpadiuti IpUMiTHBH.

3anporonoBana wmojens mnepexoay Bigm NISQ mo FTQC i3 4itkumMu MaTeMaTHYHUMU
KPUTEPISIMH JT03BOJISIE OUTBII TOYHO MPOTHO3YBATH YacOBI PaMKM BUHUKHEHHSI KBAaHTOBOI 3arpo3u
s pisHUX KpunrorpadiuHux cucrteM. OcCoOJIMBO BaKJIMBUM € BHCHOBOK IOJO HPUCKOPEHOT
JocshKHOCTI KBaHTOBHX arak B EFTQC-epi, mo ckopodye ouikyBaHHMi Yac J0 KOMIIpOMeTarii
CY4aCHHMX aCHUMETPUYHUX KpuntocucteM. Lli pe3ynbTaTH MiAKpEcIOTh HarajibHy HEOOXiTHICTh
aKTHUBHOI Mirparii 10 MOCTKBAHTOBHX KPHUNTOTpadiuyHUX pIllIeHb, CIHPOMOKHUX MPOTUCTOSNTH SIK
noBHoliHHUM FTQC-arakam, Tak 1 wmomudikoBanum EFTQC-atakam, sKi MOXYTh CTaTH
peaNbHICTIO 3HAYHO paHillle, HiX mependadaiocs y TpaIulliiiHuX MOAEISIX KBaHTOBOT 3arpO3H.
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L1 HEBJIFO/]OB, 0-p mexn. nayx, O.M. JIICTPATEHKO, xano. mexu. nayk, 1.B. FOPII]OB

ABTOMATH30BAHA THOOPMAIIIMHO-BUMIPIOBAJIBHA CUCTEMA
OIITUYHOI'O KOHTPOJIIO 'HYYKUX HAATOHKHNX MIKPOKABEJIIB

Beryn

CpOrosiHi BaXXKO YSIBUTH MOAAJBIINI PO3BUTOK 0araThox rajgy3ei MpoMHUCIOBOCTI 0€3 pO3BHUT-
Ky JOCSTHEHHSI HAHOUIBIIIOT TOYHOCTI IPH BUMIPIOBAHHAIX, MEHIIOT KUTBKOCTI MIOMUJIOK TIPH KOHT-
poJdl Ta MiABUINEHHI HMOBIPHOCTI BHSABICHHS KPUTHYHUX Je(eKTiB mpu BUPOOHMUTBI. Takum
YUHOM, MiJBUIIECHHS €(PEKTUBHOCTI B yMOBaX MPOMHUCIOBOI peBoorlii [HaycTpii 4.0 Hacammepen
OB’ sI3aHE 3 AaBTOMATHU3AI[I€I0 TEXHOJIOTIYHUX MPOIIECIB, IKI BUKOPUCTOBYIOTHCSI HA CY4acCHOMY €Ta-
i TpOMHCIIOBOTO po3BUTKY [1]. CydacHi BHCOKOTEeXHOIOTIYHI enekTpoHH1 3acoou (E3) cTBopio-
IOTHCSI HA OCHOBI JPYKOBAHOTO MOHTAXY, KOJIU 3TiJJHO 3 ICHYIOUMMH MPOTHO3aMH Y TOAAJIBINI POKU
OYIKY€ThCs 301IBIIICHHS BUKOPUCTAHHS THYYKUX JApykoBaHux 1iaT (JI1) mist pisHOMaHITHOTO BU-
KopucTaHHs [2]. MakcuMaabHO BHCOKI BUMOTH MIOJO HAIIHHOCTI BUMaraiwoTh E3 crnemiaibHOTO
MPU3HAYEHHS, B TOMY YHCIII CEHCOPHI MOy JUIsl MPUMayiB eeKTPOMAarHiTHUX BUIIPOMiIHIOBAHb,
a caMe PEeHTTeHIBCHKOTO 1 raMMa-BHIIPOMiIHIOBaHHS, KOHIIEHTPOBAHOTO COHSYHOTO BUIIPOMIHIOBaH-
HA Ta iH. Lle BIATHOCHTBCS TaKOXK JI0 0araTOCEHCOPHUX MAaTPUYHHUX MPHIMaYiB, SIKi MarOTh KOPCTKI
BHUMOTH JI0 TOYHOCTI iX BCTaHOBIJIEHHS Ha JApyKoBaHi muatu. OcTaHHi iHHOBaNIi B Taly3i KpEeMHie-
BUX TEXHOJIOTIH Bi3yami3alii moii B ekcriepuMeHTax (pi3uKi BUCOKHX €HEepriil BIAKPUIU BUHSATKOBI
MO>KJIMBOCTI JUISI HOBHX KOHIICTIII IETEKTOPHUX CUCTEM, Y TOMY YHUCIIi MOYKJIMBICTH BUKOPUCTAHHS
iHTerpanii KpeMHIEBUX MIKCEIIbHUX CEHCOPIB, €NEKTPOHIKM 3YUTYBaHHSA Ta 0OpoOku iH(opmarlii
IUIsL CTBOPEHHSI €IMHOTO YYTIMBOTO KPEMHIEBOTO eJeMeHTa. Takuil miaxin OyB NMpUHHATHN Ta yc-
MIITHO peai3oBaHUN TpU CTBOPEHHI MOHONITHMX AaKTUBHUX IiKkcenbHUX ceHcopiB (MAPS)
ALPIDE 4 nns BupimeHHs OJHOTO 3 OCHOBHHMX 3aBJaHb Cy4acHOi ()i3MKHM BHCOKHX CHEpriH, sKa
MoJIArae y BUBUEHHI (a30Boi Jiarpamu CTaHy CHIIBHO B3aemoJitouoi Matepii. 3okpema MAPS mik-
cenpHi ceHcopu ALPIDE 4 Takox ycHinIHO 3aCTOCOBYIOTHCS Y I€TEKTOPHUX CUCTEMax HOBOTO I10-
KOJIHHS JUIsl TOCTIIKEHHSI YaCTUHOK BHCOKHUX €HEprii Ha OCHOBI FHYYKHX TOHKUX 0€3aJAre3UBHUX
amoMmiHii-nomimiaHux (Al-Pi) mMix3'eqnanb (MikpokaOeniB) 31 3HAUHO 3HM)KEHOIO MaTepialoMICT-
KICTIO Ta MiJBUIICHOIO PO3JIITFHOIO 3AaTHICTIO [3].

OnTuyHi MeToM KOHTPOJt0 THYuykux Al-Pi mikpokaOeniB 3 HaATOHKUMHU anoMiHieBUMH (Al)
npoBigHUKaMu (15 — 30 MKM), 10 3aCTOCOBYIOTHCS JUIsl IEPEBIPKH SKOCTI MIKpOKaOeiB, J03BOJIS-
I0Th 3a0€3MEeYUTH BIAMOBIAHICTh MPOAYKIIi BCTAHOBJIEHUM BUMOTaM 1€ /0 il HaIXO/KEHHS y BH-
poOHUIITBO. ONTUYHUI METO/ TOCTIKEHHSI MIKPOKaOeIiB IPYHTYETHCS Ha TAKUX SIBUINAX, SIK BiJO-
OpakeHHsl, MOTJIMHAHHSA, 1HTepdepeHis Ta Audpakuis cBiTia. [Ipu BurorosneHHi GpoTomadiioHIiB
Ta MIKpOKaOeliB 3aCTOCOBYIOTHCS Pi3HI Marepiajiu, sIKi MO-pi3HOMY B3a€MOJIIOTH 13 ONTHUYHUM
BUIIPOMIHIOBAaHHSAM. BOHM 3HAMIIIM IMIMpOKE 3aCTOCYBaHHS i Yac BUPOOHHMITBA MiKpokaOemniB
CHEIIaIbHOTO MPU3HAYCHHSI JUIS BUSBIEHHS TakuX JNe(EKTIB SIK pAaKOBWHU, TPIIIMHU, BUPUBU Ha
TOHKUX IPOBIJTHUKAX 1 HABITh HETOYHOCTEN PO3MIIIEHHS KOHTAKTHUX MalJJaHYMKIB 1 MPOBIHUKIB;
3MiHH IIMPUHU MPOBIAHUKIB; MIATPABIIOBAHHS Ta HABUCAHHS MPOBIIHUKIB; AeeKkTH MeTamizallii Ta
1H. OiHaK ONTUYHHUI KOHTPOJIb 3a JOMOMOIOI0 OIlleparopa Mae€ psiJi HEAOMIKIB — Cy0'€KTUBHICTS 1
HU3bKa JOCTOBIPHICTb, a TAKOK HU3bKA MPOJYKTUBHICTh JUIS CKJIAJHUX BUPOOIB 3 HAATOHKOIO TO-
TIOJIOTIEF0, IO MOYKE MPHU3BECTHU JI0 MPOMYCKY KPUTHYHHX JeeKTiB. MeToa aBTOMaTHYHOTO ONTH-
YHOTO KOHTPOJIIO (aBTOMaTUYHA MepeBipKa 30BHIIIHHOIO BUIIISAAY) BCEOIYHO BUKOPUCTOBYE TEXHO-
JIOTII0 aHali3y 300pa)KeHHs Ta aBTOMAaTHYHOI'O YIPaBIIHHS MPOLIECOM BUSBIEHHS Ie(EKTiB, IO
BUHUKAIOTh Y BUPOOHHUIITBI PI3HOMAHITHUX THYYKHX IPYKOBAaHUX IUIAT Ta APYKOBAHUX BY3IIB.
TakuM YMHOM, MOXKJIMBOCTI aBTOMATH30BaHUX CHUCTEM ISl ONTHYHOTO KOHTPOJIIO MiKpoKaOeiB
CHEIIaIbHOTO MPHU3HAYCHHS 3 HAJITOHKOIO TOTOJIOTIE€I0 JO3BOJSIOTH 31MCHIOBATH OUTBII SKICHUI
KOHTPOJIb Ha BCIX €Tamax BUPOOHHIITBA KOMITOHEHTIB 1 CKJIAJaHHs APYKOBAaHUX BUPOOIB 3 BUKIIIO-
YEHHSM IPyOHX MOMMIIOK, K1 TOMYCKAaOThCA M1 Yac Py4HOr0 Bi3yaabHOI0 KOHTpouo [4, 5].
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Mertoro nanoi poGoTu € cTBOpeHHs iH(hopMaliiiHo-BuMiproBasibHOI cuctemu (IBC) aBromaru-
30BaHOTO ONTHYHOTO KOHTPOJIO JUIS PO3IIUPEHHS 11 (PYHKLIOHAIBHUX MOKJIMBOCTEH 3a paXxyHOK
KOMILIEKCHOI aBTOMaTu3alii OTpuMaHHs Ta 00poOKku iH(opMarii mpy BUSIBICHHI KPUTUYHUX TOBE-
pxHEBUX AePEKTIB, IO BIUIMBAIOTh HA SKICTh 1 HAMIMHICTh HAATOHKUX THYYKUX Al-Pi mikpokaGeniB
Ta MEPEeBipKU BIAMOBIAHOCTI MPOBIHUX MATIOHKIB PO3POOJIEHMX MIKpPOKaOeIiB BUMOTraM KOHCTPY-
KTOPCBHKOI IOKyMEHTAITi.

1. Ilpeamer Ta METOAM AOCTiIZKEHHS
1.1. 3aBaanus po6oTn

1) [IpoBeneHHs aHanmizy BUAIB KPUTHYHHX Ta Majo3HauHuX nedekriB Al-Pi rayukux JI1 Ta
JIB Ha ix OCHOBI1 Ta po3p0o0JIeHHS iX CUCTEMaTH3alli].

2) [IpoBeneHHs: aHai3y METOJIB BUSIBICHHS JIe(EKTiB Ta OTpUMaHHs i 0OpoOka iHdopmailii,
10 PeaTi3yIoTh Il METOIH.

3) Po3pobka cTpykrypHoi cxemu IBC i1t ONTHYHOTO KOHTPOJIIO THYYKUX HAJITOHKUX MIKpO-
KabeJiB /I THYYKO-KOPCTKHUX CEHCOPHUX MOJYJIB Ta APpyKoBaHHX BHpoOiB (IB) mans mudpoBux
TPEKOBUX KaJIOPUMETPIB y MPOTOHHUX KOMIT'FOTEPHHUX TOMOTpadax.

4) Po3poOka mporpaMHOro 3a0e3rneyeHHs AJis aBTOMATU3allii KOHTPOJIbHO-TIEPEBIPOYHUX OIIe-
pariii THy9KHX HaJTOHKUX MIKpOKaOelliB Ha OCHOBI CTAHJAPTHUX METO/IIB IPOTPaMyBaHHS.

5) Texniune 3a0e3MEYCHHS Ta OCHAILICHHS POOOYOTr0 MICIsl Uil aBTOMATH30BaHOT'O OITUYHOT'O
KOHTPOJIIO THYYKUX HAJATOHKHX MIKPOKaOeIIiB.

1.2. Meroau aocaiaKeHHA

MeTtonu AOCTIDKEHHS B paMKax JaHOi poOOTH 0a3yrOThCsl HA BUKOPUCTAaHHI Teopii iHopma-
IHHO-BUMIPIOBAJIbHUX CHCTEM, OOpOOKH 300pakeHb, a TAaKOXk HPUHIMUIIB CHCTEMHOTO aHali3y.
Jlyis aBTOMaTH3allii MpOIeciB KOHTPOJIFO BUKOPHUCTOBYIOTHCS CTaHJIAPTHE MPOTpPaMHE 3a0e3IedeH-
Hs, PO3pOOIIEHE 13 3aCTOCYBaHHSIM Cy4YaCHHX METO/IB MPOrpaMyBaHHs, a TaKOX CIieliaii3oBaHi
ITOPUTMU JJIs1 aHAJII3y TONOJIOTI] MPOBIIHUKIB Ta ineHTUdiKaii AedekTiB. AnapaTHe 3a0e3neyeH-
Hs 0azyeTbcsl Ha METOJAaX CXEMOTEXHIKM JUIs 3a0e3MedeHHs] TOYHOCTI W HaIIHHOCTI ONTHYHOTO
KOHTPOJIIO.

1.3. Kpurepii BusiBjieHHs AedeKTiB IPH ONTHYHOMY KOHTPOJIi
APYKOBaHNX MikpokadeiB

OcHOBHUM cTaHapTOM 3a BumMoramu 10 aedextis JIT e IPC-A-600H "Acceptability of Printed
Boards", B sskomy onucaHo NpUHHATHI (1 HENPUIHATHI) AePEeKTH A pI3HUX KIJIACIB TOYHOCTI Ta
KpUTepiiB npu npuitmManHi MikpokabeniB. Y crannapti [PC-A-600H BuaineHo kpurepii npuitManHs
JPYKOBAaHUX MIKpOKaOeIiB 3a 30BHILIHIMU O3HAKaMU — O3HaKaMH Je(EKTiB, K1 MOXKHa CIocTepira-
TH Ta BUMIPIOBAaTH 3 MOBEPXHI Mikpokalento. J[o XapakTepuCTUK KPUTEPiiB HAATOHKUX THYYKHX
MIKpOKa0OeJliB 3a 30BHIIIHIMU O3HAKaMH, KOHTPOJbOBAaHUX Ha MOBEPXHI BITHOCSTh:

- 1e(eKTH MOBEpXHI — 3aJAUPKHU, BUOOTHH, MOAPSAINHU, BUIMKH, 3a0pyIHEHHS, YaCTHUHKH, 110
HAJIMILIN, Ta 1HIIII;

- 1e(eKTH MiJl MOBEPXHEI0 — BKIKOUYEHHS CTOPOHHIX MaTepialiiB, po3lIapyBaHHS, TOPOKHEYl Y
JIaMiHaT1 TOIIO;

- 1e(eKTH IpOBIAHOTO MaNIOHKa — BTpaTa ajJresii, 3SMEHIIEHHS IIUPUHU YU TOBIIUHH MPOBiJ-
HUKa 4Yepe3 BUOOIHM, MIKPOOTBOPH, MOJAPSIMHMHU, Ne()EeKTH MeTali3alii 4¥ 3aXUCHOTO MOKPUTTS
MOBEPXHI. XapaKTepUCTUKU OTBOPIB — JiaMeTp, MOMUJIKA YCYHEHHs, CTOPOHHIM Martepian Ta aede-
KTHU MeTai3allii 4 3aXUCHOI0 MOKPUTTS;

- neeKTH MapKyBaHHsI — MOJIOKEHHS, pO3MIp Ta TOYHICTB;

- PO3MIpPHI XapaKTEPUCTUKH — PO3MIPU Ta TOBIIMHA MIKpOKaOeniB, po3Mipyd OTBOPIB Ta TOY-
HICTh 1X pO3TalllyBaHHS, IIUPHUHA Ta BIJICTAHb MK MPOBITHUKAMH, TOYHICTh MOJOXKEHHS MOHTaX-
HUX TUIOIIWH.
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[MToxin nedexTis 3a 3HAYUMICTIO HA KPUTUYHI, 3HAYHI Ta MAJIO3HAYHI Ma€ BEJIMKE 3HAYCHHS NIPU
OOTpyHTYBaHHI IJIaHIB MPU MPOBEJACHHI ONTHYHOIO KOHTPOJIO0 MikpokabeniB. Kputnunum HazuBa-
€Tbcs Ae(eKT, 32 HAsIBHOCTI SIKOTO BUKOPUCTAHHS BUPOOY 3a MPU3HAUYEHHSIM € MPAKTUYHO HETPU-
MyCTUMUM. 3Ha4HUI JedekT — 1e AeeKT, SKuil CyTTeBO BIUIMBA€ HAa BUKOPHCTaHHS BUPOOY 3a
MpU3HAYCHHSAM Ta (a00) Ha WOro JOBrOBIYHICTH, alie BiH HE € KPUTHYHUM. Mallo3HAYHUM Ha3UBa-
€TbCsl 1e(PEeKT, SIKUH CYTTEBO HE BIUIMBAE HA BUKOPHUCTAHHS BUPOOY 3a MPU3HAYCHHSIM Ta HOro 0B-
TOBIYHICTb.

[Ipu onTHYHOMY KOHTpPOJI THYYKH HAJITOHKH MikpokaOem moBuHHI npoxoautu 100 %-ny
NEPEeBIPKY 30BHIIIHBOTO BUIIIAY Ha BiAMOBIAHICTE KOHCTPYKTOPCHKIill TOKyMEHTallii, IepeBipKy Ha
BIJICYTHICTh BUIUMUX 3a0py/THEHb OBEPXHI MIKpOKaOeIiB Ta MOMIKO/KEHb €JIEMEHTIB TOTIOJIOTII y
MPOBIIHUX MATIOHKAX Ta BiICYTHICTh HAIMIUIMX YAaCTUHOK.

Ha rayuykmnx Mikpoka0e/six He J0NYyCKAIThCSA:

- 3a0pyIHEHHS, SIKI HE 3HIMAIOThHCS TICH3JIHMKOM;

- BIZICYTHICTh MapKyBaHHS;

- BiJImapyBaHHs ajntoMiHieBUX Al enemMeHTiB Bia mosiiminHoi (Pl) TuTiBKy, sIKi BA3HAYAOTHCS Bidya-
JILHO 110 3a/IMPIIi KpaiB aJIFOMiHIEBUX €JIEMEHTIB;

- po3puB Al MPOBITHHUKIB Ta 3aKOPOTKH MK HUMU;

- HasIBHICTh 3auiKiB Pi rutiBku Ha Al nmpoBigHuKax y BikHax B Pi muiBIi;

- HAaCKpi3Hi mpoTpaBu B Al MpoBiTHUKAX y 30HAX 3BaPIOBAHHS;

- nedopmarris MikpokabesiB, 0 MPU3BOIUTH J0 3aJIOMIB;

- nedopMmartis Al TpOBITHUKIB Y 30HAX 3BAPIOBAHHS.

Ha rayukmnx mikpoka0easix 10IyCKalThCH:

- JIOKQJIbHI MOJPSIIUHM, BUPHBHU 1 pakoBUHH B Al IpoBiTHHMKAX SK HAcKpi3Hi g0 Pi mapy, Tak i He
HACKpI3HI 1032 30HOI0 3BaprOBaHHS, AKIIO yacTHHAa Al MpoBigHMKA, IO 3aTUIIAIIACS, HE MEHIIE
0,5 #oro mupuHy;

- TOKaJIbHE 3MEHIICHHS IIMPUHU 3a30py MDXK CcycigHiMu nposigHnukamu Al He Ounbiie 0,5 mmpuHu
3a3opy;

- pakoBuHHU y Pi mienextpuky 3 po3mipamu He Oinbiire 200 MKM Ha lem? NP KIJIBKOCTI HEe OlbIe
2 T.;

- mpoTpaBu B Pi gieneKTprKy 3 po3MipaMu He Oijiblie mupuHu Al MpoBiqHUKA,;

- PO3pUB CYCIIHIX IEPEMUYOK Yy nepdopaliii Mpu KiIbKOCTI He OIbLIe 4 IIIT.

1.4. KputuyHi 1edexTH Ta NOMKOAKEHHS NPU 30BHIIIHBOMY OISl Ta KOHTPOJIi
MiKpoka0eJiiB Ha BilMOBIAHICTH KOHCTPYKTOPCHKIii JOKyMeHTaNLil

1) 3abpyaHeHHs, SKi He 3HIMAIOTHCS IEH3IUKOM.

2) HackpisHi mporpaBu Al POBiTHHUKIB y 30HaX 3BapPIOBAHHSI.

3) HasiBHicTh po3puBiB Al IpOBIIHUKIB Ta 3aKOPOTOK Y ITPOBITHOMY MAITFOHKY MiKpPOKaOeJIio.
4) BimmapoByBanHs Al poBiAHUKIB Bia Pi TOKPUTTSL.

5) 3anuiuku Pi y 30Hi 3BaproBaHHSI.

6) Jdedbopmariis MikpokabeiB, 10 MPU3BOAUTH JI0 3JIaMiB.

7) Hedbopmarisi Al IpOBIAHUKIB y 30HAX 3BAPIOBAHHSL.

8) BiacyTHiCTh MapKyBaHHS.

9) Biactanb MiXk 3HaKaMH CyMIIIEHHS 10 OCi X, MM.

10) Bincranp Mixk 3HaKaMH CyMIIIEHHs 110 0Ci Y, MM.

11) Illupuna nepdopartii, IO BiTOKPEMITIOE TEXHOJIOTIYHI 00JIACTI, MM.

12) Illupuna Al mpOBiHUKIB y 30HAX 3BAPIOBAHHS, MM.

13) Po3mipu BikoH y Pi mapax y 30Hax 3BaplOBaHHS, MM.

14) Bincrans Mix Al IPOBiTHUKAMH Y BEPXHIX YaCTHHAX 30H 3BAPIOBAHHS, MM.
15) Bincranps Mk Al IpOBiTHUKAMHU Y HU)KHIX YaCTHHAX 30H 3BapIOBAHHS, MM.
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2. Po3po0ka cTpyKTYpHOI cxeMH Ta nporpamMHoro 3ade3neyenns IBC
ONTHYHOI0 KOHTPOJII0 rHYyYKHX Al-Pi HagToHKNX MikpokaoeJiiB

2.1. CtpykTypHa cxema aBToMaTu3oBaHoi IBC

Jo cxmany IBC s aBTOMaTH30BaHOTO ONTHYHOTO KOHTPOJIO THYYKHX MIKpoKaOeiB
BXOJIATH. ONTHUYHA CHCTEMa, CUCTEMa OCBITIICHHS, cUcTeMa (ikcallii Ta MO3UIIOHYBaHHS a TaKOXK
nporpamMHe 3a0e3NeyeHHs. 3a TOMOMOTo0 IU(POBOI BiJleOKaMepH 3iHCHIOETHCS ONTHYHUIN OTJISIT
MiKpOKaOeiB, a TAKOX 3A1MCHIOETHCS MEepPEeBipKa HAsIBHOCTI CTOPOHHIX BKJIIOYEHB 10 HUX. Cucrema
no0OyJ0BaHa HAa OCHOBI IU(POBOI BiJicOKaMEepW 3 MATPHIll Ha MPHUJIANaxX 3 3apsJI0BUM 3B'S3KOM
(CCD - charge-coupled devices). KoibopoBe 300paykeHHs 3 BUCOKOIO PO3/IUIBHOIO 3/IaTHICTIO BH-
BOJIUTHCSI HA MOHITOP MEPCOHAIBHOTO KOMI'toTepy. O01acTh 3aXOIUICHHsI 300pakeHHs Ta Mmporpa-
MHe 3a0€3Me4YeHHs, 10 3aCTOCOBYETHCS, JO3BOJIAIOTH 3/1iIHCHIOBATH OIS, CTBOPIOBATH 0a3y JTaHUX
300pakeHb 1 IPOBOJUTH BUMIPIOBAaHHS TEOMETPUIHUX IMAPaMETPiB €JIEMEHTIB MIKPOKAOEIiB.

Po3pobnena ykpynHeHa OJIOK-CXeMa alrOpUTMYy BHSIBICHHS Ta KIacH(ikamii KPUTHUIHHUX
nedeKTIB 1 MOIIKOIKEHb MPU 3arajlbHOMY 30BHIITHBOMY OIVISIII MIKpOKaOeliB IMpejicTaBicHa Ha
puc. 1.

MNouatok pobotu IBC

h 4
MigrotoBka

300pakeHHA 1o
aHaniay

lopiBHAHHA 300pakKeHb | FOBIOMNGHHS NPo |

Mikpokabenio 3 < <
L nedekt J
eTanoHHow Hasow AdaHux
HaagHICTb
nedexTis TUny
1-15
. HassHicTb
y Hedopmalis
: HasgHicTb 3abpyaHeHHs 2 =
HasaBHicTb ; Al . | | HeBionoBigHicTb
: po3puBiB : : abo 3anuiukis
HaCKPIi3HMX ... | [npoBigHuMKiB y reOMEeTPUYHUM
: meTarnisauii MraAly
npoTpasiB 2 Y 30Hax § napametpam K[
NPOBIAHUKIB 30Hi
3BaplOBaHHSA
3BaplOBaHHS

30epexeHHA
pesyneraris
aHaniay

KiHeub
pobotu IBC

Puc. 1. biiok-cxema anropuTMy BUSIBICHHS Ta Kiacugikamii nedexTis

2.2. Ilporpamue 3a0e3nevyeHHs apTromaruzoBanoi IBC

[Tporpamue 3a6e3neuenHs IBC Ha ocHoBi cepenosuima MATLAB noenHnye BHCOKOpPIBHEBY
TEXHIYHY OOYHCITIOBAILHY MOBY Ta iHTEpaKTUBHE CEPEIOBHIIE TSI aBTOMATH30BaHHOTO JIETEKTY-
BaHHS MOBEPXHEBUX J1e(EKTiB THYYKUX MIKpOKaOeiB, 10 MOXe BUKOPUCTOBYBATUCS HA BUPOOHII-
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TBi. JlaHa cucremMa Hajgae KOpHCTyBaueBi OararoyHKIiOHaTbHE Ta e()EKTUBHE CepepoBUILE LUD-
poBoi 00poOKM nBOBUMIpHHX 300pakeHb Image Processing Toolbox sik CykymHICTh (yHKIIIH,
Hanucannx MoBoro MATLAB, nis BUpilIeHHS MIMPOKOrO KOJa 3aBAaHb IUGPOBOI 0OpPOOKH
300pakeHb, IO 3HAYHO PO3IMIMPIOE 0a30BY (PYHKLIOHAIBHICTH CEpPEOBHILNA IMPOTrPaMyBaHHS.
VY cepenoBuiii MATLAB po3po0IsSFOThCSI aNlTOPUTMH TSI aBTOMATH30BAaHOTO aHAI3y 300paKeHb
rHyukux Al-Pi MikpokaGemniB [j1si BUSIBICHHS KJIIOUOBUX KpUTEpiiB nedekTiB 1 mapaMmerpiB. AJro-
pUTMHU TIepe100pOOKH BiNOBITAIOTH 32 MOKPAICHHS SKOCTI 300pa)KeHb, BUIAICHHS IIyMy Ta IiJ-
TOTOBKY JI0 TTOAAJIBIIOTO aHali3y. CerMeHTailisi 00'eKTiB BUALUISIE 30HU IHTEPECY, TaKi K MPOBIAHU-
KH Ta 3BapIOBAIbHI 00JIACTI, U IETATBHOTO JTOCIHIKCHHSI. AJITOPUTMH BUMIPIOBAaHHS T€OMETPHU Y-
HUX TapaMeTpiB 3a0e3Meuyr0Th aBTOMATHYHE BU3HAUCHHS BiJICTaHEH, pO3MIpIB BIKOH Ta IIUPUHU
MPOBIIHUKIB 3 TOJANIBIIO0 MEPEBIPKOIO HA BIAMOBIAHICTh TEXHIYHOI TOKyMeHTawii. s BusBieH-
Hs 1e(DEeKTIB 3aCTOCOBYIOTHCSI METO/IM aHalli3y MPOBIAHOIO MAJIOHKA, IO J03BOJISIE BUSIBJIATUA PO3-
PHBH, HAaCKPIi3HI IPOTpaBH, 3a0pyaHeHH Ta Aedopmarii. Takok peami3yloTbesi alrOpUTMHU KIIacH-
¢ikarii nedexTiB 3a IX 3HAYMMICTIO Ta aBTOMaTH30BaHa cucTeMa (hOpMyBaHHS 3BITIB, JIe (DIKCYIOTh-
Csl pe3y/IbTaT KOHTPOJIIO Ta MICIIE3HAXOJ[)KCHHSI BUSIBIICHUX J1e(DEKTIB.

3. TexHiuHe 3a0e3meyeHHsI Ta OCHAIIEHHSI P0604Y0ro Micis st aBToMaTtu3oBaHoi IBC

VY tabun. 1 npeacTaBiIeHo MepesiK THITIB MPUCTPOIB, sIKi BKIOYEHi 10 ckiuaxy IBC.

Taommms 1
[lepenik Ta Tamu npuctpoiB mus IBC

HaiimenyBaHHs Tun
Hudpora xonpopora I133 Bigeokamepa AmScope MU1403
JUISL OTPUMaHHS 300paXKeHHs
CBiTII010AHUI OCBITIIIOBAY TY-60
Mikpockor Konus Crystal
Cuctema ¢ikcarlii Ta O3UIIIOHYBaHHS MiKPOKaOeIro [TmactukoBa pamka TAB-70022
Hoytbyk Lenovo IdeaPad 520-15 1kb

3.1. OcHOBHI XapaKTepUCTHKHU MPHUCTPOIB, AKi BKI04YeHi 10 ckiaany IBC

BumiproBanbuuii Mikpockon Konus Crystal. CygacHuii MOnynbHUI BUMIPIOBAIBHUNA MiK-
POCKOT BIIOMTOTO CBITJIa 3 TPUHOKYJISPHOIO HACAKOIO CKJIAIA€ThCS 3 BUCOKOSKICHUX KOMIIOHEHTIB
Ta HaJIHOTO 1 MIITHOTO IITAaTHBA. MIKPOCKOII MOCTABISETHCS 3 OCBITIIOBAYEM Ma/1al0u0ro CBITjA 3
TPUHOKYJISIPHOIO HAacaJIKOK Ui HIAKIIOYEHHS LU(POBOi KOJIBOPOBOI BiieokaMepu. MIKpockor
NpU3HAYEHUN AJI TPOBEJICHHS Bi3yalbHOIO KOHTPOJIIO Ta BUMIPIOBaHHS APIOHMX 00'€KTIB Ta Mae
CepiHMN BUXIJ IS Mepeadl JaHUX CTATUCTUYHOIO KOHTPOJIIO TEXHOJOTIYHOIO MPOIECY Ha KOM-
n'roTepi.

Bineoxamepa anasi orpumanus 300pa:xkennss AmScope MU1403. /s Bubopy kKamepu mpo-
BEJICHO aHaJli3 ICHYIOUMX MoJelnell BileokaMmep 3a OCHOBHUMH XapaKTepUCTUKAaMH, 110 3a0e3reuy-
I0Th TOYHICTh 1 3pYYHICTh KOHTPOJIIO: PO3JLIbHA 3aTHICTh He ripma 3a 1920 x 1080, po3mipu He
oinbiie 75 x 45 MM, maca He 6inbiie 500 r. Y nudposiit kamepi AmScope MU1403 3a6e3neuyeTsb-
cs HeoOXiJHa SKICTh 300pa)KE€HHs, TaKOX BOHA Ma€ MPHUHHATHI TabapuTHI po3Mipu 1 Bary, o0
BHU3HAYa€ MOXJIMBICTH 11 BCTAHOBJICHHS B OJIOI[I IEpEeMIlIICHHS.

Ceitaogionnnii ocsitimoBau TY-60. EdekTrBHE BUCBITIICHHS Ma€ BUpIMIAIbHE 3HAYCHHS JIIS
ONITUYHOTO KOHTPOItO. Pi3HI cucTeMU OCBITJIICHHS (HAIIPUKJIAA, CBITJIOAI0HI MaTpPHIIi) BUKOPUCTO-
BYIOTBHCS U1l OCBITJIEHHSI THYYKOI'O MIKpOKaOelo, MOKpallylodl BUAUMICT MOTEHIINHUX Hedek-
TiB. [1IBUKicTh 00p0oOKH 300paskeHHs MeHIe 10 mc.
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CoctraBHa miactukoBa pamka TAB-70022 nmns ¢ikcamii Ta MO3UIIIOHYBaHHS THYYKOTO
Mikpokabemto. [TmactukoBa pamka TAB-70022 3abe3nedye MexaHIUHY CTIHMKICTh Ta CTaOUIBbHICTD
MOJIOKEHHS MIKPOKAO0EI0 y TUIOIINHI.

@ikcarist Ta Ho3uLiOBaHHS THYYKHX Al-Pi MikpokabesiB mpu ONTHYHOMY KOHTPOJIi 3/1HCHIO-
€TBCS JIOCTaTHHO IPOCTO 3a JONMOMOTOK TuIacTukoBoi pamku TAB-70022. IlnactukoBa pamka
TAB-70022 Big amantepa socket IC51-4364-1221-1 3abe3mneuye MeXaHI4HY CTIMKICTh Ta CTa0lIb-
HICTh MOJIOXKEHHS Mikpokabemto y momuHi. CocrtaBHa mactukoBa pamka TAB-70022 mns dikca-
il Ta MO3UIIIOBAHHS THYYKOTO MIKpPOKa0emo Mae po3Mipu BikHA y pamii 52 X 52 mm. Y pamky
BCTAHOBIIOEThCS THYUYKHH Al-Pi MmikpokaGens 3 po3mipamu He Outbie 70 x 70 M.

Ha puc. 2 npencraBieHo 0CHOBHI IPUCTPOI i OcHaIeHHsa pobouoro micus 3 IBC ans aBro-
MaTH30BaHOTO ONTUYHOTO KOHTPOJIIO THYYKHX Al-Pi HaATOHKUX MiKpOKaOeiB.

a 0 8 2

Puc. 2. OcHOBHI puCTpOT 151 OCHAIIEHHS poboyoro Micist: a — Mikpockon Konus Crystal 3 CBITII0110THM OCBITJIIO-
BaueM TY-60; 6 — Bineokamepa AmScope MU1403; ¢ — cocraBua pamka TAB-70022 y 360pi 3 Mikpokadesnem;
2 —Hoytoyk Lenovo ldeaPad 520-15 Ikb

[Ipornec BcTaHOBIEHHS THYYKOTr0 HaATOHKOTO Al-Pi MikpokaGeinto y cocTaBHY paMKy OKa3aHO
Ha puc. 3.

Puc. 3. TIpouec BctaHOBIIEHHS THYYKOT0 HaaqTOHKOTO Al-Pi Mikpokabento y cocraBHy pamky TAB-70022
Jutst (ikcarlil Ta MO3UIIIOBAHHS: @ — HIDKHS paMKa-OCHOBA; O — BEPXHS paMKa [T KPIiIUICHHs MIKPOKa0elio;
6 — coctaBHa pamka TAB-70022 y 300pi 3 Mikpokabeizem

4. Pe3yJbTaTH Ta iX 00roBOpeHHsl

¥ poborti ctBopeHo IBC aBTromMaTH30BaHOI0 ONTUYHOTO KOHTPOJIIO, L0 MOXKE BUKOPUCTOBYBa-
TUCSI Ha BUPOOHUITBI I PO3IIMPEHHs (DYHKI[IOHAIBHUX MOJIMBOCTEH 32 PaXyHOK KOMILIEKCHOT
aBTOMAaTH3allli OTpUMaHHs Ta 00poOKH 1HpOpMaIl IPHU BUSABICHHI KPUTUYHUX J€(PEKTIB, 10 BIUIH-
BAIOTh Ha AKICTb 1 HAIHHICTh THY4YKHX Al-Pi HanTOHKHX MiKpokaOeiB Ta MepeBipKH BiIMOBIIHOCTI
iX BUMOT 10 KOHCTPYKTOPCHKOI JTOKyMEHTAIlii, 0 HaIXOASTh 0 CKIaJalbHO-MOHTAXHHUX Omepa-
L.

IBC mae mmpokwuii Hablp QyHKIIH Ta XapaKTEPUCTHK, K1 JO3BOJSIFOTH €(EKTUBHO BUSIBIISTH
pi3HOMaHITHI eeKTH MpH 3a0e3MeueHH]1 SIKOCTI Ta Ha/IIHHOCTI BUTOTOBJIEHHS MiKpOKaOeIIiB.
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VY Tomy uucni:

- BUCOKa PO3/iIbHA 3/IaTHICTb, IO JI03BOJISIE TOYHO BU3HAYATH PO3MIPH Ta MOJIOKEHHS Je(ek-
TiB Ha THYYKHX MIKpOKaOesx;

- CHeIiaTi3oBaHe MporpaMHoe 3a0e3leueHHs, sKe 3a0e3rneuye aBTOMAaTHYHUI TpOIeC BHUSIB-
JIeHHA Ae(eKTiB;

- BUCOKA IIBUAKO/IS BUSBJICHHS 1e(DEKTIB;

- HQIIMHICTh Ta TOYHICTh BUSBICHHA JE(EKTIB, 10 JO3BOJISIE BIIEBHEHO BCTAHOBIIIOBATHU SIKICTh
MIKpOKaOeIliB Ta YHUKATH 1e(PEKTHUX CK3EMILIIPIB.

[Iporpamue 3a0e3neuenns IBC BusBnenns aedexri rayukoro Al-Pi mikpokabenro peamizoBa-
HO Y BUTJISIII BAKOHYBAHOTO (hailily, SKHi PU3HAYCHUH IS 3aITyCKy Ha KOMIT'FOTEpi 31 BCTAaHOBJIE-
Hoto OC Windows 10 i BuIe Ta 3a HaIBHOCTI HEOOXiTHUX 30BHIiMIHIX Oibmiorek. [Iporec aBToma-
TU30BAaHOBOT'O ONTHYHOTO KOHTPOJIO THYYKOro Al-Pi HaJATOHKOrO MIiKpOKaOeNo MOYMHAETHCS 3
iHimianizanii IBC ta migrotoBku ii 1o anamizy. [licnsg 3amycky cuctema ¢popmye 300paKeHHS MiK-
poKabento, IKe OTIM IPOXOIUTh MOTNEPEAHI0 00POOKY JJIsI MOKPAIICHHS SIKOCTI 300pakKeHHS TTOBE-
PXHI Ta MiArOTOBKH HOTo JI0 IeTaqbHOro aHaiizy. Ha HacTymHOMYy eTarii cucteMa MOpiBHIOE OTpH-
MaHe 300pakKeHHS 3 €TaJOHHUMH JaHUMU 0a3u, 100 BUSABUTH BIIXWJICHHs BiJ HOpMHU. Y Tpoleci
ONITUYHOTO KOHTPOJIIO MEPEBIPSIETHCS HASBHICTh KPUTHYHUX JIE(EKTIB Ta MOIIKOIKEHb Y MIKPOKa-
Oeni mpu 30BHINIHBOMY OIJIAI MOBEpPXHi, a TaKOX 3a0pYyAHEHb, SKI HE 3HIMAIOTHCS TMEH3ITHKOM.
JlomaTKoBO crcTeMa KOHTPOJIIOE BiAIOBITHICTh TEOMETPUYHHUX PO3MIpPiB BUMOTaM KOHCTPYKTOPCH-
koi pokymenranii. [Ipu BusiBneHHi Oy/b-IKOro KPpUTHUHOTO JedeKTy cuctema (popmye MoBigoM-
neHHs, ikcyroun iHpopMarliro mpo xapaxkTep i Micie3HaxoKeHHs fedekty (mpodaemu). OTpuma-
Ha iHpopMallis 30epiraeTbes At GopMyBaHHS 3BITIB Ta AJIs MOJAIBIIOTO aHATI3Y.

Po6oue micie U1 ONTHYHOTO KOHTPOITIO TTapameTpiB HaaTOHKHX Al-Pi mikpokaberiB HaBese-
HO Ha puc. 4.

Puc. 4. PoGoye mictie 11 aBTOMaTH30BAHOTO ONITUYHOTO KOHTPOJIIO MiKpOKaOemiB:
1 — mu¢poBa KosbOpOBa BifieokaMepa Juts oTpuManHs 300paxeHHs (AmScope MU1403); 2 — Mikpockon (Konus
Crystal); 3 — ceitnopiouuii oceitaoBau(TY-60); 4 — HoyTOyK(Lenovo IdeaPad 520-15 Ikb); 5 — mikpokaGenp y pamii
(InactuxoBa pamka TAB-70022)

Hanronki Mikpokabesni po3po0iieHl Ta BUTOTOBJIEHI HA OCHOBI HOBOTO TUIy O€3a/Jre3uBHOTO
Al-Pi  nmakodonbroBoro mienexkTpuky BiaacHoro BupoOHunTBa Mapku JITY-®IIA15-10
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(Al =15 mxwm, Pi — 10 mxm) kommanii TOB «HBIT «JITY» mns tecryBanns IBC. TecryBanus IBC
BHKOHAHO MPU ONTHYHOMY KOHTPOJII MapTii HAATOHKUX MIKpOKaOesiB, KOXHUU 3 sIKUX Mae 128
ToHKHX Al janmroriB 3 mmpuHOO Mopsaaky 60 — 95 mxwm, kpokoMm 200 MKM Ta BIJICTaHHIO MiX
Al npoBigaukamu 61au3pko 140 — 105 Mmxm. Y Tomy uuncii:

- BiJICTaHb MK 3HaKaMu cyMimieHHs 1o oci X, 64,060,030 mwm;

- BIICTaHb M 3HaKamMu cyMimieHHs 1o oci Y, 30,030,015 mwm;

- po3mipu BikHa y I1I (3ona II), 0,15+0,015 mwm;

- po3mipu BikHa y I1I (3ona III), (0,25x0,4)%0,02 MmMm;

- po3mip BikHa y I1I (3ona V), (0,25x0,4) +£0,02 mwm;

- BiicTadb Mk Al mpoBiHMKAaMH Y BEPXHii yacTuHi 30HH, 17,6+0,01 MMm;.

- BiicTanb Mk Al mpoBiTHUKaMu B HWXKHIN YacTuHi 30HH, 25,96+0,01 MMm.

IBC 3a6e3neuye BUKOHAHHS OCHOBHHMX BHUMOT JI0 MEPEBIPKU I'€OMETPUUYHUX PO3MIpPIB BUCOKO-
TEXHOJIOTIYHUX THYYKHX HaATOHKUX Al-Pi mikpokaOeniB Ha BIANOBIAHICTE KOHCTPYKTOPCBHKIH
JOKYMEHTAIlli Ta OoTpuMaHHsA 1 oOpoOku iH(opmalli nmpu BHUSABIECHHI KPUTHYHUX ITOBEPXHEBUX
nedexTiB, M0 BIUVIMBAIOTh HAa SKICTh 1 HAAIWHICTh HAATOHKUX THYy4kuX Al-Pi mikpokabenis MAPS
MKCEIHHUX CEHCOPIB JETEKTOPHUX MOIYIIIB HOBOT'O IMOKOJIIHHS 31 3HAYHO 3HMYKEHOIO MaTepiajaoMmi-
CTKICTIO Ta MiJBUIIECHOIO PO3AUILHOIO 3/IaTHICTIO JUIsl YaCTHHOK BHCOKHX €HEPTrii, M0 TOCITiIKY-
I0TbCA Y IETEKTOPHUX CHUCTEMaX HOBOTO MOKOJIHHS [T TOCI1KEHb Y (Pi3UIll BUCOKUX €HEpril.

[Tpote, 1uist TIIe OUTBIIOTO TMOJIIMIIEHHS IKOCTI aBTOMAaTU30BaHOT CHCTEMH ONTUYHOTO KOHTPO-
mo rHyukux Al-Pi mikpokaOeniB, sika Oyna po3poOiieHa Ta HPOTECTOBaHA JUisi BUPOOHUIITBA,
MEPCIIEKTUBHUM HaNpsMKOM € BKJItoueHHS A0 ckiany IBC rmubokux HelipoHHuX mepex. Hampu-
KJaj, y po0oTi [6] ycmimHo BHUKOpUcTaHa HelipoHHa Mepexa YOLOvVS — onHa 3 HaWMOTYKHILIUX
Ta Halle()eKTUBHIMNX TTHOOKUX HEUPOHHUX MEPEXK U ONTUYHOTO OTJIATY O0'€KTIB, SIKa MOETHYE
BUCOKY LIBHJKICTh Ta TOUHICTH poboTH. Cepen mocTynHuX pimeHb Mojenbs YOLOVS BusiBunacs
ONITUMAJIFHOIO, OCKUTBKH 3a0€31euye BUCOKY IIBUAKICTD 1 TOYHICTh aHAII3y, 110 KPUTHYHO BAXKIIH-
BO [t KoHTpoito nedekrtiB Il y BupoOHMYmMx ymoBax. 3aBasiku cBoiil edexkrtuBHocTi YOLOVS
JI03BOJISIE BUKOHYBATH aHAJII3 300paXeHb Y PeabHOMY 4aci, BUSBIIIOUHN Ta KIACUPIKyr0un nedek-
TH 13 MiHIMQJILHUMH 3aTPUMKaMHU.

YOLO (You Only Look Once) — 1ie cepist Mojiesiel rTMOOKOr0 HaBYaHHS, MPU3HAYCHUX IS
IIBUIKOTO Ta TOYHOT'O BUSBJICHHS 00'€KTiB Ha 300pakeHHsX. OcHoBHa ines moneneit YOLO moss-
raja B TOMy, 1100 3aMiCThb TpaJMLIMHUX MIJIXOJIB, sIKI pO30MBAIOTH MpOLIEC Ha KUIbKa €TariB
(criouaTKy momryk 06'ekTa, a MoTiM Horo kinacugikailis), BAKOHYETbCS BCsl 00poOKa 3a 0JIMH MPOXia
yepe3 HelpoHHy mepexy. Lle 3poomno YOLO onHi€o 3 HAMMBUAMMUX apXITEKTyp IS JETEKIlIT
o6'extiB y AI1. YOLO 3Haiimna mupoke 3aCTOCYBaHHS y pi3HUX c(epax, BKIIOYAI0Yd aBTOMATH30-
BaHI CUCTEMH B1JI€0 CIIOCTEPEKEHHS, OE3IIJIOTHI TPAHCIIOPTHI 3acO0U, MEMYHY J1arHOCTUKY, KOH-
TPOJIb BUPOOHUYMX e(EKTIB Ta aHaII3 CYTyTHUKOBUX 300pakeHb.

BnpoBapkeHHs bOTO0 MAXOAY A03BOJISIE 3HAYHO IMIABUIIMTH TOYHICTH 1 IIBUIKICTh BUSBJICHHS
nedekxTiB, aBTOMaTU3yBaTH Kiacu(iKalilo pi3HUX THUIIIB MOIIKOKEHb Ta MIHIMI3yBaTH KUIbKICTh
XMOHUX cipaiboByBaHb. OnHi€er0 3 KitouoBux nepesar YOLOVS e 11 31aTHICTE 10 poOOTH B peXU-
Mi peajbHOro 4acy, 1o 0COOJIMBO BaXKIIUBO JUIsl IPOMUCIOBUX MPOLECIB, A€ HEOOX1THUNA MIBUAKUNA
1 TOYHHUI aHaJi3 KO)KHOTO KOHTPOJIBLOBAHOTO 3pa3ka. JlaHa Mojieb 103BOJIsE HE JIUIIE JETEKTYBATH
HasABHICTH Ae(]eKTiB, a i Ki1acu(ikyBaTH iX Ha OCHOBI HABYAJIILHUX BUOIPOK, II0 BKJIIOYAIOTH Pi3HI
TUNIM MEXaHIYHHUX TIOIIKO/KEHb, 3a0pyqHEeHb, MOPYIIEHb TeoMeTpii Tomo. BrpoBamkeHHS
YOLOVS y cucreMy KOHTPOJIIO AaCTh MOXKIIUBICTD aJaNTyBaTH ii 10 HOBUX BUIB Je(PEKTIB LUIs-
XOM JI0 HaBYaHHS MOJIEN Ha aKTyaJbHUX JAHUX, IO MMiIBUIINTH ii €PEKTUBHICTH MIPH 3MiHI TEXHO-
JIOT1YHUX TapaMeTpiB BUPOOHHIITBA. TEXHOJIOTIYHA peatizallis IbOro Migxoay 0a3yeTbcs Ha BUKO-
puctandi OpenCV st monepeaHboi oOpoOKH 300pakeHb, 110 BKIIOYAE (GUIBTPALIO IIYMIiB,
KOPEKI[i}0 KOHTPACTHOCTI Ta MiJCUIICHHS BHIAUMOCTI JeeKTiB Mepea Mepeaavyeto B HeHpoMepexKy.
Buxopuctanns mnatdopmu PyTorch 3abe3neunts edekTrBHE HaBUaHHS Ta BUKOHAHHS MOJENI
YOLOVS, a npu 3actocyBaHH1 amapatHoro npuckopeHHs Ha 6a3i CUDA ab6o TensorRT moxHa
3HAYHO MIiJIBUIIATH MIBUAKOIII0 cucTeMu. Lle M03BOMWTH IHTETpyBaTH PIIICHHS B peajbHI BUPOO-
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HUYl YMOBH, JIe¢ KpUTUYHUMH MapaMeTpaMu € IIBUAKICTb aHaNi3y Ta HaJiiHICTh KOHTporo. [Ipun-
U poOOTH BIOCKOHAJIEHOI CHUCTEMHU Tependadvae KilbKa OCHOBHHX eTamiB. Ha meprmomy erari
3MIHCHIOETHCS aBTOMATU30BaHUN 30ip 300pakeHb MIKPOKAOEIiB y MPOIeCi KOHTPOIIO, MICS Y0TO
BOHU MPOXOJISATH MOIMEPEAHI0 0OPOOKY /ISl TOKpAIeHHs SIKOCT1 aHaizy. Jlam miarorosieHi 300pa-
KEHHS TiepearoThes B Mojenb YOLOVS, ska BUKOHYE JeTeKIlito nedekTiB i kinacudikye ix Bimo-
BiJIHO 110 TUIMiB. OTpUMaHi pe3yJIbTaTU MOPIBHIOIOTHCS 3 €TAIOHHUMHU 300paKEHHSIMHU, 110 TO3BOJISE
BUSIBJISITH HABITh HE3HAYHI BIIXWJICHHS BiJl HOPMU Ta KOPEIIOBATH BHSBICHI Ae()EKTH 3 BiMOBIi-
HOIO0 KOHCTPYKTOPCHKOIO JokyMeHTalieto. [licns 3aBepuieHHs aHanizy GopMyeTbcs aBTOMATHU30Ba-
HUH 3BIT, AKHH MICTUTH 1H(GOPMAIIO PO THUIH BHUIBIEHUX JIe(PEKTiB, pIBEHb OpaKy Ta MOXKIHUBI
NPUYMHU 1X BUHUKHEHHsA. OdikyBaHI pe3yibTatv BhpoBakeHHs YOLOvVS BKIIOYAOTh 3HAYHE
CKOPOYCHHS Yacy aHalli3y 300pa)KeHb, MO0 IiBUIIUTH MPOAYKTUBHICTh KOHTPOIO 0€3 3HUKCHHS
foro sikocTi. ['Hy4KiCTh Ta aJanTUBHICTh MOJIENI JO3BOJIUTH aBTOMATUYHO Mi/AJIAIITOBYBaTH CUCTE-
My JI0 3MiH y BUPOOHHUYOMY TPOIIECi, a TTMO0KE HaBYaHHS HAa HOBUX JIaHUX CIIPHATHME IiABHILIECH-
HIO TOYHOCTI JIETEKIIi HABITh CKJIAJHUX Ta HETUMOBUX Je(eKTiB. BaXITMBUM acrieKToM € ¥ ImiaBuU-
IICHHS 3arajbHOi e()EeKTHMBHOCTI ONTUYHOTO KOHTPOJIO, M0 3a0€3MeunTh 3MEHIICHHS BIJICOTKA
Opaky Ta MOKpAIIeHHS SKOCTI BUTOTOBJIICHHX MiKpokaOemiB. [lonepenni o0uncieHHs moKasaiu, 10
TICJIS BIPOBAHKEHHS 1Ii€1 TEXHOJIOTI] Yac Ha KOHTPOIb OJHIET TuIaTh ckopouyeTbes Ao 0,1 ¢, skmo
BUKOPUCTOBYBATH MOTYKHI IpUCKOpIoBayl oOuucienb — 010ku o0pobku tenzopiB (TPU) ta rpa-
¢iuni mporecopu (GPU) [6, 7].

BucHoBku

Bukonano aHaiiz BHIIB KpUTHYHHX Ta Majo3HayHHX AedekriB rHydkux Al-Pi mikpoxabenis
Ta po3poliieHo iX cucremaruzauito. [IpoBefeHo neTanbHe NOCIIAKEHHS METO/IIB BUSBIECHHS Jede-
KTiB, OTpUMaHHA Ta 00poOKH iH(opMaIlii, 10 JO3BOIMIO BUOPATH ONTUMANBHI IMiIXOAM JJIsl aBTO-
MaTH30BaHOT'O ONTUYHOIO KOHTPOJt0. Po3pobieHo crpykTypHy cxemy IBC onTu4HOro KOHTpOIIIO,
sKa 3a0e3nedye e()eKTUBHE BHUSBICHHS JE(PEKTIB Y THYYKHX HAJITOHKHX MIKpOKaOewiB, 10 3aCTo-
COBYIOTbCS Y CEHCOPHHUX MOJYJISX Ta HU(POBUX TPEKOBUX JETEKTOPHUX KaJllopuMeTpiB. BukoHnaHo
TeXHIYHe 3a0e3MeUeHHs Ta OCHaIeHHs pobodoro mici IBC, mo BkiIrodae cydacHi 3aco0M ONTHY-
HOTO aHaJi3y Ta KOMIT IOTEPHOT OOPOOKH JaHUX.

CrBopeno IBC aBTOMaTH30BaHOTO ONTUYHOTO KOHTPOIIO, IO MOXE BHKOPHUCTOBYBATHCS Ha
BUPOOHMITBI 1 Ma€ MUPOKUI HaOIp PYHKLIN Ta XapaKTEPUCTHK, AKi J03BOJIAIOTh €()EKTUBHO BUSIB-
JSTH PI3HOMAaHITHI OBEPXHEB1 JeeKTH NMpH 3a0e3MeUeHH]1 BUCOKOT IKOCTI Ta HaIHHOCTI THYYKHX
HaaToHkux Al-Pi mikpokabeniB.

[TpoananizoBaHO Cy4acHI METOJIU MOKPAIIEHHS TOYHOCTI Ta MIBUJKOCTI ONTHYHOTO KOHTPOJIIO
cucTeMH, 110 Oyna po3pobieHa Ta MPOTECTOBaHa, 110 103BOJIMIIO BUSHAYUTH MEPCIIEKTUBHI HAIpsi-
MKH TIOJJAJTBIIIOTO BJIOCKOHAIICHHS CHCTEMH.

30KkpeMa, JOCIIPKEHO MOXJIHUBICTh BrpoBakeHHs y IBC, cyuacHoi HelipoHHOT Mepexi
YOLOVS, sixka 103BOJIsI€ 3HAYHO MiJABUINUTA €()EKTUBHICTh aHATI3y, CKOPOTUTH Yac OOpOOKH 30-
OpakeHb Ta I1ie OiIbIlle aBTOMATH3yBaTH Mpoliec kiacudikamii nedpexris. BopoBamkenus YOLOvVS
3a0e3neuye MBUAKE BUSBICHHS HaWIpIOHIMNX 1e(EKTIB y pealbHOMY Yacl Ta aJlalTallllo CUCTEMU
710 JAOCIHI/DKEHHS Ta NEepeBipKH HOBUX THIIB JE(PEKTIB 3aBASKH MOXKJIMBOCTI 10 HABYAHHS MOJIEI.
Po3poOka Ta HaBuaHHS HEHPOHHOI MepeXl Ta BIPOBAIKEHHS €JIEMEHTIB IITYYHOTO 1HTEJIEKTY 10
ckiany IBC ontuyHoro KoHTpostio rHydkux Al-Pi HanToHKHX MiKpokaOesiB J03BOJIAIOTH HAIIHHO
MO€THATH aBTOMATHU3allil0, BUCOKY HIBUAKICTh Ta TOYHICTh pOOOTH pO3pOOJIEHOT CUCTEMH ONTHYHO-
r'0 KOHTPOJIIO Y TPOMHUCIIOBOMY BUPOOHHIITBI.
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METOIN AKYCTHYHOI'O 30HAYBAHHA ATMOC®EPU
3 BUKOPUCTAHHSAM AHTEHHUX PEHIITOK

Beryn

Cucremu akycTuuHOro 30HayBaHHA (A3) aTMOochepu — coJapu € BiIHOCHO HEIOPOTUM 1 edek-
THBHHM 3aC000M JMCTAHIIMHOTO BUMIpIOBaHHS TapameTpiB atMochepu. Cucremu A3 M03BOJISIOTH
BHUMIPIOBATH MIBHJKICTh 1 HAPSMOK BIiTPY, MapaMeTpu TypOyJIEHTHOCTI, BOJIOTICTh aTMOC(EPHOTO
noBitps [1, 2]. Meron 6a3zyeTbcsi Ha 30HAYBaHHI aTMOc(hepr aKyCTHUHUMH XBIIISIMH, (POPMYBaHHI
CUTHAJTy, PO3CISSHOIO MPUPOJHUMH aTMOC(HEpPHUMHU TypOyJIEHTHUMH HEOJHOPIAHOCTAMU, IpUioMi
PO3CISSHOTO aKyCTHYHOI'O CUTHaJly Ta BU3HAYEHHI apaMeTpiB arMocdepu 3a mapaMmeTrpamu po3cis-
Horo curHaiy [1].

MomniTopuHr aTMocdepu 3 BUKOPUCTAHHAM cucTeM A3 3MIMCHIOETHCS B IHTEpecax amiallii,
€KOJIOT1i, paaio3B'sa3Ky, paaionokaii. OCHOBHI (hakTopH, 10 0OMEXYIOTh €(PEKTUBHICTh (YHKIIIO-
HYBaHHS CHCTEM aKyCTHYHOTO 30HyBaHHS, — 3HAYHE 3aTyXaHHs aKyCTHYHHX XBWJIb B atMocdepi,
SIKE Ma€ CYTTE€BY YaCTOTHY 3aJIS)KHICTh, Ta BIUIMB 30BHINIHBOTO aKyCTHYHOIO IIYMy Ha POOOTY
conapis [3,4].

Meton A3 po3BHUBa€ETHCS BXKE JIEKITIbKA JECATHIIITh, 3 MOYaTKy 60-X POKIB MUHYJIOTO CTOJITTSL.
Po3pobnieno ¢izudHi OCHOBH MeTOAy, C(HOPMOBAHO MPUHIIUIH TMOOYIOBH CHUCTEM aKyCTHYHOTO
3oH1yBaHHs. CITOYaTKy CHUCTEMH BUKOHYBAJIWCS, SK TPABWIO, CTAIliOHAPHUMH i OymyBamucs 3
BUKOPHUCTaHHSM O€3MEepepBHUX 3a MPOCTOPOM 3EPKAJTBHUX aHTEH. 3 PO3BHTKOM EJIEKTPOHIKU Ta
KOMIT'FOTEpPHOI TEXHIKM 3MEHIIMIAcs Bara, rabapuTHI po3MipH CTaHLIH, 3'sIBHIIMCI MOOUIBHI BapiaH-
TH aKyCTUYHUX JIOKaTOPiB [5, 6]. Po3poOka epekTHBHUX M'€30€IEKTPUUYHUX aKyCTHYHHX BUIIPOMI-
HIOBauiB 3a0e3meyunsia MOKJIMBICTh CTBOPEHHSI MUCKPETHUX 3a MPOCTOPOM aKyCTHUYHUX AHTEH —
anTeHHUX pemniTok (AP) [7]. 3acTocyBaHHs (pa3oBaHMX aKyCTHYHUX aHTCHHHUX PEIIITOK J03BOJISIE
3MIMCHIOBATH €JIEKTPUYHE YIPaBJIiHHS NPOMEHEM [iarpaMH CIPSIMOBAHOCTI TPHU BHUMIPIOBaHHI
MIBUJIKOCTI 1 HAIPSIMKY BITPY METOJOM 30HIyBaHHS B KIJTbKOX HampsMKax. Parimie, mpu BUKOpHC-
TaHHI J3EpKATbHUX aKyCTMUYHUX aHTECH, BUMIPOMIHIOBAHHS CUTHATY B PI3HMX HaIpsMKax 31HCHIO-
BaJIOCS IIUISIXOM MEXaHIYHOi 3MiHU Opi€HTAallii aHTEH.

3 nosiBoto AP 3'ssBrI1acs TakoK MOXJIMBICTb pealti3allii MeTO/IiB aJallTUBHOI aHTEHHOI 00pOOKH
3 METOIO MiJBUIICHHS 3aXUIIEHOCTI coapiB Bif 3aBaja. OJHaK BUKOPUCTAHHS aKyCTHYHUX aHTEH-
HUX PEUIITOK Y coJlapax Mae€ psJl OCOOIMBOCTEH, TOMY IMEpIl HIXK BIIPOBAKYBATH METO/IN aKyCTHY-
HOTO 30HIyBaHHS aTMocdepu 3 BUKOpUcTaHHsAM AP Ha mpakTuill, He0OX1HO MPOBECTH JOJATKOBI
JOCHIIKEHHS 3 METOIO 3'SICYBaHHS MEX MOTEHIINHUX MOXXIJIMBOCTEH cOoAapiB, 10 BiIKPUBAIOTHCA,
[UIIXOM BUKOHAaHHS MaTeMAaTHUYHOIO0 KOMI'IOTEPHOIO MOJICIIOBAHHS pO3POOJIEHUX METOIB Ta iX
MO/IAJIbIIOT EKCIIEPUMEHTATIBHOI IePEeBIPKH.

1. AHaJsti3 MeTOAIB i CHCTEM aKyCTHYHOIO 30HAYBaHHs aTMochepu

[TyGumikarii, mpuUCBsYEHI METOly aKyCTHYHOTO 30HIyBaHHS aTMOC(EpH, 3'IBUIIUCS Ha MTOYATKY
60-x pokiB MuHyJ0ro cToiiTTs [1, 5]. BHacHiIoK IHTEeHCUBHOTO PO3BUTKY MeTony A3 y pi3HUX Kpa-
iHax OynM CTBOpPEHI TEOPETUYHI OCHOBU METONy, C(OpPMYIJIbOBaHI MPHHIMIK MOOYJOBH CHCTEM
aKyCTHYHOT'O 30H/IyBaHHA Ta po3po0sieHa y3arajabHeHa CTpyKTypa cofapiB. Ha mouaTkoBomy erami
CHCTEMH aKyCTUYHOTO 30HIYBaHHS aTMocdepu, sIK MPaBUIO, BUKOHYBAINCS CTAalllOHAPHUMH, iX
OyyBaJli 3 BUKOPUCTAHHSAM O€3MepepBHUX 3a MPOCTOPOM J3EPKATbHUX aKyCTHUHUX aHTEH.

Mertoau Ta 3aco0M 3aXUCTY COAApPiB BiJ] MEPEIIKO/ (3BYKOI30JIALIMHI OJIeHAN, YKPUTTS PI3HOTO
poay), 10 BUKOPUCTOBYBAIMCH Ha MOYATKOBUX €Tarax po3BUTKY MeToay A3, Malu psij HEJOMIKIB:
3Ha4Hi rabapuTHI PO3MIpH Ta Bara, CKJIaJHICTh TPAHCIIOPTYBaHHS, HEJIOCTATHS CTYIIHb 3aXHUCTY BiJ
MEPEIIKO/], 1[0 MOTPAIUIAIOTh Y TOJIOBHUH 1 OOKOBUI MEIOCTKH AlarpaMy CIIPSIMOBAaHOCTI. Yce 1€ B
3HAYHI{ Mipi BIUIMBAE Ha SIKICHI TTOKa3HUKU CUCTEMH B LIIOMY [5, 6].

112 ISSN 0485-8972  Radiotekhnika No. 220 (2025)
elSSN 2786-5525



3HAUHUM JIpaiBEpPOM yIOCKOHAJICHHS CUCTEM A3 € BUKOPUCTAHHS OCTAHHIX JOCSTHEHD CJICKT-
pOHiKH, Teopii 0OpOOKH CUrHAJIIB Ta KOMII'IOTEPHOI TeXHIKM. BUKOpUCTaHHS HAyKOBO-TEXHIYHHUX
JOCSITHEHB Y 3a3HAaY€HUX 00JaCTAX J03BOJISIE pO3poOsTH OaraToQyHKIIOHAIBHI, 3py4Hi B YIpaB-
JIHHI Ta eKCIUTyaTalii CTaHI].

[TosiBa eheKTUBHUX M'€30€NEKTPUUHUX aKyCTUYHUX BUIIPOMIHIOBAUIB, SIKi JJO3BOJSIOTH 3JiHC-
HIOBAaTH BUITPOMIHIOBAaHHS aKyCTHYHUX XBHIb B atMocdepy, 3abesrnednsia MOKIMBICTh BHKOPHC-
TaHHS aHTCHHUX PEIIiTOK y comapax [7 — 9]. IlonepenHi cripobu moOyI0BH aKyCTHYHHX aHTEHHUX
PEIIITOK y coaapax Ha OCHOBI €JIEKTPOAMHAMIYHHUX BUIIPOMIHIOBAdiB He Oynu ycmimHumu. EnexT-
POIMHAMIYHI BUIIPOMIHIOBaUl XapaKTepU3YIOThCsSl 3HAUHUM BIUIMBOM HOTOJHUX YMOB Ha iX poOoTy
Ta HeCTAaOLIBHICTIO ()a309aCTOTHIX XapaKTEPUCTHUK.

3acrocyBaHHs (a30BaHUX IT'€30CTNEKTPUYHUX aKyCTHUYHUX aHTEHHUX pemiTok (AAP) y cona-
pax 103BOJISIE MIISXOM €JIEKTPUYHOrO YIIPABIiHHSA MPOMEHEM JiarpaMu CHpPSMOBAHOCTI peati3oBy-
BaTH METOJIMKY 30HIyBaHHS B KUIBKOX HAINPsIMKaX Ul BUMIPIOBAHHS IIBUIKOCTI Ta HAMIPSIMKY BiT-
py [10 — 12]. Paniue, mpu BUKOPUCTAHHI A3€PKAIbHUX aKyCTUYHUX aHTEH, BUIIPOMIHIOBAHHS CHUT-
HaJly B PI3HUX HaIpsIMKaXx 3/1HCHIOBAJIOCS IIJISIXOM MEXaHIYHOI 3MIHHM OpI1€HTAIlli aHTEH.

BaxnuBoro nepeBaroro cucteM 30HAYBaHHSA 3 AP € MOXKIIUBICTD K €JIEKTPOHHOI'O YIPABIIIHHS
IpoMeHeM (ITPOMEHSIMU) AlarpamMu CIpPSIMOBAHOCTI, TaK 1 MOXKIIMBICTh peaii3allii aAanTuBHOI poc-
TOpOBOI BUOIPKOBOCTI 3aJIe)KHO BiJ HAasBHOI 3aBaJ0BOi OOCTAHOBKHM, IO J03BOJSE (OpPMYBaTH
«HYI» JlarpaMy CIPSMOBAHOCTI B HANPSAMKY NEPEIIKOH, 3a0e3Medye MOKIUBICTh CYTTEBO i
BUILUTH 3aXUILEHICTh CUCTEM aKyCTHYHOIO 30HAyBaHHs Bij nepemkos [11 — 13]. Hapasi icHye psin
3aKOPJIOHHUX CHUCTEM aKyCTUYHOTO 30HIyBaHHS 3 AP Ta eleKTpOHHWUM yHpaBIiHHSIM IPOMEHEM
miarpamu HampasieHocti [15]. Tlpu mpoMy amanTHBHI METOIM IPOCTOPOBO-YACOBOI OOpOOKH
CUTHAJIB Y HUX MPAKTUYHO HE BUKOPUCTOBYIOThCS. ToMy po3poOka MeToiB 1 3aco0iB aganTaiii
CHCTEM aKyCTHYHOTO 30HIYBaHHS aTMOC(EpH 10 METEOPOJIOTiuHOi Ta 3aBaJ0BOI 0OCTAaHOBKH, IO
3MIHIOETBCS, € aKTyaJIbHUM HaYKOBO-IIPUKJIQAHUM 3aBIAHHSAM Cy4acHOI TeOpii Ta TEXHIKHU aKyCTH-
YHOT'O 30H/yBaHHS.

B nannit yac cogapu i 30HAyBaHHs aTMOchepu BUPOOISIFOTCA PSIIOM HayKOBO-BUPOOHUYHX
¢bipm [14 — 17]. Hanpuknan, conapu mapku FAS ¢ipmu Scintec € iMmyJIbCHUMH aKyCTUYHUMHU JIO-
karopamu [16]. CtpykrypHa cxema comapiB XFAS, FFAS, SFAS, ski mpaifioroTs y pi3HUX Aianazo-
Hax 4acCTOT 1 MAalOTh PI3HY MaKCUMAJIbHY NAJIbHICTH JIii, BKJIOUA€E B ce€O€ MJIOCKY aHTEHHY PEIIITKY,
MOYJIb TIONEPEAHhOI OOPOOKH CHTHANIB Ta TMEPEHOCHUW KOMM'IOTEp IS TOJAIBIIOI 0OpoOKH
pe3yabpTaTiB BUMIprOBaHHs mapaMmeTpiB atmocdepu. Yci comapu mapku FAS (XFAS, FFAS, SFAS)
aHAJIOTIYHI 32 KOHCTPYKIIEIO 1 BIAPI3HAIOTHCS pO3MipamMu, Baroro, Jiara3oHOM BHCOT 30HyBaHHS
Ta 3HAYEHHSIM PO3J1IbHOI 34aTHOCTI.

KinpkicTh aHTEHHUX €JIEMEHTIB B aHTEHHIM PEIIITI COJapiB CKJIAJa€, sIK MPABWIO, KUIbKa
necsaTkiB (3a3Buvaii 50-60 BunpomintoBadiB) [17]. Comapu mpailioroTh y Aiana3zoHi 9actoT Big 600
10 5000 I'u. [ToMunku BUMIpIOBaHHS IMIBUAKOCTI BEPTHKAIBHOTO BITpY craHoBiATh 0,03...0,1 m/c,
ropusoHTanbHOrO BiTpy — 0,1...0,3 M/C, moMuIIKa BUMIPIOBaHHS HaNpsSMKY BITpY cKkianae 2-3 rpa-
naycu. MakcuMasbHa BUCOTa 30HIYBaHHS 3aJI€KHUTh BiJl BUKOPUCTOBYBAHOI YaCTOTH BUIPOMIHIO-
BaHHA 1 gocsrae 5000 m.

Conapu FAS e npencraBHMKaMM HOBOi cepii coJapiB, sKi BAKOPUCTOBYIOTh Y SIKOCTI aHTE€HHOI
CUCTEeMH ILIOCKY (pa3oBaHy aHTeHHY peuniTKy. [Ipu mopiBHSHO HeBeNMKUX po3Mmipax (72x74%25 cMm)
1 maci 32 xr cogap MFAS 3a0e3neuye BUMIpIOBaHHS TPUBUMIPHHUX MPOGITiB MIBUAKOCTI BITPY Ta
napameTpiB TypOYJIEHTHOCTI 3 JOCUTh BUCOKUMH XapaKTepucTUKaMU. Jliara30H BUCOT 30HIyBaHHS
—Bix 15 no 1000 m, mpocTopoBe po3aiieHHs — Big 10 M.

[Tnocka akycTHYHA aHTEHHA PELIiTKa, 10 BXOIUTh 0 cKiaxy coiapiB cepii FAS, € iHHOBali-
€10 koMmanii Scintec. OpuriHajabHe BUKOHaHHS €JIEMEHTIB PELIITKH, [T0Ka3aHe Ha pHc. 1, 6a3yeTbes
Ha BUKOPHCTaHHI KOHIIENLii 0OepHEHOro pymopa, 1o 3ade3neuyye AOCUTb J100pe y3ro/PKEHHS 3
aTMOC(eporo, J03BOJISE JIOCATTH IOKPAIICHHS HAlpaBIEHUX BIACTUBOCTEH AHTEHHOI CHUCTEMH,
30UIbIICHHS TUHAMIYHOTO Jiarna3oHy Ta KoedillieHTa MepeTBOPEHHS €eKTPUYHOI eHeprii B aKyc-
THYHY, a 100pe AeMiipyBaHHS POOUTh aHTEHHY CHCTEMY MEHII 4yTIUBOIO JI0 BIUIMBY onais [16].
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KosxeH 3 eneMeHTIB aHTEHHOI PelliTKA OCHAIIEHUH MaJIOIIyMIUBUM HOMEPEIHIM MiACHUIIOBA-
4YeM JUIs BUIIPOMIHIOBAHHS Ta MPHUIOMY KOJHMBaHb. 3 METOIO 3MCHIICHHS BIUIMBY €JIEKTPOMArHIT-
HUX HAaBOJIOK MOTEPEIHI MiJCKIIOBaul pO3TAllIOBYIOTHCS B Oe3mocepeiHiil OIM3bKOCTI Bijl eeMeH-
TiB PELIITKH.

AAAAALAAN

= [IpuiimMaibHO-TIepenaBalbHa aKyCTHYHA aHTEHA
Puc.1. AkycTHyHa aHTeHHA peliTKa Puc. 2. TIpomiHb aUTpamMul CpSIMOBaHOCTI
¢dipmu Scintec aKyCTHYHOI aHTCHH MPH 30HAYBaHHI aTMOC(epH

AxycTuuHi Jokatopu Himenbkoi gipmu Metek — PCS.2000 (PCS.2000-24, PCS.2000-64).
PCS.2000 € minicomapaMu, IpU3HAYEHUMHU JUI BUMIPIOBAHHS IIBUJIKOCTI BITPY Ta XapaKTEPUCTHK
TypoynenTHocti [14]. B sxocti antenu B PCS.2000-24 ta PCS.2000-64 BUKOPHUCTOBYIOTHCS aKycC-
truHi wiocki AP, mo ckimagatoTees 3 24 Ta 64 aHTeHHHX eleMeHTIB BianoBigHo. Comapu 103BO-
JISIOTh BUMIPIOBAaTH BEpTUKAIbHI o1l BITPY B Alana3oHi Bucot BiJ 15 mo 1000 M. OcobmauBicTiO
cepii akyctuyHux JokatopiB PCS.2000 € MOXIUBICTH BiANajJe€HOTO AOCTYIYy JI0 BUMIPIOBAHUX
naHuX. J{ms 11p0r0 B comapax 3actocoBaHo pagiomoneM GSM-craHmapry.

B CIIA ¢ipmoro AeroVironment po3pobiaeHO Ta cepiitHO BUPOOISIIOTHCS comapu — Model
4000, MiniSODAR 3 32-enementHoro ®AP B sikocTi anTeHu. B fAnonii po3poOieHo Ta BBEIEHO B
excrutyatariito MooinpHuM comap KAP-1000, peamizoBanuii 3 Bukopuctanasm ®AP [17].

Cxema akyCTHYHOTO 30HIyBaHHsI aTMoc(epu B OJHOMY HaIpsIMKYy IpeJCTaBjieHa Ha pHcC. 2.
PanianpHa (10 mMpoMeHIO AiarpaMy CHOPsIMOBAHOCTI aHTEHM) CKJIQJOBa IIBHJIAKOCTI BITPY B JOCIHI-
JOKYBaHOMY 00Cs131 aTMOc(epr BU3HAYAETHCSI CITiBBIIHOIIEHHSM [ 18]

o= fa (1)

Jie ¢ — MBUAKICTh IMOMIUPEHHS 3BYKY B TOBITPI; f; — HOTUIEPIBCHKHIA 3CYB YaCTOTH 30H/IyBaJILHOT'O
CHTHAITY; f— 9acTOTa MPUUHATOTO aKYCTHYHOTO CUTHAITY.

BuwmiproBanHs pajiaabHOI MIBUAKOCTI BITPY 3/iMCHIOETHCS B 00CsA3i MpoCTOpy, obMexe-
HOMY 3a [1aJIbHICTIO0 BEJIMYMHOIO €T /2 (T — TPUBAIICTh 30HIYBAILHOTO IMITYJIbCY), a B MOMEpey-
HOMY HAIpsIMKY — TUIECHUM KyTOM BHIIPOMIHIOBaHHS (IpuUiioOMYy) aiarpamu CHOpsMOBaHOCTI aKyc-
TUYHOT aHTEHH JIOKATOpa.

Haityacrime mBUAKICTh 1 HAIPAMOK BITPY B aTMOC(hEpPHOMY IMPUKOPAOHHOMY IIapi 3a JOMO-
MOTOI0 COJapiB BH3HAYAIOTh METOJOM 30H]IyBaHb y TPhOX pi3HHUX Hampsamkax [19]. B pesynbrarti
TaKOro 30HyBaHHS JJIsi KOXXHOTO BHCOTHOTO IIapy atMochepu BUKOHYIOThCS TPU BHMIPIOBAHHS,
pE3yNbTaTH SKUX BXOAATH Y CHCTEMY TPhOX PIBHSHb 3 TPhOMa HEBIJOMHUMHU — OPTOTOHATHHUMH
CKJIaJIOBUMU IIBHUIKOCTI BiTpY. Jlajii cucrema piBHSHB PO3B'S3y€ThCS BIAHOCHO IIYKAHUX MapaMeT-
piB — CKJIaJOBUX HIBUJAKOCTI BiTpy. KiIbKiCTh 30HAYyBaHb MOke OyTH 1 OUIBIIOIO, HIK TpH, MpU
IbOMY 30€epIraeThCsi MOXKIIMBICTh BU3SHAUEHHS TPHOX HEBIAOMHUX aTMOC(EpPHHUX MapameTpiB, a TOU-
HICTB X BU3HAUYEHHS 3POCTAE.
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2. [TocranoBKa 3aaa4i J0CHaITKEHH

Po3pobneHHs oCcTaHHIM YacoM M'€30€IeKTPHYHUX BUIIPOMIHIOBAUIB, IO 3a0€3MeUyIOTh e(ek-
THUBHE BUIIPOMIHIOBAHHS aKyCTUYHUX XBWIb Y MOBITPSHE CEPEIOBUILE, AaJI0 3MOTY CTBOPUTH aKycC-
THUYHI QHTEHHI PEIIITKA Ta IHTETpyBaTH iX y CTPYKTYpy aKyCTHYHOIO JIOKAaTOpa, IO BHKOHYE
3aBJIaHHS JUCTAHIIMHOTO 30HAyBaHHA aTMochepu. Bukopucranus ¢pa3zoBaHUX aKyCTUYHHUX aHTCH-
HUX PEIIiTOK y CTPYKTYpi coJapa Aa€ 3MOTY 3/iHICHIOBATH €IEKTPHYHE CKaHyBaHHS IPOMEHEM Jia-
rpaM¥ CIPSIMOBAHOCTI MiJl YaC BUMIPIOBaHHS IIBUAKOCTI Ta HAMPSIMY BITPY METO/IOM 30HyBaHHS B
JCKITHKOX HaIpsIMKaXx. 3'SBISE€THCS TaKOK MOXKJIMBICTh peati3allii 0JIHOYaCHOTO 30HyBaHHS aTMO-
chepu B JOEKUIBKOX HampsiMKax. Takwii MeTOJ 30HIYBaHHS MiJABHIIY€E OIEPATUBHICTH 1 CYTTEBO
CKOpOYY€ Yac, HEOOXTHUH AJIsi BUMIpIOBaHHS MPOQiiB MBUAKOCTI Ta HAPsAMKY BiTpy. Kpim Toro,
MiABUIYIOTHCS SKICHI XapaKTEPUCTHUKU PE3yJIbTaTiB BUMipIOBaHb, 3yMOBJICHI BUKOHAHHSIM TIOCIIi-
JIOBHOTO 30HIyBaHHS B Pi3HUX HANpsIMKax.

3 mosiBoto AP 3a0e3mnedyeThesi TaKOK MOXIIMBICT peai3allii METO/IIB aIalTHBHOTO TTPOCTOPO-
BOro OOpOOJIEHHS CUTHAJIIB 3 METOIO IIJBUIIEHHS 3aBaJl03aXUIIEHOCTI coaapiB. OHAK BUKOpPHC-
TaHHS aKyCTUYHHMX aHTEHHMUX PEUIITOK Yy cojJapax Mae€ 1 HU3KY OCOOIMBOCTEH, 3yMOBJIEHUX BHUKO-
HaHHSIM OIHOYACHOTO 30HIyBaHHS B KUTPKOX HANpPsIMKaX, OCOOJMBOCTSIMH IOJISI aKyCTUYHUX 3aBa/l,
HasIBHICTIO CYTT€BOI pedpakiii MiJl 4ac NOUIMPEHHSI aKyCTUYHUX XBWIb B atMocdepi. Tomy HeoO-
X17JHO TIPOBECTH JIOJIATKOB1 JOCIIKEHHS 3 METOIO peastizallli 3HauHUX MOTSHIIIHHUX MOXJTHBOCTEH
COJIapiB, 10 BIIKPUBAIOTHCS, IPU BUKOPUCTAHHI aKyCTUYHUX aHTEHHHUX peuriTok. HeoOxiaHo po3-
poOUTH aZieKBaTHI MaTeMaTU4H1 MOJIEel aKyCTUUHUX CUTHAJIB, BUKOHATH MaTeMaTHYHE KOMIT'IOTe-
pHE MOJITIOBAHHS METOJIIB, L0 PO3POOJSAIOTHCS, 1 3AIMCHUTH X MOJANbIly €KCHEPUMEHTaIbHY
MEPEBIPKY.

3. MeToj 01HOYACHOT0 30HAYBAHHA aTMOC(epH y KijlbKOX HANPSIMKAX

VY 3amagax pamionokariii, e HaPsIMOK MPUXO0Ty KOPUCHOTO CUTHATY 3YMOBJICHUW HAsSBHICTIO
JUCKPETHUX 30CEePEPKCHUX ITIJICH, a ONTUMI3AIlis 3A1HCHIOEThCS, HATPUKIIAI, 32 KPUTEPIEM MaKCH-
MyMY BiJHOIIIEHHSI CUTHAJI-TIEPENIKOIa Ha BUX0/i aHTeHu [18, 20], y 3amagax akyCTUIHOTO 30H]TY-
BaHHA aTMoc(depy HampsIMOK BUIIPOMIHIOBAHHSI 30HAYBaJIbHOIO CHUTHATY 1 HAIPSIMOK MpUWMaHHS
PO3CITHMX aKyCTHYHUX CHUTHAIIIB MOKE 3MIHIOBAaTHCh y JESKHUX JIOBOJI MIUPOKUX Mexax. [1pu 1po-
MYy 3BYKOBI1 XBHJI1, III0 30HAYIOTh MPOCTIP, PO3CIFOIOTHCS HA MPUPOJTHUX TYPOYJICHTHUX HEOIHOPII-
HOCTSIX CEepEeJOBHINA, SKI PO3IOAUICH] MPAKTUYHO 130TponHO B atMocdepi. Lls o6ctaBuHa € (iznu-
HOIO TEepeayMOBOIO JJIsi BUKOHAHHS 30HIYBaHHS aTMoc(epu B PI3HHX HampsMKax, sIKI MOXKHA
BHOMPATH 3aJICKHO Bijl HASBHOT METEOPOJIOTIYHOT a00 3aBaIOCTINKOI 0OCTAHOBKH.

Posrisinemo 0co6auBOCTI 30HAyBaHHS aTMOc(hepd aKyCTUYHUMH JIOKATOPaMH, y CKIIal SKUX

BUKOPUCTOBYIOTbCS aKyCTH4YH1 aHTeHH1 peuriTku. Hexaii € AAP 3 N akyCTHUHUMHU elleMEHTaMH.
BekTop Baroux koedirtientiB (BBK) anTennoi pemritku T =z 1,Z5...Zy], mo ¢popmye niarpamy
CHPSIMOBAHOCTI aHTEHHU, B YMOBaX, KOJHM B CEPEIOBUII MPUCYTHIN TIJbKU BIACHUN IIyM MpHiiMa-
JHHUX AaHTEHHUX EJIEMEHTIB, MOBHICTIO 30iraeThCsl 3 BEKTOPOM YIMPABIIHHS (BEKTOPOM KOPEJIAIIii)

= . . e
V(Bo), Axuii BU3HAUA€E BUTIISA, GopMy aiarpamu crpsmoBaHocti E (S, f) cucremu Ta HampsIMOK ii
rojoBHOi nemoctku. [Ipu oMy MakcuMyM Jiarpamu CIipsSIMOBAHOCTI MPUMAIa€ Ha HAIPSIMOK [ .
Bupas, 1110 Bu3Hauae BEKTOp KEPYBAHHS CUCTEMH, Ma€ BUTIIAL [ 18]

VT: [V1IV2I"'IVN]) (2)

JIe €JIEMEHT BEKTOPY yrpasiints Vj, 3anucyerbes y Burisai Vi, = vy, - exp(j[2n(k — 1)d - sin6,]/
A, k=1,...N.

3HayeHHs KOe(]ILI€HTIB Vy, 110 OMUCYIOTh PO3MOALT aKyCTHUHOTO OIS allepTypor0 aHTEHHOI
CHCTEMH, OOMPAIOTh TaKUM YMHOM, 100 3a0e3neuuTH HeoOXigHy (opMy 1 mapaMmeTpu AiarpaMmu
CIPSIMOBAHOCTI — OCHOBHOI Ta OIYHMX MEIIOCTOK. SIKIO, HAPHUKIIAA, PO3IMOJALUT MOJI MO anepTypi
Oyze piBHOMIPHHM, «CTIJIOMOMIOHMM», TO 3HaUeHHA mapametpiB vi=I, k = 1,...N, f=0 i piBeHb
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nepuioi 61YHOI METIOCTKH JiarpaMu CIpsIMOBaHOCTI craHoBUTHME -13,5 nb, a miarpama cnpsMoBa-
HOCTi aHTEHHOI CHUCTEMU ONMCYBATUMETHCS CITIBBITHOMICHHSM [6]

= Jj(k— 1)27Td , ,
|EBo, )] = |87 - V*(Bo)| = |Zhey v - exp (LE52 [sin § — singol )|. =T/, < 0 <7/, (3)
Iie d — BiZICTaHb MK €JIEMEHTAMH aHTEHHOT pemiTKH; A — MOBKMHA XBWJII aKYCTUYHOT'O CUTHAIY.

Bekrop kopucHoro curnany S y ¢hopmydi (3) sBiisie co0010 BEKTOP-CTOBITUUK CUTHAIIB OJJHHU-
YHOI aMIUTITY U, SIKi IpUiMae aHTEeHHA pelriTka 3 HanpsMy [ (abo siKi BUIIPOMIHIOIOTHCS B 3a3Ha-
HEHOMY HaIPSIMKY ). 3MiHa (onrTuMizaris) 3HaYCHb Koe(biuieHTiB Vi _Nae 3Mory 3MIHIOBAaTH q)opMy
CTIPSIMOBAHOT i1 aHTEHHOL peIHITKI/I.

BararomentocTkoBa miarpama cripsMoBaHOCTI (puc.3), o GOpMy€eThCS 3a JOMOMOTOI0 aKyCTH-
YHOI aHTEHHOI PEUIiTKH coJlapa, sika 3a0e3rnevuye BUKOHAHHS OJHOYAaCHOTO 30HyBaHHS aTMOC(epu
B JIEKUIBKOX PI3HUX HAINpsMKaX, BU3HAYAETHCS (HOPMYIIOI0

IS EBLB)| = |2 STV (B =

ne f; — HaNpsIMOK i-TO 30HyBaHHSI.

j(k—1)2md

SNy vy - exp (22 sin g = singi])]. @)

1 1
-02 -0.1 0 0.1 0.2 ﬁ’ pan

Puc. 3. [liarpama CripsSIMOBaHOCTI aHTEHHOI PELIITKH coapa, 1o 3ade3nedye OAHOYaCHE 30HAyBaHHS aTMOC(EpH
B TPHOX PI3HMX HampsMKax Ha dyactoti 1140 'y

Jliarpama cripsIMOBAaHOCTI aKyCTUYHOI aHTEHHOI pemniTku (puc. 4), 1mo 3ade3neuye BUKOHAHHS
OJIHOYACHOTO 30HAYyBaHHS aTMoc(hepH B ASKUIBKOX PI3HUX HAMPSMKAax 1 HA PI3HUX 4acTOTaX 30HIY-
BaJIbHOT'O CUTHAITY, OMHUCYETHCS CITIBBIIHOLICHHIM

j(k 1)21rd[

[Shs EB B = |21y ST -7 (B0 = [Shs ey v - exp (5™ [sinp — sin])],  (5)

1e f; — HampsIMOK i-TO 30HyBaHHS, A; — JOBXHHA XBHJIi, IKa BU3HAYA€ YaCTOTY 30HIyBaHHS B i-My
HaMpsMKY).

1 1 1 I I
—-02 - 0.1 0 0.1 0.2

Puc. 4. Jliarpama cripssMOBaHOCTI aHTEHHOI PEIIiTKU cCoapa, o 3abe3rnedye oJHOYaCHE 30HTyBaHHS aTMOC(EpH B
TPHOX PI3HUX HAMPsAMKaX i Ha TpboX pizHKUX dacTtoTax (1140 I'm, 1460 I'm, 930 I'm)
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Sk BUIUIMBAE 3 puc. 4, OCKIJIBKU 30HAYBaHHS aTMoc(epH B pi3HUX HampsIMKax 31HCHIOETHCS
Ha PI3HUX YaCTOTaxX, TO 1 IIMPHUHA KOKHOTO MPOMEHS 0araToneNtoCTKOBOI JiarpaMu CIpsSIMOBAHOCTI
pu bOMY (POpPMY€ETHCS pi3HA.

4. Peanizanisi a1anTHBHOI NPOCTOPOBOI BUOIPKOBOCTI y copapax

Po3rnsiHeMO MOKIMBOCTI BUKOPUCTAHHS aHTEHHHUX PEIIiTOK colapiB it O0pOTHOM i3 30BHIMI-
HIMH aKyCTHYHHMH 3aBaJIOBUMH KOJMBAHHIMH, IO (POPMYIOTHCS PI3SHOMAHITHUMH 30BHIIIHIMHU
IDKEpesaMH aKyCTUYHOTO BHUIIPOMiIHIOBAHHSI.

VY 11poMy pasi akyCTHYHA pelliTKa coapa BUKOPHCTOBYETHCS SK alaliTUBHA aKyCTUYHA aHTEH-
Ha pemritka (AAAP). 3a mosiBu pKeper 30BHIMIHIX aKyCTHYHHUX MEPEHIKO/] Aiarpama CIpsMOBaHOC-
Ti AAAP BUJO3MIHIOETHCSI TAKAM YMHOM, IO B HANPSAMKAX, 3 SIKUX JIIOTh JDKEpelia 30BHIMTHIX MTy-
MiB, y Jiarpami CHpsSIMOBAHOCTI aHTE€HH (OPMYIOTHCS JIOKAJIbHI MIHIMYMH — «HYymi». [lpu mpomy,
pIBEHb KOKHOTO MIHIMYMY JlarpaMH CHpsIMOBAHOCTI Ta HIBHUJKICTh aJanTallli aHTEHHOI PEUIiTKU
3aJIeKaTUMYTh BiJl BETMUUHH BiJHOIIECHHS «3aBa/Ia-TETJIOBUN IIIyM», a ONITUMAIBHUH y CEHCI MaK-
CUMYMY BIJJHOILIEHHS «CUTHaj-3aBaja» BBK o0uncioeTsest 3riiHO 3 BUpa3oM

Zopt(Bo) =1 - R™1-V*(By), (6)

= 4 g cu . :
JI€ ) — KOMIUIEKCHUM HOPMYBAJIbHUN MHOXHUK; R = E {N N T} — KOpeILIiHAa MaTpUL CyMIIII
30BHIIIHBOI aKTUBHOI HIYMOBOi 3aBaJy 1 BJIACHOTO LIYMYy MPUMMAabHUX €JIEMEHTIB aKyCTHYHOI
. = .
pemitkn; NT = [ny,n,,...,ny] — BEKTOp MUTTEBHX 3HA4YEHb HATIPYT 3aBaJU HAa BUXOJAX €JIEMEHTIB

—

aKyCTMYHOI aHTEHHOI pelIiTKy; V' — BeKTOp ynpaBIliHHS Alarpamoro crpsimoBaHocTi AAAP.

Bupas (6), mo Bu3Hayae mpoliec ajganTaiii aHTEHHO! PEIIiTKU, € B1JIOMHUM BIHEPIBCHKUM
pieHHsM B 001acTi IpoCcTOpoBOi GiIbTpalii KOPUCHOIO CUTHATY Ha (OHI MepemKko. AganTtaiis,
abo 3Haxo/pKeHHs onTuManbHOro 3HayeHHs: BBK AAAP BiinoBigHO 70 3a3HaUYE€HOr0 alrOpUTMY,
3MIMCHIOETBCS B Tay3ax MiX MPHUXOJIOM KOPHCHHX JyHA-CHUTHAJIB, IO HECyTh iH(OpMaIlio mpo
ctan atMocdepu. TakuMm 4WHOM, el aITOPUTM aJaITaIlii BUSBISETHCS MPAKTUYHO 1HBApPIaHTHUM
JI0 CTPYKTYPH 1 TapaMeTPiB PO3CISTHOT0, a TAKOXK 30HIyBaJbHOTO aKyCTUYHUX CUTHATIB 32 YMOBH,
10 BKa3aH1 CUTHAJIH € By3bKOCMYTOBUMH B IIPOCTOPOBO-4aCOBOMY CEHCI.

SIK1o 11 yMOBa HE BUKOHY€ETHCS, TO aITOPUTM aJamnTallli akyCTUYHOT aHTEeHHOI PEIliTKH co/a-
pa Oyze 3HAaYHOIO MIPOIO 3aJICKHUTH BiJl BIACTHBOCTEH 30HIyBaJbHOTO Ta PO3CISTHOTO aKyCTUYHOTO
curHaniB. Konu curnan € BIAHOCHO BY3bKOCMYTOBHMM, MPUHHSATHI MPOCTOPOBO-YACOBUN CHUTHAII
Bi/MoBiae ymMoBi (pakTopuzaliii (By3bKOCMYTOBOCTI B IIPOCTOPOBO-YaCOBOMY CEHC1), 4acoBa 1 Ipo-
CTOPOBA CTPYKTYpPU CUTHAILY B I[bOMY pa3i pO3IUIAIOTHCS 1 MOXKIIMBE PO3/UIbHE BUKOHAHHS CIIOYa-
TKY MPOCTOPOBOI, a IMOTIM 1 4aCOBOI1 0OPOOKH.

YMmoBa QakTopu3zanii MpoCTOPOBO-YACOBOIO aKyCTHUHOTO CHUTHAIIYy 3aMUCY€ThCS Y BUIVISII
[21]

IR(O)[72 [Z [R(D)|2dT = 10 >> Aoy (7)

ne R(r) — yacoBa aBTOKOpensNiiiHa (yHKIisA aKyCTHYHOTO CHTHAIY, IO MPUHMAETBCS; T,p— ehek-

TUBHA IIMPHHA TEIIOCTKUA aBTOKOPENAINHOT QyHKIIT, At,,,, — MaKCUMaJbHHHA Yac 3aTPUMKH
aKyCTUYHOTO CUTHAIIY IIiJ] Yac MOIIMPEHHS HOro B3J0OBXK allepTypu aHTeHHOI peuritku. J{ist mmpo-
KOCMYTOBOTO B IIPOCTOPOBO-4YaCOBOMY CEHCI aKyCTHUYHOT'O CUTHally YMOBa (hakTopu3allii He BUKO-
HY€TbCA 1 PO3AUICHHS 00pOOKH Ha MPOCTOPOBY 1 YACOBY HEMOMKIIHBE.

Pe3ynpTati MozeIrOBaHHS MpOIleCy aJanTallii aKyCTUYHOI aHTEHHOT PENIiTKH MiJ] Yac BILUTUBY
Ha BXI1J] CHCTEeMH ITyMOIOA10HOT aKyCTUYHOI 3aBaju, 110 Ji€ 3 HanpsMKy 40 rpaaycis, Moka3aHO Ha
puc. 5. SIk BUOHO, BHXigHA JAlarpama CHPSIMOBAHOCTI aKyCTHYHOI aHTEHHOI PENITKH B Ipolieci
ajanTauii BUO3MIHIOETbCA, 1 B HANPSIMKY Jii aKyCTHUHOI 3aBafu (OPMYETHCS «HYJbY» JAlarpaMu
CHPSIMOBAHOCTI, BHACIIJOK YOTO CIIBBIHOIICHHS CUTHAJI-IIYM HA BUXOJl CHCTEMH OOpOOKHM Mij-
BUIIYETHCS Ta MOJIMIIYIOTHCS YMOBU MPHUIMAaHHS KOPHUCHOTO CUTHANY, IO Hece HQopMaIliio mpo
CTaH aTMocdepH.
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Puc. 5. Jliarpamu cipsIMOBaHOCTI aKyCTHYHOI aHTEHHOI PEILITKU:
1 — HeazlanToOBaHOI; 2 — a/lANTOBAHOI, I/l Yac BIUIMBY aKyCTHYHOI 3aBajy 3 HanpsaMKy 40 rpamycis

BucHoBku

1. Meroa AUCTaHIIHHOTO aKyCTHYHOTO 30HJyBaHHS atMoc(epu iHTEHCUBHO PO3BUBAETHCS B
OCTaHHI JIecATUIITTA. BiH Hajae MOXKIIMBICT OTPUMYBATH BUCOTHI MPOQLII MIBUIKOCTI Ta HAIPSIM-
Ky BITpY, Ipo(iial XapakTepUCTUK TypOYyJEHTHOCTI aTMocdepu. Pe3ynpTaT 30HIyBaHHS MOXYTh
OyTH BUKOPHCTaHI JIJIsi METEOPOJIOTIYHOTO 3a0e3MeUeHHs 3JIbOTY 1 MOCAJKU JITATBHUX araparis,
METEOpOJIOTIYHOTO 3a0e3MeUYeHHs €KOJOTIYHMX 3aBJaHb 3amno0iraHHs 3a0pyJHEHHIO MOBITPS,
y 3a7jauax BUBYEHHS aTMOC(EPHUX MPOILIECIB.

2. TexHiKa aKyCTUIHOTO 30HyBaHHS TAKOX JMHAMIYHO PO3BHBAETHCS OCTAaHHIM YacoMm. BHa-
CIIJIOK 1HTerparii JAOCATHEHb €JEKTPOHIKM Ta KOMII'FOTEPHOI TEXHIKH B CTPYKTYpY aKyCTHUHOTO
JIOKaTopa, BIH CTaB MEHII TabapuUTHUM, JETIINM, OUbIl QyHKIIOHAIBHUM. Po3po0ieHHs edeKTuB-
HUX M'€30€JEKTPUYHUX aKyCTHUHUX BUIIPOMIHIOBaYiB 3a0€3MEUMIO0 MOXIIMBICTh CTBOPEHHS aKyc-
TUYHUX aHTEH COJapiB Yy BUIJISAI aHTEHHHUX PEIIITOK, 110 CIPAaBUIIO 3HAYHUN BIUIMB Ha CTPYKTYPY
AKyCTUYHOTO JIOKATOpa 1 HaJa€ 3MOT'y CYTTEBO PO3IIUPHUTH HOTO MOTEHIIIIHI MOXIMBOCTI. [Ipomec,
110 PO3TIIAIAETHCSA, MOXKHA TOPIBHATH 31 3MIHOK TEXHIYHOTO BHUTJBIAY 1 MOXJIMBOCTEH CHCTEM
pazioioKallii Ta CHCTEM pajli03B'sI3Ky ITi/1 YaC BIPOBAKEHHS B HUX aHTCHHUX PEIITOK.

OpHak BUKOPUCTaHHS aKyCTUYHHMX aHTEHHHUX PEIIITOK y coJapax Mae€ 1 HU3KY OCOOIMBOCTEH,
3YMOBJICHHX MOXKJIUBICTIO BUKOHAHHSI OJTHOYACHOTO 30HAYBaHHS B KUIBKOX HampsMKaX, 0COOIMBO-
CTSIMU TI0JIsI aKyCTUYHUX 3aBaJl, HAsBHICTIO CYTT€BOI pedpakilii il 4ac po3NOBCIOKEHHS aKyCTH-
YHUX XBUJIb B atMochepi. ToMy HEOOXiTHO MPOBECTH JAOJATKOBI JOCIIHDKEHHS 3 METOIO peai3alii
3HAYHUX MOTEHUIHHUX MOXJIMBOCTEH COAApiB, 110 BIAKPUBAIOTHCS, M1l YaC BUKOPUCTAHHS aKyCTHU-
YHUX aHTEHHUX PELIITOK: PO3pOOUTH aJIeKBaTHI MaTeMaTUYH1 MOJIEJl aKyCTUYHUX CUTHAJIB, BUKO-
HATH MaTeMaTU4YHE KOMII'FOTEPHE MOJICIIOBAHHS METOIB, 10 PO3POOISIOTHCS, Ta IXHIO MMOAAJIBIILY
EKCIIEPUMEHTAJIbHY MEPEBIPKY.

3. Po3rasiHyTO MeTOIM TUCTAHIIITHOrO 30HyBaHHs aTMochepH colapaMy 3 AaHTEHHOIO PEeIliT-
KOIO MIPY BHKOHAHHI OJIHOYACHOTO 30HJyBaHHS y JAEKUIbKOX HampsMkax. Po3pobieHo amexkBaTHi
MaTeMaTHU4HI MOJIeN aKyCTHUHUX CUTHAJIB 1 METOJIB OaraTokaHajlbHOTO 30HAYBaHHS, BUKOHAHO
MaTeMaTH4HE KOMIT'FOTepHE MOJENIOBaHHs MpolleciB 30HaAyBaHHs. [IpoaHanizoBaHO 3amporoHOBa-
HUN METOJI MPY BUKOHAHHI OJTHOYACHOT'O 30HYBaHHS aTMOC(epH B ACKIUIBKOX HaNpsSIMKaxX Ha OJIHIN
4acTOTi, a TAKOK MPHU BUKOPHUCTAHHI PI3HUX YaCTOT 30HIYBAJIbHUX CUTHAJIB y PI3HUX HANpSIMKax.
Peanizalis po3ryisiHyTHX METOAIB Ha MPAKTHUIl 3a0€3MeYUTh MiBUIIECHHS OIEPAaTUBHOCTI Ta CKOPO-
YEeHHsI YaCy BHUMIpPIOBaHHSI XapaKTEPUCTHK aTMOC(hepH.

4. BukoHaHO MaTeMaTH4YHE MOJIEITIOBAHHS METOMIB aJaNTHUBHOI MPOCTOPOBOI BHUOIPKOBOCTI
aKyCTUYHUX JIOKATOpIB 3 aJalTHBHOK aHTEHHOIO peuriTkoro. [Toka3aHo iXHI 3Ha4HI MOTEHLINHI
MOXXIUBOCTI. Peamizailis Takux METOJIB Ha MPAKTHUIll TO3BOJIUTH CYTTEBO IMiJBUILIUTH 3aBaJ03aXU-
IIEHICTh aKyCTHYHUX JIOKATOPiB, OCOOIMBO 3a IXHBOT pOOOTH B YMOBAX CKIIAIHOI 3aBaJ0BOi 00CTa-
HOBKH, HAIPUKIIA] B YMOBaX aepornopTy ado B Mexax MerarmoJiicy.
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OCOBJIMBOCTI BUABJIEHHSA
AKYCTOEJIEKTPOMATHITHUX KAHAJIIB BUTOKY ITH®OPMAIII

Beryn

Y Ccy4acHOMY TEXHOJIOTIYHOMY CEpEIOBHINI, IO XapaKTePU3YETHCS CTPIMKHM PO3BUTKOM
iHpOpMaLiHUX TEXHOJIOTIH Ta M(POBHUX cHcTeM, 3abe3nedeHHs iHhopMmaliiftHoi 6e3nekn HabyBae
KPUTHYHOTO 3Ha4eHHA. OHI€I0 3 OCHOBHHX 3arpo3 /sl KOH(IIEHIIIHHOCTI TaHNX € TeXHIYHI KaHa-
JIM BUTOKY iH(opMariii, cepes sskux ocoOIMBY yBary MpHBEPTAIOTh aKyCTOCIEKTPOMArHiTHI KaHAaJH.
i xaHa GOpPMYIOTHCSI BHACIIJIOK aKyCTOEJIEKTPOMArHiTHUX MEPETBOPEHb, KOJIU aKyCTHUHI XBUJII
B3a€EMOJIIIOTH 13 €JIEMEHTAMU TEXHIYHUX MPUCTPOIB, IEPETBOPIOIOYHN 3BYKOBY €HEPIil0 Ha €JIEKTpHU-
4yHy a0o0 eneKkTpoMarHiTHy. Taki KaHaJaM 4acTO MalOTh MPUXOBAHUN XapaKTep 1 3aJUILIAIOThCS He-
MIOMITHUMH MI1J1 Yac CTaHIAPTHHUX IMEPEBIPOK cucTeM iHpopMaliiiHoi 6e3neku, o poOUTh iX Haj-
3BUYaHO HEOE3EUHUMU.

AKyCTOENEeKTpOMAarHiTHI KaHaJld BUTOKY 1HQOpMallii € 0COOJIMBO MiJCTYIHUMHU 4YEpe3 CBOIO
3/1aTHICTh BUHUKATH HaBiTh y MOBCSKICHHUX yMOBax. 3BUYaiiHI MPUCTPOI, 110 OTOUYIOTh, MOXYTh
CTaTH JpKeperaMu HebaKaHUX CUTHAIIIB, sIKI OTEHIIHHO MOXYTh OyTH BUKOPUCTAHI1 JJIsl HECAHKIII-
OHOBAHOTO JIOCTYIy 10 naHuX. Lli KaHaIM yTBOPIOIOTHCS 3aBJISKU Jli aKyCTUYHUX XBWJIb Ha 4yTJIU-
Bl €JIEeMEHTH TEXHIYHUX 3ac00iB, Taki K TpaHC(HOPMATOpH, I’ €30€JIEMEHTH, KOTYIIKH 1HyKTUBHO-
CTl, TYYHOMOBII1, MIKpO(OHH a0O 1HII KOMIIOHEHTH 3 BUCOKOIO PEaKIi€l0 Ha 3BYKOB1 KOJUBAHHS.
BrnuB akycTHYHMX XBUJIb HA LI €JIEMEHTH BUKIIMKAE 3MIHY €JeKTPUYHUX MapaMeTpiB abo reHepye
HOBI1 CUTHAJIH, sIKI MOXXYTb MICTUTH KOH(1IeHTIHHY 1H)opmartito [1].

OkpiM TEXHIYHUX OCOOIUBOCTEH, MpoOIeMa BUSBICHHS aKyCTOEIEKTPOMArHiTHUX KaHaJIiB BU-
TOKY iH(oOpMaIlii TOCHITIOETCS CKIQIHICTIO aHaTi3y iX (pi3nyHuX BracTUBOCTEeW. CUTHAIM TaKOTO
TUITY MOXYTh OyTH CIIA0KMMH, MACKyBaTHUCS TI1]] IPUPOTHUHN ITyM a0 37IMBATUCS 3 POOOYMMU CHUT-
HajaMu npucTpoiB. Lle Bumarae po3poOku HOBUX IMIIXO0/IIB O MOHITOPUHTY, BUSBJICHHS Ta aHAJI3Y
aKyCTOCJICKTPOMAarHITHUX SIBUII y TEXHIYHUX 3ac00ax.

1. Tunu aKycTOEIeKTOMATHITHUX KAHAJIB BUTOKY iH(opmalii Ta ¢pi3uyHi mpouecu,
1[0 Bi0YBAKOTHCSA B HUX

AKycmoenekmpuuni KaHaIM BUTOKY 1H(GOpPMAIIii MOIIISIOTHCS HA IBA OCHOBHI THITH: TPSIMIi Ta
Moy isiiiHi. [TpsmMi aKkycTOeNeKTpUYHI KaHaJId YTBOPIOIOTHCS BHACIIIOK O€3IM0CEePEHBOTO TIEPET-
BOPEHHS aKyCTHMYHUX KOJHMBAHb B €JICKTpHYHI curHaimu (puc. 1). MomynsmiiiHi akyCTOSIeKTPpHYHI
KaHAJIM BUHUKAIOTh TOJI, KOJU aKyCTHYHI KOJWBAHHS BIUIMBAIOTh HA €JIEMEHTH BHCOKOYACTOTHHX
reHepaTopiB, BUKIUKAIOYH MOAYJIAIII0 X CUTHAIIB 332 YAaCTOTOK a00 aMIUTITYJIOK BiAMOBIIHO 0
napamMeTpiB MOBHOT'O CUTHAIY.

AKyCTOENeKTPMUYHI KaHanu
BWUTOKY iHpopmaLil

3a QisnyHO NPUPOACID 3a MexaHiamom
NepeTEOPEHHA dOpMYyBaHHA:

Mpami
aKyCcTOeneKTPUYHI KaHann

MopynauinHi ]

Pe3ncTuBHI .
} [ aKycToenekTpuYHi KaHanu

‘ EMHICHI } ll‘!'esoeneKTpmuHi

Puc. 1. Kimacudikarist akycToeIeKTpHYHUX KaHAJIIB BUTOKY iH(popMariii
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AKycmomazHimHi KaHAIA TaKOX MOAUISIOTHCS HA TpsiMi Ta MoayssimiiHi. [Ipsmi akycromar-
HITHI KaHatu (HOPMYIOTbCS Yepe3 IHIAYKLII0 MarHiTHUX MOJiB y (epoMarHiTHHUX marepiajax I
BIJTMBOM aKyCTHYHUX XBHJIb. Y LIbOMY BHIIQJKy 3BYKOBUH BIUIMB CTBOPIOE MAarHiTHY 1HAYKIIIO, SIKa
MOKe OyTH BHSIBJICHA B MarHiTONPOBOAAX 9YM 0OMOTKaX MpUCTPOiB (puc. 2). MoaymsiiiiHi akycTo-
MAarHiTHI KaHaJd BUHHUKAIOTH TOJli, KOJU 3BYKOBI KOJMBAaHHS 3MIHIOIOTH IMapaMeTpH MarHiTHOI iH-
AyKILii, BIUIMBAIOYM HA XapaKTEPUCTHKH MAarHiTONPOBOMIB YW KOTYIIOK, [0 BUKOPHCTOBYIOTHCS Y
TeXHIYHUX CHUCTeMax [2].

AKYCTOMErHITHI KaHanw
BUTOKY iHpopMaLii

[ 3a Qi3anYHO NPUPCACHD

{ 3a MexaHiamom ’

NepeTBOpeHHA hopmyBaHHA:
MarHiToCcTpUKLIAHI IHayKUiAHI EnexTpomarHiTHi Mpami Moaynsayinni
nepeTBOpeHHs NEpPeTBOPEHHS | | NepeTBOpPEeHHs aKyCTOMarHiTHI KaHanw aKYCTOMarHITHI KaHanu

Puc. 2. Knacudikanis akycTOMarHiTHUX KaHaJIiB BUTOKY iH(opmamii

Cepen akyCTUYHUX MEPETBOPIOBAYIB PO3PI3HAIOTH 1HAYKTHUBHI, €MHICHI, I’ €30€JEKTPUYHI,
€JIEKTPOMAarHiTHI, ONTHYHI, MAarHITOCTPUKIIHHI Ta aKyCTOPE3UCTUBHI NPUCTPOi. [HAYKTHBHI TiepeT-
BOPIOBaUl MPAIIOIOTH 3a MPUHITUIIOM 3MIHHM 1HAYKTHBHOCTI TiJ] BILTABOM MEXaHI4HOI Aii. €MHICHI
MepPEeTBOPIOBAYl 3MIHIOIOTh CBOIO €EMHICTB 1] BILTABOM aKyCTUYHOTO THCKY, III0 pOOUTH 1X HaA3BU-
YaifHO YYTJIWBUMH J0 3BYKOBHUX BIUIHMBIB. [1’€30€eKTpuyHI epeTBoproBadi 0a3yrOThCs HA BUKOPH-
CTaHHI I’ €30€JIEKTPUYHOTO e(heKTy, KOIM MeXaHIYHe HaBaHTA)KCHHS BUKIIMKAE TMOSIBY €IEKTPUYHO-
ro 3apsay. L{i eremeHTH MaloTh BUCOKY CTaOUIBHICTH MapaMeTpiB MEPETBOPEHHS 1 MIUPOKO 3aCTO-
COBYIOTHCS B PAIIOTEXHIYHUX MPUCTPOSX, alie MOXKYTh CTaTH MOTEHIIIHHUM DKEPEIOM BUTOKY 1H-
dhopmartii.

®Di3uYHI MPOIIECH, IO JIEKATh B OCHOB1 aKyCTOCJIECKTPUYHUX MEPETBOPEHB, MOB’sA3aH] 3 MeXa-
HIYHUMH KOJIMBAHHIMM, SIKI 3MIHIOIOTh €JIEKTPUYHI IapaMeTpu cUrHaiiB. Hampukiian, akycTUYHHIMA
CUTHAJ BIUIMBA€ Ha MU(y30p T'YYHOMOBIIS, BHACIIIOK YOTO aKyCTUYHA €HEPTisl IePETBOPIOETHCS B
MEXaHIuHY, 3MIHIOIOYH TOJIOKEHHS KOTYIIKH B MarHiTHOMY IOJi, 110 BUKJIUKA€E TMOSABY €IEKTPOPY-
HIHHOT CUJTK B €JIEKTPUYHOMY KOJII KOTYIIKH. SIKIIIO TYYHOMOBEIb MiJKIOYSHUN 10 MEpexi uepe3
TpanchopmaTop, HEOE3MEUHUN CUTHAI MOXKE 30UIBIIMTHCS B KUIbKAa pa3iB, MOIIUPIOIYHCH Mepe-
JKEI0 KUBJICHHS [3].

VY tpanchopmaropax 3MiHa mapameTpiB OOMOTOK ITiJ] BIUTMBOM 3BYKOBUX XBUJIb MOXE ITPHU3BO-
JUTH 10 MOJYJIALI{ CUTHAMTIB, 110 NIEpeqaroThesl Mepexero. [1°e30eneMeHTr nepeTBOPIOITh MEXaHi-
YH1 KOJIMBaHHS Ha €JIEKTPUYHUN 3apsif, a ONTUYHI IEPEeTBOPIOBAaYl MOXKYTh 3MIHIOBATH CBill BUXiJ-
HUUN CUTHAJ MiJl BIULIMBOM aKyCTHYHUX XBUJIb, IKI MOJYJIIOIOTh CBITJIOBH MOTIK.

[HmmM mpuknagom € qoModoHHI amapatd, Ae JUHaMiKd abo A3BIHKOBI MEXaHI3MU MOXKYTb
reHepyBaTH CUTHAIH 1] BIUIMBOM 3BYKOBUX XBWIIb, IIEpeAalOuu ix TenedoHHoro JiHier0. OcobnuBy
HeOe3MeKy CTAHOBJAThH JATYMKU OXOPOHHO-TOXKEXKHOI CHTHami3alii, siki OCHAIeHI I’ €30eJIeMeH-
TaMu, 110 pearyroTh Ha 3BYKOBI XBWJIi, CTBOPIOIOUN €IEKTPUYHI CHUTHAIH, SKI MOXKYTh OyTH BHKO-
pHCTaHi A7 epexoryieHHs iHpopMartii.

Jnisa omiHKK e(eKTUBHOCTI MEPETBOPEHHSI 3BYKOBOI €HEPrii B €JIEKTPUYHY UM MArHiTHy BHKO-
puctoBytoTh kKoedimieHt neperBopenns (KI1). Ile 6e3po3mipHa BenuuuHa, 110 BU3HAYAE, sIKA Yac-
TKa BXIJHO{ aKyCTUYHOI €HEeprii IepeTBOPIOETHCS Y BUXITHUN curHall. E(QeKTHBHICTh IEpEeTBOPEHHS
1’ e30eseMeHTiB Moxe gocsrati 20 — 30 %, 1o poOUTh X MOTEHLIHHO HEOE3MEeUHUMH Y KOHTEKCTI
BUTOKY iH(opMmalii.
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@opmynu mis pospaxyHky KIIJI i akyCTHYHOrO IepeTBOproBaya:

Kge =22 100%, (1)

BX

ne Peux — BUX1/IHA TOTYXKHICTh CUTHAITY, Ppx — BXi/IHA aKyCTHYHA MOTYXKHICTb.
Jl1st BU3HaUCHHS Pyux U1 aKyCTOETIEKTPUYHOTO TIEPETBOPEHHS NMPOBOAUTHCS po3paxyHok EPC.
1) Ans 1’ €30€I€KTPUYHOTO IEPETBOPEHHS:

E=ky F-v, )

ne E — enexrpopymriitna cuna (EPC); ko — xoedinient n’e3oedpexry; F — mexaniuna cuna; v — niBu-
IKicTh Aedopmarrii.

Jnst Bu3HAUEHHS Pyux [UIA aKyCTOMArHiTHOTO IEPETBOPEHHS IIPOBOUTHCS PO3PAXYHOK:

2) 1151 akyCTOMAarHiTHOT'O MEePETBOPEHHS:

F
B=yu-T, 3)

ne B — marsiTHa iHAyKLis, L — MardiTHa MPOHUKHICTh, F — akycTuyHa cuia, S — miioma MarHito-
MIPOBOJY.

JIJ1g aKkyCTOENeKTPUYHUX KaHaIB, TAKUX SIK TYYHOMOBLII Ta I’ €30€JIEMEHTH, Hallpyra CUTHaY,
110 HABOJUTHCS Y TYYHOMOBIISIX, 3a3BUYail cTaHOBUTH 2 — 3 MB/Ila. ¥V monymsimiitHux akycToenek-
TPUYHUX KaHalaX, ki 0a3yr0ThCsl HA BUCOKOYACTOTHUX T'e€HepaTopax, BeJIMYMHA MOAYJISII] CUrHa-
ay moxe craHoButu 0,5 — 1 % Biag aMIUNTYau Hecy4doi yacToTd. L{poro piBHS AOCTaTHBO, 11100
3a0e3MeYnTH MOXJIUBICTh nepexoruieHHs iHdopmanii. [logo akycTOMarHiTHUX KaHajiB, TaKuX SIK
TpanchopmaTopu ab0 MarHiTONMPOBOJHW, 1HAYKOBAaHI CUTHAIM B HUX MOXYTh pocsratd 1 — 5 mB,
3aJIe)KHO B1J] MMapaMeTpiB MarHiTHOI MPOHMKHOCTI Ta aKyCTUYHOI'O TUCKY 3BYKOBOi xBuul. IIpote
KoeQIlieHT NEepeTBOPEHHS MarHiTHOro TUIly 3a3BMuail He mepeBuinye 10 — 15 % uyepe3 3HauHi
BTpPATH y MarHiTHUX Marepiaiax, o oOMexye epeKTUBHICTh TAKUX KaHATIB y MOPIBHSHHI 3 aKyC-
TOENEKTPUYHUMH [4].

2. MeToauKM BUSIBJICHHSI AKYCTOCJEKTPUYHHUX KAHAJIIB BUTOKY iH(popMarii
Ta IX 0CO0JIMBOCTI

BusBnenns akycroenekTpudHux kaHaiiB BUTOKY iH(opmarii (AEKBI) 6a3yerbcst Ha BUKOpuC-
TaHHI eKCIIEPUMEHTAILHUX TIIXO/IB, SIKi TO3BOJISIOTh BU3HAYMTH B3a€MO3B 30K MK aKyCTUYHUMU
BIUTMBAMH Ta CJICKTPUYHHMHU CUTHAJIAMH, IO T€HEPYIOTHCS TEXHIYHUMH TPUCTPOSIMUA. OCHOBHUMU
METOJaMH € JIOCIIDKCHHS MPSAMHUX 1 MOAYJSAIIMHUX KaHaiB BUTOKY iH(popmarii. KoxeHn i3 mux
MIJIXOJIIB BUMAara€ OKPEMHX CXeM BHUIPOOyBaHb, HAJAINTYBAaHHS BiJAMOBIIHOTO OOJaTHAHHS Ta
crenr(ivHUX METOANK BUMIPIOBaHb.

Jlisi  TpsIMOro  aKyCTOCJIEKTPUYHOTO KaHAlly BHUKOPHUCTOBYETBCS (DYHKIIIOHAJIbHA CXeMa
(puc. 3.), Ka CKIAda€ThC:

- 3 JDKepelia aKyCTHYHUX CUTHATIB (aKyCTHYHHUI TeHeparop), SIKUM CTBOPIOE EJICKTPHYHHI
CHTHAJI 3 BU3HAYCHOIO YaCTOTOIO Ta aMILTITY 100,

- BUIPOMiHIOBaYa 3BYKY (IMHaMik a0o yJIbTPa3BYKOBHI BHUIIPOMIHIOBAY), SIKUH Iepenae
aKyCTUYHUH CHTHAI Y 30HY JOCIIKEHHS;

- 00’exta mocmimkenHs (norenuiiine mxepeno AEKBI) — e texuiunuii npuctpiit (rydaHomo-
Bellb, II'€30€JIEMEHT, TpaHc(hopMaTop, TOIIO), SKUN MiJIA€THCS BIUTMBY 3BYKOBHUX XBUIIb;

- IPUCTPOIO PEECTpallii CUTHANIB — CIEKTPOAHAI3aTOp BUMIPIOE EJIEKTPUYHI CUTHANH, SKi
BUHUKAIOTh Y JIOCIIIKyBaHOMY 00’ €KTI;

- komn’totepa 3 ALIII Ta mporpamuuM 3abe3neueHHsIM JUTst 0OOpOOKU AaHUX 1 TOOYIOBH 3aJIeXK-
HOCTEW MK aKyCTUYHUMH 1 €NEKTPUUYHUMU MapaMeTpaMu.
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Puc. 3. dynkiionansHa cxeMa JUIs JOCIIKEHHsI IPSIMOTO KaHaly BUTOKY iH(opmariii

Metoauka JOCIKEHHS BKIIOYA€ MOCTYOBE MABUIIEHHS YaCTOTH 3BYKOBOI'O CUTHAITY, BUMi-
PIOBAHHS aMILIITYl BUXITHUX €JIEKTPUUHUX CUTHAMIB Ta iX aHaJli3 JAJIsl BU3HAUEHHS PIBHS YyTIUBO-
CT1 00’€KTa IO aKyCTUYHUX BIUIUBIB (puc. 4).

Jlia Moy ISILIITHOTO KaHay cXeMa BKJII0Ya€ HACTYITHI KOMIIOHEHTH:

- aKyCTUYHUI reHepaTop, sIKUH CTBOPIOE KOJMBAHHS 3MIHHOI YaCTOTH;

- BUIIPOMIHIOBAY aKyCTUYHHUX XBHWJIb NI€PEJIAE€ CUTHAJ y 30HY pO3TalllyBaHHS BUCOKOYACTOTHO-
IO TeHepaTopa;

- TOCTIPKyBaHUN IPUCTPIiL, y IKOMY YTBOPIOETHCS MOIYJISILIS CUTHAITY Yepe3 aKyCTHYHUMA
BILJIUB;

- aHTEeHa, paJioNpHuiiMay Ta aHaJIi3aTop CHEKTPa PEECTPYIOTh MOAYIHOBAaHI CUTHAJIM Ta OLli-
HIOIOTH 1X XapaKTEPUCTUKU;

- KOMIT'I0T€p 3 MPOTrpaMHUM 3a0€3MEUEeHHSIM ISl aHaIi3y YaCTOTHOTO CIIEKTPa, BUBHAUCHHS
IUOMHU MOJYJISIIT Ta BUSIBICHHS HEOE3MeUHUX CUTHATIB.

a
__________ \‘3\0 vy O— Lymomip
i N L)
AKkycTUUHWA 1 |
seneaIon o || Pocnigxyeanmii . 5
e /)] npucT piit Pagionpuiamay T Komn'iotep 3
Xsupg '/ 1 AUM Ta N3

CnekTpoaHanisatop ——— ANEOGH00KN

Puc. 4. dyHkiioHansHa cxema Jiist JOCIiKEHHS MOYJISIIITHOr0 KaHaly BUTOKY iH(popMarlii

Y 1bOMY BHIIQJKy MPOBOJIUTHCS aHANi3 BUXIJIHUX CUTHATIB JOCIIPKYBAHOTO IPUCTPOIO, iX
aMIUTITYTHOI YM YaCTOTHOI MOJYJIALIT i/l BIUTMBOM aKyCTHYHUX XBHJIb, & TAKOXK OIlIHKA ITapamer-
P1B MOIYJISAII1, IKIi MOXKYTh OyTH BUKOPHCTaHI1 /Ui BUTOKY 1H(popMaIlii.

Jl1st IpOBEICHHS EKCIICPUMEHTIB BUKOPHCTOBYIOTHCSI aKYCTHYHUIN TEHEPATOP 13 NIMPOKKM Jlia-
Ma30HOM YacTOT, BUIIPOMIHIOBAY 3BYKOBUX XBWJIb (IUHAMIKH, YJIBTPa3BYKOBI IEPETBOPIOBAYi),
ocuunorpad s Bizyami3aiii eleKTpUYHUX CUTHAJIB y PeaJbHOMY 4aci, CIIEKTPOAHAI3aTop A
aHaJIi3y 4acTOTHOTO CIEKTpPa CUTHAJIB, IO F€HEPYIOTHCS 00 €KTOM, HAHOBOJBTMETP 13 BHCOKOIO
YYyTJIMBICTIO I TOYHOTO BUMIPIOBAaHHS HU3bKOAMILTITYIHUX curHaiiB, AL, koM’ roTep i3 mpo-
rpaMaMu AJis 00poOKU JaHuX 1 T0O0Y10BH rpadikiB 3aJIKHOCTI CUTHATIB BiJl aKyCTUYHOTO BILTUBY.

Axyctnuni cuctemMu (AC), 10 BUKOPHUCTOBYIOTHCS ISl JOCHIKEHHS aKyCTOEIEKTPUUHHUX
KaHaJliB BUTOKY iH(opMmallii, TOBUHHI CTBOPIOBATH KOHTPOJIbOBAHI aKyCTHYHI CUTHAJIM 3 IapameT-
pamu, 110 JO3BOJIAIOTh MOJICTIOBATH BIUIMB 3BYKOBHX XBHIIb Ha TeXHI4Hi 3acobu. AC maroTh mpa-
IIOBaTH y IIUPOKOMY YaCTOTHOMY 3BYKOBOMY Ta YJIbTPa3ByKOBOMY Jllala3oHi, 3a0e3neuyBaTu
CTabUIbHY aMIUTITYly CUTHAIY 3 MIHIMaJIbHUMH CIIOTBOpeHHsAMH (MeHile 1 %) Ta 36epiratu crabi-
TBHICTH BUIIPOMIHIOBAHHS 3 BiAXWJICHHsM He Oinmbine +1 — 2 %. BaxnuBi BUMOTM BKJIIOYAIOTh
CIPSIMOBAHICTh 3BYKY, MOKJIMBICTb PEryJIOBaHHsS MOTYXHOCTI BumpoMiHtoBaHHs (0,1 — 50 Br),
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a TaKOX CTIMKICTh KOpITyCy 10 BiOpariil i BIICYyTHICTh MOOIYHUX €NEKTPOMArHiTHUX a00 MeXaHid-
HUX BHIPOMIHIOBaHb. {7151 3a0€3MeueHHs] TAaKOTO 3aXUCTY BUKOPUCTOBYETHCS HIUTBHE €IEKTpoMar-
HITHE €KpaHYBaHHS KOJIOHOK, SIKE 3MEHIIY€ BIUIMB €JIEKTPOMArHiTHUX BHIIPOMIHIOBaHb Ha JOCIi-
JDKYBaHWNA MPHUCTPiil. [HKOMM Ui crienianbHUX 3aBAaHb BHKOPHCTOBYIOTHCS TaK 3BaHI MeXaHIuHI
CBUCTKH 5IKI HE CTBOPIOIOTH €JICKTPOMArHITHOTO BUIPOMIHIOBAHHS, TOMY iX YacTO BHKOPHUCTOBY-
I0Th Y JOCII/DKEHHSX, 1€ BXKJIMBO YHUKHYTH BIUTMBY €JIEKTPOMArHITHHUX ITOJIB.

AC moBHHHI TiATpUMYBaTH KamiOpyBaHHs Ta 3a0e3MedyBaTH CYMICHICTh 3 BYy3bKOCMYTOBHMHU
YH YJIbTPa3ByKOBUMH BUIIPOMIHIOBaYaMH JUIsl PO3MIMPEHHS MOKIMBOCTEH JTOCTIKeHHS. BukoHaH-
HSl WX BUMOT TapaHTYy€ TOYHICTH 1 HAAIWHICTh EKCTIEPUMEHTIB, CIPSIMOBAaHUX HA BUSBJICHHS 1 aHa-
JIi3 MMOTSHIIMHKX 3arpo3 [5].

BaxxniBo 3a0e3nednTy 1301b0BaHICTh JTOCIIPKYBAHOT 30HH BiJl CTOPOHHIX aKyCTUYHHX Ta €JIe-
KTPOMArHiTHUX mepemko. [IpuMinenns Mae OyTy 3ByKOi30J1b0BaHUM, a Kabem — eKpaHOBaHUMH.
Jljig mpsiMOro KaHajly OCHOBHA yBara MpUUISIETbCS BUSBIECHHIO CUTHANIB, K1 T€HEPYIOThCS TEXHI-
YHUMH 3aco0aMu Oe3MocepeHbO 1]l BIULTMBOM 3BYKOBHMX XBWJIb. J{J1s1 MOIYISALINHOTO KaHATY KITIO-
YOBHMM € BU3HAYEHHS NapaMeTpiB MOAYJISLIT (4acTOTH, aMILIITY M), sIKI MOXKYTh OyTH BUKOpPUCTaH1
JUTsI TIEPEXOTUICHHSI MOBHO1 1H(OpMAIIii.

BaxxnuBum etanom B BUSIBIIEHHI aKyCTOEJIEKTPUYHHUX KaHaIiB BUTOKY 1H(opmalii € creriaibHi
MepeBIPKHU Ta OOCTEKEHHS, 1110 MAIOTh HAa METI 1ICHTU(IKAIl1I0 OTEHI[IHIX KaHaJiB BUTOKY, OLIH-
Ky IXHbOI HeOe3MeKu Ta po3poOKy 3axoiB i iX HeiTpamizamii. Lle koMiekcHa nporenypa, sika
0a3yeThCsl Ha BUKOPUCTaHHI Cy4yacHOTo OOJIaJHaHHS, MPOrpaMHUX 3aco0iB 1 METOIMK, CIPSIMOBa-
HUX Ha 3aXUCT KOH(DIiIeHIIiHOI iHpopMaIii.

[IpoBeneHHsT TEPEeBIPOK TMOYMHAETHCS 3 TONEPEAHBOTO aHamizy o00'ekta. Ha mpomy erami
BHU3HAYAIOTHCA MOXJIMBI JKepesia BUTOKY 1H(popMallii, BKIIIOYalOYM TEXHIYHI 3ac00U, SIKI MOXYTh
OyTH Bpa3IMBUMHU O aKyCTUYHUX, €JIEKTPOMArHiTHUX YM 1HIIWX BIUIMBIB. AHAJI3yIOThCS IJIaHY-
BaHHS MPUMIIICHb, TUITH BUKOPUCTOBYBAHHMX TEXHIYHHUX 3aC001B 1 KOMYHIKaIlIHHI Mepexi [6].

Jlnisl BU3HAaYeHHs NEePUIONPUYNHNA BUHUKHEHHS aKyCTOEJIEKTPUYHOI0 KaHaly BUTOKY 1H(popMa-
1ii HeoOXiTHO MPOBECTH KOMIUICKCHHUN aHami3 00'€KTa JOCTIHKCHHS, BPaXOBYIOUH MOJKJIUBICTH
BIUIMBY SIK €JIEKTPOMArHiTHUX, TaK 1 aKyCTUYHUX XBWJIb JJIS IIPOSIBU €JIEKTPUYHOIO BiAryKy. OcHO-
BHA MeTa — 3'JICyBaTH, UM JKEPEIOM HeOe3[eYHOro CUTrHally € aKyCTHMYHa XBUJIS, a HE eJIeKTpoMar-
HITHA.

Meroanka BHUSIBJICHHS aKyCTOCJICKTPUUYHUX KaHAIIIB BUTOKY 1H(OpMaIlli BKIIOYAE KiJbKa €Ta-
1B, 5Kl J03BOJIIIOTh BU3HAUUTH NPUPOJY BUHMKHEHHS CUTHAJIy Ta BCTAHOBUTH OCHOBHI IPUYMHU
BUTOKY.

Ha nepwomy emani 3niACHIOETBCS TIOTIEpeHIN aHai3 o0'ekra gociimpkeHHs. [Ipuctpiit abo
CUCTEMA MEePEeBIPSIETHCS HA HASBHICTh (DI3UYHUX €IEMEHTIB, SIKI MOKYTh CIIPUYUHUTH BUTIK 1HHOP-
Mailii. AHaJIi3yIOThCS KOHCTPYKTHBHI OCOOMBOCTI, TaKi K HasSBHICTh KOTYIIOK, KOHJACHCATOPIB UM
'€30€JIEMEHTIB, MarHiTOCTPUKIIIHHI €JIEMEHTH, THI MaTepiajiiB, 3 SIKHX BHTOTOBJICHO CJIIEMECHTH
(bepomarHiTHi, Im'e30eMeKTpUYHI a00 AICICKTPUYHI), a TAKOK p0oO0Yl PSKUMH IPUCTPOIO, BKIFOYHO
3 HaIpyrorw, YacTOTOIO Ta MOTYKHICTIO.

Ha opyzomy emani npoBOIUTbCS BUMIPIOBAHHS €IEKTPUYHUX MapaMeTPiB Y KOHTPOJILOBAHUX
ymoBax. O0’€KT 130JI0€ThCs Bl Oy/Ib-SIKOTO aKyCTUYHOI'O BIUIMBY 1 JOCHIJUKYETbCA Horo podora B
3BHUYAiHUX pekuMax. BUMIPIO€TbCS piBEHb €NIEKTPUYHUX CUTHAJIB, SIKI T€HEPYIOThCS MPUCTPOEM,
MepeBipsSI€THCSA HASBHICTh MOOIYHUX BUIPOMIHIOBAHb y CHEKTPl YaCTOT 1 €JIEKTPOMArHiTHUX 3aBaj,
110 MOXYTh BKa3yBaTH Ha BHYTPIIIHI €JIEKTPUYHI JUKepesla CUTHAITY.

Ha mpemvomy emani MOIENIOETbCA aKyCTUYHUN BIUIMB. BHUKOPHUCTOBYETBCSA aKyCTUYHUI
reHepaTop 1 BUIPOMIHIOBAY JUIsl CTBOPEHHS KOHTPOJBOBAHOTO 3BYKOBOI'O CHUTHANY 3 33aJaHUMHU
napameTpaMH 4acToTH ¥ amiuniTyu. OG'eKT mijiaeTbes il 3BYKOBHX XBHJIb Y PI3HMX YaCTOTHHUX
Jlarna3oHax, a pe3yJbTaTd BIUIMBY (DIKCYIOThCs. PeecTpyroTbes BUXIJHI €JEKTPUYHI CUTHAH, 110
BUHUKAIOTh y MPUCTPOI, JOCTIDKYETbCA IXHS aMIUTITYTHO-4aCTOTHA 3aJI€KHICTh Ta BU3HAYAETHCS
3aTpUMKa MDK aKyCTUYHHM BIUTUBOM 1 T€HEPYBaHHSM CHUTHAIY, IO JO3BOJSE€ BUSBUTH MOXIIHUBI
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MeXaHiuHi e(deKkTd. 3po3yMisio, IO HaBITh JOOpE eKpaHOBaHA KOJIOHKA CTBOPIOE JICSAKI €NEKTPHUHI
Ta MarHiTHI TIOJIsl, HABE/ICHHS BiJl IKUX HE MMOBUHHI BHOCUTH MOXHOKH y BUMiprOBaHHS [7].

Haiinpocrimmii croci6 BU3HAYNUTH, 1110 MH CIIOCTEPIraEMO — HaBEeIECHHs TeCT-CUTHAIy BiJ aKy-
CTUYHOTO BHIIPOMIHIOBAYa, BUMIPIOBAJBHOIO TPAKTy TeHEPATOpP-IMiJCUIIOBAY IOTYXHOCTI Ta
3'eqHyBaIbHUX KabemniB abo Oesmocepenuro curHan AEIL, monsrae B 3aKpUBaHHI JTUIHOBOI TaHE1
aKyCTUYHOTO BUITPOMIHIOBAYa 3BYKOMOTJIMHAIBHOIO MITOPKOIO 3 METOIO 3MIHM (3HIKCHHS) PiBHS
aKyCTUYHOTO CHUTHAJY, IO BIUIMBAaE Ha TexHiuHWH 3aci® (T3), KOHTPOIBOBAHOTO 3a IOTIOMOTOIO
mrymMmomipa. Y IIbOMY BHITQJKy HABEJICHHS Yepe3 BIUIMB €JICKTPOMArHITHOTO TOJSI TEHEPAaTOPHOTO
oOnaHaHHS HA TEXHIYHUU 3aci0, SKIIO BOHO iCHYE, 3aJIMIUTLCS HE3MIHHUM, TOOTO TIOKa3aHHS BU-
MIpIOBAJILHOTO TPHIIAJY, HMiAKIIOYEHOTO J0 TEXHIYHOTO 3aco0y, He 3MIiHAThCS a00, B KPaiiHbOMY
pasi, 3MIHATHCSI HEMPOMOPLIHHO 3HIKEHHIO PIBHS aKyCTUYHOTO CHTHAITYy. Y TEpIIOMY BHIIQJKY
BHMIpIOBaHa BEJIMYMHA TECT-CUTHAITY — II€ «YHUCTEe» HABENICHHS, Y APYTOMY — CyMIlI MIOPIBHIOBAHUX
3a piBHSAMH CUTHAIIB HAaBEICHHS Ta aKyCTOCIEKTPUIHUX ITIEPETBOPEHb.

[Hmmi, nocuth e@ekTUBHUI crocid BU3HAUEHHS JOCTOBIPHOCTI BUMIPIOBAHHS CaAME CHUTHAILY
aKyCTOEJIEKTPUYHOI'0 MEPETBOPEHHS NP TiH K€ BUMIPIOBAJIbHINA CXEeMI IMOJIATae B 3MiHI BiJICTaH1
MDK T€HEepaTOpHUM OOJaJHAHHSM, BKJIIOYAIOYU aKyCTUYHHUI BHUIPOMIHIOBAY, 1 JOCIIIKYBaHUM
TEXHIYHUM 3acoOoM. Ilpu niHIMHIN 3MiHI CHUTHaIy aKyCTOEJIEKTPUYHOI'O MEPETBOPEHHS 3aJIEKHO
B1J1 B1JICTaH1 BUMIPIOBAaHUI CUTHAJ € HACJIJKOM aKyCTUYHOI'O BIUIMBY Ha TEXHIYHMH 3aciO, a mpu
3MiHi BUMipIOBaHOrO CHTHaTY 3a 3akoHoM 1/R’*—1/R® — HaBeneHHs uepe3 eneKTpHuHi ab0 MarHiTHi
noJis reHepaTopHoro obnanHaHHsA. Lleil crmoci® 3pyyHO BUKOPHCTOBYBATH JUIsl BU3HAYEHHS TOTO,
sIKa 3 KOMIIOHEHT eJIEKTPOMArHiTHOTO MOJIsl IEpeBakae y CUTHAJII HaBeIeHHS [8].

Jlasni mpoBOIMTHCS MOPIBHSUIBHUN aHaNi3 pe3ysbTaTiB. SKIIO0 eIeKTpUYHI CUTHAJIM BUHUKAIOTh
B YMOBAaX BiJICYTHOCTI aKyCTUYHHX BIUIMBIB, TO NMEPHIONPUINHA MA€ EICKTPHYHY NMPUPOJTY, HATIPH-
KJIaJ, 4yepe3 eNeKTPOMAarHiTHY B3a€MOJII0 MK KOMIIOHEHTaMU a00 KOHCTPYKTHUBHI HEAONIKU MpHU-
CTPOIO. SIKIIO K CUTHANM 3’ SIBJIAIOTHCS JIMILE M1 BIVIMBOM 3BYKOBHMX XBHIJIb, 1€ BKa3y€ Ha aKyCTH-
YHY TIPHUPOAY SBHINA, HAMPUKIIA], MEXaHIYH1 KOJTMBaHHS a00 M'€30€IEKTPUIHUNA ePEeKT. Y BHUMAKY,
KOJIU CIIOCTEPIraeThcsi KOMOIHAIIS €EKTPUIHUX 1 aKYCTUYHUX BIUIMBIB, aHATI3YIOThCS X XapakTe-
PHUCTHKH, TaKl K aMIUTITYy/a, 9acTOTa ¥ 3aTPUMKa, 1100 BCTAHOBUTH JOMIHYIOUYHI BILJIUB.

Po3ymiHHS npupoau yTBOPEHHS CUTHATY HaBEJACHHS BU3HAYa€E 1 3aX0au 00poThou 3 HUM. [Ipn
€JIEKTPUYHOMY HAaBEZICHHI, SIK MPaBUIJIO, JOCTAaTHO OPraHi3yBaTH NPaBWIBHY CXEMY 3a3€MJICHHS
BUMIPIOBAJILHOTO KOMIUIEKCY B mytomy. IIpy MarHiTHOMY HaBeIEHHI 3HAYHE 3HMIKEHHS MOXKHA
JOCSTTU TIJIBKU CUMETPYBAaHHIM, 3aCTOCYBAaHHSIM E€KPAaHOBAHUX CHUMETPUYHUX KaOemiB 31 CKpyde-
HUMHM TapaMH Ta PO3HECEHHSM €JIEMEHTIB BUMIPIOBAJIBLHOTO (T€HEPATOPHOI0) TPAKTY 1 TEXHIUYHUX
3ac00iB.

I1s MmeToaMKa 103BOJISIE HE TUIBKU BUSBUTH aKyCTOCJIEKTPUUHHUM KaHaJ BUTOKY, ajie i 3po3yMi-
TH H0ro OCHOBHI IEPBONPUYNHHY, 1110 € KIIFOYOBUM Ul €()EKTUBHOI'O YCYHEHHS 3arpo3.

OxpeMuM HamnpsMOM € BUSBJIEHHS MOZYJISLIMHUX KaHaIB, /i€ BUCOKOYAaCTOTHI I€HepaTopu
MOJTYJIFOIOThCSl aKyCTUYHUMU CUTHanaMu. Taki KaHaiau MOXYTh BUHHMKAaTHU B CKJIQJHUX CHCTEMaXx,
SK1 BKJIIOYAIOTh aBTOT'€HEPAaTOPH, PE30HAHCHI KOHTYPU UM BOJIOKOHHO-ONTHYHI Kabeni. Meroauka
nependayvae aHasiz 3MiH YaCTOTH UM aMILTITYIU CUTHAIIB, [0 TeHEPYIOTHCS MPUCTPOSMHU.

OOcTexeHHs MPUMIILEHb TaKOXK BKJIOYA€ BUSBJICHHS Mapa3UTHHUX €JIEKTPOMAarHiTHUX BHUIIPO-
MiHIOBaHb. Hanpukian, Aeski DpucTpoi MOXKYTh BUIIPOMIHIOBATH CUTHAIIH, 10 B1I0OOpa)XaroTh MO-
BHY iH(opmauito. [lepeBipky Takoro TUIy HNPOBOIATHCA 13 3aCTOCYBAHHSM aHTEH JJISl BUSIBJICHHS
CUTHAJIIB y PI3HUX Jllalla30HaX 4acToT.

ITig yac mepeBipoK yBara NpUAUISETbCS BUSABIEHHIO PUCTPOIB 13 MIKPOPOHHUM e(PEeKTOM, SIKi
MOXYTb AIATH SIK HEMpsIMI JpKepeaa BUTOKY. J[1sl IbOro BUKOPUCTOBYIOTHCS METOAMKHU CTBOPEHHS
aKyCTUYHOTO PE30HAHCY, IO JO3BOJSIE TOYHO BU3HAUYUTH YYyTJIMBICTH MPUCTPOIO O 3BYKOBOI'O
BILIMBY.

Takum 4MHOM, crienianbHi MEepeBipKH Ta OOCTEXKEHHS € 00OB'I3KOBUM KOMIIOHEHTOM KOMILJIe-
KCHOT0 3axucTy iH(opmarii. BoHM 103BONSAIOTE BUSBUTH MPUXOBaHI TEXHIYHI KaHAJM BUTOKY Ta
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po3poOuTH ePeKTUBHI 3aX0Au Ui IXHBOI HeWTpaizauii, 3a0e3nedyoun HaiiHy KOHQIIeHIiH-
HICTh JaHux [9].

3. PexomeHnaanii 11010 3aXUCTy TEXHIYHUX KAHAIIB Bil BUTOKY
3a paXyHOK aKyCTOeJEeKTPOMATHITHUX NlepeTBOPeHb

Pexomenpamii mo/10 3axucTy TEXHIYHUX KaHAJIB BiJl BUTOKY iH(popMarii yepe3 aKyCTOeIeKT-
POMAarHiTHi IEPETBOPEHHS CIPSIMOBAHI HA MiHIMI3allil0 PU3UKY MTEPETBOPEHHS aKyCTHYHHUX XBUJIb Y
EJIEKTPUYHI Ta eNEKTPOMArHiTHI CUTHAIU, SKi MOXYTh OyTH BUKOPHCTaHI JJIsi HECAHKIIIOHOBAHOTO
JOCTymy 110 MaHux. EQeKTHBHUI 3aXHUCT BKIIIOYAE TEXHIUHI, KOHCTPYKTUBHI Ta OpraHi3amiiiHi 3aX0-
TIH.

OxHuM 13 KIIFOYOBUX METO/IIB € EKpaHyBaHHs TEXHIYHHUX 3aCO0iB /Ul 3MEHIICHHS BIUIMBY aKy-
CTHYHHMX XBHJIb. MeTaseBi a00 KOMIO3UTHI €KpaHH MOXYTh €(DeKTUBHO OJIOKYBAaTH MPOHUKHEHHS
3BYKOBHMX XBWJIb JI0 YyTJIMBUX €JI€MEHTIB IpUCTpOiB. OCcOOIUBO 1€ aKTyaJlbHO AJIS T'YYHOMOBLIB,
TpanchopMaTopiB 1 I’ €30€JIEeMEHTIB. BUKOpUCTaHHS IIYMOIOTJIMHAILHUX MaTepilaliB TaKOXK € Ba-
AKJIMBUM. AKYCTHUYHO TOIJIMHAOY1 MaHel YM 130JIA11HHI MaTepiaal HaBKOJIO MPUCTPOIB JoroMara-
I0Th 3HW)KYBaTH IHTEHCHBHICTh 3BYKOBUX XBHIIb, SIKI MOXKYTh CIPUYMHUTH aKyCTOCJIEKTPHYHI TIe-
perBopeHHs. OnTUMi3anis KOHCTPYKLINA MPUCTPOIB 03BOJISIE 3HU3UTH 1X UYTIUBICTH JO aKyCTHY-
HuX BIUIMBIB. Hampuknan, yuiiabHEeHHS 0OMOTOK TpaHC(OpMaTopiB, BUKOPUCTAHHS MaTepiajiB 13
HU3BKHAM 11’ €30€(peKTOM ab0 3MiHa reoMeTpii AeTaneld Moxe 3MEeHIUTH edekT neperBoperHs [10].

[TacuBHuit 3axuct Big MikpodoHHOro edekty Ta BY HaB's3yBaHHS 341 CHIOETHCS OOMEKEHHM
cmaOKuX CUTHAMIB Ta (iIbTpaIiero ab0 BAMKHEHHSIM JIiHIi, KOO MOIIMPIOETHCS HEOS3MEUHUI CHUT-
Hail. Y cxemMax oOMeXyBayiB BUKOPHCTOBYIOTh 3yCTpPIYHO-NapalieIbHO BKJIIOYEHI HamiBIPOBITHU-
KOB1 JI0J1, OMIp SIKUX Ui MaiuX (IIEpeTBOPEHHMX) CHUTHAJIIB, IO CTAHOBUTH JECSITKU METaoM,
MEPEIIKOKAE X MPOXOKEHHIO B CJIA00TOYHY JIIHIIO.

Jliig 3HMKEHHS] HeOe3MeKHU CIIiJ] 3aCTOCOBYBAaTH (PUIBTPH Ha €JIEKTPUYHUX JIIHISIX KUBJICHHS Ta
nepeaadi curHamiB. BoHU OJ0KYIOTh MOMMPEHHS HEOKAHUX CUTHATIB 1033 pOOOYMM Jiara30HOM
MIPUCTPOIO, 110 BUHUKAIOTh Ye€pe3 aKyCTUYH1 IEPETBOPEHHS.

Oprani3zaliifHi 3ax0/yd BKJIIOYAIOTh PEryJIApHI MEPEBIPKH MPUMIIICHb 1 00JIaJHAHHS HA HasIB-
HICTh aKyCTOEJEKTPUYHUX KaHaiB BUTOKY. CIOAM TaKOX BXOAUTH MOHITOPUHI aKyCTHYHOTO Cepe-
JIOBUIIA 32 IOTIOMOT'OI0 CIICIiaJIi30BAaHUX MPUCTPOIB, HATPUKIIA, CIEKTPOAHAII3aTOPIB, M0 J03BO-
JISTFOTh BUSBIISITH HeOaxkaHi curHamw [11].

PekoMeHyeThCs BUKOPUCTOBYBATM MAaCKyBajbHI CUTHAIM y NPUMILIEHHSIX 13 BHUCOKUMU
BUMoOraMu 710 iH¢opMariiHoi 6e3neku. 1le MoXyTh OyTH 3BYKOBI T€HEpATOPH ITyMY, SIKI CTBOPIO-
10Th (DOH, 110 YCKIIAJHIOE POOOTY aKyCTOCIEKTPUYHUX KaHAIIB.

JI1st 0cOOIMBO BaXKIMBUX 00’ €KTIB CIIJI POTIIANATH 130JISI1iF0 TEXHIYHUX 3aC00IB y CIelialb-
HUX MPUMIMIEHHAX 31 3BYKOI30JIAIIHHUMU KOHCTPYKIisAMU. Lle rapanTye, 10 aKyCTUYHI XBHJII HE
MOTPAIUIAIOTH J0 MPUCTPOIB, a OTIKE, KUMOBIPHICTh BUTOKY 3MEHIITy€eThes [12].

HaBuanHs mepconHany TakoXX Bigirpae BaJIUBY poiib. CHiBpOOITHHKM MOBHMHHI 3HATH IPO
MOTEHIIIHI 3arpo3u aKyCTOENEKTPUUYHUX KaHaTIB 1 JOTPUMYBATHCS 3aXOJiB O€3MeKH, TaKhX SIK
BUMKHEHHS JIOMOMDKHUX IMPUCTPOIB i 9ac 00poOKH KOH(DIIESHIIHHOT iHpOopMaIIii.

3aranom, peamizailis IHUX 3aXOJiB y KOMIUIEKCI J03BOJISIE 3HAYHO 3HU3UTU PHU3UK BHUTOKY
iH(popMalii yepe3 aKyCTUYHI NMEPETBOPEHHS Ta 3a0€3MEUNUTH BUCOKHM PIBEHb 3aXUCTY TEXHIYHUX
3ac00iB.

BucHoBku

AKyCTOENeKTpUYHI Ta aKyCTOMAarHiTHI KaHaJIM CTaHOBIJIATH Cepilo3Hy 3arposy iHQopMariiHii
Oe3reli yepe3 CBOIO 3JaTHICTh NMEPETBOPIOBATH aKyCTHUYHY €HEpril0 Ha eJIeKTpU4Hi abo MarHiTHi
CUTHAJIM, 10 MOXKYTh MICTUTH KOH(QiAeHIiHI AaHi. BcTaHOBIEHO, 1110 Taki KaHAaJIX MOXYTh BUHU-
KaTH B TEXHIYHUX MPUCTPOSX IOBCIKAEHHOI'O BUKOPUCTAHHSA, 30KpeMa B TpaHchopmaTopax,
I’ €30€JIeMEHTax, Tele(OHHUX araparax 1 JaT4MKax, 3aBJSKU MPSAMHM a00 MOIYJSLIHHUM edek-
Tam.

126 ISSN 0485-8972  Radiotekhnika No. 220 (2025)
elSSN 2786-5525



3anpornoHoBaHl METOMKU BUSBIICHHS aKyCTOCJIEKTPUYHHMX KaHalliB 0a3yrOTbCs Ha CTBOPEHHI
KOHTPOJIbOBAHUX aKyCTHYHUX BIUIMBIB, aHANI31 €ICKTPUYHUX BUXIJTHUX CHTHATIB Ta OMIHIN IXHIX
XapaKTepUCTUK. BaXIuBy poJib y JOCHIKEHHSX BiIIrPalOTh CHEKTPOAHANI3aTOPH, OCIHIIOrpadu
Ta iHIIE cyyacHe OOJaJHaHHS, SKE JO03BOJISIE BU3HAYATH B3a€MO3B’SI30K MK aKyCTUYHHMU Ta eJeK-
TPOMAarHiTHUMHU TapaMeTPaMu.

Pexomenpamii 3 HelTpanizamii KaHaJiB BUTOKY OXOIUTIOIOTh TEXHIYHI, KOHCTPYKTHBHI Ta opra-
Hi3alliiiHI 3aX0/aW, BKJIIOYAIOYHM €KpPaHyBaHHS TMPHCTPOIB, BUKOPUCTAHHS IIyMO3ariIylIyBalbHUX
MaTepiaiiB, ONTHUMI3aIlil0 KOHCTPYKII TEXHIYHUX 3aC00iB 1 BIIPOBAKEHHS MacKyBaJbHUX CHUTHA-
niB. OcoOimBa yBara npHIUISETbCS OpraHi3allii mepeBipoK i HaBYaHHS MepCOHANy, M0 3a0e3neuye
BHCOKHI PIBEHb 3aXHCTy B YMOBaX 3pOCTAaHHs TEXHOJIOTIYHHX 3arpo3.

TakuM 4rHOM, BUSIBIICHHS 1 3a00IraHHsS aKyCTOCNEKTPUYHUM KaHallaM BUTOKY iH(popmarii €
BOKJIMBOIO CKJIQJIOBOIO 3a0e3redcHHs iHpopmaliitHoi 6e3meku. CKIaJHICTh IUX KaHATIB, iX MpH-
XOBaHUHM XapaKTep 1 3aJIeKHICTh BiJl (PI3UYHUX BIACTUBOCTEH TEXHIYHUX 3aCO0IB BUMAararTh KOM-
MJIEKCHOTO MiAXOAY A0 iX BUSABIICHHS 1 HEUTpaizallii.

[Tomanpmnii po3BUTOK TEXHIYHUX 3acO0IB aHaMi3y 1 3aXMCTy JA03BOJMTH 3HU3UTH DPU3UKU
BUTOKY 1H(pOpMaIi, 3abe3nedyroun HaIiiHUNA 3aXUCT HaBITh B yMOBaX 3pPOCTaHHS TEXHIYHUX
3arpos.
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IMPROVEMENT SOUNDING MODES
IN THE INCOHERENT SCATTER TECHNIQUE

Introduction

The study of the state of the Earth's ionosphere occurs in the process of conducting geophysical
experiments, when information is obtained about the structure and dynamics of the ionospheric
plasma simultaneously in a wide range of altitudes. Currently, this opportunity is provided by the
most informative and accurate method, namely the incoherent scatter (1S) technique that includes
radio pulse sounding of the ionosphere (in particular, vertically), reception of a signal incoherently
scattered by the ionosphere, and its processing [1]. This method makes it possible to obtain the
characteristics of the signal: its spectral and autocorrelation functions (ACF) with the subsequent
calculation of parameters characterizing the altitude-time behavior of the ionospheric plasma [2].
Using this method, the IS radar, created by Kharkiv Polytechnics [3, 4], simultaneously determines
several ionospheric parameters for a number of altitudes (h) and discrete instants of time (t): elec-
tron density Ne(h, t), electron Te(h, t) and ion Ti(h, t) temperatures, plasma drift velocity Var(h, t),
components of the ion composition y(h, t) in the form of the relative content of oxygen O(h, t), hy-
drogen H*(h, t) and helium He*(h, t).

The scientific and practical value of these results is very high. They are necessary for solving a
significant number of applied problems, including for the purpose of ensuring reliable operation of
ground and space radio communication systems, navigation and radar systems. After all, the func-
tioning of many systems depends on the conditions of propagation of an electromagnetic wave in
geospace along the route “space object — consumer” [5, 6]. A number of studies examine the opera-
tional and technical requirements for such a radar signal, which has increased noise immunity
against the background of emerging electromagnetic interference, including in the ionosphere [7, 8].

In general, subsequent geophysical analysis of the obtained parameters of the ionized environ-
ment makes it possible to observe variations in the ionosphere caused by both natural and anthropo-
genic influences, including the appearance of anomalies in the near-Earth environment. All this has
a direct impact on critical infrastructure, which determines the relevance of these studies.

Since the main carrier of data containing the necessary information about the state of the iono-
spheric plasma is ACF (or spectrum) of the scattered signal obtained during experiments, it is nec-
essary to implement further efforts to improve radiation, reception, and signal processing methods
aimed at increasing the accuracy and reliability of measuring ionospheric parameters.

This paper considers the case when the carrier of information about the state of the ionosphere
is the correlation function r(t) of the IS signal. The purpose of the work is to improve the process of
its determination and analysis. To do this, the article discusses different options for determining the
ACF of the IS signal. In particular, various options for coded pulses have been proposed, each of
which depends on the goals of the geophysical experiment.

Analysis of Sounding Modes

lonospheric plasma has a complex structure. This situation indicates the need to use sounding
pulses of different durations in order to be able to obtain the ACF shape over a significant range of
correlation delays (t) (preferably up to the appearance of the second zero of the function). On the
other hand, proper resolution in height and time must be ensured.

Let us analyze the sounding modes that currently exist while carrying out experimental studies
of the ionosphere and that enable to determine these statistical characteristics of the IS signal.
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Long Pulse Sounding Mode

The study of the lower ionosphere began and continues today with the use of vertical sounding
stations [9—11]. IS radars make it possible to study the ionosphere both below and above its peak.

The sounding mode with a pulse of long duration (T,, Fig. 1a) is intended for estimating iono-
spheric parameters along a relatively extended altitude range, over which these parameters change
monotonically and insignificantly [12]. In the case of correlation analysis, the procedure for obtain-
ing ACF ordinates involves recording samples of the received IS signal at times to, ti, ta, ., tr In the
process of propagating the sounding pulse along the height (Fig. 1c). The computer multiplies the
corresponding quantized samples, as a result of which, for a selected altitude section of length Ah

with a center at height ho = cto/2, an algorithm is implemented to obtain the power R(0)= ug of the

IS signal (at time to according to the voltage reading uo), and also, during the same radar scan (pulse
repetition period), n ordinates of normalized ACF are calculated with a correlation lag step At:
r(iAt)=uoui/R(0), where i = 1, 2, ..., n are indices of u; samples during the scan, c is the speed of
light, to is the time delay between transmission and reception of the signal from height ho. After sta-
tistical accumulation of the results of calculating the ACF for this and other heights (usually during
a session lasting 1 minute) and subsequent taking into account a number of instrumental factors,
these ordinates take the form shown in Fig. 1b (dots). Their discrete nature quite accurately reflects
the behavior of a real correlation function, suitable for use in an algorithm for identifying iono-
spheric parameters using it.

The duration of the sounding signal in this case provides a correlation interval from 0 to T2
(t2 > 600 ps), sufficient for further analysis, where 12 is the correlation lag when the correlation
function crosses the abscissa for the second time. Therefore, when the radar operating wavelength
Ao = 2 m, we actually have T, > 12 > 600 ps (Fig. 1a) for the case shown in Fig. 1b.

This radio pulse duration corresponds to the height resolution Ah = ct2/2 = 100 km, promotes
sufficient statistical accumulation of the results of processing a random IS signal, determines the
high energy of the sounding signal and thereby contributes to a sufficient signal-to-noise ratio for
studying the ionosphere at altitudes above the ionization maximum. However, such height resolu-
tion does not allow us to distinguish in detail the layer structure of the lower ionosphere to study its
characteristic features. Such a signal is especially unsuccessful for IS radars with a significant oper-
ating wavelength, such as, for example, for the IS radar in Jicamarca (Peru) with Ao =6 m,
Tp = 3 ms and Ah =450 km. The situation is somewhat more favorable in installations with operat-
ing frequencies 400 and 1300 MHz (Hystack, USA and EISCAT, Northern Scandinavia) [2, 13].
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Fig. 1. Envelope of the sounding pulse (a), normalized Fig. 2. Normalized ACF of the scattered signal for the
ACEF of the scattered signal for the altitude section section Ah= cte/2 centered at height ho (a), envelopes of
Ah = cTy/2 centered at height ho (b), and the process the elements of the sounding signal (b), and the process of
of propagation of a long sounding pulse in space (c) alternate propagation of pairs of short pulses in space (c)
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Mode of Sounding using a Two-Element Signal with Varying Distance between its Elements

To provide better height resolution when studying the lower ionosphere (h < 400 km), the du-
ration of the sounding pulse is reduced [12].

At the same time, they take into account the fact that due to the predominant presence of oxy-
gen ions at these altitudes, the spectrum of the IS signal is narrower than at high altitudes, where
light ions are present, the correlation interval increases, and the interval of correlation lags from t1
to 12 becomes the most informative, that is, from the first to the second zero of the ACF (Fig. 2a).
Therefore, the interval of correlation delays from 0 to 11 is ignored, which allows the use of sound-
ing signals with a more complex structure.

In this case, short double pulse elements of the sounding signal are emitted (Fig. 2b) with a
corresponding interval between them, which varies from scan to scan. At least 7 sounding periods
are required [12]. Six periods of double-pulse sounding are intended to determine the ACF ordi-
nates, and one period of sounding with the single pulse of the same duration (for example, 30 ps) is
to obtain the power of the IS signal.

The determination of the ACF ordinates consists of the registration of quantized samples u; of
the scattered signal at time instants to (uox when the single pulse propagates along the height), as
well as at time instants to i t7, to i ts, ..., to i t12 in the process of alternate propagation of double
pulses (Fig. 2c). The computer multiplies the corresponding samples, as a result of which, for the
altitude section centered at the altitude ho, an algorithm for determining the power of the IS signal

(R(O): ug) is implemented; the ordinates of the normalized ACF calculate for different correspond-

ing sounding periods: r(iAt) = uoui/ R(0), where i =7, 8, ..., 12 (indices of the instants t; of voltage
readings ui relative to the corresponding instants to in alternating periods of double-pulse sounding).
The result is a significantly better altitude resolution, which corresponds to
Ah = cte/2 = 4.5 km for the pulse element duration presented above. However, such a sounding
signal has a significant drawback: the time of statistical accumulation of data for each ordinate of
the ACF has decreased by (n+1) times, due to which the calculation error significantly increases for
the same duration of the measurement session. To ensure acceptable measurement accuracy, the du-
ration of measurement sessions is increased; and this is associated with a deterioration in temporal
resolution, which is not acceptable in the case of studies of fast processes in the ionosphere.

Improving the Structure of Sounding Signals Due to Coding their Elements

As the practice of ionospheric research shows, it is possible to use more complex combinations
of elements in the sounding signal to improve resolution. The efficiency of measurements increases
significantly if you transmit not an ordinary pair, but several (five or more) elements with certain
correctly selected intervals between them. Such composite signals should contribute as much as
possible to the effective study of variations in ionospheric parameters, both in height and in time. At
the same time, the level of methodological and statistical errors must satisfy the requirements so
that the local characteristics of the ionospheric plasma obtained as a result of correlation processing
form the basis for further reliable analysis of processes in near-Earth space.

According to this requirement, a computer program was developed to search for such combina-
tions of coded elements in the signal structure that make it possible to calculate the ACF ordinates
for a larger number of correlation lags. Fig. 3 shows the results found by the program for options for
using codes from 4 to 8 elements. In particular, two combinations are demonstrated (highlighted in
dark), providing a uniform correlation lag step, on the basis of which the modernization of the sens-
ing modes discussed above is proposed.

It should be noted that these encoded structures do not make it possible to obtain the power
R(0) of the IS signal for the purpose of normalizing the ACF ordinates (a single pulse is needed).
This problem was solved in such a way that in each radar sending, when the proposed combinations
of elements are emitted, we add another element at the beginning of the radar scan.
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To ensure that the signal scattered from it does not interfere with the reception of scattered sig-
nals from other coded elements, its radiation is assumed to be in the opposite circular polarization
[14]. This will make it possible to select the echo signal received from it in the antenna-feeder de-
vice of the IS radar, and transmit it through a separate receiving channel to a separate processing
device (see below).
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Fig. 3. Results of the search for multi-element coded signals
that provide simultaneous determination of 3 to 7 ordinates of the scattered signal ACF

Multi-Element Pulse Sounding Mode for Lower lonospheric Altitudes

Based on the above, in order to study the ionosphere at altitudes near the ionization maximum
and below, it is proposed to use a sounding signal, the code combination of which is shown in
Fig. 4a. Its first element is emitted with the right-hand circular polarization of the radio wave, and
the received echo signal is used to determine the power and normalize the ordinates of the IS signal
ACF. The remaining elements, intended to determine the correlation coefficients, are emitted with
the left-hand circular polarization. In this case, we choose the same duration (tel = 30 us) of each
code element that ensures good height resolution (Ah). The seven resulting ordinates of the ACF
(Fig. 4b) quite informatively reflect the nature of it right-hand side. The procedure for obtaining
them is demonstrated in Fig. 4c, which depicts the process of propagating this type of coded sound-
ing signal in space and receiving echo signal at appropriate times by two independent receivers.

In this mode, the computer still multiplies the corresponding quantized samples u; obtained at
times ti. As a result, for a selected altitude section centered at height ho, in one radiation cycle, both

the powers (R(O)z ug) of the 1S signal (instant to) and n = 7 normalized ACF ordinates are calculat-
ed: r[(i - 1)At] = uwui/ R(0), where 1 =9, 10,..., 15 (indices of voltage samples u; at times t;).

Multi-Element Pulse Sounding Mode for Upper lonospheric Altitudes

In a similar way, coded sequences can be used to study the upper altitude range of the iono-
sphere. To do this, it is proposed to use a sounding signal, the code combination of which is shown
in Fig. 4d. The first element still involves the use of right-handed circular polarization of the radio
wave, which makes it possible to separately determine the power of the IS signal and, using it, to
normalize the ordinates of the ACF, and the remaining elements are intended to determine the cor-
relation coefficients.
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The appearance of hydrogen ions, characteristic of high ionospheric altitudes, is additionally
reflected in a change in the ACF shape in the range of correlation lags from 0 to 11 (Fig. 4e). The
ACF becomes informative throughout the entire correlation interval, i.e. from 0 to t2. Therefore, in
the new mode, the resulting ordinates should reflect the nature of the ACF in a uniform step
throughout this interval. This option for determining the ACF ordinates is demonstrated in Fig. 4f,
which depicts the case of propagating this type of coded sounding signal in space and subsequent
reception of the scattered signal by two independent receivers.

In this mode, the computer, multiplying the corresponding quantized samples ui, implements

an algorithm for calculating the power (R(0)= ug of the IS signal (instant to) for a selected narrow

altitude section with center ho. In the same radiation cycle, all n = 7 normalized ACF ordinates are
calculated: r[(i — 1)At] = uwui/ R(0), where i=2,4,6, ..., 14.

It is important to note that this sounding mode makes it possible to average the results obtained
over several adjacent altitude sections. Naturally, in order to achieve satisfactory statistical accuracy
in determining the IS signal ACF (and, as a consequence, ionospheric parameters), the number of
sections for averaging is different for different height ranges. It can also vary depending on the
space weather state that affects the shape of the ACF.

Hardware Implementation

The final requirements for the structure of the sounding signal additionally set the features and
real capabilities of the radio equipment of the IS radar. Naturally, the computing processor and con-
trol system must correspond to the selected structure of the encoded signal.

The proposed manipulation of the direction of radio wave circular polarization involves the use
of two transmitter channels and two receiving channels. Their structure may be as follows (Fig. 5).

A circularly polarized sounding signal is generated by a transmit-receive antenna with two or-
thogonally located vibrators, to which signals from transmitters with a phase difference of 90° are
supplied (through the transmit/receive antenna switches AS1 and AS2). Manipulation of the direc-
tion of circular polarization is ensured by a corresponding change in the phase of the transmitter ex-
citation signal. When the phase of the excitation signal of the first or second transmitter changes by
90°, a corresponding change occurs in the direction of rotation of the electric field vector of the
emitted wave.

Reception of IS signals with circular polarization is carried out by the same vibrators in the
pause between radiations of the sounding signal. The signals from vibrators are supplied through
antenna switches AS1 and AS2 to the inputs of a ring bridge configured to receive a signal with an
operating wavelength Ao.
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The operating principle is based on the fact that a circularly polarized signal can be decom-
posed into two linearly polarized orthogonal signals, which are received by orthogonal antenna vi-
brators. When receiving the signal with right-hand circular polarization, signals from vibrators with
equal amplitudes and a phase difference of 180° are present at inputs 1 and 2 of the bridge, and the
resulting signal is transmitted to output 1 of the ring bridge, while there is no signal at output 2.
With opposite (left-hand) circular polarization, the signal is transmitted only to output 2, and there
iIs no signal at output 1. To implement this mode, two controlled phase shifters are designed,
through which excitation signals are supplied to the transmitters. Alternating phasing of the trans-
mitter input signals (0°/90° and 90°/0°) is carried out under the control of control system signals.
The necessary phasing of received signals with circular polarization is carried out by a phase shifter
at input 1 of the ring bridge.
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The phase switching signals from the control system are supplied alternately to the phase shift-
ers, as a result of which, during the radiation of the first element (right-hand circular polarization),
the phase of the high-frequency oscillation in the path of the first transmitter is shifted by 90° rela-
tive to the signal in the path of the second transmitter. In this case, at the inputs of the ring bridge,
the signals are received in antiphase, that is, they are compensated at output 2, and their total signal
is present at output 1 (see the upper diagrams along the arms of the bridge). And vice versa, when
emitting the following pulse elements (left-hand circular polarization), the phase of the high-
frequency oscillation in the path of the second transmitter shifts by 90° relative to the signal in the
path of the first transmitter. In this case, the signals are received in phase at the inputs of the ring
bridge, they are compensated at output 1, and their total signal is present at output 2 (see the lower
diagrams). Signals from the outputs of the receivers, in which they were converted, amplified, syn-
chronously detected and filtered, are fed to a multi-channel computing processor, at the inputs of
which ADC blocks are installed (Fig. 6).

This processor calculates the powers and autocorrelation functions of the received signal as for
the case of the sounding mode shown in Fig. 4 (a, b, c), and for the mode presented in Fig. 4 (d, e, ),
depending on the situation. The lag (1) in the correlation channel is a multiple of the sampling step
At [15]. This processor structure makes it possible to obtain results at the outputs of channel multi-
pliers, which vary with altitude. At each instant of time t;, all ACF ordinates refer to a common
height section at altitude h;. These results fill the corresponding column in working memory, where
they are statistically accumulated from scan to scan during the measurement session.
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Conclusions

As a result of the analysis, examples of the use of certain modes of pulsed radiation of radio
waves with subsequent processing of received signals incoherently scattered by ionospheric plasma
are considered. The equipment used is the IS radar designed for remote sensing of near-Earth space.
The advantages and disadvantages of the sounding mode with single long radio pulses (intended for
studying the upper ionosphere) and the sounding mode with a cyclic sequence of double short puls-
es with a varying distance between them depending on the radar scan number (intended for studying
the ionosphere at altitudes near the ionization maximum and below) are shown.

Options have been proposed for improving the structure of the radio sounding signal by coding
its elements, taking into account the nature of scattering in the ionospheric plasma. The results of
the search for multi-element coded signals are presented, intended for studies of the lower and up-
per altitude ranges, providing the calculation of the ordinates of the scattered signal ACF with high
resolution in both space and time.

The hardware implementation of sounding modes using these multi-element signals is present-
ed. In particular, a block diagram of the IS radar is presented for working with signals with opposite
circular polarizations, which uses for this purpose-controlled phase shifters of the transmitter excita-
tion system, orthogonal antenna vibrators and ring bridge of the receiving feeder path. The structure
of the specialized multi-channel correlator for calculating the ACF of a scattered signal using the
proposed multi-element coded signals is presented. In general, this makes it possible to transmit and
receive signals with various options for the arrangement of their elements, most suitable for specific
conditions, as well as to use the manipulation of sounding signals with a change in the direction of
the radio wave circular polarization and the separation of received scattered signals in the receiver
path.

Thus, the goal of research into further development of the key hardware capabilities of the IS
technique, the introduction of new algorithmic approaches aimed at improving the process of ob-
taining ionospheric information with improved altitude and time resolution of the scattered signal
statistical characteristics has been achieved. Using the above approach to the process of searching
for coded sequences, in a similar way it is possible to offer many options for the arrangement of el-
ements in the structure of sounding signal, depending on the requirements for the conditions for car-
rying out radar measurements.

It can be noted that the importance of the conducted research is to obtain better ionospheric in-
formation by using the potentially high metrological characteristics of the IS radar. This information
is intended for the optimal solution of practical problems in areas covering the activities of space
weather systems, the safety of satellite communications and critical infrastructure, problems of posi-
tioning objects in space, warning systems for adverse biogeophysical conditions, man-made acci-
dents and disasters.
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J.B. COKIPKAEB, O.A. 3APY,Z]HHPUI, KAaHO. MexH. HayK
TEHAEHIII PO3BUTKY BE3JIPOTOBOI JIASEPHOI TIEPEJIAYI EHEPT'TI

Beryn

TexHomorist 6e3pOTOBOT Nepeaadi eHeprii MpyUBepHYJia 3HaYHy yBary B OCTaHHI POKH 3aBIISIKH
3aCTOCYBaHHIO HOBUX MaTepialiB Ta TEXHOJIOTIH Ui reHepallii Ta NMpUiioMy Ja3epHOro BUIIPOMi-
HEHHSI, 1110 MMOKPAITUIO XapaKTePUCTUKH Jia3zepa 1 MiABUIIUIO €()eKTUBHICTD BCI€T IAaHKK O€3IpOTO-
Boi nepenaui [ 1, 2].

Jlazepna nepenaya eneprii (JIIIE) BBaxkaeThCs MOTEHIIMHO €()EKTHBHUM CIIOCOOOM MOCTadaH-
Hs €Heprii, 0cOOIMBO B OE3JPOTOBHX CHCTEMaX HA BEJIMKI BIJICTaHI 1 B CYBOPUX HEOE3MEUHUX YMO-
BaxX HABKOJIMIIIHBOTO cepenoBuia. Ha BiaMiHy Bij IHIIUX METOAIB 0€3pOTOBOI mepenadi eHeprii
(BIIE), JITTE mae cBoi mepeBaru, HalpyuKJIaJ MEHIIIUNA PO3MIip IPUCTPOIO, CHOKYCOBAHUN HAIPSIMOK
repeaadi eHeprii, BIICYTHICTh PaJiovyacTOTHUX MEPEIIKOJ IS ICHYIOUMX 3ac00iB 3B'sI3Ky 1 BUCOKA
IIUTBHICTh TTOTY>KHOCTI.

3aBasku TakuM nepeBaram cuctemy JIIIE moxna BukopuctoByBatu s 6€31poTOBOI nepeaayi
eHeprii B HaTOBil MPOMHUCIOBOCTI, JIe TaKa CUCTEMa MOXKE JOTTIOMOI'TH YHHUKHYTH IIpOOJIeM TOB's-
3aHUX 3 €JIEKTPOMArHITHUMH MEPelIKoAaMH 1 BUCOKMMHU TeMIleparypaMu. Takoxk, 3a JOIOMOTOI0
na3epiB MoKHa 3a0e3neunT 0e3poToBe KUBJIeHHs akyMmysiTopiB BITJIA, MOOUTEHUX TIPUCTPOIB,
POOOTOTEXHIKH 1 aepOKOCMIYHUX araparis, [0 MOXKE MIABUIIUTH HATIMHICTD 1 TEPMIH 1X CIIYyKOH.

Be3nporoBa nazepHa nepenava eHeprii — e TEXHOJIOTIS Mepeaadi eneKTpoeHeprii, B SKild eHep-
risl epeIaeThes 3a IOMOMOTOIO JIa3epHOro MpoMeHs. JlazepHuil MpoMiHb BUITPOMIHIOETHCS ONTHY-
HUM JDKEPEIIOM 1 TIOTIM MOTIIMHAETHCS (POTOCICKTPUIHOO MAHEIUTIO I IEPETBOPECHHS J1a3€PHOTO
MIPOMEHS B EJIEKTPUKY, SIK TOKa3aHO Ha puc. 1.

Puc. 1. BukopucranHs azepiB B 0€3APOTOBUX CHCTEMAX Iepenadi eHepril

3aranpHa ctpykrypa JIIIE 300paxena Ha puc. 2. biok XMBIEHHS Jla3epa BUKOPUCTOBYETHCS
JUTsl TeHepallii HeoOX1THOTO 1 CTabIIbHOTO CTPYyMY IS Jia3epHoro BurnpomintoBada (JIB). JIB nepe-
TBOPIOE €JIEKTPOEHEPTiI0 B JIa3epHE BUIIPOMIHIOBAHHS, a MOTIM Iiepesiae Horo uepes KaHal rnepeja-
yi. [IpuiiMay cknagaeTscs 3 (HOTOENEMEHTIB, sIKI BUKOPUCTOBYIOTHCS JIJISl MTOTJIMHAHHS J1a3€pPHOTO
BUIIPOMIHIOBaHHS 1 IEpPEeTBOPEHHA Horo B cTpyM. Kpim Toro, 1o cucremMu Moxe OyTH 101aHUI KOH-
TPOJIEP MOTYKHOCTI JJIsl BUIIPSIMIIEHHS €JIEKTPUYHOTO CTPYMY.
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NMpuiimankHa nadens

NazepHui )
PO ——>  CepepoBuLe nepeaavi s nasepHoro
BUNPOMIHEHHA
Dxepeno cTpymy HaeaHTameHHA

Puc. 2. 3aranbHa cTpyKTypa CUCTEMH 0e3IpOTOBOI Ja3epHOi mepeaayi eHepril.

Taxum unHOM, edextuBHICTh cuctemu JIIIE 3amexuTh Bif MOTY)KHOCTI JIa3€PHOTO BUIIPOMi-
HEHHS 1 €()eKTHBHOCTI MOTJIMHAHHS [IbOI'0 BUIIPOMIHCHHS Ha NMPUHAMAaIbHINA CTOPOHI JUIs TIEPETBO-
PEHHS HOTO B CTPYM, a TAaKOX, CJIiJl BpaXOBYBaTH BTPATH B CEPEAOBUIIII Yepe3 AKe MPOXOIAUTH Ja3e-
pHuii mpomins [1 — 3].

JlazepHi BunpominoBayi, 1110 BUKOPUCTOBYIOThCS B cuctemax JIIIE

JlazepHuii BunpoMiHiOBau Bifirpae BupimansHy posb y cuctemi JIIIE. [{ns 3abe3neuenns mak-
CHMaJIbHOI €()EeKTUBHOCTI €NEKTPOONITHYHOTO MEPETBOPEHHSI €HEPrii HEOOXIJHO BUKOPUCTOBYBATH
Ja3ep 3 BUCOKOH e(heKTUBHICTIO. B aHuii yac mMpoKo BUKOPUCTOBYIOThCS TOTYXKHI HAITIBIPOBI/I-
HUKOBI JIa3epH 3aBJISKU 1X KOMIIAKTHIH 1 MilIHIN CTPYKTYpi, HU3BKiH BapTOCTii MPOCTOTI €KCIUTyaTa-
iii. OfHaK Taki Jia3epy MalTh HU3bKY KOT€PEHTHICTh BHUXIJHOTO JIA3EPHOTO MPOMEHS 1 BEIMKHIA
KyT po301XKHOCTI, [0 pOOUTH IX HEMPHUAATHUMHU JJIsi OE3I0CepETHFOTO BUKOPUCTAHHS B O€3/IpOTO-
Bili mepenayi eHeprii Ha BenuKi BigcTaHi. [I{o6 nogonaTu 1o npobiemy, 1azepHuil IPOMiHb TOBUHEH
MPONTH KOJiMAIlif0, TOMOT€HI3allil0 Ta 1HIII MpoiecH GOopMyBaHHS JJIsl OKPAIIEHHS HOTO OHOPI-
JTHOCTI Ta crpsiMoBaHocTi. JlochikeHHs Ta X pe3yibTaTu 1040 eheKTUBHOCTI 6€31pOTOBOI mepe-
Jad4i 3a JIOTIOMOTOIO JIa3epiB 10 BiTHOIICHHIO JI0 JIOBKHUHU XBUIII HaBeJeHo y Tabi. 1 [1 — 16].

Taomuus 1

JoB:xuHa XBUJIi, HM KK (%) Hory:kHicTh Ja3epa, Bt Pix

28 14 1999

266 23 23 2001

247 28,4 2006

7 12 2000

355 25 1,62 2009

35,6 3,1 2011

490 25 1,8 2002

14,2 20 1998

65,2 131 2000

61 62 2007

532 74,6 11,2 2013

48 32 2019

40,9 321 2021

670 42 0,9 2003
50

808 42 8 2003

52,4 2,1 2008

885 63 1,36 2001

912 38,8 6,9 2018

915 72,6 15,3 2022
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940 53 200 2013
25 0,0012 1995

980 27 0,0027 1996
31 0,0031 2007

51 3500 2008

1028 45 99,6 2012
44 11 2006

1060 21 6,9 2018
71 322 2014

1120 53,5 25,3 2018
1908 43,5 5,49 2019
2070 31 4,8 2004
2100 42 43 2005

VY 2013 p. B [4] po3pobuin na3epHi CHCTEMH Ha IPSIMUX JIioJax, SKi MOTJIM BUpOOJIsITH Oararo-
KUJIOBAaTHI PiBHI MOTY>KHOCTI 3 €()eKTUBHICTIO NIEPETBOPEHHS, sika nepeBuinysaia 50 % mist npomu-
CJIOBHX 3acToCyBaHb. [loganpmmii nporpec npu3BiB 10 po3poOKH AI0AHUX JIa3€PHUX IIAT(HOPM, SIKi
00'eTHANIM K1TbKa BUIIPOMIHIOBAYiB B €IMHY MOTYXKHY CHUCTeMy. B IMX cucTemMax BUKOPHUCTOBYBa-
Jacsl crelfiajii3oBaHa OINTHKA, Taka K BOJIOKOHHI 3'€JHYBayi 1 KoJaiMaTopH, ajs 00'eqHaHHs 1 HOKY-
CyBaHHS IIPOMEHIB, MAKCHUMI3YIOUH MPH LIOMY MOTYKHICTh 1 epexktuBHicTb [4]. o 2015 p. myxHO-
[apoBi JIa3zepH 3 JI0JJHUM HaKauyBaHHSAM JOCSIIIM NOTYKHOCTI 2,5 kBT, npuuomy 90 % 3aranbHoi
MOTYXXHOCTI OyJI0 CKOHIICHTPOBAHO B MEXKaX JIa3epHOI CIIEKTPAIBHOI JIiHi1, K 3aHadeHo B [5]. Tory-
KHICTb JIIOJHUX JIa3epiB 3 BOJIOKOHHHUM HakadyBaHHAM Moske pocsraté g0 100 Bt 3a gomomororo
[IJTBHOTO MYJIBTHILICKCYBAHHS 3 MOJIOM 10 AOBXHUHI XBwii [5]. ¥ [6] moka3anu, 10 BUCOKOSICK-
pasi mpsimi aioAHi azepu gocsriu 44 % eQexkTUBHOCTI epeTBOPEHHs Mpu MOTYxkHOCTi4 KBT. ToH-
KOILTIBKOBI (DiIbTpH Oyim po3po0IieHi Auist moJieTeHHs] KOMOIHYBaHHS IUTBHOTO ITyYKa XBHJIb 3 ede-
kruBHicTiO 40 % [6]. ¥ 2017 p. creku nasepHux ycranoBok Bupoosstin 50-400 Br, a ynoeaHaHHs 3
TUTACTUHYACTHMU PaiaTOpaMu 3 BOASIHUM OXOJIOJDKEHHSIM Ta HaJAaIITOBaHI Ha OJHY JOBXHHY XBH-
JIi I03BOJIHJIO TOCATTH HaBiTh piBHS moTyxHOCTI 4 KBT [7]. V 2018 p. B [8] 3anpomnonyBanu pama-
HiBCBHKHIA BOJIOKOHHH J1a3ep Ha OCHOBI paMaHiBCHKOTO PO3CIFOBaHHS 10 § MopsaKiB. MakcuMaibHa
BUXI1JHA TIOTYKHICTh cTaHOBWIA 6,9 BT, a edexkruBHicTh HakauyBanHs —21 Y 2019 p. onun mmpo-
KO30HHHUH JIa3epHHUH 10/ BUITPOMiHHB 3,5 BT,a rpyma 3 BOCbMHU TakuX J1a3epHHX AioaiB — 38 Bt [9].
VY 2020 p. 1,5 cM cuikaTHEe BOJOKHO, JIETOBaHEe Nd3+, BUKOPHUCTANHU K BOJIOKHO IiICUJICHHS IS
o0y I0BH 0THOYACTOTHOT BOJIOKOHHOT sTazepHoicucTemu DBR (distributed Bragg reflector — posrmo-
nineHuit OperriBcbkuit BinOuBau). Llg cucrema BUNpPOMIHIOBajla LEHTPalbHY JOBXHUHY XBHII
1120 =M, moporoBa MOTYKHICTh cTtaHoBWwiIa 10 MBT 3 mmpuHOO cmyru npomyckanas 71,5 kI
[10]. Toro x poky B po6oTi [11] mpomemoncTpyBany 0€3nepepBHUN IBOXBUILOBUM JIA3€P 3 KOMIIO-
sutHuM KpuctaioMm Nd:GdVO,/Nd:YVO, Ha gosxunax xBuib 1063 i 1064 um. Ha mopxkuHi XBHIi
912 HM BHKOPHUCTOBYBAJIACs J110/IHA HAKa4yKa MPH I[bOMY PETYJIIOBAaHHS CIIEKTPAJIbHOIO CIiBBiIHO-
IIICHHS TIOTYXHOCTEH JIBOX JOBXHH XBHJIb JIa3epa BiTOYBAIOCH 3a JJOTIOMOTOO 3MiHH TEMITEPATypH.
MaxkcumManbHa cyMapHa BUXi/IHA OTYXHICTb, 1110 TeHepyBaiacs Ja3zepom, craHoBmia 4,48 Br. Edek-
THUBHICTh TIEPETBOPEHHS CBITIO0-CBITIO — 38,8 % [11]. ¥ 2021 p. aBTOpH poboTH [12] BUTOTOBMIH
ABOCTyTeHeBi GimonspHi kackandi 905 um nmasepu mig HasBoro VCSELs (Vertical-Cavity Surface-
Emitting Laser), edexkTuBHICTh €IEKTPOONTHYHOTO MEPETBOPEHHS cTaHoBmia 52,4 %. YV 2022 p.
Oysi0 po3po0NeHO M'ATUNEPEXITHUNA BEPTUKAIbHO-MIOPOKHUHHUM MOBEPXHEBO-BUITPOMIHIOIOUHHA
na3ep 3 JOBXKUHOIO XBWIl 905 HM, a TakoX MIATOTyBaU 19-e1eMEeHTHY MaTPHULIIO 3 MAaKCUMaIbHOIO
BuxinHow mnotyxHictio 58,3 Bt, a KKJI cranoBuno 55,4 % [13]. B [14] npencraBwiu nu3aiiH,
KOHCTPYKIIIFO Ta XapaKTEPUCTHKH KOMITAKTHOTO JI0JHOTO Jia3epa 3 PO3MIMPEHOI0 MOPOKHUHOIO Y
koHirypaii Jlirtpoy. Bin npaitoe Ha goBxkuHI XBuii 780,24 HM 3 MaKCUMaJIbHOIO BUX1IHOIO T10-
TyxHicTi0 35 MBT. Pe3ynprati nokazanu criektpanbHy mmpuny JiHii 340 k11 3 BUKOpHUCTaHHSM TO-
MOJIMHHOTO MeTofy i1 cTabimpHicTh yacTtotu 0,47 MI'11 [14]. B omHOMY 3 OCTaHHIX JOCHTIIKEHBb
npoaeMoHcTpyBanu LD-nazep 3 epekTUBHICTIO MepeTBOPEHHS MOTY)KHOCTI, 10 Jocsrae 72,6 %
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npu pobouiit motyxHocti 15,3 Bt 1 67,3 % npu pobouiii motyxunocti 30 BT npu Temneparypi pami-
aropa 25 °C [15].

3aBISKM IHTEHCUBHHUM JIOCITI/DKEHHSIM 1 pOo3poOKaM J1a3epHi BUIIPOMiHIOBAYl 32 OCTaHHE JIECS-
THJIITTS JOCSTIN 3HAYHOTO MOKPAIICHHS MOTY>KHOCTI, €)EKTHBHOCTI Ta HIIJILHOCTI BUIIPOMIHEHHSI.
JlocSATHEHHS! B TE€XHilll KOMOIHYBaHHS POMEHIB, METOJax 3'€IHAHHS BOJIOKOH 1 JIIOJHUX JIa3€PHUX
wiaTGopM 3poOHIIN MOXKIMBUM BHPOOHHIITBO MOTYKHUX MTPOMHUCIIOBHX Ja3€PHUX CHCTEM. Y Maii-
OyTHbOMY, IMOBIpHO, BiIOYAYThCS MOJAIBII BIOCKOHAJICHHS TEXHOJIOTIH BUPOOHMIITBA 1 JKEpel
HaKayyBaHHS J1a3epy Ul MiABUIIEHHS HOTro e(heKTHBHOCTI.

BucoxoedexkTnBHI NpuiiMayi J1a3epHOro BUNIPOMiHIOBAHHS

VY npuiimanbhii yactuHi cucremu JIIIE rosmoBHUM 3aBaaHHSM € TIPHIOM 1 IEPETBOPEHHS CHe-
PreTUYHOTO CHTHANLY, IO TEepPeAaeThCsl y BUIJISAAL JIa3ePHOTO BHUIIPOMIHEHHS, B EJIEKTPUYHUN
CTPYM, SIKUI MOKe OyTH BUKOPUCTAHUM JJIs1 €JEKTPOKUBICHHS MPUIIaiB a0o 3apsaKu aKyMyJIAaTo-
pa. lns npuiiMaHHS J1a3epHOI €HepTii 3a3BU4ail BAKOPUCTOBYIOTh ONTUYHO-EIEKTPOHI EPETBOPIO-
Baui (OEII), cnemiaabHO po3po0iieHi i e(peKTUBHOTO MEPETBOPEHHS MOHOXPOMATHYHOI CBITIIOBOT
eHeprii. B ocTaHHIX JOCHIPKEHHSIX BHKOPHCTOBYIOTh KpeMHiil (Si) abo apcenin ramito (GaAs) sk
CBITJIONOIMHAIOY1 MaTepiaiy, OCKUIbKA BOHU IIATPUMYIOThCS JOOpE HAJIAroXKEHUMH BUPOOHUYH-
MU JTiHIIMH Yy POTOETEKTPUYHINA nmpoMuciioBocTi. Hemonasni po6otu nmokaszanu, mo OEIT Ha ocHo-
Bi GaAs nocsriu Bpakarouoro KK/ monazn 70 % [30].

OCHOBHI IapaMeTpH 1KX JABOX MaTepiaiiB HaBeJeHi B Ta0u. 2 [16].

Taomuws 2
MarepiaJ JoBxkuHa XBWJIi, HM KK/, % I'ycruna noroxy eneprii, kB1/M*

GaAs 810 30-53,5 60-430
Si 950 28-60 110

KpewmHill € qyke TOLMIMPEHOI0 PEUYOBUHOIO, 1 BapTICTh HOr0 BUPOOHUIITBA HU3bKA. Alle edek-
TUBHICTb TI€peiadi eHeprii Yyepe3 MOBITPs TeK HU3bKA Yepe3 YyTJIMBICTh JOBKUHH XBUIIL 10 aTMOC-
¢bepuux BTpar. GaAs € THIOBUM HaMiBIPOBIAHUKOBUM Matepianom III-V rpynu, xoua BiH Mae Taky
K KPUCTAIIIYHY CTPYKTYpY, fK 1 Si. OJHaK, Ha BiAMIiHY Bl KPEMHII0, apCEHI] TATII0 € MaTepiaoM 3
psIMOI0 3a00POHEHO0 30HOIO 1 ii IKpHUHA cTaHOBUTH 1,42 €B, 110 € onTUManbHUM Ui IepeTBO-
PEHHS CBITJIOBOI €HEPTii B €JIEKTPUUHY.

[TepeBaru GaAs matepiany Hazg Si [16]:

- OUTbIINIA KOSPIIIEHT MOTIMHAHHS CBITJIa, TOOTO IIBHUIIIE MOTJIMHAE TIaJal0ye CBITIIO;

- XopolIa paJialiiiHa cTifKicTb, 0COOIMBO B a€pOKOCMIUHIM ramy3i BIuiuB GaAs HIKYMHN, HIXK
BILIUB Si;

- BHCOKOTEMIIepaTypHa CTiMKicTb, MaTepianu GaAs MalOTh HIDKUMIA TemrepaTrypHuil koediii-
€HT 1 MOXKYTh Q/IalITYBATHUCS 10 OUTHII BUCOKHX POOOYHNX TEMIIepaTyp;

- Kpama epeKTHUBHICTb (POTOEIEKTPUYHOIO NEPEeTBOPEHH, OCKUIbKH GaAs Mae mupiuly Hiu-
pUHY 3a00pOHEHOI 30HU 1 Kpallle BIANOBIJIA€ COHIYHOMY CBITITY.

Tpunepexinauit OEIl Ha oCHOBI apceHily Taiito, po3poOJieHHi KommaHiero Spire
Semiconductor, gocsr mikoBoi edexkruBHocTi 42,3 % [17]. OmHOnepexiaHi POTOCIEKTPUYHI MaTe-
plajiu MaroTh rapHi MOKa3HUKU €()EeKTUBHOCTI MEPETBOPEHHS €HEprii. Ajie BOHU MOXYTh MOTJIMHATH
JUIIE OJHY MEBHY JOBXKHHY XBUJI 1 MEHIY SICKpaBICTh I1aJal04YOro CBITJIa HDK OaraTorepexigHi
Mmatepianu. Lle He cripusie 3MEHIIEHHIO PO3MIpY MPUIMAaIbHOTO MPUCTPOro. [l miABUIIEHHS 3ara-
JBHOT €(PEeKTUBHOCTI (DOTOETEKTPUUHOTO MEPETBOPEHHS, BPaXOBYIOUH, IO Pi3HI TUIHU (OTOENIEKT-
PUYHUX MaTepialiB MOXYTh HMOTJIMHATH Pi3HY OBXHUHY XBWIII CBITJA, TOCIIAHUKA KOMOIHYIOTH pi-
3H1 enemeHTH [II-V kK0710HOK mepiognyHOT TaONHIN BiMOBIIHO /10 PI3HOI MUPUHU 3a00POHEHOT 30-
HU, 1100 oTpuMartu OararonepexifHi (GoToenekTpuyHi MaTepianu. Taki MaTrepiaqd MOXYTb HOTJIH-
HaTH 0arato pi3HUX JOBXKUH XBWJIb, 11100 MIABUILUTHU 3arajibHy €(peKTUBHICTh IEPETBOPEHHS €HEp-
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rii. ¥ tpunepexignoro ¢oroenexktpuunoro marepiany InGaP/AsGa/Ga edexTuBHICTh (POTOEIEKT-
PUYHOTO TIEPETBOPEHHS BHINA, HIXK y OJHOMIEPEX1THUX MaTepiaiB.

Y 2006 p. B [24] BUBUQIM XapaKTEPUCTUKH TPHUIEPEXiMHOTO (OTOCICKTPUIHOTO MaTepiany
InGaP/AsGa/Ga mpu 3MiHI SICKpaBOCTI IaJal0dyoro CBiTia i Temmeparypu. Y jgabopartopii gocii-
JDKYBaJIM HAIpYTy XOJOCTOTO X0y, CTPYM KOPOTKOTO 3aMHUKaHHs, KOe(illieHT 3all0OBHEHHS Ta ede-
KTUBHICTb NEpEeTBOpEeHHs eHeprii. /liama3oH sCcKpaBOCTI MaJar0vyoro Jia3epHOrO BUIIPOMIHIOBAHHS
craroBuB Bija 1 10 200 pa3iB OinbIlIe COHIYHOTO CBITIIA, a JAialma3oH TeMIeparyp matepiany — Bix 30
10 240 °C. JIabopaTopHi pe3yJbTaTy MOKa3aiH, 110 KOJIU TeMIIepaTypa 3alIuIIaeThCs MOCTIHHOIO, 31
301BIICHHSM SICKPABOCTI TAJIal0uoro JIa3€pPHOTO BHIPOMIHIOBAHHS, HAIMpyra XOJOCTOTO XOIy,
CTPYM KOPOTKOT'O 3aMHUKaHHS 1 €(eKTUBHICTh MEPETBOPEHHS MOTYXKHOCTI TAKOXK 3pOCTAIOTh. SKIIIO
SICKPaBiCTh 3aJIUIIANIACs IMOCTIHHO, IPH MiABUIICHHI TEMIIEpAaTypH HAIMpyra XOJIOCTOrO X0y, KO-
e(ilieHT 3anoBHEHHS 1 €PEKTUBHICTh (HOTOCIEKTPUYHOTO MEPETBOPECHHS 3MEHITYBAIKCS, & CTPYM
KOPOTKOTO 3aMHUKaHHS 3pocTaB [24].

Y 2008 p. [25] BuB4anM eNEeKTpHYHI BiIacTUBOCTI Tpurepexigaux GaAs marepianie CIMJ 1
C2MJ B nianazoni Temmneparyp Bia ~0 o 120 °C i nagatoyoro cBiTia B aianazoni Bix 1 go 1000 pa-
31B OLIBIIIE COHSYHOTO CBIiTJa. Pe3yapTaT mokasas, 1m0 31 301BIISHHSM SICKPABOCTI 11aJJal0u0TO CBi-
T7a €PEeKTUBHICTH (POTOCICKTPUIHOTO MEPETBOPCHHS CIIOYATKY 3pOCTae, a MmoTiM manae. [linBu-
IICHHS TeMIIepaTypu MPHU3BOAUTH O 3HIKEHHS €(EeKTUBHOCTI (POTOCIEKTPUUHOTO NIEPETBOPEHHS,
a KOJIM TemrepaTypa Oyia MocTiiHO0, TO MiK e()eKTUBHOCTI (POTOCTEKTPUIHOTO ITEPETBOPEHHS OyB
pu 500-KkpaTHOMY MEpPEBUIIICHHI COHSYHOTO CBiTIa [25].

VY 2010 p. mocmigauku 3 XeOeHChKOr0 TEXHOJIOTIYHOTO YHIBEPCUTETY MPOTECTYBAIH TPHUIIEpE-
xigHuii QoroenekTpuuHuil marepian GaAs. ExcnepuMeHT MokasaB, 10 MakCHMalibHa e(eKTHB-
HICTh (JOTOENEKTPUYHOTO MEpeTBOpeHHs ckiana 22,24 %, a MakcuMallbHa BUXIJHA MOTYXHICTh —
23,56 Bt 3a ymoBu 500-KpaTHOTO OCBITJIEHHSI COHAYHUM CBiTIIOM. KpiMm TOrO, Mpu MigBUIICHH] Te-
mriepatypu Ha 1 °C cTpyM KOPOTKOTO 3aMUKaHHs 3MEHIIUBCS 10 1,9 MA [26].

VY 2013 p. [Ilanxaiicbkuii yHIBEpCUTET HAYKH 1 TEXHOJOTIH yCHiNIHO MO0y 1yBaB MaTeMaTHUHY
Mojienb Marepiany GaAs 3 TpboMa IepexoAaMu 1 TEOPETUYHO MPOaHaTi3yBaB BILIMB 3MiHH SICKpa-
BOCTI 1a/Ial0YOTO CBITJIA Ta TEMIIEPATypH, BUMIPSB HAMPYTy XOJIOCTOro X0ay 1 e(heKTUBHICTh MaTe-
piany. 3 pe3ynbTariB BUAHO, IO 30UIBIICHHS SICKPABOCTI ITaJAI0Y0T0 CBITJIA 30UIBIITYE HAIPYTY XO-
JIOCTOTO X0y Ta €(eKTUBHICTh NEPETBOPEHHSA. 31 301IbIIEHHAM TEMIEpaTypH HAMpyra XOJIOCTOro
X0y 1 €eKTUBHICTh [IEPETBOPEHHSI 3HIXKYIOThCS [27].

VY [28] mocniguny, sIK pi3HI TeMIepaTypu BIUIMBAIOTh Ha (oToenekTpuyHi marepiamu GaAs,
I1J] Yac €KCIEepUMEHTY JAlana3oH TemrnepaTyp ctaHoBuB BiJ ~5 1o 170 °C. Tpunepexiasi ¢portoene-
KkTpuuHi Marepianu GaAs Ha ocHOBI Ga 3HMXKYIOTh €(DEKTHBHICTh B YMOBaX BUCOKHX TEMIIEPATyp
(25+°C), sx mokasaHo B pe3yabrari [28].

B [31] npeacrasunu oxHO-(poToenekTpuunnii OEII 3 BukopucTtanHAM cTpykTyp Al,Ga,_ As-
GaAs, nocsaraynu spaxarodoro KKJ[ 46 % npu nasepHomy onpominensi 0,5 Br/cM? 3 IOBXKHHOIO
xewii 850 um. [pomoBxyroun 1ei mporpec, B [32] orpumanu minBumiennii mokazuuk KKJI no
52,1 %, BuxopucroBytoun Aly3Gag;AS 3 10BxKHHOI0 XBUITI806 HM. BUIBIIICTE JOCHJHHKIB IIPH PO3PO-
oui OEII noxnmanatorees Ha GaAS 3aBIsKM HaJAIHHOMY BHPOOHHYOMY JOCBIY Y (POTOCTEKTPUIHIN
npomucioBocTi. HemonasHi 3BiTH moka3ytoTs, mo OEIl B mapi 3 nasepamMu Ha JOBXHHI XBHII
858 M nmocsriu 3ravnoro KKJI Ha piBHi 68,9 % [33]. V Toii e dac, moegnanus OEIT 3 mazepamu
Ha JoBxuHI xBUii 808 HM mpu3Beno 1o Ime Oinbin Bucokoro nmokasuuka KKII — 74,7 % [30]. Kpim
TOr0, peTeyibHa 3aMiHa aTOMIB IPaTKU Ha 1HAIN J103BOJII€E TOYHO HAJIAITYBAaTH IIUPHUHY 3a00pOHEHOT
30HU BIJTIOBIIHO /10 OJMKHBOTO 1HGPAUYEPBOHOTO CIIEKTPY.

VYV [29] mocmimkyBanu onTtuMizamito (oroenexkTpuaHoro marepiany InGaAs, 3a 10momMororo
SKOTO MOXHa OYyJI0 JOCATTH e(PEeKTHUBHOCTI NepeTBOpeHHs eHeprii >50 % npu AOBXKHHI XBWI Ma-
Jar04oro jazepHoro BurnpomidioBadHs 1064 um. Sk macmigok, OEITl Ha ocHoB1 InGaAs nmpoaeMoH-
crpyBaB KKJI B 50,8 % [29].

Takox JIIIE BukopucToByeThCs A O€3apOTOBOI mepeaadi mij Boaoro. s miaBoaHOrO 3a-
CTOCYBaHb MOTPiOHI CHHBO-3€JIEH] Jla3epH, B SKUX IIMPHUHA 3a00POHEHOI 30HU MOTJIMHAYA TTOBUH-
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Ha OyTu HanamrToBaHa Ha ~2,2 eB. Xoua GalnP 3 y3romkeHo0 mMpruHOIO 3a00pPOHEHOT 30HU MO-
’KHa OTPUMATH emiTakCiiHUM BupornyBaHHAM 1 otpumatu 40 % KK/l npu noBxuHi XBuii 532 HM
[34], #ioro BuCOKa BUpOOHHMYA BApTICTh 1 KpUXKa MPUPOJA CTBOPIOIOTH CEPHO3HI MEPEIIKOAN IS
orpuManHs Komepuiitaux migBoanux OEIL YV npomy BUMaaKy OCHOBHUM KaHAWAATOM OyB O Op-
raHiYHO-HEOPTraHIYHUN T1IOpUIHUN MaTepiaa MEepOBCKIT. 3a JIOMOMOTO) ILOTO MaTepiary MOMKIMBO pe-
TYJTIOBAaTH CHEPTeTUYHY CMYTY BIJIIMOBIAHO JO JOBKWHH XBWJII MiJBOJHOTO Jia3epa, TAKUM YHHOM
MOYKHA 30UTBIINATH e(hEKTUBHICT ITONIMHAHHS J1a3epHoi eHeprii [34]. B [36] mpomeMoHCTpyBaiu mepc-
MEKTUBHICTh MIEPOBCKITHUX MaTepialiB JJs MiJBOJHOI epenavi eHeprii, B AKUX i Ai€l0 J1azepa 3
JIOBXHHOIO XBHIII 532 HM Oyno orpumano KKJI 6mmseko 43,02% [36]. IcHyrOTh TakosK 3BITH IPO
3acTocyBaHHs opraHiuHux enementiB miusi OEIl, nanpukian, opraHiuHi Jia3epHi NepeTBOpIOBadi
MOTY>KHOCT1 IGMOHCTPYIOTh €PeKTUBHICTb 36,2 % AJIs Ta3€pHOTO BUIIPOMIHEHHS 3 JIOB)KUHOIO XBU-
71 660 HM 1 T'yCTHHOIO TIOTOKY BUIIPOMIHEHHS 9,5 mBt/eM? i 3a0e3MeuyroTh 0e3pOTOBY MiKpoIiepe-
naqy eHeprii 3 moryxHicTio 0,5 BT Ha BifcTani ABOX METpiB, 3 BHUKOPHUCTAHHSM MaTepialy
PBDB-TF-Btp-eC9 [37].

TakuM 4MHOM, 3aBJISIKH 3a3HaYCHUM BUIIIE JTOCIIHDKEHHSIM MOXHA MEePEeKOHATHCS, 110 MaTepial
GaAs € yactuM BHOOpOM cepenl (POTOeNeKTPUYHIX MaTepialiB Ul mepenavi eneprii. Bin mae Haii-
BUIIY e(DeKTUBHICTH (POTOCIEKTPUYHOTO IEPETBOPEHHS HA JaHUN Yac, Ma€ HEBEIUKUN PO3MIp MPU-
CTpOIO Ta 3pydYHE 3aCTOCYBaHHs. biibie Toro, 6aratonepexinuuii Matepian GaAs MOXxe afgantyBa-
TUCS 10 0araTOXBUJILOBOTO JIA3€PHOT0 BUIIPOMIHIOBaHHS, TUM CAMUM 3MEHIIYIOUM BUMOTH JI0 BU-
MPOMIHIOBAYA 1 IMiIBUIIYIOYX €HEPTOePEKTHBHICTb.

JlOCATHYTI pe3yJabTaTH

Ha musaxy possutky JIIIE Oyno Oarato mepemoH, ane i Oylo 4 Majo JOCATHYTO 3HAYHOTO
Iporpecy 3a MIATPUMKH HAyKOBO-JOCTIAHUX POOIT, TAKUX AK pO3poO0Ka BUCOKOE(HEKTUBHUX Jia3e-
piB, 30aradeHHs Teopii mepegadi eneprii Ta po3poOKa MPUCTPOIB, M0 MPUIMAIOTH eHeprito. Sk pe-
3yJbTaT, ePEKTUBHICTH NIepeaadl eHeprii B 0€3pOTOBUX CUCTEMAX 3 YaCOM 3HAUHO MOKpaIluiIacs.

VY [21] Bukopucramu Nd:YAG 3 noBxuHOIO XBHWII 532 HM 1 BUXIIHOIO TIOTYKHICTIO 5 BT st
KepyBaHHS HEBEIMKUM aBTOMOOLIEM, ocHameHuM marepianom InGaP. Bincranp mepenaui craHo-
Buia 300 M, a e)eKTUBHICTh IEPETBOPEHHS €Heprii poToenekTpuaHoro marepiany — 25 %. B snosn-
cbKoMy yHiBepcuTeTi KiHKi BUKOpUCTAIN BUXIJHY MOTYXHICTh ONTUYHOTO BUNpoMiHtoBaya 200 Bt
3 JoBXUHOKO XBWJI 808 HM Juis OompoMiHEHHsS (DOTOENEKTPUYHMX MarepiajliB Ha MallMHI s
MOJIbOTIB MOBITPSHUX MpuiaaiB. POTOENEKTPUYHI MaTepiaii OyJau BUTOTOBIIEHI 3 BOCbMHU (hoTOE-
NeKTpHYHKX Garapeit GaAs ruiomero 28 cM? koxHa. MaKkcHMalIbHa BUXiIHA IOTYXKHICTb CTAHOBHIA
6mu3bko 42 BT, a eeKTUBHICTb NEPETBOPEHHS NMajjarouuX (OTOHIB B €JIEKTpOHU cTaHoBMIA 21 %
[22]. NASA BcraHoBMIO (POTOENEKTPUYHI MaTepiajal HA OCHOBI KPEMHIIO /IS KUBJIEHHS Ta Kepy-
BaHHS MIPOTOTHITY aJbIIiHICTa, BUKOPUCTOBYIOUN CUCTEMY TEJIECKOIIB JUIsl Iiepeadl Oe3rnepepBHOTIO
Ja3€pHOT0 BUIIPOMIHIOBAaHHS 3 AOBXKHHOIO XBUJI 1030 HM 1 moTyxHicTio 8 KBT. ®oToenekTpuyHuii
MacuB, KHH ckianaBcs 3 333 MOHOKpUCTATIUHUX KPEMHIEBUX UiIiB IUIOMIEO 1 M’ Buxopucranns
KPEMHI€BUX KOHIIEHTpaTopiB 3 jazepoM 1030 HM BUsBMIOCS €(EeKTUBHUM, JAOCSITHYBIIN €()EeKTHB-
HocTl 35 % 11 OKpeMHuX eJeMEHTIB, X04a OCTaTOYHAa KOHCTPYKIlS MAacHBY IpalfoBaja IMOraHoO
[23].

V¥ 2019 p. y BiiicekoBo-mopcbkiit naboparopii CILIA nposenu apyruii eran npoekty "Power
Transmitted Over Laser" (PTROL) Ha BiiicbkoBO-MOPCBKiii eKCIepUMeHTasbHIl 0a3i B mTati
Mepinena. [1ix yac ekciepumenTiB OyIo nepefano 2 kBT na3zepHoi NOTYKHOCT1 Ha BicTaHb 325 M,
B pe3ynbraTi Oyno orpumano 6mu3bko 400 Bt enextpuyHoi motyxHocTi [38].

VY 2021 p. mBeachka TelnekoMyHikariiiHa kommanis Ericsson Ta aMepukaHChbKa KOMIaHis
PowerLig Aerospace ycHilHO MpPOJAEMOHCTPYBAJIM MOBHICTIO 0e3apoTOBY 0a30By craHIito 5G 3
BUKOPHUCTAHHSM J1a3zepHoi TexHozorii PowerLig Aerospace mis nepenadi 100 Bt nmotyxHOCTI Ha
Bijgctanb 300 M. OOuaBI KOMITaHIi Ha3BaJIM IIF0 JJEMOHCTPAIIIF0 BaXJIMBOIO BiXOIO HA MUISIXY 0 KiH-
1IeBOT METH Iepesiadl KiIoBaT eHeprii Ha BeJIMKI BiJcTaHl. JleMOHCTpyroUH, sIK MOXKHA PO3MOAUIATH
EHeprio 0e3pOTOBUM CIIOCOOOM, 11100 3a0e3MeYuTH PO3rOPTaHHS MEpeXi Ta BapiaHTU BHKOPHC-
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tauHs, PowerLig Aerospace Technologies of America 3asBuia, 1110 TEXHOIOTIS Ja3epHoi 0e3apo-
TOBOI 3apsIKK 3a70BOJIbHSE MOTPEOYy B MIBUIKOMY >KHUBJICHHI O€3pOTOBUX 0a30BHX CTAHIIH ISt
PO3ropTaHHA B HaJ[3BUYAHUX cuTyarisx [39].

VY 2022 p. DARPA (Defense Advanced Research Projects Agency) CIIIA omy0OmikyBajo 3amuT
Ha iHopManio moao Moaudikauii JiTakiB-3anpaBHUKIB Ui MiA3apsIKy APOHIB. Ines momsrae B
TOMY, 11100 PO3pOOUTH KarcCyily Iij Ha3BO "OOpTOBa eHepreTHyHa CBEpJIOBHHA", SIKy MOXKHA OYy-
70 © BCTAaHOBHUTH i KpUjaMHu Airouux JjitakiB-3anpaBHukiB BIIC CILA, takux sx KC-135 1 KC-
46, nns 6e3apoToBoi 3apsaku BITJIA 3a monmomororo nazepa. Kamncyna norpedyBaTumMe MoTyKHOCTI
nazepa monaiimenre 100 kBt 1 BignosigHoi cuctemu tepmoperyisiiii. DARPA BBaxae, mo "nosi-
TPsIHI €HEPreTUYHI CBEPAJIOBUHU" MOXYTh CTaTH YaCTHHOIO €HEPreTUYHOI MEepexi, sIKa 103BOJIUTh
MinictepcTBy 000pOHM TMHAMIYHO PO3NOJUIATH €HEPreTUYHI pecypcH s 3a0e3neueHHs OuIbIIol
THYYKOCTI BIICbKOBHX omepaitiit [40].

Opniero 3 HaliBaxnuBimmMX cdep 3acrocyBans JIIIE BUSBMIMCS KOCMIUHI COHSYHI €HEPreTH-
yHi cymytHuku/ctanii (SSPS) [41]. Lli cucteMun BUKOPUCTOBYIOTh T€OCTAIlIOHAPHI CYITYTHUKH HA
HaBkosio3eMHii opOiti ('CO) msg 300py 1 MepeTBOPEHHSI COHSIYHOTO BHUIPOMIHIOBAHHS B €JICKTPH-
YHY eHeprito. 3i0paHa eHepris MoTiM TpaHC(HOPMYETHCS 1 IEPEAAETHCS 10 BU3HAYECHOTO MICIISI TIPH-
fioMy Ha 3eMJIi 32 IOTIOMOTOI0 MIKPOXBHIJIBOBOTO 200 JIa3epHOT0 BUIIPOMIHIOBaHHSA. Y MOPIBHSAHHI 3
TpaJULIMHUMU (OTOETEKTPUUHUMU JIKEpeslaMu JKUBJIeHH, cuctema SSPS no3Bosisie oTpuMyBaTu
eHeprio B pexumi 24/7, Oynyun mpu mboMy reorpadiuHo He3auekHOr0. TakuM 4uHOM, ii 3aBep-
IIEHHs 320€3MeYUTh 3HaUHYy KUIBKICTh €Heprii Ha IUIaHeTi, TUM CaMHMM IOM'SKIIUBIIN 3pOCTAIUy
CHEPTeTUYHY KPHU3Y.

Ha nonatok no SSPS, me ognum BaxknuBuM 3actocyBanusm JIIE e nasepna nepenaya eneprii
JUTS. OCITITHUIIBKUX arapaTiB Ha MOBEPXHAX IUIaHeT [42]. MaiuM KOCMIYHUM amapaTtaMm a0o Haze-
MHHM 3ac00aM HOILIYKY KOPUCHUX KOMAaJIMH MOXe OyTH Ba)KKO FeHepyBaTH JOCTaTHbO €Heprii ass
pOOOTH MOTYKHHUX PAAIOCTAHIIH 1 MPHUIIAAiB KOPUCHOTO HABAHTAXEHHS, SIKI MOXXYTh 3HaJJOOUTHCS
JUIS 3aBEpILIEHHS MalOyTHIX Miciil. Mai CymyTHUKHM 1 Ha3eMHI MapCOXOAU MOXKYTh MOTpeOyBaTH
HETPATUIIHHOTO CITOCO0Y BUPOOHUIITBA CHEPTIT IMiJT YaC COHSIYHUX 3aTEMHEHb 200 ITiJ] 9ac poOOTH B
3aTiHEHUX AUISHKaX MOBEPXHI IIaHeTH. [ BUPIIIEHHS i€l mpobieMu CyMyTHHK, 10 3HAXOAUTh-
cst B o 30py COHIISl, BUKOPUCTOBYETHCS SIK PETPAHCISIIIHA CTAHIIISI A1l Oe3ApOTOBOT mia3apsi-
KM €Heprii JuIsl X MOCaJAKOBUX MPUCTPOiB [43].

Jlazep Moxe mepeaaBaTH MPOMiHb O€3MOCEPETHHO B TOUHE MICIIE, 10 3a0e3meuye MOO1IbHICTh
1 mpocToTy 6a30B0i cTaHLii Ta 6e3nepepBHyY nepenady eHeprii. Mapcoxia Moxke 6e3nepepBHO Mpa-
L[}OBaTHU B KpaTepax 1 Ha 3BOpoTHOMY Ooui Micsaug. CydacHi MICSIEXOAN Ta MapCOXOAU BUKOPHC-
TOBYIOTh Paji0i30TONHUIN TepMoenekTpuuHuii reneparop (RTG) mna migzapsaku eneprii. OnHak,
yepe3 00MexeH1 po3Mipu MapcoxoiB, Mani RTG He MOKyTh 3aJJ0BOJIBHUTH JIOBIOCTPOKOBI MOTpe-
6u y migzapsaui eHeprii [44]. KpiM Toro, BUKOpUCTaHHS pakeT AJIs IepeBE3eHHsI BETUKOI KIIBKOCTI
Paaioi30TOMIB € AyKe pU3UKOBaHUM. ToMy BUKOpUCTaHHs cucteM SSPS s mepenadi Hakomude-
HO1 eHeprii COHAYHOIoO CBITJIA 3a IOIIOMOTOI0 JIa3epiB JUIsl 6€3IpOTOBOT Mi3apsAAKH Mapcoxoja Mae
3HAYHHM MOTEHIIIANT Y MICSTYHOMY 200 MapCiaHCHKOMY CEpEIOBHIIIL.

BucnoBku

3pobusieno 3aranbHuii orsia po3BUTKy cuctemu JIIIE. locnimkenns cucrem JIIIE marots Be-
JIMYe3He 3HAYeHH 7151 MailOyTHROTO €HepreTUYHOI raiy3i, 1 OUIKY€eThCS, 110 BOHU HE TUIBKH 3Mi-
HATh HasiBHI METOAM IEpENaBaHHA, a U PO3IIUPSATH BIANOBIIHI cepu 3aCTOCyBaHHS, 0€3POTOBUX
TeXHOoJIOTiH. Xo4a KOHIIeMNLis 0e3ApoToBOi Ja3epHoi mepeayi eHeprii Oyia 3amporoHOBaHA IIe B
1960-x pokax, JIIIE Bce 1mie 3HaXOIUTHCSA HA MTOYATKOBIN CTaIii, OCKUTBKH ITOKa3HHUKU KOXKHOTO MO-
nyns JIIIE ctpumyroTbest Horo TexHiYHUM oOMexxeHHsIMU. B nanuit yac Texnosoris JIIIE B ocHOB-
HOMY CIIPSIMOBaHa Ha MOTPeOH BIICBKOBUX Ta KOCMIYHUX 3aCTOCYBaHb. [0 HUX HaJeXaTh KUBJICH-
HSl CYNYTHUKIB, Iepeada eHeprii A IUlaHeTapHUX POBEpIB 1 aBapiifHa mig3apsaka Oe3miJoTHUX
mitanbHUX amapatiB (BITJIA).
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[TpoananizoBaHO acCHEKTH JIa3epHOTO BHUIIPOMIHIOBaYa, (POTOENEKTPHUUHUX MarepialiB Ta ix
edexkTuBHICTh niepeTBopeHHs eHeprii. Texnonris BIIE Ha ocHOBI na3epy mMae HEBEIUKHUN pO3MIp,
NPOCTHH y peati3alii Ta BUKOPUCTAaHHI, Ma€ 3HaYHE BUPIBHIOBAHHS MPOMEHS 1 BHCOKY €(EKTHB-
HICTh mepeTBOpeHHs (PoToeneKTpru4HOi eHeprii. TouHicTh, CTaOIIBHICTD 1 THITM XBWJIb BIUTMBAIOTH
Ha eexTuBHICTh podoTu cuctemu JIIIE, mo Moxe Oyt OHUM 3 HANPSIMKIB MiABUILECHHS ePeKTH-
BHOCTI. Ha edexTuBHICTh Ja3epHOI mepenadi CUIBHO BIUIMBAE CEpEOBUINE Tepenadi; eeKTHB-
HICTH Tepesadi y BakyyMi 1 B OBITpi a00 BOJI Iy>Ke BIAPI3HAETHCS 1 B KIHIIEBOMY MIJACYMKY BIUIH-
Ba€ Ha PO3IMOALT IHTCHCUBHOCTI BUIPOMIHEHHS Ha NMpUKWMabHOMY KiHIi. He3Bakaroun Ha Haii-
O ontumizoBani KoHCTpykii JIIIE, Ha moToynomy erani edekTuBHICTH MOBHOI cuctemu JIITE
nocsirae jmire 0m3bko 20 — 25 %. Takum YuHOM, TOCHIIKEHHS CJIij] 30CepeIUTH Ha PO3BUTKY Ta
OINITUMI3AIli] OKpEeMHUX MOAYIIIB AJIs MiABUIIICHHS epeKTUBHOCTI Bei€i anku JITTE.

Crip 3a3Ha4UTH, SKIIO OJHOTO JIa3epy HEAOCTATHBO /IS 3a7J0BOJIEHHS OTpeOu B eHeprii, Mo-
KHA PO3TIIIHYTH MOXJIMBICTh BHUKOPUCTAHHS AiOAHOI JazepHoi cuctemu. I[IpoTe Takuii mimxin
YCKJIAIHUTh BUT'OTOBJIEHHS BUIIPOMIHIOBAJIBHOIO MPUCTPOIO, L0 MPU3BEAE 10 3HAYHOIO MiJABU-
IIeHHs WiHW. [HIMi cnoci®é AocsATHeHHsS Kpamloi NpOAYKTHBHOCTI JIa3epHUX BHUIIPOMIHIOBAYiB 1€
H1JBUILEHH] €()eKTUBHOCTI IPOMEHsI HakayyBaHHs. MoOKHA IIbOr0 JOCSITH 3a JOIOMOIOI0 JDKepelia
HakauyBaHHs. KpiM TOro, Mo>kHa BXXUTH 3aXOJiB /ISl 3MEHIICHHS Ae(DEKTIB B €MiTaKCIHHUX KPHC-
Tajnax, TAKUX SK M1JBUILEHHS YACTOTH CUPOBUHU, HOJIMIIEHHS SIKOCTI KPUCTANIYHOI IPaTKH, erniTa-
KCIHHUX CTPYKTYp 1 OUThII TOYHUN KOHTPOJIb TOBIIMHH 1 KOHICHTpaIii jeryBanHs. Lli crparerii
JI0TIOMAararoTh MOKPAIIUTHU AKICTh KPUCTATIB 1 MOTYKHICTh Jlazepa. CiiJl TakoXk 3a3HAaYUTH, 110 ede-
KTUBHICTH JIa3€PHOTO MEPETBOPEHHS YyTJIMBA 10 Temneparypu [24 — 28], i Benmuka KUIBKICTh TeT-
JIOBUJIUVIEHHS € HEMMHYYUM HACJIIIKOM poOOTH MOTYKHUX Ja3epiB. [ 3a6e3neueHHss onTUMaib-
HOTO TEMIIEPAaTypHOTO KOHTPOJIIO JIa3epa BaXKJIMBO BUKOPHUCTOBYBATH BUCOKOC(EKTHBHI OXOJIO-
JDKyBadi 1 KOpIycH 3 BUCOKMM KoedilieHToM Terionepenadi. Li MeTonu cripusitoTh MiABUIIEHHIO
e(eKTUBHOCTI JIa3epHOI Tmepeaadi 1 MPOKIATaI0Th MUISX IS MOJAIBIIUX AOCTIDKEHB 1 PO3pO0OK B
ramysi JITTE.

Jnis migBUIEeHHST €eKTHBHOCTI MPUIOMY Ja3epHOTO BUIIPOMIHIOBAHHS HEOOXITHO BUKOpHC-
toByBaTH BucokoedektuBHi OEIl, amantoBani 1o noskuHu XxBuii jazepa; OEIl mpamrorors 3a
MPUHITUIIOM, TIOJIOHUM 70 (POTOENEKTPHUYHUX MPHUCTPOIB, ajle BOHU MEPETBOPIOIOTH EHEPTil0 KOHK-
pPETHO Ha IIIHOBIN JOBXKKHI XBWIII Jlazepa. 1100 miagBUIUTH €EeKTUBHICTH MEPETBOPIOBAaYA J1a3ep-
HOTO BUIIPOMIHIOBAHHS Ha OJIHIA JTOBXKMHI XBWJI1, MO’KHa BUKOPUCTOBYBATH JU3alH MIKPOIIOPOXK-
HUH JJIS ONITUMI3AIlii AieeKTPUIHOT MPOHUKHOCTI Ha JTOBKUHI XBUJIi Jazepa [12 — 14].

[HmuM BaknmuBuUM (akTOpoM € BUOIp MaTepiaily BiAMOBIIHO A0 CEPEAOBUILA, B SKOMY BHKO-
pucroByetbes JIIIE. Hanpuknan, y kocmoci OEIT Burorosneni 3 GaAs, € OuIbII NPUAATHUMHU, HIXK
OEIIl, BuroroBneHi 3 marepianiB Si. Y MIJBOJAHOMY CEpPEIOBHILI 3 HHU3BKOK LIUIBHICTIO OKpIM
GalnP, Takox MOXHa BUKOPHCTOBYBATH T10pU/IHI XaJIbKOT€HIIHI MaTepiaii Ha OCHOBI OPTaHIYHUX
1 Heopra"iuaux cnoity [33 — 36]. [Ipote B 6araTbox MOCHIKEHHAX BUKOPUCTOBYIOTHCS MaTepialind
Ha ocHOB1 GaAs, ToMy 1€l MaTepiaj € OJAHUM 3 HAMMOIINPEHIIIMX JJIs OTJIMHAHHS ONITUYHOTO [43
—33].

Taxum yuHoM, JIITE € nepcrekTMBHOIO TEXHOJOTi€0 uId 0e3ApOTOBOI Nepeaadi eHeprii, sika
MO’KE€ 3aCTOCOBYBATHUCS SIK Y BIMICBKOBOMY, TaK 1 B IMBLIBHOMY ceKTOpax. UYepe3 TexHIuH1 oOMe-
KEHHSI OKpEeMHUX MOJyJiB, edextuBHicTh MoBHOI cuctemu JIIIE cranosuts numie 20 — 25 %. Ipote,
3aBJSKH MOJATBIINM JOCHIDKEHHSIM B ranysi ja3epis 1 JIIIE, ouikyeTscs, 10 B HegalekoMy Maii-
OyTHROMY edekTuBHICTh TOBHOTO KaHany JIIIE nepeBummts 30 %.
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OCOBJIMBOCTI NIOBYJAOBU CUCTEM IIEPEJJABAHHSA JAHUX
BIZKPUTUMHU OIITUHHUMU TPACAMHU

Beryn

Ha cporogni OinmbmicTe 0€3IpOTOBHX CHCTEM 1 MEpPEeX IMepelaBaHHS JaHUX IPALIO0Th, K
MPaBUJIO, B PaIiOXBHIILOBOMY Jiana3oHi. OgHaK iCTOPis PO3BUTKY TEICKOMYHIKAIlIMHUX TEXHOJIO-
il IEMOHCTpYE MOCTYNOBHIA NEPeXil A0 OLIbII BUCOKHX HECIBHUX YaCTOT, 30KpeMa, Bij KIJTOrepIr —
3 4aciB yIpOBaDKEHHS PaJlio3B’sI3Ky /10 TeparepiioBoro aiama3ony cydacHux BOJI3-cucrem. [Jocs-
THEHHS y Taly31 BOJIOKOHHO-ONITUYHUX JIiHIN 3B’A3KY 1 CYIyTHI epeBaru BUKOPUCTAHHS ONTHYHO-
ro Jianma3oHy CHPHUSIOTh 3HAYHOMY IHTEpeCy LIOA0 JOCIHIIKEHHS MOMJIMBOCTEH 3aCTOCYBaHHS
ONTUYHOTO Jiana3oHy IS MepenaBaHHs iH(GOpMAaIiitHIUX CUTHANIB y BiaKpuToMy mpoctopi. Lle,
HacaMmIiepe/l, IPOIUKTOBAHO 00CATOM JIaHUX, SIKI MOXYTh OyTH TIEepelaHi, 3BaKar0ur Ha 301IbIICH-
HSl TIPOTIOPLIHHO HECIHOT yacToTH. BpaxoByroun, mio OUIBIIICTE CHCTEM 1 METOJIB y pajioiana-
30HI BXKE€ JIOCSITIM TEOPETHYHOI MeXi, MepexiJ 10 ONTHYHOI 00JacTi CHEeKTpy cTae abCONIOTHO
HeMuHYYIUM. OCOOIMBOCTI ONITUYHOTO JliaNa30Hy 1 JIA3epHUX JKEPEN BUIIPOMiHIOBAHHS, 1[0 aKTHB-
HO 3aCTOCOBYIOThCA y Wi cdepi, BIAKPUBAIOTh HU3KY YHIKaJIbHUX MOKJIMBOCTEH, cepel] SKuX Mif-
BHIIICHAa Oe3MeKa TepeaBaHHs JaHUX, MOXKIIMBICTh MEepPEAaBaHHs MAKETIB ONTUYHUX CHTHATIB Ha
BEJIMKI BiJICTaH1, BIPOBAPKCHHS KBAaHTOBOI KpuItorpadii Tomro.

[amy3i, B IKUX MOKYTbh 3aCTOCOBYBATHUCH CUCTEMH NEpEAaBaHHs JaHUX BIJKPUTUMHU ONTHYHU-
MH TpacamH, € JOCUTbh pi3HOMaHITHUMH. Jl0 HUX, HacaMIlepea, MO>KHA BITHECTH MIChKI 1 JIOKaJIbHI
TEJIEKOMYHIKaIliiHI MepexXi, TOMOMDKHI KaHaJIM TepelaBaHHs JaHUX JJIs HasiBHOI TEIEKOMYHIiKa-
idHOT 1H(DPACTPYKTYpH, HIBHAKE BIIPOBAKEHHS HIMPOKOCMYTOBOT0O 3B 53Ky y pa3i HaA3BUYANHHUX
noJIii a0 y BUMAJIKy, KOJIU 3BUYAiHI ONTOBOJIOKOHHI MEpEeXi HE MOXYTh OyTH 3aCTOCOBaHI, Iepe-
JaBaHHS BiJIEOCUTHANIB BUCOKOI PO3JIILHOI 34aTHOCTI, TeEMEAUIIMHY, IIIMPOKOCMYTOBUN CYMyT-
HUKOBHUH 3B 30K TOIIO.

HesBaxkaroun Ha mepeBaru Ta MUPOKI MEPCHEKTUBU CUCTEM IepelaBaHHs JaHUX BiAKPUTUMU
ONTUYHUMHM TpacaMH, ICHYE I[iJIa HU3Ka TPYAHOIIIB, sIKI CTPUMYIOTh iXHil po3BUTOK. [lo HUX, nepe-
AycCiM, CIiJl BIIHECTH BIUIMB aTMOcC(epu Ta MOTOJHMX YMOB Ha CIOTBOPEHHS CHUTHAy, a TaKOX
BHUCOKI BUMOTH I[0JI0 FOCTYBaHHSI ONTHYHUX €JIEMEHTIB 1 HEOOX1THOCTI 3aCTOCYBAHHS TPEKIHTOBUX
cucreM. OJIHAK y JaHUH Yac akTUBHO BEAYThCS JOCTIJKEHHS 3 METOIO MO0IAHHS IIUX OOMEKEHb.

VY wmiif cTarTi ONpalboBaHO CTaH CYYaCHHUX CHUCTEM NEepeJaBaHHs JaHUX BIAKPUTHUMU ONTHYHU-
MH TpacaMmi, ICTOpPiII0 IXHBOTO PO3BHUTKY, CTPYKTYpy IOOYIOBHM MEpeX Ta MpUiMaIbHO-
nepenaBaibHOro oOianHaHHA. [IpoBeneHO aHami3 BIUIMBY aTMOC(EpPHHX YMOB Ha IEpeJaBaHHS
ONTUYHUX CUTHANIB, PO3MJSHYTO PI3HOMAHITHI METOAM MiJABHIIEHHS €(EKTUBHOCTI Mepe/iaBaHHs
TaHUX 32 JOTTOMOTOIO IIMX CHCTEM.

OnTuyHi KOMyHiKaIil BIIKPUTHMH ONTHYHUMH Tpacamu. Icropis po3BUTKY

BuxopucTaHHs ONTUYHOrO BUITPOMIHIOBAHHS /71 epeAaBaHHs iHpopMaIlii HE € HOBOIO 1/1€€10,
1 3aCTOCOBY€ETHCSI B TOMY YU 1HIIOMY BHUIJISLII AOCUTH AaBHO. Hacammepen, MOXHa HaBeCTH NMPHUK-
J1a/l CUTHAJIbHUX BOTHIB, refiorpagis, ONTUYHUX TelerpadiB K MPUMITUBHUX CUCTEM IME€pPEIaBaHHS
ONTUYHUX CUTHAJIB BIAKPUTUMHU OoNTHYHUMH Tpacamu. Y 1880 p. I'pemom benom Oyno BuHaleHO
dhoTodoH, sIKUIT BUKOPUCTOBYBAB T'OJIOCOBY MOJIYJISIIIIO BITOMTOTO COHIYHOTO BUITPOMIHIOBAHHS, 31
3BOPOTHIM MEpPETBOPEHHAM IMpuiiMaueM curHaiy [1]. Inei, chopmorani I'pemom benom, odmexeHo
3aCTOCOBYBAJINCH Yy BilICbKOBUX po3poOkax mpoTsarom 30—40 pokiB 13 BUKOPUCTAHHSAM JaMIl po3Ka-
pIOBaHHS SIK JDKepen BuUIpoMiHIOBaHHS. [losiBa na3epHHMX JKepen 1 CBITJIOAIOAIB CHpHsuia
MOIITOBXY JUIsl OLIbII AKTUBHOTO PO3BUTKY CHCTEM IepefaBaHHs iH(pOpMallli ONTUYHUM BUIIPOMI-
HioBaHHAM. Tak, yxke B 1960 p. Oyno npoJeMOHCTPOBAHO Ha MPAKTHIIl MepelaBaHHs TeIeBi3iiHOro
CUTHAJIy 3a JONOMOTroK pyOiHOBOTO jaszepa Ha BiAcTaHb moHan 25 muibe [2]. YV 1962 p.
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nocmigHukamu 3 nadopatopii Jlinkonsaa MIT Oyno mepegaHo TeneBi3iMHUN CUTHANI Ha BiJCTaHb
o0mm3bpko 48 kM 13 BukopuctanHsM GaAs ceitiomiona [3]. [IpoTsrom aekaau Oyio MpoOBEACHO HU3-
Ky JOCIIDKEHb 3 BHKOPHCTAHHSIM PI3HOMAHITHUX JIA3€PHUX JIKEpelN, sKi MOKazajdh Ha TOW dac
JOCUTh CYMHIBHY LIHHICTh KOMEPIIMHOIO BUKOPHCTAHHA. Bibll AeTanbHUM OIIA[ IUX CHUCTEM
MOJKHA 3HaWTH B po0OoTi [3]. TyT MOXHa BUAUTUTH TIepeAaBaHHs TaHUX rpymnoro Xpioray 1962 p. 3a
nonomororo He-Ne nmazepa Ha Bigactanb 30 kM. Y 1963 p. Oyio mpoJIeMOHCTPOBAHO MepelaBaHHS
aKyCTHYHO-MOIYJIhOBAHOTO CUTHANY Ha BifcTanb 190 kM Electro-optic Systems, a Takox TeleBi-
3iitHOrO curHaiy 3 mosocamu 1,715 MI't. ¥V 1970 p. Nippon Electric Company npoaeMoHCcTpyBaia
IOYTUICKCHY KOMEPIIiiHY JTiHiI0 3B 53Ky Ha BifacTaHi 14 km 3a monomororo He-Ne nmazepa 632,8 HMm
[4]. 3 mosiBotO Ta BrpoBapkeHHs M BOJI3 iHTEpec 10 cucTeM i3 BIIKPUTHUMH ONTHYHUMH Tpacamu
3HAYHO 3MEHIIMBCS, OOMEXYIOUNCh, Hacamrepes], BINChKOBUM 1 KOCMIYHMM 3acTOCYBaHHsIM. Bpa-
XOBYIOUH TOCTPY HEOOX1IHICTh 11010 pO3pOOJIEHHS HAAIHHUX BHCOKOIIBHIKICHUX CHCTEM Iepesa-
BaHHS JJAHUX Y KOCMOCI, 32 OCTaHHI JCCITUPIYYS TOCIITHUKA TOCSTIHN JOCUTH CYTTEBOTO MPOTPECY
B ik cepi. HarionanpHe ynpaBiaiHHS 3 apOHABTUKH Ta JAOCIIHKEHb KOCMIYHOTO MPOCTOPY MPO-
JEMOHCTPYBAJO OINTHYHY CHUCTEMY I[e€pelaBaHHS JaHUX Yy CBoii mporpami Mars Laser
Communication Demonstration [5]. €Bpormeiicbke KOCMiYHE areHTCTBO Peai3yBajio eKCIIEPUMEHT 3
MDKCYITYTHHKOBOTO 3B’SI3Ky 3 BHKOPHCTaHHSM HaIliBIIPOBITHUKOBOTO Jjazepa [6] Ilounnaroum 3
1990 p. mochmimKeHHs B rajiy3i ONTHYHOTO aTMOC(HEpPHOro i KOCMIYHOTO 3B’S3KY 3HAUYHO 3pOCIH 3
MOSIBOIO0 KOMEPIIHHO JocTymHuX Tutargopm. TyT MokHA HABECTH MPHKIAIU TIEpelaBaHHs 300pa-
’KeHb Mg vac omimmidcekux irop 2020 p. y Cianei, 3amyck cynythuka Optical Inter-orbit
Communications Engineering Test Satellite komnanii JAXA y 2015 p., a Takox cynyTHuka Terra
SAR-X 3 monynem LCT y 2007 p., mo mpoAeMOHCTPYBAaB MPAaKTHYHI HIBUAKOCTI TepeaaBaHHs
nanux nonax 5,5 ['6it/c [7]. OctanHI pOKM TakoX O3HAMEHYBAJIUCH MOSBOI0 KOMEPLIHHUX 3pa3KiB
oONajiHaHHS JUIs MepelaBaHHs JaHuX Y BUAUMOMY miamaszoHi [8, 9]. Cmig Takok 3ragaTv JOCi-
JDKEHHS, TIOB’s13aH1 13 3a0e3NeueHHsIM ONTUYHUM 3B’SI3KOM HaHOCYNyTHHKIB [10], a Takoxx HasiB-
HICTh Ha3€MHUX CUCTEM 13 IIBUJIKOCTSAMH IepeaaBanns nanux nonan 100 I'6it/c [11].

3aCT00yBaHHﬂ CHCTEM 3 Bi}]KpI/ITHMH ONITUYHUMMU TpacaMu Ta ixui nepesaru

daxkTUYHO nepeaaBaHHs iHpopMalii BIAKPUTUMU ONITUYHUMU TPAaCaMU MOJKE pealli30ByBaTHUCh
s O1TbIIOCTI chep 3aJIeKHO Bi BiICTaHI I yMOB 3aCTOCYBAaHHS, TOYMHAIOYH BiJl 3'€JTHAHb ONITUKU
BIJILHOTO MPOCTOPY B IHTErpalibHUX CXeMax, M0OYyJOBH JIOKAIbHUX 1H(OpMALIHHUX MepeXk, 3aKiH-
YYyIOUU CYIYTHUKOBHUM 3B’sI3KOM. TyT MOXHa BUAUIUTH OKpEMI KaTeropii:

1) onTruHi 3’€THAHHSA HAJKOPOTKOI [ii, HAIIPUKIAJ, ONTHYHI 3B’SI3KH MIX €JIEMEHTaMu abo
CXeMaMU ONTHYHUX 1 TIOpUIHUX O0UUCITIIOBATLHUX cUCTeM [12];

2) onTu4Hi 3’€JJHAHHS MAJIOTO 1 CePeHBOrO pajiycy Jii, a caMme — moOyIoBa JOKaIbHUX Oe3/1-
pPOTOBHX ONTHYHUX MEPEXK, a TaKOoXkK 3a0e3MedeHHs 3B 3Ky MDK TPAaHCIOPTHUMH 3aco0aMu
[13 - 15];

3) onTuuHI 3’€HAHHS AATBHBOI Jii, JUTS BIPOBAIKCHHS MYHIIUIAIbHAX 1HPOPMAIIHHUX Me-
pex;

4) onTHYHI 3’€IHAHHS HAJBEIHMKOI Jii, HAPHUKIIAJ, 3a0€3MeUYeHHs MIXKCYITyTHUKOBOT'O 3B’SI3KY,
JanbHIX 1HpopMaliiHuX 3’ €1HaHb Y KocMoci [16].

VY wmiif crarTi OLIBII IETAIBHO PO3TISHYTO OCOOIMBOCTI 3aCTOCYBAaHHS ONTUYHUX 1H(OpMaIliii-
HUX MEpeX CepelHbol 1 AaJbHbOI Aii B aTMocdepi, 3BaXkaroun Ha 3HaYHUN 1HTEpec 3 KOMEpIiiHOT
TOYKH 30py 1 UMMl TPYAHOIII MPAaKTUYHOI peanizauii. Taki cucteMu, 37€01IbII0T0, 3aCTOCOBYIOTh
BIIKPHUTI aTMOC(EpH] ONTUYHI TPAaCH 3HAYHOI JOBXKHMHH, 110 NEPEBUIIYE AEKUIbKA KITIOMETPIB, IS
3a0e3neyeHHs] BUCOKOIIBH/IKICHOTO MepeaBaHHs JaHUX. Y MOPIBHAHHI 3 CUCTEMaMU paio3B’sI3Ky
BOHM XapaKTepU3YIOThCS HASBHICTIO IIMPOKOr0 KaHAy repegaBaHHs JaHuX. Ha cborogni komep-
LIHHO JOCTYIHI CUCTEMH, 10 3a0e3MeuyroTh MIBUAKICHE nepenaBanns nonaza 100 I'6it/c, excnepu-
MEHTaJIbHI CUCTEMH HAOMM)KAIOTHCS 3a IMIBUIKICTIO NepeaBaHHS JaHUX JI0 BOJIOKOHHO-ONTHYHUX
JIHIN 3B’513Ky, B TOMY YHUCII 13 3aCTOCYBaHHSIM MYJIbTUIUICKCYBAHHS 3 TOIIIOM JOBXHH XBUIb [17].
3arajloM CHCTEMH 3 BIAKPUTHUMM ONTHYHHUMH Tpacamu OyIyIOThCS 3 BHKOPHUCTAHHSIM JIa3epHHUX

ISSN 0485-8972 Radiotekhnika No. 220 (2025) 147
elSSN 2786-5525



JpKepen. XapaKTepHi mapamMeTpH JIa3epHOT0 BUIPOMIHIOBAHHS Jal0Th HU3KY IepeBar, cepei SKHX
BUCOKMH TMOKa3HUK 3aXHUIIEHOCTI KaHaly NepeJaBaHHs JaHUX, HEBPA3JIUBICTb A0 €IEKTPOMArHiT-
HUX 3aBajl, MOXKJIMBICTh MYJIbTUIUIEKCYBaHHS 1H(GOpMaliiHuX curHaiiB. HasBHICTh YMMamoi Kijb-
KOCTI JIa3€pHUX JDKEpEN Ta ONTOENEKTPOHHUX KOMIOHEHTIB BOJI3 3HauHO pO3LIMPIOIOTE MOMIIH-
BICTh BIIPOBA/KEHHS TaKUX crcTeM. KpiM TOro, BpaxoByIOUM HasiBHY KOMIIOHEHTHY 0a3y, CHCTEMH
3 BIAKPUTUMHU OINTHYHUMH TpacaMH MOXYTb BHUKOPHCTOBYBAaTHChb SIK JIOIIOBHEHHS JI0 HasBHUX
BOJI3 mepex, y pa3i, KOJIM ONTOBOJOKOHHHUN KaOenh HE MOXKe OyTH MPOKIAICHHHA 10 KiHIIEBOTO
aboHeHTa.

Cepen KITIOUOBHX HAIPSIMKIB 3aCTOCYBAaHHS CUCTEM 3 BIIKPUTHMHU ONTHYHUMH TPACaMH MOKHA
BUIUINTH TaKi:

— 1noOy10Ba BUCOKOMIBHJIKICHUX JIOKAIBHUX Mepex. Y AaHUN yac MichbKa oQicHA 4M JKUTIOBA
3a0yJ0Ba 3HAYHOI INIJIBHOCTI MOTpeOye HIMPOKOrO KaHally IepeJaBaHHs TaHUX, 0 TOTO X Y
JESIKMX BHIIAJKaX iCHye HEOOXiIHICTh 3a0e3MeyeHHs 3HAuYHOro Tpadiky mepenaBaHHs JaHUX MiX
OoKpeMuMu OyniBisiMH (OaratornoBepxoBi odicHi OyaiBIi);

— BizmeocrocTepexeHHs. BineocrnocTepexxeHHS BCE YacTillle BUKOPHUCTOBYEThCS Uisi 3a0e3re-
YEeHHs I'POMAJIChKOI O€3MeKH, KOHTPOJIIO JOPOKHBOIO PyXy Tollo. Bineocurnan reHepye 3Ha4HUN
NoTiK iH(opMalii, 0COOTUBO SIKIIO MOBa HIE MPO BiJEOCHUTHAI BHCOKOI PO3AUIBHOI 3IaTHOCTI.
B ymoBax, konmu ¢i3uyHo 00’€IHATH KaMepw B JAPOTOBIA Mepeki HEMOXKIUBO 1 0e31poToBuUit
3B’S130K HE 3a0e31euye HeoOXiTHOI MIBUAKOCTI MepelaBaHHs TaHUX, CUCTEMH 3 BIIKPUTHMHU ONTHY-
HUMH TPacaMHU MOXKYTb CTaTH 4y/10BOIO albTEPHATUBOIO;

— 3a0e3neueHHs T01aTKOBUX KaHAJIB MepeaBaHHs JaHUX MK BHIIKaMH MOOUITBHOTO 3B SI3KY.
Sk mpaBuio, iHPpacTpyKTypa MOOLIBHOTO 3B 53Ky Ma€ J0AATKOBI KaHAIH, sIK IPOTOBI, Tak 1 6e31-
pOTOBI, a5 3a0e3meveHHsT HaaiifHOTO (DYHKI[IOHYBaHHSI MEpeki. 3pocTaioya KiTbKiCTh a0OHEHTIB i
BHUCOKI HIBUAKOCTI 1HTEPHET-TpaiKy MOTpeOyIOTh 30UIbLICHHS KaHAIy MEepeIaBaHHs TaHUX MIXK
OKpeMHMH 0a30BHUMH CTaHIIsIMHA. BpaxoByroum, 0 iCHYIOYI TEXHOJOTI] MaloTb OOMEXKEHHS, CHC-
TEMU 3 BIAKPUTUMU ONTHYHUMHU TpacaMy MOXKYTh 3a0e3neuuT nmotpedu y 30uiblieHHi iHdhopma-
[iHOTO Tpadiky TaKUX MEPEX;

— YIPOBAKEHHsSI MIKCYITYTHUKOBOTO 3B’A3Ky. CyuyacH1 CyIyTHHUKOBI Mepexi 0OMeXeH1 mpo-
MyCKHOIO CIIPOMOJKHICTIO pajaiokaHany. IlepegaBaHHs JaHUX ONTHYHUM KaHAJIOM MOXKE CYTTEBO
PO3LIUPUTH MOXIIMBOCTI CYYTHUKOBUX cHcTeM. KpiM TOro, onTMYHMI KaHaja TakoX Moxe OyTu
peaii3oBaHUi MIXK CYyTHUKaMHU 1 IpUiiMalIbHO-TIepejaBaIbHUMU CTAHIISIMU Ha 3eMUll;

— MIBUJIKE BOPOBAKEHHS 1HPopMalliitHux mepex. [1ix yac Han3BUYaliHUX CUTYyalliil Ta KaTac-
Tpo( HasBHI 1HPOpMAIIIiHI Mepexi MOXyTb OyTH IMOIIKOJKEH1, IPUUOMY iXHE BIJHOBJICHHS Ta
PEMOHT MOXKYTb OYTH HEMOJKJIMBI UM MOTpeOyBaTH 3HaYHOro yacy. CUCTeMH MepeaBaHHs JTaHUX
BIJKPUTUMHU ONTHYHHUMH KaHAJIaMH, HAaBIIAKW, MOXXYTh OyTH BCTaHOBJICHI IIBUIKO, 3a0€3MeUyI0un
BHCOKOIIBHJIKICHUH 3B'I30K B €KCTPEMAJIbHUX YMOBAX;

— YIPOBa/PKEHHS HOBITHIX METOMIB 3aXMCTy iH(OpMallii. [pyHTYI0UHCh Ha 3aKOHAX KBaHTOBOI
MEXaHIK{, KBaHTOBa KpumnTorpadis MPONOHYE paJMKaIbHO IHIIE PIIIEHHS Ul MUQpPyBaHHS Ta
cipusie Oe3npene/eHTHIH Oe3nerni mnepeaaBaHHs naHux. Hacammepesn, po3riisiaiOThCsi CHCTEMHU
KBAaHTOBOI Kpunrorpadii, o (GyHKIIOHYIOTh y MOETHAHHI 3 JIIF0Y0I0 BOJIOKOHHO-ONTHYHOIO 1H(ppa-
CTPYKTYpOIO;

— 3a0€3MeUeHHs] MEPEK y BAXKKOJOCTYIHUX paloHax. Y AedKMX JaHAmadTax AyXe CKIaJIHO
3a0e3neunuTH po3ropTaHHs iHGopMauiiHuX Mepex. Lle MoxyTh OyTH sSIK TipchbKli palloHH, TaK 1
paiioHM 3 arpecBHUM KJIIMaToM a0o pailoHM MOPCHKHX akBaToOpiid. BUKOpUCTaHHS CYITyTHUKOBOTO
3B’SI3Ky Ma€ OOMEXKEHHsSI 3 TOUKH 30pY JOCTYIHOTO 1H(QOpMAIIITHOro KaHaly Ta BapTOCTI HaJlaHUX
nocayr. Y 1bOMy BUIAJKY BIPOBAKEHHS CHUCTEM 13 BIIKPUTUMH ONTHUYHHMHU TpacaMH CTa€ €1H-
HOIO JIOTIYHOIO ATbTEPHATUBOIO.

OcHoBM nepenaBanus iH(popManii BITKPUTHMH ONTHYHMUMH TPacaMu

TumoBa cxema mepenaBaHHS MICTHTH TepeaBad MOIYJIhOBAHOTO ONTHYHOTO CHTHAITY Yepe3
aTMoc(epHHUI KaHanl 1 mpuiimMady, 1mo 3ale3nedye 30ip 1 TpaHcopMalito ONTHYHOIO CUTHATY Ha
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enekTpuyHii. Cxema THUIOBOTO NPUHMANTBHO-TIEPEIaBATBHOIO OOJaTHAHHS TMpEACTaBlIeHa Ha
puc. 1. CydacHi cucTeMHu TiepeiaBaHHsI ONITUYHUX CUTHAJIIB MPAIIOI0Th, 3/1€01IbIIIOT0, B OJMKHbBO-
My [U-nianazoni 800—1600 uM. Bubip 1poro miamna3oHy HMpOAMKTOBAHO ONTHYHOKO MPO30PICTIO B
aTMocdepi, 3a BUKJIFOUCHHSIM MOTJIMHAHHS ISIKUMH MOJIeKyJIsspHIUMH Ta3amu [ 18]. Tak, Ha monocax
850, 1060, 1250, 1550 uM TumOBE 3racaHHs ckiajae e 6au3bko 02 nb/kM. [CHYIOTh TaKOX €Kc-
nepuMeHTaibHI cucteMu B Y@ 1 cepenapomy [U-mianazonax (10 Mkm), 110 IEMOHCTPYIOTh MEHIII
MTOMUJIKH, IO TIOB’sI3aH1 3 OJIOKYBaHHSIM CUTHAIY, BILTMBOM COHSYHOTO BHIIPOMIHIOBAaHHS Ta Kpa-
[IMMH XapaKTePUCTUKAMU MepeaaBatus qanux y Tymanxi [19, 20].

[lepenaBay ckIamaeThCcs 3 JDKEpeIa ONTUYHOTO BUIPOMIHIOBAHHS, ONTHYHOTO MOJIYJSTOPA,
ONITUYHOTO ITiJICHIIIOBaYa (OMIIIOHAILHO), TIPUCTPOIO JIJIsl KOJYBAaHHS ONTHYHOTO CUTHAIY, OITHY-
HUX €JIEMEHTIB U1 (OpPMYBaHHs ONTHYHOrO mpoMeHto. Criepury iHpopMaIiifiH1iA CUTHATl KOAY€ETh-
Csl, TIOTIM MPOBOAMTHCS MOJYJISIISI ONTHYHOTO CUTHANY. SIK JKepelia BUIIPOMIHIOBAHHS HAWOUIb-
IIOr0 BUKOPUCTAHHS HAOyNH JIa3epHi T10JH, B JESKAX BHUIIAJKaX 3aCTOCOBYIOTH 3BHYAIHI CBITIIO-
BunpoMiHoBaiabH1 gionu. Tak, VCSEL nazepni mioau € HaWOUIBII MOMYJISPHUMHU JDKEpeaMu Ha
850 uM, a Ha 1550 am — Dabpi—Ilepo Ta DFB na3zepni nionu. BpaxoByioun AOCTYHIHICTH OCTaHHIX
SIK pO3MOBCIOpKeHUX kepen BOJI3, iXHIO TemMnepaTypHy CTaOUIBHICTh, a TAKOX BITHOCHY Oe3Iie-
Ky JUIs 310poB’st troauan, came DFB nmaszepHi giou BBaXKaroThCsl HAHOUIBIT TIEPCIIEKTUBHUMU K E-
penamu s epeaaBaHHs ONTHYHUX 1HPOPMALIMHMX CUTHAIIB HA 3HAYHI BiJICTaHI.

VY cucremax 3 BIIKPUTUMHU ONTHUYHUMH Tpacamu IS TMPUKUMAaIbHOTO OOJIaJHAHHS 3aCTOCOBY-
I0Th JIBI PO3MOBCIO/KEHI CXEMH, 30KpeMa, HEKOTepPEHTHY Ta KOrepeHTHY. HekorepeHTHi cxemu
IPYHTYIOTBCS Ha TIPSIMOMY JI€TEKTYBaHHI aMILTITYTHOI MOIYJIALIi onTHYHOTO curHaimy. KorepeHnTtHi
CXEMHU € OLIBII CKIaTHUMHU, B IKHX Pa30M i3 aMILTITYJ0I0 BPaXOBYEThCS YacToTa Ta (pa3a onTHYHO-
ro curaainy. B camomy mpuiiMadeBi BUKOPHCTOBYETBCS OKPEME JKEPEIO ONTHYHOTO CHTHATY IS
3MILITyBaHHS 3 CUTHAJIOM, SIKUW MPUUMAETHCS, TIepe1 IETeKTYBaHHAM. KorepeHTHI cuctemMu JIeMOH-
CTPYIOTh 3HAYHO Kpallli XapaKTSPUCTUKHU 3 OTJISTy Ha BILTUB (DOHOBOTO IIyMYy, BpaXyBaHHS 3TracaH-
HS CUTHAITY, BUKJIMKAHOTO TypOYJICHTHICTIO MOBITPSHKX Mac, 1 KpaIol 4yTJIMBOCTI npuiiMaya [21].
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Puc. 1. Cxema nmpuitMansHO-TIepeAaBaIbHOTO 00NaTHAHHS

HexorepeHTHI cuCTeMH € OUIBII PO3MOBCIOIKEHUMH, 3BaKAaIOUM Ha OLIbII IPOCTY KOHCTPYK-
Iil0 Ta HWXKYYy BapTicTh. [IpuwiiManbpHa amapaTypa HEKOT€PEHTHHX CHCTEM MICTHTh ONTHYHHA
¢binbTp, pokycyBasibHy onTHKY Ta (GoTtonerekrop. CTpyM 3 doTonpuiimMaya MiJACUITIOETHCS OTepa-
UIHHUM TIACUITIOBAYEM 3 HU3bKHM IIYMOM, a TaKOX BHUKOPHUCTOBYETHCS HU3bKOYACTOTHUM (PUIBTP
11 0OOMEXEHHs PiBHIB TEIUIOBOTO 1 (POHOBUX IIyMiB. B sikocTi poTonpuiimadiB HalG1IBIIOrO PO3-
noBcrokeHHss HaOymu Si, InGaAs, Ge ¢doromionn, 3aBasgKd BHCOKIH KBaHTOBiM e()EeKTHBHOCTI Ta
BUCOKIM MIBUAKICTI crpaifoBaHHs. Bubip marepiamy ¢oTonioNiB 3aJeKUTh BiJl CIEKTPAIbHOTO
niana3oHy, Ha 850 HM BHKOPHCTOBYIOTH Si (POTOMIONH, 1110 MAIOTh HAWOUIBIINY YyTIMBICTh, BOJHO-
yac Ha 1550 HM 3actocoBytoTh INGaAS mionu. 3 ormsiny Ha Tun (OTOMAIONIB MepeBara HaJaeTbCs
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P-i-N, a Takox naBuHHNM QoTtoaionam. [lepmuit Tin GoToaI0IB MPUUHATHHIA IS TTOOYIOBU CHC-
TeM 0OMEXEHOI JAbHOCTI (AeKiabKa KM). Taki 0OMEXXEHHS 3yMOBIICHI PIBHSIMH TEILIOBOTO IIIYMY.
Jjis cucTeM 31 3HAYHOIO JANIBHICTIO TMIEPEAaBaHHsI IaHUX MPIOPUTETHUM CTA€ BUKOPUCTAHHS JIABHH-
HUX (OTOJIOAIB 3aBISIKA BHCOKIN 4yTinuBOCTI. HemomikoM Takux (OTOMIONIB € 3HAUHI IMOKa3HUKH
IIyMy, KOTpi JOLIJIHHO BPaXOBYBATH IIiJl Yac MPOEKTYBAHHS €JICKTPUYHUX CXEM IIJICUIICHHS Ta OT-
TUMI3allii BIAHOIIEHHS CUTHAJ/IITYM.

VY pesxux poboTax Iisl MiABUILEHHS YyTIAUBOCTI cucteM Ha 1550 HM mporoHyBaioch 3acToCy-
BaHHS ONTHYHMX ITIJICHIIIOBAYiB, 30KpeMa, Ha OCHOBI epOiEBHUX BOJIOKOH 1 HAMIBIIPOBITHUKOBHUX OII-
TUYHUX migcwioBadiB [22, 23]. Cuix 3a3HaYWTH, IO BUKOPHCTAHHS TaKUX IPUCTPOIB 3HAYHO
YCKIIAJHIOE TpUAMalbHy cuctemMy. KpiM TOro, J01aTKOBO BHUHHMKAIOTHh MpoOJIeMH, MOB’s3aHi i3
IOCTYBaHHSM ONTUYHUX €JIEMEHTIB 3 ONITUYHUM BOJIOKHOM, a TAaKOX HASBHICTIO JOJJATKOBOTO IIIYMY
CIIOHTAHHOI eMicil, 110 MOK€ 3HAYHO IMOTIPIIATH MOKA3HUKHU MpuiiMada. BTiM, SKIIO MOKa3HUKH
CHCTEMH MEPEBAXHO OOMEXKEHI eJEKTPOHHUM IIYMOM, BHKOPHCTAaHHS ONTHYHMX IIiJCHIIOBAYiB
MOXe OyTH JOLUIbHHIM.

BniuB Ha kaHag nepeaaBaHHa JaHUX

[lepenaBaHHsl ONTUYHOTO CUTHAIY B aTMOC(epi OB’ A3aHO 3 BIUIMBOM HU3KU YMHHUKIB, 3/1€01-
JBIIOTO, BTpaTaMu, IO CHPUYMHEHI T'€OMETPIE0 MPOMEHIO, IOCTYBAHHSM ONTHYHHX EJIEMEHTIB,
aTMOC(EepHUM IOTIIMHAHHAM, BIUIMBOM TYpOYJIEHTHUX MOTOKIB Ha 3raCaHHs, 30BHILIHIMU ITyMaMH.

1. Bmpamu, nos’s3aHi 3 HOCMy6aHHAM OnmuKku ma MEXAHIYHUMU BNAUBAMUL.

CyTTeBHii BIUITMB HA ONTHYHY MOTY)KHICTb, 1[0 PEECTPYETHCS, YAHUTH PO3XOHKEHHS ONTUYHO-
ro mpoMeHio. BogHowac Ha Xif ONTHYHOTO MPOMEHIO MOXYTh CYTTE€BO BIUTUBATH aTMOCQeEpHi
BUXOpH, OCOOJIMBO HAa 3HAYHUX BIJCTaHIX mepeaaBanHs Aanux [24]. Ilix yac 3acTocyBaHHS B MiCh-
Kiii 3a0ynoBi BiOpamii MOXyTh NO3HAYaTHUCS Ha FOCTYBaHHI ONTHYHUX EJIEMEHTIB, BPaXxOBYIOUH
JOCUTH Maiy Jiarpamy CIpsSIMOBAHOCTI, @ TaKOX BY3bKe IOJI€ 30py ONTHUKHU Ui mpuiimMaHHs. J{is
MIPOCTHX CHCTEM, SKi MPAIFOIOTh HA MAJIHMX BIJICTaHSAX 1 HE yCTaTKOBAaHI CUCTEMaMH TPEKIHTY, MPOC-
TUM PIIICHHSAM € 30UIBIICHHS JiarpaMH CIPSIMOBAHOCTI mepeaaBava. Kpim Toro, s KoMIieHcarii
[IUX BIUIMBIB OYyJIO 3alIpONOHOBAHO BHKOPHCTAaHHS MPOCTOPOBHX YAaCTKOBO KOT€PEHTHHUX | aycoBHX
MIPOMEHIB, TEOMETPUYHOI ONTHUMI3AIl] IPOMEHIO, & TAKOK BUKOPUCTAHHS JDKEpes 3 mnepedyaoBoro
JIOBXXHHH XBHJII, HAcaMIiepe]] KBAaHTOBO-KaCKaHUX JiazepiB [25 — 27]. OgHak cucTeMH, 110 3aCTO-
COBYIOThCA JUIsl TIepefaBaHHS JaHUX Ha 3HA4HI BiJCTaHi, MOBUHHI OYTH yCTAaTKOBaHI CHCTEMOIO
TPEKIHTY Ta KOPEKIil Il iXHbOi e(eKTUBHOIO (PyHKIIOHYBaHHs. B nekinbkox poboTax Oyio mnpo-
BEJICHO JOCJII/DKEHHS BIUIMBY MOMUJIOK FOCTYBaHHS Ha poOOTY TaKMX CHCTEM, OTPUMAHO aHAJITHY-
HI BUpa3u i1 OITOBMX MOMMWJIOK, @ TaKOXX BIUIMB IIMX YMHHHUKIB HAa CHUCTEMH, IO 3aCTOCOBYIOTH
KoayBaHHs curHany [28 — 30].

2. 32acanns ONMUYHO20 CUSHATLY 8 AMMOCHEPHOMY KAHAT.

IcHye Tpu OCHOBHI YMHHMKH, IIIO BIMBAIOTh HA 3racaHHs ONTUYHOIO CUTHAIY B aTMocdepi:
MIOTJIMHAHHS, PO3CIIOBAHHS 1 BIUIUB aTMOC(EPHOT TypOYIEHTHOCTI Ha PO3MOBCIOKEHHSI ONITHYHOTO
CUTHAITy.

[TornuHaHHS ONITUYHOTO BUIIPOMIHIOBaHHS MOXKHA onucaTy 3akoHoM byrepa—Jlambepra:

| =1ge %L, (1)

ne | — iIHTeHCUBHICTD, SIKa PEECTPYEThCS; g — IHTEHCUBHICTD Ha BUXO/1; o — KOE(DIIIEHT MOTINHAH-
Hs1; C — KOHIIeHTparlis; L — Jo0BKHWHA ONTUYHOI TpacH.

ATMoOc(epHe MOTIUHAHHS, MepIl 3a BCe, COPUYMHEHO HASBHICTIO JAESKUX rasiB, MPUCYTHIX B
aTMocdepi, Hacamrepea, BOJASHOI apy, METaHy, OKCUIY a30Ty, KUCHIO, a30TY, TBOOKHCY BYTJIEIIIO.
CriekTp MOTJIMHAHHS JUTS ITMX KOMITOHEHTIB ToKa3aHo Ha puc. 2 [31].
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Puc. 2. CriexTp nornmHaHHs aTMOC(EpHUX rasiB

L1i ra3u MarOTh CHJIBHI JIiHIT HOMIMHAHHS B /Y-00J1aCT1 CIIEKTPY Ta BUIUMIN 00JIaCTi CIIEKTPY 31
3HAYHO MEHILOI0 IHTeHCHBHICTIO [ 18]. Hanpuknan, MeTan Mae CHIIBbHI JIiHIT TOTJIMHAHHS B OJIMDKHIN
I49-o6macti Ha cmyrax 3 neHTpamu 890 uM, 1650 HM, 2,3 MkM, 3,36 MKM. 3Bakaro4w Ha Iie, 1HOJI
MO3Ke OyTH BaKJIMBUM BUOIp J1a3epHOTO JpKeperna (poOoyoi TOBKUHH XBHII1), 0COOIUBO HAa HA/OB-
I'MX ONTHYHUX Tpacax, JIe HaBiTh HE3HAYHI KOHIICHTpAIlil MOXYTh 3HAYHO BIUIMBATH HA 3TacaHHS
ONTUYHOTO CUTHANY. Y LLUIOMY, Ha HAHOUIBII PO3MOBCIOIKEHUX TOBXHHAX XBUJIb, IKi 3aCTOCOBY-
IOTHCSl B CUCTEMAax 3 BIAKPUTHUMH ONTHYHUMHU Tpacami, a came 850 i 1550 um, onTruHmii atmocde-
PHUI KaHAJI MOKHA BBa)KaTH ONITUYHO MPO30puUM [32].

3HauyHO OUTHIIMIA BIUIMB HA ONTHYHWN CHUTHAT YAHUTH PO3CirOBaHHS. J[JIs OI[IHKK PO3CItOBaHHS
MO>KHa BPaxoOBYBaTH MapaMeTp XapaKTePUCTUYHOTO PO3MIpY:

Xg=271r14, @)

ne I — pajilyc 4acTKH,; A — JOBXHHA XBHJII BUTIPOMIHIOBAHHS.
3a3Buyail neit mapamerp y ommkHiit [Y-o6macti nepesuirye oguauio. Tak, s Xg =1 MoxHa

BUKOPUCTATH TeOpito Mi 1 HeceIeKTUBHE PO3CIIOBaHHS B 3aJI€KHOCTI Bl PO3MIpiB pO3CIIOBATIbHUX
yactouok [32, 33]:

3,91( 0,55mxm
ﬂMi = (

a
v . j 05 | kn 3)

ne V — BiJicTaHb; A — TOBKWHA XBUJI1 BUITPOMIHIOBAHHS, 8 — PO3MIp YaCTKH,
2
:BHeceJl. =ra Nanos'c. (a/ﬂ“) (4)

7ie @ — po3Mip YacTKH; A — TOBKMHA XBUIII BULIpOMiHIOBaHHS; Ny — pO3moiii po3ciroBalbHHUX Yac-
-3\, .. . .
Tok (cM™); Q posc.~ KOCDILIIEHT PO3CIAHHS (SIK MIPABHIIO, TOPIBHIOE ~2).

[TepeBaskHUI BKJIAJ y pO3CIIOBaHHS BHOCSTH KPArjii BOAM B MOBITPi. 3 MPAKTUYHOI TOUKH 30pY
IiJT 9ac JIOMLY 1 JIETKOTO CHITY BIUIMB Ha ONTHYHHUIA CUTHA HE JYXKE€ BEIUKHUM 1 3piJKa MEePEBUIILYE
sracanHs 3 n1b/km [34]. KoedilieHT po3citoBaHHS 3HAUYHO 3pOCTA€E, KOJIMU PO3MIp Kparlesb CTa€ CIiB-
CTaBHUM 3 JIOBKMHOIO XBWJII, SIK y BUNAJKYy TyMaHy. EKCliepuMeHTaIbHO BCTAHOBJIIEHO, IO came
TyMaH € JJOMIHAHTHUM YMHHUKOM 3TacaHHS ONTUYHOTO CUTHANY, 10 MOXe CTaHOBUTU 10 90 %
BTpaT Ha BifcTaHsaX Bxke 5S0M. BIUMB 11b0T0 YMHHWKA MaiKe HE 3aJICKUTHh BIJl JOBXKWUHU XBUJI B
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ommwkHii [Y-o6nacti ciekTpy. [HIIMM YMHHUKOM, 3aJIeKHUM BiJ JTOBXHMHU XBWII 31 3HAYHO MEH-
IITUM BIUTMBOM, € PO3CISTHHS Ha YyacTkax cMory [35]. 3 orsiay Ha 11e, B MICISX 3 YACTUMU OITaJIaMH 1
TyMaHaMH MOKe OyTH TOUUIFHUM BIPOBAKEHHS CHCTEM, SIKi (YHKIIOHYIOTh y BUAUMOMY Jiana-
30HI.

3. Bnaue mypoynenmuocmi.

B sicauit nenp, konu edekTy MOrJIMHAHHS 1 PO3CIIOBaHHS MaiKe HE MalOTh BIUIMBY Ha ONTHY-
HUW CUTHAJ, MPUCYTHIN IHITUH BaroMUil YMHHUK — 3TaCaHHs ONTHYHOT'O CUTHANY BHACITIIOK TYp-
OYJIEHTHOCT1 ONTUYHUX Mac. HeoqHOpIAHOCTI TeMnepaTypu 1 TUCKY Y3A0BXK ONTUYHOI TpacH, IO
BUKJIMKAHI HarpiBOM BiJl COHSYHOTO CBiTJIa 1 BITPOM, BIUTMBAIOTh HA MOKAa3HUK 3anomuieHHs. Lli
HEOAHOPITHOCTI (TYpOYyJEHTHOCTI) BUKJIMKAIOTh BUIAIKOBI (IyKTyalii aMIuiiTyam i Ga3u onTud-
HOro curHaiy. Lle Moke CyTTeBO BIIMBATH Ha POOOTY CHCTEM IepeqaBaHHs JaHUX 3 BIIKPUTUMHU
ONTUYHUMH Tpacamu, OCOOJIIMBO Ha BEJIIMKUX BIJCTAHSIX MepelaBaHHS.

OpHak cepell WX BHJIB CIIOTBOPEHBb BIIACHE CIIOTBOPCHHSI iIHTEHCHBHOCTI € HAWOUIBII 3HAY-
HUM. BOHO BiloMe SIK CHUMHTHIALINHUEN BIUIMB. BrimuB arMocdepHoi TypOyJEeHTHOCTI CTae Hak-
OLITBIII TTOKA30BUM OIiB/HI 200 OMiBHOYI Yepe3 MaKCUMAaNbHY Pi3HUII0 TEMIIEpPaTyp, CTBOPIOBAHY B
el yac, xoua epekT TypOYIeHTHOCTI MOTIPIIYE SIKICTh ONTHYHOTO CUTHAITY MPOTITOM YChOTO JTHS.
Brpara armocdepHoi TypOyIeHTHOCTI, BUKIIMKaHA CIIMHTUIIALIEIO, 3TiaHO 3 [32]:

p(L)=2x,/23,17xk"OxxCZ x 11¥8 05, 5)

. . L R2 o
ac K — xBUIBOBE qHucCJio, L- JOB)XHHA OIITUYHO1 TPpaCH, Cn — CTPYKTYpPHHHU MNApaMETP 3aJIOMJICHHA.

CTpyKTypHHI TTapaMeTp 3aJIOMJICHHSI € JIOCHTh CKJIAJHUM TIOKa3HHKOM, SKHH 3aJICKUTh Bill
reorpadiyHOro MiCIIe3HAXOPKECHHS, BUCOTH HAJ PIBHEM MOPS, 4acy JIHS 1 B CEPEIHBOMY CTAHOBUTH
10710 M2 [36].

3araioM BpaxyBaHHsS TypOYJICHTHOCTEH Ha NepeaBaHHsI ONTHYHOI'O CUTHATY 1 MOJICIFOBAHHS
I[LOTO TIPOIIECY € OBOJI CKJIQJHOIO 1 HETPUBIAILHOK 337a4eio. BibIl eTaIbHO 03HAMOMUTHUCH 3
I[I€F0 TEMATHKOI MOKHA B poboTax [37 — 39].

Crij TakoX BIIMITHTH JOCTiKEHHSI BILTUBY (DOPMU ITyYKa Ha SKICTh TIepelaBaHHs CUTHAITY 32
YMOB TypOyneHTHocTi. BcTtaHoBieHO, 1110 A1 3HAYHMX BiJICTaHEN MepenaBaHHs JaHuX 100pe cebe
PEKOMEH/Iy€ KUIBLIEBUHN PO3IMOALI, BOJHOYAC, 33 MAIMX BIJCTaHEH HalKpaiia poboTa crocTepira-
€ThCS ISl KOCHHYCOIJaIbHO-TayCiBCBKOT0 po3moiny inteHcuBHOCTI [40, 41].

Metoau MOKPAIICHHA XaPaAKTCPUCTUK ONITUIHHX CUCTEM IIEPECIaBaHHA JaHUX

Haii6inpmioro mpoGieMoro mij yac peanizalii nepeaaBaHHs JaHUX BiIKPUTOIO ONTHYHOIO Tpa-
COI0 € 3racaHHsl CUTHAJly BHACIIJJOK aTMOC(EepHUX TypOyseHILii. Y TemnepilHiil 4ac iCHye HHU3Ka
METOJMK, SIKI 3aCTOCOBYIOTHCS JUIsl KOMIIEHcallil boro YnHHuKa. Cepesl HUX, HacaMmIiepe., MOKHa
BUJUIMTH MPOCTOPOBE PO3JAUICHHS, PO3AUICHHS NepelaBaHHs CUTHAIIB, BUKOPUCTAHHS CUCTEM 3
JeKiIbKOMa BUXOJaMH/BXOJIaMH.

[TpocTopoBe po3aiIeHHS MOKE€ OyTH BIIPOBA/KEHE LUISIXOM BUKOPUCTAHHS AEKUIbKOX niad-
parm mpuiiMada, BUKOPUCTaHHS JEKUJIBKOX MPOMEHIB JJIs MEepeaBaHHs CUTHATY, a00 MO€IHAHHS
000X METOIB.

Haiinpocrime pimeHHs A7 MiHIMi3alii BIUIMBY TypOYJIEHTHOTO 3racaHHs — BHKOPHCTaHHS
BEJMKOI aiadyparmMu mpuiiManbHOi onTHKHU. L{eif MeTos Ha3WBAEThCS aepTypHUM YCEpEeIHEHHSIM,
BiH € e(EeKTUBHUM, SKIIO AiadparmMa NpUMaIbHOI ONTUKU € OLIBIIOI0 32 KOPENSALIHHY AOBKHHY

3racaHHﬂ\/H ,qe A 1 L — nomxuHa XBHJI 1 JIOBKHHA ONITHYHOI Tpacu [42]. MeTon ycepeHeHHs
3a amnepTypor0 JOCHTh A00pe BUBYEHHMM 1 IIMPOKO 3aCTOCOBYETHCSA Yy CHCTEMax i3 BIIKPUTUMHU
ONTUYHUMH Tpacamu. BiH Moka3zye 3HauHe 3HIMKEHHS PiBHS BIUIMBY CHHIIWJIALIT NMPH CEPeAHiX i
BEJIMKUX JIOBKMHAX ONTUYHUX Tpac. Takok 3HMKEHHsI 3racaHHs MOXe OyTH TOCSTHYTO MPHU BHKO-
pHUCTaHHI JIeKiIbKoX Mainux jaiapparm. KoxkHa npuitmanbHa fgiagparmMa MatuMe MEHIIE arnepTypHe
yCepeaHEeHHs], ajie TIO€HAHUM CUTHAJI 3 IEKUIbKOX JAiadparM MaTuMe JesiKuil CTyIeHb POCTOPOBO-
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IO PO3JIJICHHS. 3arajoM CHCTEMH 3 JEKUIbKOMa JAiadparMamMu MOKa3yloTh 3HAYHO JIIMIII pe3yabTa-
TH POOOTH, HIXK 3 OJHIEIO, IPU OJTHAKOBOMY e(heKTHBHOMY po3Mmipi miadpparmu. CucteMu 3 OJIHIEIO
BEJIMKOIO TiadparmMoro HaOynu OUTBIIOTO PO3MOBCIOHKEHHS BHACIIIOK MPOCTOTH peanisaiii, BoJ-
HOYac, CUCTEMH 3 JCKIJIbKOMa BUKOPHUCTOBYIOTHCS B YMOBAaX 3HAUHUX TypOyJIEHTHOCTEH MOBITPS.
[Ile onHUM HEAOIIKOM CHUCTEM 3 JIeKiJIbKOMa JiadparMaMu € HEOOXiAHICTh BUKOPUCTaHHS (OTOI-
0J1a 3 BEJIMKOI0 aKTUBHOIO 00JIACTIO 1 OB’ sI3aHy 3 MM MOHMKEHY MIBUAKICTh MepeAaBaHHs TaHUX.

[TpocTtimmm MeToIOM peaitizaiii po3AiJIeHHsI CUTHATY € TPUBIaJbHA MEepeaaya OJHOTO i TOro
CUTHaJIy JEeKIJIbKOMa OKpeMUMHU ImpoMeHsMU. Lleit MeTon Takox moka3ye JOCUTh HEmoraHny edex-
TUBHICTb 1 JI03BOJISIE, HAIIPUKJIAJ, 32 THIIOBUX YMOB, OTPUMATH IiABUIICHHS PIBHS CUTHA/IITYM ITi]T
yac BUKOPHUCTAHHS JABOX 1 TPbOX MPOMEHIB Ha 5 1 7,5 nb mopiBHAHO 3 cucTemMami, 0 BUKOPUCTO-
BYIOTh JIMIIIE OJUH TpoMiHb [43]. Takok MOKIMBE 3aCTOCYBaHHS JCKUTBKOX JKEPENl BUIIPOMIHIO-
BaHHS, 1110 NPALIOIOTh HA PI3HUX TOBXHHAX XBUIIb.

OxpiM METOZIB pO3AUICHHS, €PEeKT BILIUBY TYpOYJIEHTHOCTI MOKe OyTH MiHIMiI30BaHUH 3 BU-
KOPUCTaHHSM aJanTUBHOI onTUKU [44]. Lleli MeTo BKIIFOYa€ BUKOPUCTAHHS CEHCOPIB XBUIHOBOTO
dpoHTy 1 nepopmMoBaHHUX I3EpKaN IS KOMIEHCAIl BIUTMBY TypOyiaeHTHocTel. Crif Bi3HAYHTH,
10 BUKOPUCTAHHS IIbOTO METOJY Ha ChOTOJHI JOCUThH yCKJIaJHEHE, a €(EeKTHUBHE 3aCTOCYBAHHS
MOJKJIMBE Ha HEBEJIMKHUX ONTHYHHUX Tpacax.

BucnoBku

Po3pobiieHHst 1 BIPOBaPKEHHSI HOBITHIX CHCTEM ONTHYHOTO TepeIaBaHHs JTaHUX BIAKPUTHMH
TpacaMH € JIOCUTh CKJIaJIHOIO 1 HeTpUBIaNbHOIO 3ajaueto. [IpoTe BIpoBakeHHs TaKUX CHCTEM BiJ-
KpHUBA€ IIUPOKI MEPCIEKTUBU Ui MOOYIOBH iHPOPMALIHHUX MEPEX HACTYIHOTO IMOKOJIHHS, IO
3aJIOBOJIBHATUMYTh IIHPOKE KOJO CyYaCHHUX TeJIeKOMYHIKaliiiHuX norpe6. OnTu4HI TeXHOIOri B
MaiiOyTHbOMY 3MOXKYTh 3aMIHUTH JEAKI TEXHOJIOTii 6€3pOTOBOTO NepeaBaHHs JaHUX, 1, B JESIKHX
BUIIQ/IKaX, CTaTH iXHIM JONMOBHEHHsM. Ha TenepiiiHiii 4ac HMIMPOKO 3aCTOCOBYIOTHCSI CUCTEMH 3
MIBUAKOCTSMH TiepenaBanHs nanux moHan 10 I'6it/c, 1 HasiBHA TEHICHIIS 10 IXHBOTO 30UTBIIICHHS.
IlepeBarn ONTHYHOrO KaHAJIy MOXKYThb TAaKOX JaTH CHJIBHUI HOLITOBX JAJsl PO3rOPTaHHS BHUCOKO-
MIBUAKICHUX Mepex y Micisax ae BOJI3 1 Ge3mpoBigHi Mepexi pamiosB’si3Ky MO0y ryBaT mpooJie-
MaTU4HO. [HIMI nepcreKTUBHUI HANPSMOK PO3IIMPEHHS KaHANIB IepelaBaHHs JaHUX MIX CyIyT-
HUKaMH B KOCMOCI 1 MpUHMAIBHOIO amapaTyporo Ha 3emiii. TakoX XapaKTepHOI0 OCOOJIMBICTIO €
BIJICYTHICTh 1HTepdepeHuii MK 1HQOpPMaLifHUMM KaHajlaMM, L0 NpUTAMaHHA pazio3B’s3KY.
TakuM YMHOM, BIIPOBAPKEHHS TAKUX CHUCTEM € MEPCIIEKTUBHUM JUIS MOOYIOBH JIOKATHHUX MEPEK
BHCOKOI IIIJIBHOCTI, @ TAKOXK 3a0€3MeueHHs NepelaBaHHs JaHUX MK TPAHCTIOPTHUMHM 3ac00aMH.

Jnist cucteM i3 BIIKPUTUMH ONTHUYHUMHU TpacamMy OOMEXyBaJlbHUM YHHHUKOM, HacaMIepes, €
BIUIMB TYpOYJEHTHHUX IOTOKIB IOBITPS Ha PO3MOBCIOKEHHS ONTHYHOro curHainy. Ha manuit
MOMEHT BEJlyThCSl aKTUBHI POOOTHU 3 BUBUEHHS, MOJIEIIOBAHHS Ta pO3pOOJICHHS METO/11B MiHIMI3allli
11poro YMHHUKA. TyT Tpeba BiAMITUTH POOOTH I1110JI0 BUBYEHHS (POPMHU MydKa 1 JOCUTH YCHIIIHUX
METOJHMK MPOCTOPOBOTO PO3/IJICHHS, BUKOPUCTAHHS OaraTOKaHAJIbHUX CHUCTEM 1 METOJIIB aJlallTUB-
HOI ONTHUKHU.
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O.J. MEHAHJIO, kano. mexn. nayk, O.B. TPUT'OP’€BA
AHAJII3 ITYMOBUX KOMIIOHEHTIB JIOAHUX ABTOI'EHEPATOPIB HBY

Beryn

OcrtaHHIM YacoM Ipu MPOEKTyBaHHI aBToreHepaTopis HBY minBummBces iHTEpEC 10 BUKOPHUC-
TaHHS JIOMAIB 3 TaK 3BaHUM HeEraTuBHUM omopoM. Cepen HaHOUTBII PO3NOBCIOPKEHUX JIOTHUX
TeHEepPaTOPIB € TaKi, K TCHePaTOPH Ha TYHEJBHUX JI10/1aX, TCHepaTopH Ha jJioAax ['aHHa Ta JaBUHO-
NPONITHUX Aiozax, mo mnpamooTs B pexxumax IMPATT abo TRAPATT. Llum aBToreHeparopam
BJIACTUBUH MEBHUH piBeHb MapasuTHUX (uykryamiid. OcoOnauBO el HEIOIK NMPUCYTHIH y TeHepa-
TOpax Ha JJABUHO-TIPOJITHUX Al0JaX.

PobGora mpucssueHa Sk TEOPETMYHOMY, TaK 1 MPAKTUYHOMY JOCII/DKEHHIO (DIyKTyallliHUX
KOMITOHEHTIB JII0HUX aBTOreHeparopis. IIpoBeaeHi AOCTIIKEHHS CBITYATh PO Y3rOJKEHICTh T€O-
PETUYHHUX BUCHOBKIB 3 MPAKTUYHUMU pe3yJIbTaTaMU. BUCHOBKH, 110 BUTIKAIOTh 3 MPOBIIHUX JOC-
JKEeHb, MOXYTh OyTHM BUKOPUCTaHI NPHU MPOEKTYBAaHHI JlogHuX reHeparopis HBY 3 3aganumu
GbIayKTyariiHUMU XapaKTEPUCTHKAMU.

Mexanizm popmyBaHHs PIyKTyaniiiHUX KOMIIOHEHTIB 1i0/IHUX aBTOreHepPaTopiB

lymoBi ¢uykTyanii qiogHux aBroreneparopis HBYU B ocHOBHOMY CKIaaloThCs 3 JBOX KOM-
MOHEHTIB: (IyKTyalii OCHOBHOI YacTOTH (BHCOKOYACTOTHHH IIyMm) 1 QuIyKTyamii, o0 3yMOBJIEHI
HU3bKOYACTOTHOIO MOJIYJIALI€I0 (HU3bKOYACTOTHUI 1IIyM).

3 METOI0 TEOPETUYHOr0 aHali3y BIUIMBY HH3bKOYACTOTHMX Ta BHCOKOYACTOTHHUX JDKEpPEes
IIYMOBUX (UIYKTyaliil po3risiHeMO MOJEeNb, JI0JHOI0 aBTOT€HepaTopa, ska BpaxoBye OOHBI IIi
nryMoBi KoMroHeHTH. OfHa 3 TaKUX MOXKJIMBHX MOJIeJIel HaBelIeHa Ha puc. 1.
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Puc. 1. Cxema Mozeni aBToreHeparopa 3 ypaxyBaHHIM
HOTO0 IIyMOBUX (DITYKTyaI[iifHIX KOMITOHEHTIB

Ha exBiBanienTHiit cxeMi (puc. 1) reHepatop Hampyru e(?) mpe3eHTye BUCOKOYACTOTHY, (DIyk-
TyauiiHy KOMIIOHEHTY HIyMY 1 I €IHY€ThCs MOCTIIOBHO 3 KOMIUIEKCHUM OMOpOM Jiofa Zp. Mo-
OyISLIAHUHR 1IyM, 10 BUHUKAE B pe3yJsbTaTi GIyKTyaliil nocriinoro crpymy 61, moxe Oytu mpen-
cTaBleHHi reHeparopoM Hampyru U(t), miAKIIOYEHUM MOCIHIJOBHO 0 JIaHIIOra *KHUBJIeHHs. Take
NIPEJCTaBICHHS TI'eHepaTropa J03BOJISE€ PO3AUIBHO BpaxoByBaTH (hayKTyamii, IO MOPOIXKEHi, SK
GuyKTyalisiMu CTpyMy JKepena >KUBJICHHS, TaK 1 BUCOKOYACTOTHUMH (DIyKTyalisMH, JHKEpeIoM
AKMX € (PI3UYHI MPOLECH B HaMIBIPOBIIHUKY niofga. PiabTp, M0 CKIagaeTbes 3 eMHOCTI Cir Ta
1HAYKTUBHOCTI Lis CITy>KUTH JUIS PO3JIUTY BUCOKOYACTOTHOI Ta HU3bKOYACTOTHOI YaCTHH TeHepaTopa.
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KommiekcHuii omnip Zks, B CBOIO Uepry, Npe3eHTYe BXiTHHUH OIMip JpKepena KHUBJICHHsS aBTOTreHepa-
topa. Jlanmror Cur Ta Z¢ MOJENIOE €IEMEHTU PO3JUTy HaBAHTAKCHHS Ta KOJIMBAIBHOI CUCTEMH i
KOMIUIEKCHE HaBaHTa)KEHHS J110THOTO TeHepaTopa.

VY Bunaaky oOMexxeHUX (IyKTyalliif, BUCOKOYacTOTHA Hampyra e(t), o npeacrasisie co0oro
BHCOKOYACTOTHY (PIIYKTYyalliifHy KOMIIOHEHTY IIyMy, MOXKe OyTH BH3HAYCHA K

e(t) = Re [n(t) exp jwt] =Re {[ec(t) + jes (V)] exp joot },

1e ec(t) Ta es (t) — cuHycoinanbHi Ta KOCHHYCOINaIbHI KOMIIOHEHTH IIyMOBOT (QyHKIIT n(t).

3a3HaYMMO, 1[0 KOMITOHEHTH €¢(t) Ta €s(t) ABIAI0ThCS (QYHKIIISIMU, IO BiIHOCHO MOBLIHHO 3Mi-
HIOIOTBCS T XapaKTePU3YIOTHCS BIIOBITHUMHU CHEKTPAMHU Sco( W ) Ta Sgs (W ).

Monymnsimiiiai paykryamii, B CBOIO 4epry, MOXyTh OyTH ommcaHi (IIyKTyali€r MOCTIHHOTO
cTpyMy Oi(t), 1110 BIAMOBIAAE TIEBHOMY CIIEKTPY MOTY>XHOCTI St (( ® ).

MexaHi3M (opMyBaHHS (PIyKTyaliiHUX KOMIOHEHTIB JI10JIHOTO aBTOT€HepaTopa MOXHa Ipoi-
JIIOCTPYBATH HACTYITHUM YMHOM (pHC. 2).

et — e S5A/t/

511t/

e /il * Swit!

Puc. 2. Cxema MexaHi3mMy ¢hopMyBaHHs (IyKTyaliHHUX KOMIIOHEHTIB aBTOreHepaTopa

3riIHO 3 TAKUM MEXaHI3MOM KOCHHYCOiJabHa KOMIIOHEHTa (IYKTYaIliiHOTO IIIyMY BUKIIHUKAE
(bayKTyario aMIuIiTyId, a 1€ TPU3BOIUTh, 3aBISIKH HEIIHIMHOCTI CHCTEMH, A0 HACTYIHOTO BiJIXU-
JICHHS YaCTOTH; B TOW Yac, sIK CHHYCOIIaJbHAa KOMIOHEHTa (DIYKTYaIliiHOrO IIyMYy BUKJIHKAE KOJIH-
BaHHS YaCTOTH, 1[0, B CBOIO Yepry, MPU3BOIUTH J0 KOJIMBAHHS aMILTITYIH Yepe3 eIeMEHTH I'eHepa-
TOpa, SIKI 3aJIe)KaTh BiJl YaCTOTH.

TakuM YUHOM, MOIYJISALIIMHAN IITYM MOXe O€3M0CepeIHbO CIIPUYUHATA KOMIIOHCHTH IIyMY, SIK
aMILTITYyTHO MOYJIbOBaHI, TaK 1 4aCTOTO MOIYJILOBaHI.

ExcnepumenTtanbHe g0cailKeHHs GIyKTyallilHUX KOMIIOHEHTIB aBTOreHepaTopiB

JI71s1 eKCTIepUMEHTAIBHOTO AOCTIDKEHHS (UIYKTyallliHIX KOMIIOHEHTIB OyJ10 BUOpaHO reHepa-
TOp Ha JIABUHO-TIPOJIITHOMY JIi0JIi SIK MIPUKJIAJL JI0OJHOTO aBTOICHEPaTopa, 0 MAa€ JOCUTh BEIUKUN
piBeHp BiacHuX InyMiB. Ha puc. 3 1 4 mpexacraBieHi pe3yiabTaTd IOOCTIIKEHb aMILTITYIHO-
MOJIyJTbOBAaHUX Ta YaCTOTO-MOJYJhOBAHUX IIIYMOBHUX KOMIIOHCHTIB aBTOI€HEpaTropa Ha JIABHHO-
MPOJITHOMY /1101 B 3aJIKHOCTI BiJl JOOPOTHOCTI 100 KOJUBAIBHOI CUCTEMH.

3BepTae Ha cebe yBary, sK 1 cii OyJio nependaynTy 3a pe3yabTaTaMi TEOPETUYHOrO aHaji3y,
EKCMIOHEHIIIMHMI XapakTep LUX 3aJIeKHOCTEH, 110 € mpupoaHbo. [To Mipi HaONMKEHHS A0 HECydoi
4acTOTH aMIUTITya KOJMBaHb MOBUHHA 301IbIIYBaTHUCA, a 110 Mipi BiJIaJeHHs BiJ HECYYOi YaCTOTH
piBeHb QIIYKTyal[iiiHUX KOMIOHEHTIB 3MEHILY€EThCS Ta JICIIO0 CTa0II3yEThCA.
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Puc. 3. Pe3ynbraTul 10CiiIKEHD aMILTITYJTHO-MO/TyJIbOBAaHUX IIIYMOBHUX KOMIIOHECHTIB aBTOIeHEpaTopa
B 3JICKHOCTI BiJl JOOPOTHOCTI HOT0 KOJIMBAJIBLHOI CUCTEMU

30
8FexelHz] M B =904z
25

% .
- WMM':W"AW’WWWW‘“W% o R T I O N

v

Q=650

/5 % —_— —_—
.\!',;wulh

T e S ST T T I

qu...“ Lo res

i by A g oyt uasssmpuscg | s uneathas T Aonc g,

10

o FmikHz]
01 02 03 04 or 1 2 3 4 7 0 20 30 4o 70 (00

Puc. 4. Pe3ynbTarti T0CiiKEHb 4aCTOTO-MOTYTLOBAHUX IITyMOBHUX KOMITOHEHTIB
aBTOTEHEpaTOpa B 3AJICKHOCTI BiJ TOOPOTHOCTI 1OTO KOJUBATEHOT CHCTEMH

ExcniepuMeHTaNIbHI TaHHI CBITYaTh MPO Te€, M0 JOOPOTHICTh KOJUBAJIBHOI CUCTEMHU T'€HEpaTo-
pa Oulbllie BIUIMBAE HA YaCTOTO-MOJYJbOBaHY IIYMOBY KOMIIOHCHTY HDK Ha aMIUTITYIHO-
MOJIyJIbOBaHY KOMITOHCHTY.

PesynbraTy TOCHiIKEHD CBITYaTh, TAKOXK, 110 YaCTOTO-MOYJIbOBAHI IIyMOBI KOMIIOHEHTH TIPU
NEBHIN BEJIMYMHI CTPYMY JKUBJICHHS JIOCATAlOTh CBOro MiHimymy. Lleli ¢akt meMoHCTpye KpuBa,
300pakeHa Ha puc. 5. J{s aBToreHepaTopa, o J0CHiPKYBaBCs, IIed MiHIMYM 3HaXOJMBCS B Jliara-
30H1 Big 90 MA 10 95 MA.

VY Tol e 4ac, 3aJeXKHICTh aMIUTITYyA0-MOAYJIbOBAaHUX KOMIIOHEHTIB IIyMYy BiJl HOCTiI{HOTO

CTPYMY KHUBJICHHA 3HAYHO cna6ma, 1o ga€ MO)KJ'II/IBiCTL, IIpu MoAAJIbIIOMY aHaJ'Ii3i, HCIO 3HCXTYBA-
TH.
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Puc. 5. 3aieKHICTh 4aCTOTO-MOIyJILOBAHHUX IIIyMOBHX KOMITOHECHTIB
BiJl CTPYMY >KUBJICHHS aBTOTE€HEpaTopa

B sxocti mpukiagy Ha puc. 6 HaBEIEHO BHJ TUIOBUX CIHEKTPIB YacTOTO-MOJYJIbOBAHUX

KOMITOHEHTIB aBTOr€HepaTopa Ha JIaBHHO-poiiTHOMY aioai ¢ipmu Hewlett Packard, 3poGnenuii
3 eKpaHa aHaJli3aTopa CIEKTpY.
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Puc. 6. Buz excriepuMeHTaIbHOI0 YaCTOTO-MO/IYIOBAHOTO CIEKTPY KOMITOHEHTIB
reHepaTopa Ha JIABHHO-TIPOJIITHOMY IO

Sk cBimyaTh JaHi, IpeaCTaBleHI Ha puc. 6, B qiana3oni yactoT Bin 1 1o 21 k[’ dmykryartiiiai
BIJIXHJICHHS YaCTOTH HOCATH PIBHOMIPHHUM XapakTep Ta 3HaXOAThcs B Mexkax Bia 0 go 20 I,

BucHoBku

Pesynprary npoBe1eHOr0 TEOPETHYHOIO Ta MPAKTUYHOTO aHaNi3y CBiYaTh MPO HACTYIIHE:

— cepell (hIyKTyaliifHUX KOMIIOHEHTIB JIIOJHUX aBTOTE€HEPATOPiB AOIIBHO BUILISATH HU3BKO-
YaCTOTHI Ta BUCOKOYACTOTHI KOMIIOHEHTH — MOIYJIALIIMHI Ta (IIyKTyaliiHi;

— y pa3l HEBEIMKHMX BIIXWJEHb BiJ] HECy4oi, MOIYJIALINHI (QIyKTyalii, Ipu BIANOBIAHOMY
BX1IHOMY OIIOpi JKepesa >KUBJIEHHS, MO)KHA 3pOOUTH TIOCUTh MAJIUMU;

— BUCOKOYACTOTHI (pIyKTyalil BU3HAYarOThCA TPhOMa OCHOBHMMHU IapameTpamu: Oesnocepen-
HBO, (UIYKTyallis MU CTPyMY Jli0Ja, HEJNIHIHHICTIO aKTUBHOI Ta MAacHBHOI YaCTHH JIABUHHOTO 110/,
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YaCTOTHOIO 3aJIEKHICTIO HaBaHTaKEHHA. BpaxoBylouu i Tpu mapameTpH, MOXKHA 3BECTH (PIyKTya-
1ii 10 MiHIMyMY, a00 BiJIIOBIJTHUM YMHOM BIUIMBATH Ha HHX;

— B 3araJlbHOMYy BUIMAJKy YacTOTO-MOIYJIbOBAaHHWH IIyM TeHeparopa Ha JIABUHO-TPOJITHOMY
Jiozi OUTBIT 3HAYHUN HIK aMIUTITYJHO MOAYIbOBAaHUH LIyM.
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METO/JI JEKOJYBAHHS OCJIJOBHUX AJITEBPATYHNX KACKATHHUX
3rOPTKOBHUX KOAIB AJIs1 CUCTEM MOBUJIBHOT O 3B’ A3KY

Beryn

Po3BUTOK TeXHOJOTIH pa/iio3B’si3Ky T03BOJISIE BIIPOBAKYBATH HOBITHI €JIEKTPOHHI KOMYHIiKa-
IifHI TOCITyTH, 1[0 BUCYBAIOTh KOPCTKI BUMOTH JI0 SIKOCTI IepeaBanHs JaHux. Hanpukinan, pasio-
TEXHOJIOTIi IT’ATOTO TOKOJIIHHS 3aCTOCOBYIOTBCS Y TAKMX CLEHAPIAX: PO3MIMPEHUA MOOUIBHUHN 1Iu-
POKOCMYTOBHI JIOCTYII, HAJ3BUYAHHO HAIHHI KOMYHIKAIlli 3 HU3bKOIO 3aTPUMKOI0 0OpOOKHU JTaHUX,
MacHBHI KOMYHIKalii MallMHHOTO THUIy. B pamKax po3MHPEeHOro MOOUTFHOTO HIMPOKOCMYTOBOTO
JOCTYIy KOPHCTYBaui OTPUMYIOTh MTOCIYTH BIpTYyalIbHOI Ta JOMOBHEHOI PEabHOCTI, MYJIbTUME i i~
HUW KOHTEHT, 10 BUMArae 3Ha4yHOI MIBUAKOCTI OOpOOKH JaHWX Ta IiJABHIIEHOI MPOITYCKHOI CIpO-
MOKHOCTI MOOUTBHOT Mepexi. [l HalaHHS EeNEeKTPOHHHUX TMOCIYT, KPUTHYHHX 10 3aTPUMKH Ta
JOCTOBIPHOCTI JIaHUX, 3aCTOCOBYIOTHCSI TPAHMYHI OOYMCIICHHS, JIOTIYHI CETMEHTH MEpexi, MOoKpa-
1ieHi Mmetoau 06poOku iHdopmaii. [Tocayru MixkMamMHHOT B3a€EMOJIT Ta BIPOBAXKEHHS [HTepHe-
Ty pedeil 00yMOBIIIOIOTH 3aCTOCYBaHHS €HEproe()eKTUBHOTO MEpPEXKEBOT0 Ta KiHIIEBOTO 00Ia HaH-
HS 3 HU3BKOIO OOYMCITIOBAJIBHOI CKIAJHICTIO Ta MiATPUMKOIO MEXaHi3MiB BUCOKOHAIHHOTO HU3b-
KOILIBUJIKICHOTO TepeaaBanHs nanux [1-3].

Jlyist BUpIIIEHHS [TUX 3aB/IaHb Y CYYaCHUX PATIOTEXHOJIOTIAX BUKOPUCTOBYIOTHCS 3aBaJOCTIHKI
KOJIOB1 KOHCTPYKIIii. 3aCTOCYBaHHS METO/IIB 3aBaIOCTIMKOTO KOJXYBaHHS J03BOJISIE TIOKPAITUTH TaKi
KIIFOYOB1 MTOKA3HUKH MEPeX MOOLTBLHOTO 3B’SI3KY: HAIINMHICTh, IPOAYKTUBHICTD, 3aTPUMKA, IOKPHUT-
TS, CIIEKTpaJIbHA €()EeKTUBHICTD, EHEPreTUYHA e(PeKTUBHICTh. 30KpEeMa, y PaJioTEXHOJIOTISIX HOBOTO
MOKOJIIHHA MIATPUMYIOTHCS KOAM 3 MaJlOK0 IIUIBHICTIO MEPEBIPOK HA MApHICTh y KaHallaX mepejaa-
BaHHS JaHUX Ta MOJSIPHI KOJAW Yy KaHanax ympasiinas [4, 5]. Bimomo, 1o kackaaHi K0JOBI KOHC-
TPYKIIi JO3BOJIAIOTH MIJBUIIUTU €(EKTUBHICTh Ta HAAIMHICTh MepeaBaHHs JIaHUX, TOMY aKTyallb-
HOIO 33Jauei0 € BIPOBA/DKEHHS JaHWX KOMIB Yy HOBITHI CHCTEMH MOOITBHOTO 3B’SI3KYy Ta TOMIYK
e(PEKTUBHUX METOJIIB JCKOJyBaHHSI.

Anainis l'lpI/IHlIl/Il'[iB HOﬁy}]OBPl Ta J€KOAYBAHHA KaCKaJIHUX KOAOBHUX KOHCprKHiﬁ

KackagHi k0/10Bi KOHCTPYKIIi ()OPMYIOTHCS LUIAXOM TMOEIHAHHS 32 PI3HUMH MPUHLIUIAMU
NEKITbKOX KOJIB. Y 3arajJbHOMY BUIQJKy MeTOH (OpMYyBaHHS KAacKaJHUX KOJIB € IIJABHILEHHS
KOPUT'YBAJIbHOT 3/1aTHOCTI KOJOBOI KOHCTPYKIIi Ta MOXIIUBICTb PETYIIOBaHHS €(EKTUBHOCTI JEKO-
JyBaHHS CKJIQJIOBUX KOJIiB [6].

Hanpuknan, TypOokoau, 10 3aCTOCOBYIOTBCS Y CHCTEMaxX MOOUIBHOTO 3B’A3KY TPETHOTO Ta
YEeTBEPTOro MOKOJIIHb, € MPUKIIAJA0M MapaAIEIbHO 3’ €HAHUX PEKYPCUBHUX 3TOPTKOBUX KOIB 13 3a-
CTOCYBaHHSM IepeMexyBaya. JloBri TypOo KOAM OCATal0Th MAaKCHUMyMY MPOITYCKHOI 3JJaTHOCTI
U IeAKUX MOJeNiell KaHaly 3B’SI3Ky Ta 3HAUHO NEpEeBEpIIYIOTh 3a €PEeKTUBHICTIO anreOpaiuHi
0s10k0Bi Ko [7]. TunoBe AeKkoIyBaHHS JaHUX KOJIB 3aCHOBAHO Ha MOLIYKY MaKCHMYyMY arocTepi-
OpHOi IMOBIPHOCTI HIISXOM ITEPaTUBHOTO OOMIHY M’SIKOIO 1H(OpMali€l0 MIXK JIBOMa CKJIaJ0BUMU
nexonepamu. KoxHa iTepanis 1ekoayBaHHS CKJIaaaeThes 3 1BoxX ¢a3. Ha mepiuiii ¢a3i BuU3HauaeTh-
csl 30BHILIHSA 1H(OpMallis Ha OCHOBI CHUTHaJly, NPUIHATOrO 3 KaHaiy 3B’s3Ky. Ha HacTynHii ¢a3si
NepeMEKOBaH1 €JIeMEHTH 30BHINIHBOT iHPOpMAaLlii BUKOPUCTOBYIOTHCS SIK alpiopHi IMOBIPHOCTI Ta
OO0YHCITIOETHCS 30BHILIHS 1HQOpMAIIiS Ha MO3ULIAX MEePEeBIPOYHUX CUMBOIIB JIPYroro KOAy y Mpu-
HHATIH mocaiioBHOCTI. TakuM YMHOM, IPYTUM JIEKOJEPOM 3HAXOTUTHCA PIIEHHS 110J0 iH(popMa-
LIHHUX CUMBOJIIB 3 BUKOPUCTAHHSM arocTepiopHUX iIMOBIpHOcTel. Ha HacTynmHHX iTepalisx AeKo-
JyBaHHs HepIIUN JeKoJIep BUKOPUCTOBYE iH(pOpMallil0, OTpUMaHy BiJ APYroro IeKOJIepy, y SKOCTI
anpiOpHUX IMOBIPHOCTEH ISl 3HAXOKEHHS BJIACHOIO pillleHHA. JIeKoIyBaHHS 3aBEpUIYETHCS MPU
JOCSITHEHHI MaKCHMAaIIbHOT KiTbKOCTI itepartii [8]. Cumix 3a3HaumTH, 110 BUOIp THITY IIepeMeKyBada
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3HA4YHO BIUIMBA€E Ha 3a0e3MeueHHs AeKopersinii iHpopmartii, SK0r0 0OMIHIOIOTHCS CKJIa0B1 IeKO/1e-
PH, Ta rapaHTYBaHHS IICEBIOBUIIAAKOCTI KOPOTKUX TypOo koiB [9].

3 iHmoro 00Ky, Cy4acHi TEXHOJIOTIi pa/io3B’si3Ky BUKOPHUCTOBYIOTH MOCHIIOBHI KacKaaHi KO-
JOBI KOHCTPYKIIil, CKIIAJOBUMH SKUX MOXYTh BUCTYIATH Koau pisuux kiaaciB [10]. dakrtuuno maxi
KOHCTPYKILIi ()OPMYIOTECS IUIIXOM JTOOYTKY OKPEMHUX KOMIB Ta JOJATKOBO MOXKYTh MICTUTH Tepe-
MexXyBau JUIsl 3a0e3neueHHs OLIbIIoil BUMaakoBocTi. [Ipukinanom gaHoro miaxony € KilacHyHa Kac-
KaJHa CXeMa, B sKiii Ha 30BHILIHIA CTymHeHi 3acTocoByeThcst kKo Pima—ConoMoHa, a BHYTpIIIHS
CTYIIEHb BUKOHAHA Ha OCHOBI HEPEKYPCUBHOI'O BUIIAJIKOBOI'O 3rOPTKOBOrO KoAy. /lekomyBanHs na-
HOT KOJIOBOT KOHCTPYKIIii 3IiCHIOETHCS MTOCIITOBHO HE3aJIC)KHUMHU TUTIOBUMH JICKOJACPaMHU ISl X
kogiB: nekoaep bepnekemna—Mecci — st koxy Pima—Conomona, nekonep BitepOi — st 3ropTko-
Boro koay [11]. Takum yuHOM, I€KOAYBaHHS IMOCIIOBHUX KaCKaHUX KOJOBUX KOHCTPYKIIIH MOX-
Ha pealli3yBaTu HE3aJIekKHO, 110 J03BOJISIE€ 3HU3UTH OOYHCIIOBAJIbHY CKJIaHICTh HOro peanizalii Ta
JIOBOJII JIETKO 3MIHIOBAaTH KOMIIOHEHTHI KOJAW. Y OLIBII 3aralbHOMY BHIIAJIKY, Y SIKOCTI CKJIaJJOBUX
KOJIIB MOXKYTh 3aCTOCOBYBATHCh 1JICHTUYHI OJIOKOBI Ko (anreOpaiydi OJIOKOBI KOAM, KOJU 3 Ma-
JIOKO LIUTBHICTIO TIEPEBIPOK HA MApPHICTh TOIO) a00 3rOPTKOBI KoM (anredpaiuHi, BUIIAIKOBI, HEpe-
KYPCHUBHI, peKypcuBHi Tomo). [Ipu nmpomy OaxkaHo, 11100 30BHIIIHIN KOJ MaB BEIMKY MiHIMAJIbHY
KOJIOBY BIJICTaHb JIJIi BUIIPABIICHHS MaKCUMAIBHOT KIJTBKOCTI MOMIJIOK y TIPUUHATINA TIOCITITOBHOC-
Ti. Jl1s nexomyBaHHS TakMX TMOCHIIOBHUX KAaCKaJIHUX KOJOBHX KOHCTPYKIIHM 3aCTOCOBYIOTHCS
pI3HOMaHITHI JIEKOIepH Ha OCHOBI OOYMCIIEHHS allOCTEPiOPHHUX IMOBIPHOCTEH, BpaXyBaHHS Ha/iii-
HOCTI MPUAHITHX CUMBOJIIB, anroputmy Yeiiza oo [12].

CunHre3 nMocjiI0BHUX aJredpaidyHMX KacKaJHHUX 3TOPTKOBUX KO/AiB

3a pe3ynbTaTaMHd IPOBEAECHOrO aHallizy Y poOOTi PO3MNIAJAEThCA MOXKIIUBICTh 3aCTOCYBaHHS
anreOpaiyHuX KacKaJHUX KOJIB y CHCTEMax MOOITHHOTO 3B’sI3Ky HOBOTO MOKOJiHHA. s moOymo-
BU IMIPOIMIOHYETHCS MOCTIIOBHA CXeMa, B K1l 30BHIIIHA CTYNEHb peali3yeThcsl Ha 0a3i HeBINKOBOTO
6mokoBoro koxy Pima—ComomoHa, BHYTpIIIHS CTyNE€Hb — 3 BHUKOPUCTAHHSM HEPEKYPCHBHOTO
anreOpaiyHOro 3ropTKOBOrO KOAy. MiXK JaHWMH CTYIEHSMH BHKOPHCTOBYEThCS OJIOKOBHII mepe-
MEXyBad.

Hengiitkosuit (N,K, D) kox Pina—Conomona nax monem GF(2™) nossosste Bumpasisiti 10
= — MMOMHJIOK Y CHMBOJAX, KOKEH 3 SIKUX MICTUTD T . Jlaunii xox Mae Taki
t=|D-1/2 y m o6it [10

napaMmeTpH: AOBXKuHA iHpopMaliitHoro nopizomienus K, moBxkuHa KomoBoro cioBa N, MiHIMa-
JabHa KomoBa Bigctanb D, mBuakicte kogy R=K/N. Omke, kox Pima—Conomona mae rapHi
MO>KJIUBOCTI JIJIsi BUNPABJICHHs TPYNoBUX MoMuiok. KpiMm Toro, naHi koau € 6JIOKOBUMH KOAaMH
MaKCUMaJbHOI JIOBXHHHM, TOOTO BOHM MalOTh HAHOUIbIIYy MIHIMaJIbHY KOJOBY B1JICTaHb
D=N-K+1 nmns 3amanux mapametrpiB N ta K. Lli Koam BiIHOCATBCS A0 KJacy IUKIIYHUX
KOJiB, 10 a03Bojisie 3amatu nesikuii HeniikoBuid (N,K, D) xon Piga—CosnomMoHa mopouKyBaiib-
HUM 0araTo4JieHOM

9(x) = (X—@)(X —a®)..(x—a?Y), (1)

1€ ¢ — NPUMITUBHHUNA €JEMEHT Yy MOJi GF(Zm) , 110 BU3HAYAETHCSI IPUMITUBHUM 0araToOwIeHOM
p(X) cremeni m.

[MopomkyBansuuii 6ararounen (1) mae (N —K) mociimoBHHX KOpeHIB o, a? s eees aN K , 1110
MO>KHA MIPEJICTAaBUTH Y IUKII4HIA HOpMi HACTYITHUM YHHOM:
N-K
9(¥) =go+grX+..+ON_kX " (2)
ne g; e GF(2™), i [0, N — K] — nensiiixoBuii cumson y moni GF (2™).
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Toni mopoKyBallbHA MATPUIIS JAHOTO KOAY JIOPiBHIOE

9 9 - Onv-xk 0 0 0
0 0 0
G- o % ON-K (3)
90 0. - ON-—K

V zaranpHOMY Bumaaky modymnosa (Ng,Kg,V) HepekypcHBHOTO anreOpaidHOro 3ropTKOBOTO
KOy 3IIHCHIOETbCS 3 BHUKOPHCTaHHSAM IOPOKYBAJIBHOTO OaraTowjeHy JEesKOro HEIBiHKOBOTO
O1okoBoro kofy. Jlauuit Ko Mae HacTyIHI nmapaMeTpu: AoBxkuHa iHGopmMauiitHoro kaapy Kg, 10B-
)KHHA KOJIOBOTO Kaapy Ng, JOBXKHMHA KOJOBOrO OOMEXEHHs V, KOJOBa IMIBHAKICTE Ry =Ky /Ng.

Bimomo, mo /i rapaHTyBaHHS MaKCUMaJIbHOT KOPETYBaJIbHOI 3TATHOCTI HEOOX1THO 3aCTOCOBYBATH
nopopKyBasibHUN OaratowieH (2) xony Pima—ComomoHa sik GJI0KOBOTO KOJY MaKCHMAIIbHOI JTOB-
xunn [13]. V pawiit po6oti aas hopmysanust (Ng,Kg, V) HepekypcHBHOTO anreGpaidHOro 3ropTKo-
BOT'O KOJIy Ta 30BHINIHBOTO Koay Pima—ComoMoHa BUKOPUCTOBYIOTHCS €KBIBAJICHTHI ITOPOJIXKYBaTh-
Hi Marpumi (3). [ng orpumanHs anreOpaiyHOTO 3rOPTKOBOTO KOy KiHIIEBOI JOBKHMHH 3aCTOCOBY-
€ThCSI YCIYEHHS KOJOBOI MOCIIIOBHOCTI. B pe3ynbpTaTi JaHOTO MiJIX0y Ha OCHOBI MHOXKEHHS 1H(O-
pMmaitiitHoro 610Ky noBXHHH K Ha MOpokyBaibHy MaTpuilio (3) hopMyeThCst KOIOBHUi OJI0K 10B-
KUHOIO0 N =KNy 3 ypaxyBaHHsM OCTaHHIX V iH(pOpMaIiiHuX OiTiB.

MeToj 1eKoyBaHHS MOCTiIOBHUX aJIredpaiyHUX KACKATHUX 3TOPTKOBUX KO/iB

Hexaii indopmariiss y cuctemi MOOUTHHOTO 3B’SI3KY MepefaeTbcs 4Yepe3 KaHal 3 aIuTUBHUM
o0inmuM raycoBum mymoMm (ABITII) i3 3acTtocyBanHsSM IBiHKOBOI (a3zoBoi Momyssmii. [TozHagmmo
iH(popMalliiiHe MOBIIOMJICHHS, 10 HAAXOAWTh Ha 30BHimHIN koxep, sk U =(Ug,Uy,...,.Ux_1) Ta
kozoBe cioBo koxy Pima—Comnomona sik C =(Cq,Cy,...,CN_1). BrokoBuii nepemexyBau 3acToco-
By€ /10 JaHOro kojoBoro Oioky mepectanoBky I1(C). Orpumana mepemexoBaHa MOCIIIOBHICTH
BUCTYMa€E iHGOpMaIiiHUM OJIOKOM 15 BHYTpitmHbOro koxepy U =I1(C), Ha ocHOBI sikoro ¢popmy-
€ThCsI KOJOBHIT GJIOK anreOpaiyHoro 3roprkoBoro koay ¢ =(cg,cp,...,cn_1)- Ilependayaerses, mo

N =k Ta GrokoBuil mepeMexyBau Mae n0BxuHYy K . Jani KOZOBHit OJIOK MEpETBOPIOETHCS Y (Pa3o-
MOJ1yJIbOBaHUM CUTHAJ Ta nepenaerhbes yepes kanai 3 ABI'II. Ha npuitmaneHiil cropoHi npuiiHATa

nocnioBHicTs I = (Iy, ..., [_1) HAIXOAUTH HA BHYTPIIIHIN JeKoaep, sKUil HOPMYe OLIiHKY KOI0-

Boro 6moky ¢’ =(cg,cf,...,Ch_1) aareOpaigHOro 3ropTKOBOro Koay. ITicisi bOro 3aCTOCOBYETHCS

3BOPOTHA MEPECTaHOBKA R':H_l(c’) st GOpMYBaHHs MPUAHITOTO BEKTOPY Ui 30BHILIHBOTO
JeKOZIepy Ta 3HaXOAMTHCs olinka kogoBoro cinoBa C'=(Cqp,Cq,...,C\_1) kxomy Piza—Cosnomony.
ITicist 1pOTO BH3HAYAETHCS BiamoBiaHe iHpopmariiiine mosigzomnenns U’ = (Ug,Uq,..,.Uk _1).

Jlns miaBUIIEHHS €(pEeKTUBHOCTI JEKOIYyBaHHSI NPUMHSATOI MOCIIJOBHOCTI 3 BUKOPHUCTAHHSAM
MOCTIIOBHUX airedpaiuHuX KacKaJHUX 3TOPTKOBUX KOJIB MPONOHYETHCS Ha BHYTPILIHIM CTYyINEHi
BUKOPHCTATH JIEKOJEP Ha OCHOBI BIIOPAJKOBAHMX CTAaTHCTHK, II0 Ma€ Psij IepeBar IMOPiBHIHO
3 anroput™MoM Bitep0i [14, 15]. Ha 30BHilIHIN CTymeHi 3aCTOCOBYETHCS anreOpaiuHuii 1eKoaep Ha
OoCHOBI anroput™My bepnexemma—Mecci. 3anporoOHOBAaHUHM TIIX11 CKJIaIa€ThCS 3 HACTYITHUX €TaIliB.

Eran 1. JlekonyBannst BuyTpinasoro koxay ((Ng,Kg, V) HepekypcusHOro anreGpaidHoro 3rop-

TKOBOT'O KO/Y) 32 BITOPSIKOBAHUMH CTaTHCTUKAMHU.
Kpox 1.1. 3naxomkenHs HaWOUIbII HaAIHHOTO 0a3ucy nuisixoMm (GopmyBaHHS MOAM(IKOBaA-
HUX IPUAHATOI MOCIHITOBHOCTI Ta MOPOIKYBAJIBHOT MaTPHILi, OLIIHKHA KOJIOBOTO OJIOKY BiJITIOBIJHO:

"=75(m(r)), G"=m(m(G)), c"=mp(m(c))="(chep), (4)
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Jie 7 — MEPECTaHOBKaA 32 3MCHIUCHHSM HaliiHoCTI enemeHTiB (|1 2] rj |, 1< J); mo — nmepecraHOB-
Ka [UTS rapaHTyBaHHsI JTiHIWHOT He3aexHocTi mepmmx K crosmmiB matpuri G'=71(G) y cucrema-

THYHI popMi; cg — HANOLIBIN HaMiliHKI Ga3uC; cp — MEpPEeBIpOYHA YACTHHA KOJOBOTO OJIOKY.
Kpoxk 1.2. BusHaueHHs HalOLIbIIT IMOBIPHOT TECTOBOI OI[IHKH KOJIOBOTO OJIOKY:

Ch = Ce mpumin(d,,(cg,c”)),

ne Cq — TeCTOBHIl KOJIOBHIT OJIOK, 1110 JopiBHIOE Cq = (C +€)G”; @ — TecTOBHii BEKTOp IMOMHMIIOK 3
Habopy BektopiB Baru Xeminra @; d,(Cs,C") — 3BakeHa Bara XeMiHra MiXk TECTOBHM KOJOBHM

OJIOKOM ¢ Ta HPHITHATOIO OL[IHKOI KOJOBOTO OJIOKY, OTPUMAHOKO 3riHO 3 (4):

-1
d,(Ce,C") =D |1 |,cg’i #Cj .
i=0

Kpox 1.3. ®opmyBaHHS OL[IHKH KOZOBOTO OJIOKY Cp = 771 l(irz_ 1(Cb") :

JIist iqBUIICHHS] IMOBIPHOCTI 3HAXOJDKCHHS BIpHOI OI[IHKM KOJOBOTO OJIOKY ayreOpaidHoro
3rOPTKOBOTO KOJy HEOOXiIHO 3017bIIyBaTH HaOip TECTOBUX BEKTOPIB ILISXOM BUKOPHUCTAHHS
OurpIIOl Baru XeMiHra @, 110 BU3HAYa€ CTEMiHb JICKOJYBaHHS 3a BIOPSJIKOBAHUMH CTaTUCTHKA-
miu [14]. Cnig 3a3HauWTH, MO L€ NPU3BOJUTH 10 3POCTAHHS OOYHMCIIOBAIBHOI CKIAJHOCTI Ta
3aTPUMKH JICKOTyBaHHSI.

ETtan 2. 3BOpoTHa nepecTaHOBKA OLIHKU KOJIOBOTO OJIOKY C, auredpaidHOro 3ropTKOBOTO KO-

ny y 6110K0BOMY IepemMeskyBadi R’ = H_l(cb) .
Ertan 3. Anre6opaiune nexoayBanus 30BHimHboro koay ((N,K, D) koxy Pina—Conomona).
Kp ok 3.1. BusHaueHHsI CHHIPOMY PUHHATOrO BeKTOpY R':

S(X) = SO + 81X+...+SN_K_1XN_K_1,

ne Sj e GF(2M), i €[0,N — K —1] — nensiiixosnit cumson y momi GF(27).
Kpoxk 3.2. ObuncneHHs KiI040BOro Bupasy Ha 6a3i anropurmy bepnexkemna—Mecci:

A(X)-S(x) = Q(x)(mod xNK),

ae A(X), deg(A(x)) <t — Garatowren nokatopy mommiok; Q(X), deg(QQ(x)) <t(N-K-t) —
OaraTto4JieH 3Ha4eHb MTOMUJIIOK.
Kpoxk 3.3. 3Hax0/KeHHS TO3HUIIIH MOMHJIOK IIISXOM 004KcaeHHs KopeHiB A(X) Ta oOuuc-

JICHHsI 3HaYCeHb MOMUIIOK Ha ocHOBI A(X) Ta Q(X) Ha 6a3i momryky Yens Ta npouenypu PopHi.

SKI10 KUIBKICTh CUMBOJIBHUX TOMWJIOK Y IPUHHATIN MOCIAOBHOCTI MeHIle t, naHui anredpa-
TYyHMI eKoaep 3JaTHUN BUIIPABUTH yCl MOMUIKU. Y MPOTUBHOMY BHUIAJKY, B 3aJIEKHOCTI Bijl pO3-
MOAUTY Ta KUTHKOCTI MOMHUJIOK JEKOJEP 3I1MCHIOE BIIMOBY BiJ JEKOAyBaHHS abo GopMye KOmOBE
CJIOBO BiJIMiHHE BiJl IEPEIAHOTO.

BucHoBku

1. ITokazaHo, 110 MOOYA0BA MOCIIOBHUX KACKaJHUX KOJOBUX KOHCTPYKIIH A cucteM MoOi-
JBHOTO 3B’SI3Ky MOKE 31HCHIOBATUCS Ha 0a31 PI3HUX KOMITOHEHTHUX KOJIIB Ta BIAMOBIIHHUX JEKO-
nepiB. Lle Hagae 3MOTy peryioBaTH XapakTepUCTUKHU JaHUX KOJOBUX KOHCTPYKLIN B 3aJI€KHOCTI
BiJl HASIBHUX BUMOT Ta MTapaMeTpPiB KaHAIY 3B SA3KY.

2. 3anpornoHOBaHa IMOCIiA0BHA airedpaiuHa KackaJHa CXeMa KOJIyBaHHS, IO CKIAJA€ThCS 3
HEJBIMKOBOTO OJ0K0BOTO Kony Pima—CoiiomMoHa, HEPEKYpPCHBHOTO alreOpaidHOro 3ropTKOBOTO
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KOy Ta OJIOKOBOTO IepeMexyBaua. BiMiHHOIO 0COOIMBICTIO 1aHOI CXEMH € 3aCTOCYBaHHS aireo-
paiyHOTO 3rOPTKOBOTO KOJY 3 MAKCUMAIBHO JOCSHKHOIO KOPETr'yBaJIbHOIO 3/1aTHICTIO.

3. Po3po6iieHo MeTo/1 JeKOJyBaHHS MOCIIJOBHUX alNreOpaidyHuX KacKaIHHUX 3rOPTKOBUX KOJIIB
Ha 0a3i JeKoJepy Ha OCHOBI BIOPSJKOBAHMX CTAaTHCTHK Ta alreOpaiyHOro AEKOoAepy Ha OCHOBI
anroputmy beprnekemna—Mecci. JlaHuit MeTO JO3BOJISIE PETYIIOBATH €(EKTUBHICTD JEKOyBaHHS
Ha KOYKHOMY €Talll IJITXOM 3MiHU TTapaMeTPiB OKPEMHUX JIEKOJIEPIB.
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ABSTRACTS PE®EPATHU

SYSTEMS AND METHODS OF INFORMATION PROTECTION
CUCTEMM 1 METOJM 3AXUCTY IHOGOPMAIIIL

UDC 004.056.55

Using a fixed point instead of a floating point to implement the Falcon electronic signature0 / O.G. Kachko,
I.D. Gorbenko, S.0. Kandii // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 7 - 17.

The article examines the efficiency of using fixed-point arithmetic in cryptographic algorithms, particularly for
key generation and digital signature formation. A modification of the key generation algorithm is proposed, allowing
the use of a unified scale for all stages of cryptographic operations. The proposed approach simplifies the implementa-
tion of algorithms while maintaining high performance and eliminates the need for different data representation formats.
A universal library was developed to support operations with arbitrary scales, enabling key operations such as multipli-
cation, division, root extraction, and exponentiation. Special attention was given to the implementation of multiplication
and division, which are the most resource-intensive operations. Multiplication is implemented using the Karatsuba algo-
rithm, while division is based on bitwise long division. For operations involving secret keys, the requirement for time-
independent execution was addressed to ensure cryptographic resistance. Complex multiplication was identified as the
most resource-intensive operation due to its multi-step calculations, including multiple multiplication and division steps.
Experimental studies on the performance of the algorithms were conducted on random data sets with overflow preven-
tion and minimization of random factors influencing execution time. The results showed that the minimum execution
time values for fixed-point arithmetic outperform the corresponding values for emulated floating-point mode. However,
the average and maximum execution times for fixed-point arithmetic are inferior to those of floating-point emulation in
most cases, which is attributed to an increase in reduce_error-type errors. These errors significantly impact key genera-
tion, as they are detected at the final stage of the operation, requiring its re-execution. The obtained results demonstrate
the potential of using fixed-point arithmetic in cryptographic algorithms with optimal scale selection. This approach
enhances computational efficiency and ensures time-independent execution of operations, which is critical for working
with secret data. The presented findings can be utilized for further improvement of cryptographic algorithms and their
implementation in resource-constrained environments.

Key words: Falcon; floating point emulation; fixed point; software implementation; lattice cryptography

3 tabl. 5 fig. Ref: 8 items.

VJIK 004.056.55

3acrocyBaHHsl (PIKCOBAHOI TOYKM 3aMiCTh IJIABAKOY0l JUIs peaJjiizauii eJIEKTPOHHOIO HiAMUCY AJTOPUTMY
Falcon / O.I'. Kauxo, I./]. I'opbenxo, C.O. Kanoii Il Pamiorexuika : Beeykp. MixBin. Hayk.-TexH. 30. 2025. Bum. 220.
C.7-17.

JocmimkeHo epeKTHBHICTh BHKOPUCTaHHSA (PIKCOBAHOI TOYKH Y KPUOTOTPA(iuHUX aNTrOpUTMax, 30KpeMa Uit
TeHepamii KIIFoYiB Ta (GOPMYBaHHS CIEKTPOHHOTO HiAmucy. Po3rmsHyTo MoanQikalito aqropuTMy TeHepallii KII0viB,
sIKa JI03BOJISIE BUKOPHCTOBYBATH €JMHUI MaciuTa® Jjisi BCIX eTamiB KpunrorpadiyHux omnepaiiid. 3arnpornoHOBaHMI
mixig 3a0e3neyye 3py4HICTh peajizaiii aaropuTMmiB, 30epiraloud BUCOKY HNPOJYKTHBHICTb, Ta JI03BOJSIE YHUKHYTH
HEOOXITHOCTI BUKOPUCTAHHS Pi3HUX (HOpMATIB MPEACTABICHHs qaHUX. P0o3po0ieHo yHiBepcaibHy 0i0Ii0TeKy Il po-
00TH 3 JIOBUILHMM MAacIITabOM JIaHWX, L0 MiATPUMYE KIIFOUOBI orepallii MHOXKEeHHSI, JIJICHHs, OOUMCIICHHs KOPEeHs Ta
excrioHeHTH. OCOONIMBY yBary MpUAIJICHO peajizailii MHOXKEHHS Ta TUICHHS, SIKI € HaHPeCypCOEMHIIIUMHE OTIePAIlisIMH.
MHOXEHHS peati3oBaHe 3 BUKOPHCTAHHAM anroputMy KapaiyOwu, a mijeHHS — Ha OCHOBI MOOITOBOTO JiJICHHS B CTO-
BITYHK. I[J'Ii{ pO6OTI/I 3 CCKPETHUMHU KIIFOYaMH BPaxOBAaHO BUMOIY HE3aJIe)KHOCTI BiI[ YaCcy BUKOHAaHHA onepauiﬁ, 1o €
BaXJIMBUM IS 3a0e3medeHHs Kpunrorpadigaol criiikocti. Oneparis KOMITICKCHOTO MHOKEHHSI BUSBIIIACS HAWOLIBIIT
PECYyPCOEMHOIO 4Y€pEe3 BUKOPHUCTAHHA 6aFaTOCTy1'I€H€BI/IX 06‘II/ICH€HB, BKJIOYalO4YH Onepaui'l' MHOXKCHHs Ta ,J_'[iJ'IeHHH.
ExcniepuMeHTanbHi  TOCTIIKEHHST TPOJYKTHBHOCTI AJITOPHUTMIB TPOBOJIMIINCS HAa BHITAIKOBHX HA0Opax NaHWX i3
3armo0iraHHsAM MEePETIOBHCHHIO Ta MiHIMI3aIli€l0 BILUTUBY BHUMAIKOBUX (aKTOpIB HAa 4ac BUKOHaHHs. [lani HaBeneHi pe-
3yJIbTAaTH TIPH TOPIBHIHHI CEPe/IHIX 3HaUeHb. 3acTOCyBaHHs ()IKCOBAHOI TOUKH IS Oliepalliii po3ropTaHHs KJIIOYiB 3a-
Oe3rneunsio MPUCKOpeHHs1 B 2,3 pa3u, OOYMCIEHHs EJIEKTPOHHOTo Mianucy B 3,7 pa3iB B IMOPIBHSHHI 3 PEKUMOM
emyssii. BogHouac mpu reHepariii Kir04iB 3acTocyBaHHs (pikcoBaHOT ToUkM T N = 512 3a0e3meunsio MpUCKOPEHHS B
1,5 pa3u, a mis n = 1024 — ynosineHeHHs Ha 22. lle moB’s3aHO 31 3pOCTaHHSAM MOMWIOK THIy reduce error.
30UIbIIEHHS TaKWX IOMHJIOK CYTTEBO BIUIMBAE Ha OINEpaIil0 TeHepalii KIIYiB, OCKUIBKM BOHM BHU3HAYaIOThCS
HATPHUKIHII onepartii, o norpedye ii moBTOpHOTO BUKOHaHHA. OTpHMaHi pe3yNbTaTH JeMOHCTPYIOTh IEPCIIEKTHBHICTh
BUKOPHCTaHHS (PiKCOBAHOI TOUYKH y KpUNTOrpadiyHUX aJrOpUTMax 3a yMOBH ONTHMAIBHOTO BHOOPY MaciuTady. Takuid
MiAX1A JO3BOJISIE MiIBUIUTH IPOTYKTHBHICTh OOYUCIICHB Ta 3a0C3IEYNTH HE3AJICKHICTD Bijl YaCy BUKOHAHHSI OTIEPAIliid,
110 € KPUTUYHO BAXIIMBHUM ISl POOOTH 13 CeKpeTHUMHM JaHuMH. [IpeacTaBieHi pe3ysibTaTi MOXYTh OyTH BUKOpPHCTaHi
JUISl TIOJIAJIBIIOTO BJIOCKOHAJIEHHS KPHIITOTpaivyHNX aJTOPUTMIB 1 iX BIIPOBA/PKEHHS Y CEpeJOBHUIIAX i3 0OMeXEeHUMHU
pecypcamu.

Knrouogi crosa: Falcon; emyssuis niiaBaro4oi TOUky; (pikcoBaHa TOUKA; €IUHUI MAcIITa0; MPOrpaMHa peari3alis;
Kpunrorpadist Ha pemiTkax.

Tab6un. 3. L. 5. Bibaiorp.: 8 Ha3B.
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UDC 004.05

The Reasonability of wusing artificial intelligence capabilities to ensure enterprise cybersecurity
based on the concept of zero trust / V.V. Borodavka, V.I. Yesin // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025.
Ne220. P. 18 — 39.

Modern enterprises face increasingly complex cybersecurity challenges, which require new approaches to digital
asset protection. To ensure modern enterprise cybersecurity, a complex approach is needed, including adaptive and in-
telligent protection mechanisms that can withstand modern threats. The traditional perimeter-based protection model is
not able to provide an adequate level of protection, as modern attacks are becoming increasingly sophisticated and en-
terprise infrastructure is undergoing significant changes due to the expansion of the attack surface, the use of cloud
technologies and remote access. In this regard, an increasing number of organizations are focusing on the concept of
zero trust, which is based on the principle of “never trust, always verify” and allows for secure access t0 their corporate
resources anytime and anywhere, as well as their efficient functioning regardless of where they are located. Implemen-
tation of the zero-trust architecture involves the usage of modern methods and technologies, including artificial intelli-
gence. The use of artificial intelligence technologies makes it possible to effectively detect threats, identify anomalies in
systems and networks, automate access control, and dynamically monitor user behavior. This paper focuses on analyz-
ing the role of artificial intelligence in ensuring cybersecurity of enterprises in the context of the zero-trust architecture.
The paper aims to determine the possibilities of using artificial intelligence technologies to increase the level of protec-
tion of information systems and identify cyber threats within the framework of the zero trust architecture. The paper
briefly describes the conceptual architecture of zero trust, its main logical components and approaches to integrating
artificial intelligence into them. The analysis of existing approaches leads to the conclusion that the combination of arti-
ficial intelligence and the principles of zero trust contributes to the creation of a flexible and adaptive protection system
capable of detecting, analyzing and neutralizing threats in real time, increasing resilience of an enterprise to cyber
threats. In addition, the paper discusses the challenges associated with integrating artificial intelligence into the zero-
trust architecture. In particular, it raises the issues of adapting outdated systems, creating mechanisms and recommenda-
tions for the gradual implementation of the zero-trust architecture and training staff to work effectively in the new envi-
ronment, the need to standardize data and ensure consistency in security automation processes.

Key words: zero trust; zero trust architecture; zero trust architecture deployment models; information security;
cybersecurity.

1 tabl. 5 fig. Ref: 49 items.

YK 004.05

JlominbHiCTh BHKOPHCTAHHSA MOKJINBOCTEH IITYYHOI0 iHTeNeKTy /s 3a0e3neyeHHs KidepOe3neku mianpu-
€MCTBA, sIKa IPYHTYEThCSA HA KOHUenuii HyJb0BoI aoBipu / B.B. bopodaska, B.I. €cin Il Pamiorexnika : Beeykp.
MDKBiZ. Hayk.-TexH. 30. 2025. Bun. 220. C. 18 — 39.

CyuyacHi MiANPUEMCTBA CTHKAIOThCS 3 YCE CKJIQJHIIIUMK BUKIMKaMHU y cdepi KibepOe3neku, 1110 BUMarae HOBUX
IXO/1iB JI0 3aXUCTy UU(PPOBUX aKkTHBIB. J{7s 3a0e3meuerHst KibepOe3neKy Cy4yacHOro MiIIpHeEMCTBA HEOOXiTHUH KOM-
IUTEKCHUH MiOXiJ, [0 BKIIOYAE aJalTHUBHI Ta IHTEIEKTyalbHI MEXaHi3MH 3aXHCTY, 30aTHI MPOTUCTOSATH CyYacHHUM 3a-
rpo3zam. TpaauiiiiHa MOJIeNIb 3aXMCTy Ha OCHOBI NEpHMETpa HE CIIPOMOXKHA 3a0€31eUNTH HAJICKHUH PIiBEHb 3aXHCTY,
OCKUITBKH Cy4YacHi aTaK! CTAIOTh AeJalli CKIaTHIINAMHY, a iHQPacTPyKTypa MiIPHUEMCTB 3a3HA€ 3HAYHUX 3MiH y 3B’SI3KY
3 PO3IIMPEHHSIM IOBEPXHI aTaK, BUKOPUCTAHHAM XMapHHUX TEXHOJIOTIH Ta BiJIAJICHOTO AOCTYIy. Y 3B’SI3Ky 3 IIUM BCE
OlnbIIIe OpraHi3aliil 3BepTAIOTh YBary Ha KOHIICIIIIIIO HYJIHOBOI JIOBIpH, SKa IPYHTYETHCS HA MPHHIUII «HIKOJIH HE J10-
Bipsii, 3aBXIH TEpeBipsi» Ta MO3BOJSIE 3a0e3MeUnTH OE3MeYHNH AOCTyn y Oynb-SKui 9ac i B OyAb-IKOMY MICII 10
BJIACHHUX KOPIIOPATUBHUX PECYPCIB, @ TAKOK IXHE e(eKTHBHE (PYHKIIIOHYBaHHS HE3JIEKHO BiJl TOTO, JIe BOHH PO3TALIO-
BaHi. Peaizanis apxiTekTypu HyJIbOBOI JOBIpW Iepeadadyae BIPOBA/DKEHHs Cy4aCHMX METOJIB 1 TEXHOJIOTIH, cepen
SIKMX Ba)JIMBE MiClle 3aiiMae ITyYHUH 1HTeNIeKT. BUKOpHCTaHHS TEXHOJIOTIH IITYYHOTO 1HTEJIEKTY Aa€ 3MOT'y e(heKTHB-
HO BUSIBIISITH 3arpo3H, ieHTH(IKyBaTH aHOMaJIBHI Jil B CHCTEMax Ta MEPEeXi, aBTOMAaTH3yBaTH KEPYBaHHS JOCTYIIOM Ta
3IMCHIOBATH TUHAMIYHUIA KOHTPOJIb MTOBEAIHKN KOpHCTYBauiB. CTaTTs HalliJIeHa Ha aHaJli3 POJIi IITYYHOTO IHTENIEKTY B
3a0e3neueHHi KibepOe3neku MiAMPUEMCTB Y KOHTEKCTI apXiTeKTYpH HyIThOBOI I0BipH. MeTa poO0OTH — BU3HAYUTH MOXK-
JUBOCTI 3aCTOCYBAHHS TEXHOJOTIH INTYYHOTO IHTENEKTY JUIS MiABUINCHHS PIBHSA 3aXHUCTy 1HQOPMALIHUX CHUCTEM Ta
imeHTHdiKaIil Kibep3arpo3 y paMKax apXiTeKTypH HYJIhOBOI JOBIpH. Y CTHUCIOMY BUKJAJli PO3TIISAIAIOTHCS KOHIEITYa-
JBHA apXiTeKTypa HyIBOBOI OBIpH, ii OCHOBHI JIOT19HI KOMIIOHEHTH Ta MiIXOAM JO IHTErpalii MTYYHOTO iHTEIEKTY B
HUX. AHAI3 ICHYFOUMX ITiXOMIB JTO3BOJISIE 3pOOUTH BUCHOBOK, III0 MOEJHAHHS IITYYHOTO iHTENEKTY Ta MPHUHIUIIB HY-
JIbOBOI JOBIpH CIIPUsiE CTBOPEHHIO THYUYKO] Ta aJaliTUBHOI CUCTEMH 3aXUCTY, 3[JaTHOI B pealbHOMY 4Yaci BUSIBIISITH, aHa-
Ji3yBaTH Ta HEHUTpaTi3yBaTH 3arpo3H, MiJBUIIYIOUH CTIHKICTh MiIMPHEMCTBA 110 Kibep3arpo3. Kpim Toro, y po6oTi po3-
TJIAIAI0THCS BUKIMKH, TIOB’SI3aHi 3 1HTErPaIli€l0 MTYYHOTO 1HTENIEKTY 0 apXiTeKTypH HYJIbOBOi JOBipU. 30Kpema, mo-
PYUIYIOTECSI TUTaHHS aJanTallil 3acTapijiiX CHCTEM, CTBOPEHHS MEXaHI3MiB Ta peKOMEHJaMii sl MOCTYIIOBOTO BIPO-
BaJPKEHHS apXiTeKTypH HYJIBOBOI JOBIpH Ta HaBYaHHS MEPCOHATY JJIs e(eKTUBHOI poOOTH B HOBHX YMOBaX, HE0OXia-
HOCTI CTaHAapTH3allii JaHUX Ta 3a0€3MeueHHs y3TroPKEHOCTI MPOIIeCiB aBTOMaTH3aIlii Oe3meKy.

Kntouosi crosa: Hynp0Ba JOBipa; apXiTEKTypa HyJIbOBOI JOBIpH; IITYIHUH IHTEIEKT; MAIIMHHE HaBYaHHS; iHPOP-
MarriitHa Oe3reka; kibepoe3mneka.

Tabu. 1. Inn. 5. Bibmiorp.: 49 Ha3s.
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UDC 004.8

Study of the current state and prospects of artificial intelligence in cybersecurity / Yu.L. Golikov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 40 — 49.

In the modern world, with the development of new technologies, artificial intelligence (Al) in cybersecurity has
become an integral component. Therefore, studying its advantages, risks, and potential use cases is a highly relevant
research topic. In current digital environment, where cyber threats are becoming increasingly sophisticated, the imple-
mentation of Al technologies significantly enhances the effectiveness of security systems by enabling automated threat
detection and response. In this study the main applications of Al in cybersecurity were examined, including threat de-
tection, malware analysis, cryptographic security enhancement, phishing protection, and attack prediction. One of the
key aspects is the integration of Al into Security Information and Event Management (SIEM) systems, which analyze
vast amounts of data and help to detect anomalies. Such systems reduce the workload on security teams and improve
the accuracy and speed of threat response. Special attention is given to the analysis of modern Al-powered antivirus so-
lutions, particularly Microsoft Defender for Endpoint and Darktrace. These solutions are based on behavioral analysis
algorithms and machine learning, allowing for more effective detection of complex threats and incident prevention. Mi-
crosoft Defender provide a high level of endpoint protection. Meanwhile, Darktrace utilizes self-learning models to ana-
lyze network traffic, enabling the detection of zero-day threats and internal risks within organizations. The study also
learns the major risks associated with the use of Al in cybercrime. Al is increasingly leveraged by malicious actors to
automate attacks, significantly increasing their effectiveness and making detection more challenging. The primary Al-
based cyber threats discussed include Data Poisoning attacks, Evasion Attacks, Prompt Injection Attacks, and Al-based
social engineering. To mitigate these risks, the development of robust Al models resistant to adversarial attacks, in-
creased algorithm transparency, and implementation of the International Al regulation standards is recommended, in-
cluding NIST. Additionally, raising awareness among users and cybersecurity specialists is crucial, as the human factor
remains one of the most significant vulnerabilities in security systems. In conclusion, it is said that Al is a key factor in
the advancement of cybersecurity, offering significant improvements in protecting information and critical systems.
However, without proper regulation and protective measures, Al can become a powerful tool for cybercriminals, posing
new security challenges in the digital age. Striking a balance between innovation, ethical standards, and security will be
essential in shaping the future strategy for the effective use of Al.

Key words: artificial intelligence; cybersecurity; machine learning; SIEM; IDS; Al-based antivirus.

1 tabl. 2 fig. Ref: 27 items.

VK 004.8

JociizkeHHSI IOTOYHOr0 CTAHY TAa NMEPCHEKTHBU 3aCTOCYBAHHS IITYYHOro iHTeJNeKTY B KiGepGesmemi /
FO.JI. I'onixos Il Papiorexnika : Beeykp. MixBia. Hayk.-TexH. 36. 2025. Bum. 220. C. 40 — 49.

B cywacHOMy CBITI 3 PO3BUTKOM HOBHX TEXHOJOTiH, mTyunuil intenekry (L) y cdepi xibepbesnexu € He-
BiJI’€MHOIO CKJIaJIOBOIO, TOMY BUBUEHHS HOTO IIepeBar, pU3MKiB Ta MOXKJIMBI ClIeHapil BAKOPUCTAHHS € aKTYaJIbHOO Te-
MO0 JOCII/DKEHHs. B cyyacHOMY mu(ppPOBOMY CepeloBHILI, 1¢ Kibep3arpo3u CTalTh JACHali CKIAIHINIMMU, BIIPOBA-
JUOKCHHA texnouorin 111 3HagHO Hi,ZlBI/IH.Iye e(i)eKTI/IBHiCTB CHUCTCM 3axXHCTy, HO3BOJISIIOYN dBTOMATU3YBATH BUSABJICHHSA Ta
pearyBaHHS Ha aTakd. ToMmy OyIto po3risHyTO OCHOBHI Hampsimu 3actocyBanHs LI B kibepOe3mnerni, 30kpemMa BHSBIICH-
HS 3aTPO3, aHaJIi3 IIKIJTUBOTO MPOTPAMHOT0 3a0e3MeueHHs], MOCHICHHs Kpunrorpadii, 3aXuCcT Bix QIMIMATOBUX aTak Ta
MporHO3yBaHHs atak. OJHUM i3 KIF0OUOBHX acmekTiB € iHrerparist LI B cucremu ympasminHS iHpopMatiitHoo Oe3rme-
koto (SIEM), siki aHaNi3YIOTh BeIM4Ye3HI OOCATH JaHUX Ta OTOMAraloTh BUSABIATH aHoMamii. Taki cucTeMu 3HAYHO
3HIKYIOTh HAaBAaHTAXXCHHS Ha KOMaHIM O€3IeKH Ta MiJABHIIYIOTh TOYHICTH 1 MBHUIKICTH pearyBaHHsA. OKpemy yBary
NPUIIJICEHO aHANi3y Cy4YaCHHX AHTUBIPYCHHMX pIllIEHb, 110 BUKOPHCTOBYIOTh LITYYHHMH IHTEJEKT, a came Microsoft
Defender for Endpoint ta Darktrace. Bonu 6a3ytoTbcs Ha anropurMax MOBEIiHKOBOTO aHalli3y Ta MallMHHOTO HaBYaH-
Hsl, 10 JI03BOJIsI€ e)EKTUBHILIE BUSBIISATH CKJIaHI 3arpo3u Ta 3anodiraty iHnunentam. Microsoft Defender 3a0e3neuye
BUCOKHIA PIBEHb 3aXUCTy KiHIEBUX TO4oK. Hatomicts Darktrace BHKOpPHCTOBYE caMOHAaBYalIbHI MOJCII [UIS aHATI3y
MepexeBoro Tpadiky, M0 A03BOJISIE BUSBISATH 3arpo3d HYJIBOBOT'O JHS Ta BHYTPIIIHI 3arpo3u B opraHizamisx. Po3risi-
HYTO OCHOBHI pW3WKH, IMOB’s13aHi i3 BukopuctaHasM LI y xibep3nmounaHOCTi. Il akTHBHO 3aCTOCOBYETHCS 3TOBMHC-
HUKaMH Ul aBTOMATHU3aIlil aTak, o0 3HAYHO IiIBUIIYE iXHIO €(PEKTHBHICTh i CKIAHICT BUSABICHHS. PO3TIISIHYTO OC-
HOBHI THIHU 3arpo3 Ha OCHOBI H_H, a caMme Taki aTaKW, SK aTakKh OTPYE€EHHSA HAAaHUX, aTAKW YXWJICHHHA, dTaKU IBUAKOI'O
BIIPOBA/KSHHA Ta COliaNbHA imkeHepis Ha ocHOBI 1. s 3MeHIIEHHs pU3HKIB MPOMOHYETHCS PO3POOKA CTIHKUX MO-
neneit 11, mo MeHme miamarOThCcs aTakam, IMiIBUIICHHS IMPO30POCTi AITOPUTMIB, 8 TAKOX BIIPOBAKCHHS MIKHApPO -
HUX CTaHIapTiB peryaroBanHs LI, unM akTHBHO 3aiiMarOTHCS BEIHMKI KOMaHAX JOCTiTHUKIB, cepen skux i NIST. Pexo-
MEHIY€ETHCS MiABUIICHHS 00i13HAHOCTI KOPHUCTYBAYiB Ta CHEIHaJICTIB 3 KibepOe3nekn, OCKITbKH JTIOACHKUN (akTop 3a-
JUIIAETHCS OJTHIEI0 3 HAWOUTBIIMX Bpa3IMBOCTEH cucTeM. HaromomryeTscest, 0 MTYyYHUH 1HTENEKT € KITF0Y0BUM (haKTo-
POM PO3BUTKY KiOepOe3neKH, SKuif MOKe 3HAYHO IMOKPAIIUTH 3aXUCT iH(popMarlii Ta KpUTHIHUX cucTteM. BogHouac, 6e3
HAJIC)KHOT'O PETYJIIOBAHHA Ta 3aXUCHUX 3aX0)IiB, HII moxxe crath IMOTYXHUM iHCprMeHTOM JIIA 3J'IOBMI/ICHI/IKiB, 1o
CTBOPIOE HOBI BHKJIMKH JUISI Oe3leKH B IU(POBY enoxy. bamanc Mixk iHHOBAIisIMH, €THYHIMH HOpPMaMH Ta O€3MEKOI0
CTaHe KII0Y0BHM (hakTopoM y hopmyBaHHi cTparerii epextuBHOro BuKopructanus LI y maiiGyTHROMY.

Kniouosi crosa: mry4dHuii inTenekT; Kibepoesneka; Mammuae HaBuaHHus; SIEM; IDS; antuBipyc Ha ocHosi 111.
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UDC 681.3.07 (3.06)

Classification of attacks and cyber security requirements for the QRNG web resource / D.M. Morhul,
O.P. Nariezhnii, T.O. Hrinenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 50 — 57.

Web services of quantum random number generators (QRNG) open new opportunities for enhancing the resili-
ence of cryptographic systems due to their ability to generate true random numbers based on quantum effects. Unlike
pseudo-random number generators (PRNG), the QRNG ensures a high level of unpredictability in output data, making
them critical components in modern security systems. However, their implementation is accompanied by significant
challenges, particularly due to potential attacks at the software level and during integration with hardware infrastructure.

At the software level, major threats include attacks on cryptographic libraries, substitution or manipulation of
runtime output data, and side-channel attacks exploiting information leaks from physical number generation processes.
At the hardware level, risks arise from equipment defects, failures in integration processes, or improper operation of the
QRNG in combination with other systems.

This study provides a classification of the main types of attacks on QRNG web services, presents an analysis of
existing attacks, and introduces modern approaches to their prevention. Among the key solutions are the certification of
the QRNG during development and deployment, multi-factor verification of output data to ensure unpredictability, and
the use of monitoring systems with artificial intelligence algorithms for anomaly detection. Special attention is given to
hybrid protection methods that combine the QRNG with quantum key distribution (QKD) and post-quantum crypto-
graphic algorithms, allowing for the mitigation of risks from both classical and quantum attacks.

Thus, a comprehensive combination of software and hardware security methods will enhance the reliability of
QRNG and their resilience to modern threats. Further research should focus on the implementation of unified standards
for QRNG and the optimization of their integration into existing cryptographic systems.

Key words: attack; cybersecurity; extractor; quantum cryptography; Al monitoring system; Quantum Random
Number Generator.

1 tabl. Ref: 9 items.

VJIK 681.3.07 (3.06)

Kaacugikauin arak ta Bumoru kidepéesnexu a0 Bed-pecypcy QRNG / /L. M. Mopeynw, O.I1. Hapeorcniil,
T.O. I'pinenxo Il Pagiorexnika : Beeykp. MixkBin. Hayk.-texH. 30. 2025. Bumn. 220. C. 50 — 57.

Beb cepBicu kBaHTOBHX TreHepaTopiB BunaakoBux gucen (Quantum Random Number Generator, QRNG) Biakpu-
BalOTh HOBI MOJIMBOCTI AJIs 3a0e3MeUeHHsI CTIMKOCTI KPUNTOTpaiuHNX CHCTEM 3aBISKH iXHIH 30aTHOCTI TeHEPYBaTH
CHpaBKHI BUIIAJKOBI YMCJia HA OCHOBI KBaHTOBUX edekriB. Ha BiaMiHy Bii reHeparopiB NCEBIOBUIIAAKOBUX YHCEIN
(Pseudo Random Number Generator, PRNG), QRNG 3a6e3meuyroTh BUCOKY HerepeadadyyBaHiCTh BUXITHUX JaHUX, [0
poOHTH IX KPUTHYHMMH KOMIOHEHTaMHU y Cy4acHHX cucTeMax Oesrmexu. OfHaK iX BIPOBAJDKEHHS CYNPOBOMIKYETHCS
3HAUYHUMHU BHKJIMKAaMH, 30KpeMa uepe3 MOTEHIIHHI aTaku Ha IpOrpaMHOMY PiBHI Ta Ha PiBHI 1HTerpauii 3 anapaTHoo
iHppaCcTPyKTypOIO.

Ha nporpamHOoMy piBHI OCHOBHI 3arpo3u BKJIIOYAIOTh aTaku Ha KpunTorpadivni 0i0miorexku, miaMiHny abo MaHi-
HyJ'I?[LIiIO BI/IXiZ[HI/IMI/I JaHUMH CCPCAOBHIIa BUKOHAHHS, 4 TAKOK aTaKn 4€pe3 OluyHI1 KaHalu, SIK1 CKCILTYaTyYHOTb BUTOKH
iHpopMarii 3 ¢i3mIHEX TporieciB reHeparii uncen. Ha amapaTHOMy piBHI BHHUKAIOTh PH3HKH, ITOB’sI3aHi 3 Je(peKTaMU
o0yamHaHHs, 300€M Yy TIpoIiecax iHTerparii a0o HekopekTHOr poboToro QRNG y nmoenHaHHI 3 IHIIIMHU CHCTEMaMHU.

Y poborti HagaHo Kiacu(ikamiro OCHOBHHX THINB aTak Ha BeO-cepicm QRNG, pesympratd aHami3zy iCHYIOUHX
aTak Ta MPEACTaBJICHO CYYacHI MiAXOIH 00 iX 3amobiranas. Cepel KIIFOYOBUX PIMICHb BiTOKPEMITIOIOTHCS: CepTUdi-
kaniss QRNG Ha erani po3poOKu i BHKOPHUCTaHHS, MyIbTH()AKTOpHA TIEpeBipKa BUXITHUX MaHHUX I 3a0e3MeYeHHs 1X
Herepea0auyBaHOCTI Ta BUKOPHCTAHHS CHCTEM MOHITOPHHIY 3 allOPUTMAaMHU INTYYHOIO IHTENEKTY JJIsl BUSBICHHS
anoMmauii. [IpuaizeHo yBary riOpuIHHM METOAaM 3aXHUCTY, sKi MoeaHyi0Th QRNG i3 KBAaHTOBOIO KJIFOUOBOIO JUCTPH-
oyuieto (Quantum Key Distribution, QKD) Ta mocTkBaHTOBUMH KpUNTOTpa)iYHUMH AITOPUTMaMH, 110 JO3BOJISIE MiHi-
Mi3yBaTH PU3UKH SIK KJIACUYHUX, TaK i KBAHTOBHX aTaK.

TakuM 4MHOM, KOMIUIEKCHE MOEIHAHHS NPOrPaMHUX 1 aapaTHUX METOJIB 3a0e3reueHHs1 Oe3MeKn JO3BOJIMUTH Mi-
nmeumnTH HagiiHicTh QRNG Ta iX CTiHKicTh A0 cydacHuX 3arpo3. [lomamemm gocmimpkeHHS MaloTh OyTH 30cepeKeHi
Ha BIIPOBa DKEHHI YHi(ikoBaHUX cTaHmapTiB ;s QRNG Ta onrumizamii iX iHTerpamii B icHyr04i KpunTorpagidHi crc-
TEMU.

Knouosi cnosa: ataka; xibepOesmieka; ekcTpakTop; KBaHTOoBa kpunrorpadis; Al cucrema MoHiTOpHHTY; Quantum
Random Number Generator.

Tabx. 1. bibmiorp.: 9 Ha3B.

UDC 621.317.76.089.68:621.373.82

Models and methods for protecting an autonomous differential correction system for global navigation sat-
ellite systems against cyber threats / O.A. Snieosikov, O.P. Nariezhnii, T.O. Hrinenko // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2025. Ne220. P. 58 —74.

Ensuring stable, accurate, and secure satellite navigation requires not only investment in cybersecurity systems for
Global Navigation Satellite Systems (GNSS), but also continuous research into emerging cyber threats, as well as find-
ing effective methods to neutralize them, particularly in the post-quantum era. Among the key protection mechanisms,
the following should be highlighted: secure signal transmission protocols that prevent data interception and tampering;
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authentication mechanisms that enable the identification of legitimate satellite signals; anti-spoofing technologies that
detect and neutralize attempts to manipulate navigation data; and protection technologies for the information and com-
munication systems of autonomous differential correction systems to ensure the confidentiality, integrity, and availabil-
ity of GNSS data.

The research results obtained in this work and the proposed security measures may serve as a foundation for the
development of a national system for coordinate, time, and navigation support in Ukraine. The adoption of appropriate
legislation and standards will help to ensure the cyber resilience of navigation systems and support their integration into
the European satellite infrastructure.

Key words: GPS jamming; GNSS; information and communication system; QRNG; cyberattack; cybersecurity;
GPS; Differential GNSS; GPS spoofing; IDS; IPS.

6 fig. Ref: 44 items.

YJIK 621.317.76.089.68:621.373.82

MopeJii Ta MeTOIM 3aXHCTY BiJ Kifep3arpo3 aBTOHOMHOI cucTeMH Au(epeHniaaIbHOI KOpeKUil ri106aabHUX
HaBirauiitnux cynyraukoBux cucrem / O.A. Cucocikos, O.I1. Hapexcniii, T.O. Ipinenxo Il Pamiorexnika : Beeykp.
MDXBiZA. HayK.-TexH. 30. 2025. Bum. 220. C. 58 — 74.

3abe3neueHHs CTabLTBHOI, TOYHOI Ta Oe3MedHO] CyIyTHUKOBOI HaBiraIlii BUMarae He JIMIIE iHBECTYBaHHS y CHC-
TeMH KibepOesmekn TiobanbHUX HaBiramiiuux cynyTHukoBHX cucteM (Global Navigation Satellite Systems, GNSS), a
1 TOCTIHOTO MOCIIKeHHS Ta BUBYEHHS HOBHX KiOep3arpo3, a TaKoX MOMIyKy e(eKTHBHUX METOIB iX HeiTpaizaii,
30KpeMa y MoCTKBaHTOBUH nepiof. Cepel KIIOUOBUX MEXaHI3MIB 3aXUCTY CJIiJ BUIUIMTH: 3aXHIICHI IPOTOKOJIHN Iepe-
Jladui CUrHAIB, 110 3arno0iraloTh MepexoIUIeHHIO Ta MiApoOIi JaHUX; MEXaHI3MH aBTeHTU(IKaLl, sIKi 103BOJISIOTH 111eH-
TU(IKYBaTH JIETITUMHI CYITyTHHUKOBI CUTHAIIM; aHTUCITY(IHIOBI TEXHOJIOTI], IO BUSBIISIOTh Ta HEUTPANIi3yIOTh CIIPOOH
MaHimyJsiii HaBiraiiHUMU JaHUMHU; TEXHOJIOTI] 3aXUCTy 1H(OPMALIHO-KOMYHIKalliHUX CHCTEM aBTOHOMHHUX CHUC-
TeM audepeHIianbHOT KOpeKLii uts 3a0e3neueH st KOH(1IeHIIHHOCTI, HUTICHOCTI Ta gfocTynHocTi GNSS naHux.

OTtpumani y poOOTi pe3yabTaTH JOCITIHKSHHS Ta 3alpOIIOHOBAHI 3aX0qi Oe3MEeKH MOXKYTh OYTH BUKOPHUCTaHI SIK
OCHOBa I peaii3alil HaliOHANBHOI CHCTEMHM KOOPIMHATHO-4aCOBOTO Ta HaBirauiiiHoro 3a0esnedeHHs YKpaiHH.
BripoBapkeHHs BIAMIOBITHOTO 3aKOHONABYOTO PETYIIOBAHHSA Ta CTAHAAPTIB JO3BOJIUTH 3a0E3MEUNTH KiOEpCTiHKICTh
HaBITallifHIX CHCTEM Ta IHTETPYBATH iX Y €BPOICHCHKY CYITyTHUKOBY iHPPACTPYKTYDPY.

Kniouosi cnosa: TIymiHHSA CcUTHaNly; Ti00albHa HaBiramiiiHa CyIyTHHKOBAa CHCTeMa; i1H(QOpMAaIiiHO-
KOMYHIKaIliiiHa cricTeMa; KBaHTOBHI TeHepaTOp BUIIAIKOBUX 4YHceN; Kibeparaka; kibepOesmneka; cucteMa riodaibHOTO
MO3UI[IOHYBaHHs; cucTeMa JudepeHmianbHoi KOpeKii; cryiHr CUrHaj; cUcTeMa BHSBICHHS BTOPTHEHb; CHCTEMa 3a-
NoOIraHHs! BTOPTHEHHSIM.

Inn. 6. Bibmiorp.: 44 Ha3s.

UDC 621.373.8+621.391+681.88

Targeted interference to laser acoustic reconnaissance / V.l. Zabolotnyi, N.O. Kholiev, V.S. Dovgal //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 75 — 81.

Methods of laser acoustic reconnaissance (LAR) of information disclosed at information activity objects (IAOs) are
constantly being improved. Complexes of measures and means of protection against technical channels of information
leakage (TCIL) of this nature are being developed and applied, which emphasizes the relevance of research on the topic of
this work.

The elements of the technical channel of information leakage are quantitatively analyzed: the parameters of win-
dow glass oscillation, the features of the operating principle of interference-type LAR, the lateral characteristics of the
laser emission beam, and it is proposed to use them to create a targeting frequency band and direction of propagation of
lateral emissions of the LAR beam by using corner reflectors in the infrared spectrum of optical vibrations.

Key words: protection of voiced information; laser acoustic reconnaissance; targeted interference.

4 fig. Ref: 5 items.

V]IK 621.373.8+621.391+681.88

MpuninibHi nepemrkoan Ja3epHuM 3acodam akycruuHoi posBiakm /| Bl 3aboromnuti, H.O. Xones,
B.C. Jloseanw Il Papiorexnika : Beeykp. MixkBia. Hayk.-texH. 30. 2025. Bum. 220. C. 75 — 81.

[ocTiliHO yIOCKOHAIIOIOTECS METOMIH Jla3epHUX 3aco0iB akyctuuHoi po3Binku (JI3AP) iHpopmarii, mo o3Bydy-
€Thcs Ha 00’ekTax iHpopmanidHOi misumeHOCTI (OLJ]). Po3BHBAIOTHCS 1 3aCTOCOBYIOTHCS KOMIUIEKCH 3aXOMIB 1 3ac00iB
3axHCTy BiJf TeXHIYHOr0 KaHary BuToKy iH(popmaii (TKBI) miei mpupou, mo miAKpecitoe akTyaabHICTh TOCIiKeHb
3a TEMOIO pOOOTH.

KinpkicHO mpoaHali3oBaHO €JIEeMEHTH TEXHIYHOTO KaHaJy BUTOKY iH(popMaIii: mapaMeTpu KOJUBAHHA IINOKH Bi-
KHa, ocobmmBocti npuHnuny Aii JI3AP intepdepeniiitnoro tumy, 6i4HI XapaKTepUCTHKH MTPOMEHS BUIPOMIHIOBAHHS
Ja3epy, 3alpoONOHOBAHO BUKOPHCTOBYBATH JUIS CTBOPEHHS MPHUIIUIBHUX IO CMY31 9aCTOT 1 HANPsIMY MOUIMPEHHS O19HUX
BHIIpoMiHIOBaHb TipoMeHs JI3AP 3a paxyHOK BUKOPHCTAaHHS KyTHKOBHX BiOWBadviB B iH(padyepBOHOMY [iama3o0Hi OT-
TUYHUX KOJIHUBaHb.

Kniouosi cnosa: 3axuct iHpopmallii, 110 03BYUYETHCS; Ja3epHUI 3aci0 aKyCTHUHOI PO3BIJIKH; NPHUIIJIbHA MTEpel-
KoJa

Inn. 4. bibmiorp.: 5 Ha3B.
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UDC 004.056.5

Research and classification of the main types of attacks on artificial intelligence systems in cybersecurity /
Yu.L. Golikov, Ye.V. Ostrianska // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 82 —91.

The modern development of artificial intelligence (Al) and machine learning (ML) opens up new opportunities in
the field of cybersecurity, but at the same time creates serious challenges in the form of intelligent cyberattacks. The
study is devoted to the analysis and classification of ways to use Al for malicious purposes and the study of effective
methods to counter such threats. In particular, the article covers the main types of attacks using ML technologies, which
demonstrate how attackers can manipulate machine learning algorithms, undermine trust in data, and bypass protection
systems. Special attention is paid to the mechanisms of data poisoning attacks, as they are considered the most influen-
tial in machine learning, which involve introducing malicious data into the process of training models, which leads to
distortion of results and undermines the effectiveness of security algorithms. Evasion attacks are also considered, in
which attackers create unique data samples that can remain invisible to traditional threat detection systems. Privacy at-
tacks are analyzed as a way to obtain confidential information from ML models, which can be used to steal user data.
Abuse attacks demonstrate how attackers can use Al tools to automate attacks, scale phishing campaigns, and analyze
vulnerabilities in defense systems. The relevance of the study is due to the fact that traditional approaches to cyber de-
fense are no longer able to effectively counter threats that adapt and evolve due to machine learning. The article empha-
sizes the critical importance of researching defense methods, in particular, building reliable machine learning systems
that have built-in mechanisms for detecting anomalies and adapting to new threats. One of the key approaches is feder-
ated learning, which allows training models without centralized data storage, reducing the risk of information leakage.
The development of deep learning in the field of cyber defense is also considered, which allows analyzing behavioral
patterns of threats in real time. The combination of technological measures with human control remains an important
aspect, since, despite the power of Al tools, the human factor remains key in the process of ensuring cybersecurity.
Thus, the article demonstrates the balance between the opportunities and threats of Al in the field of cybersecurity, em-
phasizing the need for further research in the direction of resilient ML models that can effectively resist attacks. With-
out proper regulation and control, Al can become not only a defender, but also a tool for attackers, which requires the
development of new security strategies and international regulation in the field of cybersecurity.

Key words: artificial intelligence; cyberattacks; machine learning; cybersecurity; federated learning.

1 tabl. 2 fig. Ref: 25 items.

VJIK 004.056.5

Jocaimkennsi Ta Kiacudikanis 0CHOBHHUX THUMIB aTaK HA CUCTeMH LITYYHOro iHTeJeKTy B KibepOe3meui /
FO.JI. I'onixos, €.B. Ocmpsincwka Il Pagiotexnika : Beeykp. MikBia. Hayk.-texH. 36. 2025. Bum. 220. C. 82 — 91.

CyuacHuii po3BuToK 1uTy4Horo iHrenekty (ILI) ta mammuHoro HaBuanus (ML) BigkpuBae HOBI MOXIIMBOCTI y
ctepi kibepOe3neky, MPoTe BOJAHOYAC CTBOPIOE CEPHO3HI BUKIIMKU y BUIISII IHTEICKTya bHUX KiOepartak. JlocmipKeH-
Hs IPUCBSTYEHE aHaJl3y Ta Kiacudikauii crioco6iB Bukopucranss LI y 31I0BMUCHUX LiSIX Ta BUBYCHHIO €(hEKTHBHHUX
METO(IB MPOTHUIIT TAKUM 3arpo3aM. 30KpeMa, CTaTTsA OXOIUIIOE OCHOBHI BHIHU aTak, 1[0 BUKOPHUCTOBYIOTh TEXHOJOTIT
ML, K1 ACMOHCTPYIOTb, K 3JIOBMUCHUKU MOXYTb MaHiHanOBaTI/I AJIrOpUTMaMU MAIIMHHOI'O HAaBYaHHH, Hi,HpI/IBaTI/I
JOBIpY IO TaHUX Ta OOXOIUTH CHCTeMH 3axucTy. OKkpeMy yBary NpuAiICHO MeXaHi3MaM aTak OTPYEHHS JaHUX, TaK K
BOHH BBa)KaIOTHCS HAHOLIbII HeOE3MEYHUMH [IPH MAITMHHOMY HaBYaHHI, sIKi TIepen0adaloTh BHECCHHS MIKIITUBUX J1a-
HUX y MPOIeC HaBYaHHS MOJEJICH, 10 MPU3BOIUTH IO BUKPUBIICHHS PE3yIbTATIB Ta MiJPUBY e(heKTUBHOCTI allTOPUTMIB
6e3nexu. Takox PO3rIAAar0TBCA aTaKu IIPOHUKHCHHS, Y AKUX aTaKYIO‘{i CTBOPIOIOTH YHiKaJ'IbHi 3pa3Ku JaHUX, 110 MO-
KYTh 3aJUINATHCS HEBUAVNMHUMH U1 TPaTUIifHAX CHCTEM BHUSBJICHHS 3arpo3. ATakd Ha KOH(]IIEHIHHICT
aHAJI3YIOThCS SIK CIOCiO oTpuMaHHs KoH(ineHuiiHo1 iHpopmarii 3 ML-Mozenel, o Moke BUKOPUCTOBYBATUCS ISt
BUKpPAACHHA JaHUX KOpI/ICTyBaLIiB. ATaKI/I 3JIOBXKUBAHHA JEMOHCTPYIOTH, K 3JIOBMUCHUKU MOXYTh BUKOPUCTOBYBATHU
II-iHcTpyMeHTH /JIs aBTOMAaTH3allii atak, MacTadyBaHHs (QIIIMHIOBUX KaMIIaHii Ta aHaji3y claOKuX Micllb 3axHc-
HUX CHCTeM. AKTYalbHICTh JOCII/KCHHS 3yMOBJICHA THM, IO TPAIUIIiiiHI MIX0AW 10 KiOep3aXxHCTy BXKE HE 3IaTHI
e(beKTI/IBHO MMPOTUCTOATHU 3arpo3zam, SIKi AIanTyrOThCA Ta eBOHIOHiOHyIOTI) 3aBJAAKU MAIIMHHOMY HaBYaHHIO. CTaTTSI
HATOJIONTY€e Ha KPUTHYHIA BaXXITMBOCTI JOCIIKCHHS METOMIIB 3aXUCTY, 30KpeMa MOOYIOBH HATIHHUX CHCTEM MAIllHH-
HOTO HaBYaHHS, II0 MAlOTh BOYJOBaHI MEXaHI3MH BUSBJICHHS aHOMAJiil Ta ajanTaliio 10 HOBUX 3arpo3. OmHuM i3
KITFOYOBHUX IMIIXOMIB € (heiepaTHBHE HAaBYAHHS, SIKE JIO3BOJIIE TPEHYBATH MOJEI Oe3 IeHTpali30BaHOTo 30epiranHs aa-
HUX, 3MCHIOIYIOYM pPH3WK BHTOKY iH(popmarii. Tako po3IISIHYyTO pPO3BHTOK TJIMOOKOTO HaBYaHHSA Yy cdepi
Kibep3axucTy, Mo T03BOJISE aHATI3YBATH MMOBEIHKOBI MATEPHHU 3arpo3 y PEKUMI peabHOrO Yacy. BakiTMBUM acrek-
TOM 3aJIMIIAETHCA MTOEAHAHHA TEXHOJIOTYHHUX 3aXOZ[iB 13 JIFOACBKHUM KOHTPOJIEM, OCKiJ'ILKI/I, HE3BaXXar04u Ha HOTy>KHiCTL
II-iHCTpYMEHTIB, MOACHKHUHA (HaKTOP 3aIMINAETHCA KIFOYOBUM y mporeci 3abesnedenHs kibepoesmnekn. OTxe, CTaTTa
JIEMOHCTpYe OanaHc MiXXK MOXIHMBOCTSIMHU Ta 3arpo3amu LI y cdepi kibepbesmekn, miakpecmo0dn HeO0OXiTHICTD MOo-
JTANTBIINX JOCIIKEHb Y HAPAMKY cTiikux ML-mozenei, siki MOXXyTh e(heKTHBHO NMPOTHCTOSTH aTakaM. bes3 HajexHo-
ro perymoBaHHs Ta KOHTporo LI Moxe cTaTh He JnIe 3aXUCHUKOM, a i IHCTPYMEHTOM 3JI0BMHUCHUKIB, II0 BUMAarae
PpO3poOKH HOBUX CTpaTeriit Oe3MeKy Ta M>KHApOIHOTO BPETYIIOBAaHHS y chepi Kibep3axucry.

Knmiouogi cnosa: MTyIHWIA 1HTENEKT; Ki0epaTaku, MallTiHHE HaBUaHHS; KidoepOesneka; ¢peaepaTUBHE HABUAHHSI.

Ta6u. 1. Inn. 2. Bibmiorp.: 25 Ha3B.
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UDC 621.391:519.2

Analysis of the limitations of quantum computing in cryptoanalysis problems / Y.V. Kotukh, G.Z. Khalimov,
M.V.Korobchynskyi, 1.Y.Dzhura // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 92— 101.

The NISQ era is a transitional phase in the development of quantum computing with a limited number of qubits
and high noise levels. In response to the limitations, specialized algorithms have been developed, such as the variational
quantum eigenvalue algorithm (VQE) for modeling molecular structures, and QAOA for solving combinatorial optimi-
zation problems. To reduce the impact of noise on the calculations, effective strategies are used: randomized compila-
tion (RC) and zero-noise extrapolation (ZNE). Hybrid quantum-classical approaches are also being developed that
combine quantum generation with classical optimization and processing methods. Potential areas of application of
NISQ technologies include the optimization of logistics problems, financial modeling, and supply chain optimization. In
cryptography, NISQ devices stimulate the development of quantum-resistant encryption algorithms. The main challeng-
es remain the limited scalability of systems and the problem of noise in quantum computing. The search for new archi-
tectures, including topological qubits and "glass" chips for a more stable environment, continues. An important trend is
the gradual transition to the era of fully fault-tolerant quantum computers (FTQC), expected in the period 2025-2029.
Unlike NISQ, which focuses on noise reduction methods, FTQC implements full quantum error correction (QEC).
Quantum computing has transformed from an academic discipline into a field with a clear commercial strategy. Despite
current limitations, existing achievements open up real opportunities for the applied use of quantum computing in cryp-
tography. The analysis of mathematical criteria of different eras of quantum computing development has implications
for solving cryptanalytic problems, transforming the understanding of the time frames and methodological approaches
to overcoming cryptographic protection of classical cryptosystems.

Key words: quantum computer; postquantum cryptography; cryptanalysis; NISQ; EFTQC; FTQC.

Tab. 5. Ref: 16 items.

VJIK 004.056.55

AHaJi3 o0MeKeHb KBAHTOBHX O0YMC/IEHb Yy 3agavax kKpunrtoaHanaizy / €.B. Komyx, I'3. Xanimos,
M.B. Kopobuunceruii, 1.€. [cypa Il Pagiotexnika : Beeykp. Mixsia. Hayk.-TexH. 36. 2025. Bun. 220. C. 92— 101.

NISQ-epa € nepexigHo0 (a30r PO3BUTKY KBAHTOBUX OOYMCIICHH 3 OOMEKCHOIO KIBKICTIO KyOiTiB Ta BUCOKHM
piBHeM mrymy. Y BigNOBigh Ha OOMEKEHHS PO3pOOIICHO CIemiai3oBaHI alTOPHTMH, SK-OT BapiallifHIA KBaHTOBHI
aNTOpPUTM 3HaXOKeHHs BiacHUX 3HaueHb (VQE) mis MonmenroBaHHS MOJEKYISPHUX CTPYKTYp, Ta QAOA misa Bupi-
IICHHS KOMOIHATOPHHUX ONTHMI3alifHUX 3amad. s 3MeHIIeHHs BIUIMBY IIyMy Ha OOYHCIICHHS BHKOPHCTOBYIOTHCS
eexTuBHI cTpaTerii: panxomizoana xommnurinis (RC) ta excrpamorsis no HymsoBoro mymy (ZNE). Takox po3Bu-
BarOThCA Fi6pI/I,Z[Hi KBaHTOBO-KJIACHYHI HiZ[XOZ[I/I, 110 NO€AHYIOTh KBAHTOBY reHepaui}o 3 KIaCMYHUMH METOJaMU OIITH-
Mizanii Ta 00poOku pe3ynbrari. [loTeHmiini cepu 3actocyBanHss NISQ-TeXHOIOTIH OXOIUTIOIOTH ONTHMI3allio JIoTic-
TUYHKX 3a/a4, (iHAHCOBE MOJICNIOBAHHS Ta ONTHMI3allil0 JIAHLIOTIB moctadanHs. Y kpunrorpadii NISQ-npucrpoi
CTHMYJIIOIOTh PO3BUTOK KBAHTOBO-CTIMKHX aNrOpUTMIB MM(pyBaHHs. [ 0JOBHUMH BUKJIMKAMHU 3aIMIIAIOTHCS 00OMexe-
Ha MacHITabOBaHICTh CUCTEM Ta Mpo0JieMa IIyMy B KBAHTOBUX OOYHCIICHHAX. TpUBaE MOIIYK HOBUX apXiTEKTYp, BKIIO-
Yal04M TOTOJIOTIYHI KyOiTH Ta "CKIISHI" YinK /st CTaOLIBHIIIOro cepeaoBHia. BaxkIMBOIO TEHACHIIEIO € MOCTYIOBUMA
Hepexij 10 epu KBAaHTOBUX KOMII'IOTEPIB i3 MOBHOIIHHOW ToJsiepanTHIicTIO 10 nomuiok (FTQC), ski o4ikyroThCs B
nepiox 2025-2029 pp. Ha inminy Big NISQ, mo ¢okycyroThes Ha MeToaax 3HmKeHHS mymy, FTQC BopoBamkye moB-
HOILIIHHY KBaHTOBY Kopekmito moMmiok (QEC). KBaHTOBI 00YHCIIEHHS MEpETBOPMIINCEH 13 aKaJIeMiuyHOI TUCIMILIIHU Ha
chepy 3 YITKOI KOMEpUiHHOI cTpareriero. He3Bakaroun Ha MOTOYHI OOMEKEHHS, HASBHI JOCATHEHHS BIIKPHUBAIOTh
peabHi MOKIIMBOCTI IS TIPUKIIQJHOTO BUKOPUCTAHHS KBAHTOBHX OOYHCICHb y Kpurrorpadii. AHai3 MaTeMaTHIHAX
KpUTEpIIB pI3HHUX €MOX PO3BUTKY KBAHTOBHX OOUYMCIICHh Ma€ HACTINKH I BUPINICHHS KPHUITOAHANITHIHHX 321124,
TpaHC(HOPMYIOUH PO3YMIHHS YaCOBHX PAMOK Ta METOIOJOTIYHUX IMIIXOMIB 0 IOJONAHHSI KPUNTOrpadidHOro 3aXHCTy
KIIACUYHUX KPUIITOCUCTEM.

Kniouosi crosa: KBaHTOBHI KOMIT'I0TEp; IIOCTKBaHTOBa Kpunrorpadis; kpunro anaiiz; NISQ; EFTQC; FTQC.

Tabu. 5. bi6miorp.: 11 Hazs.

AUTOMATION AND ROBOTICS
ABTOMATHU3ALIS TA POBOTOTEXHIKA

UDC 004.932

Automated information and visualization system for optical control of ultra thin microcables /
I.Sh. Nevlyudov, O.M. Listratenko, I.V. Borschov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220.
P.102 - 111.

The paper highlights the analyzed types of critical and minor defects in flexible Al-Pi microcables and developed
their systematization. A thorough and detailed study of methods for detecting defects, obtaining and processing infor-
mation was conducted, it allowed us to select optimal approaches for automated optical inspection. A structural diagram
of an optical inspection system (OIS) has been developed, it provides effective detection of defects in flexible ultrathin
microcables used in sensor modules and digital track detector calorimeters. The technical support and equipment of the
OIS workplace were also provided, including modern means of optical analysis and computer data processing.

The OIS, an automated optical inspection system, was created, it can be used in production and it has a wide range
of functions and characteristics making it possible to detect effectively various surface defects while ensuring high
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quality and reliability of flexible ultrathin Al-Pi microcables. In the process of work, modern methods for improving the
accuracy and speed of optical control of the developed and tested system were analyzed, they allowed us to identify
promising areas for further improvement of the system.

Key words: optical inspection system; structural diagram; workplace; ultra thin microcables.

1 tabl. 4 fig. Ref: 7 items.

YK 004.932

ABTOMAaTH30BaHa iHopManiliiHO-BUMIpPIOBAJbHA CHCTeMA ONTHYHOI0 KOHTPOJII0 THYYKHX HAATOHKHX Mi-
kpoxadeniB / 1.1l1I. Hesnooos, O.M. Jlicmpamenko, 1.B. Fopwos Il Pagiotexnika : Bceykp. MixBia. Hayk.-TexH. 30.
2025. Bum. 220. C. 102 — 111.

BukonaHO aHami3 BUAIB KPUTHYHHX Ta MaloO3HAYHUX AedekTiB rHydkux Al-Pi mikpokaberniB Ta po3pobieHo ix
cucreMaTu3alito. [IpoBeseHo aeranbHe AOCTIKEHHS METOIB BUSBICHHS Je(eKTiB, OTpUMaHHs Ta 00poOkH iHpopMa-
1ii, 10 JO3BOJIMJIO BUOPATH ONTHMANIBHI MiAXOAM AJIsl aBTOMATU30BaHOT'O ONTUYHOIO KOHTPOINO. Po3pobieHo cTpyk-
TypHY cxemy iH(popmariitHo-BuMipioBanbHOi crctemu (IBC) onmTiaHOrO KOHTpOITIO, siKa 3a0e3nedye e(eKTUBHE BUSB-
JIeHHA Ne(eKTiB y THyYKAX HAATOHKHX MIKpOKaOeJIiB, 1[0 3aCTOCOBYIOTHCS Y CEHCOPHUX MOIYJISX Ta MU(POBUX TPEKO-
BHX JIETEKTOPHUX KalopuMeTpax. BukoHaHO TeXHIYHE 3a0€3MeUeHHS Ta OCHAIICHHS pobodoro Miciis IBC, mo Bkirodae
Cy4acHi 3aCO0M ONTHYHOTO aHANI3y Ta KOMII I0TepHOI 0OpOOKH JaHUX.

CrBopeno IBC aBTOMaTn30BaHOTO ONTHYHOTO KOHTPOIIO, IO MOXKE BUKOPHUCTOBYBATHCS Ha BUPOOHHUIITBI i Mae
mmpokuid Habip GYHKLIN Ta XapaKTEPHUCTHK, SKi JO3BOIIOTH €()eKTHBHO BHUSBIISATH Pi3HOMAaHITHI IOBEPXHEBI He(eKTH
npy 3a0e31e4eHH] BUCOKOT SIKOCTI Ta HaliHHOCTI THYYKHX HaaToHKHX Al-Pi MikpokabeniB.

[TpoananizoBaHO Cy4acHi METOIM MOKPAILICHHS TOYHOCTI Ta IIBUAKOCTI ONTHYHOTO KOHTPOJIIO CUCTEMH, 1110 OyIia
pO3po0JIeHa Ta IPOTECTOBAHA, [0 JO3BOJUIIO BUSHAYNTH MEPCIICKTUBHI HAMPSIMKH 11 [TOJAJIBIIION0 BIOCKOHAICHHS.

Kmiouosi cnosa: iHpopMaIiiiHO-BUMIpIOBaIbHA CHCTEMa ONTUYHOTO KOHTPOJIIO; CTPYKTYpHA cXeMa; poboye Mic-
1ie; HAITOHKI MiKpoKaoeuti.

Tabx. 1. Inn. 4. Bibmiorp.: 7 Ha3B.

RADIO ELECTRONIC SYSTEMS
PAJIOEJIEKTPOHHI CUCTEMH

UDC 621.396.96

Methods for acoustic sounding of the atmosphere using antenna arrays / V.M. Kartashov, R.O. Bobnev //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 112 — 1109.

Acoustic sounding systems (AS) of the atmosphere — sodars provide information on the state of processes occur-
ring in the lower layers of the atmosphere. They allow measuring vertical profiles of wind speed and direction, turbu-
lence parameters. The information obtained is used in applied tasks to ensure takeoff and landing of aircraft, study of
atmospheric processes. However, the effectiveness of existing acoustic means is insufficient and there are practical
needs for the development of appropriate promising methods of sounding and signal processing, which will be imple-
mented when building specific stations.

The recent development of effective piezoelectric acoustic emitters has provided the possibility of creating acous-
tic antennas for sodars in the form of antenna arrays, which has had a significant impact on the structure of the acoustic
locator and allows expanding significantly its potential capabilities. However, the use of acoustic antenna arrays in
sodars has a number of features, so it is necessary to conduct additional research to analyze the potential capabilities of
emerging sodars.

The article considers methods for remote sensing of the atmosphere by sodars with an antenna array when per-
forming simultaneous sensing in several directions. Adequate mathematical models of acoustic signals and methods of
multi-channel sensing have been developed, mathematical computer modeling of sensing processes has been performed.
The proposed method has been analyzed when performing simultaneous sensing of the atmosphere in several directions
at one frequency, as well as when using different frequencies of sensing signals in different directions. The implementa-
tion of the considered methods in practice will ensure increased efficiency and reduced time for measuring atmospheric
characteristics.

Mathematical modeling of methods for adaptive spatial selectivity of acoustic locators with an adaptive antenna
array has been performed, their significant potential capabilities have been shown. The implementation of such methods
in practice will allow increasing significantly the noise immunity of acoustic locators, especially when they operate in
difficult interference conditions, for example, in airport conditions.

Key words: acoustic sounding of the atmosphere; sodar; method; acoustic antenna array; synthesis; sounding sig-
nal; radiation pattern; optimality criterion.

5 fig. Ref: 21 items.

VJIK 621.396.96

MeTonu aKyCTHYHOIO 30HAYBaHHSI aTMoc(epH 3 BUKOPUCTAHHSAM aHTEHHUX pemitok / B.M. Kapmauwios,
P.O. Bobues Il PaniotexHika : Beeykp. MbxkBia. Hayk.-TexH. 36. 2025. Bum. 220. C. 112 — 119.

Cucremu aKycTHYHOTO 30HAYBaHHS (A3) atMocdepu — conapy 3abe3nedyroTs OTpUMaHHs iH(opManii npo cran
MIPOLIECIB, IO BiZIOYBAIOTHCS B HIDKHIX IIapax arMochepu. BoHM 103BONISIOTH BUMIPIOBATH BEPTUKAILHI MPOQisi MIBU-
JIKOCTI 1 HampsMKy BiTpy, HapaMmeTpiB TypOyiaeHTHoOcTi. OTpuMaHa iH(pOpMaIisi BUKOPHCTOBYETHCS B NPHUKIIAIHUX 3a-
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Jagax Ui 3a0e3rmedeHHs 30Ty Ta MOCaKH JITAIBHUX anapariB, BUBYCHHs aTMochepHuX mporeciB. IIpote edhekTus-
HICTh ICHYIOUHX aKyCTHYHHUX 3aCO0IB € HEIOCTATHLOIO 1 iICHYIOTh MOTPEOH MPAKTHKHU 3 PO3POOKH BiAMOBITHUX MTEPCIICK-
THBHHX METOJIB 30HIyBaHHS Ta 00OPOOKHM CHTHAIIB, IO Pealli3yBaTUMYThCS MPH MOOY0B1 KOHKPETHUX CTaHITiH.

Po3poOka epeKTHBHUX IT'€30€NEKTPUIHAX aKYCTHYHHX BUIPOMIHIOBAUiB 3a0e3Meuniza MOKIIMBICTD CTBOPEHHS
AKYCTUYHHX aHTEH COJApPiB y BUIIIAAI aHTCHHHUX PEIIiTOK, 110 3HAYHO BIUIMHYJIO Ha CTPYKTYpPY aKyCTHYHOTO JIOKaTopa i
Ha/Ia€ 3MOT'Y CYTTE€BO PO3IIUPUTH HOTO MOTEHIiHHI MOKIHUBOCTI. OTHAK BUKOPHCTAHHS aKyCTHYHIX aHTCHHHUX PEIIiTOK
y coiapax Mae i HU3Ky 0COOJIHMBOCTEH, TOMY HEOOXiTHO MPOBECTH JIOATKOBI TOCTIIXKCHHS 3 METOK aHAi3y MOTCHIII#-
HHUX MO>KJIMBOCTEH CO/apiB, 110 BiIKPUBAIOTHCS.

B crarTi po3misiHyTO METOAM JUCTaHLIHOTO 30HIyBaHHS aTMOC(EPH coJapaMM 3 aHTCHHOIO PELIITKOIO NP BHU-
KOHaHHI OJIHOYAaCHOTO 30HYBaHHS Y JEKIbKOX HamnpsiMKax. Po3po0ieHo agekBaTHI MaTeMaTHYHI MOAENI aKyCTUYHUX
CUTHAJIB 1 METOJIB 0araToKaHaJLHOTO 30HJYBaHHS, BUKOHAaHO MaTeMaTH4YHE KOMITIOTEpPHE MOJEIIOBAaHHS HPOLECIB
30HyBaHHs. [IpoaHanizoBaHO 3anpPOIIOHOBAHMHA METOJ NPH BUKOHAHHI OJHOYACHOTO 30HAYBaHHsS aTMocdepu B JieKi-
JBKOX HANpsAMKax Ha ONHIN 9acTOTi, a TAKOXX IPU BUKOPHUCTaHHI Pi3HUX YaCTOT 30HAYBAIBHUX CHTHAJIB Yy Pi3HUX Ha-
npsiMKax. Peamizamis po3riIsIHyTHX METOIB Ha MPAKTHUII 320€3MIeYNTh i IBUIIICHHS OMEPATHBHOCTI Ta CKOPOUYCHHS Yacy
BHMIiPIOBaHHS XapaKTEPUCTHK aTMOC]epH.

BuxoHnaHo MaTeMaTHYHE MOAETIOBAaHHS METOIB a/IallTHBHOI IIPOCTOPOBOI BUOIPKOBOCTI aKyCTHYHHX JOKATOPIB 3
aJanTUBHOIO aHTEHHOIO PEIIiTKO0, TOKAa3aHOo IXHI 3HaYHI MOTEHIIHHI MOXJIMBOCTI. Pearizariis Takux MeToIiB Ha Mpak-
THUI JaCTh 3MOTY CYTT€BO IIiIBHIIINTH 3aBaJ[03aXHIICHICTh aKyCTUIHUX JIOKATOPiB, 0COOIMBO 32 iXHBOI poOOTH B yMO-
BaX CKJIaJIHOI 3aBa/10BOT 00CTAaHOBKH, HAIIPUKJIA]] B yMOBAX aepoIOpPTY.

Kniouosi crosa: akycTriHe 30HAYBaHHS aTMOC(EpH; coJap; METO; aKyCTUYHA aHTEHHA PELIiTKa; CHHTE3; 30HY-
BaJIbHUI CUTHAJ; llarpaMa CIpsIMOBaHOCTI; KpUTEPiH ONTHMaIIbHOCTI.

In. 5. Bi6miorp.: 21 Ha3B.

UDC 621.39:534.87]:004.056.5

Features of detecting acousto-electromagnetic information leakage channels / A.M. Oleynikov, Yu.V. Lykov,
Y.S. Pavlenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 120 — 127.

The article highlights the features of the formation and detection of acousto-electromagnetic information leakage
channels caused by acousto-electric transformations in technical devices. These channels present a significant threat to
information security, as they convert acoustic oscillations into electrical or electromagnetic signals that may carry con-
fidential information.

The primary focus is on the classification of acousto-electric and acousto-magnetic channels, which are divided
into direct and modulation channels. Direct channels arise from the direct interaction of acoustic waves with sensitive
device elements, such as piezoelectric elements, speakers, or transformers. Modulation channels are formed when
acoustic influence changes the parameters of high-frequency generator signals, creating hazardous modulations.

The physical processes underlying acousto-electric and acousto-magnetic transformations are examined. Acoustic
waves alter the electrical parameters of sensitive elements such as inductance, capacitance, or electromagnetic permea-
bility. This leads to the generation of signals that can be detected in power networks or transmission lines.

The article describes methods for detecting acousto-electromagnetic channels. For direct channels, a setup includ-
ing an acoustic generator, a sound wave emitter, and a spectrum analyzer that records output electrical signals is used.
For modulation channels, an analysis of high-frequency signals modulated by acoustic waves is applied.

A comprehensive set of measures to neutralize acousto-electromagnetic channels is proposed. These measures in-
clude shielding technical devices to protect against acoustic waves, using noise-absorbing materials, optimizing device
designs to reduce their sensitivity to acoustic influences, and monitoring the acoustic environment using spectrum ana-
lyzers. Masking signals in rooms with high-security requirements are also an effective measure.

Key words: acousto-electric channels; signal modulation; information leakage; data protection; piezoelectric ef-
fect.

4 fig. Ref: 12 items.

VJIK 621.39:534.87]:004.056.5

Oco0.1MBOCTI BHUSIBJIEHHSI aKYCTOEJEKTPOMATHITHUX KaHaJiB BHUTOKY iHdopmanii / A.M. Oneiinixos,
FO.B. Jluxos, A.C. Ilasnenxo Il Pagiorexnika : Beeykp. MixBsia. Hayk.-TexH. 30. 2025. Bun. 220. C. 120 — 127.

BucsitieHo oco0auBOCTI (POpMYBaHHS Ta BHSABICHHS aKyCTOCIEKTPOMATHITHUX KaHATIB BUTOKY iH(popMarii, sSKi
BHHUKAIOTh Yepe3 aKyCTOCIEKTPHYHI MEPETBOPEHHS Y TEXHIYHUX MPHUCTPOSAX. 3a3HaUeHI KaHAIM € 3HAYHOIO 3arp03010
st iHpopMariiitHoi 0e3MmeKH, OCKUTbKH MEepPETBOPIOIOTh aKyCTHYHI KOJWBAaHHS Ha €JEKTPUYHI ab0 eleKTpOMAarHiTHi
CUTHAIIH, 1[0 MOXYTh HECTH KOH(DiIeHITiHHY 1H(OopMaIIifo.

OcHoBHa yBara mpujijeHa kiacupikamii aKyCTOGNEKTPHYHHUX I aKyCTOMAarHiTHUX KaHAJIB, SIKi MOTUIAIOTHCS Ha
mpsiMi Ta MoxynALiiiHi. [Ipsmi KaHaIM YTBOPIOIOTHCS BHACHIIOK Oe3mocepeiHboi B3aEMOMI aKyCTHYHUX XBUIIb 13 UyT-
JIMBAMU €JICMEHTaMH TIPUCTPOiB, TAKUMHU SIK T’ €30€JIEMEHTH, TYIHOMOBII 4M TpaHchopMaTtopu. Moy IsIiiHI KaHATH
BUHHUKAKTh TOI[i, KOJIu aKYCTI/I‘IHI/Iﬁ BIUIMB 3MIHIOE napamMeTpu CHUI'HAJIIB BUCOKOYACTOTHHUX reHepaTopiB, CTBOPIOIOYIH
HeOe3MeYHi MOy IS,

PosrisiHyTo i3MyHI mporecw, IO JIeKaTb B OCHOBI aKyCTOEGJNEKTPUYHHMX Ta aKyCTOMArHITHHX I€PETBOPEHb.
AKycTHYHI XBWJII 3MIHIOIOTH EJIEKTPUYHI IapaMeTpH UYYTJIMBUX EJIEMEHTIB, TaKMX SK IHAYKTHBHICTb, €MHICTh a0o
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€JICKTPOMarHiTHa MIPOHUKHICTh. 1le BUKJIMKA€E MOSBY CHTHAIIB, SKi MOKYTh OYTH BHUSBJICHI Y Mepexax *KHUBJICHHS a00
nepenaBabHUX JTiHISMX.

Onucano METOAMKY BUSIBIICHHS aKyCTOCJIEKTPOMArHiTHUX KaHawiB. J{JIsl mpsiMUX KaHAIB BUKOPUCTOBYETHCS CXe-
Ma 3 aKyCTHYHHM T'€HEpPaTOpOM, BHIPOMIHIOBaYeM 3BYKOBHX XBHJb 1 CIIEKTpOAHANi3aTOPOM, KUl (ikCye BUXimHI
eNeKTpHYHi curHAMH. [ MOy nAmifHUX KaHaJIB 3aCTOCOBYETHCS aHAJi3 BHCOKOYACTOTHHUX CHTHAJIIB, MOAYJIHOBAHHUX
aKyCTHYHUMU XBUJISIMU.

3anpornoHOBaHO KOMIUIEKC 3aXO/iB sl HeWTpanizalil akyCTOeJIeKTpOMarHiTHUX KaHaliB. BoHN BKIIIOYAIOTH €K-
paHyBaHHsI TEXHIYHUX 3aCO0IB JUIsl 3aXUCTY BiJl aKyCTHYHHUX XBWJIb, BAKOPUCTAHHS IIyMO3ariTylllyBaIbHUX MaTepialiB,
ONTHMI3aIlil0 KOHCTPYKIIH IPUCTPOIB JUIsl 3HIKEHHS 1X YyTJIMBOCTI 10 aKYCTUYHUX BIUIMBIB, @ TAKOXK MOHITOPUHT aKy-
CTHYHOTO CEpeIOBHIIA 32 JJOIOMOTOI0 CIEKTpoaHalli3aTopiB. MacKyBajbHI CUTHAJIM y IPUMILIEHHSX i3 BUCOKHMMHU BH-
MOTaMH JI0 0e3NeKH TAKOX € AI€EBUM 3aX0JI0M.

Kniouosi  cnosa: axkyCTOGNEKTpHYHI KaHAIW;, MOJIYJALIS CHTHANiB; BHUTOK iH(OpMAIli; 3aXUCT HaHUX;
I’ €30€JIEKTPUIHAN SPEKT.

1. 4. Bibmiorp.: 12 Has3s.

UDC 621.396; 550.388

Improvement of ionospheric sounding modes in the incoherent scatter technique / L.Ya. Emelyanov,
V.0. Pulyayev, N.O. Kuzmenko, D.A. Dziubanov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220.
P. 128 — 135.

Improvement of the modes of high-frequency radio waves pulsed radiation, reception and processing of received
signals incoherently scattered by ionospheric plasma, implemented using incoherent scatter radars intended for remote
sensing of near-Earth space are exemplified. An analysis of some modes of radio pulse sounding was carried out, name-
ly the mode using a long radio pulse intended for the upper ionosphere study, and a mode for the lower ionosphere
study, when the sounding signal was emitted in the form of two short elements, the distance between which varied de-
pending on the radar scan number. The advantages and disadvantages of these modes are shown. Options for using ra-
dio pulses of a more complex structure are proposed due to the optimal coding of a larger number of elements taking
into account the nature of scattering in the ionospheric plasma. The results of the search for multi-element coded signals
for the study of the lower and upper altitude ranges are presented, providing the calculation of the ordinates of the scat-
tered signal autocorrelation function with high resolution both in space and time. The hardware implementation of
sounding modes using these signals is presented. In particular, a block diagram of the incoherent scatter radar is pre-
sented for working with signals of opposite circular polarizations, which uses for this purpose-controlled phase shifters
of the transmitter excitation system, orthogonal antenna vibrators and ring bridge of the receiving-feeder path. The
change in the parameters of the high-frequency filling of the sounding radio signal is carried out according to the signals
of the radar control system. In general, this makes it possible to transmit and receive signals with various coding options
for their elements, most suitable for specific conditions, and to use modes in which the direction of circular rotation of
the plane of polarization of the radio wave changes. A multi-channel computing device is proposed for calculating the
autocorrelation function of the incoherent scatter signal when using such coded signals.

Key words: incoherent scatter technique; radar signals; sounding modes; signal coding, processing.

6 fig. Ref: 15 items.

VJIK 621.396; 550.388

YaockoHa/IeHHsI PeKUMIB 30HIyBaHHA ioHOCepH y MeTOi HeKOrepeHTHOro poscisinus / JI.5. Emenvanos,
B.O. Ilynsaes, H.O. Kysvmenxo, /. A. [[zr06anoe Il Pagiorexuika : Beeykp. mMixBia. Hayk.-TexH. 36. 2025. Bum. 220.
C. 128 - 135.

HaBenieHO npuKiaan yJOCKOHAJIEHHS PEXUMIB IMIYJIBCHOTO BHIIPOMIHIOBAHHS BHCOKOYACTOTHHX PajiOXBUIIb,
npuiiMaHHs Ta 00pOOKM NPUIHATHX CUTHAIB, HEKOTEPEHTHO PO3CISIHUX 10HOC(EPHOIO MJIa3MOI0, IKi peasi3yloThes 3a
JAOIIOMOI'OKO pa;[apiB HEKOTI'CPCHTHOT'O pOSCiS[HHS[, MNpU3HAYCHUX IJIsd I[PICTaHI.[ifIHOFO 30HAYBAaHHs HABKOJIO3€MHOI'O KO-
cMivqHOTO TIpocTopy. [IpoaHati3oBaHO PEXUMH PaJioiMITYIIECHOTO 30HAYBaHHSA, a CAMe PEKUMY 3 BHKOPHCTAHHSIM JIOB-
TOT0 PaIioiMITyIIBCY, IPU3HAYECHOTO TSI TOCIIKECHHS BEPXHBOTO BUCOTHOTO Jialla30Hy i0HOC(EpH, 1 peskuMy IS T0-
CIJDKEHHST HIDKHBOI i0HOC(hepH, KON BHUIIPOMIHIOETHCS 30HIYBAIBbHIA CUTHA y BHTIISAI JBOX KOPOTKHX EIIEMCHTIB,
BiJICTaHb MK SIKUMH 3MIHIOE€THCS B 3aJI©KHOCTI BiJI HOMEpY padioyioKamiifHoi po3ropTku. [lokazaHo mepeBaru Ta Hexo-
JKW OUX PEXUMIB. 3aIpOITIOHOBAHO BapiaHTH BHKOPHCTAHHS PaJliOiMITYJIBCIB OLTBIN CKIIaTHOI CTPYKTYPH 3aBISKA OI-
TUMaJIFHOMY KOJYBaHHIO OUTBIIOT KUTBKOCTI €JIEMEHTIB 3 ypaxyBaHHAM XapakTepy PO3CIIHHS B ioHOC(hEpHiH Ima3Mi.
HaBeneHo pe3ynbTatu MONTyKy 06araToeleMEHTHUX KOJOBAHUX CHUTHAJIB JUIS AOCHIKEHHS HUXKHBOTO 1 BEpXHBOTO BH-
COTHHX Jiama3oHiB, sKi 320€3MeUyI0Th PO3PaXyHOK OPAWHAT aBTOKOPENAIiHOT (yHKII{ CHTHATY PO3CISHHS 3 BUCOKOIO
PO3AITBHOIO 3JATHICTIO AK y MPOCTOPi, Tak 1 y daci. [IpeacraBneno anapaTypHy peaji3aliifo peXXuMiB 30HIyBaHHS ITUX
CUTHAIIIB, 30KpeMa CTPYKTYPHY CXeMY paliapa HEKOT€PEHTHOTO PO3CIsTHHSI AJisi pOOOTH 3 CUTHAJIAMHK MPOTHIIEKHOT KPY-
TOBOI MOJISIpU3aIlii, Ika BAKOPUCTOBYE TSI IIHOTO KepoBaHi (hazoobepTadi cucteMu 30yKEeHHS MepeiaBada, OpTOroHa-
JIbHI aHTEHHI BIOpaTOpH Ta KUNBLEBUH MICT MpHHMaIbHO-(iepHOro TPakTy. 3MiHa HMapaMeTpiB BUCOKOYACTOTHOTO 3a-
IIOBHCHHA paniocnrHany 30HAYBAHHA 3Hil71CHIO€TI;C$I 34 CUT'HaJIaMH1 CUCTEMU KCPYBAHHA pagapa. B L[iJ'IOMy, e aa€ Mo-
XKIIMBICTh TI€pPeAaBaTH i NPUHMATH CUIHAIM 3 PI3HUMH BapiaHTaMH KOAYBAaHHS iX €JIeMEHTIB, HalOIIbII MPUIATHUMHU
JJI1 KOHKPETHUX YMOB, Td BUKOPUCTOBYBATHU PCIKHUMH, B AKUX 3MIHIOETBCS HAIIpsAIMOK KPpYroBoro 06€pTaHH$I IIOIIMHHU
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moJiApu3altii  pamioXBwWili. 3alMporOHOBAaHO OaraTOKaHAIBHUH OOYHCIIOBANLHUN TPUCTPIM UII  PO3paxyHKY
aBTOKOPEIAIiHOT (QYHKITIT CHTHAITY PO3CisSTHHS TPYU BUKOPUCTAHHI TAKUX KOJOBAHUX CUTHAIIIB.

Kniouosi cnosa: MeTonl HEKOTEPEHTHOTO PO3CISIHHS;, PaAioIOKAIiiiHI CHUTHANIN; PEXKUMH 30HAYBaHHS; KOIyBaHHS,
00po0OKa CUTHATIB.

1. 6. Bibmiorp.: 15 Ha3s.

PHYSICS OF DEVICES, ELEMENTS AND SYSTEMS
OPI3UKA ITPUJIAAIB, EJJEMEHTIB I CUCTEM

UDC 621.396.6

Trends in the development of wireless laser energy transmission / D.V. Sokirkaiev, A.A. Zarudny //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 136 — 145.

The article reviews and analyzes the current state of laser energy transfer (LET) systems and their development
prospects. The key components of the system, including laser emitters and high-performance optoelectronic converters
(OCs), as well as the influence of the transmission medium on the system efficiency are considered.

Particular attention is paid to the optimization of each module of the OET to improve the efficiency of the entire
system. The influence of laser radiation characteristics, DUT materials, temperature, and transmission conditions on the
system efficiency is described. Modern achievements in the creation of multi-junction LETs using GaAs and other in-
novative materials are analyzed. Examples of practical applications of solar cells in aviation, space and military indus-
tries, including power supply of UAVSs, spacecraft, as well as use in space solar power plants (SSPS) are considered.

The main technical limitations of modern LPS systems, which hinder the increase in overall efficiency to the level
of 20-25 %, are highlighted. Possible directions for further research, such as the improvement of materials, laser cooling
systems, and the adaptation of the LPE design to specific operating conditions, are presented.

LET is considered a promising technology that can change the approach to wireless energy supply in conditions
where other methods are inefficient or dangerous. It is expected that in the future, due to further development of tech-
nologies, the efficiency of LEP systems will exceed 30%.

Key words: laser energy transmission; wireless energy; laser; optoelectronic converters; GaAs.

2 tabl. 2 fig. Ref: 44 items.

V]IK 621.396.6

TenaeHuii po3BUTKY 6€31poTOBOI JiazepHoi nepenadi eneprii / /[.B. Coxipraes, O.A. 3apyonuii I/ PapiorexHika
: Beeykp. MikBiz. Hayk.-TexH. 30. 2025. Bun. 220. C. 136 — 145.

[IpoBeneHo ormsia Ta aHali3 Cy4acHOTO CTaHy cHcTeM JazepHol nepenadi eneprii (JI[IE) Ta ix mepcrnekTHB po3BU-
TKy. PO3IIIIHYTO KITFOUOBI KOMIIOHEHTH CUCTEMH, BKJIIOYAIOUYH JIa3epHI BUIIPOMIHIOBaUi Ta BUCOKOE()EKTUBHI ONTUYHO-
enekTpoHHi eperBopioBadi (OEII), a Takok BIUTHB cepeoBHUINa epenadi Ha epeKTUBHICTh pOOOTH CHCTEMH.

Oco0yuBy yBary mpuaiieHO onTuMizamii kokaoro moayis JITIE mns migBuieHHS e(peKTHBHOCTI BCIET CHUCTEMH.
OnmcaHO BIUIMB XapaKTEPUCTHK JIa3epHOTO BUIpoMiHIOBaHHA, MaTepianiB OEII, Temmepatrypu Ta yMOB mepenadi Ha
KK cuctemu. IIpoananizoBaHo cy4acHi TOCSTHEHHs y cTBOpeHHI Oararonepexinuux OEII 3 Bukopucrannsim GaAs ta
IHIIWX iIHHOBALiHUX MatepialiB. PosrisiHyTo nmpukinanyn npaktudHoro 3acrocyBanus JIIIE B aBiarii, kocMivHil Ta Bili-
CBKOBIH Taiy3sx, BKIo4Yaoun xuBieHHs BITJIA, kocMiYHMX anapariB, a TAKO)K BUKOPUCTAHHS B KOCMIYHMX COHSAYHUX
enektpocraHiisx (SSPS).

BucBiTieHO OCHOBHI TexHiuHI 0OMexeHHs cydacHux cucteM JIITE, siki CTpUMYIOTh MiBUILIEHHS 3arajbHOi eek-
TUBHOCTI 10 piBHA 20-25 %. HaBemeHo MOXIIHBI HANPsSIMU JJIS TIOAATBINUX JOCITIKEHB, TaKi SIK YIOCKOHAJICHHS MaTe-
piaJiiB, CHCTEM OXOJIOKCHHS Jia3epiB, Ta afganraiis qusaitny OEII 1o cnienudivHux yMOB pOOOTH.

JITIE po3risaaeTbest K MEPCHEKTUBHA TEXHOJIOTIS, 3/1aTHa 3MIHUTHU MiIXiJ 10 0€3ApOTOBOrO MOCTaYaHHs eHepril
B YMOBaX, JI¢ iHIII METOIH € Hee(eKTUBHUMHU a00 HeOe3nmeyHuMHU. OUiKyeThCA, MO Y MaOYTHBOMY, 3aBJISKH TTOAaJb-
IOMY PO3BUTKY TEXHOJIOTIH, epekTuBHicTh cucteM JITTE nepesumuts 30 %.

Kniouosi cnosa: nasepHa miepenada eHeprii; Oe3IpOTOBa CHEPTeTHKA; ONTHYHO-CJICKTPOHHI IEepPEeTBOPIOBAYI;
GaAs; kocMiuHi coHstuHi enekrpocTaniii; BITJIA.

Tabn. 2. In. 2. Bibmiorp.: 44 Ha3B.

UDC 621.372

Features of constructing data transmission systems over free-space optical routes / S.M. Kukhtin,
E.P. Fedorenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 146 — 155.

This paper provides an overview related to the current state of free-space optics systems, areas of their application
and advantages compared to wireless radio-frequency systems. A review related to development history of such systems
is also provided. Principles of transmitting/receiving equipment development, including common schemes, radiation
sources, detectors and other basic components of these systems are covered in this paper. Analysis of the atmospheric
conditions effect on optical signal transmission, such as atmospheric absorption, scattering and turbulence has been
studied. The most common methods used to improve the efficiency of free-space optics systems are also considered in
this paper.

Key words: optics; laser; telecommunications; data; atmosphere; link; turbulence.

2 fig. Ref: 44 items.
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YK 621.372

Oco0.1uBOCTi MOOYI0BM CHCTEM NepeAaBaHHS AAHUX BiIKpuTHMH onTHuyHuMmu Tpacamu [ C.M. Kyxmin,
€.I1. edopenxo Il Pagiotexnika : Beeykp. Mixkein. Hayk.-rexH. 36. 2025. Bum. 220. C. 146 — 155.

[IpoBeneHO oI CY4acHOTO CTaHy CHCTEM IIepesadi JaHuX BIIKPUTHMH ONTHYHUMH TpacaMu, cdep IXHBOTo 3a-
CTOCYBaHHS, a TAaKOXX IIEPEBAard y MOPIBHAHHI 3 ICHYIOUMMH O€3NPOBITHUME CHCTEMaMH i3 3aCTOCYBAaHHIM pajioKaHa-
my. IlpoBemeHo icTOpHYHWIT OIIIAA IXHBOTO pO3BUTKY. PO3MISIHYTO 0COOIMBOCTI TOOYZOBH NIpUAMAIBHO-
nepelaBajbHOrO O0JIaIHAHHS, BKIIOYHO 3 PO3IOBCIODKEHUMH CXEMaMH, JDKepelaMu i IpuiiMadyamMy ONTHYHOTO BU-
MIPOMIHIOBAaHHS, @ TAKOX 1HIIMMH OCHOBHUMH KOMIIOHEHTaMH Takux cucteM. [IpoBeneHo aHali3 BILIMBY aTMOC(epHUX
YMOB Ha Ilepesiady ONTHYHHUX CUTHAJIB, a came, 0COOJIMBOCTI aTMOC(EPHOro MOTJIMHAHHS, PO3CIIOBAHHS 1 BIUIMBY aT-
Moc(epHHUX TypOyJICHTHOCTEH Ha PO3MOBCIOKEHHS ONTUYHOTO CHrHaiy. [IpoaHanizoBaHO HaHOLIbII TOIIUPEHI METO-
JIV TT1/IBUILECHHS €DEKTUBHOCTI CUCTEM IepeIaBaHHs JaHUX BIIKPUTUM ONTUYHHM KaHaJIOM.

Kniouosi crosa: ontuka; nasep; TeJIeKOMyHiKalii; 1aHi; atMocdepa; Tpaca; TypOyJIeHTHICTb.

1. 2. Bibmiorp.: 44 Ha3B.

UDC 621.3729(75)

Analysis of noise components of microwave diode oscillators / O.D. Meniailo, O.V. Grigorieva //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 156 — 160.

The work deals with theoretical and practical study of fluctuation components of diode oscillators.

The mechanism of formation of fluctuation components of diode oscillators is considered.

An experimental study of fluctuation components of oscillators is carried out. A generator on an avalanche-transit
diode was chosen as an example of a diode autogenerator with a fairly high level of its own noise.

According to the results of research into amplitude-modulated and frequency-modulated noise components of an
oscillator on an avalanche-flying diode depending on the quality factor of its oscillatory system, the exponential nature
of these dependencies, predicted by the results of theoretical analysis, is observed,

The conducted studies indicate the consistency of theoretical conclusions with practical results.

The conclusions of the research can be used in the design of microwave diode generators with specified fluctua-
tion characteristics.

Key words: diode oscillators; fluctuation components; experimental research; frequency-modulated noise; ampli-
tude-modulated noise.

6 fig. Ref: 11 items.

VK 621.3729(75)

AHaJi3 MyMOBHX KOMIOHeHTIB Aionquux aproreneparopiB HBY / O./]. Mensiino, O.B. [pucop’esa Il Panio-
TexHika : Bceykp. MixBia. Hayk.-TexH. 30. 2025. Bum. 220. C. 156 — 160.

Po6oTa mpucBsdUcHa TEOPETUIHOMY 1 IPAKTHIHOMY JTOCTIKCHHIO (IYKTyalifHIX KOMIIOHEHTIB HiOZHUX aBTO-
reHepaTopiB.

Po3rsinyTo MexaHi3m GopMmyBaHHs GIyKTyaliifHUX KOMIOHEHTIB JIOAHUX TeHEepPaTopiB.

[TpoBeneHo ekcriepuMeHTaIbHE JOCIiKeHHS (IIyKTyaliiHUX KOMIIOHEHTIB aBTOreHepaTopiB. B sikocti mpukiia-
Jly JTIOAHOTO aBTOreHepaTropa, 10 Mae€ JOCHUTh BEJIMKHH PIBEHb BJIACHHX IIyMiB, BUOPaHO T'€HEpaTop Ha JIABHHO-
MPOJIITHOMY Ai0Ji.

3a pesyabTaTaMH IOCTIIKEHb aMILTITYAHO-MOIYJILOBAHUX Ta YaCTOTO-MOIYJHOBAHUX IIYMOBHX KOMIIOHCHTIB
aBTOTCHEepaTopa Ha JABHHO-TIPOJITHOMY IO B 3aJIEXKHOCTI BiZl JOOPOTHOCTI HOTO KOJUBAILHOI CHCTEMH CIIOCTEpira-
€ThCS eKCIIOHSHINIHUH XapaKTep IHX 3aJIe)KHOCTEH, [0 epeadadanoch 3a pe3yIbTaTaMHi TEOPETHIHOTO aHATi3Y.

[IpoBeneHi AOCTiIKEHHAS CBITYaTh MPO Y3TOMKEHICTh TEOPETUYHMX BUCHOBKIB 3 MPAKTUYHUMH PE3YIbTATaMH.
BucHOBKM MOXYTh OyTH BHKOPHCTaHI IPU MPOEKTYBaHHI NiomHUX reHepatopieB HBY 3 3amanmMu QiyKTyarmifHUMI
XapaKTCpHUCTHUKaMU.

Knouosi crosa: niogni aBroreHepatopu; QIIyKTyaliiiHi KOMIOHEHTH; eKCIICpUMEHTAIbHE AOCIIIKEHHS, 4aCTOTO-
MOJIyJTbOBAHUH MIyM; aMIUTITYy{HO MOJyJIbOBAaHHUH IIyM.

L. 6. bibmiorp.: 11 Ha3s.

ELECTRONIC COMMUNICATIONS
EJIEKTPOHHI KOMYHIKAIIII

UDC 621.391

Method for decoding sequential algebraic cascade convolutional codes for mobile communication systems /
M.A. Shtompel // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2025. Ne220. P. 161 — 165.

The development of radio communication technologies allows the introduction of the latest electronic communi-
cation services that impose strict requirements on the quality of data transmission. To increase the efficiency and reli-
ability of data transmission in these electronic communications systems, it is advisable to use parallel and sequential
cascade code structures. It is shown that the construction of sequential cascade code structures for mobile communica-
tion systems can be carried out on the basis of various component codes and corresponding decoders. This makes it
possible to adjust the characteristics of these codes depending on the existing requirements and parameters of the com-
munication channel.

ISSN 0485-8972 Radiotekhnika No. 209 (2022) 177
elSSN 2786-5525



A sequential algebraic cascade coding scheme is proposed, where the outer stage is implemented based on a non-
binary Reed-Solomon block code, and the inner stage is implemented using a non-recursive algebraic convolutional
code. A block interleaver is used between these stages. A distinctive feature of this scheme is the use of an algebraic
convolutional code with the maximum achievable correction capability. This is achieved by constructing this code
based on the generator polynomial of the Reed-Solomon code.

A method for decoding sequential algebraic cascade convolutional codes based on a combination of two decoders
has been developed. At the first stage, the internal code is decoded using ordered statistics. Within this stage, the most
reliable basis is initially found based on the reliability of the symbols of the received sequence. Test error vectors of a
given Hamming weight are added to the found basis, resulting in a set of test code blocks. The search for the estimate of
the transmitted code block is carried out on the basis of minimizing the weighted Hamming weight between the formed
code blocks and the accepted estimate of the code block. At the next stage, the accepted vector for the outer code is
formed by inversely permuting the found estimate of the code block in the block interleaver. At the final stage, alge-
braic decoding of the Reed-Solomon code occurs based on the Berlekamp-Massey algorithm.

Key words: algebraic; cascade; convolutional; code; decoding; mobile; communication.

Ref: 15 items.

YK 621.391

MeToa 1eKOAYBAaHHA MOCTITOBHUX aJre0paiyHuX KacKaJHHX 3TOPTKOBHX KOAIB /sl cMCTeM MOOIIbHOrO
38°si3ky | M.A. [lImomnens [/ Pagiotexuika : Beeykp. Mixkein. Hayk.-Texs. 36. 2025. Bum. 220. C. 161 — 165.

P0o3BHUTOK TeXHOJIOTIH Pajio3B’sI3Ky JO3BOJISE BIPOBA/KYBaTH HOBITHI €JIEKTPOHHI KOMYHIKaIiifHI TOCIYTH, IO
BUCYBAIOTh OPCTKI BUMOTH JI0 SIKOCTI NepenaBaHHs AaHuX. [y minBUIeHHs eEeKTUBHOCTI Ta HaAiMHOCTI mepena-
BaHHS JJaHUX Y LUX CUCTEMax eJISKTPOHHUX KOMYHIKaIlli TOLIIbHO BUKOPUCTOBYBATH MapalieibHi Ta MOCiJOBHI Kac-
KaJHi KO/10B1 KOHCTPYKIIii. [Toka3aHo, 1110 moOy10Ba MOCIJOBHUX KaCKaHHX KOJOBHUX KOHCTPYKIIIHM I CHCTEM MOOi-
JILHOTO 3B’SI3Ky MOJKe 3/IIHCHIOBATHCS Ha 0a3i pi3HMX KOMIIOHEHTHUX KOJIB Ta BINOBIIHUX AekojepiB. Lle Hagae Mox-
JUBICTH PETYIIOBATH XapaKTEPUCTUKU JaHUX KOJIB B 3aJICXKHOCTI BiJl HASBHUX BUMOT Ta IIapaMeTpiB KaHATy 3B S3KY.

3anpornoHoBaHa MOCHTIIOBHA anredpaidHa KacKaJHa cXeMa KOTyBaHHS, B SIKili 30BHIIITHS CTYIICHb Peajli3yeThCs Ha
0a3i HeaBiitkoBoro 610KOBOTO KOAy Pima—CoomMoHa, BHYTPIIIHS CTYNEHb — 3 BHKOPHCTAHHSAM HEPEKYPCUBHOTO aire0-
paldHOTO 3rOPTKOBOTO KoY. MiXK JaHUMU CTYICHSAMH BHKOPHCTOBYETHCS OJIOKOBHIA IepeMexyBad. BiaMiHHOIO 0c00-
JMUBICTIO JAaHOT CXEMH € 3aCTOCYBaHHS ajreOpaidHOTO 3TOPTKOBOTO KOAY 3 MaKCHMAaJIbHO JOCSIKHOIO KOPHUTYBAIEHOIO
3maTHicTIO. e mocAraeTscs MUIIXOM IMOOYIOBH JAHOTO KOAY Ha OCHOBI MOPOJDKYBAILHOTO OaraTowieHy komy Pima—
ConomoHa.

Po3po6nieHo MeTo 1eKoyBaHHs MOCHIIOBHUX alireOpaiyHuX KacKaaHUX 3rOPTKOBHX KOJIB Ha 0a3l KOMOiHyBaH-
HS IBOX JAeKkojepiB. Ha mepriomy eTari BUKOHY€EThCS A€KOAyBaHHsS BHYTPIIIHBOTO KOy 3@ BIIOPSAKOBAHUMH CTATHC-
THKaMu. B paMkax JaHOTrO eTamy CIIOYaTKy 3HAaXOJMTHCS HAWOUIBIN HaAiWHUM Oa3uC HAa OCHOBI HAMIMHOCTI CHUMBOJIIB
MPUIHHATOT MoCioBHOCTI. J{0 3HalieHOro 6a3ucy J0Aat0ThCs TECTOBI BEKTOPH MOMMUIIOK 3a/1aHOi Bark XEeMiHra, B pe-
3yJbTaTi 4oro opMyeThCs HaOIp TECTOBHUX KOJOBUX OJIOKIB. IOIIyK OLIHKK MEPEAaHOTO KOIOBOTO OJIOKY 3iHCHIOETh-
cs Ha OCHOBI MiHIMi3amii 3Ba’keHOi Bard XeMiHra MK C()OPMOBAHUMH KOJOBHMH OJIOKAMH Ta TPUHHATOIO OILIHKOIO
KomoBoro Oynoky. Ha HacTtymHOMY ertarti (hopMyeThCS MPUHHATHI BEKTOP U 30BHIMIHBOTO KOy IIISIXOM 3BOPOTHOT
MIEPECTaHOBKH 3HAIIEHOI OIIHKY KOJOBOTO OJIOKY Y OJIOKOBOMY IepeMekyBadi. Ha 3aBepiansHOMY eTari BitOyBa€eTh-
cs anreOpaiune aekoayBaHHA koay Pima—ConomoHa Ha ocHOBI anroputmy bepnekemma—Mecci.

Kniouosi crosa: anredpaidHuil; KacKaJHUH; 3TOPTKOBHIA; KO, IEKOAYBaHHSI, MOOLTEHHUH; 3B’ SI30K.

Bibmiorp.: 15 Has3s.
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