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SYSTEMS AND METHODS OF INFORMATION PROTECTION
CUCTEMMH I METOJMU 3AXUCTY IHOOPMAIIII

YK 004.056 DOI:10.30837/rt.2022.1.208.01
LJ[. TOPBEHKO, 0-p mexn. nayk, O.A. 3AMVYJIA, 0-p mexn. nayk

HAYKOBUWH HNIJIXIJ 10 KMOBIPHICHOI OIIHKHA 3AXUIIEHOCTI THOOPMAIII
BIJI HAB'SI3YBAHHS XUBHUX NOBIZIOMJIEHD Y TEJJEKOMYHIKAIIIMHUX
CUCTEMAX

Beryn

OyHKIIIOHYBaHHS LI0T HU3KU cydacHuX TenekomyHikamiitHux cuctem (TKC), 3ailicHIoeThCS B
yMOBax 30BHILIHIX 1 BHYTPIIIHIX BIUIMBIB, 00YMOBIIEHUX, 3 OJTHOTO OOKY, /11€10 MPUPOTHUX MEpel-
KO/, IEPEIKO/ Bl IHIIUX PaJIOTEXHIYHUX CUCTEM, 110 (QYHKI[IOHYIOTh Ha OJIM3bKHUX YacToTax ado
B CIUIbHIN AUISIHII Jlalla30HY YacTOT, 3 IHIIOTO O0KY,- HABMUCHUX BIUIMBIB, Y TOMY YHCII, KiOepa-
TaK, CTBOPIOBAaHUX 3JIOBMHCHUKOM 3 METOI0 pyHHYBaHHS, Pali0CICKTPOHHOTO TIOJaBIICHHS IF0YHX
cucteM [1-2]. O6'ekTUBHO ICHYIOTH 3arpo3u Kidep - 1 iHpopMaliiHOT Oe31eKH, a caMe MOKIIUBICTb:
HECaHKI[I0HOBAHOT'O JIOCTYIY /10 1H(QOPMAaLIiHUX aKTUBIB, MOPYIIEHHS LLIICHOCTI, KOH(1AECHIIIHHO-
CTl, IOCTYITHOCTI JaHuX, (hajbcudikallis NOoBIIOMIEHb 3 OOKY 3JI0BMUCHHUKIB ToIlo. Buinesasnaue-
HE MO>K€ MPU3BECTH JI0 CYTTEBOTO MoripieHHs noka3HukiB ¢pyHkuionyBanus TKC. Tomy, no TKC,
0CO0JINBO, TaKHUX, IO (PYHKIIOHYIOTH Ha 00’€KTaxX KPUTUYHOI 1HPPACTPYKTYpH, MPea'saBISIOTbHCA
BCe OUIBII KOPCTKI BUMOTH 111010 3a0e3Me4eHHsI €(PEeKTUBHOCTI iX (PYHKIIOHYBaHHS: JOCTOBIPHOCTI
1 IBHUAKOCTI nepenadi iHpopMmallii, )KUBYUJOCTI, 3aBaJ03aXUIIEHOCTI, Kibep- 1 iHpopMmaliiiHoi 0e3-
MeKu. Y TaKuX yMoBax 0COOIMBOIO 3Hau€HHS HaOyBae HAasBHICTH 1 3acTocyBaHHS 3axuiieHux TKC.
VY icTOTHII Mipi TaKi CUCTEMHU TOBUHHI 0a3yBaTHCS Ha 3aCTOCYBaHHI 3aXMINEHUX paaiokaHamiB. [1i
3aXUIIEHICTIO CUCTEM HEOOX1THO PO3YMITH, B IIMPOKOMY CEHCI, TIEPI 3a BCE, 1X 3/aTHICTH 3a0e3-
revyBaTH HEOOXiAHI MOKa3HUKH 3 3aBaJ03aXUIEHOCTI, IMITOCTIMKOCTI, 1HPOPMAIIIHHO1, HEpreTH-
YHOT 1 CTPYKTYPHOI CKPUTHOCTI, MIBUJIKOCTI TiepenaBaHHs iHpopMarlii, YaCTOTHOI 1 €HepreTHIHOT
edexktuBHOCTI. 3aBaanHsa moOynoBu 3axuiieHoi TKC — cTBOpUTH CHUCTEMY, CTIMKY /10 BIUIUBY 0e3-
JY1 pI3HOMAHITHUX, aKTYaJIbHUX U JaHOT CUCTEMH, BIUIMBIB, Y TOMY 4 cli KibepaTak. [Ipu 11bpo-
MY, 00'€KTHBHO ICHYE CYMEPEYHICTh MK )KOPCTKMMH BHMOTAaMU IIOJ0 3a0€3eUeHHs TOCTOBIPHO C-
Ti, CKPUTHOCTI, KOH(IICHIIIMHOCTI, IUTICHOCTI, CITPaBXHOCTI JIaHUX, IO 30epiratoThCs Ta mepeaa-
IOTHCS TI0 MPOBITHUX Ta O0e3apoToBUX JiHIAX 3B'13Ky TKC, 3 omHOr0 O0KY, 1 ICHYIOUMMH MOJIEISIMH,
METOJIaMH{ Ta TEXHOJIOTIIMH YIPaBJIIHHS TEJICKOMYHIKAIMHUMHU Mepexamu, iHpopMarlliiiHow 0e3-
MIEKOT0, SIKICTIO 00CITyrOBYBaHHS, 3 iHIIOro 00Ky [3-4].

OCHOBHMMM LUISIXaMHU BUPILICHHS 1aHOT CYMEPEYHOCTI € MiJBUILICHHS 3aBaJ03aXUIICHOCT] Ta
kibep 1 iHbopmartiitHoi 6e3nekn TKC Ha 0CHOBI YAOCKOHAJICHHS] METOI0JIOTTYHIX OCHOB TIOOY/I0BH
TKC nuisixom OTpUMaHHS HOBUX HayKOBHUX MIAXOJIB JI0 OLIHKH PEAIbHOTO CTaHy 3aXHILIEHOCTI
TKC, 1 cTBOpeHHs MOJieneld, MEeTO/IIB Ta TEXHOJIOTI 3aXUCTy Bifl ICHYIOUUX KiOep3arpos i 3arpos
iHpOopMaIiitHOT 6e31eKH.

OcCHOBHI pe3yJIbTaTH J0CTIIKEHb

Iupoke 3acTocyBaHHS XMapHUX 0OYHCIIEHB, 3aC00IB BiAAIECHOTO MIAKIIOUEHHS 3 MOOUTEHUX
Ta BIUIAJICHUX CTAllIOHAPHHUX MPHUCTPOIB Yepe3 MEPEkKi 3arajibHOTO MPHU3HAYCHHS MPH3BOJSATH JI0
(GHUKHEHHS MEepUMETpPa» KPUTHUYHUX CHCTEM Ta 3HAYHOTO YCKJIaJHEHHS 3a0e3MeueHHs IXHBOTO
6e3neunoro (yHkiionyBaHHs. Tomy 3a0e3meueHHs O€3MEKH TEIEKOMYHIKAI[IHHUX CHUCTEM CTajo
OJIHUM 13 MPIOPUTETHUX 3aB/IaHb y Cy4acCHOMY CBiTi. B yMoBax BHYTpIIIHIX Ta 30BHIIIHIX HECAHK-
ioHoBaHuX il mopymHUKIB o0 TKC daktruuno ans Oyap-aKOro MOBIIOMIICHHS, OJIOKY JaHHX
a00 MporpaMHOro Koy HeoOXiJHO peanizyBaTH psa nociyr (hyHkuii) Oe3nexu.

Jlo ocHOBHHX (yHKIIiH (TTOCTyT) iHPOPMAIIHHOT Oe3MeKH CTijl BITHECTH TaKi [ 5].
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Koudinenmiitaicts iHpOpMaIIii - BIACTUBICTh 3aXUIIEHOCTI iHpOopMaIii (i3 Hamepen 3a/1aHOI0
AKicTIO (MMOBIPHICTIO)) BiJl HECAHKIIIOHOBAHOTO JIOCTYIY J0 Hel Ta cripo0 pO3KpUTTS (OTPHUMAaHHS
3MICTY) HEAaBTOPU30BAaHHUMHU KOPUCTyBauaMu Ta (ab0) mpoiecamu.

LinicHicTh iH(OpMALIi - BIACTHBICTh 3aXHUIIEHOCTI 1H(OpMarii, ke MoJsIrae B TOMy, 10 iH-
(dhopmallisi MPaKTUIHO HE MOKe OyTH 3MIHEHA BUTIQJKOBO YU HABMHCHO HEABTOPU30BAHUMH CY0'€ K-
TaMH (MopyImHUKaM#) abo 00'ekTaMu (TIporiecaMu), MPUUOMY (PaKT MOKIMBOCTI OPYIICHHS I{LTiC-
HOCTI MOKe OyTH BU3HAYCHUI HAIEepe]T 3aJaHO0 HMOBIPHICTIO.

CripaBkHICTh (aBTCHTHYHICTH) - BJIIACTUBICTh 00'€KTiB/Cy0'eKTiB (30KpeMa iHdopMarlii, pecyp-
CiB, TIOBIZIOMJICHb, JaHUX, KOPHCTYBAYiB TOMIO.) 3a0€3MEYNTH BCTAHOBJICHHS JOCTOBIPHOCTI TBEP-
JDKEHHS Y TOMY, IO CyO'eKT 4r 00'€KT Mae 3asBJeHi (04YiKyBaHi) BIACTUBOCTI.

JIOCTYIHICTB - BIACTUBICTh pecypcy cuctemH (iHpopmarii, mociayru, o6'ekra iHGopMaIiitHoi
Ta (ab0) TeNeKOMYHIKAI[IfHOT CHCTEMH), SIKE MOJISITae B TOMY, IO aBTOPU30BAHUN KOPUCTYBad Ta
(a00) mpotuiec, HaAIEHUH BIANOBIIHUMHU TOBHOBKEHHSAMHU, MOKE€ BUKOPUCTOBYBATH PECypC B O-
B1JIHO JI0 MPABUJI Ta TIEBHOT SIKOCTI.

HeBinMOBHICTh — BIACTHBICTh, MOB'I3aHa 13 3aMOOIraHHSM MOMJIMBOCTI 3allepedeHHs] peajb-
HUMHU cyO'ekTamu (KopucTyBayamu) Ta o0'ektamu (mpouecamu) (axTiB MOBHOIO YM YaCTKOBOTO
OpaTu yyacTh B iHpopMaLiliHOMY 00MiH1 4M iH(OpMaLiiiHIi B3aeMoaii. Sk nmpaBuio, BKIo4ae ¢o-
pMyBaHHsI, HaJJaHHS Ta Nepeaady JoKa3iB pealbHOro ydacTi B iHpopMaliiiHoMy oOMiH1 abo iHPOp-
MariiHii B3aeMoil.

CriocTepexeHiCTh - BIACTUBICTh PeCypCy CHUCTEMH (KOMIT'TOTEPHOI cUCTeMH, 00'€KTa KOMII'F0-
TEPHOI CHUCTEMU TOIIO), 1110 JO3BOJISIE peecTpyBaTH ((pIKCyBaTH) Jii KOPUCTYBauiB Ta MPOLECIB, BU-
KOPHUCTAaHHS PEeCypCy CHUCTEMH, OJJHO3HAUYHO BCTAHOBJIIOBATH 1eHTH(IKaTOpH (IMEHA) MPUYETHUX
JI0 TIEBHUX MO KOPUCTYBAYiB Ta MPOIECIB, a TAKOXK pearyBaTH Ha IIi TOJIl 3 METOI0 MiHIMI3aIii
MO>XKJIMBUX BTPAT y CUCTEMI 3/11IHCHIOETHCS, Y TOMY UMCII, 32 PaXyHOK BUKOPUCTaHHS Kpunrorpadi-
YHHX [TEPETBOPEHb.

3a3HaueHi MOCIYrd MOBHOK MIPOI0 MOXYTh OyTH peaji3oBaHi 3a JOTIOMOTOI0 BUKOPHCTAHHS
CUMETPUYHHUX T4 ACHMETPUIHUX KPUTITOTPAPIUHUX TIEPETBOPEHD Ta MPOTOKOJIIB.

Jlo OCHOBHHMX MeEXaHI3MIB 3a0€3MEeUeHHS CIPaBXKHOCTI, IUTICHOCTI, aBTEHTUYHOCT1 IMOBIIOM-
JIEHb BIIHOCATH aJTOPUTMHU MUGPYBaHHS JaHUX, €JIECKTPOHHI MUGPOBI MIAMUCH, KOAN aBTEHTUi-
karii noBizomsienb (MAC xoau) Ta iH.

MAC xox [5] - ue ynkuis Bimoopakenns h: KxD >R, rme K = {0,1}" — TPOCTIp KITIOYIB,
D= {0,1}* — MPOCTIp MOBIIOMJICHB, @ R = {O,l}n — npoctip MAC 3nauens mis K, n>1. Jlna 3ana-
nux 3HaueHb Kmoda K € K inosinomnenns X € D, ¢pynkuis Bupo6nse MAC 3nauenns Y €R.

Hapenemo Bu3HaueHHs Ta CHOPMYITFOEMO TTPOTIO3HUIIIT 111010 3a0€31eUYeHHS CTIMKOCTI KOJIIB aB-
TeHTHdIKaIlii TOBIAOMIICHb J0 PI3HUX aTak 3 00Ky craHiii npoTuaii. [lokaxxeMo MOXIHMBICTH 3a-

CTOCYBaHHsI HaBEJICHUX PE3y/IbTaTIB 317151 3a0€3MeUeHHS ICTUHHOCTI Ta IUTICHOCTI MTOBIIOMJICHb.
PosrisiHeMo BHIIAJOK, KOJU 3JOBMHCHHK MOe MipoOuTh moBimomieHHs gt MAC kony,

SIKILO, He 3HAIOYHM BHIIAJKOBOTO KIFOUA, BiH 3JATHHH CTBOPHTH HOBE mosigomiuenus X Ta MAC
spauenns Y take, mo (K, X)=Y.

Beenemo Busnauenns: MAC xog h: KxM — R e (t;€;0) cexpeTHuM, AKIIO, IPH BUIIAAKOBO

B3aTOMY Kiroui K , 37J0BMUCHUK He MOKe IApOOUTH HOBE MOBIIOMIIEHHS 38 Yac s HMOBIPHICTIO
BHIIE 32 £ , HABITh SAKIIO BiH (HA CBili BUOIp) Mae MOXIUBICTh oTpuMaTu ( 3HaueHb MAC KojiB

IHIIUX [TOB1IOMIIEHD.

3anexHo Bif iH(popMaIlii, TOCTYIHOT 3I0BMUCHUKY, PO3PI3HSIIOTh TaKi TUIM aTak Ha KOJH aB-
TeHTHU(IKallii MOBIOMIIEHB [5].

1. Ataka i3 BiIOMUM TEKCTOM. 3JIOBMHUCHUK Ma€ MOKJIUBICTh JOCHIIPKYBATHU JAEAKI BIAKPHUTI
TEKCTHU Ta BIAMIOBIMHI 3HAYEHHS KOy aBTeHTHU(IKaIlil MOBIAOMIIEHb.
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2. Araka i3 BuOpanuM TekcToM. [lopylIHMK Mae MOXXJIMBICTH BUOMpAaTH HAOOpPH TEKCTIB Ta
3roJIOM OTPUMYBATH 3HAYECHHsS KOJIB aBTeHTH(iKalii MOBiZOMIIEHb, IO BIANOBITAIOTH BUOpAHUM
TEKCTaM.

3. Araka i3 amanTUBHUM BHOOpOM TekcTy. lle HalOLIbII 3aragbHa aTaka, KOJHM 3JI0BMHCHHK
BUOMpAE TEKCT 1 HeraifHo HaOyBae BIANOBIIHUX 3HAYCHb KOy aBTEHTHU(IKAIil MOBITOMIICHHS.

4. YranayBaHHS KOy aBTeHTmpn(auu nosigomitenns (Guessing of the MAC). Lle npsima ataka
Ha anroputM MAC kozy i nomnsirae y BuOOpi Oy/b-SKOTO HOBOTO TMOBIIOMIJICHHS i, 3T0ZIOM, Brajy-
BaHHS 3HaYCHHS KOAYy aBTeHTU(iKawii moBimomieHHs. Bona Moxxe OyTn BUKOHaHA TaAKMMHU CIIOCO-
Oamu:

— BraJlyBaHHS KJIIOYa, 3 HACTYITHUM oOuncienHs 3HaueHHs MAC Koy, 3 HMOBIPHICTIO yCITiXy
2", n-no3nauae po3mip (y 6irax) 3nauenns MAC koy.

— BraJlyBaHHS KJIIOYa, 3 HACTYITHUM o0uncienHs 3HaueHHs MAC Koy, 3 IMOBIPHICTIO yCITiXY
2% Kk - nosxkuHa (B 6iTax) CEKPETHOTO KII0Ya.

Ie#t Tun ataku He MiJA€THCS MEPEBIPI 1, OTXKE, MOPYIIHUK anpiopl HE 3HA€E, YU BiH BraJiaB
3HaueHHs MAC kony. Ycnix ataku (JOCSTHEHHS OUIKYBAHOTO PE3YNbTATy) 3aJIEKUTH Bl KIIBKOCTI
crpo0 3A1CHEHHS aTak.

Buuepnuuii nomyk kimoua (Exhaustive Key Search). Ataka Bumarae npu6au3Ho k/n Bizomux
nap tekcty MAC st pikcoBanoro xkimrova. Hamararounch BUSHAUUTH KITFOY, KPUIITO aHATITHUK TIe-
pedupae olMH 3a OJHUM yCi MOXJIMBI Kiatoul. OyikyBaHe 4HCIO BUNPOOyBaHb, SIKE MPU3BEAE 10
3nomy anroputMy MAC, mopiBHioe k/n . Ha BinMiHy Bin momepenHboi aTaku, IO aTaKky MOXHa
3IICHIOBATH 11032 ceaHcoM 3B's3ky (0ff-line).

[Tinpo6ka, 3acHoBaHa Ha BHyTpimtHii komi3ii (Internal Collision Based Forgery). Hacninox 1riel
aTaky TOJISrae B TOMY, IO SIKIIO BUSBUTH BHYTPIIIHIO KOJIi31I0 (301r MPOMDKHHMX pe3yJbTaTiB NpU
oOuncnenHi 3HaueHb MAC koiB), il MOkHa BUKOpPUCTOBYBaTH i MipoOku MAC Koy okpemMo
BHOPAHOTO TEKCTY.

Bukonaemo ominky criikocti MAC Ko/IiB 1pH imMiTaIrii Ta 3aMiHi.

AHaJi3 mokasye, o 3 METOI 3aMiHU MOBIIOMJICHb, OPYITHUK TOBUHEH C(OPMYBATH TMOBII0-
mieHHs X' Ta Bigmosigumil mosigomuienHro aBreHtHdikaTop Y'= f(X'). Ile Moxe OyTH BUKOHAHO

IIBOMA CIioco0aMu: NUISIXOM IMITalli Ta MUISXOM ITIAMIHH.
V pasi imitanii nopymsauk popmye aprentudikarop Y = f(X) e gilicaum [6]:

PM:P(y=f(X)—I/ICTI/IHHO),(X,y)EAXB, feH (1)

IIpu piBHO HiMOBipHOMY BHOOpI KiIroua, 1110 ekBiBaneHTHO Bubopy T € H | HeoOxinHo Bpaxosy-
BatH po3noit MAC 3HaueHb Y KOHKPETHOTO MOBIAOMIICHHS 0 KIOYOBOMY mpocTtopy. s itmo-

BipHOCTI iMiTanii, mo3HaunMo ii K HMOBIpHICTH iMiTamii 3a kmouem P

ke CHPAaBCAIMBO HACTYIIHE

BHpa3:

o ‘{feH:y:f(X)}‘

= (X,y) e AxB, ()
uMKn |H| (X >/)e X

ne |{f eH:y= f(x)}|- KinbKicTh xem-(yHknii f, ki mOpoHKyIOTH MOBITOMIIEHHS X 3Ha-
yeHHs1 MAC kony Y.
OueBHUIHO, 110

1
P . >—. 3
uMKn 2 |H| ( )
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Kpim Toro, Bci 3amucu B croBnusx MacuBy MAC KOZIB 3ycTpidalOThCsl OJTHAKOBY KUIBKICTb

. 1
pasiB i Tomy maemo: P > H
B

Tomy BepxHs Mmexa mMoBipHOCTI imiTarii MAC koay 1o K04y BU3HAYA€THCSI MAKCUMaIbHUM

3HayeHHsm P > E‘ 110 BCbOMY IIPOCTOP1 MOB1IOMJIEHb, a 3HAYEHHS IMOBIPHOCTI PHMKH BU3HA-

YAa€ThCS HACTYITHUM CIIBBITHOIIICHHSIM:

,(X,y)e AxB. 4)

Axmo He 3Bakatu Ha po3noait MAC 3HadeHb Y 11 JAHOTO TOBIIOMJIEHHS IO KIIOUYOBOMY
MPOCTOPY, TOJI WMOBIPHICTH 1MITallli MO3HAYUMO SIK HMOBIpPHICTH iMitaiii 32 MAC 3HauYeHHSIM
PHMMAC' ImiTaris 3a monomoroto HaB's3yBaHHs MAC 3HaYeHHS! BUSHAYAETHCS THUM, 110 3 MHOXUHU
nependavyBanux MAC ko/iB BUOHpaeThCs 0J1HE. IMOBIPHICTh yCIIXy BU3HAYaTUMETHCS BUPA30M:

1
ye B:y:f(x)}‘

ne |{y eB:y="f (X)}| - MOTYXHICTb Oe3nidi MoxuBuX MAC 3Ha4deHb J1J1s1 TOBITOMJIEHHS X .

P

uMMAC = ‘ {

,(X,y)eAxB.feH, (5)

Sxmo MAC 3HaueHHs JUIsl TOBIIOMJIEHHS X HaOyBarOTh MOBHOI KUIBKOCTI 3HAYEHb |B , OTpH-
MaeMo
WMAC é (6)
V 3aranbHOMY BUNAJKy CIPaBEIJIMBA TaKa HUKHS MeKa:
1
o s 7)

umMAC = E )

ko st TOBIAOMIICHHSI BiToMul ctaTucTuaHui po3noaint MAC 3HaveHb, OIliHKAa HMOBIPHO-
cti imitamii 3a MAC 3Ha4eHHSM 3BOJUTHLCS JI0 OLIIHKKM WMOBIPHOCTI iMiTalii 3a kirodeMm. BepxHs
Mexa JUIsg WMOBIpHOCTI iMitalii 32 MAC 3HaYeHHSIM BH3HAYaTUMETHCS MAKCHMAJILHUM 3HAYCHHSIM
110 BCbOMY IPOCTOPI MOBITOMJICHb:

P < max ,yeBfeH- (8)

uMMAC —

‘{yeB:y:f(x)}‘

Ataka miaMiHM HOJArae B TOMy, 110 MOPYLIHKK crocTepirae (X,Y) i3MiHtoe ioro Ha (X\Y), oe
X # X'. IMOBIpHICTh 3aMiHH BH3HAYaTUMETHCS YMOBHOIO HMOBIPHICTIO:

P..=Pf(x)=y- I/ICTI/IHHO|f xX)=y), xy),xy)eAxBx=x'feH 9)

Bupas a5 IMOBIPHOCTI 3aMiHU 3 BUKOPUCTAHHIM (POPMYSIH OBHOT HMOBIPHOCTI Ta CTaTUCTH-
KU CIIOCTEPE)XEHb BUTTISIATUME SIK:

_‘{f eH:y=f(x),y :f(x')}‘
nox [{feH:y=f(x)}|

,(x,y),(x',y')eAxB,x;tx',feH. 9)
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Bepxus Mexxa HMOBIpHOCTI HaB's3yBaHHS HUIAXOM MinMiHU noBimomiieHb Ta MAC Bu3Haua-
€THCS MAKCUMAIIBHOIO MMOBIPHICTIO YCHIXY JUIS BCiX Map MOBIIOMIIEHB, ajie 32 YMOBH PIBHO HMOBI-
pHOTO BHOOPY KITFOYA.

AHaii3 mokasye, 110 MOXJIHBI JBa BUMAJKH, KOJIW 3aMiHa MOBIIOMJICHHS XHa X , SIKIIO

! o . ] . . .
X # X 3I1CHIOETHCS 3 TUM caMUM aBTeHTHdikaropom Y=Y, (3amina mepmoro poxy) i 3 pi3HUMH

y# y' (TmaMiHa APYroTO POAdY).
. . . . . 1 o . . v e
ImoBipHicTh 3aMiHM 32 yMOBH piBHOCTI Y =Y Bu3Hauaerhcs iMoBipHICTIO Kozl MAC komxy
Ta OIIHIOETHCS BHPA3OM:

‘{f eH:y=f(x),y =f(x')}‘
‘{f eH:y:f(x)}‘

Jy1st IMOBIPHOCTI 3aMIHU APYTOTO POAY MAEMO:

Hf eH:y=f(x),y :f(x')}‘
‘{f e H:y:f(x)}‘

TakuM 4uHOM, IJIsI TOYHOrO OOUYMCIIEHHS IMITAiHOI Ta Komi3iiiHoi crifikocti MAC koxiB 3a
HaBeJeHUMH (opMysTaMy HEOOXITHO BUKOPHCTOBYBATH CTATUCTUKY CHUIbHMX po3noautiB MAC
KOJIIB 3a KJIFOYaMU JyIsl JIMCHUX Ta migpoOnerux nosigomiieHb. st MAC koaiB BU3HAYEHHS TaKo1
CTaTUCTUKU BUAAETHCS MPOOIEMATUYHUM 4Yepe3 TyXe BETUKUN po3mip MacuBy MoxiauBux MAC.
Huxni Mexi1 a1 iMOBIpHOCTEH iMiTallii Ta MiAMIHM HE BPaXOBYIOTh CTATHCTUYHI BIIACTUBOCTI Ma-
CUBIB aBTCHTH(IKATOPIB, 1 IPYHTYIOTHCSI HA MOJIEJ MCeBA0BHUMAAKOBOCTI (yHKIIiT f(X) Ta BU3HAYa-
I0Th MIHIMQJIbHI BUMOTH JI0 PO3MIpY KIFOYOBOTO MPOCTOPY Ta mpoctopy MAC 3Ha4YeHb.

Bepxni Mexi 1151 KMOBIpHOCTEH IMITaIlii Ta IMAMIHU TOB's13aH1 3 KOMOIHATOPHUMH BJIACTHBO C-
TasMu MAC MacuBiB Ta OIIHIOIOTH 3HAYECHHS KOJI3ii y mpocTopi A X B s Halripmoro BUMAIKy
BHOOPY KIIIOUIB Ta IMOBIIOMJICHb.

Posristaemo xomniziiai Binactusocti MAC xoxiB.

ITig CTIMKICTIO A0 KOMI3IH PO3YyMilOTh OOUMCIIOBAIbHY CKJIAJHICTh 3HAXOKCHHS JBOX TOBI-
nomienb M, i MjTaKI/IX, o [1]:

P ol < P, =Mmax

1t

, (x,y),(x',y')eAx B,x =X ,feH. (10)

P ox < Max

1T

, (x,y),(x',y')eAxB,x £x,y=y,feH. (11)

H(M,)=H(M)), (12)

ne H e BIAMOBITHUM TIEPETBOPEHHSIM.
VY [6] HaBOAATHCS OI[IHKKM WMOBIPHOCTI CTBOPEHHS KOJII31i, MPUUOMY BBaXKAETHCS, 110 IS pea-

J3anii Koiri3il HeoOXiTHO BUKOHATH HE MEHIIIE ‘/ﬁ €KCIIEPUMEHTIB 13 3araJibHOT KUTbKOCT1 MOKIIH-
BHUX 3HAYEHb 1.

MatemaTnyHa NOCTAHOBKA 3aBJaHHS HMOBIPHICHOT OIIHKK KOMi3il (OPMYIIOETHCS B TaKui
crocio.

Hexaii € nesxa Qynkuis neperopennss H nosinomnenus M

h=H(M), (13)

ne M - 1e HOBIIOMIIEHHS JOBUILHOT HOBXHUHU |M, npudomy h Moxe HaOyBaTH 3HAYECHHS

m . . .
n= 2 HEC3aJIC’)KHO B11 I[OB)KI/IHI/IlM. H606X1,Z[HO BHU3HAQYUTH YUCJIO BUIIAAKOBHX ITOBIJOMIJICHBb k,

AK1 HeoOXIJJTHO MOJaTh Ha BXiJ neperBoproBaua H, mob 3 iimoBipHicTIo P, BinOyBcs xoua 6 oauH

30ir Buay (12), To6TO KOMi3is.
OriHKa KUTBKOCT1 BUITPOOYBaHb MOSIBU KOJI31i
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[IpoBenenuii anamiz mokasas, 110 IIPU PO3B'I3aHHI JaHOI 3a7a4i Ma€ Miclie BUOIpKa 3 3HAY€Hb
[UTICHOT BUIMAZKOBOI BEJIMYMHH 3 PIBHOMMOBIPHUM 3aKOHOM PO3IOJILTY, 1[0 MPUIMAa€e 3HAYEHHS Bij

lmon=2"ak<n.

V Takux ymoBax HeoOXiaHo 3Haiitu iimosipuicts P(N,K) Toro, mo 3 3nauens H(M) BuGipku,
110 KpaiiHiii Mipi, 1Bi 36iraroTscs, To6t0: H ( M. ) =H(M)).

Jlnst BupimeHHs c(opMyIbOBaHOI 33/1a4i 3HalAEMO WMOBIPHICTh TOTO, IO B TPYIi 3 MOJIH HE
BIIOYAEThCS KOMi3isg, TOOTO criBBigHOMIECHHS (12) HE BUKOHAETHCS JKOMHOTO pasy. [lo3Haummo 110
MOXJIMBICTB K R (n, k). 3po3ymino, o P(n, k) iR (n, k) CTaHOBJIATH TIOBHY TPYITY MMOJIii, TOO-
TO: P(ﬂ,k)+ R(n,k) =1,i

P(n,k)=1-R(n,k). (14)

Jani 3HaiineMo 3araibHy KUIbKICTh N pI3HHUX CIOCOOIB, SKUMU MO’KHA OTpUMAaTH 3Ha4eHb 0e3

MOBTOpPEHB. [y mepmioro eneMeHTa MaeMo N 3HaueHb 0€3 MOBTOPEHB, TSl IPYroro n - 1, [ist Tpe-

ThOrO — N - 2 Tomo, s k - ro — (N-k+1). Tomy 3aranbHa KUTbKICTh CIIOCOOIB, 32 SIKMX HEMae 30iriB
MOKe OyTH pO3paxoBaHO SK:

N=n-(n-1)(n-2)...(n—k+1)=—"_ (15)

(n—k)!
OCKUTbKY MPHU KOXKHIHM 3 TO/IIH 3 0/IHAKOBOIO MMOBIPHICTIO MOXe BiAOYBaTHCS KOXHA 3 MO/IIH,
TO 3arajbHy KUIBKICTB MO MOKHA OIIHUTH SIK

k
NZ =n". (16)
IMOBIpHICTB BiZICYTHOCT1 30iriB MO’KHA OIIIHUTH CTABJICHHSIM 4YKCJIa BapiaHTiB 6e3 30iriB (15)

JI0 3araJibHOTO yrcia BapianTiB (16), To6TO

n!

R(n.k)= (nr:"k)! - (n —rll<!)!n" ' 40

Toni, BUpa3 a1 BU3HAYCHHS P(n, k) OyJie MaTH BUTJIS;

n!

(n—k)in* (18)

P(nk)=1-

baxxano orpumatu 3aranbHe pimieHHs piBHAHHA (18), Hanpukian, i 3HayeHHs K. 3 miero me-
TOIO MPEJICTABUMO P(n, k) y BUTJISII:

n(n—l)...(n—k+1)_1_[n—1n—2 n—k+1}_
; = R

n
=1_[(1_%J(1_%)...(1_"T‘1j]. (19)

Jlani ckopucraeMocs TuM, mo Beix 1> X >0 [2] cnpaenmsum e:

P(nk)=1-
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(1-x)<e™,

3 oruiLy Ha 1€, OTPUMA€EMO:

12 k1 —[1+E+...+Ej _k(k_l)
P(ﬁ,k)zl—[e nen..e " le—e nnoon/-1-e (20)

[Toznaunmmo P(n,k) =P,, ToOTO 3HaueHHSAM HMOBIPHOCTI, 3 SIKOT Ma€ BUHUKHYTH KOJIi3is. B pe-
3yJbTaTl MAEMO:

P —1_gkk-Dj2n

abo
1- P, =gk, (21)
Buxonasuu norapupmysanss (21), orpumaemo:
Inl-P,) =—k(k-1)/2n. (22)
[TepeTBoproroun (22), maemo:
M =—In(l-P,)
2n

abo
k(k-1)=-2nIn(1-P,).
VY KIHIIEBOMY BUTJISZII OTPUMYEMO:
k? -k +2nin(1-P,)=0. (23)

VY ocTaHHBOMY PIBHSIHHI TIOB'sI3aH1 TPU BEJIMUMHU: YMCII0 TIOAiN k, 3araibHa KUTbKICTh MOIN N
Ta ¥iMoBipHicTh P(n, k), 3 K010 Mae BUHMKATH KOJi3is. 3Halouu BianosinHe 3HavyeHHs P, in, Mox-

Ha OTPUMAaTH TOYHE PIIICHHS MO0 3HAXO/DKEHHS K.
Hexait P, =0,5, Tozi 3 Bukopucranusam (23) orpumaemo:

k? =k +2nIn0.5=k* -k - 2nIn2 =0. (24)
Skmo N = 2", 1o pipusHHs (24) MATHME BULIAL:
k? —k-2"*In2=0. (25)
Jlamo owitiky 3Havenns k. 3 ypaxyBanusu (23), OTPHMAEMO:
k?= —2nIn(1-P,) (26)

ITpu P, =0,5, maemo:

k?= -2nIn(1-0,5) =2nIn2.

Toni ominka k MaTnMe 3HaYEHHS

k=+/2nIn2 ~1.41/n . 27)
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JlJis MOBUTEHOTO 3HAYEHHS 3 PIBHSAHHS (26) OTpUMAEMO:

k= {2In L ‘n=141{In 1 ‘n. (28)

3 P3

CriBBiHOMICHHS (28) JT03BOJISE OIIHATH KUIBKICTH MEPETBOPEHD (EKCTICPUMEHTIB), SIKI HEO 0-
X1IHO 3MIACHUTH JJI1 BUHUKHEHHS KOJIi3il 3 WiMoBipHicTIO P,. [lopiBHIOIOUM oTpuMaHi s k 3Ha-
yeHHs ((27) - (28)) 3 owiHKoO10, sIKa HABOAUTHCA B [6]:

k=+n, (29)

MO>KHA OIIHUTH CTYIIHb OJU3BKOCTI OI[IHKU Ta MOXKJIUBICTH ii 3aCTOCYBaHHS.
Posrnsinemo mpuxnan ouinku criikocti MAC. Hexail B sikocti H BUKOpHCTOBY€ETHCS Xelll-

¢ynkiis SHA-1, B sxiii N = 2% i nexait: P',=0,5u P" =0,99. Cxopucrasumcs Bupazom (28),

OTPUMYEMO:
Kos =1, 41/n =1,41/2"° =1,41-2%° ~1,7-10%;
k=141 fIn[ —L__ ). 20 o < 3.10%.
-0.99
BucnoBku

Takum unHOM, y poOOTI BU3HAUEH1 TUIIM aTaKk Ha KOAM aBTEHTU(IKaIllii MOBIIOMIIEHB, Y 3aJI€K-
HOCTI Bif iH(}opMarii, gocTynHOi 3m0BMUCHHUKY. ChopMyIb0BaHi HAYKOBI1 X011, OTPUMaHI BU-
pasw, sKi JI03BOJISIFOTH BUKOHATH OIIHKY cTiikocTi MAC xoxiB mpu imiTarii Ta 3amini. [Toka3aHo,
10 JJIE TOYHOTO OOYMCIIEHHS IMITAIlIitHOT Ta KoJi31itHO1 cTiiikocTi MAC KoaiB HEOOXITHO BUKOPHU-
CTOBYBAaTH CTaTUCTUKY CHUILHUX po3noauTiB MAC koniB 3a KiIro4aMu I TIHCHUX Ta Migpooie-
HUX TOBIIOMJICHB. JIOBEIEHO, IO HMKHI MEX1 JIJIsi UMOBIpHOCTEH IMITaIlil Ta MAMIHK HE BPaXxOBY-
IOTh CTATUCTHUYHI BJIACTHBOCTI MAaCUBIB aBTEHTU(]IKATOPIB, 1 IPYHTYIOThCS Ha MOJIEI IICEBIOBUIIA -
koBocTi pyHKIii f(X) Ta BU3HAYaIOTh MIHIMAJIBHI BUMOTH JI0 PO3MIPY KIIFOYOBOTO MIPOCTOPY Ta MPO-
ctopy MAC 3HaueHb, a BEpXHI MEX1 JJI1 KMOBIpHOCTEH IMiTarlii Ta MiAMIHMA MOB'A3aH1 3 KOMOiHa-
TOpHUMU BiacTUBOCTIMU MAC MacuBiB Ta OIIHIOIOTH 3HaUYEHHS KOJIi3ii y mpocTopi MAC 3HaueHb
1 TTOB1IOMJICHB Il HAWTIPIIOTO BHITAJIKy BHOOPY KIIIOUIB Ta MOBIIOMJIEHBb. PO3TIISAHYTI KOJMI3iiHI
BrnactuBocTi MAC koaiB. OTpuMaHi piBHAHHSA, SIKi JO3BOJIAIOTH TOYHO PO3B'S3aTH 3a/a4y BU3HA-
YEHHS KUTBKOCTI eKCepruMeHTIB (1mo/Iii) k, siki He0OXiTHO BUKOHATH JJIsI CTBOPEHHS KOJIi3ii 3 M O-

BIPHICTIO P3 Ha 6e3miui 3HaueHb MAC kony. I3 3acTocyBaHHSIM OTpUMaHHUX PIBHSHb BUKOHAHI OIli-

Hku ctiiikocti MAC ans oaHoro 3 TumiB xeui-¢yHkuid. HaBenaeni y po6oTi pe3yiabTatu 103BOJS-
I0Th OTPUMATH SIK 3AJEKHICTh YMCIa MOJIN K BiJ 3HAYeHb MMOBIPHOCTI, 3 AKOT MOYE€ BUHUKHYTH
KOJIi31s1, 1 3araJIbHOT KUTBKOCTI MOJIiM N, TaK 1 3aJICKHICTh IMOBIPHOCTI BAHMKHEHHSI KOJIi31i Bix K 1 n.
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ON CORRECTNESS OF IMPLEMENTATION CONDITIONS CSIDH ALGORITHM ON
EDWARDS CURVES

INTRODUCTION

The reason for writing this article was the work of Japanese scientists [1]. Our attention was
drawn to the title of this paper, which includes the keywords CSIDH (Commutative Supersingular
Isogeny Diffie-Hellman [2]) and Edwards curves [3, 4]. This topic intersects, in particular, with
works [5, 6, 7] and our research [8 - 14].

The most interesting results in this topic, in our opinion, were obtained in [5], which offers the
fastest today arithmetic for computing odd-degree isogenies on complete Edwards curves [3] using
the Farasakhi-Hosseini -coordinates [6] and the theorems of [7 ].

Since the term "Edwards curves”, first defined in [4] for all curves E, with one parameterd , is

ambiguous (does not take into account the values of the quadratic character y(d)), the question

arises: what kind of Edwards curves are we talking about in [1]? The authors of [1] removed this
question with the new term "purely Edwards curves", meaning by it all curvesE, with one parame-

ter, except the complete Edwards curves. For them obviously y(d) =1,d =1.

In our classification [11, 12], such curves are called “quadratic Edwards curves” (Section 1).
Within this class of Edwards curves there are no quadratic twist pairs on which the CSIDH algo-
rithm is based. Thus, we found a contradiction already in the title of [1], which proves its fallacy.
The purpose of this article is a critical analysis of the incorrect statements and conditions of the the-
orems in [1], a refutation of its concept, and, as a constructive, a proof and illustration of the correct
solution of the problem.

In [8], we proved two theorems adapting formulas of odd degree isogenies for Edwards curves
[7] to twisted Edwards curves and to their computing in Farasakhi-Hosseini (W : Z) -coordinates

[6]. In the next paper [9], using a simple model, it was shown how the CSIDH algorithm works on
the basis of supersingular quadratic and twisted Edwards curves connected as quadratic twist pairs,
some estimates of the calculation cost in projective (W : Z) Farasakhi-Hosseini coordinates were de-

tailed.
This article is, to a certain extent, a continuation of the previous work [9]. Supersingular quad-
ratic and twisted Edwards curves with the same order Ng = p+1=2"n,m>3, (n - odd) exist only

for p=7mod8. The minimum even cofactor of the order of such curves is 8, then for the CSIDH al-

gorithm with an odd n = l_IiK:1Ii the field modulus, we should choose p=8n-1. Inorder to adapt

the definitions for the arithmetic of Edwards curves isogenies and curves in the Weierstrass form,
we use the modified point addition law [11, 12] with the change of coordinates x <>y .

Section 1 gives a brief overview of the properties of complete, quadratic, and twisted su-
persingular Edwards curves (SEC) [13,14]. In Section 2, specific aspects of the implementation of
the CSIDH algorithm model on quadratic and twisted SEC are considered, and a modification of the
algorithm [2] is given. Since all the necessary calculations in the CSIDH algorithm are reduced only
to field operations for calculating the isogenic curve parameter and scalar point multiplications, it is
proposed to abandon the calculation of the isogenic function ¢(R) of random point R . In section 3,

we give critical analysis of theorems, lemmas and statements of article [1], their incorrectness and
fallacy, substantiate the conclusion about the inconsistency of the concept and title of the article.
The implementation of the CSIDH algorithm in [1] (section 6.2) relies on complete Edwards curves,
which does not correspond to the problem posed in the paper. Instead of hypothetical curves
E,[7-1] with one parameter in [1], one should actually use the known twisted SEC with two pa-
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rameters and other existence conditions. The proof of Theorem 2 on quadratic twist of curves in the
generalized Edwards form is given. In support of our conclusions, further in Section 4, an example
of Alice and Bob's calculations in the Diffie-Hellman secret sharing scheme on quadratic and twist-
ed SEC is given. Omitting the problem of computational cost, in this paper we mainly use affine
coordinates.

1. PROPERTIES OF SUPERSINGULAR CURVES IN EDWARDS FORM
Let us consider some specific properties of supersingular Edwards curves (SEC) [13, 14]. An
elliptic curve in generalized Edwards form [11] over a prime field F, is defined by the equation

E.o: X'+ay’=1+dx’y’, adeF,,a=d, d=1 (1)

If a quadratic character y(ad) = -1, curve (1) is isomorphic to the complete Edwards curve [3, 4]
with one parameter d

E,: X*+y>=1+dx’y?, y(d)=-L1. (2)

SEC of this class exist for p=3mod 4, and their order isN. = p+1=0mod4.
Let y(ad) =1, y(a) = y(d) =1, then the curve (1) is isomorphic to the quadratic Edwards curve [11]

E,: X' +y?=1+dx’y*, y(d)=1, d=L1. (3)

In contrast to (2), the parameter d of curve (3) is a square. SEC of class (3) have an order
Ng = p+1=0mod8 and exist over a field F, for p=-1mod8. For both curves (2) and (3) we ac-

cept a parametera =1, and they are called as curves with one parameter. In [4], curve (3) together
with curve (2) are defined as Edwards curves. At the same time, the difference in the quadratic
characters of the parameters d leads to radically different properties of curves (2) and (3) [11, 12].
We discuss this below and in Section 3.

The twisted Edwards curve was defined in [11] as a particular case of curve (1) for
x(ad) =1, y(a) = x(d) =-1.

The new classification of curves in the generalized Edwards form (1) in [11, 12] divides them
into 3 non-intersecting (non-isomorphic) classes of complete, quadratic, and twisted Edwards
curves. This avoids the ambiguity and difficulties that arise in the still existing terminology, which
allows the inclusion of one class of Edwards curves in another. In the pioneering work [4], in par-
ticular, authors define the twisted Edwards curve with two parameters as curve (1). As a result any
curve in Edwards form can be called twisted Edwards curve. However, already in [4] itself, statis-
tics are given for the number of complete, twisted Edwards curves and Edwards curves, which can-
not be sorted out. Another example of ambiguous terminology is the work [1], the title of which
contains the term "Edwards curves”, but according to [4], it includes "complete Edwards curves".
The question arises: what kind of curves are we talking about?

The logic of classification of curves in the generalized Edwards form (1) in [11, 12] is simple.
Since the introduction of a new parameter into the equation (1) in the Edwards form is necessary
only in one case: at y(ad) =1, y(a) = y(d) = -1, it is logical to keep the term “twisted Edwards

curves” [11] for curves with this condition. In this case, the class "twisted Edwards curves" be-
comes unique up to isomorphism (it has no curves in other classes). Another such unique class is
the class of “complete Edwards curves” [3, 4] with the condition y(ad) =-1. Finally, the third

unique class with the condition y(ad)=1, y(a) = y(d) =1 is the class of "quadratic Edwards
curves". This term, proposed by us [11], is justified by the property y(d)=1 , which is different

from the conditions of the other two classes. To a certain extent, it can also be justified by the term
“quadratic twist”, which is exactly what the curves of the corresponding classes (quadratic and
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twisted curves) are connected. It is important that there are exactly three classes of curves (1), each
with its own name, and no confusion.
In the application to the CSIDH algorithm on SEC, we define a pair of quadratic and twisted

SEC [11] as a pair of quadratic twist with parameters y(ad)=1d=ca, d =cd, y(c) =-1. (see
Theorem 2 in Section 3). Since SEC exist only for p=3mod4 [13], we can take
c=-la=1a=-1d =-d, where a,d — are the parameters of a quadratic curve, and respective-
ly, & d —of a twisted curve. In other words, the transition from a quadratic to a twisted curve and
vice versa we can define E; =E,, <> E_, ;. Then the twisted SEC equation for p=7mod8 from
(1) we can written as

E,q: xX—y?=1-dx’y? deF,, d=l,y(d)=1 (4)

Here, the conditions for the modulus p and order of the curve N = p+1=0mod8 are simi-
lar to curves (3). For p=7mod8 , of course, also p=3mod4 holds.
Having fixed the parameter a=-1 and running through all admissible values of d, we can

determine the set of cardinalities of all pT_?’ curves of each of the 3 classes of curves (1) (includ-

ing isomorphic curves). Any twisted SEC one can reduce to the form (4).

The order Ng = p+1-t of an elliptic curve over a prime field F_ is determined based on the
trace t of the characteristic equation 7> +tz+ p =0 of the Frobenius endomorphism, where for
some point P = (x.y) the Frobenius endomorphism z(P) = (x®, y?) . For a quadratic twist curve, the
corresponding order will be N.' = p+1+t. An elliptic curve is supersingular if and only if, over

any extension of a prime field F, the trace of the Frobenius equation is t=0mod p, in this case

7? =—p, 7 ==%,—p inanimaginary quadratic field [13, 15]. A pair of curves E and E'is some-

times referred to E[z +1], E[z —1] as two solutions of the quadratic Frobenius equation. In an al-
gebraic closure pr, a supersingular curve does not contain points of order p . Over a prime field F,
such a curve always has order N = p+1.

So, quadratic and twisted SEC as a pair of quadratic twist have the same order N. = p+1 but
different structure. All their points are different (except two points (0,£1) ), so isogenies of the same
degree have different kernels. Both curves are non-cyclic with respect to points of the 2-nd order

(contain 3 points of the 2-nd order each, two of which are exceptional points D;, =(i\/§,oo] [4,

11]). Quadratic SEC (3), in addition, contains two exceptional points of the 4-th order
1

th = (W,iﬁj- The presence of a noncyclic subgroup of the 4-th order containing 3 points of the

2-nd order limits the number 8 to the minimum even cofactor of the order N. =8n (n—odd) of
quadratic and twisted Edwards curves [11]. In general, their order is Nz =2™n, m >3 . The maxi-

mum order of points of these curves is Nz /2 =4n. It is important that points of even orders are not

involved in the calculations of the CSIDH algorithm (after the first multiplication of a random point
P of maximum order by 4, we have a point of odd order n).
For the curve (1) J -invariant equal [4, 15]

16(a* +d? +14ad)®

J@d)= ad(a—d)*

, ad(a—-d)=0. (5)
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This parameter distinguishes isogenic (with different J -invariants) and isomorphic (with equal
J -invariants) curves. Since the J -invariant retains its value for all isomorphic curves and quadratic
twist pairs [15], it is the same for a pair of twisted and quadratic SEC (a=+1 ). It is a useful tool
both in finding supersingular curves and in constructing isogeny chain graphs. One of the properties
of the J —invariant is

Jd)=3@d™).

For the considered classes of SEC, the replacement d — d™* gives an isomorphism, and for
complete Edwards curves (2) it gives a quadratic twist.

2. MODIFICATION OF CSIDH ALGORITHM ON QUADRATIC AND TWISTED
EDWARDS CURVES

The PQC CSIDH (Commutative SIDH) algorithm proposed by the authors of [2] for solving
the same key exchange problem (SIDH), but based on isogenic mappings of supersingular elliptic
curves as additive Abelian groups. Such a mapping over a prime field F, as the class group action

is defined [2] and is commutative. In comparison with the well-known original CRS scheme (Cou-
veignes (1997), Rostovtsev, Stolbunov (2004)) on non-supersingular curves, the use of isogenies of
supersingular curves made it possible to substantial speed up the algorithm and achieve the smallest
known key size (512 bits in [2]).

Let the curve E of order N = p+1 contain points of small odd orders 1,,i =1,2,..., K. Then

there is an isogenic curve E'of the same order as a I, -degree map: E — E' =[l,]* E . The repetition

of this operation g, times we denote[l." ]*E . The values of the isogeny exponents e, € Z determine
the length |e, | of the chain of isogenies of degreel.. In [2], an interval of exponential values
[-m<e, <m] is accepted (m=5), which provides a security level of 128 bits for a quantum com-

puter attack. Negative values of the exponent mean a transition to a quadratic twist supersingular
curve.
The implementation of the CSIDH algorithm mainly uses fast arithmetic of Montgomery ellip-

tic curves y*=x>+Cx?* + X, C#+2 containing 2 points of the 4-th order and, accordingly, having

anorder N = p+1=4n(n—odd). [2]. In [5], the CSIDH algorithm implemented on complete SEC

of the same order. In this paper, we use quadratic and twisted SEC in the CSIDH algorithm, which
have the same speed performance as complete Edwards curves [5]. In [8] we proved 2 theorems for
implementation such possibility. With a minimum cofactor of 8, the order of twisted and quadratic

SEC isNg =8n . Thus, for these SEC classes with order N =8n=p+1, n= HiK:lIi. the field mod-

ulus in the CSIDH algorithm we chosen as p = SH:illi —1=-1mod8 .
Non-interactive Diffie-Hellman key exchange includes the following steps [2]:
1. Choice of parameters. For small odd primes|., computen :1_[iK:1Ii , Where the value K is

determined by the security level (in [2] K =74,1,, =587 ), and choose an appropriate field modu-
lus p= 2”‘1_LK:1Ii —1, m>3and a starting elliptic curve E, .

2. Calculation of public keys. Alice uses her private key Q, =(e,,¢,,..,€.) to build an iso-
genic mapping ©, =[1*,1,*,..,1.*] (class group action [2]) and calculates the isogenic curve
E,=0,*E, as her public key. Based on the secret key Qgand function®,, Bob performs the
same calculations and receives his public key E; = ®; * E,. These curves are defined their parame-

ters d,,d; up to isomorphism, which are accepted as public keys known to both parties.
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3. Sharing secrets. Here the protocol is similar to item 2 with replacements E, — E; for Al-
ice and E, — E,for Bob. Knowing Bob's public key, Alice calculatesE;, =®,*E;, =0 ,0; *E,.
Similar actions of Bob give a result E,; =0, *E, = 0,0, * E,that coincides with the first one due

to the commutatively of the group operation. The J -invariant of the curve E,; (Eg,) is accepted

the shared secret.
Below we present a modification of Alice's computational algorithm according to item 2 [2]
using isogenies of quadratic and twisted SEC.

Algorithm 1: Evaluating the class-group action on guadratic and twisted SEC.

Input: d, e E,, y(d) =1 and a list of integersQ2, = (e,,e,,...e.) .
Output: dg such that [I,*,1,% .1, *]1*E, = Eg, where E,;: x*+y*=1+d, x*y*.
1. While somee, =0 do
Sample a random x e F.,
Set a<«1, E,:x*+y?=1+d,x*y* if (1—x*)/(1—dx*)isasquare in F,
elsea<« -1, E,:x*-y?=1-d,x?y?,
Let S={i|ag >0} .If S= then startoverto line 2 whilea < —a,
Let k=], andcompute R« [(p+1)/2kIP, P=(x,y),
Foreach ics do
8. Compute Q «[k/I]R
9. If Q=(L0) Compute the parameter d, an isogeny ¢: E, — E; with
kerg=QSetd, < d;, e «<e —a,
10. Skip iin Sand k « k/I, if e =0,
11. Returnd,.

N o ak wn

In comparison with Algorithm 2 in [2], our Algorithm 1, adapted to twisted and quadratic SEC,
has some modifications:

1. Checking the square in item 3 use the equation of the quadratic Edwards curve (3).

2. With the order of the twisted Edwards curve N. =8n= p+1 with the maximum order
N /2 = 4nof the point, to obtain a point of the ordern, it is sufficient to double the random point
twice. In item 6, this property lied’s to reducing one doubling in the scalar product of the point P .

3. Item 9 has been corrected (you cannot reset the index i before zeroing e in item 10).

4. In item 9, only the parameter dg of the isogenic curve is calculated and the function ¢(R)
point R is not calculated.

5. Updating the number k < k /1, and reset iin item10 we perform after zeroinge;.

According to item 10, exactly| g, | isogenies we calculate for each I, until the exponent e, is set
to zero. Depending on its sign, isogenies are calculated in the class of quadratic (e, >0) or twisted
SEC (e, <0).

The ultimate goal of the CSIDH secret sharing algorithm is to find the common curve parame-
ter d ; of curve E ;5 . For each step in the chain of isogenies E — E’, it is only necessary to calcu-
late the parameterd’ =y/(d,Q) based on the parameters d and the kernel <Q > of the curve E . This
calculation involves two SM (Scalar Multiplication) of random points R and (s —1)recurrent dou-
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blings of points of kernel<Q > . Thus, the construction and calculation of a sufficiently complex
function @(R) is not necessary for the implementation of the CSIDH algorithm. Part of the calcula-

tions in the algorithm related to the calculation of the function ¢(R) can be saved and significantly
speed up the algorithm.

The construction of isogenies of odd prime degrees for quadratic Edwards curves based on
Theorem 2 [7], and for twisted Edwards curves - Theorem 1 [8]. In the last work, for the first time,
mapping ¢(P) formulas for the curve (1) are given, depending on two parameters aandd. We
formulate it below.

Theorem 1[1]. LetG ={(1,0),+Q,,=Q,,...,£Q.} — subgroup of odd order |=2s+1of points
+Q; =(e;,£8),0f curve E, , (1) over field F.
Define

H(P) = (X, y') = (H Xpq Xpq TI Ypiq Yeq J

e Xq Xo, e Xo X,

Then ¢(x,y)is |-isogeny with kernel G from the curve E, ; to the curve E, ;. with parameters

a’=a', d'=d'A®, A= H.1 y (6)
and the mapping function
(X))’ - (agy)’ s (oY)’ = (BX)°
¢(X’y) [AZHnl 1— (daﬂXy)Z ’AZH—ll (daﬂxy) j (7)

or

¢(x,y)=[§Hi X el VT J ©

=11 -dpx? Ha—da,’x?

The proof of theorem in [8] is given.
Here, functions (7) and (8) include parametersa,d , which makes it possible to construct isoge-
nies of twisted Edwards curves.

3. CRITICAL ANALYSIS OF INCORRECT IMPLEMENTATION CONDITIONS OF
CSIDH ALGORITHM ON EDWARDS CURVES IN WORK [1]

Let us turn to the results of [1]. The main concept of this article is the construction of the
CSIDH algorithm using one class - Edwards curves E; (3) (the authors call it "purely Edwards
curve”, according to our classification [11] - "quadratic Edwards curve”) over a prime field F,.

Since the CSIDH algorithm is based on isogenies of supersingular curves using the quadratic twist
of these curves, the question arises: is the problem posed in [1] solvable?

All theorems of this work use one Farashakhi-Hoseini coordinate w(P) = dx,’y,” for each
point P =(x,,Y,). It is clear that the quadratic character y(w(P))= y(d) . The neutral element
O =(1,0) of curve (3) in theorems [1] designated asO, , although for all curves (1) it does not de-

pend on the parameterd .
The key theorem in [1] is Theorem 4. Let us formulate it according to the original.
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Theorem 4[1]. Let p=3mod8. Let P be a point on an Edwards curve E, such that the P w-
coordinate w(P) € F, the order of P is not a power of 2, and w(P) is square. If w(2P) is square,

there exists P’ such thatP'e E [z, +1], w(2P)=w(P’), and pTHP'=Od. If w(2P) is not

square, there exists P' such that P' € Ey[x, —1], 1/ w(2P) = w(P") andeJrl P'=0,.

Formulation of the theorem. The first error in the formulation of the theorem: for
p =3mod8 there are no curves E, (3) that satisfied all conditions of the theorem. Indeed, in this
case the order of the curve Np =p+1=4mod8 is not divisible by 8. They exist only for
p=7mod8 [13, 14]. The order of such curves with the minimum even cofactor 8
iSN; =8n=p+1, where p=-1mod8. For example, p=11=3mod8 it sets a condition for the
SEC of order N =12, which does not contain the factor 8. It is clear that it is impossible to prove
such a theorem.

On the proof of theorems [1]. In total, in Section 4 of [1], 10 lemmas and 7 theorems are
proved. The condition p =3mod8 is specified in Lemmas 1,2,4, 5, 9, 10 and Theorems 3, 4, 5 and
7 with references to the lemmas and to the points of the curve (3), which does not exist under this
condition, as well as its quadratic twist - twisted SEC (4). The proof of theorems and lemmas with
incorrect conditions in the formulation does not make sense.

Further, the conditions of Theorem 4 define only one curve E, (3) with the parameter d being
a square ( y(d)=1,d =1 ). For a random point P =(Xx,,y,)and a point 2P on this curve, their re-
spective w-coordinates are

2 2 2 2
P)=dx?y’, w(2P)=d| ) 2% |
W(P) = dx'Y;E, W(2P) (1_ pood | e

It follows that forx,y, = 0,00 , the quadratic character y(w(P))= y(wW(2P)) = x(d) is deter-
mined exclusively by the parameter d and, by the definition of curve E; (3), is a square. This prop-
erty is the same for both points P and 2P, which contradicts the second assumption of the theorem.
While the first assumption of the theorem is always true, the second assumption is always false for a
given curve E,; (3), since it replaces y(d)=1 with y(d) =-1 . This means a transition to another
class of SEC: complete Edwards curve (2) or twisted Edwards curve (4).

The transition to the class of complete SEC (2) with y(d) = —1we exclude, since:

e The class (2) does not meet the first condition of Theorem 4 ( y(d) =1);

e All pairs of quadratic twist connected by parameters d** lie inside this class;

o Sets parameters d of SEC (2) and (3) are different (in the sense of d,® = —d,®);

e The class (2) does not contain points at infinity on which the proof of the theorem based.

Exceptional points (points at infinity) exist only in the classes of quadratic SEC (which are ex-
cluded by the second assumption of Theorem 4) and twisted SEC [4, 11]. Thus, instead of the curve
E,[7, —1] in the statement of Theorem 4, there should be a twisted curve E, ,[x, —1] with condi-

tions y(a)= y(d)=-1 . It is important that this is no longer a curve E;, but its quadratic
twist y(d) =1. Below we present our Theorem 2 with the proof of this assertion.

On SEC E; (3) with orderN =8n=p+1 , n :H;li there is a unique subgroup
< Q >=Gof points of prime order I; as the kernel of a unique isogeny([l;]. Over a prime field F,
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there is a unique SEC of the same order, defined as a quadratic twist Edt of the curve (3), which has
its own subgroup< Q >' of points of the order I, as isogeny kernels[l.]™*. All points (except
pointsO = (1,0), D, = (-1,0) ) the pair of curves E, and Edt are distinct, as are the corresponding
kernels <Q > and <Q >' |-isogenies. According to Theorem 2E,' = E..» x(@)=-1. This is a
twisted SEC, but not the Edwards curve, stated in the problem statement and in the title of the arti-
cle [1].

Exceptional points at infinity of the 2-nd and 4-th orders of the curve (1) we can written [11,

12]
la +1
D1,2 = (— E! OOJ! * Fl = (OO! ﬁj ) (9)

where the symbol "oo" we put when dividing by 0. Over a prime field F, all 4 points contain quad-

ratic curves E, (3), and the first 2 points of the 2-nd order are twisted curves (1) under the condi-
tions y(a) = y(d)=-1. The latter generate a non-cyclic subgroup of points of the 2-nd or-
derG, ={0=(10),D, =(-10), D;,D,}. According [11] the sums of a random
point P = (x,, y,) ¢ G, with exceptional points of the 2-nd order give the points

a a ’1+i_1. -
(Xl’yl)—i_(i\/;’oo]:(i a'xl ’—m Y1 J

From here
1 1
W(P+D,,)=—5—5=——. 10
For a similar sum with ordinary point of the 2-nd order D, = (—1,0) we have
(X, ¥1) + (=10) = (=x,,=y;) = W(P+D;) =w(P) (11)

The sum of a random point P =(x,,y,) ¢ G, with a 2-nd order point gives an even-order point,
which on the curve order N. =8n is at least 8 times greater than the number of odd-order points.
Of these, for (2/3) points, the coordinate w(P) is inverted according to (10), for the rest, according

to (11), no. This is true for two classes - quadratic and twisted Edwards curves. However, this is not
a reason to replace one curve with another [1], not forgetting that the quadratic characters y(d) of

their parameters are inverse. It also follows from this that the second assertion of Theorem 4 is valid
only for twisted Edwards curves, but not for curves E, (3) with one parameter. It is no less im-

portant that the condition y(d) = —10f this assertion is necessary but not sufficient. A condition
x(a) = -1 and the connection between the parameters of the curves E, ,and E‘a , should be deter-

mined (see our Theorem 2).
Theorem 2. For the curve E,, (1) in the generalized Edwards form x* +ay? =1+dx’y® , de-

fined over a prime field, there is a unique quadratic twist curve EMI with parame-

tersa=ca,d =cd,ceF, .
Proof. From equation (1) we have
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2
2 1-X

= ) 12
a—dx® (12)

Let y(d)=-1, y(a)=1,a=d? =c™. Quadratic twist (12) be given by transforming a square into a
quadratic non-residue

2 2 2
LS P e S N x( 1-X le.

TdPodd - 1-d%E 1-d'x?
Then for the curve of quadratic twist we can write the equation
t . 2 2 -1,2,,2 _
E.g =E,0 X4y =1+d7x%y", x(d)=-1.
The above conditions are valid for the class of complete Edwards curves with one parameter

fora=d?=c™?, a=1d =d™. This result [3] is known.
Let now y(a) = y(d) =1, y(c)=-1. Inthis case, quadratic twist (12) we can written as

Cilyz _ 1_X2 2 1_X2 _ 1_X2
a—dx? ca—cdx® a-dx?

This implies that the quadratic twist of a curve E,, with parameters satisfying the condition
x(@) = y(d) =1 (a quadratic curve isomorphic to (3)) gives a curve of the class of twisted Edwards
curves (1) after substituting@ = ca, d =cd. y(c) =—1. In other words, the quadratic twist of a curve
E,is a twisted Edwards curve Ey =E_,, x(d) =1 x(c)=-1.. The inverse mapping is given by
multiplying both parameters by ¢ : E ;' = E; x(d) =1 x(c) =—1. The theorem is proved.

Corollary 1. For quadratic Edwards curves E; (x(d) =1) there are no quadratic twist curves

within this class.
Corollary 2. For complete Edwards curves E, (x(d)=-1) there exist quadratic twist

curves E_, inside this class.

Corollary 1 is obvious from the uniqueness of the mapping of quadratic twist as a bijection. It
eliminates the curves E, [z —1] in [1].

Note that this result is well known from [4] (hence the term twisted Edwards curves), but with
a different proof from our proof of Theorem 2.

So, in the class of complete Edwards curves E, (2), the quadratic twist pairs E, <> E's lies
inside this class and has multiplicatively inverse parametersd** . On the contrary, for the class of
quadratic Edwards curves (3), for p=3mod4 andc=-1 , quadratic twist Edt — E_ _4gives a

curve from the class of twisted Edwards curves with additively opposite parameters a andd .
We consider it proved that for the class of SEC E,[r, +1]defined in Theorem 4 [1], there are

no curves of the same class E, [z, —1]as quadratic twist pairs, the formulation of Theorem 4 is in-
correct, and the concept of [1] is untenable. Strictly speaking, a unique transition of curve E, (3)
with the condition y(d) =1to its quadratic twist is possible only in the class of twisted SEC with

parametersa =ca, d =cd, yx(c) =—1. Any SEC of this class is isomorphic to curve (4).

Interestingly, the implementation of the CSIDH algorithm in [1] (Section 6.2) uses the parame-
ters of [2] for cyclic curves in the Montgomery form with one point of the 2-nd order and the field

modulus p=4-1;-1,-..-1,, -1, 1,, =587, p=3mod4, therefore the algorithm also works on com-
plete Edwards curves E, (2) , isomorphic to cyclic curves in the Montgomery form. This does not
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correspond to the task, and does not confirmed by theoretical results. In addition, such an imple-
mentation of the CSIDH, is known [5].

4. MODEL OF IMPLEMENTATION OF THE CSIDH ALGORITHM ON
QUADRATIC AND TWISTED SEC

To illustrate the above conclusions, consider a simple model of the CSIDH algorithm on quad-
ratic and twisted SEC that form quadratic twist pairs with the same order [9]. Let such a pair of
curves contain kernels of the 3-rd and 5-th order at the smallest value n =15, then the minimum

prime p =239 and the order of these curves N =16n = 240. The parameter d of the entire family
of 118 quadratic Edwards curves can be taken as squaresd = r®mod p,r = 2..119.. Of these, 30
pairs of quadratic and twisted SKE were found with parameters a=+land y(ad) =1.The quadrat-
ic SEC (3) is denoted by E, , and the twisted SKE (4) is denoted asE , _, . Table 1 shows the param-
eter dvalues for pairs of quadratic and twisted SEC. We written they as squares
d =r*mod p,,r =5..1109.

Table 1
Parameter d values of quadratic and twisted SEC (a = 1) for p =239 and N = 240
25 64 121 196 50 183 5 10 87 176
24 153 11 110 48 187 120 193 27 160
213 44 2 201 61 3 206 192 80 62

€2

In the CSIDH algorithm, an isogenic mapping ©, =[1,*,1,..,1,*] (class group action) from
some base curve E, defines an isogenic curve E, =®, *E,. The sign of the degree e, isogeny ex-
ponent specifies, in our case, a quadratic (e, >0) or twisted (e, < 0) SEC. At one step of the degree
[1.%],e, =+1 isogeny chain, the coordinates «,,k =1..s=(I-1)/2 of the points of the curve (3)
kernel or the curve (4) kernel of order |, are calculated, then using formula (6) I, - isogenic curve
E'parameterd’. Two chains of isogenies with opposite signs of the exponents +e, give a neutral

element of the mapping[L* -1.*]=[1"], and then we get the original curve E, =[I.°]* E,. For ex-
ample, for a pair of quadratic twist (3), (4) ate,=+1 , one can calculate a 3-isogeny curve
Ex” —E,," | then a transition to quadratic twist (4) E,,,® —E, ,,,® , then a 3-isogeny of

2)

curve (4) E, 1,0 > E, »? , and return to curve (3) E, . — E, . This implies an im-

portant property: the sequences of parameters d® of isogenic quadratic and twisted SEC on a peri-
od have a reverse character. In other words, if such a sequence is calculated for quadratic SEC, then
for twisted SEC it is not required to recalculate it, but it is enough to reverse it on a period (in the
opposite order).

Tables 2 and 3 show the results of calculation the parameters d” of chains of 3- and 5-isogenic
quadratic SEC for module p = 239 . For twisted SEC, the sequences d“” should be read backwards

on the period T . The period of 3-isogeny is T =5 , and 5-isogeny T =15 .To completeness in table
2 there are still 4 rows missing, and in table 3 - 2 rows with the parameters of table 1, however, the
given data is sufficient for an example.
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Table 2

Parameter d™ values of two chains of 3-isogenic quadratic SEC (a =1) for p = 239 (period T =5)

i 0 1 2 3 4 5
d® 25 110 50 10 3 25
d® 193 62 61 2 5 193
Table 3
Parameter d™ values of the chain of 5-isogenic quadratic SEC (a =1 ) for p = 239, (period T =15)
i 0 1 2 3 4 5 6 7
d® 25 201 62 10 121 5 110 183
i 8 9 10 11 12 13 14 15
d® 61 3 187 193 50 11 2 25

Let us take the secret keys of the exponents {e} isogenies of Alice and Bob's Q, =(3,—4),
Q, =(-4,5)
calculate their public keys d,, d;

, their functions of isogenic mappings, respectively ®, =[3*,5"],0, =[37,5°], Let's
. As the starting curve of the chain of isogenies, we will take the curve

EQ = E,. Alice calculates the parameters of 7 isogenic curves E: three 3-isogenuc quadratic SEC and 4

5-isogenic twisted SEC in an arbitrary order. According to tables 2 and 3, her calculations generate a chain
of length 7 isogeny curves

0 _
ET = E25 - EllO - Eso - ElO = E—l,—lO - E—l,—62 - E—l,—zol - E—l,—25 - E—1,—2 =E,.

So, Alice's public keyd, = 2.. Similar calculations of Bob with a secret key Q, =(—4,5) form a
chain of length 9 isogeny curves

E25 - E3 - ElO - ESO - EllO = E—l,—llO - E—l,—183 - E—l,—ﬁl - E—l,—3 - E—l,—187 - E—l,—193 = E193’

which gives the value of its public key d, =193.
Further, in the secret-sharing scheme, Alice, knowing Bob's public key, calculates the isogenic
curve Ey, =[3°,5*1*E,,;, =E,,. Bob gets the same result using the func-

tionE ,, =[3",5°]1*E, = E,g, . The shared secret is the parameterd ,, =187. If we know the sum
key of Alice and Bob Q,+Q;=(-11), wusing tables 2, 3, it is easy to check this result:

d©® =25 5d® =3 d® =187. Keys of opposite sign make the work of Alice and Bob fruitless.
In principle, the CSIDH algorithm can be perform with exponents {e} of the same sign and

doubling their values to preserve security, but such a prospect, which halves the number of curves
in the algorithm, is hardly interesting.

The results of the implementation of the Edwards-CSIDH model [5] in projective coordinates
(W :Z) state that it is faster than the Montgomery-CSIDH model in coordinates (X :Z) by 20%.

Note that this model is construct on complete Edwards curves with order N =4n(n—odd). On the

basis of Theorems 1 and 2 in [8], in [9], and in this paper, we have shown how to implement such a
model on quadratic and twisted SEC that form pairs of quadratic twist. The advantage of these 2
classes of curves over the complete Edwards curves is the doubling of the number of curves used in
the CSIDH algorithm with a corresponding increase in security. In addition, the time-consuming in-
version d — d ™ of the parameter is not required when going to the complete quadratic twist curve.

It can be concluded that the work [4], Theorem 2 and the illustration of the CSIDH model in
this work will convince the authors of [1] of the erroneousness of their concept, that it is possible to
implement the CSIDH algorithm using a single class "purely Edwards curves”. In further research,
we will consider the problems of constant-time CSIDH [16, etc.] and sampling of points.
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RADIOLOCATION AND RADIONAVIGATION
PAJIOJIOKALIS I PAJIOHABITALIS

YK 621.396.967.2 DOI: 10.30837/rt.2022.1.208.03

M.I'. TKAY, 1.B. CBH/], kano. mexn. nayk, O.B. BOPI'YJIb, xano. mexH. Hayx,
C.B. CTAPOKOJKEB, O.C. MAJIBL]EB, A.O. IJTIVIIIEHKO

OIIIHKA BITHOCHOI ITPOITYCKHOI 3JIATHOCTI 3ATIMTAJIbHUX CUCTEM
CIHHOCTEPEKEHHA ITOBITPAHOI'O ITPOCTOPY

Beryn

3anuTanbHl CUCTEMH PAJII0JIOKALIHHOTO CIIOCTEPEKEHHS MOBITPSIHOTO POCTOPY, 0 SIKUX B1J-
HOCSATBCSI CUCTEMHU BTOPUHHOI pajiosiokarlii [1-4] ta cucremu iaeHTU(IKAIIT TOBITPSAHUX 00'€KTIB
3a MPUHIUIIOM «CBIA-4yXHil» [5-8] BigirpatoTh ICTOTHY poJib B iHQOpMaIIfHOMY 3a0€31€UeHH], SIK
CUCTEMM KOHTPOJIIO MOBITPSHOTO MpocTopy [9] 1 ynpasiiiHHS nositpstHoro pyxy [10]. B nanuii yac
ICHYIOTb JIBa IPUHIUIIN OOYI0BY BUILEBKA3aHUX CUCTEM: CYMIILEHI Ta PO3IMOIUICH] 32 YaCTOTAMU
3anuty Ta Bignosial [11]. CtpykTypa 3anuTaibHUX pagiooKaIfHUX CUCTEM CKIIAJIA€ThCS 3 KaHAITY
3amMUTy Ta KaHAJTy BIAMOBIAI, 1 € ABOKAHATBLHOI cUCTEMOO Tiepenadi nanux [12]. Koxen 3 kaHamiB
nepenavl JaHUX BTOPUHHUX PaJIl0IOKAIIfHUX CUCTEM CIIOCTEPEKEHHS MOBITPSIHOTO MPOCTOPY Mae
MIEBHY MPOMYCKHY 3/1aTHICTH [13-16], sika 0OMeXKy€eThCsl BILTMBOM 3HAYHOI KUIBKOCTI JIecTal1Ii3y0-
quX (paKTopiB, A0 SAKUX BITHOCATHCS, SIK aKTH HECAHKI[IOHOBAHOTO BUKOPHCTAHHS JIITAKOBOTO BiI-
noBifaya [17] mist oTpumaHHs G0pTOBOI IHPOpMaIli TOBITPSIHOTO 00’ €KTY, TaK 1 aKTH MEPEKPYyUy-
BaHHS ITePEIaBAEMUX MMOJTBOTHUX JaHHX.

[ToGymoBa niTaKOBOTO BiANOBiZAYa 3aMUTAIBHUX CHCTEM PaIiOJIOKAIIMHOTO CIIOCTEPEKEHHS
MOBITPSHOTO MPOCTOPY HA MPUHIUIAX BIAKPUTOI OJHOKAHAJIBHOI CUCTEMH MacoBOTO OOCIYTrOBY-
BaHHS 3 BimMoBamu [18-20], a Takok BUKOPHUCTAHHS B SKOCTI iHGOPMAIIMHIX CUTHAJIIB TPUMITH B-
HUX IHTEPBAJIBHO-YACOBUX Ta MO3UININHUX KOMiB [21-23] m03BoJIsi€ 3aIliKaBIICHIM CTOPOHI peani3y-
BaTH HECAHKI[IOHOBaHE BUKOPUCTAHHSI JIITAKOBOTO BiAMOBiIaYa 3 METOK OTPUMAHHS MOJBOTHOI 1H-
dbopmartii 1, HaBiTh, TIOBHY IMapaii3allifo JITAKOBUX BIAMOBIIAaYiB aHAII30BaHUX CHUCTEM IUISIXOM
BHUIIPOMIHIOBAHHSI CUTHAJIIB 3aMUTy HEOOXITHOT IHTEHCUBHOCTI.

MoskHa CTBEpPKYBATH, IO ICHYIOUI 3alUTaIbHI CHCTEMH PaJioOKalIiHOTO CHOCTEPEKEHHS
MOBITPSIHOTO MPOCTOPY YTBOPEHI ABOMa KaHallaMH Iepeaayl JaHWX, MPOMYCKHA 3/aTHICTh SKUX
3HAYHOKO MIPOIO BHM3HAYA€E SKICTh iH()OpMaIiHHOTO 3a0€3NeYeHHS CII0)KUBAYIB CUCTEMU KOHTPOJIIO
BUKOPHUCTAHHSI MOBITPSHOTO MpocTopy. [Ipu 1iboMy ciif 3a3HAUYUTH, 1110 CMYTa 4acTOT JaHUX CHC-
TE€M CHJIBHO NepeBaHTaxeHa. Lle BUKIIMKae 3HaUHy MIUTBHICT BHYTPICUCTEMHUX 3aBajl SIK Y KaHali
3amuTy, TaK 1 B KaHai BignoBifdi. I 1ie, sk HACIIIOK, ICTOTHO 3HMKYE IIPOMYCKHY 3/1aTHICTD [24] cu-
CTEM CIIOCTEPEKECHHS.

[Ipo nepeBaHTaKeHICTh YacTOTHOTO Aianazony 1030/1090 MI'n ananizoBanux iH(popMaIiitHIX
CHCTEM 1 BIUIMB LLOTO Ha SAKICTh IEpeladi JaHuX BiI3HAYAETHCS, 30KpeMa, B poborax [25-26]. ¥V
po6oTi [26] mokazano, 1o y cMy3i gactot 1030/1090 MI'1, sika po3mnoiieHa isi CIIOCTEPEKEHHS
3a MOBITPSHUM PYXOM, BiTUyBarOThCS 3HaYH1 HABAaHTAXKEHHS, & TAKOXK MPE/ICTaBJICHI albTepHATUBHI
METO/IM BUKOPHUCTAHHS 3MIHHUX MOTYXHOCTEW I 3MEHILIEHHS! HaBaHTaKEHHS CIEKTPY, 3aIlporio-
HOBaHUI MeTOJ1 30UTBIICHHS MPOIYCKHOT 3/IaTHOCT1 KaHAIIy 32 JOTIOMOTOI0 IHHOBALIIHHUX METO/IIB
nepenavi Ta JeKOAYBaHHS Ta Moka3aHo, 1o cmyra 1090 MI'1i BUKOPHCTOBY€ETHCS BCE OUIBIIOK Ki-
JBKICTIO MOBITPSIHUX CYAEH, TOJATKIB 1 TUMIB OONaJHAHHS 1 MOXKE IOCSATTU KPUTUYHHUX PIBHIB BHY-
TpICUCTEMHUX 3aBajl. Brpara naHux uepe3 mepeKkpuTTs MOBiTOMIIEHb a00 CIIOTBOPEHb NMEBHOIO Mi-
POIO IOMyCTUMA y BCIX MPOTOKOJIAX, ajie € T0O0IBaHHS, IO 11 BTpaTa MPOyKTUBHO CTI HE3abapoM
CTaHe HEMPUIHATHOIO, KOJIH HIUTEHICTh TTOBIIOMIJIEHD 3pOCTE.

[TuTaHHSAM OIIHKYU MPOITYCKHOT 3/IaTHOCTI SIK JIITAKOBOTO BiMOBiAaya, TakK 1 BCi€l 3amUTaIbHOL
CUCTEMH PaJli0JIOKALIfHOTO CIIOCTEPEKEHHSI OBITPSHOTO MPOCTOPY MPHUCBSYCHA 3HAYHA KUTHKICTh
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poGir [13, 14, 16, 27, 28]. Tak, y po6oTi [27] noka3aHo, 10 BiIHOCHA MPOMYCKHA 3/1aTHICTb BTO-
PUHHHX pa/ioJIOKATOPIB 3HAYHO 3HMXKYETHCS K 32 paXyHOK KOHCTPYKIIii BTOPUHHOTO PaJiojoKa-
TOpa, TaK 1 32 paXyHOK NPUHIMITIB OOCIYyroBYBaHHS CHUTHATY 3allUTY B JIITAKOBOMY BiANOBiAaui.
[TpoBeneHi po3paxyHKH J03BOJIMIIM OL[IHUTH BIJHOCHY MPOITYCKHY 37aTHICTh BTOPUHHOTO PaJioio-
Karopa, K QYHKII0 BITHOCHOT MPOMYCKHOT 3aTHOCTI JIITAKOBOTO BIIMOBiaYa 3a JAHUMHU, SIKi, y
CBOIO Yepry, BU3HAYAIOTHCS IHTCHCUBHICTIO TIOTOKIB CUTHAIB 3aIUTY, HABMUCHHX Ta BHYTpICHCTe-
MHUX 3aBajl, NIUTBHICTIO IIyMYy B KaHaJi y BiIOBi/b, a TAKOX KPUTEPieEM 0OpOOKH IMOJILOTHOI iH-
dbopmarrii.

VY crarti [28] moka3aHo, M0 3BaKAIOYM HA CYTTEBI HEJOJIKH, IO iICHYIOTh y 3alIUTAIILHUX pa-
TI0JOKALIITHUX CHUCTEM CIIOCTEPEIKEHHSI TIOBITPSHOTO MPOCTOPY, PO3poOKa HOBUX 3aIUTAIBHUX CH-
CTEM CIIOCTEPEKEHHS IMOBITPSHOTO MPOCTOPY MOBWHHA 3AIHCHIOBATHCS HUIAXOM YJOCKOHAJICHHS
CTpYKTYypH (OpMATiB CHTHAJIIB 3alUTy Ta BiAMOBIiIi, a TAKO)XK BUKOPUCTAHHSAM IIU(PPYBaHHS, IO
JI03BOJIUTH 3a0€3MEeUNTH Kpally MPakTUYHY NMPOJAYKTUBHICTh, BUCOKY O€3IE€Ky Ta HE3HayH1 BHYTpI-
CHCTEMHI 3aBajI.

Po6otu [29-31] mpucBsueHi po3poOIli METO/IB MiABUIIEHHS 1HOOPMAIIHHIX MOKIMBOCTEH Ji-
TaKOBUX BIAMOBIAAYIB 3aIUTHUX CUCTEM CIIOCTEPEKECHHS MOBITPSIHOTO MTPOCTOPY Ta ONTUMATIBHOMY
BUMIpY MapaMeTpiB NPUMHATUX CUTHAJIIB Y aHAII30BaHUX IHPOpPMalLlIHHUX cUcTeMax. TakoXk MoKa-
3aHO, 110 MIBUILIEHHS SKOCTI IHPOpPMALIITHUX CMPOMOXHOCTEN Ta ONTUMI3allli BUMIPIOBAHHS Ia-
pameTpiB CUTHaIIB BIAMOBLI1 MOKJIMBI IUISXOM 3MIHU CTPYKTYpU CHUTHANIB 3allUTy 1 BIAMOBIAL, 1
MIIBUIIIEHHSIM TPOITYCKHOIT 3/IaTHOCTI KaHAJIB 3aIlUTYy 1 BIAMOBIII 3aMUTATFHUX BTOPUHHUX PaJlio-
JIOKAIIHUX CUCTEM.

VY mpencraBieHiit poOOTI pO3TIAATAETHCS METOJT MIJBUIIIEHHS TIPOIMTYCKHOT 3/IaTHOCTI 3aMUTalb-
HUX BTOPHHHUX PaliOJIOKAIIHHAX CHCTEM CIOCTEPEKESHHS MOBITPSHOTO TPOCTOPY, B SKOMY y CHT-
Hajax 3aluTy 1 BIAMOBII BUKOPUCTOBYIOTHCS IIUPOKOCMYTOBI CUTHAJIH, IO JTO3BOJISIE 3HAYHO 3HU-
3UTH JAIBHICTh BUSBIIEHHS TaKUX CUTHAJIIB BiAMOBIAl 3 HEOOXIIHUMH ITOKAa3HUKAMU SIKOCTI 3aco0a-
MH PaJliOPO3BIIKH, IO MTPAKTUYHO BUKIIOUAE MOMIIMBICTh 3aIliKaBJICHIH CTOPOHI BUKOPUCTOBYBATH
CUTHAQJIM BIIMOBI/II JIITAKOBOTO BiANOBIIa4a IS 1aJIEKOTO BUSBJICHHS MOBITPSIHUX 00'€KTIB 1 BUMI-
PIOBaHHS iX KOOPAMHAT 1, SIK HACHiJOK, A03BOJISIE BUKIIIOYMTH AKT HECAHKI[IOHOBAHOTO BUKOpPHC-
TaHHs 1HGOpPMAIlii JITAKOBOTO BIANMOBIAa4Ya 3aMHUTAITHHUX CHCTEM CIIOCTEPEKECHHS TOBITPSHOTO
MPOCTOPY 3aI[IKABJICHOK CTOPOHOIO, 8, OTXKE, MIIBUIIMTH BIIHOCHY MPOIMYCKHY 3JaTHICTh PO3IJIs-
TaeEMUX 1HPOPMAIIHHIX CUCTEM.

MeTtoa nmiABMIIEHHS NMPOMYCKHOI 3IaTHOCTI 3aIUTAJbHUX CHCTEM CIIOCTEPeKEeHHS MOBIiT-
PSIHOTO MPOCTOPY

Sk 3a3HaueHO BHWIIE, ICHYIOYA MEpeka 3allUTyBadiB Ta JIITAKOBUX BiAIMOBIIAYIB 3alUTATBHUX
CHCTEM CITIOCTEPEIKEHHS MOBITPSIHOTO MPOCTOPY MOOYI0BaHA HA MPUHIIMITI HECHHXPOHHOT MEPEXi, a
caM JIITaKOBUH BIAMOBIAaY — HAa MIPUHIUIT BIIKPUTOI OJTHOKAHAIBHOI CHCTEMH MacOBOTO OOCIYTo-
BYBaHHs 3 BiqMoBamu. Taka 1moOy1oBa 3alUTaIbHUX CHCTEM CIIOCTEPEIKECHHS MOBITPSHOTO MPOCTO-
Py BUKIJIIOYAE PI3HUIIO MDK KOPUCHUMH 1 HABMUCHHMHM 3aBaJIlaMH i, IK HACIIJIOK, HE JIO3BOJISE BU-
KJIFOYUTH 3 00CIYyrOByBaHHS HABMHCHI KOPEIbOBaHI 3aBajiM SKMMH, 3a3BHYal, BUCTYNAIOTh k041
CUTHAJIU 3aIUTY HIIHUX 3aITUTyBaYiB.

BukopucraHHs y cUTHaIax BiJIOBI/I 3aMUTAILHUX CUCTEM CIIOCTEPEIKEHHS MOBITPSHOTO MPO-
CTOpY MPUMITUBHOTO KOJYBaHHS 1 MPOCTHX MPSMOKYTHUX IMITYJIbCIB 0€3 BHYTPIIMIYIBCHOT MOAY-
JISALT TO3BOJISIFOTH 3aIliKaBJIeHId CTOPOHI HECAaHKIIIOHOBAHE BUKOPUCTAHHS JIITAKOBUX BiIOBIAAYiB,
ICHYIOUHX 3alUTaIbHUX CHCTEM CIIOCTEPEKEHHS MOBITPSHOTO MPOCTOPY 3 METOI OTPUMAHHS iH-
dbopmariii (cucreMu paaiopo3BiIAKK) Ha 3HAUHOMY BHAaieHH1. [Ipu boMy ciif 3a3HaYUTH, 110 3aIli-
KaBJIeHa CTOPOHA MOK€ BUKOPUCTOBYBATH HE TUTHKM CHUTHAIH BIAMOBII JliTaka /Ui OIIHKUA KOOp-
JUHAT MoBITpstHOTO 00'ekTa [5, 11, 16], a TakoK BUKOPUCTOBYBATH HECAHKI[IOHOBAHHIA 3aIUT JIiTa-
Ka, BUKOPUCTOBYIOUH 0a3y AIFOUMX CHTHATIB 3aMUTY, IO JO3BOJISAE CIPOCTUTH OOUYUCIECHHS KOOp-
JIMHAT MOBITpsiHOTO o0'ekta. Llel pexxum Moxe OyTH BUKOPHCTAaHUM 3alliKaBIEHOI CTOPOHOIO 1 3
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METOI0 TIOBHOT Mapaizamii JJiTakoBOro BiANOBigaya, MO JO3BOJISE 3AIHCHUTHA NEPEeKPYIyBaHHS 1H-
(dhopmaiiii JIiTakOBOTO BiMMOBIAAYA.

OniHMMO TPOTYCKHY 3JaTHICTh JIITAKOBHUX BiIOBIIa4YiB 3aMMUTATLHUX CUCTEM CIIOCTEPEIKESHHS
MOBITPSIHOTO MPOCTOPY 332 KPUTEPiEM JalbHOCTI BUSBJIEHHS CUTHANIB Bianosini. Cucrema panaiore-
XHIYHOI PO3BIIKM 3[aTHA BHUPIMIUTH KOOPJMHATHY 3a/ady MpPU BUSABJICHHI HA BCIX MPUUMAIbHUX
MMYHKTaX OJHOTO IMIYJIbCY CHTHATY BimmoBimi. L{i oOCTaBUHU MO3BOJIAIOTH 3alliKaBJICHIM CTOPOHI
3MIIICHIOBATH BUSIBJICHHS HE TUIBKA OKPEMHX IMIYJBbCIB CHTHAIIy BIAMOBIAI 3aIHUTAIBHUX CHUCTEM
CTIOCTEPEKEHHS MOBITPSIHOTO MPOCTOPY, & TAKOXK CUTHATY BiINOBII B IIIOMY, IPU BUKOPUCTAHHI,
HaNpUKIa, 0araToKaHaJIbHUX BHUSBIIIOBAYiB, 32 PaXyHOK alpiOpHO BiJOMUX CUTHAIIB BiIOBIII.

[To3HauMMO JOBXKHHY €JIEKTPOMArHITHOI XBHJII BUIPOMIHIOBAHOTO CHUTHAIY A, MOTYXXHICTbH
nepejaBaya JIiTakoBOro BiamoBimaua P, xoedillieHT miacHIeHHsS aHTEHH JIITAKOBOTO BiAMOBigaya
G, eheKkTHBHY IUIOILY MPUAMAIbHOT aHTeHU A, rpaHUYHY YyTIUBICTh npuiimaya P . Curnamm
JITAKOBOTO BiAMOBifaua 30y/KYIOThCS Y IPUMMAaIbHIN aHTEH1 CUCTEMH PaJIOTEXHIUYHOT PO3BIJIKH,
10 pO3TalllOBaHa Ha BIICTaH1 I BiJ JIITAKOBOTO BIANOBI/aYa, MIUIbHICTh MOTOKY MOTYKHOCTI €J1€K-

TPOMArHITHOT XBHIII, KA BU3HAYaeThes S, = PG [ 4zr?. B 11bOMY BUIIAKY MOTYKHICTh CHTHAIY HA

BXO/l1 IpuiiMaya 0e3 ypaxyBaHHs MOJSIPU3ALIAHUX BTPAT CKJIaJaTUMe

PGA
Py ZSprA=4m,2 ' (1)

JIst BUSIBTIEHHSI CUTHAITY BIMOB1M1I HEOOXITHO, 100 BIAHOIICHHS CUTHAI/IIYM TIEPEBUIIYBAIO
IpaHUYHUEN piBeHb. [Ipu 11bOMY MOPOroBE BiTHOIIEHHS CHTHAI/IIYM MOKHA, SIK IIPABHUJIO, OI[IHUTH
BHUXOJSTYH 3 HACTYITHOTO CITIBBITHOIIICHHS

q= I:)pr/NO ! (2)

me N, =kT(K,, —1) — cmekrpaibHa IIUIbHICTh MOTY)KHOCTI miyMmiB, K — mocriiiHa Bonbimana,
K — koedimient mymy npuitmaga, T =290 K — Temnepatypa B KenbBinax.

BuxopuctoByroun HaBezaeHi criiBBimHOomeHHs (1) 1 (2) MOXHa OIIHUTH, IO JATbHICTh BHSIB-
JIEHHSI CUTHAIIB BIAMOBIAl THMOBUX JIITAKOBUX BIAMOBIIAYIB 3aUTATBHUX CHCTEM CIIOCTEPEKCHHS
MOBITPSTHOTO MPOCTOPY CUCTEMOIO PAIIOTEXHIYHOI PO3BINKK CTAaHOBUTH 360 KM. IpH MMOBIPHOCTI
npasuiabsHOro BussieHHs D =0.9 Ta iimoBipHOCTI moMuakoBoi Tpusoru F =10"°, mo Binnosinae
JTAIBHOCTI MPsAMOi BUAUMOCTI Ha BUCOTI 12,4 kM (mipu BucoTi migiiomy antenn 10 m). Takum 4u-
HOM, MO’KHA 3a3HAYMTH, 1110 30HU BMABJIEHHS CHUTHAJIB BiAMOBIiIl JIITAKOBOrO BiAMOBigaya 3aluTa-
JBHUX CHCTEM CIIOCTEPEKCHHS IMOBITPSHOIO MPOCTOPY, SIK MPABHIO, OOMEXYIOThCS BiJIICTAHHIO
MPSMOT BUMMOCTI 1 3HAYHO MEPEBUIYIOTh 30HHM BHUSBJICHHS IEPBUHHUX PaJ1i0JIOKATOPIB.

Buxos4u 3 BUIICBUKIAICHOTO MOYKHA 3a3HAYKMTH, IO IIPHHIIMII TOOYIOBH JIITAKOBOTO BiIIIO-
BiJjaua ICHYIOUHMX 3alUTAIBHUX CHCTEM CIIOCTEPEKCHHS MOBITPSHOTO MPOCTOPY i BUKOPUCTOBYBaH1
iHpOpMaIliiHI CUTHAIH JIO3BOJISIOTH iX BUKOPHUCTOBYBATH, SIK JUISI JIAJICKOTO BUSIBIICHHS TTOBITPSIHO-
ro o0'ekta, TaK 1 UIs IepeKpydyBaHHs iHPOpMaIlii PO Aep>KaBHY MPUHAICKHICTh BUSBIIEHOTO TO-
BITPSIHOT'O 00'€EKTa OCTAHOBKOIO HABMHCHUX KOPEILOBAHUX 3aBaJl HEOOX1THOT IHTEHCHBHOCTI.

Ouinka BIZHOCHOI NPONMYCKHOI 3AaTHOCTI PagioOIOKALINHUX CHCTEM CIOCTEepesKeHHS
NOBITPSIHOT0 MPOCTOPY NPH BUKOPUCTAHHI IIMPOKOCMYTOBHX CUTHAJIIB

BBaxkaTMeMo, 1110 CUTHAJIM 3aMUTy 3alUTAIbHUX CUCTEM CIIOCTEPEKEHHS MOBITPSHOTO IMPOC-
TOpY 1 CUTHAJIM JIITAKOBOT'O BIAMNOBiaua 3a3Ha4eHUX 1H(GOPMALIHIX CUCTEM KOJYIOThCS IIMPOKO-
CMYTOBHMMH CUIHajlaMH. BBaxkaTnmemo, 1110 Ha BXiJ BIMOBiJaua HAIXOAATh:

- MOTIK CUTHAJIB 3alMTy, YTBOPEHUH 13 CUTHAJIB 3aMHUTY CYCIIHIX 3alUTaJIbHUX CUCTEM CIIO-
CTEpPEKEHHS MOBITPSHOTO MPOCTOPY Ta HAaBMHUCHUX KOPEIbOBAHUX 3aBajl, IMITOBAaHUX 3alliKaBiie-
HOIO CTOPOHOIO;

- MOTIK XaOTUYHUX IMITYJIbCHUX 3aBa]l.
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Po3paxyHku BITHOCHOT IPOITYCKHOT 3JJaTHOCTI JIITAKOBOTO BiIMOBiAaYa MPOBEIEMO TPU POOOTI
3aMUTAILHUX CUCTEM CIIOCTEPEKEHHS MOBITPSIHOTO MPOCTOPY B pekUMI ineHTH]IKaIil TOBITPSIHUX
00'€KTiB /JJIs1 CyMapHOTO MOTOKY CHUTHAJIB HEIMITOCTIMKMX Ta IMITOCTIMKHX pEeXUMIB poOoTH. Sk
MOKa3aHO BUINE, OCHOBHUI BIUIMB Ha MPOIMYCKHY 3/aTHICTH 3alUTAILHUX CHCTEM CIIOCTEPEKECHHS
MOBITPSIHOTO MPOCTOPY 3AIHCHIOIOTH Ti HECHPUSATIMBI CUTYallii, SKi MPU3BOAATH 10 Mapaiizaiii Bi-
AMOBia4a Ha Yac MPUHOMY Ta JEKOyBaHHS CUTHANIIB 3amuTy, (JOPMyBaHHS Ta BHIIPOMIHIOBAHHS
CUTHAIIB BiAnoBigi. ToMy 0OMeXHMO aHaNI3 JTHIIE HUMH.

[Tpu HagXOMKEHHI Ha BXiJ JITAaKOBOTO BiIOBigadya CyMapHOTO TMOTOKY CHUTHATIB 3allUTy Ta
Xa0THUYHOI IMITYJIbCHOT 3aBaJIv JIITAKOBHA BIJIOBiAa4 He C)OPMY€E CUTHAIU BIAMIOBIMI, SKIIO CKJIa-
JeThCsl X04a O 0/1HA 3 HACTYITHUX CHTYAIIiH:

- CHTHAJI 3aIIUTY PO3TIIIAEMOTO 3alMTyBavya MOJaBUThCS Yepe3 BUINIEPEPKAI0OY] CUTHAJIH 3aITH-
Ty CYCIIHIX 3amUTyBaviB a00 3alUTyBaviB 3alliKaBJICHOI CTOPOHH, IO MPU3BOAATH J0 CHPAIbOBY-
BAaHHS CXEMH IOJABJIEHHS O1YHUX METIOCTOK a00 BUMPOMIHIOBAHHS CUTHAITY BiJIOBIJL;

- CUTHAJI 3aIIUTY PO3TIISAa€MOTO 3alMTyBayva MOIaBUTHCS Yepe3 BUIIEPEHKAI0Ui TOMUIKOBI CH-
THaJIM 3alUTy, YTBOPEHI B pe3yJbTaTi B3aEMO/I11 MEPIIOro IMIYJIbCY KOy 3alUTY PO3TISHYTOTO 3a-
MUTYyBaya 3 BUIEpEHKAIbHUMHU Ha 0a3y KOJly IMIyJIbCaMi XaOTUYHHUX IMIYJIbCIB 3aBajJ a00 MOTOKY
CUTHAJIB 3alUTY (XMOH1 TPUBOTH JIPYroro pojy), IO MPU3BOIATH JO CHPALbOBYBAHHS CXEMH IIO-
JaBJIEHHS OIYHHUX METI0CTOK a00 BUMPOMIHIOBAHHS CUTHATY BIMOBIII.

BusznaurMo MMOBIpHOCTI UX MOAINA y MPUIYIIEHH], [0 MOTOKU CUTHAJIB 3aMUTy Ta XaOTHY-
HUX IMIYJBCHUX 3aBaJl HE3aJIeXKH1 Ta KUIBKICTh JKepe, skl pOpMYIOTh 3arajibHUi MOTIK CUTHAJIIB
3aIUTY, IOCUTH BEIINKA, IO JO3BOJISIE BBAXKATH HOTO TyaCOHIBCHKUM.

BBakxatumemo, 1110 Ha BXiJ JITAKOBOTO BIiAMOBIZa4Ya HAAXOIATh:

- OTIK XaOTUYHHX IMITYJIbCHHX 3aBaJl IHTCHCUBHICTIO A, ;

- MOTIK CUTHAIIB 3aIIUTy IO OCHOBHMM IIEIIOCTKaM JiarpaMu CHpSMOBAHOCTI aHTEHH 3alUTYy-
BayiB iIHTEHCHUBHICTIO A, ;

- TIOTIK CUTHATIB 3Ty 3 OOKOBUX TMEIIOCTOK JllarpamMu CIPSMOBAHOCTI 3alUTYBaviB 1HTECHCHU-
BHICTIO A,.

[TpumnyckaeMo, 110 TPUBAIICTh IMIYJILCIB CHUTHAJIIB 3alUTY OJIHAKOBA 1 JOPIBHIOE TPUBAIOCTI
IMITyJTbCiB KOPUCHOTO CHTHAIY 7,, & CyMapHHUIi MOTIK CUTHATIB 3aMUTy CKIAaJaeThest 3 K, dacTok
HeimiTocTiiikoro pexxumy Ta (1—K, ) 4acTok iMiTOCTIfIKOTO pexuMy.

IMOBIpHICTB TOTO, IO X04Ya O OJMH 13 CUTHAIIB 3aIUTY MOTPANUTh B BUIIEPEIHKATILHUMA THTEP-
BaJl 1 MOJABUTH CUTHAJ 3aIIMTYy PO3IJIAAA€MOrO 3allUTyBaya 3a paxyHOK yacy napanizauii t; mirako-

BOTO BiIMOBiZa4a B HEIMITOCTIHKOMY PEXHUMI ITi/T Yac BUITPOMIHIOBAHHS CUTHATY BiJITOBI/I JITAKO-
BUM BiIIIOBigayeM BU3HAYAETHCS:
IIPH JTiT TOTOKY XaOTHYHHUX IMITYJILCHUX 3aBaJ]

Pll =1- eXp(_ At ) ] 3
IIpH J1ii TOTOKY CUTHAIIB 3Ty
I:)l2 :1_eXp(_ knﬂ“xtl)' (4)

ne A, — cepenHs KUIbKICTh XMOHUX N -IMITYJIbCHUX KOJIB CUTHAIIIB, SIKi IPU3BOJIATH 10 BUIIPOMIHIO-
BaHHs CHTHay Binnosini; K, =4,/ (/11 + /12) — BITHOCHA YaCTKa CUTHAJIIB HEIMITOCTIMKOTO PEXUMY
MOTOKY CUTHAJIIB 3alUTY; A, — IHTEHCUBHICTh IOTOKY CUT'HAJIB 3alUTy HEIMITOCTIMKOTO PEXUMY.

CepenHst KUIBKICTh OMUIIKOBUX N -IMIYJIBCHUX KOJIB CUTHAJIB 3alUTY, SKi NPU3BOJATH 10
BUIIPOMIHIOBaHHS CUTHAJY BiAMOBi/ll, MOKHA OLIIHUTH BUXOJSYH 3 HACTYITHOTO CIIBBIHOIIICHHS

Ay=rant1-te | (5)
Ty
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1€ 7, — 3aJaHa TPUBAIICTh IMITYJIbCIB IXHBOT YaCOBOT CENEKIIIi.
ImMoBipHiCTB TOTO, IO X04Ya O OJWMH CHUTHAJ 3aMUTY MOTPANUTh Yy BUNEPEKATBHUAN 1HTEpBal 1
MOJABUTh CUTHAJI 3AIIMTy PO3IJIIAEMOTO 3alMTyBayda yepes3 yac mapanisaiii t, JiTakoBoro Bifmo-

BiZlaya B IMITOCTIHKOMY PEXHMI 32 4aC BUIIPOMIHIOBAHHS CUTHAJIIB BiANOBI/Il BU3HAYAETHCS:
IpH Jii XaOTHYHUX IMITYJITbCHUX 3aBajl

I:)13 =1- eXp(_ /lxtz)' (6)
IpH Jii TOTOKY CUTHAIIB 3aMUTy

I314 :l_eXp(_ (1_ kn )ﬂ'ltz)- (7)

VY 11pbOMy BHIIQJKY pe3yiIbTyloua HMOBIPHICTh IMOJABICHHS PO3TIISIAEMIX CUTHAIIIB 3aITUTY Y-
pe3 mapalizalliro JITaKOBOrO BIAMOBIIAaYa IM1/1 YaC BUMPOMIHIOBAHHS CHUTHAY BIATOBIAI MOHA OIli-
HUTHU BUXOJSIYM 3 HACTYITHOTO CITIBBITHOIIICHHS

4

P =1-]-P). (8)

i=1

ImMoBIpHICTE TOTO, 1110 X04Ya O OJMH CUTHAJ 3aIUTY Hali/ie B BUNlEpeKabHUN IHTepBaJ 1 HO-
JABUTh CUTHAJI 3alUTy PO3IJILAAEMOr0 3alMTyBaya 3a paXyHOK yacy mapainizamii t, JirakoBoro Bi-
JMOBifayYa I 9ac CIpalbOBYBaHHS CXEMU IMOJIABJICHHS OIYHHMX TMETIOCTOK B HEIMITOCTIHKOMY pe-
’KMMI BU3HAYAETHCS

B1JI XaOTHYHHX IMITYJIbCHUX 3aBaj]

le =1- eXp(_ Aty )' ©)
BiJI TOTOKY CUTHAJIIB 3aITUTY
Pzz =1- eXp(_ knlzts)' (10)

IMOBIpHICTB TOTO, IO X04Ya O OJIMH CUTHAJ 3alUTy HA/IH/Ie B BUMIEPEHKAIBHUI THTEPBAI 1 TIO-
JaBUTh CUTHAJ 3aIIUTY PO3TJISTHYTOrO 3allMTyBaya 3a paXyHOK 4yacy mapainiszaiii t, BiamoBizaya npu
CIparbOByBaHHI CXEMH ITOJIABJICHHS OIYHHMX METIOCTOK B IMITOCTIHKOMY PEXHMI BUSHAYAETHCS Bi-
IIMOBIHO JIO TIOTOKY CUTHAJIB 3aITHUTY:

B1JI XaOTHYHHUX IMITYJIbCHUX 3aBaj]

P} =1-exp(- A,t,), (11)
BiJI TOTOKY CUTHAJIIB 3aITUTY
Pz4 =1- eXp(_ (1 -k, )lztz: ) ' (12)

PesynbTyroua WMOBIPHICTh TOJABJICHHS PO3IJISAAEMHUX CHTHAIIB 3alUTy Yepe3 Hapaizailiro
BiJIMTOB1/1aya TIPW NMPUHOMI CHTHAJIIB BIAMOBIAI 32 OIYHUMHM TEIIOCTKAMH JIiarpaMu CIpsSMOBAaHOCTI
AHTEHU 3alMTyBaya CTAHOBHUTH

4
P, =1-T]l-P). (13)
i=1

Cursanu 3anuTy po3risgJaEMOro 3amuTyBaya MOKYTh OYTH MOJABIICHI BUMNEpEIKaIbHUMU TO-
MUJIKOBUMU CHUTHAIAMHU 3aIlHUTY, K1 YTBOPIOIOTHCS B PE3ybTaTi B3aEMO/Ii1 MEPIIOTO IMITYIBCY KOy
3aMUTy 3 BUMEPEHKATBHUMU IMITYJIbCAaMU TIOTOKY CHTHAJIB 3alHTY 1 MPU3BOJAATH 0 CIPAIbOBY-
BaHHS CXEMHU TMOJABJICHHS OIYHUX METIOCTOK a00 BUIPOMIHIOBAHHS CUTHANY. IMOBIpHICTH MOMUJI-

KOBOT1 TPUBOTH JPYTOT0 POy BU3HAYAETHCS (POPMYIIOIO
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P, = (1 — P )[1 - (1 - Py )n_l]' (14)
ne Py =1-exp(~4,7,), Pg=1-exp(- 4,7, J1- yL—exp(l— Ay7,))]. 7, - wac mapanizauii npuii-

MaJILHOTO MPHUCTPOIO MICIIS MPOXOHKEHHS KPi3b HHOTO IMITYJIbCY 3aBaad, ¥ - KOCQILieHT, SIKH BU-

3Ha4Ya€ UMOBIPHICTH IHTEp(EpPEHITIaTFHOTO MOJABICHHS IMIYJIbCY MPUIHATOTO CHTHATY IpU HOTO
30iry B yaci 3 iMITyJIbCOM 3aBaJIH.

Pe3ynbryroua WMOBIPHICTh BHIIPOMIHIOBAHHS CHUTHAIIB BiITIOBIAI JTITAKOBUM BiIIOBiTaueM Ha
CHTHAJIY 3aIIUTY PO3TJISAAEMOTO 3aIIUTyBa4ya CTAHOBHUTD:

mpu (4, + A, )< Ay Pozﬁ(l—ﬂ), (15)

3
mpu (4 +4,)> Ay Py =P [-P), (16)

ne P,; - IpoIyCcKHa 3aTHICTH JIITAKOBOIO BIANOBAYA.

3aJIe)KHOCTI MPOMYCKHOT 3/IaTHOCTI JIITAKOBOTO BIAMOBIIaYa BiJl 4aCOBO1 Oa3u CUTHAJIIB BIAIO-
BiJli HaBeIeHO Ha puc. 1-3.

Py
| :
Ag =0 Ay =100
0.94 1
0.88 -

aa
[
1a
"
'

e, T ——
-.---...‘.. / -
L]
e,
T

082 [rewsaaas S

7
Ao = 10000
| B

0 200 400 600 800 1000

0.76

0.7

Puc. 1. Bius 6a3u cHrHamiB BiJTOBi/I Ha MPOITYCKHY 3[aTHICTh JTITAKOBOTO Bigmosinaya mpu A, =100

P

=0 Ay =500

7
ho = 10000
‘ B
0 200 400 600 800 1000

Puc. 2. BrmB 6a3n cHTHAJIB BiJTIOBiII HA MPOITYCKHY 3[aTHICTh TITAKOBOTO BimoBifayda mpu 4, =500
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0.5 |
Ao =0 A =1000
042 [agl
0.34 ~“-'.'_'.- o~
0.26 // Tt x\
Lo = 5000 /
0.18 _ PRy
Lo = 10000
0.1 | B
T 200 400 600 800 1000

Puc. 3. Brnus 6a3u cHrHajiB BiJNOBii Ha MPOMYCKHY 3/1aTHICTh JiTAKOBOro BiAnosigaua mpu 4, =1000

Po3paxyHku BUKOHaHI Jjs1 IMITOCTIMKOTO peXUMY Ta (PIKCOBAaHUX IHTEHCHUBHOCTEW IMOTOKIB
CUTHAJIIB 3alUTy 3a OCHOBHHMMH IEJIOCTKAMU JiarpaMy CIPSMOBAHOCTI aHTEHU 3alUTyBadiB A, 1

Xa0THUYHUX IMIYJIbCHUX 3aBaj A, 3a yMOBH, 1[0 IHTEHCUBHICTb A, y I'ITh Pa31B MEHILE IHTEHCUB-

HOCTI A, MOTOKY CUTHAJIIB 3alUTy 3 OOKOBMX IENIIOCTOK JAlarpaMH CIPSMOBAHOCTI AaHTEHH 3aIUTY-
Bauda. HaBeneHi 3ay1e’KHOCTI TI03BOJISIFOTH POOUTH TaKi BUCHOBKH:

- 30UIbIIEHHS YacoBOi 0a3M CUTHAJIB B1AMOBIAI MPU3BOAUTD JI0 3MEHIIEHHS MPOIYCKHOI 3/1aT-
HOCTI JIITAKOBOTO BiMOBia4ya 3a Oy/b-IKNX IHTEHCUBHOCTEH MOTOKIB CUTHAJIIB 3alUTy Ta XaOTHY-
HUX IMIYJIBCHUX 3aBaJl, 110 MOSCHIOETHCS 3pOCTAHHAM CYMapHOI0 Yacy mapaiizalii JiTakoBOro Bi-
JrnoBifgada npu (popmMyBaHHI Ta BUITPOMIHIOBAHH] TPUBAJIMX CUTHAIB BIATOBIII;

- B yMOBaX HU3bKO1 IHTECHCUBHOCTI MIOTOKY CUTHAJIIB 3alUTy 332 OCHOBHUMH TEIIFOCTKAMU JIiar-
pamu cpsiMoBaHOCTi aHTeHH 3anuTyBadiB (A, =100) 30iUTbIeHHS YacOBOT 0a3M CUTHAIIIB BiIOBINi
MIPU3BOJIUTH JI0 TIOPIBHSAHO HE3HAYHOTO 3MEHIICHHS MPOMYCKHOT 3JaTHOCTI JIITAKOBOTO BiANOBiIA-
ya. Hanmpuxunaz, 3011bI1eHHs yacoBoi 6a3u curHaiis Bignosiai 3 200 go 1000 npu A, =0 npusso-

JUTH JI0 3MEHIIECHHS MPOMYCKHOT 3/1aTHOCTI JIiTakoBoro Biamoigada 3 0,92 no 0,86, ToOTO 3MeH-
menHs B 1,07 pa3u. lle mosicHIO€TbCS THM, 1O TIPH HE3HAYHIA IHTEHCUBHOCTI MOTOKY CUTHAIB 3a-
MUATY BIANOBIAAY BCTUTA€ 0OCIYrOBYBATH MEPEBAKHY OUTBIITICTH CUTHAIIB 3aITUTY;

- 32 YMOBH IHTEHCHBHIIIOTO TIOTOKY CUTHAJIIB 3alUTy 30UIBIIICHHS 9acOBOi 0a3W CUTHAIB BiI-
MOBIJIl TIPU3BOIUTH J0 OUIBII 3HAYHOTO 3MEHIIEHHS MPOITYCKHOT 3/IaTHOCTI JIITAKOBOTO BiINOBIiIa-
ya. Tak, 3a IHTEHCUBHICTIO OTOKY curHaiiB 3anuty A, =100 i BinCyTHICTH XaOTHYHHX IMITYJIbC-
HUX 3aBaj 30uTbmIeHHs 6a3u curdaiis 3 200 1o 1000 mpu3BOAUTH A0 3MEHIIIEHHS ITPOITYCKHOT 3/1aT-
HOCTI JliTakoBoro Binmnosinaya 3 0,65 no 0,46 (B 1,4 pa3u), a npu inTeHcuBHOCTI A, =500 Koedimi-

€HT FOTOBHOCTI 3MeHITyeThes 3 0,54 o 0,2 (y 2,2 pasn);

- 30UIBIIICHHST IHTEHCUBHOCTI XaOTUYHUX IMITYJIbCHHUX 3aBaJl PU3BOJUTH J0 3MEHIICHHS TIPO-
MYCKHOT 3JJaTHOCTI JIITAKOBOTO BiJIIOBiZaua 4epe3 yTBOPCHHS MOMHJIKOBHX CUTHAJIB 3allUTY Ta Ta-
panizaiii BignoBizaya Ha 4ac ix oOCIyroByBaHHs, Y TOMY YHCIi (OpMyBaHHS Ta BUIIPOMIHIOBAaHHS
TPUBAJIMX CUTHAJIIB BiMOBIII.

JIJist OLIHKY BiJIHOCHOT MPOITYCKHOT 37]aTHOCTI 3alIUTAIbHUX CHCTEM CIIOCTEPEIKEHHS MOBITPSI-
HOTO TIPOCTOPY aHaNI30BaHOIO0 CHCTEMOIO BBKATUMEMO, ITI0:

- anapaTypa oOpoOKM CHTHaJIiB BIANOBIAL B 3allUTYBayax pealizye alropuTM KBa3zioNTHMaJb-
HOTO BHUSABJICHHS MMAYKHA CUTHAJIB BiIMOBIII;

- BITHOCHA MPOTMYCKHA 3/IaTHICTh JITAKOBOTO BIAMOBIa4Ya MOCTIHA B MeXaX YCi€l MaYKH CUT-
HAaJiB BIAIOBII.
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[Tpu Takiéf mMOCTaHOBII MUTAHHS WMOBIPHICTH BUSBICHHS MMaYKW CUTHAIIIB BIAMOBIII B 3aIHUTY-
Badyi, a OT)KE 1 BUSBJICHHS MOBITPSHOTO 00'€KTA 3aUTAIBHOIO CUCTEMOIO CIIOCTEPEKEHHS MOBITPSI-
HOTO TIPOCTOPY 3a JIOTIKOK « K 3 M MOXKHa 3aIucaTH siK

m

_ i pi m-i
Pc - zcm F>0 (l_ PO) ' (17)
i=k
Ha puc. 4 i puc. 5 HaBeJJeHO 3aJIeKHOCTI HIMOBIPHOCTI BUSBIICHHSI MOBITPSIHOTO 00'€KTa pO3T-
JSTHYTOIO 3aIIUTAJIBHOI0 CUCTEMH CIIOCTEPEKEHHS MOBITPSHOTO 3aJISKHO BiJl 4acoBOi 0a3u CUTHATY
BIAMOBINI Y BIAMOBITHOCTI 710 BUpasy (17).
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Puc. 4. Bruius 6a3u curHaiiiB BiJINOBi/Ii HAa BIZIHOCHY MPOIYCKHY 3/IaTHICTh 3aMUTAIBHIX CUCTEM CIOCTEPEKEHHS
HOBITPsIHOTO TIpocTopy mpu A4, =100
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Puc. 5. BriuB 6a3u curHaiis BiANOBI/l HA BiTHOCHY POITYCKHY 3[aTHICTh 3aUTAILHAX CHCTEM CIIOCTEPEKESHHS
HoBiTpsiHOTO NpocTopy mpu A, =500

[ToxaHi 3aneXHOCTI MOKA3YIOTh BITHOCHO MPHUHATHI PE3yJbTaTH WMOBIPHOCTI ineHTU(iIKaIil
MOBITPSHUX 00'€KTIB MPU BUKOPUCTAHHI MMPOKOCMYTOBUX CUTHAIIB, SIK CUTHANIB Bianosiai. [Tose-
PTAIOUYUCH JI0 JATBHOCTI BUSIBJICHHS MOBITPSIHOTO 00'€KTa MPU BUKOPHUCTAHHI IIMPOKOCMYTOBHX CH-
THAJIIB, SIK CUTHAJIB BIAMOBIiMI, MOXKHA MOKa3aTH, 10 Mpu 0a31 BUKOPUCTOBYEMUX CUTHAIIIB BiIO-
Bixi, sika gopiBHIOE 500 MaMbHICTh BUSIBJICHHS 3ac00aMU paioOpO3BiKU MPU 3a3HAYCHHUX BUIIE ITa-
pameTpax BUSBJICHHS CKJIaje MpuOiu3Ho 16 kM.

BucHoBxknu

3a pe3ynbTaTaMM MPOBEJCHOTO JOCTIHKEHHS MOXHA 3pOOUTH HACTYIHI BUCHOBKHU:

- CIIQJIKOEMHUM Mepexil BiJl ICHYIOUMX 3alUTAIbHUX PaliOJOKAlIHHUX CUCTEM CIOCTEPEKEHHS
MOBITPSIHOTO MPOCTOPY, Y SKUX BUKOPUCTOBYIOTHCS IHTEPBAIBbHO-YACOBMM Ta MO3MIINHHUN KOIU 3
BUKOPHUCTaHHSM BY3bKOCMYT'OBUX CUTHAJIIB y KaHaJll BIAMOBIIL, 10 3alIUTAIBHUX CUCTEM CIIOCTepe-
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KEHHS TOBITPSIHOTO NPOCTOPY, B SKUX KOJYBAaHHS CHTHAJIIB 3aIUTY Ta BIAMOBIII 31MCHIOETHCS
IIMPOKOCMYTOBUMH CUTHAJIAMH, JIO3BOJISIE€ CYTTEBUM YMHOM 3HH3HUTH JANBHICTh BUSBJIICHHS 3allika-
BJICHOK) CTOPOHOK) TaKMX CHTHAIB BINMOBIAI 1, SK HACTIIOK, BUKIIFOUUTH aKT HECAHKI[IOHOBAHOTO
BUKOPUCTaHHS JaHUX JIITAKOBOTO BiAMOBiIa4a 3aMUTAIBHUX CUCTEM CIIOCTEPEKEHHS MOBITPSIHOTO
MPOCTOPY 3aI[IKaBICHOIO CTOPOHOIO;

- BUKJIIOYEHHS MOJJIMBOCTI HECAHKI[IOHOBAHOTO BIUTMBY Ha JIITAKOBHH BiAMOBiNAY J03BOJISE
BUKITIOYHTH aKT MEPEKpydyBaHHs iH(OpMAIl 3aUTaTbHUX CHCTEM CIOCTEPEKEHHS MOBITPSHOTO
MIPOCTOPY Ta JO3BOJISIE MABUINUTH iH(popMaLiiiHy O6e3meky gaHux iHGOPMAIIfHUX CHCTEM 32 paxy-
HOK BUKJIFOUSHHS MOPYIICHHS UTICHOCTI iH(pOpMaIii;

- TIPEACTaBJICHI PO3PAaXyHKH BiTHOCHOI MPOITYCKHOI 3JaTHOCTI JIITAKOBOTO BiAIOBiIada 3ampo-
MMOHOBAHOTO METO/Y pealtizallii BTOpUHHOTO PajaiojioKaTopa Ta HMOBIPHOCTI ineHTH(iIKaIlii MOBIT-
PSAHHX 00'€KTIB 3arajioM MoKa3ajd MiBULICHHS e()eKTUBHOCTI iH(popMariiiHoi Oe3meKH.
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HNCITOJIb30BAHUE BIIVIA-IIEPEXBATUHUKOB U1 YBEJIMYEHUSA JAJIBHOCTHU
OBHAPYKEHUS JPOHOB-HAPYIIUTEJIENA

Berynienne

OxpaHa KPUTHYECKH BAXKHBIX WHAYCTPHAIBHBIX OOBEKTOB OT TEPPOPHUCTUYECKUX aTaK C HC-
[10JIb30BaHUEM OeCHMIOTHBIX JieTarenbHbIX annaparoB (BIIJIA) sBisercs BakHOM COBpeMEHHOMN
3aaueil. YCHICHHE TEPPOPUCTUUCCKUX OPraHU3alUN 32 CYET UX OOBEAUHEHUSI C OPraHU30BaAHHbI-
MU IPECTYNHBIMU TPYNIUPOBKAMH, B YACTHOCTH, C HAPKOOM3HECOM, CYLIECTBEHHO YBEJINYUBAET
(buHAHCHPOBAaHUE TEPPOPUCTUUECCKUX CTPYKTYP, TO3BOJISISI UM MPUOOPETATh COBPEMEHHOE OpPYXKHE
[1]. YuuTeiBast myOIUYHBIM, OTKPBITBIN XapaKTep TEPPOPUCTUUYECKUX MPECTYIJICHUH, HallpaBliCH-
HBIX Ha MPOU3BEJICHNE OOIIECTBEHHOTO PE30HAHCA C 1IEJIbI0 JEMOHCTPAI[MU CBOUX BO3MOKHOCTEN U
BBICTaBJICHUs TPeOOBAHUM, aTaka KPUTUUYECKH Ba)KHOTO MHAYCTPUAIBHOIO OObEKTa MPUYUHUT HE
TOJIBKO HapylleHHe (YHKIIMOHMPOBAHUS COLMATbHO-IKOHOMUYECKOTO U IMPOMBIIIJIEHHOTO KOM-
JIeKca, Ho U OyneT 3 (PEeKTUBHO BO3CHCTBOBATH HA MICUXUKY JIIOJIEH, YTOOBI X 3aMyraTh, CO3/1aTh
naHuky B obmectse [2]. B crpanax co ciiaboit SKOHOMUKOM, yBEIMUUBAIOIIEHCS O€THOCTHIO, He-
Pa3BUTON METUIIMHCKOMN CIy:XKO00H BEIMKO YHMCIIO TCHUXOMATUYECKUX JIMYHOCTEH, MIN30()PEHUKOB,
3aKOMIIIEKCOBAHHBIX U MPOCTO OEIHBIX, KOTOPHIE COCTABISIOT OCHOBY TEPPOPUCTUUECKUX OPTaHU-
3alMii, MOATOMY JIf00asi aTaka Ha KPYIHbBIN MPOMBIIIIEHHBIH 00BEKT B TaKO#l cTpaHe, Oy/AeT BBITJIS-
JeTh JUIsl TAaKUX JIIOJE Xopollei pexiiaMoii, TeM 0oJjiee IIHUPOKO OCBEIIEHHON CPEeICTBAMHU Macco-
BOM MH(OpMAIINH, U MPUBEAET K BIMBAHHUIO UX B Ps/Ibl TEPPOPHUCTOB C LENbIO YIYUIIUTH CBOE CO-
[UMaTbHOE MOJIOKEHUE, CAMOYTBEPIUTHCS U T.J. WIN K€ K 000CTPEHHUIO0 TeUEHUs TICUXUYECKUX 00-
JIe3HEeH, YTO MpUBENET K YBEIIMYEHHIO NMpecTynHOCTH [2]. DddexTruBHas 3aliuTa KpUTHYECKH BaXK-
HOTO 00BEKTa OT Teppopuctuyeckoi ataku BITJIA, koTopwie MOCTYMHBI MO II€HE, HO CIIOCOOHBI
MIPUYMHUTE CEPbE3HBIN BPE/ MPOMBIIIIEHHOMY OOBEKTY, T.K. CHOCOOHBI IEPEHOCUTh KOHTEHHEPHI C
MOPAKAOIIMMH BEIIECTBAMH, SBIISCTCS HACYIITHOW COBPEMEHHOU MpoOIEeMOH.

Nmeromuecs: cucrembl oOHapykeHusi BITJIA BOMU3M KPUTHYECKH BaKHBIX HHIYCTPHATBHBIX
00BEKTOB 0a3UPYIOTCS Ha JUCTAHIIMOHHBIX U MOOMJIBHBIX Ha3€MHBIX KOMIUIEKCAX (aBTOMOOWUIIH U
OpoHeTexHMKa) [3], OCHALIEHHBIX PaJNOJIOKAIIMOHHBIMU, ONTUYECKUMH, UH(pPAKpaCHBIMU U aKYy-
CTHYCCKUMH cpeacTBamMu  oOHapykeHus [4-10], a Taxke Ha HCIOJb30BAaHUU JPOHOB-
nepexBaTaukoB [18], [19], [24]. [locnenqaue ocHAMAOTCS aKyCTHYECKON CHCTEMOM O0OHapyKeHUS
JpOHa-HAPYLIUTENS MO IIyMYy €ro JBUraTesiel, ONTHUYECKON U HH(]pakpacHOU cucTreMaMu oOHapYy-
YKEHUs, CPEACTBAMH YHUUTOKEHHUS WIH IepexBaTa ApoHa-Hapymutens. McnonszoBanue PJIC mis
oOHapyXeHUs APOHA-HAPYLIUTEIIS C TOMOUIBIO IPOHOB-TIEPEXBATUUKOB B JINTEPATYypE HEU3BECTHO,
MIPEK/IE BCEro U3-3a 0TCYTCTBUA MajorabapuTHbix PJIC KoMIIIeKcoB, MPUTOAHBIX IS TUX LETCH.
B nmanHoO# crathe mpoBoauTcs 0030p ManorabaputHeix PJIC, mcmonb3yeMbIx mjiss oOHapyKeHUs
BIUJIA, xotopbie MOTYT ObITh ycTaHOBJEeHbI Ha BITJIA-niepexBaTunku, 4T0 0OECIEUUT CYIIECTBEH-
HOE yBEJIMYEHHUE AIbHOCTU OOHAPYKEHHS APOHA-HAPYIIUTENSI U YMEHBIIUT BPEMS €ro UAeHTH(U-
Kanuu. PaccmarpuBaroTes Takke METOJIbl MaTPyIUpOBaHUs/001eTa TEPPUTOPHH BOIH3U KpUTHYe-
CKU BaKHOTO MHIYCTPUAIHLHOTO OOBEKTA.

0030p cymecrByrommx majgoradapurusix PJIC

[udpoBsie paguoIoKalMOHHbIE KOMIUIEKCH! L-nuana3ona ¢ maccoit 48 Kr, KOTOpble IpeAro-
JaraeTcs pa3MellaTh Ha aBTOMOOMIIAX U OPOHETEXHUKE, TO3BOJISIOT OOHAPYKUTh MAJIONO/IBH)KHbIE
MuHA- i1 MAKPO-BITJIA ¢ 3¢ deKTHBHOI MOBEpPXHOCTBIO paccestHus pamoBonH 0.01 M° Ha AambHO-
ctu oT 100 m 10 5500 M, o BeicoTe - 0T 50 M 10 500 M [3]. MoutHOCTh M3MyyeHus uzaenus 60 Br,
qyBCTBUTEIBHOCTD MpreMHNKa 2- 107" BT. ABTOpBI MyOIMKAIIMK yKA3bIBAIOT HA OTCYTCTBHE aHATIO-
T'OB 32 pyOexoM.
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B [11] mpuBenen 0630p MHorodynkuuoHansHbix 60pToBbIX PJIC (MBPJIC) Ku-amamazona
maccoit ot 30 no 60 kr mis BIUIA, npuMensiembix uist 00€BBIX 3a/1a4 U KapTorpadupoBaHUs MeCT-
HOCTH Ha JaibHOCTIX 10 100 kM ¢ pa3pemenuem ot 0.25 M, ceneKuuu paaiuoKOHTPACTHBIX Ha3eM-
HBIX/HAaJIBOJHBIX Lieel Ha JanbHOCTAX A0 300 KM B JFOOBIX MOTOAHBIX YCIOBUSX U NMPH HATHYUH
JHIMOBBIX M TIBUICBBIX 3aBEC Ha ToJie 0051, OIIEHKH MeTeoOCTaHOBKH Ha nanbHOCTH 10 200 KM, pa-
nroMoHuTOpUHra. Macca co3nanHoi aBropamu [11] MBPJIC mns Beime ykazaHHbIx menei - 30.5
kr. BITJIA Ha xoTopbix ucnoib3ytorcss MBPJIC uMeroT MakcUMallbHYIO Maccy 1I€JIeBOM Harpy3Ku
ot 45 no 120 kr. Beicota nmonera BITJIA, ocnamennsix MBPJIC, 1o 7xM, ckopocts - 10 220 km/4,
JTaTbHOCTH ToJieTa — 10 350 kM. CremoBaTelIbHO, HA HUX MOXKET ObITh ycTaHOBJIeHa mudposas PJIC
u3 [3]. ABtopsl [11] He oOcyxmar0T BO3MOXKHOCTh Hcnoiib3oBanuss MBPJIC nmns oOHapyxkeHus
BIUJIA.

B [12] onucanbl craunoHapHbie Maniorabaputheie PJIC X- u L-auanasonoB maccoit 40 xr u 10
KI' COOTBETCTBEHHO, JUIsl oOHapyxeHus u conpoBoxaeHus BIIJIA. U3nyuaemas umMnynbcHast MOII-
HocTh 70 10 u 30 BT cootBercTBeHHO As L- u X-nuanazonos. O6e PJIC paGoTatoT B CBSI3KE, OHU
pa3HeceHbl Ha HEKOTOPOE PacCTOsSHUE JUIsl JIMKBUJALMKM MPOBAJIOB B OTPAKEHHOM CHUTHAJIE M3-3a
MHTEp(EPEHIINN C MOUIHBIMU OTPAXEHHBIMU CHTHAJIaMU OT MojcTuiaroniel nosepxHoctu. PJIC
MO3BOJISIIOT 00HapyxuTh MUKpo-bIIJIA Ha nansHOCTH 110 3-5 KM, HO aBTOpBI HE pacCMaTpUBAIOT
BO3MOXHOCTh ycTaHOBKM Takux PJIC na BIIJIA-nepexBaTunku. PaspabatsiBatorcs PJIC 6okoBoro
0030pa ¢ cuHTE3UpoBaHHOW ameptypor misi BIIJIA ¢ menbro MOHUTOpPMHTa MECTHOCTH W JUIS
HaxoxJeHus nedextoB B TpybompoBonax [13]. PaccmarpuBaercs muTerpamus 6oprosoit PJIC ¢
JIpYruMU UHPOPMAIIMOHHBIMH KaHajamu, yctaHoBieHHbIMU Ha BITJIA [14]. PJIC ¢ cunTe3upoBan-
HOH ameptypoit [13] dopMupyeT Ha BBIXOJIe CUTHAI B BHJIE M300pakKeHUsI, HECYLIETO JOCTYIHYIO
JUIA 4elloBedyecKkoro riaza uopmanuio. Kadectso n3oOpakeHus: He 3aBUCUT OT MOTOJHBIX YCIIO-
BUii U BpeMeHU cyTok. MHTerpanus 6oprosoit PJIC ¢ npyrum 0opToBbIM 000pYyJ0OBaHHEM MOBBIIII a-
eT 3¢ pekTUBHOCTD pelieHus o0mIel 3a1a4u MPU ONTUMAIBHOM HCIIOJIB30BaHUU pecypcoB [14].

Pazpaborana cucrema paaroOKallMOHHON CheMKH MECTHOCTH MasioradaputHoi (3-4 xr) PJIC
C CUHTE3UPOBAHHOM anepTypoil aHTeHHBI, ycTaHOBIeHHON Ha BIIJIA caMoneTHOro Tumna win Myib-
tukonrepe [15]. PeanuzoBana B L/X/C-nmuanasone, MoIHocTH u3nydaemoro curaama 200 mBr, 1
Bt mns L- u C/X-muana3oHoB, cooTBEeTCTBEHHO. OTMEYaeTCsl BO3MOXKHOCTh YMEHBIICHUSI MACCHI
PJIC no 0.5 kr. JlanbHOCTH ACHCTBHS CTAaHIMU 4-5 KM IIPU OTCYTCTBHM ‘‘MEepTBOM 30HBI . Hanmyu-
masi pa3penraronias crnocoOHOCTh oOecnieunBaeTcss B X-auamnazone - 0.15 M. Pagmonsobpaxenue
dbopmupyercs Ha 6opty BITJIA u nepegaercs 1Mo paauoJIMHAMKA HAa HA3eMHBIN MMyHKT HAOJIOACHUS B
peanbHOM MacmiTade BpEeMEHH. JTa CHCTeMa BIIOJHE MpUroaHa s yctaHoBku Ha BITJIA-
MepexaTyuk, HO aBTOPHI [ 15] Takoit BO3MOKHOCTH HE 00CYXIAIOT.

B [16] paccMoTpeHbl MasiorabapuTHBIE pajapHbIe CUCTEMBI, YCTaHOBJIEHHbIC Ha BYX BITJIA,
00BEIMHEHHBIX B JIByXIO3ULUOHHYIO CUCTEMY 3a CUeT OOMEHa JaHHBIMH MEXAY HUMH, C LEIbIO
YIIy4IIE€HUs YIII0BOTO pa3pelieHus Ipu 0OHapyKEeHUHU (PU3HYecKoro o0beKkTa (B CTaThe, YEJIOBEKA)
B 3a71aHHON obOusacTtu. IIpegycMoTpeH anroputm BeiOOpa JJIMTENBHOCTH PAJMOUMIIYIIBCOB, OTHOCH-
TEJBbHOM TPAaeKTOPUH JABYX JPOHOB B 3aBUCHUMOCTU OT pa3MepoB 0O0BbEKTa OOHAPYXEHMs AJIS MOJTY-
YEeHUsl HAWIy4lIero YrjoBOro paspemieHus mo asumyty: A@=0.3° npu pacctosHuM 10 00BEeKTa 5
KM. ONUCaHHBIA KOMIUIEKC BIOJIHE MPHUIOJCH JUIsl OOHAapYyKEHUs JpOHa-HAPYIIUTENs Mapou Japo-
HOB-TIEPEXBAaTYMKOB, HO aBTOPHI [16] paccMaTpuBarOT MpUMEHEHUE pa3pabOTKU TOJBKO AJIS cHaca-
TEJbHBIX 1€ UM MOHUTOPUHTA TEXHOT€HHBIX OOBEKTOB.

[Ipenioxxen meTo; 00pbOBI ¢ IPOTHUBOPAAOIOKAMOHHBIMU pakeTamu (ITPP) 3a cuer 3amycka
BIIJIA, ocHallleHHOro nepetaronuM ycTpoicTBoM, nMutupytomum usinydenue PJIC [17]. U3znyua-
emblit iepenatunkoM BITJIA oTBnekaronuii curHan J0JDKeH ObITh Ha YPOBHE UYBCTBHTEIBHOCTH
npuéMHUKa rojosku camonaseaenus [P, ecnu npennonaraercs otkimouenue PJIC mpu oGHapy-
xenuu [IPP. [lna npuxpeitus padotatonieit PJIC otnekarommii nepenatuuk BITJIA nomken uzny-
4aTh CUTHAJ MOIIHOCTBIO, CPAaBHUMOM ¢ MOIIHOCThIO curHasna PJIC Ha BXoJe MpUEMHHKA TOJIOBKH
camoHnaBesenus IIIIP. Taxoit BIIJIA 3amyckaercs mpu oOnapyxkenuun IIIIP, pamuyc ero oGiera
PJIC no a3umyty cocrasisiet 10 500 M, 4TO T0CTaTOYHO Ui 0OecreueHus] HEBO3MOKHOCTHU pas3pe-
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uieHus (pacrno3HaBanus) 1o yriioBeiM koopauHatam PJIC u BIIUJIA cuctemoli HaBeeHUs! pakeThl U
IIPEBBIIIAET PAJNYC PA3IETa OCKOIKOB PAKETHI.

Oco0eHHOCTH CYIIeCTBYIOIIUX M NMEePCNeKTHBHBIX IPOHOB-IIePeXBATYMKOB

KommuiekcHple HazeMHble cucTeMbl OoOHapyxkeHusi BIIJIA Moryr DOMONHATHCS JpOHAMU-
IepexBaTYNKaMH, CIIOCOOHbIE aBTOMAaTHYECKU HAaBOJUTHCS, HAllpUMEp, IO LIyMy JBUraTelied Ha
IpecieyeMblid JPOH, WU 10 €ro M300paKeHUIO B CHCTEME «KOMITBIOTEPHOTO 3PEHUs» pOHa-
nepexBaTunka. OHU UMEIOT ropas3no 0osiee MOUIHBIE TU3EIbHBIE IBUTATENIN, OCHAIIECHbI 3alUIIIECH-
HBIM KOPILYCOM U yCTpPOMCTBaMHM JJIsl pa3pylieHust Apyrux IpoHoB [18]. JIpoHbI-nepexBaTynKu Be-
JyT MOUCK JIPOHOB-HApYyLIUTENEH B 3alaHHOM 001acTH WIM HaXOJAT UX IO LENEeyKa3aHHUI0 OT KOM-
IJIEKCHOM cUcTeMbl. BeposTHOCTh 0OHApYKEHUsI HapYIIUTENS IIPU 3TOM CYLIECTBEHHO HOBbIIIAET-
csi. OcHallEHb! 3TH JPOHBI ONTHYECKUM U aKyCTUYECKUMU KaHaJIaMU OOHapYKEeHMUSI.

B [19] npennokena KOHIENIMS aBTOMaTU3UPOBAHHOTO BU3yaslbHOTO oOHapyxeHust BITJIA-
HapymuTenael u otnpasienus M Ha niepexBatr BITJIA-nepexBaTtunka, 00Iaqar0IEr0 aBTOHOMHOM
OOpTOBOM cHUCTEMOW YNpaBieHUs Ui HEMTpanus3aluy HapyIIUTEIsl yTeM TapaHa WM 3axBaTa C
MIPUMEHEHHEM KEeBJIapOBBIX HUTEH. ABTOpPHI [19] oTMeuaroT, 4TO CeroHs B KaueCTBE CPEJCTB YHU-
ytokeHust BIIJIA Hanbosiee 4acTo MCIOIB3YIOTCS MO0 Cpe/CTBA paauonoiaBieHus (OJI0KUpoBa-
HUE M MCKa)XEHHE KaHAJIOB CIIYTHMKOBOW HaBUTallUM, OJIOKHUPOBAHNE KaHAJIOB YIPABICHUS U CBS-
3M), MO0 CPENICTBA OTHEBOTO, AJEKTPOMATHUTHOTO WJIM JIA3€pHOTO MopakeHws. ABTopamu [19]
pa3paboTaHa cucTeMa Ha3eMHOro 00OpPYHOBaHHUS, BKJIIOYAIOIIas BUICOKaAMeEpPY, TEIUIOBU3UOHHYIO
KaMepy, JaJbHOMEp U cucteMy o00paboTku mHpopMaiuu. J[poH-iepexBaTyiK MOJIydaeT HeleyKa-
3aHME OT JaHHOM CHCTEMBI U OTHPABIISETCS HA MEepexBaT WIM YHUUYTOKEHUE, MoJIydas nepuouye-
CKU OOHOBJICHHYIO MH(GOPMAILIMIO 0 KOOPAMHATAX LIEIH, UJIM PEelIaeT 3a/1ad4y aBTOHOMHO, HCIIOb3Ys
OOpTOBYIO BUJICOKaMepy 1 OOPTOBOM OJIOK yIIpaBJICHUSI.

B [20] nony4yena BeposiTHOCTh OOHapyxkeHus U pacrio3HaBanus BIIJIA onepaTtopom HazeMHOTO
KOMIUIEKCa 1Ie7i, n300pakeHrue KOTOpor mepeaano no paauokanany ¢ BITJIA, ocHameHHOM OnTH-
KO-2JICKTPOHHOU CHCTEMOH (BHI€0- U MHPPAKpPACHBIC KaMephl). BepoATHOCTh 3aBUCUT OT TTapameT-
POB OINTHUKO-3JIEKTPOHHON CUCTEMBI, pa3MepoB Lieau U kuHematuku nosiera BIIIA. [lomydennas
aBTopamMu GopMyIa sl BEPOSITHOCTH OOHAPY)KEHHUS NMPUMEHEHA K CIIydar0 OOHAPYKEHUS TPOHOM
criacaTeIbHOM CiTyKObl MPOMABIIEro YeloBeKa WM 00beKTa B TPYIHOJOCTYIHBIX palioHax. Huka-
KHUX OTpaHUYEHUH JJIs1 IPUMEHEHUs (POPMYIIBI C 1IEJIbI0 OLIEHKHU BEPOSITHOCTH OOHAPYKEHUS IpOHa-
HapYIIUTENS HET.

B [21] paccMOTpeHbl METOBI NepeXBaTa YIPaBJICHUS POEM JAPOHOB 3JIYMBIIUICHHUKAMHU C K C-
MOJIb30BAHUEM PA3JIUYHBIX YSI3BHUMOCTEH: OTKa3 B OOCIY)KHBaHHMH (JIPOH 3aBajiuBaeTcs (piayaoMm u
CTAaHOBUTCS HEBUIUMBIM Ul ONEpaTopa JpoHa), AeayTeHTU(PUKAIMS (37T0yMBIIICHHUK BBISBIISET
MAC-aapeca oneparopa ¥ ApoHa U OTKIIOYAET UX OT TOYKHU JIOCTYIA), YeJOBEK-MIOCepeaAUHE (3I10-
YMBILIUICHHUK BKIMHHUBAETCS MEXIY ONEPaTOpOM U APOHOM, UCHOJb3ys CBOE YCTPONCTBO, HAIPHU-
mep, Wi-Fi Pineapple, nepexBarbiBast ynpaBicHHE IJPOHOM, a oreparop mnoiyuaet umuranuo SSID
JpOHA OT YCTPOMCTBA 3JI0YMBIIIUIEHHUKA, HE TMOJ03pPEBasi O HAMaJalolIeM CPEIHEro ypOBHS), He-
CaHKIIMOHUPOBAHHBIN JOCTYI C TOJHOMOYHUSIMH CYIEPIIOIb30BATENS (3II0YMBIIIJICHHUK MOAKII0Ya-
€TCsl K IPOHY HAIpsSMYIO uepe3 OTKPBITHIM MOPT, BHIABIAEMbI ckaHupoBanueM |P-cetu HekoTOpHbI-
MU CBOOOJHBIMHM YTUIUTaMH, Hampumep, NMap) u ocyiiecTBiseT MOJAMEHY MaKeTOB (3JI0yMBIIII-
JeHHUK reHepupyeT |P-makersl, Bblgaromue cebs 3a KOHTPOJUIEP JAPOHA). DTU METOAbl MOXHO
MPUMEHHUTh U HA00OPOT — BMECTO 3JIOYMBIIUICHHUKA PACCMOTPETh JPOH-TIEPEXBATYUK, OCYILIECTB-
JAIOIMA B aBTOHOMHOM pEXHUME OJMH U3 CHOCOOOB IepexBaTa yIpaBiIeHUS JIPOHOM-
HapylmureneM. PaccCMOTpEHHBIN MOAX0/ UCIOJb3YETCs N0KA TONBKO IUCTAaHIIMOHHBIMHM HAa3€MHbI-
MH cpeactBamu [19].

B [22] paccmoTtpensl MeToAbl 001€eTa JpOHaMHU, OCHAIEHHBIMU BHJIEOKaMepaMHu, MECTHOCTU
CEJIbCKOXO35MCTBEHHOIO HA3HAYEHUs. OTH METOJbl MOXXKHO IIEPEHECTH Ha APOHBI-NIEPEXBATUUKH,
MPOBOJAIINE OOJIET MECTHOCTH BOKpPYI KPUTHUECKHM BaXXHOTO OOBEKTa B IOMCKAaX JIPOHOB-
HapywmuTeneil. Harmpumep, olMH IpoH HAXOAUTCS Ha MOJ3apsiiKe, a BTOPOi /ienaeT 001eT MeCcTHO-
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cTu. st moa3apsiiku JpOHOB MPEIIOJIaraeTcsl UCIO0JIb30BaTh CIEUAIBHO 110 100paHHbIE AJIs 3TOrO
MecTa — rHE3/Aa MoA3apsAAKH, B peaenax obmactu obneta. J[poHbl ynpaBisioTcss U3 IEHTpa yIpaBs-
JICHUS, OTHOCUTENILHO KOTOPOTO THE3a MOTYT OBITH PACHONIOKEHBI HA PA3HOM PACCTOSHUU.

[IpoBeneHa oleHka nmapaMmeTpoB CKAHUPYIONIUX JIa3epHBIX JanbHOMEepoB Ha Oopty BIUIA B
WHTEpecax MOBBIIICHHUS OE30IMaCHOCTH JABWKECHHUS TPAHCTIOPTHBIX cpencTB [23]. PaspaboTanHas aB-
Topamu [23] cxema Mmo3BoIsieT OOHAPYKUBATh U PACMO3HABATh OOBEKT Ha paccTosHuU 10 240 M ¢
IIOMOIIBIO JIA3€PHBIX UMITYIbCHBIX AAJbHOMEPOB. JTa CXEMa BIIOJIHE IPUMEHUMA JJIsl UCTI0JIb30Ba-
Hus Ha BITJIA-nepexBaTunkax.

Pazpabotanbl BJIA-miepexBaTUuKu C CETSAMHU-JIOBYIIKAMH, OCHAIIEHHBIC NaTYMKaMH OOHapy-
XKEeHUS (BUIEOKaMEpaMU) U YCTPONCTBAMU OIpE/IENeHUsI pacCTOSIHUA 10 00beKTa nepexnata [24]. B
[24] npennoxkeno ycrpoiictBo ooHapyxkenusi BIIJIA-napymurens B Buae MaorabapuTHOTO paro-
JokaTopa “oOHapyKCHHsI aKTUBHOTO THIIA, TIOJTYaKTUBHOTO (IBYXIO3UIIHOHHOTO) CO CIICIUATBHBIM
nepelaTINuKOM WM C TIEpEeJaTYNKOM CHCTEM COTOBOW CBSI3M, YCTAaHABJIMBAEMbIX HA MEpEXBATUMKE .
B martenTe onucaHa KOHCTPYKIIMS YCTpoicTBa ¢ joBuel ceThio Ha BIIJIA-nepexBarunke, Hanpas-
JISEMOM C 3€MJIM K HapyLIUTEINIO 110 AaHHbIM, nosydaeMbiM oT PJIC.

OneHka JaJbHOCTH OOHApY:KeHUsI IPOHA-HAPYLIUTE/S C MOMOIIbI0 OOPTOBBIX JIOKAIU-
oHHBbIX cpeacTB BIIJIA-nepexBaTunka

C uenbio BBINOJIHEHUS OIICHOK JalIbHOCTU OOHApPY)KEHHUS APOHA-HAPYLIUTENSI C MOMOUIBIO
BITJIA-nepexBaTurka OyJneM HCIOJIb30BaTh CIEAYIOIINE XapaKTEpUCTHUKU OOPTOBOI ammapaTypbl
ONTUYECKOTO M aKyCTHUECKOT0 KaHaJIoB 0OHapyxeHus u uaeHtupukanuu bIUIA:

- TalbHOCTh OOHapyxeHus u uaeHTugukanuu bIUJIA B TUCTaHIIMOHHOM ONTUKO -3JIEKTPOHHOM
KaHaJIe IOCTUTACT I,,=2[KM| MPH HATMYUU CJIOKHOTO HEOJHOPOIHOTO (hoHa [25];

- JallbHOCTh OOHAPY)KEHUS B TUCTAHIIMOHHOM aKyCTHYeCKOM KaHaie - 1o I,=200[Mm] (mpumep-
HO paBHa MUHUMAaJIbHON AATLHOCTU OOHAPYXEHUS B PAIUOJIOKALIMOHHOM KaHaje) JOCTUraeTcs mpu
Hamu4yuu GhoHa, 00yCIOBICHHOTO BETPOM [26].

[Tpunumaem 3a ocHoBy maero u3 [17], [22], — o6net BIIJIA-niepexBaTuukoM 30HBI BOKPYT KpH-
THUYECKH BAXKHOTO 00BEKTa Ha paccTossHuM R (10 16 kM) OT MHAYCTPHAIBHOTO OOBEKTa, paBHOMN
nanpHOCTH oOHapyeHus BIIJIA ¢ momompio PJIC. Ilpenmnonaraem, uro Ha OOpTY mepexBaTdynKa
pasmemniena manorabaputHas PJIC, mogoOnas onmcannoit B [15], - PJIC ¢ cuaTe3npoBaHHOM arep-
TYpOil aHTE€HHBI Maccoil 10 4[Kr] U JanbHOCTHIO I=5[KM]. B 3TOM ciydae mosyyaem yBeIWUYEHUE
nanpHOCTH 0OHapyxeHus BITJIA B cextope 102, 06pa3oBaHHOM IMEPECEUCHUEM JIBYX 30H OOHapY-
JKEHUs - JUCTAHIIMOHHOW cUcTeMol W mepexBaruyukoM (Puc.l). Yron cekropa o ompeaensercs 1o
nanpHOCTAM ' U R o6Hapyxenus obeux PJIC: a=4-arcsin(r/(2R)). JanbHoCTh 0OHAPYKEHHS B CEK-
TOpE O MO PaJMOJIOKAlMOHHOMY KaHajly Temepb Oyner coctaBisaTh R+r (1o 21 k). JlanbHOCTH
UICHTU(PUKAINY 110 aKYCTHUECKOMY KaHaly Telepb OMpPEeaeTCsl aKyCTUYeCKOM 30HOM NecTBHs
BITJIA-epexBaTunka (OKPYKHOCTh INTPUX-IIYHKTHpPHAas) W paBHa R+r,=16[km]+200[m], eciam
yCTaHOBJICHHAs] HA IEpPEeXBaTUMKE aKyCTUYEeCcKas CHCTEeMa aHaJOTWYHAa OMUCaHHOU B [26]. Jlamb-
HOCTHh OOHAPYKEHUS 0 ONTUYECKOMY KaHalTy KOMIUIEKCHON CUCTEMOM OIpenensieTcs JaJbHOCThIO
oOHapyxeHus mo Tomy ke kanamy st BIIJIA-mepexBarumka (IITPpUXOBAaHHAs OKPYKHOCTBH):
R+r,,=16[kM]+2[km]=18[kM], eciau Ha MepeXxBaTYUK yCTAHOBJIEHA ONTHUKO-3JEKTPOHHAS CHCTEMA,
aHaJIOrMYHasi ONMCAaHHOM B [25].
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Puc.1. 3onb1 nansHOCTEN 00Hapyx)enust BIIJIA-HapymmiTeneii BONIN3N KPUTUIECKH BaYKHOTO
WHJyCTPHAIBHOT0 00BEKTa C UCTIOIb30BAHUEM Ha3eMHBIX HH(OPMAIIMOHHBIX KaHAIOB U KaHAJIOB,
pacnionoxkeHHbIX Ha BITJIA-nepexBatunke

13380: 100181

B crarbe moka3zaHa BO3MOKHOCTb YBETMYEHHUs AMCTAHLUWUU OOHApYKEHUS U UACHTU(DUKALNU
BITJIA-HapymuTens BOIM3U KPUTUYECKH Ba)KHOTO MHIYCTPHAILHOTO 0OBEKTa MyTeM HCIOJIb30Ba-
Hus BIUJIA-mepexBatunka, ocHameHHoro manoradbaputHoir PJIC. Dto mo3BomuT yBenmuuuTh 3¢-
(eKTUBHOCTh PAa0OTHI YCTAHOBJIEHHBIX Ha MEpPEXBaTUYMKE ONTHUECKOTO M aKyCTUYECKHX KaHaJOB
uaeHTUPUKAIMKN JpoHa-HapymuTess. [loka3zaHo, yTo JalbHOCTh OOHAPYKEHMSI [0 PaJAUOJIOKAIIU-
OHHOMY, ONITHYECKOMY M aKyCTHYECKOMY JAUCTAaHLIHMOHHBIM WH(GOPMAIIMOHHBIM KaHaJlaM MPHU KOM-
IJIEKCHOM WX HCIOJIb30BaHUU ¢ MH(POPMAIIMOHHBIMU KaHajdamu, pacrnojiokeHHbiMu Ha BITJIA-
MepexBaTYUKe ,CTAHOBUTCS OJTHOTO MOPSJIKA WIH JJaXKe PaBHBIMU MEXIY COOOM.
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LB. CBH]], xano. mexu. nayk, 1.FO. BOPI'VJIb, kano. mexu. nayk, C.B. CTAPOKOJKEB,
M.I'. TKAY, O.C. MAJIBI]EB, 1.0. IIIEBI]OB

HOPIBHHJII)HI/II?'I..AHAJII3 3ABAJOCTIMKOCTI KAHAJY HEPEJIAYI
IH®OPMAIIII BTOPUHHUX PAAIOJOKAINIMHUX CUCTEM

Beryn

[ndopmariitne 3a6e3medeHHsT CHCTEM KOHTPOJIIO TIOBITPSIHOTO MTPOCTOPY Ta YIPABIIHHS MOBIT-
psHOTO pyxXy [1] 3HAaUHOIO MipOIO 3a0€3Meuy€eThCs 32 paXYHOK BTOPUHHHX Pa/Ii0JIOKAI[ITHUX CUCTEM
CIIOCTEPEIKEHHS MOBITPSHOTO mpocTopy [2, 3]. Lle 00yMoBIE€HO THM, 1110 BTOPUHHI PaiooKaIliiHi
cucremu [4, 5] 3a0e3meuyroTh SK paioIOKaIliiHe CIIOCTEPEKESHHSI 32 TIOBITPSHUMHU 00'€KTamMH, 00-
JaJIHAHUMU JIITAaKOBUMH JIITAKOBOTO BiamoBigauamu [6], Tak i 3a0e3meuyoTh JBOCTOPOHHIO Tepe-
nady iHndopmarii 3a KaHaJIaMu 3anUTy Ta BiAnosiai [7, 8], ToOTo mepeaady indopmaiii Mix MOBIT-
psHUMEU 00’ €KTaMU Ta HA3EMHUMHU BTOPUHHUMU Pali0IOKALIMHUMU CTaHIisIMU. J[0 BTOpUHHUX pa-
TIOJIOKAI[IHHUX CHCTEM BIIHOCSTHCS BTOPHUHHI OTJISIOBI pajiosiokaropu [9-12] Ta cucreMu iieHTH-
¢bikamii 3a 03HaKOIO «CBik-uyxuii» [13-18]. [Ipu upboMy ciia 3a3HauMTH, IO Y TEMEPIlIHIN Yac ic-
HYIOTb J1Ba MPUHLUITY TOOYI0BYU 3a3HayeHUX 1HPopManiiinux cuctem [19]. Ilepmuii npunun ne-
pendavae €IUHUNA YaCTOTHUH Jiama3oH poOOTH 3a3HayeHux iH(opMmamiiaux cuctem — e 1030
MI' ans mepenadi curHamis 3amuty, a 1090 MI' qis nepenavi curaaniB Bignosiai. Jms apyroro
MPUHIIMITY XapaKTepHe Te, 10 YacTOTHUM Jiama3oH poOOTH cUCTeM ifeHTH]IKaIii 3a 03HAKOMO
«CBIH-4YXH» BUKOPUCTOBYE Iepeaady CHTHANIIB 3anuTy Ha 4actori 1532 MI'n, a mns mepemaui
CUTHAJIIB BiJIIOBI/Il BAKOPUCTOBYE YacTOTHI Aiana3oni 1452 MI' ta 1470 MI'u [19].

OpHak MOJMIJIMBO CTBEP/UKYBATH, IO PO3TJISAAaEMI BTOPWMHHI palioONIOKAIiiHI CHCTEMH 3a
IPUHIUIIOM MOOYIOBH € JIBOYACTOTHOIO CHCTEMOIO mnepenadi iHdopmarii [20, 21]. BropunHi pa-
JIOJIOKAIIHI CHCTEMH MaroTh pexuMu podotw 1, 2, 3, 4 Ta 5 (A1 BiliCEKOBOTO TIPU3HAYCHHS) Ta
A, B, C, D ta S (s nuBinpHOTO npu3HadeHHs). OgHak pexuM 4, B TEEpilIHiil yac He CXBaJICHUH
JUIs. BUKOPUCTAHHA B BIICHKOBIN cdepi, a pexxuM 5 € 0e33anuTaibHuM Ta O0uibl OesneyHum. [pu
IIOMY CJIi/1 3a3HAYUTH, 1110 OCHOBHI KOHIEMLi pekuMy S OyJIM BOEHI30BaHI K pexuM 5 [22], akuit
SIBJIsIE COOOFO MPOCTO KpUNTOrpadivHo 3aK0I0BaHy Bepciro qanux pexxumy S ta ADS-B [23].

[Tpy 1bOMY MOJIMBO CTBEpPAXKYBATH, 1110 HAOLIbII Bpa3IMBUM MicleM Y iH(opMaIiiiHuxX cu-
cTeMax, I10 PO3IJISAal0ThCS € JiTakoBui Biamosimau [24-27]. Tak, moOya0Ba JITAKOBOTO BiAIMOBI-
Jlada 3a MPUHIUMIIOM OJHOKAHAIBHOI BIIKPUTOI CHCTEMH MAacOBOTO OOCITYrOBYBaHHS 3 BiIMOBaMU
MPU3BOAUTH JI0 MOBHOI Mapaii3alii OCTAaHHbOTO MpPH MOCTAHOBII NOTOKIB BHYTPICUCTEMHMX 1 Ha-
BMHUCHHX KOpEJIbOBaHMX 3aBaJl B KaHaJll 3alIUTY MOTPiOHOT IHTeHCUBHOCTI. TakuM 4nHOM, OOy J0BA
JITaKOBOTO BIJIMOBi/Iaua BUKIIMKAE CYTTEBI HEOMIKK B iHGOpMaIIiitHii Oe3mernl sk ioro, Tak 1 6€3-
MIEKHU BCiel po3risiiaemMoi cucteMu. Lle 3a3HauaeThest B 3HAYHIHM KUTBKOCTI po0iT, 30kpema B [28-32].
KpiM Toro, BUKOpUCTaHHS €IMHOI YaCTOTH y KaHaJll 3alUTY B PO3IIISIIAEMUX PaIiOJOKAI[IITHUX CUC-
TeMax MPHU3BOJUTH JI0 BUCOKOI HIUTBHOCTI CHUTHANTIB 3alHTY 1, SK HACTIIOK, 0 BHYTPICUCTEMHUX
3aBaj] 3HA4YHOI IHTEeHCUBHOCTI [32-35]. 3a3HaueHi (akTOpH MPU3BOASITH SIK JIO 3HWKEHHS SKOCTI 00-
pPOOKH CHUTHAIBHUX JIaHUX 1 MPOITYCKHOI CITPOMOYKHOCTI JIITAKOBOTO BifmnoBinava [36-38], tak i 10
CYTTEBOTO 3HWXEHHS 3aBafocTiiikocTi [39-43] iHpopMamiifHUX CHCTEM CITIOCTEPEKESHHS MTOBITPSHO-
r'0 IIPOCTOPY, 110 PO3TISAAAIOTHCS.

Mertoro naHOi poOOTH € OIiHKA 3aBaJOCTIMKOCTI KaHaJIB Mepeaadl sIK CUTHAIIB 3aluTy, TakK 1
CUTHAJIIB BIJIOBI/Il BTOPUHHUX PAJiOTOKAIIITHIX CUCTEM CIIOCTEPEKEHHS MOBITPSIHOTO TIPOCTOPY.

Ouinka 3aBajocTilikocTi KaHaJy nepeaadi CUrHAJIB 3allUTy BTOPUHHUX PajiosioKamiii-
HHMX CHCTEM CIIOCTEepPesKeHHS MOBITPSAHOI0 POCTOPY

V SaKOCT1 3aBaIOCTIMNKOCTI KaHay Mepeadi CUTHAIIIB 3alUTy BTOPUHHUX PaIl0IOKAIHHUX CH-
CTEM CIOCTEPEKEHHS MOBITPSIHOTO IMPOCTOPY MOXKE PO3TIAAATUC KOe(DillIEHT TOTOBHOCTI JITAaKO-
BOTO BiamoBigaya [12], o € BiIHOCHOO MPOITYCKHOIO 3IaTHICTIO JITAKOBOTO Bifmosigada [32, 33].
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Ominka koeQillieHTa TOTOBHOCTI JIITAKOBOT'O BiAIOBiJada Mpu poOOTi B pekuMax iaeHTudikarii
MOBITPSHUX 00’ €KTIB po3risiHyTI B poOoTi [20]. IIpoBemeMo o1iHKy 3aBaJ0CTIHKOCTI KaHAIIB TIepe-
nadi MoibOTHOI iH(opMarii mpu poOOTi B PeKUMI YIpaBIiHHS MOBITPSHOTO PyXy. I3 mpuHIMITY
(YHKIIIOHYBaHHSI ICHYFOUMX BTOPUHHHX PAIi0JIOKAIMHIX CHCTEM MOJKJIMBO 3aKJIIOUUTH, 10 OOMIH
iHpopMali€ro 3anUTyBadi i BiAMOBIIaYl MOXKYTh POOWTH, MPALIOIOYM B HEIMITOCTIIKOMY a00 iMi-
TOCTIHKOMY peXUMax, a TAKOXK Y PEeXKUMI 3alUTy W BUAA4l JOJATKOBOI MOJbOTHOI iH(opMartii (60-
PTOBOTO HOMEpA, BICOTHU MOJIbOTY, 3amacy nanuBa) [19]. [ToToku cUTHaiB 3aUTy HUX PEKUMIB
YTBOPIOIOTh CYMapHHUH TOTIK CHUTHAJIIB 3alUTy, 10 HAIXOAWTh Ha BXI1J JIITAKOBUX BIJAIMOBIIAYiB.
KpiM 1mporo, Ha BXiJ JITAKOBUX BIAMOBIJa4iB HAAXOAUTh MOTIK CUTHAIIB, BAIPOMIHEHHX 3a O14HU-
MU TEJIFOCTKaMH JiarpaMu CIIPSIMOBAHOCTI aHTEHH 3alUTyBaya, a TAaKOXk IMOTOKHM HaBMHCHOI HEKO-
penpoBaHOl IMIYJIBCHOT 3aBaJM i HECAHKI[IOHOBAaHMX CHTHAJIIB 3amlHTy, c(hOPMOBAHMX 3alliKaBie-
HOIO CTOPOHOIO, CTPYKTYpa SIKUX MOJI0HA 0 CUTHAJIIB 3aIIUTy CBOiX 3aC001B BTOPUHHHUX PajIioyio-
KamiifHux cucteMm. Ha BEXO0/i JIITAKOBOTO BiJNOBiIa4a MpU IbOMY POPMYETHCS MOTIK CUTHAIIIB BiI-
MOBi/l HA 3alUTU B IMITOCTIMKOMY 1 HEIMITOCTIHKOMY peXuUMax 1 MOTIK CUTHAIIIB BiMIOBi/L MOJbO-
THOI iH(opMamii, a Ha BHXOJI 3amMTyBaya MOTIK CHUTHATIB BHUSABICHHS MOBITPSHHUX OO0 €KTIB
MOJIbOTHOI 1H(OpMaITii.

Buxopsiuu 3 BHINECKAa3aHOTO, MOKHA 3pOOUTH BHCHOBOK, IO CYMapHUH IMOTIK CHTHAIB 3aITH-
Ty, 110 HAXOATh Ha BX1Jl JTITAKOBOTO BIAMOBIga4a MOXKHA MPEACTABUTH Y BUTJISAL HACTYITHOTO BU-

pasy

A =Z|:ﬂi +ZJ:ﬁ,j + 4, +i2.k , (1)
1 j=1 k=1

ne A, — IHTeHCUBHICTh MIOTOKY CUTHAJIIB 3aIUTY, K1 BUIIPOMIHIOIOTH CBOi BTOPUHHI PaJl10JIOKAIliiHI

CHCTEMH 3a OCHOBHOIO IEIIOCTKOIO JllarpaMu CIPsSIMOBAHOCTI AaHTEHU 3allUTyBaya (3arajbHa KiJlb-
KiCTh TaKWX BTOPMHHHUX pajioNoKaiinux cucreM | ); A; — IHTEHCHBHICTH MOTOKY CHIHAIIIB 3aIly-

Ty, SIKl BUIIPOMIHIOIOTH CYCIJJHI BTOPHHHI Paj10J0KalliifHI CUCTEMH 3a OIYHMMH MENIOCTKaMH Jiar-
pamM# CIpsIMOBAHOCTI aHTCHH 3allUTyBaya (3araibHa KUTbKICTh TakuX cucteM J); A, — IHTEHCHB-

HICTh HEKOPENbOBAHUX IMITYJIbCHUX 3aBajl; A, — IHTEHCHUBHICTb IIOTOKY CHTHAJIIB 3alIUTy HECAHKIIi-

OHOBAaHOTO BUKOPHUCTAHHSA JIITAKOBUX BIJAMOBiZAauiB 3alliKaBICHOI CTOPOHOIO (3arajibHa KUTBKICTh
3aMUTyBaviB 3alliKaBIeHO0 cTopoHoo K).

[TpoBenemo AOCHIKEHHS 3aBaJIOCTIMKOCTI JIITAKOBOI'O BiANOBiaya BTOPUHHMUX pPaJliojIOKa-
LIHHUX CUCTEM y BUIVISJII BIAKPUTOI OJHOKAHAJIIbHOI CHCTEMHU MAacOBOT0 OOCIYyrOBYBAaHHS 3 BIMO-
BaMH MpU CHUIBHIN Aii Ha HOro BXO/1 MOTOKY CUTHAJIB 3alUTY 1 MOTOKY CUTHAJIIB 3alUTy, HAaBMHC-
HUX KOpEJIbOBAaHUX 1 HEKOpeNboBaHUX 3aBan [19, 24].

[Tpu oMy CHiJl 3a3HAYUTH, [0 YACTOTHHUM Miama3oH poOOTH BTOPUHHHUX PaJiOJOKAIIMHUX
CUCTEM BioMuH 1 mepeOynoBi He migysrae. [le 703Bosie 1HITN CTOPOHI JIETKO CTAaBUTH HABMHUCHI
3aBaJid BTOPUHHUM PaIi0NOKAIIHUM CHCTEMaM 3 METOI0 OTPUMAHHS HECAaHKIIIOHOBAHOTO JJOCTYITY
10 1H(OpMAIIiT JTITAKOBOTO BiJMOBIa4a, a TAKOX /I MIOBHOI Mapasti3allii JiTaKoBOTO BIAMOBIAava.

Haii6inbm edekTHBHOO 3aBajI00 AJIs MOAABJICHHS BTOPHHHHUX PalioNOKalIMHUX CUCTEM € Ha-
BMHCHA KOpEJIbOBaHa 3aBaJia, TOOTO 3aBajia aHAJIOTIYHA 332 CTPYKTYPOIO CHTHAJIAM 3aIlUTy CBOIX 3a-
MUTYyBauiB. Bce 11e mpuBOaUTh 10 HeOaKaHUX SBHILN POOOTH JIITAKOBOTO BiJMOBiJjaua BTOPHHHHUX
PaIIoIOKAIIIITHUX CHCTEM.

PosrisiHeMO BIUIMB MOTOKY CUTHANIB 3alUTy 1 HABMUCHUX KOPETbOBAHUX 1 HEKOPEIbOBAHUX
3aBaj] Ha KOE(QIIIEHT TOTOBHOCTI JITAKOBOTO BIAMOBIJa4a BTOPHMHHUX Pal10JIOKAIIHHUX CHCTEM
IpU nepeaadi MmoiboTHOI iH(OpMaIlii B pexXUMI yIpaBIiHHS MOBITpsiHOrO pyXy. Ilpn mocmimkenHi
KoeirieHTa TOTOBHOCTI JIITAKOBOTO BiJIMOBI/Iaya Oy/1IeMO TaKOXK ypaxOoByBaTH WMOBIPHOCTI 00CITy-
TOBYBaHHSI CHTHATIB 3amuTy. SIK MaTeMaTUYHy MOJIENb MMOTOKY 3aBaJ Ta CUTHAIIB OyJIeMO pO3TIis-
natu posnosin [Tyaccona.
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[Tpu nii Ha BXO/i JITAKOBOTO BIAMOBi/Iada OJHOYACHO 3aBaJ Ta MOTOKY CHUTHAIIB 3amUTy OY-
IyTh CIIOCTEpIiraTucs HACTyMHI HeOaKaHi SBUINA, SKI MPUBOAATH 10 HEMOXXJIMBOCTI (pOpPMYBaHHS
CUTHAJIB BIJOBIIi:

- TIOJIaBJICHHSI KOMIB 3aIUTY 1 3aIMTIB MOJILOTHOI iH(OpMaIlli JaHOTO 3alMUTyBaya 4epe3 MosIBY
BUTIEPEDKAIBHUX KOJIIB 3alUTy CBOIX 3alMTYBadiB, a TAKOXX 3alUTyBayiB 3alliKaBJI€HOi CTOPOHH,
10 HECAHKI[IOHOBAHO BUKOPUCTOBYIOTH BIMIOBIIaY;

- BHCOKOYACTOTHE TMOJIaBJICHHS IMITYJIbCIB KOMIB 3alHUTY JAHOTO 3alUTyBaya Mpu 30iry 3a ya-
COM IMITYJIbCIB 3aBaJIM 1 NMOTOKY CUTHAJIIB 3alUTy B HECTIPUATIMBUX (PA30BUX CITIBBIIHOIICHHSX;

- TOJABJICHHS KOJIIB 3alUTYy JIaHOTO 3alUTyBaya Yepes3 MOsSBY BUNEPEIHKATBHUX XUOHUX KOMIIB
3aIUTY, 1[0 YTBOPATHCA B PE3YJbTATI B3AEMOI1T MEPIIOTO IMIYIbCY KOy 3aIIUTY J1aHOTO 3alluTyBa-
Ya 3 BUINEpeKATbHUMU (Ha 0a3zy Koay) iMmyiabcamu 3aBaj] a00 TOTOKY CHTHAIIB 3aIluTy, IO BU-
KJIMKa€ BUIIPOMIHIOBAHHS KOAY BIAIOBI/A1 a00 CIpallbOBYBaHHS CXEMU IMO/IaBJIEHHS! OOKOBUX MEIIO-
CTOK ((hiKTHBHA TPUBOTA JAPYTOTO PONY);

- TOJABJICHHA 3alUTy B Pe3yNbTaTi IHEPIIIHOCTI cxeM BXIAHUX (GopmyBauiB nemudparopa i
00MEXEHHS 3aBaHTAXEHHS JIITAKOBOr'O BIIIIOBigaya.

BuszHaunMo WMOBIPHOCTI IHUX MOJil y NPUIYIIEHH], 110 IMITYJIbCH 3aBaJ i TIOTOKY CUTHAJIB
3aIUTY JIIFOTh HA 3alMMTAIBHI KO JIAHOTO 3aIUTyBavya He3aJIeXKHO APYT BT ApyTa.

bynemo BpaxoByBartu, 110 Ha BXOZI JIITAKOBOT'O BiAMOBIIa4ya MPUCYTHI:

- HaBMHCHA HEKOpEJIbOBaHa 3aBaJia i3 CYMapHOIO IHTEHCUBHICTIO A, ;

- TOTIK CUTHAJIIB 3aIIUTY, 10 BUKJIMKAE BUITPOMIHIOBAaHHS KOMIB BIAMOBiAl B IMITOCTIHKOMY Ta
HEIMITOCTIMKOMY peKuMax 1 pexxuMi nepeaadi nojiboTHOI iHpopmarii 4, ;

- TOTIK CUTHAJIIB 3alHTY, 10 BUKIMKAE CIPALIbOBYBAHHS CXEMH IMOJIaBIEHHS OOKOBHX MEIIO-
CTOK, IHTEHCHUBHICTIO A, .

[Tpu nupomy OyneMo BBa)KaTH, IO TPUBAIICTH IMITYJIbCIB MOTOKIB 3aBaJll ¥ IMOTOKY CHTHAJIIB
3alUTy OJJHAKOBA  JIOPIBHIOE TPUBAIOCTI IMITYJIbCIB KOPUCHOTO CUTHANY T .

CrinpHa s 3aBajl Ta MOTOKY CUTHAJIB 3alIUTYy MPUBOAUTH 10 BUCOKOYACTOTHOTO MOAABICHHS
OKPEMHUX IMITYJIbCIB IIOTOKY CUTHAJIIB 3alIUTy MPU HECHPHUSATIMBUX (Da30BUX CIIBBIAHOLICHHSX, Y
pEe3yNbTaTi YOro 3MEHIIYEThCS IHTEHCUBHICTh TMTOTOKY CHTHAMIB 3aMuTy. IMOBIpHICTH TOTO, 1110 X04a
0 OJIMH IMITYJIbC 3aBaJu 301KUTHCS 3 IMIYJILCOM MOTOKY CUTHAJIB 3alUTY 1 MOJIaBUTh Or0 MOXKHA
BHU3HAUUTH 3 HACTYITHOTO CITiBBIIHOIICHHS

Py = 7[1-exp(=47,)]. (@)

Buxoasiuu 13 1poro, noTik KOAIB 3aUTY 3 ypaXyBaHHSM BHCOKOYAaCTOTHOI'O IMOJABJIEHHS, L0
BUKJIMKA€ BUITPOMIHIOBAaHHS KOJIB BiAMOBI/II, MOXe OyTH BU3HAUCHHUH SIK:

A =A4Q=P)", (3)
a 3YMOBJIIOIOYHUX CITPALIbOBYBAHHS CXCMU IMOJABJICHHSA OOKOBHX ICJIOCTOK, MOKHA BU3HAYCHUH SK:
Ay = 2,(1=PFy)" 4)

SIK BKa3yBaJIOCsl BHILE, 3alIUTAILHUI CUTHAJ HE MOXKe OyTH 00CIIyrOBaHUN y TOW MOMEHT Yacy
KOJIM, BIJMOBI/Ia4 3alHATUN 0OCIyrOBYBaHHSM 1HIIOIO CUTHAY 3alUTY, OTKE, IMOBIPHICTh MOAAB-
JIeHHa a00 HEMOXKJIMBOCTI OOCIYrOByBaHHS 4E€proBOro 3aluTy Oyje BU3HAUaTHCS YacoM Mapaliza-
11i JIITAKOBOT'O BIANOBIJJa4ya 3aHATOr0 00CIyroBYBaHHSAM 1HIIOIO 3alIUTaJIbHOTO curHany. Yac na-
paJtizarii J1iTakoBOTO BiOBiaua Oy/ie 3aj1eXkaTu Bijl peKUMiB pOOOTH CUCTEMH 3alTUTY-BiAMOBIII.

ImoBipHOCTI TOTO, 1110 X04a O OJUH KOJ 3alUTy MOTPANUTh Y BUNEpPEIKaIbHUI 1HTEpBa 1 MO-
JaBUTh 3alMT JAHOTO 3allUTyBaua 3a PaxyHOK uacy Hapalizalii JiTakoBOro BiimoBimaua t, i t,

MIPY BUIPOMIHIOBAaHHI KOAY BiAMOBI I, BU3HAYAIOTHCS BiOBIIHO:
- TIpHW YTBOPEHI 13 3aBaJl XUOHOTO KOAY 3amuTy (XMOHMX KOJIB 3alUTY) HEIMITOCTIHKOTO pe-
KUMY
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Py =1-exp(-4p-1,), ()

ne t, — vac mapasmi3anii JiTaKOBOTO BiJIIOBi/Iaua MPH 0OCIyrOBYBAaHHI KO/AY 3alIUTY HEIMITOCTIHKO-

r0 PeKUMY,
- TIpW YTBOPEHHI 13 3aBaj] XMOHUX KOJIB 3aIMHUTY IMITOCTIHKOTO PEKUMY

P =1-exp(-4, -t,), (6)

fie A, — CEPENHE YMCIO XUOHUX KOJIIB 3aIUTY, IO yTBOPHJIMCS 3 3aBaJl i BUKIIMKAIOTh BUIIPOMIHIO-

BaHHS KOy BIAMOBIi, BU3HadaeMo sk [19]
Ay =4 (7, — )", (7

7€ N — KUIBKICTh IMITYJIBCiB KOJy 3alUTy (3HAYHICTh KOJY); 7, — 3aJjaHa BeJIMYMHA CeNeKIii iMITy-

JbCIB 3@ TPUBAJICTIO; t, — Yac mapai3alii JiTakoBOro BiANOBiZa4ya Py 0OCIYyroByBaHHI KOy CUT-
HaJTy 3aIUTY IMITOCTIIKOTO PEeXUMY;
- TpU BIUIMBI MOTOKY CUTHAJIIB 3alUTY HEIMITOCTIKOTO pPEXKUMY

P =1-exp(-q,-4; 1), 8
- TIPH BIUIMBI MMOTOKY CUTHAIB 3aIUTY IMITOCTIIKOTO PEKUMY
P, =1-exp(-q,- 4, -t,), ©)

e ( — KoeilieHT, U0 XapaKTepu3ye BHECOK Yy 3arajbHUIl MOTIK CHTHATIB 3allUTy KOJIB 3alUTY

BiJIMTOBITHOTO PEIKUMY.
CymapHa WMOBIPHICTh TOTO, IO X04a O OJWH CHTHAJ 3alUTY MOTPAIUTh y BHIIEPEDKATbHUN
1HTEepBaJI 1 MOAABUTH 3aIMT JAAHOTO 3alUTyBaya 3a PaxyHOK yacy mapasizalii JiTakoBOro BifOBi-

naua t,, Ipu BUNPOMIHIOBaHHI CHTHAIY BiJIOBI/i B HEIMITOCTIIKOMY PEXHMi, BU3HAYAETHCS SIK:
P =1-1-F)A-F,). (10)

CymapHa HMOBIPHICTh TOTO, III0 X04a O OJMH CUTHAJl 3aIIUTY MOTPANHTh y BUIEPEKATbHUN
IHTEpBaJl 1 MOJAABUTh 3alUT JAHOTO 3alUTyBaya 3a paXyHOK yacy napajizailii JITakoBOro BiJIOBI-
nava t, mpu BUIIPOMIHIOBAHHI CUTHAITY BIAIIOB1JII B IMITOCTOMKOMY PEKHMMI, BU3HAYAEThCS SK:

Pi =1-Q-FR,)d-F,). (11)

ImoBipHOCTI TOTO, 110 X04a O OJIMH CUTHAJ 3alUTy NOTPANIUTh Y BUIIEPEIKaIbHUI 1IHTEpBAI 1
MOJIaBUTh CUTHAJI 3alIUTY JJAHOTO 3allUTyBaya 3a paXyHOK yacy mapamizauii t; ~ t, npu cnpaipoBy-

BaHHI CXEMH I0JIaBJI€HHS OOKOBHX IMETIOCTOK, BU3HAYAIOTHCS B1IOBIIHO:
- TpU YTBOPEHHI 13 3aBaJl XUOHUX KOAIB 3aIIUTY HEIMITOCTINKOTO PEXKUMY

P, =1-exp(-4p-t;), (12)
- IpH YTBOPEHHI 3 3aBaJl XUOHMUX KOJIiB 3aIUTY IMITOCTIHKOTO PEXXUMY
P, =1-exp(-4p-t,), (13)
- TpH BIUIMBI MOTOKY CUTHAJIIB 3alIUTY HEIMITOCTIKOTO pexXUMYy
Py =1-exp(-0, - 4, 't;), (14)
- TIPH BIUIMBI MOTOKY CUTHAIB 3alUTY IMITOCTIIIKOTO peKUMY
Py, =1-exp(-q, -4, t,), (15)
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ne 1,1, —yac mapamizarii JiTakoBOTO BiAMOBiZaua Mpy CIpaIbOBYBaHHI CXEMH MOJaBJICHHS O0KO-

BUX METIOCTOK Y HEIMITOCTIHKOMY Ta IMITOCTIHKOMY peXHMax.

CymapHa MMOBIpHICTh NMOJABICHHS KOJIB 3alMTy JAHOTO 3allUTyBadya, 3yMOBJIEHA YacoM Iia-
pasizanii JITakoBOTO BiANOBiAaYa MPHU CHPAILOBYBAHHI CXEMH I10/IaBJICHHA OOKOBHX MEIFOCTOK
CTaHOBUTD:

- Y HEIMITOCTIIKOMY pEeXUMI

P =1-(1-P,)A-Py)., (16)
- B IMITOCTIHKOMY PEXHMI
Py =1-(1-P,)A-F,). 17)

ImoBipHOCTI TOTO, IO X04a O OJWH 3aIUT MOJILOTHOI 1HGOPMAITiT MOTPANMUTE Yy BUTIEPEHKAI b-
HUI {HTEpBaJ 1 MOJABUTH 3aIUT JAaHOTO 3alUTyBaya 3a paXyHOK 4acy !, mpu mepenadi MOIbOTHOL

iHdopmartii, BU3HAYarOTHCS BiAMOBIIHO:
- TIpH YTBOPEHHI XMOHMX KOIB 3aIHTY i3 3aBaj

P =1-exp(-4, t;), (18)
- TIPH BIUIMBI MOTOKY CUTHAIB 3aIUAT
P =1-exp(—(0 - 4,) 1) - (19)

CymapHa HMOBIPHICTb 110/IaBJICHHS KOAIB 3allUTy JAaHOT'O 3alMTyBaya 3a paxyHOK 4yacy napai-
3alii JTiTakOBOTO BiAMOBIZaya MpH nepeaadi NoIb0THOI iHpopMaii BU3SHAYAETHCS SK:

Py =1-exp(-4,t). (20)
IMOBIpHICTH TOTO, 110 X04a O OAMH IMIYJIBC 13 MOTOKY HABMHUCHOI HEKOPEIbOBAHOI 3aBajy 1

MMOTOKY CHUTHATIB 3alUTy HAKJIQJEThCS HA IMITYJIbC KOJy 3alUTy JAHOTO 3aluTyBada W MOJABUTH
MOro, CTaHOBUTH

Fo = 7[1—exp(=4.7,)], (21)
a BEJIMYMHA CYyMapHOTO MIOTOKY BH3HAYAETHCS SIK
Ao = Aoy + A, + Ao (22)

3 ypaxyBaHHSM N -IMIYJIbCIB KOJy 3alMTy MMOBIPHICTH NOJABJIEHHS CUTHAIIy 3amuTy Oyne
CTaHOBUTHU

P, =1-(1-Py)". (23)

IMOBipHICTB MTOIaBIICHHS KOIB 3aIUTY JIAHOTO 3alUTyBava 4yepe3 MOSIBY BUIEPEHKATLHUX X -
OHMX KOJIIB 3aIHTY, IO YTBOPATHCS B pe3yabTaTi B3aEMOJIl MEPIIOTO IMITYIBCY KOAY 3alUTy PO3T-
JSAA€EMOTO 3alUTyBadya 3 BUIEPEKAIbHUMHU IMITYJIbCAMH 3aBaJ] a00 MOTOKY CUTHAJIB 3alUTy Ta
MpHU3Be/e O BUMIPOMIHIOBAHHS CUTHAIY BIMOBiAlI a00 CIpalbOBYBaHHS CXEMH TMOJIaBIEHHS OOKO-
BHX IIEJIFOCTOK, BUSHAYAETHLCS SIK:

P = (1-Pyp)" - (1-Py)""], (24)

JIpyTuil CHIBMHOXKHUK y 1IbOMY BHpa3i BpaxoOBY€ MOKJIMBI CUTyallll YTBOpPEHHS XUOHUX BHUIIEpe-
JDKAJTbHUX KOJIB 3alUTy: N -IMIYJbCIB KOAY CUTHAIY 3alUTY, 10 MPUBOASTH J0 BUIIPOMIHIOBAHHS

CUTHAJTy BiJIOBIJI; (n —1) -IMITyJIbCiB KOy CUTHAJy 3aIlUTy, L0 MPUBOAATH IO BUIIPOMIHIOBAHHS

CHTHAJTy BiJINOBIJIl 00 CIIpalibOBYBaHHIO CXEMHU ITO/IaBJICHHS OOKOBUX MENIOCTOK.
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IMOBipHICTh TIOSIBU HA MO3UIIIT CUTHATY TOMUIIKOBOTO iIMITYJIbCY ITOAABICHHS, 110 YTBOPUBCS 13
3aBajl, BU3HAYAETHCS SIK

npn-1
P =Q0-Po)" R, (25)
JIe B CBOIO Yepry iMOBIpHICTb P,; MOXXJIMBO BU3HAYUTH SIK

P =1—exp(=4, - 7,)- (26)

IMOBIpHICTH TTO/IABJICHHS KOJIIB 3alUTy BHACHIIOK 1HEPUIMHOCTI BXITHUX (OPMyBadiB JITAKO-
BOTO BiJINOB1/1a4a MOXe OyTH BU3HAYEHA SIK

P,=1-(1-P,)", 27)

ne P, — iMOBIpHICTb MMO/ABICHHS OJAWHOYHOTO IMITYJIbCY KOAY 3aIUTY 3-3a 1HEpLiiHOCTI (popMmyBa-

qa.
IMOBipHICTB TOTO, 1110 X04a O OJMH IMITYJIbC 3aBaJM MOTPANUTH Y BUIEPEDKAIBHUN HeOe3ney-
HUH 1HTEPBaJ 1 MOJIABUTH IMITYJIEC KOPHCHOTO CUTHATY, CTAHOBUTH

P, =1-exp(~4,7, ). (28)

IMOBipHICTB Mepenadi CUrHATy BiAMOBIAI MONBOTHOT iH(OpMAIIil Ha 3alUT JAHOTO 3aIUTyBaya
Oyze BIAMOBITHO CKIIAJATH

R =[Ta-R). 29)

IMOBiIpHICTH 00CIIYTOBYBaHHS CUTHAJIIB 3alIUTY MOJBOTHOI 1H(opMarii (koe(ilieHT TOTOBHOCTI
JITAKOBOr'O BIAMOBIJIaya YW BiTHOCHA MPOITYCKHA CIPOMOKHICTD JIITAKOBOT'O BIANOBIJa4a) MOKHA
BU3HAYMTH 13 HACTYITHOTO BUpPa3y:

P =F/9, (30)

ne g =208...3,2 — koedillieHT pO3PSAIKH JITAKOBUX BIANOBIIAYiB, 10 BUKOPUCTOBYETHCS ISl 3Me-
HIIEHHS IMOBIPHOCTI HAKJIQJIeHHS CHUTHAJIB BIAMOBIAI MOJBOTHOI iH(opMamii BiJ MOBITPSHUX
00’€KTIB, 10 3HAXOATHCA HA OJTHOMY a3UMYTI 3-3a2 3HAYHOI 4acOBOi 0a3W CUTHAIIIB BimoBil. Oi-
HKY KO€(]illieHTy FOTOBHOCTI JIITAKOBUX BIANOBIAAYIB y PeXHUMI Mepenadi NojaboTHOI iH(popmarii
MpeACTaBiIeHo Ha puc. 1 Ta puc. 2.
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Puc. 1. KoedimieHT roTOBHOCTI JIITAKOBOTO BiATOBIa4a MPH Iepeaadi moap0THOT iHpopMmartii
B PEXKKMI yIIPaBIIiHHS MOBITPsiHOrO pyXxy (:=0,5; (,=0,4; 05=0,1
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Puc. 2. KoeoimieHT TOTOBHOCTI JIITAKOBOTO BiIMIOBiaua MPH Iepeiadi NoIb0THOI iH(opmMartii
B PEXIMI yIIpaBIIiHHA MOBiTpsiHOTO pyXy (:=0,3; ,=0,4; 05=0,3

3HaueHHs KoedilieHTa TOTOBHOCTI JIITAKOBOTO BiANOBifa4a Oyau OTpuMaHi AJisi IHTEHCUBHOCTI
MMOTOKY CUTHAJIIB 3aIUTY, [0 BUKJIMKAE CIIPAI[bOBYBAHHS CXEMH TOJJaBICHHS OOKOBHX IEITIOCTOK, Y
I'ATh pa3iB OUIBILIOIO 32 IHTEHCUBHICTH MOTOKY CUTHAJIB 3alUTY 32 OCHOBHMMH MEIIOCTKaMH Jiiar-
pamu CIIpSIMOBAHOCTI aHTCHH, [0 TPUBOIUTH 10 BUIIPOMIHIOBAHHS CUTHAJIIB BiIITOBIJII.

s po3paxyHkiB Oynu oOpaHi HACTYIHI IHTEHCHBHOCTI 3aBajy, 110 AIIOTh B KaHalll 3aluTYy:

A, =20-10°, A, =50-10°, A, =100-10°. Kpim Toro, ypaxoByBanoch Te, 110 3arajdbHHil BXiTHMI
HOTIK CUTHAJIB 3allUTy CKJIAJAEThCS 3 CyMapHOIo IOTOKY HeIMiTOCTilikoro pexumy ( (), iMiToc-
Tifikoro pexxumy (q,) Ta 3amuTy MoJIbOTHOI iH(opMmarii - (J; ).

Sk BUIHO 3 TPENCTaBICHUX 3aJIEKHOCTEH IMOBIPHICTH Tepeaaul MojbOoTHOI iH(opMallii Ha
KOHKPETHUI CUTHaJiB 3aluTy € He3HauHowo. [Ipu 301IblIeHH] YKciaa CUTHAJIB 3alUTy MOJIBOTHOT
1H(popMallii B 3araJlbHOMY MOTOILl CUTHAIIB 3allUTy IMOBIPHICTh IXHBOTO OOCIYrOBYBAaHHS 3MEHIIY-
€THCSL.

Ouinka 3aBafoCcTIiKOCTI KaHAJNy BiANOBil AJ151 pesKMMY YNPaBJiHHS NMOBITPAHOIO PyXy
BTOPMHHHUX PAaJioI0OKALIHIX CHCTEM CIIOCTEPEesKeHHsI MOBITPAHOIO MPOCTOPY

Sk BUAHO 3 OTPUMAHMUX PE3yJIbTATIB, KOEPIIIEHT TOTOBHOCTI JITAKOBUX BIANOBIAYIB B PEXKHU-
Mi nepeadi MoibOTHOI iH(popMallii BUSBIAETHCS HE3HAUHUM. Y 3B'SI3KY 13 IIUM PO3TJISHEMO HOro
BILJIMB Ha 3arajbHy IMOBIPHICTh OTPUMaHHS MOJBOTHOI 1H(GOpMaIii 3 ypaxyBaHHAM OOpoOKH ii B
Ha3eMHil anmapaTypi Ta HasBHOCTI Y KaHajl BIJIOBIJIl HABMUCHUX HEKOPEIbOBAHUX (XAOTUYHO 1M-
MyJIbCHUX ) 3aBaI.

VY kanasi BIANOBIAI BTOPUHHUX PATiONOKAIIHHUX CHCTEM 1H(QOpPMAIiHUI KOJA YIpaBIliHHA
MOBITPsIHOTO PyXYy [19], mpu nmepenayi monboTHOI iH(OpMAITii TepeaacThCsi KOAOBAHUMHU CUTHAIAMA
KOOP/AMHATHOI MITKH ¥ 1moyboTHOI iH(popMarii (45-iMmyabcHUNA Mmo3uMLiiHui Kon). [lo ckiany ko-
JIOBO1 MOCUJTKH BIATIOBI1 MOJIBOTHOT 1HPOpPMAIIii BXOJATH:

- 2-IMOyIBCHUM KOJ KOOPAMHATHOI MITKH;

- 3-IMITyJTBCHUI KOJI O3HAKH Tepeaanoi iHdopmarrii (0OpToOBOro HOMepa, BUCOTH TMOJIBOTY, 3a-
nacy najuBa);

- 20 nBIMKOBHMX PO3PAIIB NOJBOTHOI 1H(OpMAILi.

Taxu YMHOM, TIpW BIUTUBI 3aBaJl y KaHaJl BIANOBIi, MOKYyTh BUHMKATH CIIOTBOPEHHS MOJbOT-
HO1 1H(oOpMaIIii, 0 TePEeNacThCA BHACTIIOK MOJABIEHHS YaCTUHH IMITYJIHCIB CHUTHAIy BiJIOBIJII.
Jlnst oTpuMaHHs MOJBOTHOI iH(popMarlii HEOOX1JHOI0 YMOBOIO € JEKOJyBaHHS IMITYJIbCIB CHHXPOT-
pyNH, MO CKIATAETHCS 3 2-X IMIYJbCIB KOOPJIAWHATHOTO KOy ¥ 3-X IMITyJIbCiB O3HAKH TMOJIBOTHOT
iHpopmaii, mo nepenaerbes. Y 3B'I3KY 3 UM BHU3HAUYMMO IMOBIPHICTH JEKOIYBAaHHS U NPOXO-
JOKSHHS IMITYJIBCIB CHHXPOTPYIIH 3 YpaxXyBaHHSAM ITOAABJICHHS X04a O OHOTO IMITYJILCY BHACIIIOK
BILIMBY HABMHMCHOI HEKOPEIIbOBAHOI 3aBa/IH.
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Jlnis kaHamy BiANOBiALI IMOBIPHICTh BUCOKOYACTOTHOTO MOAABICHHS IMITYJIbCY KOPUCHOTO CHT-
HaJly HaBMHCHOIO HEKOPEJIbOBAHOIO 3aBaj0l0 3a posnoaiioMm Ilyaccona moxe OyTu Bu3HaueHa y
BiJIMTOBIHOCTI 32 HACTYITHUM MAaTeMaTUIHUM BHUPA30OM

Po = 71 —exp(=4,7,)]- (31)

IMOBIpHICTH BIpHOTO NMPUHOMY IMITYJIBCIB CHHXPOTPYIH 3 YpaxXyBaHHSIM MOXJIMBOCTI ITOJaB-
JICHHS X04a O OJHOTO 3 HUX OyJ1e BUSHAYATHCS SIK

Pu=1-2 C,(1-Py)' Ry, (32)

i=1
je N — YKCIIO YaCOBMX TMO3HUIIH IMITYJIECIB CHHXPOTPYIIH; | — YKMCIIO YaCOBHX MO3HUIIIM, SIKi MOXKYTh
OyTn momasieni 3apanor; C. — YKMCIIO CIIOIy4€eHb i3 N 10 .
3 ypaxyBaHHSM KOE(]IIiEHTy TOTOBHOCTI JITAKOBUX BiAMOBIAaYiB IMOBIPHICTh HPOXOJKECHHS
JEKUIBKOX BHJIIB MOJBOTHOI 1H(GOpMAIIil IpH OTPUMaHHI MMaYK¥ CHTHAJIIB BIAMOBIII MOYKHA BH3HA-
YUATH SIK

\

I:)pil = icll\/l (Poi I:)pi )i (1_ F)oi I:)pi ) M ’ (33)

ne M —ugucno iMmynbciB y madii; V — 9uciio BUJIB MOJIBOTHOI iH(pOpMaIii.

3asexHOCTi, OTpUMaHi BiAMOBIAHO 10 Bupasy (33), mpeacrasieHi Ha puc. 3 i puc. 4. Sk BUIHO
3 MpEACTaBICHUX 3aJIe)KHOCTEH, IMOBIPHICTh OTPUMAHHS MOJBbOTHOI iH(QOpMalii pexuMy yrnpas-
JHHS TOBITPSIHOTO PyXy € He3HauHO. [Ipy 3MeHIIeHHI KiITbKOCTI KOJIIB BIAMOBII y Madlli iMOBip-
HICTh OTPUMAaHHSI MOJBbOTHOT 1H(pOpMaIIii 3MEHIITYEThCS.
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Puc. 3. IMOBipHICTb OTpUMaHHS MOJIBOTHOT iHpOpPMaLii peXKUMy YIpaBIiHHS HOBITPSHOTO PyXy
nput A¢=20-10° y kanani 3amuty

Po3paxynku 3poGueni anst V =3, a Tak camMo 3 ypaxyBaHHSIM IMOBIPHOCTI 0OCITyrOByBaHHS
KOy 3alMTy MOJILOTHOI 1H(OpMaLii, OTPUMAHOTO BHILE Ta IHTEHCUBHOCTI HaBMHCHOI HEKOPEIhO-
BaHOI 3aBajy y KaHaui Biamosimi A, =50 -10% .

3 mpoBeACHUX JOCITIKEHb BUTHO, 10 3HAUHUI Yac mapaiisaillii JJiTakoBOTo Bi/MOBiga4a i Ha-
SIBHICTb PO3PSAKM MpHU OOCIYrOBYBaHHI KOAY 3allUTy MOJbOTHOI iHGoOpMalii BeJe 10 ICTOTHOTO
3HMKEHHSI KOe(IliEHTY TOTOBHOCTI JITAKOBUX BIJINOBiJIauiB B YMOBaX BHCOKOI HIIJIBHOCTI MOTOKY
CUTHAJIIB 3aMUTY 1 3aBajl, 110 Y CBOIO YEepry BIUIMBA€E HA IMOBIPHOCTI OTPUMAaHHS MOJIBOTHOI 1HDOP-
Mallii Ha Ha3eMHiii anaparypi.
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Puc. 4. IMOBIipHICTb OTpUMaHHSI OJBOTHOI iH(pOpMaLii peXXUMy YIpaBIiHHS TOBITPSHOTO PyXY
pu Ag=50-10° y kaHani 3anuty

BucHoBknu

3a pe3ynpTaTaMu MPOBEJICHOTO JOCIIKEHHSI MO)KHA 3pOOUTH HACTYITHI BUCHOBKH: PO3po0iie-
HO METOJIMKY OIIIHKM 3aBaJIOCTIMKOCTI KaHaTiB Mepeaayi moiaboTHOI iHpopmallii B iCHYIOUUX 3amu-
TAIBHUX PaIiONOKAIMHUX CHCTEMaX CIIOCTEPEKEHHS MOBITPSHOTO MPOCTOPY y PEXKUMI yIIpaBIIiH-
HS TIOBITPSIHOTO PYXY, sIKA MICTUTH OI[IHKY 3aBaJJOCTIMKOCTI KaHally 3alUTy MpH Jii MOTOKIB CUTHA-
JB 3aMUTY PI3HUX PEKUMIB CYCIIHIX 3aIUTAIBHAX PAi0TOKAIHHIX CHCTEM, BUIIPOMEHEHHX SIK 32
OCHOBHMMHU TEJIOCTKAMH JlarpaMu CIPSMOBAHOCTI aHTEHU 3allMTyBaya, Tak 1 3a O1YHUM, a TAKOX
MOTOKY HAaBMHUCHHX KOPEIbOBAaHHX 1 HEKOPEIbOBAHUX 3aBaJl, & TAKOXK 1 OIIHKY 3aBaJOCTIMKOCTI Ka-
HaTy BiAMOBiAL (Mepenayi moab0THOI iH(opMalii) 3 ypaxyBaHHSIM Aii y KaHali BiJMOBiAl MOTOKIB
CUTHAJIIB BIJMOBI/II T TOTOKIB HABMUCHHUX HEKOPEIHOBAHUX 3aBa/l.

Sk mokaszain po3paxyHKH, 32 po3poOJIEHOI0 METOAMKOIO, IMOBIPHICTh OTPUMAHHS MOJIbOTHOI
iH(dopMallii mpu 11i B KaHaJl 3alUTy KOpENbOBAaHUX 3aBaj 1HTeHcHBHICTIO 10 k[’ mist pexumy
YIIpaBIIiHHS MOBITPSHOTO PyXy CTaHOBUTH ycboro 0,05 mpu mauii cUrHaiiB BiANOBiAL 11O JOPiB-
Hioe 20.

[Toka3zaHo, 110 MpUHLIKI OOYIOBH JIITAKOBOTO BiANOBiAaYa (BiAKpUTA CUCTEMa MacoBOT0 00-
CIIyTOBYBaHHS 3 BIIMOBaMH) Ta IMPUHLUI OOCIYrOBYBaHHSI CUTHAJIIB 3allUTy nepenadi iHpopmarii
(nepmuii NpUHATHI) HE JO3BOJISIIOTH 3a0€3MEUNTH TOIYCTUMI HMOBIPHOCTI OTPUMAHHS MOJIBOTHOT
1H(pop™marii.

HageneHi po3paxyHKH MOKa3yooTh, 10 MPU MOJEPHI3aLlii 3alUTAIbHAX CUCTEM pajlioJIoKalliii-
HOTO CIIOCTEPEKEHHSI MOBITPSIHOTO MPOCTOPY MOKIMBO 30UIBIINTH PO3PSIHICTh Hepeadl NoJbOT-
Hoi iH(popMarlii 3 0opTa MOBITPSAHOrO 00’ €KTA HA HA3eMHI IMYHKTH YIPaBIiHHA.
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TELECOMMUNICATIONS MEAS
3ACOBHU TEJJEKOMYHIKAIIIA

YK 621.396.004 DOI:10.30837/rt.2022.1.208.06
JI.O. TOKAP, kano. mexH. Hayk
OCOBJIMBOCTI NOBY1OBU BIPTYAJIBHUX ATC

Beryn

BaxxmBuM pimeHHsIM 17151 Oy b-51K01 KOPIIOPATUBHOI KOMITaHii abo 0(iCHOT CTpYKTypH € BUOIp
SKICHOTO Ta JeNIeBOro Tese()OHHOTO 3B’53Ky. Ha puHKY MPOMOHYIOTHCS TOTOBI PillIeHHS MO0 BU-
6opy xmapHux ATC, siki BUMararoTh J0J1aTKOB1 BUTPATH.

XMmapHa ATC nae MOXJIMBICT BUKOPUCTaHHS OaraTOKaHaJIbHUX HOMEpIB, IPOIOHYIOUHN 1HTE-
JIEeKTyaJbHy Nepeajipecallio J3BIHKIB, THYUKY aHaJIITUKY, MOXJIMBICTb 3anucy i 30epiranHs iH}o-
pMariii Ha HaAliHOMY 30BHIIIHbOMY cepBepl. Kpim Toro, Hanae 6e31iy HIKUX QyHKLINA: IHTepaKTH-
BHE TOJIOCOBE MEHIO, MOBITOMJICHHSI PO MPOMYIICHI BUKIMKH, TOJOCOBA IOIITA, CIEKTPOHHHN
(akc i1 T.1. Ajie OCHOBHa ii repeBara - 1e BUCOKa sIKICTh Tele(OHii, 1110 He TOCSKHE 3a JOMOMOTOIO
MIIKITIOYEHHS CTUTBHUKOBOTO M aHAJIOTOBOTO 3B'A3KY.

XmapHa ATC 103BoJis€ €KOHOMUTH 1 OTPUMYBATH Tele(pOHII0 BUCOKOI SIKOCTI. OCHOBHUMHU
BUI0JIaM{ BUCTYNAIOTh PO3LIMPEHHS (PYHKIIOHAY, 3PYYHICTh y BHKOPUCTaHHI MPH ICTOTHOMY
CKOPOYEHHI NOCTIMHUX MaTepianbHUX BUTpat. Jlo ii mIrociB BITHOCUTHCSI BUCOKHUM PIBEHb TEXHOJIO-
riunocTi. XmapHa ATC 3aGe3nedye kommaHii OUTbII BUCOKOE(HEKTUBHUM 3B'S3KOM, KOM(POPTHUM
VIIPaBIIIHHSM, SIKICHIM TOJIOCOBHM KaHAJIOM, a TOJIOBHE - € HEJIOPOTOI0 B TIOPIBHSIHHI 3 aHAJIOTOBOIO
ATC.

Buxonsun 3 Toro, mo BrnpoBamkeHHs kiacuuHoi ATC 3aiimae TpuBanuii yac, BUOIp pIlICHHS
Ha ocHOBI1 IP-tenedonii oueBuanmii. Ha BimMiny Bin anmapatHoi MiHi-ATC, macmTaOyBaHHs XMap-
HOi ATC BHKOHYETBCS B MIPY HEOOXITHOCTI, IPOCTUM JOJABaHHSIM BIPTyalli30BaHUX PECYPCIB.
Kpim ToTO, BCi TeXHIYHI MPOOIEMH 3aJUIIAIOTHCS HA CTOPOHI MpoOBaiepa, a KOMIMaHisl OTPUMYE
B)KE€ TOTOBY HOCIYTY.

Buxopucranns BipryanbHoi ATC He sIK 10JaTKOBOTO CEPBICY, a K OKpeMoi KoH(piryparii Bu-
JUIEHOTO cepBepa, MOEIHYIOUN BCi MEepeBaru XMapHUX TEXHOJIOTIA 1 CHCTEM BipTyaiisaiii, 1acTh
MO>KJIUBICTh OTPUMAaHHS THYYKOCTI1 1 IIOBHOI IOCTYIHOCTI CUCTEMHU JUIsl HaJallTyBaHb, 1€ 1 BU3HA-
yae aKTyaJbHICTh AaHo1 myoOuikaiii. B po6oTi mpoBeneHo aHai3 TEXHOJIOTIN BipTyaiizallii B 3aje-
YKHOCTI BiJ] CKJIAJHOCT1 BUKOHAaHHA Ta 00JacTi 3aCTOCYBaHHs, IIOKa3aHO X MepeBaru Ta HEJOTIKH.
PosrnsiHyTO KOHIrypaiiro HanamTyBaHHS cepeoBUINA BipTyaiizamii Ha npukiaai Asterisk. ITpo-
BEJICHO JOCIIDKCHHs Il TOPIBHSHHS KOHTEHHEPHOI BipTyasizallii 3 TinepBi30pHOIO JUIsl BH3HA-
YEHHSI €KOHOMIi OTIEPaTUBHOT MaM'sIT1 y XOCT-CUCTEMI.

OcHoBHA YacTHHA

OpnuM 13 cioco0iB nepexiany iHGpacTPyKTypH KOMIT'IOTEpa HAa IWHAMIYHHK piBeHb € BIpTYya-
nizanis. TexHomorii BipTyanizamii HaOuparoTh OUIBIIY HOMYISAPHICTH, IO € CI1ICTBOM POCTy 004u-
CIIIOBAJIBHUX MOTY)XKHOCTEH KOMIT'toTepiB. BipTyanizamis siBisie co0010 MporpaMHy TEXHOJOT10, 1110
Jla€ MOKJIMBICTh OJIHOYACHO BUKOHYBaTH Jekiibka OC 1 qonaTkiB Ha OJHOMY cepBepil. Mozens Bip-
TyaJizaitii mokasaso ua puc. 1 [1].

3a 101OMOro10 BipTyalli3allii CTBOPIOETHCS BIpTyalbHUI 00pa3 onepariifHol CUCTEMH KOMIT'to-
Tepa, 0OYMCIIOBATBHOT Mepexi a00 HAKOMUYYBaJIbHOTO MPUCTPOI0. BipTyanbHa MamivHa CiBiCHY€
«BCEPEIMHD» KOMI'IOTEpa 31 3BUUYAIHOIO ONepaliifHO CUCTEMOI0. B pe3ynbTaTi po3BUTKY TEXHO-
JIOTiH BipTyamizalii, 3'IBIAIOTbCS OaraTosiepHi MPOLECOPH, 3pOCTaE MPOIMYCKHA 3/1aTHICTh 1HTEp-
(eliciB KOMI'TOTEPIB, a TAKOK EMHICTh Ta MIBUIKOIIS CCTeM 30epiranHs qaHux [2].
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Puc. 1. Mogens BipTyamizarii

HoBuii acnekrt BipTyanizauii Oysio Ha3BaHO KOMaHJHOIO abo OiHapHOIO BipTyanusaijiero. B
L[bOMY BUIIAJKY BIpTyajbHI KOMaH/U MEPEBOIAThCS (TPAaHCIIOOTHCS) Ha (I3UYHI KOMaH/IU OCHOB-
HOro oOnajgHaHHA. 3a3BHuail 1€ BIOyBa€eThCAd JUHAMIYHO. SIKIO B1IOYBA€ThCSA PO3TalyXEeHHS, TO
HOBHI CETMEHT KOy 3a0upaeThes 1 mepexiamaerbes [3].

Jlnst opranizamii BIpTyaiizaiii ICHye JEKLIbKa CIOCO0IB, 32 JOTIOMOTOIO SKHUX JOCSTAIOThCS
OJIHAKOBI PE3yJIbTaTH Yepe3 pi3Hi piBHI abcTpakiiii. Y KOKHOTO croco0y € CBOI rmepeBaru 1 HeAoi-
KH, aJIe TOJIOBHE T€, 110 KOXKEH 3 HUX 3HAXOJIUTh CBOE MICIIE B 3aJI€KHOCTI BiJ 00JaCT1 3aCTOCYBaH-
HSI.

OnuH 3 HaWCKIATHINIMX METOJIB BIpTyasizallii 3a0e3meuyeThCsi eMYJISIIEI0 anapaTHUX 3aco-
61B. Y upomy metoai VM (virtual machine) anapatHux 3aco0iB Juist eMydIsiii 06JaJHaHHS CTBOPIO-
€THCS Ha XOCT-cUCTeMI [4]. Asie TOJIOBHOO MPOOIEMOIO IIPU eMYJISIIIii anapaTHUX 3ac00iB BU3HAIOTh
CYTTEBE YNOBUIbHEHHS MPU BUKOHAHHI IpOrpaM B TakoMy cepeaoBuIlli. OCKUTbKA KOXKHa KOMaHIa
MMOBMHHA MOJIENIOBATHCA HAa OCHOBHHX anapaTHHUX 3aco0ax, mpu 1poMy ynoBuibHeHHs B 100 pa3is
MIpU eMYJIAIi € 3BUYaifHOI0 cripaBoto. HesBakarouw Ha 11e, TaKUi METOJ eMYJISIlii Ma€e CyTTEBI Te-
peBaru. Hampuknaz, ynpaBiiaHs onepaiiiiHoo cuctemoro A PowerPC na cuctemi 3 ARM mpo-
recopoM. Takox MOKHa YNpaBiIsATH YHUCICHHUMH BIPTyaJlbHUMU MallMHAMH, KOXKHA 3 AKHX Oyze
MOJIEITIOBATH iHIIH# mporiecop [5]. Moaens emysiii 00agHaHHs TOKa3aHO HA pHC. 2.

i e Y Y ™
[ JlomaTox j [ Jlonarox j Jloartox
[l"ocrbouu OC 1] [l_'ocrboua OC 2] [F ocreoBa OC 2]
AN A A

\
( Ob6naananns A I Obnajgnanus b

Puc. 2. Emynsimis o61agHaHHS

[ToBHa (amapatha) BipTyaunizaiis, a0o «pigHa» BipTyali3allid, € 1HIIUM CIIOCOOOM BipTyaii3a-
wii. Lls Mosienb BUKOPUCTOBYE MEHEDKEP BIPTYaIbHUX MAIllKH (TiEpBi30p), IKUN 31HCHIOE 3B'I30K
MDK TOCTHOBOIO OIEPAIiiHOI0 CHCTEMOIO 1 arlapaTHUMHE 3acobaMu cuctemu [6]. VceepeauHi rimepsi-
30pa MOBHHHO OYyTH BCTaHOBJIEHO i HANAIITOBAHO MEBHMIA 3aXUCT, TaK SK OCHOBHI anapartHi 3aco0u
He Hanexatb OC, a po3ainstoThes rinepsizopom. [Ipu moOyA0B1 BETUKUX KOPIOPATUBHUX CUCTEM,
SK TIPaBUII0, BUKOPHCTOBYETHCS CaMe armapaTHa BipTyalli3allis, [0 MoKa3aHo Ha puc. 3.
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Puc. 3. AnapatHa BipTyasi3aris

. . ]

[Tpu npoMy Benuki BeHAO0pH, Taki sk VMware, IBM it Microsoft, po3po06usitoTs ¢Boi matdop-
MU BipTyasi3allii Ha 6a31 TeXHOJIOTIH anapaTHoi BipTyanizauii Intel VT, AMD-V.

[TapaBipryanizaiis - 11e 1HIIUN NOMYISIPHUNA CIOCIO, IKUH Ma€ IeIKYy CXOXICTh 3 MOBHOIO BIp-
Tyanmizaiieto. Lleit MeTo1 BUKOPUCTOBYE TiEPBI30p YISl MOJALTY JOCTYIY JO0 OCHOBHHMX amapaTHUX
3aco0iB, ane 00'eIHy€e KOJ, 10 CTOCYEThCS BIpTyaulizallii, B O€3MOCepeHbO OTNepaliiHy CUCTEMY
[7]. MMapaBipryanizaitis po3aiise MPoOLEC 3 TOCTHOBOO ONEPAIliiHO cucTeMoto. [TapaBipTyanizaitis
BuMarae, mo6 roctroBa OC Oyna 3MiHeHa JUIs TimepBi3opa, 1 1e € HemoaikoM Metoay. OaHak, ma-
paBipTyanizailisi IpOMOHYE BUCOKY MPOJYKTUBHICTh, Maiike sIK y peaybHOi cuctemu. [Ipu npomy,
SK 1 IpHU MOBHIN BipTyasi3allii, 0JHOYaCHO MOXYTh HMIATPUMYBATHCS PI3HI ONepaliiiHi cUCTEMHU.
AJe IeBHUM HEJIOJIIKOM TapaBipTyalli3allii MOKHa BBa)kaTh OOMeXeHY KUIbKICTh MiATPUMYBAaHUX
OC. Ockinbku € HEOOXIAHICTh BHOCUTH 3MIHU B Koj simpa OC, mo HE 3aBXKIU TPEICTABISIETHCS
MO>KJIMBUM 4epe3 3akpuTicTh aeskux OC.

Bipryamizanis piBHs onepariiiHoi cuctemu. Lleit MmeTon miaTpUMye €IUHY ONepaliiHy CUCTe-
My, 110 300pakeHo Ha puc. 4. B Hail3aranpHIIIOMY BUIAJIKY - TIPOCTO 130JIF0€ HE3aJIEKHI1 BIpTyalhb-
Hi cepBepu (KOHTEWHEpH) OJMH Bia omaHOTO. /[ moaimy pecypciB OJTHOTO cepBepa MK KOHTEHHeE-
paMu, AaHa BIpTyaji3allis BUMarae BHECEHHS 3MIH B SJIpO OIepalliiiHoi cucteMu (HampukiIamd, K y
Bumnaaky 3 OpenVZ) [8]. Ilpu npoMy mepeBaroro ii € pigHa MpOAYKTHBHICTh, 0€3 «HAKIaJIHUX BH-
TpaT» Ha BIpTyaTi3allio MpUCTPOiB.

e ¥z =,
Hogartox HonaTor JdomaTor
Buaitcrmii Buaizenmi Buninenui
CepBEP cepBep CCPRED

] = .

b
( Onepanifina cHeTeMa

Obmanmanmia

o ok

Puc. 4. Bipryani3zamist piBHS onepamiiHoi CHCTEMHU

PROXMOX VE - cucrema BipTyamizalii 3 BIAKPUTUM BUXITHUM KOJOM. YTPaBIS€ThCS 3a J0-
MIOMOTOI0 BeO-iHTepdeiicy abo koMaHHOTO psiaka Linux. Moske mpalfoBaTH sk OKpema BipTyalibHa
MalllMHAa, a TaKOX 00'eJHYBaTHCS B KJIAacTep, BUKOPUCTOBYIOUM BOYIOBaHI MOXKJIMBOCTI TilepBi3o-
pa. s roctboBux OC Ha 6a3i Linux € rotoBi m1abja0HU BIpTyalbHUX MAaIIHNH, 10 3aBAaHTAXYIOTHCS
3 o¢iniitHoro caiity. PROXMOX VE € ogauM 3 Kpanux 6€3K0ITOBHUX pillIeHb I BipTyainizamii
3 BIIKPUTUM BUXITHUM KozoMm [9].
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B nanwmii gac icHye Ge3iiy MpUYMH BUKOPUCTAHHS BipTyanizanii. HaliBaXXTUBIIIO MPUYMHOIO
€, TaK 3BaHa, cepBepHa KoHcomiamis. [Ipocrinie kaxxydu, MOXKIIMBICTh BIpTyalli3yBaTu O€37i4 CHC-
TEM Ha OKpeMoMYy cepBepi. Lle Jae MOKIUBICTh OpraHizailisM 3a0MIaJUTH Ha MOTYXHOCTI, MicIi i
aJIMIHICTpYBaHHI Yepe3 HasBHICTh MEHIIOI KITbKOCTI cepBepiB. [Ipu 11boMy BaKIMBUM (PaKTOPOM €
abctparyBaHHs Bin obnannanHs. Hanpuknan, cepepa iHOII BUXOAATH 3 naay. Ilpu npomy € Mox-
JMBICTH MEPEPO3NOAUINTY HAaBAaHTAKEHHS Ha OOJiagHaHHs. BinCyTHICTD MPHB'SI3KH, 0 SKOTOCH «3a-
Ji3ay icToTHO moJernrye KUTTs [ T-Bigniny i 3HIKYE pU3UK TIPOCTOIO MiIIPUEMCTBA.

[HIma npuyrHa BUKOPUCTAHHS BIpTyali3amii moysrae B TOMy, 0 OyBae CIOYaTKy BaXXKO BU-
3HAYMTH HaBaHTAXXEHHsS Ha cepsep. [Ipu oMy mpoueaypa BipTyasi3amii migTpUMye Tak 3BaHy KH-
By Mirpamito (live migration). XXuBa mirparis go3sossie OC, sika nmepeMilaeTbcsi Ha HOBHM cepBep,
111 mogaTkam 30aMaHCyBaTH HaBAaHTAXKCHHS HA JIOCTYITHOMY 0OJIaIHaHHI.

BuxopucToByroun MOKIJIMBOCTI cydacHuXx [IK, MokHa JIerko po3ropHyTd Oyab-sIKUH BIpTya-
JBHUM cepBep HaBITh Ha TIOMAIIHbOMY KOMI'IOTEpI, a MOTIM JIETKO EPEHECTH Horo Ha iHIe o0naj-
HaHHs. BipTyanizaiis Takox BaxJIMBa JUIs pIIeHb, HEOOX1THUX po3poOHUKaM. Hampukiazd, BipTy-
ayizallisg 1I03BOJIE€ KEPYBaTH KUIbKOMA OTIEPAIIMHIMHU CUCTEMAaMH, 1 SIKIIIO OJHA 3 HUX 3a3HA€ Kpaxy
yepe3 NOMMIKH, TO TilepBI30p U 1HIII omepaliiiHi cucTeMu NpoJ0BXKYIOTh IpaioBaTi. e no3so-
JIsi€ 3pOOUTH HaJaroKEHHS sSApa CUCTEMHU MOAIOHO JI0/1aTKaM, 1110 MPU3HAYEH] ISl KOpUCTyBaya.

OpnuM 3 MeTOJIIB BipTyauizalii € koHTelHepu3auis. Konrelinepusaiis - 1e jerka BipTyaniza-
1is Ta 130JIALIS pECYpCiB Ha PIBHI OlNepaliifHoOi cucTeMu, sKa A03BOJISIE 3allyCcKaTH JA0JaToK 1 HeoO-
XUTHAM HOMYy MIHIMYM CHCTEMHHUX O010J1I0TE€K B TIOBHICTIO CTaHJIapTH30BAaHOMY KOHTEWHEpI, 110
3'€IHYIOTh 3 XOCTOM 200 YMM-HEOY b 30BHINIHIM IO BiJHOIIEHHIO IO HHOTO 3a JOMOMOTOI0 TIEBHUX
iHTepdeiiciB. KoHTeliHep He 3a1eXUTh BiJl pecypciB abo apXiTEKTypH XOCTY, Ha IKOMY BiH IpPaLo€
[10].

Bci kommoHeHTH, 10 HEOOX1H1 Ui 3alMycKy IporpaMu, YHaKOBYIOThCS SIK OJMH 0o0pa3 Ta
MOXYTb OyTH BUKOpPUCTaHI TOBTOPHO. Jl0/1TaTOK B KOHTEHHEP1 MPAITIOE B 130 1b0OBAHOMY CEPEIOBHIII
1 He BUKOPHUCTOBYE TIaM'siTh, MpoIiecop abo MCK XOCTOBOI omeparliitHoi cuctemu. Ha puc. 5 300pa-
»KeHO rpadidHe MOpIBHAHHS BipTyaizaii Ta KoHTeiHepu3ariii [11].

BIPTYAJII3ALSA KOHTEUHEPH
2 Y - Y 2
s N ~
Honarok Honarok Honaartox | logatox | Jlomatox | JlogaTox
N N W
["octhoBa OC [N'octhoBa OC P Daim
& IR ) hynkuionysanus YHKIIIOHYBAHHS
["inepsizo j
( P P \ AN
( XocT-onepaniiHa cuerema ) ( XocT-omnepaitiiiHa cucTemMa J

Puc. 5. I'pacdpigne mopiBHAHHSA BipTyaumi3allii Ta KOHTeHHepHU3aIii

B niioMy Mo’kHa BUIUTUTH HACTYIHI IepeBard BUKOPUCTAHHS BIpTyali3ailii:

1) CxopoueHHs BUTpaT Ha NMpUAOAaHHA I MIATPUMKY 0oOjagHaHHA. Y Cy4yaCHHX YMOBax Ipak-
TUYHO B KOXKHIM KOMMaHii 3aBXk/M 3HaiIeTbcs OJUH abo J1Ba cepBepa MalOTh JIEKLIbKa posie, Ha-
MIPUKJIIAJ, TOWTOBUH cepBep, (ailoBuii cepsep, cepep 6a3u naHuX i T.1. besyMoBHO, Ha oHil ¢i-
3UYHIA MallMHI MO’KHA MIAHIMATH MO KUIbKA MPOrPaMHUX KOMILJIEKCIB (CepBepiB), 110 BUKOHYIOTh
pi3HI 3aBJlaHHs. AJle 1ye yacTo OyBaloTh CHTYyallii, KoJu BcTaHOBJIEHHS HOBOro I1O Bumarae He-
3aJIe’)KHOT cepBepHOT OMHMLIL. B Takomy Bumaaky sikpas i Oyzne HeoOXiJHO BipTyajdbHA MAalIUHA 3
notpioHoro OC. Crou * MOKHA BITHECTH BUIAJIKU, KOJIH B MEpexki HEOOX1THO MaTH KilbKa He3a-
JISKHUX OJIMH BiJ] OTHOTO BIpTYyalbHUX CEpBEPIB 31 CBOIM HAOOPOM CITyk0 1 CBOIMHU XapaKTepUCTH-
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KaMH, sIKi IOBUHHI ICHYBaTH SIK HE3aJIeXKH1 BY31TH Mepexi. TurnoBuii mpukmiaj - me mocayru XOCTHH-
ry.

2) CxopoueHHst cepBepHoro napky. [lepeBara BipTyamnizaiii mossirae B ToMy, 10 MOKHA 3Hau-
HO CKOpOTUTH KUTbKICTh (pizmynmx [1K. B pe3ynbraTi MeHIIE yacy i rpoiieii BUTpayaeThecsl Ha M0-
IIyK, 3aKYHIBIIO ¥ 3aMmiHy oOnagHanHs. [Topst 3 UM CKOPOYYIOTHCS IO, 10 BUIUISIOTHCS i
3MICT cepBepHOT 0a3m.

3) Ckopouenns mrary [T-cniBpoOiTHuKiB. Ha 00cayroByBaHHsS MEHIIOT KUTBKOCTI (Di3WIHHUX
MAaIllMH MOTPIOHO MeHIIe JroAeH. 3 TOYKM 30pYy KepIiBHUITBA KOMIIaHil, CKOPOUEHHS INTATy - 1€
CKOPOYEHHSI CEPHO3HOI0 CTATTi BUTPAT MIANPHEMCTBA.

4) IIpoctoTa B 00cayroByBaHHi. J{oaTH >KOPCTKUI TUCK a00 pO3MIUPHUTH ICHYIOUNH, 301THIIU-
TH KUIBKICTH OTIEPATUBHOI MaM'ATi, BCE 1€ 3aliMae NMeBHUH Yac y pasi 3 ¢pi3munuM cepBepoM. Bink-
JIOYEHHS, Bi'€THAHHS 31 CTIMKH, MIIKITIOYEHHS HOBOTO OOJIaJHAHHS, BKIIOYEHHS - B pa3i BAKOPHUC-
TaHHs BIpTyasi3alii Bci i /1l OMYCKalOThCs, 1 Onepalist 3BOAUTHCS 10 KUIBKOX KJlallaHb MU abo
KOMaH/IaM aJIMiHicTpaTopa.

5) KnonyBanns ¥ pesepByBanns. llle onHuM rumocoM BipTyamizaiii € IpocToTa KIOHYBaHHS
BIpTyaJIbHUX MaimuH. Hampukiaz, komnaHis BigkpuBae HoBui odic. [Ipu npomy cepBepHa iHdpa-
CTPYKTYpa HEHTPAIBHOTO 0(icy cTaHIapTH30BaHa Ta SBJIsIE COOOI0 KUTbKa CEpBEPIB 3 OJIHAKOBUMU
HaJalTyBaHHAMU. Po3ropranHs Takoi IHPpacTpyKTypH 3BOJUTHCS IO IPOCTOrO KOMIIOBaHHS 00pa-
31B Ha cepBep HOBOTO 0dicy, KoH(pIrypallii MepexeBoro oOJaHaHHS 1 3MIHM HAJIAIITYBaHb B MPHK-
nmagaomy I10.

Buxopucranns BipryansHoi ATC no3Boisie moeanyBaTH nepeBaru [HTepHET-cepBiCiB 3 MpocC-
TOTOIO KiIacuyHOi TenedoHHoi cTaHiii. BipryansHi ATC Ha3uBalOTh XMapHUMH, OCKUIBKHA OCHOBHA
YyacTHHA 3aJi3a (PYHKIIOHYE Ha CTOPOHI CEepBIC-TIPOBaiiIepa, a KIIIEHT OTPUMYE MOCIYTY B YUCTOMY
Burisial. Bipryansna ATC mae 3HauHO OUIBIINY MPOMYCKHY 3/IaTHICTH 1 HISIK HE JIMITOBaHa Mo Ma-
pupyTu3anii. [i MoskHa HanamITyBaTH 3a PI3HUMU CLIEHAPIAMH.

OcnoBaumu pimenHsamu [P-tenedonii € ¢ipmosi 1 Bigkputi IP-PBX, SIP-tipoBaiinepu, a ta-
Ko BipryanbHi 1 XxmapHi ATC. Ha npaktumi HaiOutbmmmii BimcoTok 3aiiMaroTh BimkpuTi ATC.
Haii6inpin BizoMuMu 6€3KOIITOBHUMH MPOTPAMHUMHM MPOJAYKTAMHU, IO PO3MOBCIOKYIOTHCSI B BU-
X1THOMY Ko/Ii, chorofHi €: Asterisk, Yate, SipXecs, FreeSWITCH.

Jlnst BUOOpY ajeKBaTHOTO PIMIEHHS PO3MVISTHEMO JACSKI MEePCHEKTUBHI MIAXOIU 10 MOOYIOBH
xmapHoi ATC.

Asterisk sBiisie co60t1o noBHicTIO TporpaMHy ATC, 1110 mpalroe i yrpaBIiHHIM ONEparifHoT
cucteMu Linux Ta 3a0e3neuye MATPUMKY IPAKTHYHO BCIX MOMYJSIpHUX MpoTokoJiB IP-Tenedonii:
SIP, H323, SCCP, ADSI. Kpim cranmapTHuX i 3araJibHOBimoMux, Asterisk Takok Mae CBil BIIaCHHIA
npoTokoi - |AX.

[TepeBara Asterisk mossirae B ii po3mmpeHoMy (QyHKIIOHATI, B TO€IHAHHI 3 SKMM HEMa€ aHa-
JIOTIB BIAMOBIAHICTIO CTaHIapTaM. 3HAIOYM TepeBaru noaaTkiB Asterisk, ioro Bubuparots GyHaa-
MeHTOM i1 poOoTHu BipTyanbHoi ATC. Takum ynHOM, dyHKITIoHANT XMapHOi ATC sKicHO miakpin-
JICHUI HOBHMH CY4aCHUMH MOXKJIUBOCTsMHE [12].

BukopucroBytouu cucremy Asterisk, BipryansHa ATC gae MOXKIHBICTb:

— po3mictuté Ha oauH SIP-noriH KinbKa TenedoHHUX JiHi;

HaJIAIITyBaTH TOJI0OCOBE MPUBITAHHS 3a IHAMBIAYAIbHUMH CLIEHAPISIMH;
— CTBOPUTH IHTEPAKTUBHE T'0JIOCOBE MEHIO ISl 3B'13KY 3 KOMIIETEHTHUM BUIUIOM;
3ammMcyBaTH 1 MPOCIYXOBYBATH PO3MOBH a0OHEHTIB 3 BalllMMU CIIBPOOITHUKAMH,

— CTaBUTH JI3BIHKU B 4epry 1 pO3MOAUIATH iX MDK areHTaMH JUIsd IKICHOT 0OpOOKH.

PROXMOX VE niarpumye HOBITHI (pyHKIIT BipTyanizalii maMm'sTi Bii BUPOOHUKIB MPOLIECO-
piB, A7 MiHIMIi3alii 3aBaHTaXXEHHs Ipolecopa 1 JOCATHEHHS BUCOKOI MPOIMYCKHOI 3JaTHOCTI.
PROXMOX VE ycnankoBye noTyxHi (GyHKII1 ynpaBiaiHHsa naM'aTTio Bif Linux. ITam'ate BipTya-
JILHOT MaIIMHU 30epira€ThCcs Tak caMo, SIK MaM'siTh OyAb-gKoro iHmoro Linux-mporecy, i Moxe 3a-
MIHIOBaTHCS, KOTIIOBATUCS BEMKUMHU CTOPIHKAMHU JJIS M1JIBUIIEHHS MPOAYKTUBHOCTI, y3arajlbHIO-
BaTHUcCs abo 30epiratucs B (aiiiai Ha TUCKY.
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s 36epexkennss nanux PROXMOX VE moxe BUKOpHCTOBYBatH OyIb-sIKU HOCIH, MIATPH-
MyBaHuil Linux, s 30epiranas o0pa3iB BipTyaJbHUX MAIIMH, B TOMY YHCI1 JOKaJIbHI AUCKHU 3 1H-
tep¢eiicamu IDE, SCSI i SATA, Network Attached Storage (NAS), Bkmtouatoun NFS 1 SAMBA /
CIFS, a6o SAN 3 miarpumkoro iSCSI i Fibre Channel. [l mosinmieHHsT TPOMyCKHOT CITPOMOYKHO C-
Ti cucTeMu 30epiraHHs JaHUX 1 pe3epByBaHHSI MOKE€ BUKOPHCTOBYBATHCS 0arato-BBEJCHHS / BUBE-
JICHHSL.

3HOBY K TaKH, OCKUIBKH CHCTeMa BXOAMTH JI0 CKJIany siapa Linux, Moxe BUKOPHUCTOBYBATHUCS
nepeBipeHa i HajiliHa HPpacTpyKTypa 30epiraHHs JaHUX 3 MIATPUMKOIO BCIX MPOBITHUX BUPOOHU-
KiB; iioro HaOip (yHKIiil 30epiranHs nepeBipeHuii Ha 6araTboX BUPOOHMUYNX ycTaHOBKax. Cucrema
HNIATPUMYE JUHAMIYHY MIrpariro, mo MmpoAeMOHCTpOBaHO Ha puc 6. Llum 3abe3nedyeTbes MOKITH-
BICTh MEPEMIIICHHS MPAIOI0YNX BIPTYAIbHUX MAIIUH MK (DI3MUYHUMH By3/1aMu 0e3 IepepruBaHHS
o0cIryroByBaHHS.

CepBép ] (‘epélc‘p 2
PROXMOX PROXMOX

Juckose
CXOBHIIE

Puc. 6. JIlunamiuna Mirpaiisi BIpTyaJbHUX MallllH

JlunaMigHa MIrparist € mpo30poro Il KOPUCTYBaYiB: BIpTyaJlbHA MaITUHA 3JIUIIAETHCS BKITIO-
YEHOI0, MEPEeXKEBI 3'€THAHHS - aKTUBHUMHU, 1 IPU3HAYEHI1 U1 KOPUCTYBaya JI0OAATKH IPOJOBKYIOTh
MpaIloBaTH, B TOW Yac SIK BIpTyaJlbHA MalllHA MEPEMIIA€ThCS Ha HOBUMA (PI3UYHUI CepBeED.

Benuky yactuny oOnagHaHHS, 1[0 BUKOPUCTOBYETHCS B MEpeKax MOKHA 3aMIHUTH CEPBICOM,
SK1 HaJIal0Th OTepaTOpH Ta MpoBaiiiepu ab0 OPEHIO0I0 BUALUIEHOTO CEPBEDPY.

Hampuknan, opennoBana BipryanibHa ATC 3 mapamerpamu: 10 SIP-a6onentiB, 10 poboumnx
Mmicub, 1 GSM numto3 komrye B cepeanpomy 700 rpa/micsip [13]. [Iponeaypa 3 BipTyallbHEM cep-
BEPOM 3BOJIUTHLCS J0 3MIHM HaJalITyBaHb B MMAaHEN1 YIPaBJIIHHSA 1, MPU HEOOXITHOCTI, IEpe3anycKy
cepBepa. ToOTO MOKHA TOYATH 3 MIHIMAJILHUX HEOOXITHUX BUMOT 1 B MIpy MOTpeOH 301IbITyBaTH
BHKOPHCTOBYBaH1 peCypcH, MacITadyroun poooTy. SKio pecypcu OUIbI HE TOTPIOHI, BiJl HUX TaK
camo JIeTKO MO>KHA BIIMOBHUTHUCA.

®Di3uyHUN cepBEP BOJIOAIE IEBHUMH IMapaMeTpaMu 1 IS X 3MiHM MOTpiOeH yac 1 komrtu. Ha-
MIPHUKIIAJ, A7 BCTAHOBJICHHS JOJATKOBOTO MOJYJS OMEpaTHBHOI Mam'sTi MOTPIOHO BTPY4YaHHS B
poboTy cepBepa, yuM MOpPYIIyeThes Oe3nepediitHicTs poboTu. [lpu openai cepBepa BUKOPUCTOBY-
eTbest 100% Horo pecypciB - HIIKUX CYCI/IIB IO CepBEpHOMY OOJIafiHaHH1 He Oy/e.

TakuMm umHOM, TIepeBaru BUAUIEHOTO CEpBEpYy HACTYIHI: HE MOTPIOHO BUTpayaTH KOIITH Ha
npuaOaHHs cepBepiB Ta OOJIaHAHHS; MMIIKIIOUEHHS 3a JIYeH1 XBUIMHY; JOCTYIHICTh CEpBepa; Mi-
HIMaJIbH1 KOLITH Ha OPEHJy BIpTYyaJbHOIO BHALUIEHOTO cepBepa Ta OaraToKaHalIbHOTO HOMEpY; po-
3IIUPEHHS MOXKIIMBOCTEH cepBepy: THYYKOCTI 1 MPOIYCKHOI 31aTHOCTI; BUOIp MIHIMAIbHUX 3aTpH-
MOK ISl CepBepa B 3aJIeKHOCTI Bi/l pO3TallyBaHHs a0OHEHTIB.

OpeHnza BUJIUIEHOTO cepBepa Ha/la€ MOKJIMBICTH CaMOCTIHHO BUOpaTH KOH(Iryparito i mpo-
rpaMHe cepelloBHILE, B sikii Oyne po3BuBatucs ATC. Buninenuii cepsep 3 MiHIMaIbHUMHU IapaMe-
TpaMu KomTye B cepeaubomy 1000 rpa/micsus [14].
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BipryanpHa MammHa mpaiioe HE3aJIeKHO B HIIMX, PO3TAIIOBAaHMX 3 HEIO HA OJHIA XOCT-
MmaruHi. [{e o3Hadae, mo 361l B poOOTI OHOTO cepBepa He BILUIMBAE HA (PYHKIIIOHYBAHHS CYCiJIiB.

PosrnsinemMo koHIrypaiiro HaJlalITyBaHHS CEPeJOBHINA BipTyaiisamii Ha mpukiani Asterisk.
Haxmanni Butpat Ha crBopenHs konTteinepiB LXC minst ATC Asterisk, myxe HeBenuki, 1 HIIO He
3aBaykae€ 3aIycKaTu iX COTHAMH abo TucsyaMu. Lle HEeMOXKIIMBO MPU BUKOPUCTaHHI TOBHOLIIHHOT Bi-
pryanizanii. [Ipu ctBopenni konteitnepa LXC st Asterisk, TpeGa BU3HAUNTH OCHOBHI MapaMeTpu:
iM'sl KOHTeHHepa, KUIBKICTh siiep mpolecopa, oOcsAr omepaTHBHOI mam'sTi, o0pa3 CHUCTeMHU Ui
Asterisk, po3mip nucka, aapecy Mepexi.

Bcei i mapamerpu, 3a gonomororo POST 3anuty mepenaroThCs B BiINOBIIHUN MPOIEC, IO
MPOJIEMOHCTPOBaHO Ha puc 7. [Iporec 3amyckae yTumiTy, siKka CTBOPIOE KOHTEHHEp, ab0 BUIAE IMO-
MUJIKY, SIKIIO SIKICh TTapaMeTpH BKa3aHi HEBIPHO.

Cropennsg
KOHTEHHEepa 11
Asterisk

.

Orpumanis
napamerpis

g

( [ninianizanis )[:1

U

( 3aryck nponecy )

4 I

o

( 3aBeplueHHA ) ( [omunka )

Puc. 7. Cxema cTBopeHHs KoHTeitHepa aist Asterisk

Jlnst po3poOku cxemu [P-Tenedonii BUKOpUCTOBYBaIacs CTaHAapTHA cxema MoOyI0BH 10Ii0-
HUX TeleQOHHUX CHUCTEM, B SIKill 3aCTOCOBaHO icHyrouy IP-mepexy, 110 BUKIIIOYAE 3aKyIIBIIIO J0-
JATKOBOTO MepexeBoro oOmagHaHHsa. KpiMm Toro, s yHUKHEHHs MpoOjeM 3 MacimTaOyBaHHIM
MIPOEKTY, HEOOXTHUI Mepexi 3 TPU3HAYHOTO HOMEPHOTO IJIaHy Ha YOTUPHU3HAUYHUU TuiaH. Cxemy
peanizanii cepenopuia Bipryanizamii PROXMOX mis BipryanbHoi ATC Asterisk 300pakeHo Ha
puc. 8.

Jani, HeoOX1THO BU3HAYUTHCS 3 yHiiKaIiero obnaaHaHHs, sike Oyae 3aiicHIOBaTH POOOTY BCi-
€1 mepexi. CepBep 3 MOTYKHOCTSIMHU, JOCTaTHIMH JUIsl OpraHizaiii MiAKIIOUEHHS BCIX KOPHUCTY-
BauiB, B pa3i Mepexoay Ha ONTOBOJIOKOHHUU 3B'I30K. Y TaKOMy BUMNAJKY Mpomajae HEOOXiTHICTh
BCTAQHOBJIIOBATH CepBepa i BingalieHux AUISHOK. CHCTeMHI BUMOTH JJsi CEpBEpa B TaKOMY
BUNAAKY OynyTh HacTynHuUMHM: npouecop Xeon E3-1220, mam’ate 1Gb DDR3 RAM, mepexa 3i
mBuakictio 200 Moit/c.
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Node 1 Er\'nde 2

Puc. 8. Mozens HajamTyBaHHs CepeIOBUILA BipTyasi3alii

Node 3

VY po06oTi MpOBEIEHO MOCTIHKEHHS, sIKE 3'ICy€, HACKUTBKM MOYKHA TIPOBECTH €KOHOMIIO OTepa-
THUBHOI MaM'sIT1 y XOCT-CUCTEMI Y pa3l BUKOPUCTAHHS KOHTEHHEPHOI BipTyasi3alii y MOpiBHSIHHI 3
TiMnepBi30pHOI0. Y SAKOCTI HABAHTAXKEHHS HA CEpPBEpP, HA IKOMY OYIyTh MpaIfoBaTH BIPTyaabHI Ma-
IIWHU, B3STO TPOIEAYPY BCTAHOBJIECHHS omepaniiHoi cuctemu. L mpouemypa 3asie Bigpa3y Bci
BUJIU PECYPCIB i CYMPOBOKYETHCS BUCOKHM MPOLECOPHUM HABAHTAKEHHSIM, BEJIMKUM CIO>KHUBaH-
HaMm OIl, 1HTEHCUBHOIO POOOTOIO 13 30BHIIIHIMU MPHUCTPOSMH Ta, IO YK€ BaKJIUBO, AKTUBHOIO
po0OOTOIO 3 HAKOMMMYYBAa4YeM Ha MAarHiTHUX JMCKax (SIK MPaBWJIO, 1€ BIPTyaJibHI HAKOMMUYYBadi, sIK
BUKOPHUCTOBYIOTbCS (alian XocT-cucTeMu). [Ipu I11bOMy MIITOTOBJIIEHO CEpPBEpPH, BCTAHOBIICHO
VirtualBox juis cepBepa, Ha IKOMY BUKOPHCTOBYETHCS TIIEpBI3OpHAs BipTyaulizallis, a 11 cepBepa
3 KOHTEHHEPHOIO BipTyari3aiiio - mporpamue 3ade3nedeHHs Docker [15].

PosrisiHemMo [0OCTIDKEHHS 3 OJHIEI0 BIPTYadbHOK MAIIMHOIO Ta OJHUM KOHTEHMHEpPOM 3 OJHI-
€10 BIPTYaJIbHOIO MalINHO0. JloCTiKEHHS POBEICHO Y /IBa €TaIlu:

- Ha MepIIOMY eTalli MPOaHaIi30BaHO HABAHTAXXEHHSI Ha ONEPATUBHY MaM'sITh 3 OJIHUM KOHTE M-
HepoM (Tab:. 1) Ta 3 0JiHI€IO BIpTYaIbHOO MAIIMHOO (TabII. 2).

Tabmums 1
Yac, ¢ 0 100 150 200 400 450 700 750
HapanTaxenns Ha OIl, % 0,2 0,4 1,4 1,5 1,5 3,7 3,7 0,2
Tabmumsa 2
Yac, ¢ 0 100 150 200 400 450 550
HapanTaxxenns na OIl, % 0,5 1,7 1,7 1,7 43 4,3 0,5

- Ha JIpyromy eTari npoaHainizoBaHo HaBaHTakeHHA Ha CPU 3 ogHuM KoHTeiHepoM (Tab:. 3)
Ta 3 OJIHI€I0 BIPTYaJIbHOIO MAIIMHOIO (Tab. 4).

Tabmuusa 3
Yac, ¢ 0 100 150 200 400 450 700 750
HapanTaxeunus na CPU, % 0 15 6,5 6,5 8,5 8,5 8 0,5
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Tabmuisg 4

Yac, ¢ 0 100 150 200 400 450 550

HapauTaxeunus na CPU, % 0,5 7,5 8,2 8,5 8,5 8,5 0,5

Amnani3 nmokasye, 1o 3BHYaiiHa BipTyalbHa MalllMHA MPALIOE BU/IIIE, HDK aHAJOTIYHA Y KOH-
TeiHepi, CIIOKUBAIOYH TIPH IIbOMY OiTbIlIe 00YMCIIOBATBHUX pecypciB. KoHTeliHep mokazaB MeHIIe
CIIOYKUBAHHS PeCcypciB, ajie OUTbII TpuBalry podoTy. OHAK TOMITHO, 10 TICIs a3y po3maKyBaHHS
¢aiuriB 3 00pa3y HaBaHTAKEHHS 3pocTae MpuOIM3HO B 2 pa3u. lle xapakrepusye mporec BCTaHOB-
JICHHS OTEPAIiifHOT CUCTEMH 1 € OCHOBHUM TikoM HaBaHTakeHHsS Ha OIl. Takum unHOM, TOOYIOBA
(cxiIamaHHs) CHCTEMH 3 JABIHKOBHX (haililiB BUMArae iCTOTHO OUTbIIIEe pecypciB, HDK MiATOTOBKA IIUX
Gaiinis.

o crocyerscst HaBaHTaxkeHHst Ha CPU, To mOMiTHO, 110 BipTyajibHA MallMHA OUTBII BUMOT-
nuBa, il MOTPiOHO OLTBIIIE OOYMCITIOBAILHOT MOTYXKHOCTI. AJie B MacmTabax cepBepa Iie He Tak
3HAYHO, AKIO aHAJI3YEThCS OJHA BIpTyalbHa MalllMHa.

Posrisinemo y3arajibHeHe JOCHIKEHHSI [P 3aIlyCKy JECSITH BIpTyaJbHUX MAIIMH HA OJHOMY
cepBepl Ta JecATU KOHTeHHepiB. Y Tabi. 5 moka3aHo HaBaHTakeHHs Ha OII Big wacy. ¥ Tabmn. 6
nokazano HaaHTakeHHs Ha CPU Bix yacy.

Tabmumsa 5
Yac, ¢ 0 250 2000 2500 4000 4500
Hasanraxenns na OIl, % 0 15 15 37 37 1
Tabmumsa 6
Yac, ¢ 0 250 2000 2500 4000 4500
HapanTaxenuns na CPU, % 0 50 17 17 20 5

31 30UTBIICHHSM KUTBKOCT1 OJMHUIH BIPTyaJIbHUX MAIllMH 1 KOHTEHHEPIB oTpeda B pecypcax
3pocTae 0JHAKOBO, TOOTO 3aJIEKHICTh BUTPATH PECYPCIB BIAHOCHO OJIMH OJTHOTO 30epiraeThes. Yac
BHKOHAHHS BCIX OTEpalliid TaKoX 3pOCTaE, aje 3 pi3sHOI IHTCHCUBHICTIO.

Taxkum 4rHOM, KOHTEHHEpHA BIpTYyatizailis € OUTbI e()eKTHBHOIO B IIJIaHI BUTPATH MaM'sTi, ajie
BTpayae y MIBUAKOJII Yepe3 101aTKOB1 BUTpaTH Ha 0O0uucieHHs aapec. Konteitnepu, y cBoto uepry,
HaBIIaKH, € BIpTyasi3alli€lo Ha piBHI OnepaliiHoi CHCTEMH. A IIe BJK€ Ma€ Ha yBa3si, 10 € TOCTbOBA
omeparliifHa CUCTeMa, siKa BUKOPUCTYE T€ came sAapo, mo i xocroBa OC. Takuii miaxia Ja€ KOHTEH-
HepaM BEJIMKY IIepeBary: BOHM MOXYTb OyTH MEHIITUMH 1 KOMITAKTHIIIUMH 32 TIIepBI30pHI TOCTHOBI
CEPENIOBHINA, OCKUIPKA Y HUX 3 XOCTOM Ha0araToro OUIbIIE 3arajlbHUX MPOIECIB, HDK Y BIpTyallb-
HUX MaIlUH.

JlocmikeHHsl TOKa3aly, 10 IpU BUKOPUCTaHHI KOHTEHHEPIB Ta MPOTpaMHOro 3abe3rneueHHs
Docker mpu opranizaiii k1acTrepHiuX 00YUCIIeHb HE TUIbKU BUPIIICHO MPpoOJeMy 130111 BipTyaib-
HUX MaIIMH 1 MEpPEeX OJHOTO BIIAANIEHOTO KOPUCTYBaya BiJ 1HIIOTO, aje i OTpUMaHO BUTpall Y
IIBHJIKOCTI 00uncienp i Butpartax OIl.

Bucnosxu

IToxazaHo ocHoBHi BUroau xMapaux ATC npu BUCOKOMY piBHI TEXHOJIOTTYHOCTI Ta BITHOCHIH
nenieBu3Hi B mopiBHsAHHI 3 Ki1acuuHumMu ATC.

Ha npuknani mozenelt BipTyanizalii IpoBeAEHO aHali3 METOAIB BipTyainisalii, sKi OpraHizoBa-
HO 4Yepe3 pi3Hi piBHI aOcTpakiii. JloBeeHO mepeBard BUKOPUCTAHHS BipTyasizallii B 3aJ€KHOCTI
BiJl BUTpAT Ha NpuI0aHHSA W MIITPUMKY 0OJaJHAHHS, 3MEHIIEHHS KUIBKOCTI CepBEpHOro o0naj-
HaHHs, CKOPOYEHHS IITaTy CHIBPOOITHUKIB, IPOCTOTH B OOCIYroBYBaHHI, pe3epBYBaHHI, a TaKOX
BiJ] HAJIAIITYBAaHHS 32 PI3HUMH CLIEHAPIIMH.
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Ha npuknani 6e3K0MITOBHOTO MPOTrPaMHOTO MPOAYKTy Asterisk, mepeBara sSIKOro B pO3IIHMpe-
HOMY (hyHKITIOHAII, po3riisgHyTO pimeHHs g nooynosu xmapHoi ATC. [TokazaHo nporiec 3amycKy
CTBOpEeHHs1 KoHTeiHepy st Asterisk. Hamano mopmens peanizamii cepenoBuia BipTyamizamii
PROXMOX mis BipryansHoi ATC Asterisk.

[IpoBeneHo mOCHiKEHHS JUIsl OLIHKKA KOHTEHHEPHOI Ta rimepBi3opHoi BipTyanizamiid. Jlocmi-
JDKEHHS TI0Ka3aJio, MI0 XO04Ya CHOXKMUBAHHS OOYMCIIOBATBHHUX PECYPCIiB 30UTBIIYETHCS MPAKTUIHO
OJTHAKOBO 31 30UIBIIEHHSIM KUTBKOCTI BUKOPUCTOBYBAaHUX KOHTEHHEPIB Ta BIPTYaIIbHUX MAIIHH, KO-
HTEHHEPH CIIOKMBAIOTh MEHIIE pecypciB. TpHUBaicTh BUKOHAHHS OOUYMCIIEHB 3pOCTAa€ MPHOINU3HO
OJTHAKOBO, 1 TYT BUTPAIOTh KOHTEHHEPH, TOMY IIO BiIIpPalbOBYIOTh NIBU/IIEC 3BUYAHUX BipTyalb-
HUX MamuH. 71 TpoEKTyBaHHS KJIACTEPHOI CHCTEMH el KpUTEpil € ayxe BaXIuBUM. OCKUIBKH
BUKOPHCTOBYBaHI BCEepeIMHI KOHTEHHEpIB BIpTyaslbHI MAamIMHU OE3MEYHO i30JIbOBaHI, TO 1€ /A€
MO>KJIMBICTB MPALIOBATH OKPEMO 1 HisIK HE IEPETUHATHUCS B MPOLIECi BUKOHAHHS 3aBJIaHb Ta MPOIIe-
CiB.
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PHYSICS OF DEVICES, ELEMENTS AND SYSTEMS
PI3UKA IMTPUJIAAIB, EIEMEHTIB I CUCTEM

V]IK 621.382.232 DOI:10.30837/rt.2022.1.208.07
K.C. A[VH

BILIUB CTPYKTYPU AKTUBHOI OBJIACTI PE3OHAHCHO-TYHEJIBHOI'O JIIOAY
HA KPUTUYHI TOUKH MOT' O BOJIbT-AMIIEPHOI XAPAKTEPUCTUKH

Beryn Ta noctaHoBKa 3aB1aHHSA

Pe3zoHaHCHO-TyHEINBHI JIIOJM CTAaHOBIISATH BEIMKUN IHTEPEC IS CTBOPEHHS BUCOKOIIBHIKICHUX
MpUJIaJIB TeparepoBoro jaiarna3oHy Ta HU(POBUX MPUCTPOIB 3 HACOM MEPEMHUKAHHS OJIN3BKO 10
C 1 MEHIIE, 32 PaxyHOK HaIliBIIPOBIIHUKOBUX HAaHOPO3MIPHMX TeTepO CTPYKTYp, SAKi MarTh N-
oAI0Hy BOJBT-aMIIEpHY XapakTepucTtuky (BAX) 3 AUISHKOIO HEraTWBHOTO AMQEpPEeHIIaTbHOTO
OTIOpPY Ta MAJIOK THEPI[IHICTIO MPOIIECY TYHEIIOBAHHS (TPUBATICTD MPOIIECY MA€E TOPSIOK 10" c).
TIpakTHYHY peanizamilo Pe30HAHCHO-TYHENbHOTo miomy y 1963 poui saiiicaus JI.B. Morances,
KW 3alpoTIOHyBaB BUKOPUCTOBYBATH €(EKT pPE30HAHCHOTO TYHENIOBAHHS EJIEKTPOHIB Y
0araTomrapoBUX TOHKOIUTIBKOBHUX CTPYKTYypax MeETal-TieNeKTPUK Ui CTBOPEHHS EJIEKTPOHHHX
iHTephepoMeTpiB, TOHKOIUTIBKOBUX J10/IIB, TPpioAiB Tomio [1].

CydacHa mepemoBa iH(popMalliiHa TEXHOJIOTIS, B OCHOBHOMY, IIOB’s3aHa 3 EJIEKTPOHHUM
MPEACTABICHHSIM Ta OOpOOKOI0 i1H(OpMAIli HETOPOTHM, MIBHIAKICHUM, YK€ KOMIIAKTHHUM Ta
BHCOKOHAQIIMHUM CIIOCOOOM, caMe TOMY MOIIYKH Ta JOCSATHEHHS MOCTIMHOI MiHIaTIOpH3alii Ta
IHTerpalii eJ1eKTPOHIKU € KII0YEM JI0 YCIIXy KOMIT'FOTEPHOI IHAYCTPIi Ta KOMIT'FOTEPHUX MPOTpaMm.
Posmupena wmynbTuMeniiiHa 1HQpacTpykTypa Ta TMOCIYrd B MailOyTHbOMY BHMaraTuMyTh
MOJAIBIIOTO  3MEHIIEHHS po3Mipy Mikpocxemu. IllimpHiCTE MiKpocxeM, mpeacTaBlieHa
TEXHOJIOTIEI0 TaM’sATi, BIAMOBiZae 3akoHy Mypa 1 NMpUOJM3HO TOJBOIOETHCS KOXKHI JBa POKH
MPOTATOM OCTaHHIX TPhOX MJECATHIITh. Y TOM dYac sIK 3MEHIICHHS MaciTady 3BHYalHUX
TPAH3UCTOPIB Ma€ BUHATKOBO HIBHUIKY €BOJIIOI[IIO, PEBOJIFOIIMHI KOHIIEMII MPUCTPOIB aKTHUBHO
JOCITIKYIOTBCSI, OCOOJIMBO B JBOX CYMDKHHUX 0O0JIACTSIX, BIJOMHUX SIK HAaHOGJEKTPOHIKA Ta €WHA
eJeKTpoHiKa [2].

Jlobpe BioMoO, 110 KOJU PO3MIp CHUCTEMH CTa€ MOPIBHIHHUM 3 JOBKHHOIO XBHJII €JIE€KTPOHA,
JOMIHYIOUMMH CTalOTh KBaHTOB1 edekTu. Lle BinOyBaeThcs, KOJIU TPAaH3UCTOPHU 3MEHIIYIOThCA, a iX
XapaKTepH1 PO3MIpU JIOCITal0Th HAHOMETPOBOTO J1ama3oHy, 1[0 MPHU3BOJAUTH 10 HOBUX SIBHII 1
MOXJIMBUX HOBHUX TMPUCTPOiB, 3aCHOBAHUX HA KBAaHTOBUX TYyHENbHUX MexaHi3Max. [I[o6
HaHOEJIEKTPOHIKa CTajla PEAIbHICTIO, B)KJIUBO, 1100 HOB1 MPUCTPOT Ta CXeMH OyJIM BUTOTOBJICHI 3
HAaHOMETPOBOIO TOYHICTIO, & TAKOK HEOOX1THO BMITH TOYHO IIPOEKTYBAaTU MPHUCTPOi Ta cxemu. Lle
MPU3BEIO JO MakcuMmizamii JOCHITHUIBKUX 3YyCHJIb 1 JOCSATHEHb Y TPbOX 0O0MacTsX:
HaHO(abOpuKalriss, KBAHTOBE MOJICIIFOBAHHS Ta IHHOBAIIIT CXEM.

[TocTiiiHi 3ycHiis 11010 KBAHTOBOTO TPAHCHIOPTHOTO MOJIEIIOBAHHS PE30HAHCHO-TYHEJIBHOTO
J0/Ty MOTHBYIOTHCSI HEOOXITHICTIO 3pO3YMITH POOOTY MPUCTPOIO Ta 3a0€3MEUNUTH MEPBUHHUN TECT
I PO3POOKU TEOPETHMUYHUX IHCTPYMEHTIB AJIi HAHOENEKTPOHHUX MpUCTpoiB. He nuBHO, mo 1e
CWJIBHO BIPI3HSAETHCS BiJl TPAAUIIIHHOTO MOJICIIOBAHHS MPHUCTPOiB. bimbie Toro, me nae ImiHHI
3HaHHS MPO KBAaHTOBI AaCMEKTH TPAHCIOPTY EJEKTPOHIB y Me30CKOMmiuHuX cucremax. Jloci
3aNUIIAE€THCA CKJIATHUM 3aBIAHHSAM TOYHO TMepel0auuTd BOJBT-aMIEpPHI XapaKTePUCTUKU
HaHOEJIEKTPOHHUX IIPUCTPOIB, TakuxX sk PT/I.

Cepel 4MCIIEHHUX HAHOEJIEKTPOHHUX IPHUCTPOiB, 3aMPONOHOBAHMUX 1 MPOJEMOHCTPOBAHHUX,
PTM €, MaOyTh, HallMepCreKTUBHIIINM KaHIUAATOM JUIs 3aCTOCYBaHHS LIU(PPOBUX CXEM 3aBISIKH
CBOill XapaKTepUCTHIIl HETraTUBHOTO AU(EPEHLIaIbHOTO OMOpPY, MPOCTOTI KOHCTPYKIIi, BIAHOCHIN
MPOCTOTI BUTOTOBJIEHHS, BUCOKIH HIBUAKOCTI, THYYKOCT] Ta YHIBEPCAIbHOCTI.

AHaJi3 ocTtaHHiX AociailkeHb i myOaikaniii. 3a ocTaHHI JABa MECATHIITTSA AOCTIIKEHHIO
PE30HAHCHUX TYHENbHUX MIOAIB NPUAULUIM BEIMKY yBary 4YHMajo sK BITYM3HSHUX Tak 1
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3apyODKHUX BYCHHX. JHAUHUX JOCSATHEHB OYJIO JOCSITHYTO 3 TOYKH 30py (izuku npuctpois PT/I,
MOJICJTIOBAaHHSA, TEXHOJIOTii BHUTOTOBJIEHHS, a TaKOX pPO3pOOKM cxeM 1 3actocyBaHb. PTJ[ Oys
IIMPOKO BUBUYEHHH, 1 OyJI0 HAMCAHO MOHAA THCAYY HAYKOBHX POOIT 100 Pi3HUX ACHEKTIB LHOTO
npuctpoto. IIpore, yn 3Haiimyrs PT/] cBiii muisx 10 OCHOBHOI €JEKTPOHIKM B MailOyTHbOMY,
3aJIMIIAETHCSA HE3pO3yMUTUM. JlOCIiKEHHS TPUBAIOTH 1 B IETKUX 00JaCTAX TyXKe aKTUBHI.

Tak, A.O. CemenoB [3] po3poOuB GaraTo4acTOTHHI T€HEPATOp KBA3IMEPiOAWYHUX KOJIHWBAHB
3a merogoM Bam gep Ilonast Ha OCHOBI TOJBOBOI TPAH3UCTOPHOI CTPYKTYPH 3 BiJ €MHUM
mQepeHIitHIM OIIOPOM.

O.B. Ocamuyk, B.C. Ocamuyk ta f.0. Ocamuyk [4] mpoBeiu MOCHTIIKEHHS pPEaKTUBHHX
BJIACTUBOCTEH TYHEJIBHO-PE30HAHCHOTO JioJa. ABTOpaMH JOBEIEHO, MO0 PE30HAHCHO-TYHENbHI
IioaM MO’KHAa BUKOPUCTOBYBATH SIK PEryJIbOBaHI €MHICHI Ta IHAYKTHBHI €JIEMEHTH, MPHYOMY iX
TOOPOTHICTH MOXHA PETYIIOBATH 332 PAXyHOK BiJI’€MHOTO AU(EPEHIIITHOTO OMOpy B iHTEpBAIax Bij
100 1 6unb1E.

VY [5] aBTOpOM 3iiicHEHO PO3pPOOKY Ta MPOJEMOHCTPOBAHO 3aCTOCYBaHHS (HOPMaIi30BaHOTO
miaxoay (Ha OCHOBI MOAM(IKOBAaHOTO METOJy HepeBaily Ta (opmalli3aMy MaTpulll pO3CIIOBaHHS),
IUTSL TOCITI/PKEHHS TMHAMIYHUX XapaKTePUCTUK KBAHTOBHX CHCTEM.

€. B. Manuii [6] gocniauB BIacTUBOCTI AE(PEKTIB CTPYKTYpH y docdiai rajiiro Ta iXHiil BIUIUB
Ha MapaMeTpu CBITJIO MIOAIB. ABTOPOM 3a3HAuU€HO, IIO IS JIO/dIB, OMPOMIHEHWX HEUTPOHAMH,
Koe(ilI€HT MOIIKOKYBAHOCT1 HOCIiB CTpyMy € QYHKIII€I0 TeMIIEpaTypy BUMIPIOBAHHS 1 MPOSBIISE
TEH/ICHI[IF0 JI0 3pOCTaHHS TpPH OXOJIO/UKeHHI. O4YeBHIHO, IO Taka MoBemiHKa kn 3ymoBieHa
TEMIEpaTypHOIO 3MIHOIO MoJIoKeHHs piBHA Pepmi — 3MmimeHHs Er no cepeaunn Eg aktuBizye
BITUB KOMITIEHCAIll aKIIEITOPHUMHU LIEHTPaMH €JIEeKTPONPOBIAHOCTI NOOIACTI Ta JOHOPHUMH — P-
obmacTi.

I3 3apyObKHHX aBTOpIB BapTo Bim3HauuTh Taki pobotu sik: Huang, Keh-Ching [7], Ortega-
Piwonka, Ignacio & Piro, Oreste & Figueiredo, Jos¢ & Romeira, Bruno & Javaloyes, Julien [8],
Halimatus Saadiah, Warsuzarina Mat Jubadi, Nabihah Ahmad and M. Hairol Jabbar [9], Khanna,
Vinod [10], Jian Pind Sun, George J. Haddad, Pinaki Mazumder and Joel N. Schulman [11],
Feiginov, Michael [12], Bhukya, Revathi & Hampika, Gorla & Guduri, Manisha [13], Awan, Jram
Taj [14], Cimbri, Davide & Wasige, E. [15] Ta ixmri.

[IpoTe, BpaxoByrouH omucaHi HayKOBI HAOYTKH, 3a TEMOIO, MATAHHS MOAMQIKaIii aKTUBHOL
rajxy3l pe30HAaHCHO-TYHEJBHOTO [i0Jla 3aJMINAEThCA BIAKPUTUM Ta TMOTPeOye AETAIbHOTO
OTIPALIOBAHHS.

IlocTanoBka 3aBaaHHs. JloCcHimuTH BIUIMB CTPYKTYpU akTHBHOI oOmacti PT/] Ha xputhuHi
TOYKH HOro BOJBT-aMIIEPHOI XapaKTePUCTUKH (CTpyMH Ta Hampyru miky i ponuHu BAX), Ta ii
TeMIEePaTypHY CTaOUIbHICTb.

BuxkJjaneHHss 0oCHOBHOTo marepiany aociimkennsi. OcHoBHa koHpirypaiis npuctporo PT/I
SBJIsIE COO0I0 CTPYKTYpPYy KBAHTOBOI SIMH 3 TOJBIMHMM Oap'epoM HAHOMETPOBHX PO3MIpPIB, MO
BKJIFOYAE JIBA KOHTAKTH, SIK MOKa3aHo Ha puc. 1, ae obmacti I, I 1 VI, VII € cunpHO neroBaHuMu
KOHTaKTaM{, BHUTOTOBJICHUMH 3 HAaIIBIIPOBIIHMKA 3 BIIHOCHO MaJol0 3a00POHEHOI0 30HOIO,
Hanpukiaa, GaAs.

i mapu mictate emirep i konekTop BianosigHo. O6macti III 1 V € kBanToBUMHE Oap'epamu,
BUTOTOBJICHUMH 3 HAIMIBIPOBIAHUKA 3 BIIHOCHO OUIBIIOI 3a00pPOHEHOI0 30HOI, HAMPHKIAT,
AlGaAs, i, 30kpeMa, 3 MO3UTHBHUM 3MIIIEHHSAM 30HHU IPOBIIHOCTI BITHOCHO HAITIBIPOBITHUKA 3
MEHIIOI 3a00poHeHor0 30HOW. O6macts IV Mik aBoma Oap’epaMu — 1€ KBAHTOBa siMa, 3HOBY
3po0iieHa 3 HAIIBIOPOBIAHUWKA 3 MEHIIOI 3a00pOHEHOI0 30HOK0. [HOII HOro TakoXX Ha3WUBaIOTh
0a3010, HE3aJEKHO BiJl TOTO, YU CHpPaBIi ICHYye eNeKTpUYHMHA KOHTakT. CTpyKTypa MOKazaHa B
TepMiHaX 3aJIeKHOCTI €Heprii eJeKTPOHIB BiJ BIACTaHI M 3MIIEHHSIM, OCKUIbKH I[IKABUTh MPOLEC
TPAaHCIOPTYBaHHs €JEKTPOHIB, SIKUH, MO0 CYTi, € PyXOM €JIEKTPOHIB y MeKax IMEeBHOI CTPYKTYypH
€HEepreTUYHOr0 Jiana3oHy MiJ i€l NPUKIAJAEHUX Hampyr 3MmimeHHs. OCKUIBKM XapakTepHi
pPO3MIpH CTPYKTYpH KBAHTOBOI SIMM 3 MOJBIHHUM Oap'epoM MOpPIBHAHI 3 JOBKMHAMHU XBHJIb
€JIEKTPOHIB, XBHJIbOBA MPHUPOJA ENEKTPOHIB MPHU3BOJUTH [0 TaKUX KBAaHTOBHUX SBHII, $K
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iHTEepQepeHIIis, TYHEeIIOBaHHs, KBAHTYBaHHS €HEpTii Tommo. B pe3ynbraTi B CTPYKTypax KBaHTOBOT
SIMU 3 MOJIBIHHUM 0ap'epOoM BUHHMKAIOTh PE30OHAHCHI SBUIA TYHEIIOBAHHS, SKi yTBOPIOIOTH OCHOBY
s podotu PT/,

_____________ Ey
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Puc. 1. Koudirypartisi pe30HaHCHO-TYHEJILHOTO J1i0/1a

OcnoBHa ctpyktypa PT/I, mokasana Ha puc. 1, Moke mMaTu Oarato Bapiaiiii 3 TOYKH 30py
npodUTI0 MOTEHIIANy (€HEPreTUYHOTO), SIKU BU3HAYAETHCS HacamIepe] KOHKPETHOI CHCTEMOIO
MaTtepiaiiB, 0 BUKOPUCTOBYIOTHCS.

CriekTp eneKkTpoHiB B 061acTi I, kepoBaHW HANPYro0 3MIIICHHS, MPUKIIAIEHOIO 0 KOHTAKTIB
PT/l, mo mamae Ha CTPYKTYpy KBaHTOBOI SIMH 3 MOJBIMHMM Oap'epom, TOKazaHy Ha pwuc. 1.
BBaxaeThcs, 10 E€ICKTPOHHHWMA CIEKTP PO3IMOAUICHUNA IO €HEprii BiAMOBITHO JO CTATUCTHKU
®epmi—/lipaka. KoHTakTh 3a3BWYail CHJIBHO JieroBaHi, 100 3a0€3MEeYUTH HU3BKUNA OMIUYHUN
KOHTAKT 1 BUCOKY IIUIbHICTH CTpyMy. Bukopucranus posnoaury @epmi nependavae, mo eIeKTPOHH
B oOmacti | mepeOyBaroTh y TEIJIOBIH pPIBHOBa3l 4Yepe3 B3aEMOIII0 MDK €JICKTpOHAMHU Ta iX
OTOYEHHSM B 00macti KoHTakTy . Te came nmpumymieHHs 3po6ieHo s oonacti konTakty VII.

baratopazoBe BinmoOpa)keHHS BUKIUKA€E JECTPYKTHBHI a00 KOHCTPYKTHBHI MEPElIKOIu
3aJICKHO BiJl TOBKMHHU XBHJII KOHKPETHOTO €JeKTpoHa. [IJis €JIeKTPOHIB i3 NEBHOK JIOBXHHOIO
XBHWJII, IO CIPHUSi€ KOHCTPYKTUBHIN iHTepdepeHilii, HMOBIpHICTh Nepeaadi, OJU3bKa 10 OJUHUII,
MO>Ke OyTH 3HaliJICHa P CHEPTisX, [0 BIAMOBIIAIOTh UM JIOBXXKUHAM XBWJIb. [lepmuii mporec, 11e
mporec 30iry pe30HaHCHOI €Heprii 3 OCHOBHOIO. Y TpolLeci 2 eNeKTPOH CII0YaTKY PO3CIIOETHCS Ha
€HepreTHYHOMY PiBHI B IIapi HAKOMUYEHHS eMirepa, SKUil € JBOBUMIPHOIO MOTEHIIIHHOIO SMOIO B
obmacri II. TloTiM BiH MOXe MOTTUHATH (POHOH 1 MOCIIZOBHO TYHEIIOBAaTH 4yepe3 PEe30HAHCHUM
piBeHb. AHAJIOTIYHO, B MpoLEeci 3 eNeKTPOH 3 MOYAaTKOBOK EHEPri€l0 MOXe B3aEMOMISITH 3
BiOpalli€lo pelliTKd, BUMyCKalouu (OHOH, a moTiM TyHemoBatu uepe3 Ey. 3 iHmoro Ooky,
€JIEKTPOHHU 3 JOCTaTHbO BUCOKHMH eHepriimMu (Hampuknaa, E,) mMoxyTs momonmatu Oap'epu 3a
JI0NIOMOT'0}0 TEPMOEJIEKTPOHHOI eMicii, Ha sIKy Bka3ye npouec 4. [Tagaroui eneKTpoHH TaKOX MaroTh
KIHIEBY, ajleé Maly HMOBIPHICTh TyHEIIOBaHHS Yepe3 HEPE30HAHCHI Jllala30HU eHeprill, 110 JIexaThb
MDK pe30HaHCaMH.
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®i3uuHi mporecu, sAKi 6epyTh ydactb y po6oti PTJI, HacnpaBai HabaraTo CKiamHimIi, HDK
MOTIEPE/HIM TPOCTUH OMKUC, 1 0COOIMBO YCKIIAHEHI B3aEMOJIEI0 EIEKTPOHA 3 HOTO CepeIOBUILEM.
[epmr 3a Bce, €1EKTPOHM OOMIHIOIOTHCS YAaCTHHKAMHM Ta €HEPTi€l0 3 CHUCTEMOIO, sIKa 3aCTOCOBYE
Hanpyry 3MIMEHHs, 110 POOUTh MPHUCTPIA BIIKPUTHM JJsl 30BHINIHHOTO CEPENOBHINA 1 IYyXKe
BIJIPI3HAETHCS B 130JbOBAHOT KBAaHTOBOI cuctemu. binmbiie Toro, enekrponu B cTpykrypi PT]]
MalOTh B3a€EMOJII0 3 BiOpali€l0 pemnriTky, IOMIIIKaMH HEPIBHOCTI, HIOPCTKOCTI po3AiTy i
PI3HOPIHOCTI CIIaBy, a TAKOX B3aeMOIii MK co00r0. Ha XBHIIbOBII KapTHHI Nalatoua eIeKTPOHHA
XBWIS PO3CIIOETHCS HE TUTbKH TPO(dUIeM TOTEHIIaTy TeTepOCTPYKTYpPH, ale W MOTCHINaTaMu
pO3CitOBaHHS, IO BUHHUKAIOTH BiJ IUX po3citoBadiB. L[i mporecn MOXyTh CyTTEBO BIUIMHYTH Ha
BJIACTUBOCTI IPUCTPOIO, 10 poOuTh TOuHy (iznuny moaens PT/] ckiagHoro cuctemMoro.

VY pamkax JaHOTO JOCHTIDKCHHS NPONoHyeThes po3rsiayTa PT/I 3 Bucororo 6ap’epa 0,3 — 0,4
eB.

H{inbHICTH CTPYMY BiANOBIJA€ BUpa3y:

* k T (o8] Es—E * k T 0

= XD [ D(E) x In |1+ exp ( o )| b — SR < gy i [1 4
Ep—E—-eV

+exp (2| dE, ®

1ie e — 3apsi;

m”* — edeKTUBHA Maca;

kg — xoedimient bonpmMana;

T — tremneparypa;

D(E) — xoedillieHT MpOoX0KEHHS,

E — enepris;

E¢ — enepris piBast @epwmi;

V — Hampyra, sika IOAA€ThCS Y CTPYKTYPY;

Enepriro piBast depmi oTpuMaeMo 3 pillIeHHs PIBHSIHHS €JIEKTPOHEHTPATbHOCTI:

Ny _ Ep

o) e ) @

ne S — GakTop CIHOBOTO BUPOHKEHHS;
N, — KOHIEHTpaIis JOHOPHOI JOMIILIKH;
N. — ebekTUBHA MIUTLHICT CTAHIB y 30H1 MPOBITHOCTI;
F1 /o™ iHTerpan depmi 3 HACKCOM 1/ 9

E, — enepris JOHOPHOTO PIBHS.

3anexHICTh  Koe(ilieHTa TPOXO/KEHHS 3HAXOJIWMO IIJISAXOM BHPINICHHS  PIBHSHHS
Hpeninrepa y OAHO €IEKTPOHHOMY HaONMKeHHI 0e3 ypaxyBaHHA edeKTiB poscisHHsA. Hexaii
nBobOap’epHa CTPYKTypa po3milieHa Ha Bincrtai Big 0 go L, Toni XBWIbOBa (DYHKIIS BUXOAHUTH 3
piBasiHHs Llpeninrepa:

Y+ Z(E- V@) = 0. 3)

30BHIIIHI QYHKIIT 3a7at0ThCsl PIBHAHHSAMU BUAY:
x < 0,9 = ek + re~ikx; (4)
x =L, = de?**-D), (5)

Jie T — aMILTITYAa BiIOUTTS;
d — aMIUTITy/1a TPOXO/KCHHSI,
k — Monynb XBUIIBOBOTO BEKTOPA.
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I'pannuHi ymoOBH:

PO)=1+r L) =d, (6)
Y'(0) =ik(1—r), Y'(L) = ikd. (7

KoedimienT BitOUTTS Ta MPOXOIKEHHS TOPIBHSIOTH BIAOBIIHO:
R =1r|% D = |d|> (8)

[pencrasumo amruiityny r ta d uepes ¢ynkuii Y(0) ta (L), Toai rpaHuuHi ymMOBH
MaTHMYTh BHIJIST:

Y'(0) = ik(0) = 2ik, (9)
Y'(L) —ikyp(L) = 0. (10)
Toni koediieHTH BITOUTTS Ta MPOXOHKEHHS 3HAXOAUMO SIK:
R =|r|* =$(0) - 1I%, (11)
D =|d|*> = [$p(L)I%. (12)

SIKIo mpUIyCTUTH, 110 MOBHA JOBXKMHA CTPYKTYpHU JopiBHIOE 1 Toai piBHAHHA Ilpeninrepa
NpUiiMae BUT:

P+ (e—U@))Y =0, (13)

JIe € — €HEPris;
U(x) — noTeHwjiaI.

Axio 3aiiicHUTH po30uTTs nisHkH Bix 0 1o L Ha N obnacteit nosxkunoto a. Toai L = Na; a
L=1,t0a= 1/N'

Jlnst Oynmb-sikOi TOYKHM, IO 3HAXOAWThCS B oOsacti piBHsHHsS [lpeminrepa y AuCKpeTHOMY
BUTIJISI/II MA€ BUI:

Yni1 T ¥n1 + 9, =0, (14)
g, =—2+a%(e = W). (15)

3 nepmoi rpanuunoi ymou P’ (0) = iky(0) = 2ik 3pobuMo 3aMiHy MOXiIHOT XBHILOBOT
(dbyHKIIT Ha 11 TUCKPETHUIA aHAII3:

' V1Y
P = Lt (16)
Toni rpannuna ymoBa Ta piBHsHHs Ulpeninrepa npu x = 0 mae Buz:
lpl - l/)—l + Zlkal/)() = 4lka, (17)
Y1 — Y1+ &Y = 0. (18)
[lepur rpannyHa yMOBa JOPIBHIOE CyMi HaBEJIEHUX PIBHSAHB MOAUICHOT Ha 2:
1+ (2+ ika) o = 2ika. (19)
JUia npyroi rpaHM4HOT yMOBU X = N 3HAaX0JIUMO:
Yn+1 — Yn-1 — 2ikaypy =0, (20)
Yyi1 —Pn-1 H Py =0, (21)
3BIAKH
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Pozpaxynok BAX pe3oHaHCHO-TYHEIBHOTO Ji0/1a 3AIMCHIOEThCS MpH Temneparypax y 100 ta
300 K. Ha pumc. 2 nHaBemeHo BAX pe30HAHCHO-TYHENBHOTO JioJla 3 BHUCOTOIO Oap’epa
rereporepexony 0,3 eB Ta TopmuHoIO 6 HM. JlaHi 3HAYEHHS 00paHi JJIsi MOJICTIOBAHHS TaK SIK came
Ha HUX BUHUKA€ HAHOUIBII IMUPOKHIA Ta BUCOKHH ITIK CTPYMY.

3 ananizy BAX, HaBegeHUX Ha puc. 2 BUIUIMBAE, 110 npu Temnepatypi 300 K mik mrineHOCTEH
CTpyMy € MakcuManbHuM Ta nocsrae go 10° A/m°. Haseneni BAX oTpumani 6e3 BpaxyBaHHS
eeKTiB po3CisHHS eneKTpoHiB. OJHAK BapTO BIAMITHUTH, IIO TOJOBHUM BIUIMBOBUM (hakTOpoM €
pE30HAHCHE TYHEIIOBAHHSI Yepe3 NPYruid piBeHb, IS SIKOTO MK KoedillieHTa MPOX0HKCHHS 3HAYHO
mupine ta Buie. [Ipote y nmeroBanomy apceHiai ramiro (akT po3CisiHHs €ICKTPOHIB MOXKE CYTTEBO
Ha/IaBaTH BIUIMB HA 3HAYCHHA Koe(illi€eHTa MPOXOHKEHHS Ta 3HAYCHHS CTPYMY.

TakuM YHHOM, 3TITHO TPOBEICHOrO IOCTIKEHHS, BUIHO, IO 3MCHIICHHS BHUCOTH IIKY
KoediienTa mpoxouKeHHs y 4,2 pa3u Ta 30UTbIICHHS HOTO MIMPUHH Y 2 pa3u, € HACTIAKOM BILUTUBY
npoueciB po3cissHHs. J{anuil pakT npu3BOAUTH 10 3HMXKEHHS PIBHS TYHEJIBHOTO CTPYMY.

18
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Puc. 2. BAX pe30HaHCHO-TYHEIBHOTO /11012
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BucHoBku

Y po0OTi TOCTIHKEHO BIUTUB CTPYKTYPH aKTHBHOI 00JIACTi PE30HAHCHO-TYHEIHHOTO IOy Ha
KPUTHYHI TOYKH HOTO BOJIBT-aMIIEPHOi XapakTepucTuku. JloBeaeHo Toii (hakrt, mo TyHenbHi edexTu
y CTPYKTypax aKTUBHOI 00JACTi PE30HAHCHO-TYHEIHHOIO Ji0ja 30epiraroThCs MPH HAABHUCOKHX
TEeMIIepaTypax, a MOKa3HUKHU iKY IIUIBHOCTI CTPYMY, Taki SIK HOJOXEHHS Ta (opMa, 3MIHIOIOTHCS
31 3MIHOI0 KOH]Iryparii 6ap’epy pe30HaHCHO-TYHEIBHOTO Ji0]1a.
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SYSTEMS AND METHODS OF INFORMATION PROTECTION
CUCTEMU I METO/ M 3AXUCTY IHOPOPMALIL
CUCTEMBI 1 METOTHBI 3BAIUTHI THOOPMAIIMN

UDC 004.056

Scientific approach to probabilistic assessment of information protection against imposing false messages in
telecommunication systems / 1.D. Gorbenko, A.A. Zamula // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022.
Ne208. P. 7 —15.

To date, in all economically developed countries of the world, multibillion-dollar scientific and exploratory re-
search is being carried out on the problems of building quantum-resistant cryptographic systems. In particular, work is
being carried out on the analysis, development and research of models, methods and computational algorithms for post-
quantum cryptographic transformations, their possible standardization and implementation. At the same time, it is nec-
essary to have an objective, scientifically based approach for assessing the level of information security, which can be
guaranteed when implementing one or another protection mechanism. This paper presents formulated scientific ap-
proaches, derived expressions making it possible to evaluate the strength of MAC codes as mechanisms for ensuring the
authenticity, integrity, and authenticity of messages. It is shown that it is necessary to use the statistics of joint message
distributions for accurate calculation of the MAC codes simulation and collision stability. It is proved that the lower
limits for the probabilities of imitation and substitution ignore the statistical properties of authenticators arrays. They are
based on the pseudo-randomness model of f(x) function and determine the minimum requirements for the key space
size and the MAC values space. The upper bounds for the imitation and substitution probabilities are related to combi-
natorial properties of the MAC arrays and evaluate the value of collisions in the space of MAC values f(x) and messag-
es for the worst case choice of keys and messages. Collision characteristics of MAC codes are considered. The derived
equations make it possible to solve accurately the problem of determining the number of experiments indispensable to
create a collision with a certain probability on a set of MAC code values. The MAS stability estimates for one of the
types of hash functions are obtained using the derived equations.

Key words: cyber and information security threats; authenticity; MAC code; MAC code attacks; collision; MAC
code stability.

Ref: 6 items.

YK 004.056

HayxoBuii nmigxin 1o iimMoBipHicHOT ouiHkM 3axuieHocTi indopmauii Bil HaB'A3yBaHHA XHOHUX NOBiAOM-
JieHb y TeliekoMyHikauiitnux cucremax / /] I'opbenro, O.A. 3amyna Il Papiorexuika : Bceykp. MiXBiI. HayK.-TeXH.
30. 2022. Bum. 208. C. 7 — 15.

Ha cporoaHimHii IeHh B YCiX €KOHOMIYHO PO3BHHYTHX KpaiHaX CBITY 3a IpOOJIEeMAaTHKOI MOOYJOBH KBAaHTOBO-
CTIMKUX KpUNTOrpadiuHUX CHCTEM MPOBOJSTHCS 0AaraToMiIbsIpAHI HAYKOBO-TIOIIYKOBI AOCIIKEHHs. 30KpeMa, IpOBO-
JITECSL POOOTH 3 aHamizy, po3poOKH Ta JIOCITIDKEHHIO MOJENei, METOMIB Ta OOYMCIIIOBAIBHUX ANTOPUTMIB I1OCT-
KBAaHTOBHMX KpPUITONEPETBOPEHb, IX MOMJIMBOI CTaHIApTH3aIlii Ta BHOpPOBa[KeHHA. lIpm mpoMy HEOOXiZHO MaTH
00’€eKTHBHIH, HAYKOBO-OOTPYHTOBAHUIA MIAX1JI A0 OL[IHKH PiBHS 3aXMIIEHOCTI iHpOpMalii, skuii Moxxe OyTH rapaHTOBa-
HO IIPHU peatizamii Toro 4 iHUIOTO MeXaHi3My 3axucTy. Y poOoTi copMysIbOBaHI HAYKOBI MiAX0AM, OTPUMaHI BUpa3y,
SIKI I03BOJISIIOTH BUKOHATH OIIHKY CTifikocTi MAC KOiB SIK MeXaHI3MIB 3a0€3ICUeHHS CIIPABXKHOCTI, IUJIICHOCTI, aBTe-
HTHUYHOCTI noBigomieHs ITokazaHo, 110 JJIs1 TOYHOr0 OOYMCIEHHS IMiTaliiMHOT Ta KoJji3iiHol cTifikocti MAC KoziB He-
00XiTHO BHKOPHCTOBYBATH CTaTHCTHKY CIUTBHUX po3moainiB MAC KofiB 3a KIFOYaMH AJS MIHCHHUX Ta IMigpoOJeHUX
moBiToMIIeHb. JloBeIeHO, IO HIDKHI MEXi AT HMOBIpHOCTEH iMiTamii Ta MiIMiHU HE BPaXOBYIOTh CTATUCTHYHI BIIACTH-
BOCTi MacHBIB aBTCHTU(IKATOPIB, 1 IPYHTYIOTHCS HA MOJIEII IICEBIOBUITAIKOBOCTI (yHKIIT f(X) Ta BU3HAYAOTH MiHIMa-
JIbHI BUMOTH JI0 PO3Mipy KJIIOYOBOTO IpocTopy Ta npoctopy MAC 3HaueHb, a BepXHi Mexi JJ1s1 iIMOBipHOCTEH iMiTamii
Ta MiJMIiHHU TIOB'sI3aHi 3 KOMOIHaTOpHUMHU BiacTuBocTsIMA MAC MacuBiB Ta OLIHIOIOTH 3HAYSHHS KOJIi31H y mpocropi
MAC 3Ha4eHb i OBIIOMJICHD AJIS HAMTipIIOro BUMAJAKy BHOOPY KIFOUiB Ta MOBiZOMIEHb. PO3risHyTI Komi3iiHI Biac-
tuBocTi MAC koaiB. OTpuMaHi piBHSHHS, SKi JO3BOJIAIOTH TOYHO PO3B'SI3aTH 33/1a4y BH3HAYCHHS KiJIBKOCTI €KCIIEpH-
MeHTIB (T0fiit), IKi HEOOXiJHO BUKOHATH JJIsI CTBOPEHHS KOJIi3ii 3 BU3HAYEHOI0 HMOBIpHiCTIO Ha Oe3miui 3HaueHr MAC
Koxy. I3 3acTocyBaHHSIM OTpUMaHMX PiBHSIHD BUKOHAHI OMIiHKK CTIHKOCTI MAC 11 OTHOTO 3 THITIB XeMI-(DyHKITIH.

Knmiouogi cnosa: 3arposu kibep - 1 iHpopmaiifHOi 6e3MeKu; CpaBKHICTh (aBTeHTHYHICTh); MAC KoJI; aTaku Ha
MAC xoau; xomi3is; criiikocti MAC komiB.

BiGumiorp.: 6 Ha3B.

YJIK 004.056

Hay4nblii moaxo1 Kk BepOSITHOCTHON OlleHKE 3AIIUINEHHOCTH MH(OPMAIMH OT HABS3BIBAHNS JIOKHBIX CO-
001IeHHi B TeJIEKOMMYHHKAIIMOHHBIX cuctemax / ./ ['opbenxo, A.A. 3amyna Il Pagnotexnuka : Beceykp. MexBes.
Hayd.-TexH. 0. 2022. Bpim. 208. C. 7 —15.

Ha CeFO}IHHIHHHﬁ JICHb BO BCEX DKOHOMHWYECKHU PA3BUTHIX CTPaHAX MHUpPaA MPOBOAATCA MHOTOMUIIJIMAPAHBIC HAYy4d-
HO-TIONCKOBBIE HCCIIEIOBAHHUS 10 MpPOOJeMaTHKE MOCTPOCHHS KBAaHTOBO-CTOWKHX KPHUITOrpadHUUecKux cucteM. B
YaCTHOCTH, IPOBOJATCS PaOOTHI 10 aHATHM3Y, Pa3pabOTKe M UCCICTOBAHUIO MOJAEIEH, METOZOB W BEIYNCIUTEIBHBIX aJI-
TOPUTMOB TIOCT KBAaHTOBBIX KPHIITONIPEOOPa30BaHNH, NX BO3MOXHOM CTaHIApTH3aIMK B BHeIpeHHUIO. [Ipu aToM HE0O-
XOIMMO MMETh OOBEKTHBHBIN, HAYYHO 0OOCHOBAHHBIM MOIXOM K OLEHKE YPOBHS 3alIUIICHHOCTH MH(DOPMAITHH, KOTO-
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PBIil MOXKET OBITH TApPAaHTUPOBAH MPH peaNn3aly TOTO WIM MHOTO MEXaHW3Ma 3amuTel. B pabore cdopmynuposans
Hay4YHBIC MOIXObI, TTONydECHBI BBIPAKEHHS, KOTOPBIE MO3BOJIIOT BBIIIOIHUTE OLIEHKY cToWKocTH MAC KOZOB Kak Me-
XaHU3MOB OOecredyeHHs MOATMHHOCTH, [ETOCTHOCTH, TOATHMHHOCTH cooOmenuid. Iloka3zaHo, 4To A TOYHOTO BBIYHC-
JICHUS IMUTAIIMOHHOM M KOJUIM3HOHHOHN ycToitamBocTH MAC K0IOB HEOOXOIUMO HCIIOIB30BATh CTATHCTHKY COBMECT-
HBIX pacIipefeieHui coooOmennii. Jloka3zaHo, YTO HIKHHE MPENEIbI Ul BEPOSITHOCTEH NMHUTAlUMU U IOAMEHbBI HE YIH-
TBIBAIOT CTATUCTUYECKHE CBOMCTBA MAacCHBOB ayTCHTHU()HKATOPOB, U OCHOBBIBAIOTCS HA MOJENH ITICEBIO CIYYaifHOCTH
¢bynkimy f(X) 1 onpeneaoT MUHUMabHbIE TPEOOBAaHMS K pa3Mepy KIIOYEBOTO IPOCTPaHCTBa M mpocTpancTBa MAC
3HAUEHMH, a BEPXHUE TPAHULBI JUI BEPOATHOCTEH MMHUTALUMHM U MOAMEHBI CBSI3aHBI C KOMOMHATOPHBIMH CBOWCTBAMHU
MAC MaccHBOB U OLIEHHBAIOT 3HaYCHUE KOJUM3Mil B pocTpaHcTBe MAC 3Ha4eHUH M COOOLIEHUHT I Xy/IIEero Ciy-
yasi BeIOOpa Kitoueil u coobmenuit. PaccMoTpensl koym3nonuble Xxapaktepuctukd MAC konoB. IlomyyeHsl ypaBHe-
HUSI, TIO3BOJISIONIME TOYHO PELINTh 3a]a4dy OINPEAEICHHs KOJIMUeCTBa 3KCIEPUMEHTOB, KOTOpble HEOOXOIUMO BBINOJI-
HUTH JJIS CO3AAHUA KOJUIM3UU C ONPEENICHHOM BepOsSTHOCTHIO Ha MHOXkecTBe 3HaueHUH MAC kona. C npuMeHeHneM
MTOJTYICHHBIX YPaBHEHUH BHIIIOIHEHBI OLIEHKH ycToitunBocTd MAC 11t OTHOTO B3 TUIIOB X3MI-(DYHKITHIA.

Knioueswvie cnosa: yrpossl xubep u HHPOPMAITMOHHOM 0€30IT1aCHOCTH; MOUIMHHOCTH (ayTeHTHIHOCTh); MAC Kof;
atakn Ha MAC koxpl; kommu3us, ycroitunBoctd MAC KozoB.

Bubmmorp.: 6 Ha3B.

UDC 621.391.15: 519.7

On correctness of conditions for the CSIDH algorithm implementation on Edwards curves / A.V. Bessalov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022. Ne208. P. 16 — 27.

Incorrect formulation and incorrect solution of the problem of the CSIDH algorithm implementation on Edwards

curves E; was revealed in one of the famous works. The purpose of this paper is to present a detailed critique of such

concept with a proof of its inconsistency. Specific properties of three non-isomorphic classes of super singular curves in
the generalized Edwards form are considered: full, quadratic, and twisted Edwards curves. Conditions for existence of
curves of all 3 classes with p-+1 order of curves over a prime field F, are determined. The implementation of the

CSIDH algorithm on isogenies of odd prime degrees is based on the use of quadratic twist pairs of elliptic curves. To
this end, the CSIDH algorithm can be built both on complete Edwards curves with quadratic twist within this class, and
on quadratic and twisted Edwards curves forming pairs of quadratic twist. In contrast to this, the authors of a well-

known work are trying to prove theorems that state that there is a solution within one class of E, curves with a parame-

ter d which is a square. The critical analysis of theorems, lemmas, erroneous statements in this work is carried out.
Theorem 2 on quadratic twist in classes of Edwards curves is proved. The CSIDH algorithm modification based on
isogenies of quadratic and twisted Edwards curves is presented. To illustrate the correct solution of the problem, an ex-
ample of Alice and Bob calculations in the secret sharing scheme according to the CSIDH algorithm is considered
for p =239.

Key words: curve in generalized Edwards form; complete Edwards curve; twisted Edwards curve; quadratic Ed-
wards curve; curve order; point order; isomorphism; isogeny; w-coordinates; square; non squareto.
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YK 621.391.15: 519.7

O kopekTHocTi yMoB iMmmiemenTanii anropurmy CSIDH na kpuBux dasapaca / A.B. beccanos Il Pagiorex-
Hika : Bceykp. MixBia. Hayk.-TexH. 30. 2022. Bumn. 208. C. 16 — 27.

B ozxnoi 3 BinoMux po0iT BHABICHI HEKOPEKTHA IIOCTAHOBKA 1 HEBIpHE pillIeHHS 3a/1adi IMIUIEMEHTAIli] aITOPUTMY

CSIDH na kpuBux EnBapaca Ed . Jlana posropHeHa KpUTHKA 11i€1 poOOTH ¢ JOBEIEHHSIM HECTIPOMOXKHOCTI i1 KOHIIETIIIi.

Po3ranyTi crienngivHi BIACTUBOCTI TPHOX HEI30MOP(HUX KIIACIB CYyNEPCHHTYISIPHUX KPUBUX B y3araibHeHOi (opMi
EnBapzca: moBHUX, KBaJApaTHYHUX Ta CKpy4deHUX KpuBHX EnBapaca. BusHadeHi yMOBHM iCHyBaHHS KpPHMBHX YCiX 3-X
KJIACiB 3 MOPSAAKOM KPUBHUX P +1 Haj IPOCTUM MOIEM F,- ImmiemenTanist anroputmy CSIDH Ha i30reHisx HemapHHX

MIPOCTHX CTETEHIB 0a3yeThCsl HAa 3aCTOCYBaHHI Map KBAAPaTUYHOTO KPYUYECHHS €TINTHYHUX KPUBHX. 3 II€I0 METOIO aJIT0-
putm CSIDH moxHa OyayBaTH SIK Ha MMOBHHMX KpuBHX EnBapica 3 KBaApaTHIHUM KpydYeHHSM BCEPEIUHI I[HOTO KIIacy,
a00 Ha KBaJpaTHYHHUX 1 CKpyYeHHX KpWBUX EnBappca, siKki CTBOPIOIOTH MapH KBaJIpaTUIHOTO KpydeHHSA. B mportuBary
IO IHOTO aBTOPH BiJOMOI pOOOTH HaMararoThCsI IOBECTH TEOPEMH, SKi CTBEPKYIOTh O HAasSBHOCTI PIlICHHS BCEpennHI
onmoro knacy kpusux E; 3 napamerpomd , sixuii € kBagpatom. [IpoBeieHO KDUTHYHMI aHAi3 TEOPEM, JIEM, TOMHUIIKO-
BHX CTBEpJIKECHB B I1i€l poOoTi. JloBeeHO Teopema 2 mpo KBaapaTudHe KpydeHHs B kKiacax kpuBux Ensapaca. Ilpuse-
neHo moauikamis anroputMy CSIDH, moOymoBaHOro Ha i30TeHISIX KBaAPATUIHMX i CKpydeHnX kpuBux Exsapaca, s
iTrocTpanii KOpeKTHOTO pilIeHHs 33/1a4i PO3MIISIHYTO NpHKiaa odunciens Anicu i boba B cxemi po3moniry cekperiB
srigao anroputmy CSIDH npu p =239.

Kniouosi cnosa: xpusa B y3aranpHeHiit ¢opmi Ensapica; nosna kpuBa EnBapica; ckpyuena xpuBa Enapica;
KBaJpaTUYHa KpuBa EnBapica; mOpsIoK KPUBOT; HOPSIIOK TOYKH; 130MOp(Di3M; JIi30reHisl; W—KOOpAUHATH; KBaIpaTHY-
HUM JTUIIOK; KBaAPATUYHUN HE JIUIIOK.
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YK 621.391.15: 519.7

O xoppekTHOCTH ycaoBuii ummieMentanuu agroputva CSIDH na xpuBbix Jasapaca / A.B. Beccanos Il
PangmoTexnuka : Beeykp. Mexsen. Hayd.-TexH. c0. 2022. Bem. 208. C. 16 — 27.

B onHO# 13 M3BECTHBIX PabOT OOHApYKCHAa HEKOPPEKTHAS IOCTAHOBKA M HEBEPHOE PEIICHHE 33aJaYl NMIUIEMCH-

tauun anroputva CSIDH ma kpusbix Dnsapaca E, . Jlana passepryras kputuka 310l paGoThI ¢ J0Ka3aTeIbCTBOM

HECOCTOATENPHOCTH €€ KOHIENINU. PaccMOTpeHs! cienuduyueckne cBoiicTBa Tpex HEM30MOP(HBIX KIACCOB CYNEPCHH-
TYJISIPHBIX KPHUBBIX B 00001IeHHOW (opme DaBapjca: MOJHBIX, KBaAPaTUYHBIX M CKPYYCHHBIX KPUBBIX OJBapca.
OnpesenieHbl yCoBus CyIIECTBOBAHMSA KPUBBIX BCEX 3-X KJIACCOB C MOPAAKOM KPHBBIX ) +1 HAJ MPOCTEIM mosieM F .

Nmnnemenrtauus anropurMa CSIDH Ha M30reHHsAX HEYETHBIX NMPOCTHIX CTENEHEH 0a3upyeTcsi Ha MCIOJB30BaHUM Iap
KBaJPaTUYHOTO KPY4EHUS IIUNTHYEeCKUX KpHBBIX. C 3T0M nenbo anroputM CSIDH MOXXHO CTPOUTH Kak Ha MOJHBIX
KPHBBIX D/Bap/ca ¢ KBaJpaTHYHbIM KPYYEHHEM BHYTPH TOTO KJlacca, TaK M Ha KBaJAPATHYHBIX U CKPYUCHHBIX KPHBBIX
OpBapaca, 00pa3yoMKX Mapbl KBaAPATHIHOTO KPyUCHUS. B MpOTHBOBEC 3TOMY aBTOPHI U3BECTHOI pabOTHI MBITAIOTCS

J0Ka3aTb TCOPEMBI, YTBCPIKAAIOMINEC O HAJIUIUU PCIICHUSA BHYTPU OAHOI'O KJlaCcCa KPUBBLIX Ed C napaMeTpOMd , KOTO-

phlit siBIsieTCs KBagpaToM. [IpoBeieH KPUTHUECKH aHAIIU3 TEOpeM, JIeMM, OUIMOOYHBIX YTBEPKACHHH B 3TOH padore.
Jlokazana TeopeMa 2 0 KBaJpaTHYHOM KPYYCHHH B KilaccaX KpuBBIX DjBapca. [IpuBenena Moaupukanus anropurMa
CSIDH, nocTpoeHHOT0 Ha M30T€HHSX KBAJPATUYHBIX U CKPYYCHHBIX KPHUBBIX DBapica. sl WILTIOCTpalluid KOPPEKT-
HOTO PEIICHUS 33a]a4i PAaCCMOTPEH MPUMEp BbhIYKCICHUI Anickl 1 boOa B cxeMe pa3/esicHusi CEKPETOB COTJIACHO ajro-
putma CSIDH npu p = 239.

Kniouesvle cnosa: xpusast B 0600meHHo# Gopme DaBapaca; monHas Kpuas DABapjca; CKpyUeHHas! KpHBast D Ji-
Bapjca; KBaJpaTuiHas KpuBas DIBap/ca; MOpsAI0K KPUBOil; MOPSAIOK TOUKU; H30MOPp(U3M; usoreHus; W -KOOpAHHATHI;
KBAIpATHYHbII BBIUCT; KBAPATHYHbINH HEBBIYUCT.
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RADIOLOCATION AND RADIONAVIGATION
PAAIOJIOKANIA I PAAIOHABIT'AIIA
PAJINOJIOKAIMA U PAIMOHABUTI' ALIUA

UDC 621.396.967.2

Estimation of the relative throughput of requesting airspace surveillance systems / M.G. Tkach, 1.V. Svyd,
0.V. Vorgul, S.V. Starokozhev, O.S. Maltsev, A.O. Hlushchenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022.
Ne 208. P. 28 — 37.

The paper considers a method for increasing the relative throughput of requesting airspace surveillance radar sys-
tems, in which it is proposed to use broadband signals as request and response signals. Thanks to the use of broadband
signals, it is possible to reduce significantly the detection range of such response signals with the required quality indi-
cators by means of radio reconnaissance, which practically excludes the possibility for the interested party to use the
response signals of an aircraft responder both for long-range detection of air objects and for measuring their coordi-
nates. And, as a result, it makes it possible to exclude unauthorized use of an aircraft responder of requesting radar sys-
tems for airspace monitoring by an interested party to suppress the response channel, and, consequently, increase the
relative throughput of the considered information systems.

Key words: requesting radar systems; radar systems; airspace surveillance systems; relative bandwidth; aircraft's
responder; broadband signals; request signal; response signal; hindrance.

5 fig. Ref: 31 items.

V]IK 621.396.967.2

Ouinka BiZHOCHOI MPONMYCKHOI 3JaTHOCTI 3aNMTAJBLHUX CHCTEM CIOCTEepe:KeHHsI MOBITPAHOro MpocTopy /
M.T. Tkau, I.B. Céuo, O.B. Bopeyaw, C.B. Cmapokoaces, O.C. Manvyes, A.O. I'nywenxo [/ Pagiorexnika : Beeykp. mi-
KBIiJ[. HAyK.-TexH. 30. 2022. Bum. 208. C. 28 — 37.

YV po6oTi po3risagacTbCsi METOA MiABUINEHHS BiJJHOCHOI MPOITYCKHOI 3aTHOCTI 3allMTaJbHUX PaJiojOKaIiiiHIX
CHCTEM CIOCTEepPEKEHHS MOBITPSIHOTO TPOCTOPY, B AKOMY SIK CHTHAJIM 3aIIUTYy Ta BiAIOBiJIi 3aIIPONOHOBAHO BUKOPHCTO-
BYBAaTH IIMPOKOCMYTOBI CHT'HAJH. 3aBASKHA BHKOPHCTAHHIO IIMPOKOCMYTOBHUX CHUTHAIIB BAA€THCS 3HAYHO 3HU3UTH Ja-
JILHICTDH BUSBIICHHS TAKUX CUTHAJIIB BIAMOBI/ 3 HEOOX1THUMH MOKA3HUKAMHM SIKOCTI 3ac00aMH paiopo3BiIKH, 10 TpaK-
TUYHO BUKITFOYA€ MOKIJIMBICTh 3alliKaBJICHIH CTOPOHI BUKOPUCTOBYBATH CUTHAIIM BiJIIOBIiJI JIITAKOBOTO BiJIOBigada sK
JUTS TAJIEKOTO BUSIBIICHHSI MOBITPSHUX OO0'€KTIB, TaK 1 U1 BUMIPIOBAHHS X KOOpPAMHAT. I, sIK HACTIOK, TO3BOJISIE BU-
KIIFOUUTHU HCC&HKHiOHOBaHe BUKOPUCTAHHSA JIITAKOBOI'O BiIlHOBiILa‘Ia 3aluTalIbHUX paHiOHOKaHiﬁHHX CHUCTEM CIIOCTEpE-
KCHHsA l'[OBiTpSIHOFO IpoCTOPY 3aHiKaBJ’I€HOIO CTOPOHOIO ISl MOAABJICHHS KaHATY BiILHOBiILi, a, OTXKEC, JO3BOJISIE HiHBI/I-
LIMTH BIIHOCHY TIPOIYCKHY 3/1aTHICTh PO3TIIsIa€EMUX 1HPOPMALIIIHUX CHCTEM.

Knouosi crosa: 3amuTanbHI CHCTEMH; PallioNIOKAILlis; PaioOKalliiHA CHCTEMa; CUCTEMa CIIOCTCPEIKEHHSI TOBIT-
PSTHOTO TIPOCTOPY; BiTHOCHA MPOIMYCKHA 3AaTHICTb; JIITAKOBUN BiAINOBiNa4; MIMPOKOCMYTOBI CUTHAJIM; CUTHAJ 3aIUTY;
CHMI'HAJI BIIIOBI1; 3aBajaa.
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1. 5. Bi6miorp.: 31 Ha3s.

YK 621.396.967.2

OlleHKa OTHOCHTEJIBHOH NPONMYCKHON CMOCOOHOCTH 3aMpOCHBIX CHCTeM HaOJIOeHHsI BO3AYLIHOIO
npocrpaucra /| M.I". Txau, U.B. Céud, A.B. Bopeynw, C.B. Cmapoxooces, A.C. Manvyes, A.A. ['nywenxo I Paguorex-
HUKa : Beeykp. MexBen. Hayd.-TexH. ¢6. 2022. Beim. 208. C. 28 — 37.

B pabote paccMaTpuBaeTcs METOA MOBBIMICHNUS OTHOCHTEIFHON MPOITYCKHON CIIOCOOHOCTH 3allPOCHBIX Pajno0-
Kal[MOHHBIX CHCTEM HAaOJIIOJICHUSI BO3IYIIHOTO IPOCTPAHCTBA, B KOTOPOM B KauyeCTBE CUTHAJIOB 3ampoca M OTBETa
MIPE/I0KEHO HCI0Ib30BaTh IINPOKOIIONIOCHBIE CUTHAIIBL. Biiaronapst HCIOIb30BaHUIO ITMPOKOIIOJIOCHBIX CUTHAJIOB ya-
€TCsl 3HAYUTENILHO CHU3HUTH JAIBHOCTh OOHAPY)KCHMSI TAKUX OTBETHBIX CHUTHAJIOB C TPeOyeMbIMHU IOKa3aTeJsIMH Kade-
CTBa CPEJICTBAMH PaJMOPA3BEIKH, YTO MPAKTHYECKU HCKIIIOYAeT BO3MOXKHOCTH 3aMHTEPECOBAHHON CTOPOHE MCIIOJB30-
BaTh CUI'HAJIbI OTBETA CAMOJIETHOTO OTBETYHMKA KaK JJIs JaJbHEr0 OOHApY)KEHHs BO3AYIIHBIX OOBEKTOB, TaK M JJIS W3-
MepeHHUs UX KoopauHaT. Y, Kak cieacTBue, M03BOJSIET UCKIIOUUTh HECAHKIIMOHUPOBAHHOE UCIIOIB30BaHHE CAMOJIETHO-
IO OTBETYMKA 3alPOCHBIX PaJMOIOKAIMOHHBIX CHCTEM HAaOMIOACHHS BO3MYLIHOTO MPOCTPAHCTBA 3aMHTEPECOBAHHOM
CTOPOHOM AJISI ITOJJABJICHNS KaHaa OTBETA, a, CICJOBATEIbHO, O3BOJIIET TIOBBICUTH OTHOCHTENIFHYIO TIPOITYCKHYIO CIIO-
cOOHOCTB paccCMaTPUBAEMBIX HHPOPMAMOHHBIX CHCTEM.

Kniouegvie cnosa: 3anpocHbIE CHCTEMBI; paJHOIOKaNNs; paAnOIOKallMOHHAs CUCTEMa; CUCTeMa HaOII0ICHNS BO3-
JIYIITHOTO MPOCTPAHCTBA; OTHOCHUTEINIbHAS MPOITYCKHAS CIIOCOOHOCTD; CaMOJIETHBIM OTBETYHK; IIMPOKOMOJIOCHBIE CHUTHA-
JIBI; CUTHAJI 3a1IpOCa; CUT'HAI OTBETA; IIOMEXa.

Wn. 5. bubawuorp.: 31 Ha3s.

UDC 621.396.96, 621.397.48:004.932.2

The use of UAV interceptors to increase the detection range of intruder drones / V.M. Kartashov, V.A. Kizka,
V.A. Tikhonov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022. Ne208. P. 38 — 43.

Various threats of terrorist attacks on the social infrastructure arise due to strengthening of terrorist organizations,
both in the context of their coming to power in certain countries (Afghanistan), and their association with the drug busi-
ness, which significantly increases the financing of terrorist structures, allowing them to acquire modern weapons. Un-
manned aerial vehicles (UAVS) are cheap, readily available and capable of carrying containers of lethal agents, what
make them a common means of terrorist attack. Effective protection of critical industrial facilities from UAV terrorist
attacks is an important task for improving systems and means of electronic warfare against terrorism.

This paper considers the possibility of detecting an UAV near a critically important industrial facility using small-
sized radar stations (SRS) placed on board of UAV-interceptors. Typically, SRS are placed on board drones for radio
mapping of the terrain, operational-tactical and reconnaissance combat missions, and rescue operations. The possibility
of using SRS on board interceptor drones to detect intruder drones as an additional channel to a remote radar channel
has not been considered anywhere before.

The paper provides a review of existing small-sized radar stations (SRS) that can be used or are used on-board of
UAVs, as well as a review of existing UAV-interceptors. It is shown that UAV-interceptors equipped with SRS can be
used to fly around the area about a critical industrial facility, by analogy with overflights performed by multicopters
around agricultural areas, with recharging in specially equipped places for this at different distances from the control
center and from critical industrial facility.

A method is proposed to increase the existing optical and acoustic channel for detecting an intruder drone by an
order of magnitude, and the radar channel by 5 km, if not only small-sized radar, but also optoelectronic with the acous-
tic UAV detection system are installed on the UAV-interceptor with the integrated use of these channels with remote
radar UAV detection system.

Key words: unmanned aerial vehicle; detection; small-sized radar station; UAV-interceptor; intruder drone.

1 fig. Ref: 26 items.

V]IK 621.396.96, 621.397.48:004.932.2

Buxopucranns BIIJIA-nepexoniaoBayviB aisi 30iIbLIEHHsS] TAJIBHOCTI BUSIBJIEHHS APOHIB-NOPYIIHUKIB /
B.M. Kapmawos, B.O. Kizxa, B.A. Tuxonos Il Pagiorexuika : Beceykp. MixkBia. Hayk.-texH. 36. 2022. Bum. 208. C. 38 —
43.

UYepes mocuiieHHsI TEPOPUCTUYHIX OpraHi3aliil K y 3B'SI3KY 3 IPUXOJOM IX 710 BIaJH B OKpeMHX KpaiHax (Adra-
HICTaH), TaK 1 3a paxyHOK iX 00'elHaHHS 3 HApKOOI3HECOM, L0 CYTTEBO 301IIbIIYE (hiHAHCYBaHHS TEPOPUCTUYHUX CTPY-
KTYyp, J03BOJISIIOYM M HaOyBaTH cydacHOI 30poi, 3'IBIAIOTHCS Pi3HI 3arpo3M TEPOPHCTUYHUX aTaK CoLiajbHOI iH(ppa-
cTtpyktypu. [TommpernM 3acob0M TEPOPUCTUIHOI aTaKW BCE YACTIlle CTArOTh Oe3miIOTHI mitanbHi anmaparu (BITJIA),
AKi JIeTeBi, TOCTYIHI B MpUAOaHHI i 34aTHI IEPEHOCUTH KOHTEHHEPH 3 Bpa)kalounMH pedoBrHaMU. EdexTuBHIHN 3aXUCT
KPUTHYHO BaXXJIMBUX 1HIYCTpiaJbHUX 00'€KTIB Bif TepopucTHIHMX aTtak BIIJIA € BaJIMBUM 3aBHaHHSAM yIOCKOHAJICH-
HSI CUCTEM Ta 3ac00iB pajlioeneKTPOHHOI OOPOTHOU 3 TEPOPHUIMOM.

CratTs po3risgae MOKIUBICTh BUsiBIeHHS BITJIA moOiM3y KpUTHYHO BXKIIUBOTO 1HIYCTpiadbHOTO 00'€KTa 3a J10-
MIOMOT0I0 MajioradapuTHux papionokaniinux cranuiii (MPJIC), posmimennx Ha 6opty BIIJIA-nepexommoBauis. 3a-
3enuail MPJIC po3miltytotbes Ha OOpTy ApOHIB ISt pajgiokapTorpadyBaHHs MiCLIEBOCTI, OIIEPaTUBHO-TAKTUYHUX 1 pO3-
BiZlyBaJIbHUX OOHOBUX 3aBJaHb, PATYBaJIbHUX omepauid. Moxiusicte BukopuctaHus MPJIC na OGopry IpoHiB-
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MIePEXOTLTIOBAYiB JIJIsl BUSBICHHS APOHIB-TIOPYITHHUKIB SIK JOJATKOBOTO KaHanmy 1o auctanmiiaoro PJIC kanamy Hime pa-
HIllle HE PO3TIISAIATACS.

V¥ crarti npoBenero oy icHyrounx MPJIC, siki MOKYTh BUKOPHCTOBYBAaTHCS a00 BUKOPHUCTOBYIOTHCS K OOPTOB1
Ha BIUJIA, a Takox mpoBemeHo ormsix icHyroumx BIIJIA-mepexorumoBadiB. Ilokazano, mo BITJIA-mepexorumoBadi,
ocnHameri MPJIC, Mo)kxHa BHKOPHCTOBYBATH U OONBOTY MICIIEBOCTI HAaBKOJO KPUTHYHO BAYKIMBOTO IPOMHUCIIOBOTO
00'exTa 3a aHAJOTIE0 3 00IBOTaMH, IO 3IMCHIOIOTHCS MYJIBTHKONITEPaMHU HABKOJIO CUTBIOCII-MICIIEBOCTEH, 3 TiA3apsia-
KOIO B CHELiaJIbHO 00JIalHAHUX IS IIbOTO MICIISX Ha Pi3HIN BiACTaHi BiJ LEHTPY YNPABIiHHS Ta BiJl KPUTHYHO BasKJIH-
BOTO IHAYCTpPiaJIBHOTO 00'€KTA.

3anpornoHOBaHO CrOCIO 30UTbIIEHHS ICHYIOUMX OINTHYHOTO Ta aKyCTHYHOTO KaHaimy BusiBieHHs bBITJIA-
MOPYIIHHUKA Ha TOPSAIOK, a PaIioyIOKaI[iifHOro KaHaiay Ha 5 kM, ko Ha BITJIA-nepexorutoBad BCTAHOBUTH HE TLIBKU
MPIJIC, ane i ONTHKO-EJIEKTPOHHY 3 aKyCTHYHOIO cucteMu BusiBiaeHHs BIIJIA mpu KOMIUIEKCHOMY 3aCTOCYBaHHI IIMX
KaHAJIiB 3 JIUCTAHI[ITHOIO PaioJIOKAIiHHO CUCTeMOrO BusiBlicHHs BITJIA.

Kniouosi crnosa: 6e3ninoTHUN NiTaNbHUHN amapat; BUABICHHS; MajoradapuTHa panxionokamiiHa cranmis, BITJIA-
MIEPEXOIUTIOBAY; APOH-TIOPYIIHHK.

In. 1. Bibmiorp.: 26 Ha3B.

YK 621.396.96, 621.397.48:004.932.2

Hcnoab3oBanue BIIJIA-nepexBaTYUKOB /151 YBeJMYeHHUA JAJIbHOCTH 00HAPYKEHUSsI IPOHOB-HAPYLUIHTeJIeH
| B.M. Kapmawos, B.A. Kuska, B.A. Tuxonos I/ Pagnorexuuka : Beeykp. mexsen. Hay4d.-TexH. ¢0. 2022. Beim. 208. C.
38 —43.

W3-3a ycuneHus: TeppOpUCTUYECKUX OpraHU3alMii Kak B CBA3M C IPUXOAOM HX K BJIACTU B OTAEIBHBIX CTpaHaX
(Adranucran), Tak ¥ 3a C4ET X O0BEIUHEHHs C HAPKOOM3HECOM, YTO CYLIECTBEHHO YBEIMYHBAeT (prHAHCHUpPOBaHHE
TEPPOPUCTUUECKUX CTPYKTYP, MO3BOJSISI UM IPHUOOPETaTh COBPEMEHHOE OpYXKHeE, MOSIBISIOTCS Pa3IUUHbIE YTPO3bI TEP-
POPHCTHYECKUX aTaKk COLHMaIbHOW MHOPACTPYKTYphl. PacnpocTpaHeHHBIM CpPEICTBOM TEPPOPUCTUUECKON aTakd BCE
Yarie CTaHOBSTCS OecIMIOTHBIE JieTaTenbHble anmnapatsl (BIIJIA), koTopble neméBble, JISTKOIOCTYITHBIE B IpHOOpeTe-
HHUH ¥ CIIOCOOHBI IEPEHOCUTH KOHTEIHEPHI ¢ MOpakalolMMH BeniecTBaMu. D dekTrBHAs 3aIUTa KPUTHIECKN BayKHBIX
00BeKTOB 0T Teppopuctuueckux atak BITJIA sBisieTcss BaXXKHOHM 3amaveil COBEpPIICHCTBOBAHMS CHCTEM M CPEACTB pa-
JIMOBJIEKTPOHHOM OOPBOBI C TEPPOPU3MOM.

Cratesi paccMaTpuBaeT BO3MOXHOCTh OoOHapyxeHus BITJIA BOMM3M KPUTHUECKH Ba)KHOTO HHIYCTPHAIBHOTO
00BEKTa C MOMOINBI0 MANOTA0APUTHBIX paanosiokannoHHbIX cTaHiuil (MPJIC), pasMemenHsix Ha Oopry BILJIA-
nepexBatyrkoB. O0bruH0 MPJIC pasmemnaroTes Ha OOpTy JPOHOB AJIS paarokapTorpadupoBaHUs MECTHOCTH, Omepa-
TUBHO-TAKTHYECKHX W pa3BEAbIBATEIBHBIX OOEBBIX 3ajad, CHAacaTeNbHBIX omepanuii. Bo3MOXHOCTh HCIOIB30BAHUSA
MPJIC Ha GOpTYy APOHOB-TIEPEXBATUMKOB JJIsl OOHAPYKEHUSI TPOHOB-HAPYIIUTEIECH KaK JOTOJTHUTEIHLHOTO KaHaja K
nuctaniorHoMy PJIC xaHaTy HUT/IE 10 3TOTO HE pacCMaTpUBANIACh.

B cratee mpoBeneH 0630p cyniectByromux MPJIC, KOTOpbIe MOTYT HCIIOIB30BaThCA WIM HCHOIB3YIOTCS Kak Oop-
toBie Ha bIUJIA, a Take mpoBemeH o030p cymectByomux bBIIJIA-nepexBatuukoB. [lokazano, uro BIIJIA-
nepexBaTyukd, ocHameHHble MPJIC, MOKHO MCIIONB30BaTh Ul 001eTa MECTHOCTH BOKPYT KPUTHYECKH Ba>KHOTO TIPO-
MBIIIJIEHHOTO OOBEKTa 0 aHAIOTHH C O00JIETaMH, COBEPIIAEMBIMH MYJIBTHKONTEPAMH BOKPYT CEIbX03-MECTHOCTEH, €
MOJ3apsIKOH B CIIEIHAIbHO 00OPYMOBaHHBIX JJISI TOTO MECTaX Ha Pa3HOM PACCTOSIHUM OT IIEHTpAa YIPaBJICHHS M OT
KPUTHYECKH Ba)KHOTO MH/LyCTPUAIIBHOTO OOBEKTa.

[IpennoxeH crocod yBeTHMUYEHUS CYIIECTBYIOMIMX ONTHYECKOTO W aKyCTHYECKOro KaHaya oOHapyskeHus BITJIA-
HapyIIUTEIs Ha TOPSAJIOK, a PaJHoJIOKallMOHHOr0 KaHana Ha 5 kM, eciu Ha BITJIA-niepexBaTyiK yCTaHOBUTH HE TOJIBKO
MPIJIC, HO 1 ONTOIEKTPOHHYIO C aKyCTHYECKOH cucteMbl oOHapyskeHus BIIJIA npu KOMIJIEKCHOM MPUMEHEHHUH 3THX
KaHaJIOB C JIMCTaHI[MOHHOW Pa/IMOJIOKAIIMOHHOM cucteMoii oOHapyxenus BITJIA.

Kniouesvie cnoga: OECTMIIOTHBIA JIeTAaTENBHBIN ammapaT, oOHapy)XeHHe; ManorabapuTHas pagroJIOKAIMOHHAS
crannus; BITJIA-iepexBaTunK; APOH-HAPYIIUTEIb.

Wn. 1. bubnuorp.: 26 Ha3s.

UDC 621.396.967.2

Comparative analysis of noise immunity of the information transmission channel of secondary radar sys-
tems / L.V. Svyd, 1.Yu. Vorgul, S.V. Starokozhev, M.G. Tkach, O.S. Maltsev, 1.0. Shevtsov // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2022. Ne 208. P. 44 — 54,

This paper presents the conducted assessment of noise immunity of the request signal transmission channel and
response channel for flight information of secondary radar systems as part of aircraft responders. The considered system
is an open single-channel queuing system with refusing due to the action in the request channel of intentional and unin-
tentional correlated and uncorrelated (intra-system) interference and ground-based receivers that receive, process and
decode flight information in the presence of fluctuation and intra-system interference in the receiving channel. The re-
sults of assessing the noise immunity of the aircraft responder in the form of the aircraft responder’s readiness factor
under the action of internal and deliberate interference are given. It is shown that the principle of constructing an air-
craft responder and the principle of servicing request signals and transmitting flight information do not allow ensuring
acceptable probabilities of obtaining flight data at ground control points.
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Key words: secondary radar systems; aircraft responder; single-channel queuing system with refusing; intentional
interference; unintentional interference; intra-system interference, noise immunity.

4 fig. Ref: 43 items.

YK 621.396.967.2

HopiBHaabHUIl aHadi3 3aBajgocTiiikocTi kaHaay mnepegaui iHpopmamii BTOPMHHHX pagiooKamiiiHUX
cucrem / I.B. Ceuo, I.IO. Bopeynw, C.B. Cmapokoces, M.I'. Tkau, O.C. Manvyes, 1.0. Illesyos I/ Pamiotexnika : Bee-
YKp. MDKBiJ. HayK.-TexH. 30. 2022. Bum. 208. C. 44 — 54,

Y po0OoTi HaBeJEHO OLIHKY 3aBa/IOCTIMKOCTI KaHay Mepeadl CUTHAIIIB 3alUTy Ta KaHaJIy BiINOBiAI MOJBOTHOI
iH(popMalii BTOpHHHHUX paJlioJoKaliiHIX CHCTEM Yy CKJIaji JITAaKOBHX BimoBinadiB. PosrisHyTa cucrema siBisie co00t0
BIZIKPUTY OJIHOKaHaJIbHYy CUCTEMY MacOBOr0 0OCIYrOBYyBaHHs 3 BIJMOBaMH IPH Jii B KaHaJIl 3aIIUTy HABMHUCHHX 1 HEHa-
BMHUCHHUX a00 KOpElbOBaHHMX 1 HEKOPEIbOBaHUX (BHYTPICUCTEMHHMX) 3aBaJ] Ta Ha3eMHHUX NpPUIMaYiB, 110 3iHCHIOIOTH
npuiiom, 00poOKy Ta JeKoayBaHH: IOJILOTHOI iH(popManii 3a HasIBHOCTI B KaHaJll NpUHOMY (UIYKTyalliiHUX Ta BHYTpi-
CHCTEMHUX 3aBall. HaBeneHO pe3ynbTaTH OIIHKH 3aBaJIOCTIHKOCTI JIITAKOBOTO BiANOBigada K KoedimieHTa TOTOBHOCTI
JTaKOBOTO BIATIOBiAa4a MpH il BHYTPICHCTEMHUX 1 HABMHUCHUX 3aBajl. [loka3aHo, M0 MpHUHINIT TOOYIOBH JIITAKOBOTO
BiJNOBiZada Ta MPHUHIIUI OOCIYTOBYBAaHHS CHUTHAIIB 3aIUTy Ta Mepeaadi Moap0THOI iH(opMmartii He no3Bosse 3abe3me-
YHUTH JOIYCTHMi HMOBIPHOCTI OTPHMAaHHS ITOJIFOTHUX JaHUX HAa HA3eMHUX IMYHKTaX yIPaBIiHHS.

Kniouosi cnosa: BTOpUHHI pamiofOKamiiHI CHCTEMH; JIITAKOBHU BiAIOBiNaY;, ONHOKAHAIBHA CHCTEMa MAacCOBOTO
00cITyroBYBaHHS 3 BiIMOBaMHW; HABMHCHI 3aBaii; HCHABMHUCHI 3aBaJli; BHYTPICUCTEMHI 3aBaJii; 3aBaIOCTIHKICTB.

Inn. 4. Bibmiorp.: 43 Ha3B.

YK 621.396.967.2

CpaBHUTEJIbHBIH aHAJIN3 MOMEXO0YCTOHYMBOCTH KaHaja nepegadyd HHGOPMAIUU BTOPHYHBIX PaJAHOJIOKA-
uMoHHBIX cucteMm / U.B. Ceuo, U.FO. Bopeyaw, C.B. Cmapokosces, M.I'. Trkau, A.C. Manvyes, U.A. Illesyos I/ Pagno-
TeXHHUKa : Bceykp. MexBen. Hayd.-TexH. ¢0. 2022. Brim. 208. C. 44 — 54,

B pabote npoBeieHa OLCHKA IIOMEXOYCTOIYMBOCTH KaHaJIa IIepeiadll CUTHAIOB 3alpoca M KaHalla OTBETa MOJIeT-
HOI HH(pOPMAIMN BTOPHYHBIX PaJHOJIOKALMOHHBIX CHCTEM B COCTABE CAMOJICTHBIX OTBETYHKOB. PaccMarpuBaemas cu-
CTeMa NpeCTaBIsIeT cO00H OTKPHITYIO OJHOKAHAIBHYIO CHCTEMY MAacCOBOI0 OOCITY)KUBAHUS ¢ OTKa3aMHU IIPH ACHCTBHU
B KaHAJIe 3alpoca peJHAMEPEHHBIX U HENPEIHAMEPEHHBIX HIIH KOPPEIHPOBAHHBIX U HEKOPPEIUPOBAHHBIX (BHYTPHCH-
CTEMHBIX) TIOMEX U Ha3eMHBIX NPHEMHHKOB, OCYILECTBILFOIINX MpHEM, 00pabOTKy U JCKOAWPOBAHUE IOJETHOH WH-
dopMmanyy Mpu HaIMYMU B KaHaje NpuMa (IYKTYalMOHHBIX M BHYTPUCHCTEMHBIX IOMeX. IIpHBeleHBI pe3yiIbTaThl
OLIEHKH TTOMEXOYCTOIYMBOCTH CaMOJIETHOI'O OTBETYMKA B BUJE KOI((HUIMEHTAa TOTOBHOCTH CaMOJIETHOIO OTBETYHKA
NPU JICWCTBUU BHYTPUCHCTEMHBIX M IpeHaMEpeHHbIX oMeX. [1oka3zaHo, 4TO MPUHIMIT TOCTPOCHHS CaMOJIETHOTO OT-
BETUYMKA M MPHHIMI 00CITYy)KMBaHUsI CUTHAJIOB 3alpoca U Hepeliauy MOoJIETHOW HHPOPMAIMK HE TT03BOJISI0 00ECeYnTh
JIONTYCTHMBIE BEPOSITHOCTH MOJTYYESHHUS ITOJIETHBIX AaHHBIX Ha HA3eMHBIX ITYHKTaX YIpPaBJICHHS.

Kntouegvie crnosa: BTOpUUHbBIE PaJHOJIOKAIIOHHBIE CUCTEMBI; CAMOJIETHBI OTBETYMK; OJJHOKaHAJIbHAs CHCTEMa
MaccoBOT0 OOCIY)XHBaHMSI C OTKa3aMH; NpeIHAMEPEHHbIE MOMEXH; HENpeIHaMepeHHbIE MOMEXH; BHYTPUCHCTEMHbIE
MOMEXH; TOMEX0YCTOHYNBOCTE.

Wn. 4. bubmmorp.: 43 Ha3B.

TELECOMMUNICATIONS MEAS
3ACOBH TEJEKOMYHIKAIIIA
CPEJICTBA TEJJEKOMMYHUKAIIUA

UDC 621.396.004

Features of building virtual PBX / L.O. Tokar // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022. Ne208. P.
55 — 64.

The article considers the features of organizing highly efficient telephone communication using cloud-based
PBXs.

The advantages of solutions based on IP-telephony compared to classical automatic telephone exchanges are
treated. It is shown that the use of a virtual PBX as a separate configuration of a dedicated server will provide a flexible
system of settings.

The virtualization model is considered. The analysis of virtualization methods is carried out and it is noted that the
result of their development is the emergence of multi-core processors, an increase in the throughput of computer
interfaces, an increase in the capacity and speed of data storage systems. It is shown that each of these methods differs
in hardware emulation methods and finds its place depending on the application.

A solution using the Asterisk software product is considered for organizing the IP-telephony. The configuration of
the virtualization environment setting is discussed. It is proposed to use a reliable PROXMOX VE infrastructure, which
is an open source virtualization system and support for live migration.

Studies have been carried out to determine the performance parameters of virtualization technologies, namely,
hypervisor and container ones. It is noted that the main peak of the load on the OP is the assembly of the system from
binary files, which requires significantly more resources (the load increases by about 2 times) than the preparation of
these files. During the CPU load analysis, the virtual machine was found to be very demanding. It has been proven that
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virtual machines with hypervisor virtualization technology consume more server hardware resources than virtual
machines with container virtualization technology.

Key words: virtualization; containerization; cloud PBX; hypervisor; hardware emulation; Asterisk.

6 tab. 8 fig. Ref: 15 items.

YK 621.396.004

Oco6auBocti modyaoBu Bipryaabuunx ATC / JL.O. Toxap Il Pagiorexuika : Bceykp. MixkBim. Hayk.-TexH. 30.
2022. Bum. 208. C. 55 — 64.

VY cTaTTi PO3IIISIHYTO OCOOJIMBOCTI OpraHizalii BUCOKOE()EKTHBHOTO Tele(OHHOTO 3B 53Ky 3a JOIIOMOTOI0 XMap-
Hux ATC.

PosrsinyTo nepeBaru piniens Ha ocHoBi [P-tenedonii y nmopiBusnui 3 knacnuaumu ATC. ITokazaHo, 10 BUKOpH-
cranHs BipryansHoi ATC He sIK JOIaTKOBOTO CEpBICY, a K OKpeMoi KOH}Iryparii BUIIIEHOTO cepBepa AacTb MOXKIH-
BICTh OTPUMATH FHYYKY Ta JOCTYIIHY CHCTEMY ISl HAJIAIITYBaHb.

PosrnsiaryTo Mozmens Bipryamizamii. [IpoBeseHo aHami3 MeTOXIB BipTyauizamii Ta BiAMIiYeHO, IO Pe3yIbTATOM iX
PO3BUTKY € TOsIBa 0araTosepHIX MPOIECOPiB, 3pICT MPOITYCKHOI 3MATHOCTI iHTepdelciB KOMI'IOTEpiB, a TAKOXK 3017b-
IICHHS €MHOCTI Ta MIBUIKOII cucTeM 30epiranHs qanux. [loka3zaHo, 0 KOKeH 3 X METOIB BiApi3HAETHCA criocoba-
MH eMYIIAIIi] amapaTHUX 3ac00iB Ta 3HAXOANUTH CBOE MICIIE B 3aJISKHOCTI Bi 001aCTi 3aCTOCYBaHHS.

Jus opranizamii [P-TenedoHii po3risiHyTO pillieHHs 3 BUKOPHCTAaHHAM MPOTPaMHOTO poaykTy Asterisk. Posrms-
HYTO KOH(Irypamiro HaJalTyBaHHS CepeOBHUINA BipTyaizamii. 3ampormoHOBaHO BUKOPHUCTATH HAMIHHY iHQPACTPYKTY-
py PROXMOX VE, sika € cuctemoro BipTyaiizauii 3 BIAKPUTAM BUXITHAM KOJIOM 1 MIATPUMYE TUHAMIUHY Mirpatio.

[TpoBeneHo gocmiKeHHs! Ui BU3HAYEHHs [TapaMeTpiB NPOJYKTHBHOCTI IBOX TEXHOJIOTIH BipTyasizauii - rinepsi-
30pHOT Ta KOHTCHHEPHOI. 3a3HaueHO, [0 OCHOBHHUM IiKOM HaBaHTakeHHs Ha OIl € ckiamaHHS CUCTEMH 3 IBIHKOBUX
(aiiiiB, O Ta BUMarae iCTOTHO OuIble pecypciB (HaBaHTa)XEHHs 3pOCTae MPUOJIM3HO B 2 pasu), HOK MIATOTOBKA LIUX
¢aiiniB. Y xoni ananizy HaBaHTaxxeHHs Ha CPU BusiBiIeHO OiIbIly BUMOTIIMBICTB BipTyanbHOT MamuHy. JloBeneHo, 1110
BipTyaJIbHI MAIllHH, III0 BUKOPHCTOBYIOTH TEXHOJIOTIIO TillEPBi30PHOI BipTyami3allii, CIOKHBAIOTH OiNBIIE alapaTHUX
pecypciB cepBepa, Hixk KOHTSHHEPH, IPAIIOI0Yi Ha TEXHOJIOTii KOHTEHHEepHOI BipTyai3arii.

Kniouosi crosa: Bipryamnizamis; konteitHepu3anis; xmapaa ATC; rinepsizop; emyssimis oOnagHanHs; Asterisk.

Tabn. 6. [n.8. Bibmiorp.: 15 Ha3B.

YK 621.396.004

Oco6ennoctu nocrpoennsi BUpTyaibHbix ATC / JIL.A. Toxaps I/ Panguorexnuka : Beceykp. MexBe. HAy4.-TEXH.
¢0.2022. Boi. 208. C. 55 — 64.

B crarbe paccMOTpeHbI 0COOEHHOCTH OpraHu3alry BEICOKOA(GEKTUBHOI Tene(hOHHOI CBS3U C MOMOIIBIO 00Jay-
veix ATC.

PaccmoTpensl nmpenMyiiecTBa periennii Ha ocHoBe [P-tenedonnn no cpaBHenuto ¢ knaccuaeckumu ATC. TToka-
3aHO, YTO UCIOJIb30BaHue BUpTYanbHOH ATC He B KayecTBe JIONOJHUTEIHHOTO CEPBHCA, 4 B KAYECTBE OT/ICIbHON KOH-
(burypanyu BeIICJICHHOTO CEpBEPA, MO3BOJIHUT MOIYYUTh THOKYIO CUCTEMY HACTPOEK.

Paccmotpena moens BupTyanusanuu. [IpoBeneH aHanm3 MeTOJ0B BUPTYAIH3aLUH U OTMEUEHO, YTO PE3YIHTaTOM
WX Pa3BUTHA SIBISETCS MOSBIEHHE MHOTOSIEPHBIX HPOLECCOPOB, POCT MPOIYCKHOM CIIOCOOHOCTH MHTEP(EHCOB KOM-
IIBIOTEPOB, YBEIWIEHHE EMKOCTH U OBICTPOAEHCTBUS CHCTEM XpaHEHUs aHHBIX. [loka3aHo, YTO KaXKIbIH U3 3THX METO-
JIOB OTJIMYAETCSI COCOOAMH AMYJISILIMY alapaTHBIX CPEJCTB M HAXOAWUT CBOE MECTO B 3aBHCUMOCTH OT 00JIaCTH MpPH-
MEHEHHUS.

Jns opranmsanuu [P-tenedoHnn paccMaTpeHo pelieHHe ¢ UCI0JIb30BaHMEM NPOTPaMMHOTO Mmpoxykra Asterisk.
PaccMoTtpeHa KoH(HUrypalys HaCTPOHKH cpebl BUpTyainu3auuu. [IpeanoxkeHo Ucronb30BaTh HAEKHYI0 HHPPACTPYK-
Typy PROXMOX VE, sBrstonryrocss CHCTEMOI BUPTyalU3alliH ¢ OTKPBITHIM HCXOJHBIM KOJIOM U MOJIJEPKKON THUHA-
MHYECKOW MUTpaIuu.

[IpoBeneHbl UcCaeOBaHMs ISl ONPE/IeNICHHs] TApaMeTPOB MTPOU3BOANTEIBHOCTH TEXHOJIOTUI BUPTyaln3alud —
THIIEPBU30PHOI M KOHTeHHEpHOH. OTMEUYEHO, YTO OCHOBHBIM IHKOM Harpy3ku Ha OII sBisercst cOopka CHCTEMBI U3
JIBOMYHBIX (haiiyioB, 4TO TpeOyeT CyIIECTBEHHO OOJIbIIE PecypcoB (Harpy3ka BO3pacTaeT MPUMEPHO B 2 pa3a), 4eM I10 -
roToBKa 3TuX (haitnos. B xone ananusa narpysku Ha CPU oOHapy»keHa OoJjblias TpeOOBATEIbHOCTh BUPTYaJIbHOW Ma-
myHbBL. J{0KazaHo, YTO BUpPTyalbHblE MAIlIMHBI C TEXHOJIOTHEH T'MIEPBH30PHONH BUPTYAIM3alUU MOTPEOIISIOT Ooble
annapaTHBIX pECypCcOB CepBepa, YeM BUPTYallbHbIE MAIIMHBI C TEXHOJIOTHEH KOHTEHHEPHOW BUPTYaIH3alny.

Knouesvie crnosa: BupTyanuszanus, KoHTeiHepu3anus, oomadynas ATC; runepBuzop; SMyJsius 000pYIOBaHUS;
Asterisk.

Ta6un. 6. in.8. bubnuorp.: 15 Ha3B.

PHYSICS OF DEVICES, ELEMENTS AND SYSTEMS
PI3UKA ITPUJIAAIB, EJJEMEHTIB I CUCTEM
OU3UKA ITPUBOPOB, 9JIEMEHTOB U CUCTEM

UDC 621.382.232
Influence of the active region structure of the resonant tunneling diode on the critical points of its current-
voltage characteristic / K.S. Yatsun // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2022. Ne208. P. 65 — 71.
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The article proposes a study of the effect of the structure of the active region of a resonant tunneling diode on the
critical points of its current-voltage characteristic. The basic configuration of a resonant tunneling diode, which is a
structure of a quantum well with a nanometer-sized double barrier including two contacts, and a region with strongly
doped contacts made of a semiconductor with a relatively small band gap, is disclosed and illustrated. It is emphasized
that since the characteristic dimensions of the structure of the quantum well with a double barrier are comparable to the
wavelengths of electrons, the wave nature of electrons leads to such quantum phenomena as interference, tunneling,
energy quantization, etc. the double barrier causes resonant tunneling phenomena, which form the basis for the
operation of the resonant-tunneling diode. It is emphasized that repeated reflection causes destructive or constructive
interference depending on the wavelength of a particular electron. For electrons with a certain wavelength that promotes
constructive interference, a transfer probability close to unity can be found at energies corresponding to these
wavelengths. The modification of the active region of the resonant tunnel diode with a barrier height of 0.3 - 0.4 eV is
mathematically substantiated. The dependence of the transmission coefficient is found by solving the Schrodinger
equation in one electron approximation without taking into account the scattering effects. The calculation of the volt-
ampere characteristic of the resonant-tunnel diode was performed at temperatures of 100 and 300 K. The given volt-
ampere characteristics were obtained without taking into account the effects of electron scattering. However, it should
be noted that the main influencing factor is the resonant tunneling through the second level, for which the peak of the
transmission coefficient is much wider and higher. However, in gallium doped arsenide, the fact of electron scattering
can significantly affect the value of the transmission coefficient and the value of current. It is established that an
increase in the width of quantum wells leads to a significant decrease in the densities of peak currents and valley
currents, and an increase in the width of potential barriers leads to a slight decrease in the current density of the first
peak and current densities of the second peak and valley.

Key words: resonant-tunnel diode; volt-ampere characteristic; barrier; tunneling; quantum well; structure; energy;
wave.

2 fig. Ref: 15 items.

VJIK 621.382.232

BniuB cTpyKTYpH AKTHBHOI 00J1aCTi PEe30HAHCHO-TYHEJIbHOIO Ai0Ay HA KPMTHYHI TOYKH HOro BOJIbT-
ammnepuoi xapaxkrepucruxku / K.C. fAyyn I/ Pagiorexnika : Beeykp. MixBin. Hayk.-texH. 30. 2022, Bun. 208. C. 65 —
71.

VY crarTi 3ampOIOHOBAHO JOCIIIKEHHS BIUTUBY CTPYKTYPH aKTUBHOI OOJNACTI pe30HAHCHO-TYHEIHFHOTO HiOAy Ha
KPUTHYHI TOYKH HOTO BOJBT-aMIICPHOI XapaKTEPUCTUKU. PO3KPHUTO Ta MPOLTIOCTPOBAHO OCHOBHY KOH(DIrypariim pe3o-
HAHCHO-TYHEJILHOTO /11018, SIKa SIBJISIE€ COOOI0 CTPYKTYPY KBaHTOBOI SIMU 3 TMO/BIHHMM 0ap'epoM HAHOMETPOBUX PO3Mi-
piB, IO BKJIOYAE J1Ba KOHTAKTH, Ta 00JACTi 3 CUJIBHO JICTOBAHUMH KOHTAKTaMH, BUTOTOBJICHHMH 3 HAIIBIPOBIIHUKA 3
BiTHOCHO MaJIOK 3a00pPOHEHOI0 30HOI0. HarosoiieHo, 1o OCKiUIbKH XapakTepHi pO3MIpH CTPYKTYpPH KBAHTOBOI SIMH 3
MOJIBIMHUM 0ap'epoM MOPIBHSHI 3 JOBXKUHAMH XBHUJIb €JIEKTPOHIB, XBUIILOBA IPUPO/IA EIEKTPOHIB IIPU3BOIUTH JI0 TAKHX
KBaHTOBHX SIBUIL, SIK iHTep(EpeHLlis, TYHEJIIOBaHHS, KBAHTYBaHHS €HEprii TOLIO Ta 3a3Ha4YaeThCs, 10 B PE3yJbTaTi 3a-
3HAYCHOTO SBUIA B CTPYKTYpax KBaHTOBOI SIMH 3 IOJBIHHUM 0ap'epoM BHHHUKAIOTH PE30HAHCHI SBUIIA TYHEITIOBAHHS,
SIKI YTBOPIOIOTH OCHOBY JIsi pOOOTH PE30HAHCHO-TYHEIbHOTO miona. IlimkpecneHo, mo Oaratopa3oBe BigoOpa)KeHHS
BUKJIMKA€E I[eCTp}’KTI/IBHi abo KOHCTPYKTI/IBHi NepeHIkoaAn 3aJICKHO BiZ[ JOBXHWHH XBHII KOHKPETHOT'O CJICKTPOHA. I[J'If[
€JIEKTPOHIB 13 TICBHOIO JOBKHWHOIO XBWII, IO CIPHUsIE€ KOHCTPYKTHBHIN iHTepdepeHIii, IMOBIpHICTh mepenadi, Oam3bpKa
IO OJIMHMUIII, MOXKe OyTH 3HaliieHa TIPU CHEPTisX, [0 BiAMOBIAAIOTH M TOBKHUHAM XBIJIb. MaTeMaTHIHO OOTPYHTOBA-
HO MOIU(]IKAIF0 aKTUBHOI 00JIACTI Pe30HAHCHO-TYHEIBHOTO Iiofa 3 BUCOTO Oap’epa 0,3 — 0,4 eB. 3anexHICTh Koe-
¢ilieHTa MPOXOJPKEHHSI 3HAXOIUMO LLIIXOM BUpilleHHs piBHsHHs IllpeniHrepa y ofHO eIEKTPOHHOMY HaOJIVDKEHHI
0e3 ypaxyBaHHs eekTiB po3cisiHHS. P0o3paxyHOK BOJIbT-aMIIEpHOI XapaKTEPUCTHKHA PE30HAHCHO-TYHENILHOTO Aioza
3nificaeHo mpu Ttemmeparypax y 100 ta 300 K. HaBexeni BonmbT-aMIIepHi XapaKTepUCTUKN OTpUMaHi 0e3 BpaxyBaHHS
e(exTiB po3cisHHA eneKTpoHiB. OJHAK BapTO BIAMITHUTH, IO TOJOBHUM BIUTMBOBHM (PAKTOPOM € PE30HAHCHE TYHEIIO-
BaHHS Yepe3 APYTHi piBeHb, U SIKOTO MK Koe(illieHTa MPOXOHKSHHS 3HaYHO Mmupiie Ta Bume. [IpoTte y merosanomy
apceHifi rajito GakT po3cisHHs eJIEKTPOHIB MOXKE CYTTEBO HAJ[aBaTH BIUIMB HA 3HAYCHHS KoedillieHTa IPOXOHKEHHS Ta
3HA4YCHHA CTPYMY. BCTaHOBJ’IGHO, 1o 301IbIIEHHS HIMPHUHU KBAHTOBUX AM IPU3BOJAUTH 10 1CTOTHOTO 3MEHIIIEHHS IIIiJ'II)—
HOCTEH MIKOBUX CTPYMIB 1 CTPYMiB JIOJIMHH, a 30UIbIICHHS IUPUHH MTOTEHLIHHNUX Oap'epiB NMPU3BOANTD /10 HE3HAYHOTO
3MEHIIEHHS IIUILHOCTI CTPYMY IIEPIIOTro MiKY, a TAKOK 301IbIIEHHS [IIIBHOCTEH CTPYMIB JPYTroTo MKy 1 JIOJIMHHU.

Kniouosi crosa: pe30oHaHCHO-TYHENBHUH J1I0/; BOJIbT-aMIIEpHA XapaKTepUCTHKa; Oap’ep; TyHEIIOBaHHS, KBAaHTOBA
sIMa; CTPYKTYypa; EHeprisl; XBUIIS.

. 2. Bi6miorp.: 15 Ha3B.

VIIK 621.382.232

Bausinue CTPYKTYPbI AKTHBHO# 00JacTH PE€30HAHCHO-TYHHECJIBHOI'0 AM0Aa HA KPUTUYECCKHE TOYKH €ro
BOJIbT-aMmepHoii xapakrepuctuxu / K.C. Ayyn I/ Pagnotexuuka : Beeykp. MexBen. Hayd.-TexH. ¢6. 2022. Brim. 208.
C.65-T71.

B crartbhe mpemyioskeHO MCCIICIOBAHNE BIUSHUSA CTPYKTYPHI aKTHBHOW OOJIACTH PE30HAHCHO-TYHHEILHOTO AWOIA
Ha KPUTUYCECKUC TOYKHU €TI0 BOHBT-aMHepHOﬁ XapaKTCPpUCTUKU. PaCKpLITa 1 NMPpOUJTIFOCTPUPOBAHa OCHOBHAs KOH(i)I/Il"y—
panusa pe30HaHCHO-TYHHECJIBHOT'O JUOAa, KOTOpasa NpeACTaBIACT U3 cebst CTPYKTYpPY KBAHTOBOH SIMBEI C HBOﬁHLIM 6apLe—
POM HAaHOMETPOBBIX Pa3MEPOB, KOTOpAs BKIIFOYACT B ceos JABa KOHTaKTa, u 0011aCTH C CHUIIBHO JICTUPOBAHHBIMH KOHTAK-
TaMH, U3rOTOBJICHHBIX U3 MOJYHNPOBOJHHWKA C OTHOCHUTCIILHO MaJIol 3aHpeIII€HHOﬁ 30HOM. OTMC‘IGHO, 4YTO IOCKOJIbKY

ISSN 0485-8972 Radiotekhnika No. 208 (2022) 79
elSSN 2786-5525



XapaKTepHBIE Pa3MEPhl CTPYKTYPBl KBAHTOBOW SIMBI C IBOWHBIM 0apbepoOM COM3MEPHUMBI C [UIMHAMH BOJH 3JIEKTPOHOB,
BOJIHOBAsI MPUPOJA 3JIEKTPOHOB NPHUBOIUT K TaKHUM KBAaHTOBBIM SIBICHUSIM, KaK MHTEp(EpEHLUs, TYHHEIUPOBAHHE,
KBaHTOBAHUE SHEPTUH U T.II. U OTMEYAETCS, UYTO B PE3yNIbTaTe 0003HAYECHHOTO SIBIICHUS B CTPYKTypax KBaHTOBOM SIMBI C
JIBOMHBIM 0aphepOM BO3HHUKAIOT PE30OHAHCHBIC SIBJICHHS TYHHEINPOBAHNUS, KOTOPBIE CO3A0T OCHOBY ISt pabOTHI pe3o-
HAHCHO-TYHHENBHOTO Auoaa. OTMEYEeHO, YTO MHOTOPAa30BOE OTOOpPaKCHHE BBI3BIBACT JCCTPYKTUBHBIC MM KOHCTPYK-
THUBHBIC IOMEXU B 3aBUCHMOCTH OT JJIMHBI BOJHBI KOHKPETHOTO 3JIEKTPOHA. J{JIs 3JIEKTPOHOB C ONPEACIECHHON JUTMHOM
BOJIHBI, KOTOpasi CII0COOCTBYET KOHCTPYKTUBHOM MHTEp(EpEHIINH, BEPOSTHOCTD Nepeaayn, OJIu3Kas K eIUHUIE, MOXKET
ObITH OOHApy’>KeHa IPHU SHEPTUAX, KOTOPHIE OTBEYAIOT STUM BOJHOBBIM JJIMHAM. MareMaTHyecku 000OCHOBaHO MOJH-
(UKanuIo aKTUBHOI 00J1aCTH pPEe30HAHCHO-TYHHEJILHOTO 1M0/a ¢ BeicoTol Oapbepa 0,3 — 0,4 B. 3aBucumocts koadpdu-
LIMEHTa MPOXOXKACHHUE MOJIYyYeHO MyTeM pemieHusi ypaBHeHus lllpeanHrepa B OHO 3JIEKTPOHHOM NpHONVDKEHHH 0e3
yderta 3 (peKToB paccenBaHus. PacueT BoIbT-aMIepHON XapaKTEPUCTHKU PE30HAHCHO-TYHHEIILHOTO JMOJa BBHINOJIHEH
npu temmneparypax 100 u 300 K. IIpuBeneHHbIE BONBT-aMIEepHbIC XapaKTEPUCTHKH MOJy4eHbl Oe3 yuera 3ddexToB
paccenBaHME 31€KTPOHOB. OJJHAKO CTOUT OTMETHTh, YTO TJIABHBIM BIUSIOMUM (haKTOPOM SABISIETCS PE30HAHCHOE TYH-
HEITMPOBaHNUE Yepe3 BTOPOIl ypOBEHb, T KOTOPOTO MUK KO3(GHUINEHTa MPOXOKACHHUA 3HAUYUTEIBHO BBIIIEC U IIHUPE.
TeM HE MeHee B JISTUPOBAHHOM apCEHUAE Tanus (akT paCCEMBAHUS JICKTPOHOB MOXKET CYIIECTBEHHO BIMATH HA 3Ha-
yeHHe Ko3(h(HUINEHTa MPOXOKACHHUS U 3HAYCHUE TOKA. Y CTAHOBIICHO, YTO YBEINYEHHUE INPUHBI KBAHTOBBIX SIM IIPUBO-
JIIT K CYIIECTBEHHOMY YMEHBIICHHUIO INIOTHOCTEH TOKOB IMKA M TOKOB JOJIHHBI, @ YBEIWICHUE IIHPHHBI TIOTCHIIN b~
HBIX 0apbepoB NMPUBOAWT K HE3HAUYNTEIHHOMY YMEHBLICHHIO IUIOTHOCTH TOKA IIEPBOTO MHKA, a TAKXKE YBEINUCHHIO
IUIOTHOCTH TOKa BTOPOT'O TIMKA U TOJTUHBI.

Knouesvie crosa: pe30HaHCHO-TYHHEBHBIA AUOM; BONbT-aMIIEpHAs XapaKTePUCTHUKa; Oapbep; TYHHEIHPOBAHHUE;
KBAaHTOBAA 5IMa; CTPYKTYypa; SHEpIHs; BOJIHA.

Wn. 2. bubawuorp.: 15 Ha3s.
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