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METO/U TA MOAEJII KPUIITOT'PA®IYHOI'O AHAJII3Y
TA KPUIITOI'PA®IYHUX IEPETBOPEHb

VJIK 621.391:519.2 DOI:10.30837/rt.2021.1.204.01
A.M. OJIEKCIHYYK, 0-p mexn. nayx

V3ATAJIbHEHUW U ®EPEHIIAJILHO-JITHIMHAN KPUIITOAHAJII3
BJIOKOBUX I ®PIB

Beryn

HudepeHnianbHO-TIHIMHUNE METOJ] KPHUNTOAHAi3y OJOKOBUX IMHU(PIB 3aMpONOHOBAHO B
1994 p. [1]. Horo cyTHicTh momnsirae y CyMiCHOMY 3aCTOCYBAHHI ISl OOYIOBU aTakd Ha QP
BHCOKOMMOBIpHOTO Au(epeHItiany I MepliuX payHIiB Ta BUCOKONMOBIPHOI JIIHIHHOI ampoOKCH-
Marlii Juis OCTaHHIX payH[iB MU(pPyBaHHA. 3a3HaYCHUN METOJ BUSBIAETHCS OUIbII €()EKTUBHUM B
MOpiBHSHHI 3 (0OKpeMo) nudepeHIliaIbHUM Ta JIHIHHUM METOJaMH MPH 3aCTOCYBaHHI 10 0aratbox
6nmokoBux mmdpi (muB. [1 — 5]), mpoTe Horo HayKoBe OOTPYHTYBAHHS 3aJUINAETHCS MPEIMETOM
MOJAJBIINX JTOCIIIKEHD.

Bimomo nexinbka myomikaniii [2 — 5], mpucssiuennx (opmanizamii audepenuianbHO-TiHIHHOTO
METOAY Ta 3’ICYBaHHIO YMOB, 3a SKMX MOIro TPYAOMICTKICTb MOXX€ OyTH OIIIHEHO MaTeMaTH4HO
crporo. IleBHui nporpec B 1bOMy HampsiMi 3p00JIEeHO MPOTATOM OCTaHHIX POKiB [4, 5], ane mpo-
6rmema oOrpyHTYyBaHHS TU(pepeHIIaTbHO-TIIHIHHOTO METOy B IOBHOMY OOCS31 3a/IMILIAETHCS HE BU-
pimenoro. MeTa cTaTTi — BUKJIACTH eIl Pe3yJIbTaTH, OTPUMAaHI aBTOPOM Yy HampsiMi BUPIIICHHS
1i€ei mpobiaemu.

B n. 1 po3mmproerbes kiac audepeHianbHO-THIHHUX aTak Ha 010KoBiI mmdpu. A came, po3-
TTISAAI0TBCS K PO3PI3HIOBAIBHI aTakd, TaK 1 aTakW, CIPSMOBAaHI Ha BiTHOBICHHS OIHOTO OiTy
iHpopmanii mpo kimou. [Tpu 1bOMy He POOHUTHCS KOAHUX MPUITYLICHD (K Y BIIOMHX ITyOJiKaIlisx
[1 — 5]) mpo MOXIHBICTH TIpeACTaBICHHS MU(PY y BUMISAII IEBHUX JBOX KOMIIOHEHT. 3a JJOMOMO-
rOI0 OKPEMHUX Pe3yJbTaTiB poOOTH [6] OTpUMaHO HUXHI OIIHKK 1HQOPMAIIITHOT CKIaHOCTI 3a3Ha-
YEHUX aTak, BUpa3M SIKUX 3aJIeKaTh BiJ yCepeHEHUX (3a KII0YaMHi) 3HaUeHb KBAJPaTiB €JIEMEHTIB
y3arajibHEHOI aBTOKOPEIALiHOI Tabmuii mudpyBambHOro neperBopeHHs [7]. Ha Bigminy Bin
Biomux [1, 2, 4], oTpuMaHi omiHKHU 1HGOPMAIIHHOT CKIaTHOCTI TU(EpeHIIaNbHO-IIHIHHNUX aTaK He
0a3yl0ThCsl Ha JKOJHUX €BPUCTHYHHMX MPUITYIIEHHSIX BITHOCHO OJOKOBUX LIM(PIB, IO JOCTIIKY-
IOTBCS, Ta € CIPABEATUBUMH JUIs OUTBII IIMPOKOTO KJIAacy aTak B MOPIBHIHHI 3 TpaJULiHOO qude-
PEeHIIabHO-TIHINHOIO aTakoro. JJig MOPIBHSHHS BUKJIAJCHO TAKOX €BPUCTHYHHM MiAX1] 10 T00Y-
JIOBH OILIIHOK 1H(OpMAIIITHOI CKJIQAHOCTI y3aralibHEHOI AUQepeHIianbHO-TIHINHOI aTaku, SIKUi €
3arajlbHOBM3HAHUM Y BHUIIAJIKy 3BHUATHOI pO3PiI3HIOBAIBHOT aTaKH.

B n. 2 y BaXIMBOMY OKpEeMOMY BHUIAJIKy OTPHMAHO SIBHUI BUPa3 CepeHOr0 3HAUYEHHS mapa-
MeTpa, KUl (Girypye B 3a3HAYCHUX BHIIE OI[IHKAX, JJIS BHMAJAKOBOI PIBHOWMOBIPHOI T1CTAaHOBKH
Ha MHOKHHI TOB1JIOMJICHb, 110 MU(PYIOThCS. AHAJIOTIUHO AudepeHLianbHoMy abo JiHiitHOMY Me-
TOJIaM KpPHUITOAHAII3Y LIeH pe3ysbTaT HaJae MOXIIMBICTH MOPIBHIOBATH JU(eEpeHIiaIbHO-TiHIIHI
BJIACTUBOCTI O1€KTUBHUX OYJEBHUX BiOOpa’ke€Hb 3 AHAJIOTIYHMMHU BIIACTHUBOCTAMH ““i7l€abHOr0”
KpUnTorpadiuHoro BifoOpaxeHHs, TOOTO BUIAAKOBOT piIBHOMMOBIPHOT MiICTAHOBKH.

B 1. 3 HaBeneHO CIiBBIIHOINICHHS, SIKi BCTAHOBIIIOIOTH B3a€MO3B 30K MiXK, BIAMOBIIHO, Aude-
pEeHI[IaIbHUMH, JTIHIMHUMH Ta JudepeHLiaTbHO-TIHIMHUMHI BJIACTUBOCTSIMHU O1EKTHMBHHUX OyJIeBUX
BimoOpakeHb. Ha Biaminy Bi BimoMux poOiT [4, 6, 8], BUKOPHUCTOBYETHCS MaTpuIHa (popMma 3amucy
CIBBIIHOIIIEHB, IO J03BOJISE Kpalle 3’ICyBaTH iX CYTHICTh Ta CIPOCTUTH JOBeAcHHA. OTpHUMaHO
TaKOX HOBE CITIBBIJHOILIEHHS JJIs €JIE€MEHTIB y3arajibHeHOi aBTOKOpeNsLiiiHoi Tadnuui mudpysa-
JIBHOTO MEPETBOPEHHS JOOYTKY JBOX OJOKOBHUX HIU(PIB, K€ MOXE OYTH KOPUCHUM B MOAAIBIINX
nociiKeHHsX. Hanpukinmi ctaTTi copMyaIb0BaHO CTUCIT BUCHOBKH.

1. Y3araabHeHi 1udepenniaabHo-TiHiiiHI aTaku Ha 6J10k0Bi M pu
Jlnst Oyap-sKoro HartypainbHOro N mo3HaunMo o(V,) CHMETpHYHYy TPyIy IiJICTaHOBOK Ha

muaoxkuni  V, ={0,1}". s Oyme-akux o =(0,..,0;), PB=BB,) €V, nOKIATEMO
oaf=0.pD - DB, a®PB=(o; ®Py,..., o0, DB,) -
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Posrnsinemo OnmokoBuit mmpp I 3 MHOXKHUHOIO BIIKPUTHUX (IIM(POBAHMX) MOBIIOMIICHD
X =V,, MHOXuHOIO KirouiB K =V, Ta cim’ero mudpysanbaux neperBopensb (F ik € K) .

VY3aranpHeHa naudepeHIliaNbHO-NIHIMHA aTaka Ha mUQp I BHU3HAYAETHCA 32 JIOTIOMOTOIO
HEHYJIbOBUX BEKTOPIB @, a3 €V, , KOMyTaTUBHOI I'pyNOBOi omepalii + Ha MHOXHHI V,, Ta 3piBHO-
BaxkeHol gynkuii y: K —{0,1}. BBaxkaerbcs, 1110 NPH MPOBEACHHI aTaKu CYMPOTUBHUK MA€ JI0C-
Tyl 10 opakysna F, 3 HeBiloMHM (BHOpaHUM BHIIQJKOBO PIBHOMMOBIpHO 3 MHOXKHMHU K ) Kiltouem
k. CymnpoTHBHHK T€HEpYE HE3aJIe)KHI B CYKYITHOCTI BHIIAQJKOBI PIBHOWMOBIPHI BiKPHTI TEKCTH
Xiy oy X; €V, Ta obumcimioe 3a BimmoBimHumu mmpporekcramu F (X)), F (X; ©a) 3nauenus
vi =oFR (X;) ®BFR(X;+a), i€ 1,t. Mera aTaku moJsrae B ToMy, o6 BigHOBHTH 3HaueHHS (k)
3a MOCIIAOBHICTIO Vy, ..., V;.

3ayBakuMo, 10 Ui MOOYI0BH €PEeKTHBHHUX AM(epeHiadbHO-IIHIHHIX aTaK CIiJ BUOHpATH
BEKTOPH a,0.,[3, omepariito + Ta GyHKIIIO J , BUXOASYU 3 OCOOIMBOCTEH Oym0BH 0JIOKOBOTO HIH (-

py Tak, mo0 BHUIMAAKOBA MOCHIIJOBHICTB Vi, ..., V, MiCTmIa sikoMora Oinbme iH(opmanii npo 3Ha-
yenHs (K) . [Topsia 3 TvM, 17st OOTpYHTYBaHHS CTIMKOCTI 0J0KOBUX MM (pPiB BiTHOCHO AudepeHii-

QJIbHO-JIIHIHHOTO METO/ly KPUIITOAHATI3y MOYKHA BUKOPHUCTOBYBATH HUKHIO OI[IHKY iH(OpMaIliiHOT
CKJIQJIHOCTI HaBEJICHOI aTakH, sKa He HAKJIaa€e )KOIHUX J0IaTKOBUX OOMEXEHb Ha BEKTOpH &, ., [,

omepauito + Ta GpyHKIito . s Toro mo0 HaBeCTH 3a3HAYECHY OILIHKY, PO3TIISTHEMO OiJIbIN 3ara-
JbHY aTaky Ha mudp I, onucany B [6], Ta CKOPUCTAEMOCS JOBEACHUM TaM TBEPIKCHHAM 1.
BaranpHa ataka (d -ro mopsiaky, d =1, 2,...) Ha mudp I OymyeThcst HA OCHOBI Mapu BigoOpa-
XKeHb @ X duX9 52 , VK —>S", ne Z,S" — ckiHueHHI MHOYKHHH, BiJTOOpaKeHHS @ € BiAMiH-
HEM BiJ KOHCTAHTH, a BimoOpaxeHHs \ 3agoBombHsie ymoBi |y (s)|=|K|-|S'|™* mst 6yms-
sskoro S' € S’. BBaxaeThcs, 10 Ha MHOXKHHI K 33a7aHO pIBHOMIpHHI pO3MOAia HMOBIpHOCTEH, a Ha
muoxuai X% — nesHuii po3moaiI p@, [Ipu mpoBeneHH1 aTaku CYIPOTUBHUK Ma€ TOCTYII 10 Opa-
kKyna F, 3 HeBimoMuM (BHOpaHMM BHIAJKOBO piBHOMMOBIpHO 3 MHOXMHH K ) kimrouem Kk . Cympo-

TUBHMK T€Hepye He3alekHi B CyKyMHOCTI Habopu BigkpuTux mnosigomneHb X; =(X;i, .., X;q4),
KOJKEH 3 AKX posmozinenuii 3a 3axonom PY) | orpumye maGopu F (X;) = (Fe (Xi2)s s R (X5 9))
ta obuuciroe 3HaueHHs Z; = @(X;, R (X;)), i e1,t. Mera CyNpOTHBHHKA — BiXHOBHTH 3HAYCHHS

y(K) 3a BiZIOMOIO MOCTITOBHICTIO AR Z,..,Z.

HacrtynHa nema 103BoJIsi€ OLIHUTH iH(GOpMaLiiHy CKJIaIHICTh HaBEAECHOI aTaKu.
Jlema 1 [6]. Haiimenmuii o0csr manux, HeoOXiTHUX I MPOBEACHHS OMHUCAHOI 3arajbHOl ara-
KM 3 iMOBipHicTIO momuiky He Ginbine Hix & € (0,1/2), 3an0BosbHsE HepiBHOCTI

¢ 1=8)log [S'| - h(3)

2, 1
KIS AR) @
keK
e
AR) =1Z[* D (1ZIP{o(X, R (X)) = 3-1)?, )

zeZ
h(8) =—-dlog d—(1-3)log(1-3), a X =(X4,..., X4) € BHIAIAKOBAM BEKTOPOM, PO3NOALICHHM Ha
muoxuni X 3a 3akomom P F (X)) =(FR (X)), ... KR (Xy)), keK.

JloBeneMo 3apa3 HACTYITHE TBEPIKECHHSI.
Teepaxenns 1. HalimeHmmii oOcsr naHux, HEOOXITHUX IS TIpoBeneHHS Ha mmdp I aude-
pEHITiaIbHO-TIIHIKHHOT aTaku (Ha OCHOBI BEKTOPIB &, 0., 3, omeparii + Ta GyHKIIT W ) 3 IMOBIPHICTIO
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nomuiky He Ounbie Hixk & € (0,1/2), 3amoBonbHsE HEpiBHOCTI
(1-86-h(8))In2
KT D (@Py{oF (X) =BR (X +a)} -1’

keK

3)

ae X — BUIAJKOBUH BEKTOP 3 pIBHOMIPHUM PO3MOJJIOM HMOBIpHOCTEN Ha MHOXKHUHI V,, .

HoBenenns. [lomiTumo, mo nudepeHiaibHO-TiHIHHA aTaka Ha MHUPp I € OKpeMHUM BUTIA-
KOM HaBeneHol Buiie 3aranbHoi ataku npu d =2, S'=Z={0,1}, o((x,x),(y,y))=ay®By’,
X,X',y,y €V, ta posnonini iimosipHocTeit PW  mo e piBHOMipHEM Ha MHOXHHI
{(x,x+a):xeV,}. OckinbKy npu HBOMY

AR)=1Z 1" D (1 ZIPo(X, R(X)) = 2}-1)" =

zeZ
2
= (2Px{aF (X) =BR (X +a)}-1)°,
TO HepiBHICTH (3) € Oe3nmocepenHiM HaciakoM HepiBHOCTI (1). TBepKEHHS JOBEICHO.

[Topsiz i3 HaBeneHOO BHIIE AU(EepeHIiaTbHO-IIHIHHOIO aTaKO0, CIIPIMOBAaHOIO HA BiJHOBIICH-
us 3HaueHHs \(K) (To6TO omHOro OiTy iH(opMAIll MPO KJIF0Y) 3a BHUIIAJAKOBOIO MOCIIIOBHICTIO
v; =oFR (X;) ®BFR.(X;+a), i €lt, po3risHeMO TakoX PO3pI3HIOBAIBHY aTaky Ha mmopp I, sKa
Mae€ 3a METY BIJIPI3HUTH Lied mu@p BiJl CyTO BUIAAKOBOI MiJICTAHOBKM HAa MHOXHHI V, NUISIXOM

aHaIi3y MOCHIZOBHOCTI V;, | €1,1. 3ayBaxkumo, o came Taki aTaku (B OKpeMOMY BHIAAKY O =3 )
PO3TISIIAIOTECS B TIEPEBaXKHIN OUTBIIOCTI pOOIT, MPUCBSIUCHUX Au(epeHIianbHO-IIHIHHOMY KpHII-
ToaHamizy (IuB., HapuKIam, [2, 4, 5]).

Jlist Toro 106 HaBECTH HUKHIO OIIHKY 1H(OpMAIIiiTHOT CKJIaIHOCTI PO3PI3HIOBAIBHOI TudepeH-
1aTHHO-TIHIMHOI aTaKu, PO3TJITHEMO CIIOYATKY OUIBIN 3arajbHy aTtaky Ha mudp I, onucany B [6].

Hexait @ — BHIIaJKOBE BiZIOOpaKEHHsI, siKe 3 MOBIpHICTIO 1/2 € BHMAIKOBOIO PiBHOMNMOBIp-
HOIO MIJICTAaHOBKOIO HAa MHOXMHI X =V, (rimote3a H,) abo BUMagKoBUM piBHOMMOBIPHUM HIM(}-
pyBaJIbHMM IiepeTBOpeHHsAM mudpy I (rimoresa H;). PospisHioBanbHa ataka Ha mudp I Oyny-
€TbCSI HA OCHOBI BIMIHHOI B1Jl KOHCTAaHTH QYyHKUIi @@ X IxX%>Z ra po3noaLTy MMOBIpHOCTEN
P@ na muoxumi X i CIIpsIMOBaHa Ha Te, 1100 po3pizHuTH rinoresu H, ta H; 3a Bizomoro pea-

nisaniero Bunazkosoi mocrinosrocti ZW =Z7,,..., Z,, ne Z; = o(X;,®(X,)), a X; = (Xigsees Xig)

€ HC3AJIC)KHUMHU Ha60paMI/I Bl)IKpI/ITI/IX HOBIJIOMJ'IGHI) KOXCH 3 IKHX pO3HO)]1J'IeHI/II/I 3a 3aKOHOM P(d)

D(X;) =(P(X;1), .., D(X;4)), | elt.
HacTymnHa ieMa MiCTUTBh HHKHIO OLIIHKY 1HQOpMAIIHOT CKJIQAHOCTI ITi€] aTakH.
Jlema 2 [6]. Haiimenmmii oOcar naHux, HEOOXiJHUX JUTS MPOBEICHHS 3a3HaY€HOI PO3Pi3HIOBa-
JILHOI aTaku 3 iIMOBipHicTIO MOMIJIKH He Oubiie Hixk O € (0,1/2) , 3a10B0oNbHSE HEPIBHOCTI
2(1-h(3))In2
1 1
“IK] D AR oV D AR

keK FEG(Vn)

(4)

ne A(R,) BusHauaetbcs 3a popmysoro (2), a A(P-) — 3a aHanoriyHow Gpopmysoro, sika OTPUMYETh-
cs 3 popmynu (2) nuisixom 3aminm y Hik F, Ha F e 6(V,)) .
Beaxaroun y QopmymoBanni nmemu 2 d=2, Z={0,1}, o((x,x),(y,y))=ay®By’,

X, X,y,y €V,, Ta BH3HaYarOuM P@ gk PIBHOMIpHUN PO3MOJiT HWMOBIPHOCTEH Ha MHOXHWHI
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{(x,x+a):xeV,}, oTpuMaeMo HacTyIHE TBEP/UKCHHS, K€ BCTAHOBIIIOE HIDKHIO MEXy iH(opma-
IHHOT CKJIAJHOCTI PO3PI3HIOBAIBHOI AUQEpEHIIATbHO-TIHIHOI aTaku, Mo OyIyeTbcs HAa OCHOBI
HEHYJIbOBUX BEKTOpIB &, a3 €V, Ta onepamii +.

TBepakenns 2. HaiimeHmmii oOcsr naHux, HEOOXITHUX IS TIpoBeeHHS Ha mdp I aude-
PeHIiaIbHO-IIHIHOT aTaku 3 iMOBipHiCTIO MOMIIKK He Oitbine HiX & € (0,1/2), 3amoBosbHSE He-
piBHOCTI (4), ne

A(R) = (2Px{aF (X) =R (X +a)}-1), (5)
A(Pe) = (2Py{oF (X) = BF(X +a)}-1)°, (6)
a X € BUIQJAKOBUM BEKTOPOM 13 PIBHOMIPHUM PO3IOALJIOM HMOBIPHOCTEN Ha MHOXKUHI V,, .

Ha 3aBepriieHHsS IbOTO MYHKTY PO3TJISTHEMO TPATUIIAHY PO3Pi3HIOBATIBHY AMQEpeHIliaaIbHO-
TiHIAHY aTtaky Ha mudp I, sika OyayeThCs Ha OCHOBI HEHYJTHOBUX BEKTOPIB @, 0,3, 110 3aJJ0BOJIb-
HSIIOTh YMOBI

Poc{oF () =R (x+a)}=1/2- (1+¢), (7)
e X i K € He3aJne)KHUMMHU BUIIAJIKOBUMHU BEKTOpPAMH 3 PIBHOMIPHHMH PO3MOIIAMHA HMOBIpHOCTEH
Ha MHO)kHHaX X 1 K BignosigHo, € € (0, ]/ 2) . BBaxkaeThcs, 1110 PU TPOBEJICHHI aTaku CyNPOTUB-
HUK Ma€ JIOCTYI [0 opakyia F , skuii 3 iMoBipHicTO 1/2 € peanizaliiero BUIaIKOBOI PiBHONMOBIp-
HO MiICTAaHOBKM Ha MHOXUH1 V,, (rimore3a H;) 13 Takoro » HMOBIPHICTIO CHiBNajae 3 mudpysa-
JBHUAM TIepeTBOpeHHsIM F, mmdpy I npu HeBimomomy Kirodi K, BHOpaHOMY BHITaJKOBO PiBHO-
iimoBipHO 3 MHOkMHM K (rimoTe3a H;). Mera aTaku nosidrae B ToMy, 1100 pO3pI3HUTH 3a3Ha4EHI
rinore3u. JlJis UbOTr0 CYNpPOTUBHUK I'€HEpYE HE3alle)KH1 B CYKYIMHOCTI BMIIAJIKOBI PIBHOMMOBIpHI
BX1JIHI MOBIAOMIIEHHA Xji,..., X; €V, , 004HCII0€ 3a BIANOBIIHMMU BHUXIIHUMHU MOBIIOMIICHHSAMU
F(X,), F(X;+a) smauemns v, =aF(X;)®BF(X;+a), ielt, Tta muepesipse ymoBy
vi+--+v, >C (mnsg 3a3nanerigs BusHadeHoi semuauan C > 0). SIKiio 111 yMoBa BUKOHY€ETHCS, TO
npuiMaeThes rinoresa H ; iHakme npuiimaeTsed rimoresa H; .

BusnaunMo ymoBH, 3a SKMX HaBeJ€HAa aTaka € YCIHIIIHOI, Ta OLIHUMO ii TPYAOMICTKICTb.
ITepr 3a Bce, T0BEAEMO TaKy JIEMY.
Jlema 3. Cepenne 3nauenus imoipHocti P, {oF(X)=BF(X+a)} 3a Bcima mijcTaHOBKamMH

F e 6(V,) nopiuroe 1/2, sxmo o # B 1a 1/2-(1—(2" -1, sxmo a=p.
JoBenenns. [Tomitumo, 1mo

2 Y PLFM=BRra)} 1=t 3 27 3 (e -

2n
Feo(V,) FEGO/n XeV,

= 2SS HF colV,):F( =y, Fx+a) = 2H(-D =

n
2’1 XeV,, Y,zeVy:
y#Z

o 1 a®B)
( ) yepz _ _ (_1)( By
y%/ 2"2"-1) yz\,:

Y#1

T on (2n 1)

[Ipy uboMy ocTaHHiii Bupas gmopiBaioe 0, skmo o#p ta —(2"-1)7, sxmo o=p.
Jlemy noseneHo.
3 ONMKUCY  HaBEACHOI  aTaku BUILIHBAE, 110 BUIAJKOBA  MOCIIiJOBHICTh

v; = oF (X;)® BF(X; +a), i elt, sKy cnocrepirae CyNnpoTHBHHK, € CXeMO BepHyiwi 3 iiMOBip-
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Hictio yemixy Pg =1-P {aF(x) =pF(x+a)}. [Ipu npomy Ha mixcrasi jemu 3 4uCIO ir” Z Pe
*Feo(Vy)

. o . . 1
Maiike He BiapisHserses Big 1/2 (mpu n>64), B Toif yac sk 3a ymoBH (7) 4nCIIO —Z Pg, HE
keK

nepesuinye 1/2-(1—¢). 3a3HaueHuil hakT H03BOJISE PUHHATH TaKi MPHUILYIICHHS, aHAJIOTI4HI Bi-
JOMHUM TilOTe3aM PO PO3Pi3HEHICTh Ta, BIANOBIIHO, CTOXaCTHYHY €KBIBaJICHTHICTh KIIOYIB y CTa-
THUCTHUYHUX aTakax Ha 0J0koBi mudpH (IuB., HarpukiIam, [9, 10]).

Ipunymenns 1. 3a ymoBH crpaBeumBocTi rimoresu H, s xoxuoro F ec(V,) Bukony-
€TbCs piBHICTH P =1/2.

IpunymenHs 2. 3a yMOBHU CIIpaBeUIMBOCTI rinore3su H; st koxxHoro k € K BHKOHYeThCS
HepiBHicTb P <1/2-(1-¢).

BukopucroByroun craHmapTHi MipKyBaHHS i3 3acTocyBaHHSM HepiBHocTi [edminra [11],
OTPUMAEMO HACTYITHE TBEP/HKEHHS, SIKE BCTAHOBIIIOE OI[IHKY TPYIOMICTKOCT] HaBEJIEHOT aTaKH.

Teepmxkennss 3. Hexaii BukonyroThcst ymoBa (7) Ta mpumymeHHs 1 i 2. Toxmi mpu
C=t/ 2-(1+ &/ 2), t= ’_88_2 In( 8_1)-‘, 8€(0, 1/2) naBeneHa araka 03BOJISE€ BiAPI3HUTH OIOKOBHI
mudp I BiA BUMAIKOBOI pIBHOMMOBIPHOT MIJCTAHOBKM Ha MHOXHHI V,, 13 cepeiHbOr0 HMOBIpHIC-
TIO IOMUJIKH He Buine HiK 6 3a O(t) omeparriii.

3ayBakuMo, IO TBEPKEHHS 3 BCTAHOBIIIOE BEPXHIO OLIHKY TPYAOMICTKOCTI OMHMCaHOI po3pi-
3HIOBAJIFHOI aTaky Ha mmdp I 3a yMOBH HpUIymeHb | 1 2, B TOM 4ac sK TBEP/UKECHHS 2 BU3HAYA€E
HUKHIO OI[IHKY TPYIOMICTKOCTI OyAb-sIKOT PO3pPi3HIOBAIBHOI AU(epeHianbHO-TIHIIHOI aTaku Ha
mmpp I 6e3 KOIHOTO eBPUCTUYHOIO MPUITYIIEHHS. 3TiIHO 3 TBEPIKEHHAM 3 TPYAOMICTKICTh Ha-
BeJleHol aTaku oOepHeHo mpomnopuiiina mapamerpy (2P,  {aF (X) =pBF (X + a)}—1)%, sikuii e me-

peBuIIye cepenHe apupmeTndHe 3HaYeHHs yncen (5) 3a Bcima K e K .

2. AHATIITHYHUI BUPa3 cepeIHHOr0 3HAYEHHS apaMeTpa, 110 XapaKTepu3ye
audepeHniabHO-TiHIHHI BJAaCTUBOCTI BUNAKOBOI PiBHOWMOBIPHOI Mi/ICTAHOBKHU

Po3rnsiHeMo MpakTUYHO BaXKJIMBUI BUNAJIOK, B SKOMY OIlepallisi + CIHiBIaJa€e 3 MOKOOPAUHAT-
HUM OYJIEBUM J10JIaBaHHAM @ Ha MHOXUHI V,, Ta OTPUMAEMO B LIbOMY BHUIIAJKY SIBHUH BUpa3 ma-

pamerpa Aa(o,B) =|o(V,)[™ ZA(PF), ne A(P-) BusHauaetscs 3a dopmyioro (6). Josenemo
Feo(V,)
HACTYITHE TBEPKCHHSI.
Teepa:xenns 4. CripaBesIuBi piBHOCTI

— _ 3-2"-6)

Aa(a,B)=2"+ ( , ooa=B; 8
a(,) o g e 4P (®)

— _ 1 2" -6
Aa(o,B)=2"— + , KO oL # B . 9
(o) 2"(2"-1)  2"(2"-1)(2"-3) P ®)

Josenenns. Ha niacrasi popmymnu (6)
2
_ oF (X)®BF (x®a)
A(PE)=[ 27" ) (D) =
_ 272n Z(_l)a(F(x)®F(x’))® B(F (x®@a)®F (x'®a)) _ Sl 4 SZ N 83,

(X, X") e V%V,
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ne S;,S, Ta S; HMO3HAUalOTh CyMH 3a3HAUYCHUX BHpa3iB 3a BciMa mapamu (X, X'), IO Hajexarhb
MHOXXHHAM M; ={(x,x") eV, xV, : X' =X}, M, ={(x,X") eV, xV, : X' =xDa} Ta
M, ={(x,X) eV, xV, : X' ¢{x, x D a}} BiamosiHo.

[osnauumo S, cepenHe 3HaueHHs cymMM S, 3a Bcima mincranoskamu F eo(V,), 1=12,3.
Toni
Aa(o,B)=S,+S,+S,. (10)
IIpu npomy
§,=2", (11)
§2 _o2n Z |5(V.) |71 Z (_1)(G®B)(F(X)®F(X®a)) —2 axmo @ =P.
xeV, Feo(V,)

Hexait a#f. Toxi

-1 ®B)(F (X)®F (x&
lo(V.)] Z(_l)(a BY(F (X)OF (x®a)) _
Feo(V,)

= 1 Z Z(_l)(a@ﬁ)(y@) _
2" _

" (y,2)eVyxV,: Feo(V,):

y#z F(x)=y,
F(x®a)=z
1 a®p) (y®2) 1
o Y (e o2
2"(2" -1) (y,z%xvn: 2" -1

y#£z

Jie OCTaHHS PIBHICTh BUILIMBAE 31 CHIBBIIHOIIEHHS OPTOTOHAIBHOCTI I XapakTepiB (IUB., HAIPU-
-1 1
2" -1 2"(2"-1)

knaf, [12]). Otxe, y BUNAKy, IO PO3IIISIAE€THCS, MAEMO 8_2 =N Z
xeV,

TakuM 4MHOM, OTPUMAEMO KIHIIEBUI BUPA3:

S,=2", axmo a=P; S, = , AKIIO o # 3. (12)

3 1
2"(2"-1)
OO6unciuMo 3apa3 3HaYeHHS CYMHU
g -2 -1 a(F(X)®F (x))® B(F (x®a)DF (X ®a))
S;=22 3 oIt Y (D .
(%, X') eM3 Feo(V,)

3 03HAaYCHHS MHOKHHHU M3 BUILIMBAE, 110

def
T=|o(V)I* D.(-D
Feo(Vh)
1

TR -DR-2(2"-3)

a(F()®F (X)) B(F (x®a)®F (x@a))

Z(_l)a()’1®)’2)®5(y3®)’4)
1
¥3.Y4)eR,
ne R, nmo3Hauae MHOXKHHY, 110 CKJIAJA€ThCS 3 yCIX YETBIPOK MOMAPHO PI3HUX JIBINKOBUX BEKTOPIB
JIOBKHHHU N.
Jlnis 3HaxXO[KEHHs BHpa3y MapaMerpa | CKOPUCTAEMOCS METOIOM BKIIIOYEHHS-BUKIIOUEHHS

[13]. Ha mMHOXHHI “mnpeaMeTiB” Vn4 3amamo BiactuBocti {i, j}, e 1<i< j<4. 3a o3HaueHHIM
“mpeamer” Y = (Y1, Yo, Y3, Ya) eVn4 Bostoztie BnactuicTio {i, j}, axmo Y; =Y; . [lo3Ha9uMO TaKox

a(y) = (1) @OV gary “ppenvery” y. Toxmi 3HauenHs T € mpomopuiiiHuM cymapHiii
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Ba3i “mpeAMeTiB”, sKi HE BOJOJIIOTH JKOMHOIO 13 3a3HAYCHHUX BIAacTUBOCTEeH. OTXke, Ha MiACTaBi
($hopMyIIH BKITFOUCHHS-BUKITIOUCHHS MaEMO

v 1)(2n D@ Z( DT, (13)

Aac

To= Yo). T=  TMA A ).

yev, {ip, ink - i kY
1 B ocTaHHI (opMy:i mificyMyBaHHS BiJOyBa€ThCS 3a BCiMa CHOJYYEHHSIMH 3 K BIACTUBOCTEH
{, i} i iy a M (A, j, - A, j ) T03HAYAE CyMapHY Bary “HpeAMETiB”, siKi BOIOLIIOTH UMK

BiracTuBocTAMH, 1<Kk <6.
st oGumcnenHs 3HaueHHs 1 3a dhopmysnoro (13) po3risHeMo AeKiabKa BUMAIKIB.
Bumagox 1: k=0. 3rigHo i3 CHiBBIIHOIIEHHSIM OPTOIOHAJILHOCTI JIJIS XapaKTepiB MaeMO

T, = zm(y) _ Z(_l)a(yl@h)@ﬁ(%@h) =0.

yEVn4 ern4
Bunmanmoxk 2: k=1. Tomi mis Oyms-sikoi BiactuBocti {i, j} chnpaBemiuBa piBHICThH

M(A,j) = Z:(—1)0‘(3’1(9)'2)@[3 (Ys®Y4) — 0| B 4oMy HEBAKKO [IEPEKOHATHCS, POSIVISAAIOUH YCi MOKIIUBI

yevh
Yi=Yj

3Ha4eHHA | Ta | .3Bigcu BummBae, mo T, =0.

Bunagox 3: k=2. Icuye Ttineku Tpu cnomyuenHs {{i, j}.{i,, j,}} Takux, mo
M(A, ;. A, j) Moxe Oyrn sinminamm Bin nyns, a came, {{i;, j}.{i,, .} }={{L 2}.{3 4}}.
s s 3 ={1.31{2 4} {i, b}z, o3} ={{1 4}.{2, 3}}. [Ipu upomy, sk mokasye Gesmo-
copern mepenipka, M (A A) =27, M(ApA) =M(A A =2, mmo  a=p;
M (A3 A ) =M(A 4 A3)=0, axmo o #f. 3Bincu Bummsae, mo T, = 3-2%" gkmo o =P Ta
T, =2%", axuo o # .

Bunangox 4: k=3.B npomy Bunanky icaye touno 4 crnoxyuenss {{k, j;}.{i,, I,}.{ls, Js}}
Takux, wo M(A A, A, ;,)=0, a cawme, {41 2} 41, 3} {2,3}}, {{L 2}.{1 4}{2, 4}},
{13} {1, 43,43, 43}, {{2,3},{2,4},{3,4}}. Hua pemtu crnomydeHb mo K kokeH ‘“mpeamer”
Y =(Y1, Y2, Y3, Y4), IO BOJIOAIE BIACTUBICTIO, SIKA BU3HAYAETHCS LM CIIONYyYECHHSIM, 3aJIOBOJIBHSE

YMOBI Y, =Y, = Y3 =Y, . 3BificH BUIUMBAE, 1O 1t Takoro cnonydenns M (A . A, j, A, ) = 2",

6
Takum yuHOM, T3 = 2”((3) — 4} =16-2".

Bunanok 5: ke{4,5,6}. B ubomy Bunaaxky mis 0yab-skoro “mpeaMeTy”’, mo BOJIOII€E Biia-
crusoctamu  {iy, ji}r-. {ix, Jk}, ~ BUKOHyrOTBCS  piBHOCTI Vi=Yo=Y3=VY,. Omxe,

6 6) (6) (6
M (Alajl"“’ Akijk) =2"i kz(_l)ka - Zn([ZJ_(Sj-’_[GJJ ~10-2"
=4

[TizcraBisroun BUpasu, oTpuMaHi y Bunazakax 1 — 5, y popmyny (13), 3Haiinemo, mo

B 3.2 _g.2" K10 @ =B

2"(2"-1)(2"-2)(2"-3)° ’
22ﬂ _62n

, SIKIO oL # 3 .

T2 —1)(2"—2)(2"-3)
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3BijcH, BUKOpUCTOBYIOUM Gopmyiy S, = 27 z T, oTpuMaeMo KiHIIEBUI BUPA3:
(x,x")eM4
n_ _ n_
S_3: n(::z E) ’HKLHOOL:B;SC%: n n2 6n >
2'(2"-1(2" -3) 2'(2"-1(2" -3)

Hapemri, BukopuctoByroun dopmymu (10) — (12), (15), orpumaemo popmymu (8), (9). Trep-
JDKEHHS TOBEJICHO.

SKIO o # 3. (14)

3. CniBBiIHOILIEHHSI Mi’K MapaMeTpaMH, 10 XapaKTepu3ywTh JudepeHuianbHi, JiHiiHi
Ta qudepeHniaabHO-JIiHIHI BJacTUBOCTI 0J10KOBUX M (PIB

Jst Oynb-K0i KOMYTaTUBHOI IPYIOBOI onepanii + Ha MHOXMHI V,, Ta JOBUIBHOI M1ICTAHOBKU

f eo(V,) BU3HAIMMO MaTpHILi Ci =(Cq (a!B))a,BeVn ’ Ly =(Ls (a, B))(x,ﬁevn '

D¢ . =(Ds (o, B))a,ﬁevn Ta Af , = (Af,+(a7B))(x,BeVn » BBAXKAIOUH
Cr(ap)= 27" (DU, o,BeV,, (15)

xeV,
Ly (o,B) = (2Px{aX =pf (X)}-1)?%, a,BeV,, (16)
D 4 (a.B) = Py {f (X +0)® f(X) =P}, a.peV,, 7)
Ar (o,B) =27 (-)PTC®TON g Bev, (18)
xeV,

ne y Bupazax (16) 1 (17) X mo3Havae BUNAJAKOBHI BEKTOP 3 PIBHOMIPHUM 3aKOHOM PO3IMOLTY Ha
MHOXkUHI V,. Matpumi (15) 1 (16) cniBnanaroTh (3 TOYHICTIO O HOPMYIOUUX MHOKHHKIB) 3 KOpe-
JsidHO MaTpunero [14] 1 Tabmumero posnoainy Kopensmiiaoi imynHocTi [15] migcranoBku f
BianoBiaHO, a Marpuii (17) 1 (18) (y Bumaaky, koiau + =@ ) — BiAMOBIIHO 3 TAOJIHUIICIO PO3MOALTY
PI3HHIIB 1 TAOTUIICIO PO3NOLTY aBTOKOpensiii migcraHoBku f [15]. (lekinbka iHIIa TEPMiHOIOTISI
BMKOPHMCTOBYEThCA B [4, 7], me MaTpuus (2), 3 TOYHICTIO 0 CIIBMHOKHUKA 2 ', HA3UBAETHCS Tal-
JIMIICIO JITHIMHUX anpoKCUMaIlii, a MaTpuIlst (5) — aBTOKOPEIIAIIHHO TaOIHIIeIO i qcTaHOBKU T ).
Hexait 3 — OnoxoBuil mm@p 3 MHOKHHOK BIIKPUTHUX (IIM(POBAHUX) MOBIIOMIEHb V,, MHO-
)uHoIo KimouiB K Ta cim’ero mmdpysansaux neperBopens (F ik € K). Toni matpuni Cs, Ly,
D5, 1a A

- ., BHM3HAUAIOThCA AK cepeaHi apudmernyHi 3a Bcima K € K 3HaueHHs mMarpuib C,:k ,
L,:k , DFk’ L Ta AFk . BIIIIOBIIHO.
3arajbHOBIIOMO, 10 MAKCHMAaJbHI €1eMeHTH MaTtpulb Ly 1a D5 |, mo mictarees B ix psaa-

~

Kax Ta CTOBMISIX 3 HEHYJIbOBHUMH HOMEpPAaMH, XapaKTEpU3YyIOTh CTIHKICTh MHUQpPYy I BIAHOCHO
JiHIAHOTO Ta AudepeHIiaIbHOr0 METO/IIB KPUITTOaHali3y BianoBiAHO. [Ipu nboMy Ha mizicraBi TBe-
PIKEHHS 3 CIIPOMOKHICTB I[LOTO MIH(PY MPOTUCTOATH HABEJCHIH BHIE AUdepeHIianbHO-TIIHIHHIHI
araui (y BUNMAJAKy o = [} ) XapakTepu3yeThCsl MaKCUMaIbHUM 3HAUYCHHSM KBa/IpaTiB €IEMEHTIB Mat-

pumi A5 |, AKi MICTATBCS y 11 psiKax Ta CTOBIISX 3 HEHYJIbOBUMH HOMEPaMHU.

BinzHaunMo B3aeMo3B’s130K Mixk Matpuiisimu (15) — (18).
[Tepmr 3a Bce, 6e3mocepenupo 3 popmyi (15), (16) BurummBae piBHICTh

L¢ (o, B) :Cf(ﬁ,oc)z, a,BeV,. (19)
Hami, no3naunmo H, = ((—1)0“3)()“[5&\,n marpuiro Anamapa abeneoi rpymu  (V,, @),

IT; =(3(f (), B))epev, — MIACTAHOBOUHY MATPHLIO, 1O BIANOBIfAE I1iACTAHOBLI feo(V,) (tyri

12 ISSN 0485-8972 Paoiomexuira. 2021. Bun. 204



nam & mosHadae cumBos Kponekepa: o(f(a),B) =1, axkmo f (o) =p; d(f(a),p)=0 — y npotu-
JexHOMY BUMAAKY). CripaBeiiiBi Taki piBHOCTI:
C; =2"H,IT;"H,, Dfo=2"H,LH,, (20)

nepie 3 SKUX BHUIUIMBAE O€3MOCepesHbO 3 HABEJACHUX O3HAYeHb, a Jpyre — JoBeneHo B [16].
3 nepuoi popmynu (20) BurumBae, mo mMatpuist C; € oproronansHoro. OTXxe, Ha MiJICTaBl piBHOC-

teit (17) ta (19) marpuni L; ta D¢ € aBidi cTOXacTUYHUMH.
CrnpaBemiiBi TaKOXK HACTYITHI PIBHOCTI, IO MOB’sA3yIOTh Mixk coboro Matpuili (3), (4) ta (5) y
BUnaaky + =@ [15]:
Af o =D¢ gH,=HL;. (21)
VY 3araipbHOMY BUIAJIKY CIIpaBeIMBA PIBHICThH

Af,+=Df,+Hn’ (22)

sIKa JOBOJIUTHCS IUIIXOM 0€310CepeTHbO1 TEPEBIPKH.

besnocepenubo 3 hopmyi (21), (22) BunnuBae HacCTyHa JiemMa.

Jlema 4. Hexait 3 € G0koBUM mU(GPOM 3 MHOKHWHOIO BiIKpUTHX (IIU(PPOBAHUX) ITOBIIOM-
nenb V. Tomi Ay, =D5 ,H, 1 Ay 5 =D5¢H,=H,Ls.

MartpuuHi criBBiTHOIICHHS (8) JO3BOJISIFOTH MIBUAKO OTPUMATH OJMH 3 OCHOBHUX PE3yJIbTATIB
po6otu [4], opuriHagbHE JOBEICHHS SIKOTO € OUIBII CKIIATHUM.

Jnst  Oynp-sikux — migctaHoBok  f,geo(V,) mosHaummo fog ix  kommosumiro:

(fog)(x)=f(9(x)), xeV,. Crigyroun [4], Ha3BeMO Wi MiACTAaHOBKH JU(epeHIiaIbHO (JIiHIHHO)
nesanexuumu, akmo D¢, =DyDy (L, =L4Ls). 3ayBakumo, mo Ha mijcrasi apyroi piBHOCTI
(21) nudepeHuianbHa HE3AJIEKHICT I1ICTAHOBOK HA MHOXUHI V,, PIBHOCWIbHA iX JIIHIHHIN He3a-

JIEKHOCTI (IUB. TBEPKEHHS 2 B [4]).
HacTymnHa ieMa € MaTpU4HUM aHAJIOroM Teopemu 2 B [4].
Jlema 5. SIkmo mincranoBku f,geo(V,) € mudepenmianbHo (JiHIKHO) HE3aJICKHUMH, TO

At.g = Agls .

Hosenenns. [liiicho, A, =D H,=D;D¢H,=DyH,(2"H)D(H, = A/L;. Jlemy noBe-
JICHO.

3a o3navyeHHsAM [9] OimokoBuit mdp I HA3MBAETHCS MAapKOBCHKUM (BIIHOCHO ormeparii @),
AKIIO 71 Oynb-AKkux X, o, €V, Buxonyerscs piBHicTh Dy (a,B) = P{F (X®a) @ F (X) =}.

Sxmo J; 1 I, — 60koBI MUPPU 3 MHOXKUHOIO BIAKPUTUX (IIM(PPOBAHUX) NOBIIOMIEHb V Ta
ciM’simu mudpysanbaux nepersopens (F ke K') i (K5 :k" e K") Bignosiaxo, TO iX 100yTOK
3 =3,3J, BU3HavaeThes K OJ0KOBHI mHdp 3 ciM 1o mmdppyBanbHux neperBopens (F 1k € K), e
K=K'xK", R (X)=F/(F.(x)), xeV,, k=(k"k") e K.

Teepaxenns S. Hexaii I=3,3,, e 3, € mapkoscbkuM mmppom. Tom Ay = Ay Ly .

HMosenenns. 3 mapkosocti mwmudpy I, Bummsae piHicts Dy, = D5 Dy . 3Bincu, Buko-
PHUCTOBYIOUH JIEMY 2, OTPUMAEMO, L0
-Nn
A‘3,+ = D3,+Hn =D ,Ds @Hn = (D31,+Hn)(2 HnD32,®Hn) = A‘31,+L

3, +3,,

S .
TBepKEHHS JOBEAECHO.
PosrisiHemo Oinbinn 3aranbHi (B mopiBHSAHHI 3 unciamu (18)) mapamerpu, BBeneHi B [7], siki BU-
3HAYAIOTh CTIHKICTh OJIOKOBUX MIMQPIB BIIHOCHO MU(epeHIiabHO-TIHIHHOTO METOIY KpUIITOaHa-

nizy. A came, n1s 6yab-axkux f ec(V,), a€V, nosmauumo A¢ | , MaTpuIIO 3 eIEMEHTAMU
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Af ya(a,B)=2" (-)H D g gev,. (23)
XeV,
3ayBaxumo, mo Ag | ,(a,a) = A; (@, a). B pobori [7] Habip, mo cknamaerhbes 3 uucen (23)
3a BciMa a €V, (g BUNagky + =), Ha3BaHO y3arajlbHEHOI aBTOKOPEJALIIHO0 TabauLero mij-
craHoBku f .
Sxmo I — OnoxkoBui mmMdp 3 MHOXKHHOIO BiIKpUTHX (IM(poBaHUX) MOBiIOMIEHBb V, Ta
ciM’eto mmdpysansaux nepersopens (F, 1k € K), To Ha mincrasi TBep/pkeHHS 3 HOro CTIiiKicTh

BiITHOCHO HaBe/eHO1 B 1. | nudepeHiabHO-TiHIHHOT aTaKi BU3HAYAETHCS TApaMETPOM

(2P, {aF () = BR (x+a)}-1)7 = K[ Y (Ag, . a(B)? |.

keK

OTprMaeMO MpeCTaBICHHS [[LOTO TapaMeTpa i mudpy I, 10 € J00yTKOM IBOX TOBITBHUX
mu@pis.

Teepmxenns 6. Hexait 3=3,3,, ne 3; 1 I, — 610K0BI MHM(DPU 3 MHOKHMHOIO BIJIKPHTHX
(um¢ppoBanux) nosimomsienp V, Ta ciM’simu mmdpyBaipHux neperBopenb (R k'e K') i
(R :k"e K") Bigmoigno. Toxi mns Oyme-skux aeV,, k=(k',k") e K'x K" cmnpaBemnusa pis-
HICTb Ap |, . =Cpr A, a(CFkn” )", 1e marpuus CFKH" BU3HAYAETHCS 3T1IHO 3 popmyroro (15).

JoBenenns. [ns Oynp-skux miacranosok f;, f, € o(V,) mae micue piBHicTh

sz =Cf2Cf1’ (24)

o fl
CIpaBe/UIMBICTb sikoi BuIuMBae 3 popmymn I ¢ =TI 11 Ta mepwoi pisaocti (20).

IMoknanemo fy=F/,, f,=F., f =R =F,cF/, ta no3naunmo T, mixcraHOBKY, 110 peanizye
3cyB Ha BekTop a: T,(X)=X+a, xeV,. BuxkopucroBytoun y dopmymi (23) 3aMiHy 3MiHHHX
x = f(y), orpumaemo, 1o

-1 -1
A . a(a, B) _on Z(_l)ay@ﬁf (f=(+a) _ o-n Z(_l)cxy&DB(foTaof ) _ CfoTaof’l (B, a).
yev, yev,

4 (B,0) . 3Bimcu, BUKOPHUCTOBYIOYH (HOPMYITY

Ananoriiao orpumaemo, mo Ay ,(o,B)=C T o,

(24), orpumMaeMo piBHOCTI:
Aty a(0B)=(Cy,(CCr,.C MC (B ) = (CrAy 4 oCr, NB ) =C Ay . o(Cy )T (B, ),

3 IKMX Ha II/ICTaBi CAMETPUYHOCTI MAaTpulb A¢ | o, Ag , , BuIuMBae opmyina (24) .

TBepaKEeHHS TOBEIEHO.

3ayBa)xxuMo, 110 OTPUMaHe TBEP/HKEHHSI Ha/lae SBHUM BUpa3 napaMeTrpa Buriany (23) (a orxe,
it mapametpiB BUrsny (18)) anst qoBuIbHOTO 6J10KOBOTO MUGPY I B TEpMiHAX KOPEISLIHHUX MaT-
pHLb NEPETBOPEHb HOT0 CIIBMHOXKHUKIB J; 1 J,, HE BUKOPUCTOBYIOUM IIPU LIbOMY JKOJHUX J0Aa-
TKOBHX MPHITYIIEHb PO MHUQp (Ha KIITAIT THX, IO poonsaThes B [1 — 5]).

BucHoBku

1. B po60Ti oTpMaHO HMKHI OIIHKY 1H(GOPMAIIIITHOT CKIIATHOCTI IBOX BUIIB AU(EPEHITIATb-
HO-JTIHIMHUX aTak Ha OJ0KOBI mM(pH, a came, pO3pi3HIOBATILHUX aTaK 1 aTak, COpPIMOBAHUX Ha Bif-
HOBJIEHHs oJfHOTO OiTy iH(opMatii mpo kiarod. OTpuMaHi BUpa3y 3a3HAUYCHUX OIIHOK 3aJieXkaTh BiJ
ycepenHeHHX (3a KIIIouaMH) 3HaueHb KBAaJpaTiB €JIEMEHTIB y3arallbHEHHX aBTOKOPEISAIiHIX Ta0-
nunp mudpyBanbHUX MepeTBOpeHb. Ha BimMiny Bix Bigomux [1, 2, 4], oTpumaHi oliHKHA He 0a3y-
IOTHCS Ha JKOJTHUX €BPUCTUYHMX MPHUITYIIEHHIX BIIHOCHO OJIOKOBHMX HIM(]PIB, IO TOCTIIKYIOThCS,
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Ta € CIPaBEUVIMBUMH Il OUTBII NIMPOKOTO KJIACy aTak B MOPIBHSAHHI 3 TPAJUIIHHOIO qudepeHiia-
JILHO-JIIHINHOIO aTaKoIo.

2. YV BaxJINBOMY OKPEMOMY BUIAJKy OTPUMAHO SIBHUH BHpA3 CEPEIHHOTO 3HAYCHHSI MapamMe-
Tpa, KU GIrypye B 3a3HAYCHUX BHUIIE OIIHKAX, JJISI BUITAJAKOBOI PIBHOMMOBIPHOT ITiJICTAHOBKH HA
MHOKHHI MOBIJOMJICHB, 0 MUPPYIOThCA. AHAIOTIYHO AudepeHIiaTbHOMY a00 JTiHIHHOMY METO-
JlaM KpUIITOAHAJI3y 1Iel pe3ysIbTaT HaJae MOXKIIMBICTh MTOPIBHIOBATH IU(depeHITiabHO-TIHIIH] BJla-
CTHBOCTI Ol€EKTHBHUX OyJEBHX BiZOOpaXeHb 3 aHAJIOTTYHUMH BJIACTUBOCTSAMH “‘i1€aIbHOTO” KpHII-
TorpadiqHOro BifoOpakeHHs, TOOTO BUIAAKOBOT pIBHOMMOBIPHOT IT1ICTAHOBKH.

3. HaBeieHO CIiBBiAHOIICHHSI, SKI BCTAHOBIJIIOIOTH B3aEMO3B’SI30K MiX, BIAMOBIIHO, qUdepe-
HIIAJIbBHUMH, JIIHIAHUMHA Ta AUdepeHIliaabHO-TIHIHHUMHU BJIACTUBOCTAMH O1EKTUBHHUX OYyJIEBHX Bi-
nobpaxenb. Ha BiaMiHy Bin Bimomux poOiT [4, 6, 8], BUKOPUCTOBY€ETHCSI MaTpU4Ha (opMa 3arucy
CHIBBIJIHOILIEHb, 1110 JI03BOJISIE Kpalle 3’ sICyBaTH iX CYTHICTb Ta CIIPOCTUTH A0BeAeHHS. OTpuMaHO
TaKO’X HOBE CIIBBIJHOIICHHS JJIs1 €IEMEHTIB y3araJlbHeHOi aBTOKOPEIALiiHOT Tabmui 6J0KOBOTo
mudpy, 1o € J00yTKOM IBOX MoBUIbHUX IUppiB. Lle criBBigHONIIEHHS HE 0a3y€ThCS HA KOIHUX
JOJJATKOBUX MPHITYIICHHAX MPo Mu@p (Ha KIITAIT TaKUX, MO poOisiThes B [1 — 5]) Ta Moxe Oyru
KOPUCHHUM B MOJANBIIUX TOCIIHKEHHIX €()EeKTUBHOCTI AUQepeHIialbHO-TIHITHOrO METOAy KpHII-
TOAHAII3Y.

Cnucok jgiteparypu:

1. Langford S., Hellman M. Differential-linear cryptanalysis // Advanced in Cryptology — Crypto 1994, LNCS.
Vol. 839. 1994. P. 17 — 25.

2. Biham E., Dunkelman O., Keller N. Enhancing differential-linear cryptanalysis // Advanced in Cryptology —
ASIACRYPT 2002, LNCS. Vol. 2401. 2002. P. 254 — 266.

3. LuJ. A methodology for differential-linear cryptanalysis and its applications // Designs, Codes and Cryptog-
raphy. 2015. Vol. 77. Ne 1. P. 11 — 48.

4. Blondeau C., Leander G., Nyberg K. Differential-linear cryptanalysis revisited // J. Cryptology. 2017. Vol.
30. Ne 3. P. 859 — 888.

5. Bar-On A, Dunkelman O., Keller N., Weizman A. DLCT: a new tool for differential-linear cryptanalysis //
Cryptology ePrint Archive, Report 2019/256. http://eprint.iacr.org/2019/256.

6. Aunekceituyk A.H. HeacumnroTrnueckre HW)XHHE TPaHHUIBI MHGOPMAIIMOHHON CIIOKHOCTH CTaTUCTHYECKHX
aTak Ha CUMMETpHYHbIe KpuntocucteMsl // Kubepueruka u cucremublii ananus. 2018. T. 54. Ne 1. C. 93 — 104.

7. Nyberg K. The extended autocorrelation and boomerang tables and links between nonlinearity properties of
vectorial Boolean functions // Cryptology ePrint Archive, Report 2019/1381. http://eprint.iacr.org/2019/1381.

8. Canteuat A., Koelsch L., Li Ch. [et al.] On the differential-linear connectivity table of vectorial Boolean
function // CoRR, abs/190807455. 2019.

9. Lai X., Massey J.L., Murphy S. Markov ciphers and differential cryptanalysis // Advances in Cryptology —
EUROCRYPT’91, Proceedings. — Springer Verlag, 1991. P. 17 — 38.

10. Harpes C., Kramer G.G., Massey J.L. A generalisation of linear cryptoanalysis and the applicability of Mat-
sui’s piling-up lemma // Advances in Cryptology — EUROCRYPT’95, Proceedings. — Springer Verlag, 1995. P. 24 —
38.

11. Hoeffding W. Probability inequalities for sums of bounded random variables // J. Amer. Statist. Assoc.
1963. Vol. 58. Ne 301. P. 13 - 30.

12. Jloraues O.A., CanbaukoB A.A., Sluienko B.B. ByneBbl GpyHKINHM B T€OpHUH KOJUPOBAHMS M KPHUIITOJOTHH.
Mocksa : MITHMO, 2004. 470 c.

13. Caukos B.H. Beenenne B koMOMHATOPHBIC METOJIBI AUCKPETHOM MaTeMaTHKU. MockBa : Hayka, 1982. 384 c.

14. Daemen J., Govards R., Vandervalle J. Correlation matrices // Fast Software Encryption — FSE’94, LNCS.
Vol. 1008. 1994. P. 275 — 285.

15. Zhang X.-M., Zheng J., Imai H. Relating differential distribution tables to other properties of substitution
boxes // Des. Codes Cryptography. 2000. Vol. 19. Ne 1. P. 45 — 63.

16. Chabaud F., Vaudenay S. Links between differential and linear cryptanalysis // Advanced in Cryptology —
EUROCRYPT’94, LNCS. Vol. 950. 1994. P. 356 — 365.

Haoitiwna oo peoxoneeii 03.02.2021

Bioomocmi npo aemopa:
Ouekciliuyk AHTOH MUKOJailoBUY — J-p TEXH. HAayK, JIOLEHT, [HCTUTYT CHELiaJIbHOTO 3B’S3KYy Ta 3aXUCTYy
indopmanii HamionanpHOoTO TexHiuHOTO yHiBepcuTeTy Ykpainm “KIII”, nmpodecop kadempu KidGepOesnekn; Ykpaina;

e-mail: alex-dtn@ukr.ne

ISSN 0485-8972 Paoiomexnixa. 2021. Bun. 204 15


http://eprint.iacr.org/2019/256
http://eprint.iacr.org/2019/1381
mailto:alex-dtn@ukr.ne

YK 004.056.55 DOI:10.30837/rt.2021.1.204.02

M.B. €CIHA, kano. mexu. nayk, C.O. KAHﬂ[ﬁ, €.B. OCTPAHCBKA,
LJ{. FTOPBEHKO, 0-p mexH. Hayk

I'EHEPAIIA 3AT'AJIBHOCUCTEMHUX ITAPAMETPIB
JJIsA CXEMMU EJIEKTPOHHOT'O IIAIIUCY RAINBOW JIJIA 384 TA 512 BIT BE3IIEKHN

Beryn

Hapa3si criocTepiraetbcst CTpIMKHI MPOTPEC Y CTBOPEHHI KBAHTOBUX KOMIT FOTEPIB IIOJI0 BHPI-
IICHHSI PI3HUX OOYMCITIOBATBHO CKIIAIHUX 3a/1ad Ta JUIs pi3HuX nuiei. [Ipu npomy ocoOnmBi 3ycui-
751 IOKJIAaJal0ThCsl 1O CTBOPEHHS TAKOIO KBaHTOBOI'O KOMII IOTEpa, 10 3MOXE BUPIIIYBAaTH 3a/adi
KPUNTOAHATI3Y ICHYIOUMX KpPUOTOCHUCTEM — aCUMETPUYHUX IMHU(PiB, MPOTOKOJIB IHKANCYIAIil
KJIIOYiB, €JIEKTPOHHUX HiAnuciB Tomo. [lonepemkeHHsa Takux 3arpo3 Moxke OyTH JOCATHYTO 3aco-
O0M pO3pPOOKH TaKMX KPUNITOTPAPIiYHUX CHUCTEM, IO OyTyTh 3aXHINEHI SIK BiJl KBAHTOBUX, TaK 1 BiJI
KJIACUYHMX aTakK, a TAKOXK 3MOXKYTh B3a€EMOISATH 3 MPOTOKOJIAMU 1 MepexaMHu 3B 53Ky, 1110 BXKe ic-
HYI0Th. TakoX € CyTTeBa HEOOXIHICTh 3aXUCTY BiJl aTaK CTOPOHHIMH KaHAJIaMHU.

Ha nanuit MOMEHT 3HauHi 3yCHJUISI KPUIITOJIOTIB 30CepeKeH] Ha BIAKpUTOMY KOHKypci NIST
PQC [1]. OcHOBHOIO 1JIe€I0 KOHKYPCY € BHU3HAUEHHS MATEMaTHYHHX METOJIB, HA OCHOBI SKHX
MOXYTb OyTH pPO3p00JIEH]I CTaHIAPTH HAa AaCUMETPUYHI KPUIITOIIEPETBOPEHHSI, B MEPIILy Yepry elek-
tponHoro nianucy (EIT), a Takox acuMmerpuyHi mudpu Ta MPOTOKOIH 1HKATICYIIAIIT KIF04iB. 3a Imi-
JCYMKaMH Jipyroro eramny ¢inanmicramu tperboro etamy KoHKypcy NIST PQC cranu tpu cxemu EI1
— Crystals-Dilithium, Falcon ta Rainbow [1]. Hapasi BcecToponHiii aHami3 GpiHAIICTIB € BaKIHBOIO
3a/1a4yero IS yciel cBiTOBOI KpunTocniipHOTU. [lepeBaxkHa OimbIIiCcTh CXeM, 10 cTanu (iHamicTa-
MU, IPYHTY€ThCS Ha npoOiemax 3 Teopii anredpaiunux pemntok [2 — 4]. Takox ocobnuBa yBara
Oyna npuainena cxemi EII Rainbow, 1o rpyHTyeThCsl Ha OCHOBI 0araToOBUMIpHHUX MEePETBOPEHb [1].

Cxema EII Rainbow 3HauHO Bipi3HsS€ThCA BiJ 1HIIMX KaHAUIATIB KOHKYypcy NIST, ockiibku
3aCHOBaHA Ha 0araToBMMIpHHUX NepeTBOpeHHAX. BoHa € y3arampHeHHsM cTpykTypu UOV [5], mo
3abe3neuye edekTuBHY mnapamerpuzailito anroputMmy EIl 3a paxyHok momatkoBoi anreOpaidHOl
cTpykrypu. Teopernuna 6e3neka Rainbow IpyHTyeThCsl Ha TOMY, 1110 BUPILLIEHHS HA0OPY BUIIAIKO-
BUX 0araTOBUMIPHUX KBaJpaTUyHUX cucteM € NP-ckinaaHowo mpobiemoro [6]. ABTopaMu METOIy
Rainbow 3asBneno nocaruenns EUF-CMA moneni 6e3meku, 1o 3aCHOBaHO Ha BUKOPHUCTAHHI Telll-
KOHCTPYKIIIi 3 BUTIAJIKOBUM YH TICEBJIOBUITAIKOBUM KIIFOUeM ceaHcy (cuuto). Takoxk 3amponoHoBa-
Ho nyxe Maii EIl, OykBanbHO Juie B KijibKa COTeHb OITIB (Jmme 528 6it (66 Oait) s I piBHA
oesnexku NIST). ¥V nopiBHsHHI 3 IHIIMMHU KaHauaatamMu KoHKypcy NIST Ha mocTKBaHTOBY cxemy
EIl Bonu € Habararo xopormmmMu. Kpim Toro, ockiabku Rainbow BHKOpHCTOBYE JnIe NpocTi ome-
pariii Ha/l HEBEJIMKUMHU CKIHYEHUMH MOJISIMH, TO MPOLIeCH BUPOOJIEHHS Ta MEPEBIPKU MiMUCY € HA -
3BHYaitHo eextuBHUMU [6]. Kpim Toro, criektp mapamerpiB Rainbow no3Boisie onTuMiszyBatu ix
3aCTOCYBaHHS y MMPOKOMY fiama3zoHi BumaakiB. Cxema EIl Rainbow Takox BHBUYamack B 1HIIUX
KOHTEKCTaxX Ta Ma€ MEBHI epeBary, y TOMy 4HCIi, HapuKial, Y MaJOPECYpPCHUX JT0JaTKaXx.

[Tokazano, mo 1t TapaHTOBaHOTO 3abe3nedeHHs kpunrtorpadiunoi criikocti EIT Rainbow
HEOOXiJHO OOIPYHTYBAaTH BUMOTH Ta NOOYAyBaTH HaOOPH 3arajlbHOCUCTEMHHUX MTapaMeTpiB, 3a SIKUX
3a0e3mevyeThCs CTIHKICTh 10 KJIACHYHUX 1 KBAaHTOBHX aTak. [Ipy BU3HAUEHHI BUMOT JJO CUCTEMHUX
napametpiB cxeMu Rainbow NIST y pamkax KOHKypcCy 3yIMHUBCS HA 3arajilLHOCUCTEMHHUX IapaMe-
Tpax, 1o 3abe3neuyaTs 256 OIT CTIMKOCTI MPOTH KJIACMYHOTO Ta A0 128 OIT mpOTH KBAaHTOBOTO
Kpunroanamizy. /lani oOMexeHHs, Ha Hally TyMKY, B TOMY YHCII TOB’s3aH1 31 CKJIaIHICTIO 004HC-
JIEHHS 3araJIbHOCUCTEMHUX MapaMeTpiB, a TAKOXK 13 CYTTEBUM BIUIMBOM iX 301IbIIEHHS Ha MIBUIKO-
IiI0 eNeKTpoHHOTO mignucy. IIpoTe, 3Bakaroun Ha HUHILIHE 3aCTOCYBAHHS CUMETPUYHUX KPHUIITO-
MePETBOPEHb Ha PiBHI CTiMKOCTI y 512 01T, BBakKaeMo, 10 YK€ Hapa3i HEOOXiqHO PO3IIISHYTH Ta
peanizyBatu Ha ocHOBI cxemu Rainbow EII 3i crifikicTio BKIt04HO 10 512 GiTiB. Ane ais 1bOro
HEOOX1THO OOTPYHTYBAaTH OCHOBHI ITOJIO’KEHHS Ta BUMOTH JIO 3aTaJIbHOCHCTEMHHUX TapamMeTpiB Ta-
KHUX JIOBXHH, a TaKOXX Oe3mocepeanbo ix moOymysatu. Ilpu mpomy moBuHHa OyTu 3abe3mneueHa
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KkpunTorpadiyHa CTIMKICTh BiJf KJIACHYHMX Ta KBAHTOBUX aTaK BIAMOBIAHUX 3HAYECHb, a TAKOK
3axHCT BiJ] aTaK CTOPOHHIMH KaHAIaMHU.

Mertoro 1i€i cTaTi € monepenHiii aHami3 iICHYyIOYMX aTak 1100 NEPCHEKTUBHOTO €JIEKTPOHHOTO
mianmucy Rainbow, BU3HA4YeHHS BUMOT JI0 3araJlLHOCHCTEMHHX TapaMeTpiB Ui 3a0e3redeHHs
KpunrorpadiuHoi CTIHKOCTI BKIIFOYHO He MeHmie 512 6it mpoTu KiacuuHoro ta 256 OiT mpotu
KBAaHTOBOTO KPUNTOAHAJII3Y, a TAKOX pO3poOJIEHHS Ta MpaKTHYHA peaitizalis moao Rainbow anro-
PUTMIB reHepariii 3aralbHOCUCTEMHUX MapaMeTpiB 1t 512 6iT mpoTu KitacuaHoro ta 256 6it npo-
TH KBaHTOBOTO KPUIITOAHAIII3Y.

1. CyrHicTs Mexanizmy EII Rainbow

PosrnsiHeMO OCHOBHI CKIIaJIOBi nepeTBopeHb RainbhOw — reHepyBaHHS 3arajbHOCHCTEMHHX
napameTpiB Ta 6e3nocepeanbo kpunroneperBopenHs. Cxema EIl Rainbow 3acHoBana Ha GaraTo-
BUMIPDHHUX TepeTBOpeHHIX. [lmsi 6araTOBUMIPHHUX CXEM 3 BIAKPUTHM KJIIOUYEM BIIKPUTHH KITFOY
3aa€Thcsi HAOOpOM HEMMHIMHKMX OaraTOBHMIPHHX MOJIHOMIB HaJ| CKIHYEHHUM IIOJEM. 3arajioMm,
KJIF0Y 0araTOBHMMipHOT KPUIITOCHUCTEMH 3 BIIKPUTHM KIIFOYEM — II€ CUCTeMa 0araTOBUMipHUX KBaJl-
pPaTUYHUX MOJIIHOMIB 3 N 3MIHHUMH Ta M piBHSAHHAMH [0, 7]:

p(l)(Xl,...,Xn)=zz pl(Jl) 'Xin +Z p|(1) X+ p(()1)

i=1 j=1 i=1

ICRES 3 S I TS S LR RES
i=1

i=1 j=1

1)

n n

P™ (% %)= D00 P xx, +Z“: o™ .x + p{™
i=1

i=1 j=1

VYci koedilieHTH Ta 3MiHHI HOXOJATH 3 Fq — cKiHueHoro mnoist 3  enemeHtamu. Ilo cyrti

CYKYIHICTb 3arajbHOBIJOMHUX MOJIIHOMIB
P (Xeeer X,) :(p(l)(xl,...,xn),..., p™ (%,..., xn)) )

. n m .
MaTEeMaTHYHO SIBJII€E COOOI0 B110OpaKEHHS Fq hi () Fq . Omneparii 3ammdppyBaHHs MOB1IOMJIEHHS

abo Bepudikauii MANUCY NOJIATaI0Th y MPOCTOMY OLlIHIOBaHHI P (Xl,..., Xn) 3 BUKOPUCTaHHSM BiJI-
Kkputoro kitoua. [Ipouec po3mmdpyBanHs 3ammppoBaHOro TEKCTy, a Takoxx BupoOieHHs EII 3Bo-
TUTHCS 10 3/1IACHEHHS «iHBepcii» BimoOpaxkeHHs P (Xl,..., Xn) 3 BUKOPUCTAHHSAM CEKPETHOTO (0CO-

6ucroro) xmoya. L{i cki1agoBi ekBiBaJIeHTHI BUPIMLIEHHIO TPO0ieMH cTiiikocTi MQ-mepeTBOpeHHs.
Cxemy EII Rainbow [7] 3 U piBHAMH MOXHa ONMKUCATH HACTYMMTHUM YWHOM. Hexait I:q — CKIH-

yeHe ToJie 3 ( elNeMeHTaMH, a U <U, <---<U, <U,,; =N — 1ini yucna. O6upaemo V, ={1,...,Ui},

0, =0, —v 1a O ={0,...,0,}, ze (i=1...,u). Taknm unrom otpumaemo V;|=v, i |O]=0,, e

(i=1...u).

LlentpansHe BimoOpaxeHnHs F Rainbow ckiagaeTscs 3 M=N-—v, GaraTOBUMIpHUX KBajpa-

TUYHHUX ITOJIHOMIB f(”“l),..., £ BUJTY
£ (x)=>. ozigk)xixj + > ,Big")xixj + > 7% +n), (3)
i,jev, ieV,,jeO, ieV, U0,

ne (e{l,...,u} — exune uine uncio, Take, mo K €0, .
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. . Kk .
3ayBa)XMMO, 110 B KOXXHOMY I1OJIIHOMI £ npu K €O, Hemae KBajipaTHOTO 4ieHa X X;, ze |

ta j 3Haxomateca B O,. Lleit dakr Bukopucranmii aBropamu [7] aust Bupobaenns EIN. Taxi moui-
Homu HazuBaym nosiHomamu Oil-Vinegar, komu npononyBanmuch cxemu OV [5].

o6 mpuxoBaTH cTpykTypy F y BigkpuTOoMy Kirodi, HOro CKJIaAaroTh 3 IBOMa OOCpHEHUMU
adinnumu a0o niHiiHuME BigoOpaxkenusmu S F" - F" 1a T :F" — F". Omke, BiOKpuTHii KIHO4
Rainbow mae Burisim P =SoF oT :F" - F™, cekpernuii Kiro4 CKJIaIa€Thess 3 TPHOX BigoOpa-
xeub S, F 1T ,a, omke, 103BOJIsIE IHBEPTYBATH BiZOOpaXKEHHS BIAKPUTOrO KIIFOYA.

1106 Bukonaru EIT st mosimomienus W € F™, HeoOXiqHO BUKOHATH HACTYIIHI TPH KPOKH.
1.  OGumcmurtu X=S7 (W) eF™.

2. O0uucnuTH NONEPEaHE BINOOpaXeHHsT Y 3 X i LHEeHTpaJIbHUM BigoOpaxeHHsMm F , Bu-
KOPUCTOBYIOUH aITOPHUTM iHBepcii, T06T0 Y =F ™ (X) eF".
3. O6umcnurn mignue zeF", z=T 7 (y).

Jlnst migTBepKeHHs Toro, mo Z € F" e pilicHum mignucom s nosizomiaends W e F™, Heo6-
XigHo obumciuT W' =P (Z) SIKIO BUKOHYETHCSI piBHICTE W =W, miamuc € aificaum. [Tporec

reHepauii mianucy Ta Bepudikarii 300paxeHo Ha puc. 1.
T'enepanisa mignucy
S

m -1 m F1 n T71 n
WeF™ S xefm F yep T L eF

P

Bepudikauis mignucy
Puc. 1. Iporiec renepairii Ta Bepudikamii mianucy Rainbow
2. Ataku Ha Rainbow

Huxue posrnsinyTo HU3KY atak Ha cxemy EIl Rainbow, a came npsimy ataky, ataky MinRank
ta HighRank, araxy UOV Ta araky «Rainbow Band Separation» (RBS) [1].

Xoua aTaku OpsMOi Ta rpy0o0i CHIIM € aTakaMH MiIpOOKU MIANHCY, SKi HOTPIOHO BUKOHYBATU
JUI KOXKHOTO MOBioMIIeHHsST okpeMo, aTtakd RBS ta UOV € wiitouyoBUMH aTakaMH BiJJHOBJICHHS.
[Ticns BITHOBIIGHHSI CEKpETHOTO Kitoua Rainbow 3a momomororo ofHiel 3 IUX aTak KPUNTOAHATITUK
MO>K€ BUPOOJIATH MiAMUCH TaK CaMo, K 3aKOHHUH KOPUCTYyBau.

2.1. Ilpsimi aTaku

Haii6inbi npsMostiHiiiHOIO aTakolo Ha O6araToBUMIpHY cxeMy Rainbow e mpsma anreOpaiuHa
aTaka, B SIKii 3arajJpHOBiJlOM€ PiBHSHHA P (Z)zh posragaeTbes K npodiaema MQ. OckiabKu

Rainbow — e HeBu3HavyeHa cuctema 3 N~1.5-M piBHsAHB, Halle()EKTUBHIIINM CIIOCOOOM BHPpI-
IIeHHS I1€] CUCTeMH € ikcallis N—M 3MIHHUX JUIsl CTBOPEHHS JeTepMiHOBaHOI cucTeMu. MoskHa
OYiKyBaTH, 110 OTPHUMAaHa JeTEpPMiHOBaHA CHCT€Ma Ma€ PIBHO OJHE PILICHHS. Y JESKUX BUIAAKaxX
OTPUMYIOTH III€ Kpallll pe3yJbTaTH, KOJIHU BIAraJyl0Th JOJATKOBI 3MiHHI [€pe]l BUPILICHHSIM CUCTe-
MU (TiOpunnuit miaxin) [8]. CxiaaHicTh BUPIMICHHS TAaKOi CUCTEMH 3 M KBaJIpaTHUX PIBHSHB y M
3MIHHUX MOJKHA OI[IHUTH 32 JJOTIOMOT'OX0 PiBHOCTI (4):

m-k+d, * (m-k
d 2

reg

(4)

- - k
CompIeXItydirect;classical = rnlnk q -3
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MHO’KEHb y 1oJIi, e d ., — 1€ Tak 3BaHUi CTYTiHb PEryIsSpPHOCTi CUCTEMH.

CTymiHb PeryssipHOCTI CHCTEMH MOXKHA OIIHUTH SIK HalMeHIIe Iiyie 4uciao d, i SIKOro
xoedimienT t* B

oy

(1-t)™" ®)

HE € JIOJaTHUM.

3a HASBHOCTI KBAHTOBUX KOMII'FOTEPIB JOJATKOBUN KPOK BraJlyBaHHS TiIOPUIHOTO MiAXOIY
MOKe OyTH TIPHUCKOPEHHH anropuTMoM ['poBepa. 3aCTOCOBYIOUM TaKUU ITiJIX1/1, MOKIMBO OI[IHUTH
CKJIaJTHICTh KBAHTOBOI MPSAMOI aTaKH HACTYITHHUM YHHOM.

m-k+d, ) (m-k
d 2

reg

(6)

. H k/2
Complexnydirect:quamum = mlnk q / 3

MHOJKEHbB Y TTOJII.

2.2. MinRank araka

[Tin wac ataku MinRank KpunToOaHATITUK HAMAraeThCsl 3HAUTH JHIHHY KOMOIHAIIIIO 3arajibHO-
BiJIOMHX IIOJIIHOMIB MiHIMaJdbHOTO paHry. Y BUMaaky 3 Rainbow Taka miHiliHa KOMOiHAIis paHTy
U, BIANOBiJNAE JiHINHIM KOMOIHALIT HEHTPAIBHUX MOJIIHOMIB MEPIIOro piBHA. TakuMm YMHOM, 3HA-
Xo1sg4u O; LMX JIHIMHUX KOMOIHAIii HU3BbKOIO PAHTy, MOKHA 11€HTU(IKYBATH LEHTPAJIbHI HOJi-

HOMHU TIEPIIIOTO PiBHS Ta BIJIHOBUTH €KBIBAJICHTHHHN CEKPETHUH K10y Rainbow.
Ha cporoani Haitouib1n edekTHBHUN MeToA BUpileHHs npobnemu MinRank Oyio 3anponono-
BaHuil y [9]. ¥V upomy BapiaHTI pO3IJIAJAETHCS PO3KJIAJaHHA MaTpHIl HU3bKOro panry Q Ha

Q=S-C,nme S —ue nxr,a C —ue rxn marpuii, o OpeJCTaBIsIOTh IPOCTIP PAKIB MaTPHIIL

r
r_ j . o . .
Q. Busna4aerncs marpuns C; = c i mpuiimMaroThes 3a Hynb +1 minopis mux C; marpuip.

OckinbKM OTpHMaHa cucTeMa Mae Habararo Oiibllie piBHAHb, HIX 3MIHHUX, MU MOXKEMO BUPILIUTH
il IUISIXOM JIiHeapu3allii 3a 10IOMOr oo anroputMmy Binemana.

n n

, Je — 1€ KUIBKICTH
r+1 r+1

30KkpeMa, KUIbKICTh PIBHSHb Y CHUCTEMI 3a/1a€ThCs SIK M-

r+1 wminopis marpuni C;. KineKicTs 3MiHHMX y cHCTeMi IOpiBHIOE (02 +1)- . Orxe, AKmO
r

HEPIBHICTh

n n
(0 +2) . |2(0 1) |1 ()

CIpaBeIMBa, TO MOKJIMBO PO3B’A3aTH CUCTEMY 3a JIOMIOMOToI0 anroputMmy Bigemana. Tomy ckia-
THICTH BUPIMICHHS 111€1 CUCTEMH 33/1a€ThCS 5K

N\ 2

. n
Complexityinra =3°| | (0, +1)- (r+1)-(o, +1) |. (8)

r
PerenbHuil aHalTi3 0Ka3aB, 0 HE IOTPIOGHO po3rianaT BCi N psaakis Matpuni C|, mo6 marn

MOKJIUBICTh BUPIIIUTH cuctemy. Yuciao N’ y (8) mo3Hayae HalMEHIIE YHUCIIO, IS IKOTO BUKOHY-
€ThCSl HEPIBHICTH (7).
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2.3. Araka HighRank

Meroro artaku HighRank [10] € BusiBneHHs (y JiHIHHOMY NpEICTaBICHHI) 3MIHHHX, IO
3’SBJSIFOTHCS HAMEHIIY KUIBKICTh Pa3iB y LEHTPaJbHHUX IMOMiHOMax (BOHHM BianoBimaiots Oil-
3MIHHHM OCTaHHBOTO piBHsI Rainbow, To6T0 3MiHHUM X, 3 1€0,).

CKJIAQHICTB LI€] aTaKU MOKHA OLIIHUTH K

. o N
CompIeXItyHighRank; classical = q ! E (9)

3a HasgBHOCTI KBAHTOBUX KOMII'IOTE€PIB MOXKHA NPUCKOPUTH KPOK MOLIYKY 3a JIOIOMOIOIO
anroputmy I'posepa. Takum unHOM OTpUMaEMO

. 0 N
COrnpIe)(ltyHighFZank; quantum — q 2 E (10)

MHOJKEHbB Y TTOJII.
2.4. UOV araka

Ockinbku Rainbow MoOXHA po3risiiaTy K MPOJOBKEHHS 100pe Bimomoi cxemu mignucy Oil Ta
Vinegar [5], il MO>kHa aTaKkyBaTH, BUKOPUCTOBYIOUH BCi Biomi ataku UOV [11].

Mo:kHa posrisinatu Rainbow sik exzemmursip UOV 3 v =u, +0, Ta 0=0,. MeTo0 1aHOI aTaku
€ TIOIIYK MONepeaHboro Bimoopaxenus tak 3Banoro Oil miampocropy O adiHHOro nepeTBopeHHs
T,ne O= {X eF":x, =--=x, = O}. 3HaXO/DKEHHS [BOTO MPOCTOPY M03BOJIsIE€ Bimokpemutu Oil

BiJl 3MIHHUX Vinegar Ta BIJHOBUTHU 3aKPUTUH KIIFOY.
CxiamHiCcTh i€l aTakh MOYKHA OLIIHUTH K

- n-20,-1 4
CompIeXItyUOV-Attack; classical — q ‘o 02 (11)

MHOXCHDb Yy oJII. BI/IKOpI/ICTOBYI-O‘-II/I AJIrOpUTM FpOBepa, JE8L0) CKJ'Ia]:[HiCTB MOKHa 3MCHIINUTH OO0
n-20,-1

CompIeXityUOV—Attack;quantum =q ? '03 (12)

MHOX€EHbB Yy TOJI.
2.5. Araka RBS

Ataka RBS [12] cnpssMoBaHa Ha MOIIYK JIIHIHHUX BigoOpaxeHb S 1 T , M0 MEPETBOPIOIOTH
3araJibHOBIIOMI MOJTIHOME B mostiHOME (Gopmu Rainbow (to6To 3uauenust Oil x Oil mosunHi 6yTH
HYJIbOBUMH). J[J1s1 IbOTO KPUIITOAHATITUK MOBUHEH BUPILIUTH KiJbKa HEJIHIHHMX 0araToBUMIpPHUX
cucteM. CKIIaJIHICTh IBOTO KPOKY BU3HAYAETHCS CKJIQIHICTIO BUPIMIEHHS Nepmioi (1 HaiOUTbIo1) 3
IIUX CHCTEM, SIKa CKJIAAAa€eThcst 3 N+ M—1 kBagpaTHUX PiBHAHB 3 N 3MiHHUMHU. OHAaK MOJIHOMH B
I[iif CUCTEeMI He € BUIAJKOBHMHU KBaJPATUIHUMH MOJIIHOMAMH, ajie iICHYIOTb JBI TPYIH 3MiHHHX X
i Y, Taxi, mo nosxinomu € GiminiiauMu B X i Y .

30kpema, OTpuMyeMo naBa HaGopu 3mimEmx X Ta Y posmipom |X|=n,=y +0, Ta
|Y| =N, =0,. MaeMo M, = X MOIHOMIB, 5IKi € KBaAPaTUYHUMH y 3MiHHUX X ,a M, =n-1 piBHsH-
Hs OimiHiMHI y 3MiHHUX X Ta Y . OTXe, CKIaaHIcTh aTaku RBS MoHa OIIHUTH SIK

. 2
Complygs =min3-M,, , (t,5)"-(n, +1)-(n, +1), (13)
ne M, , mo3Havae KiNbKicTh ofHOUNEHIB (o, ) .

3. enepauis napamerpiB 1Js 384, 512 6iT crilikocTi

VY upomy migpo3ninai HaBeAeHO BUOIp (reHepariro) mapamerpiB st 384 ta 512 OiT criiikocTi
Hajg nosieM GF(256). I1ig gac Bubopy mapameTpiB KepyBaIuCs TAKUMH YMOBaMU:
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— KUIBKICTh PIBHSIHB, 1[0 HAM HEOOXiTHA, 3AJICKUTH BiJl CKJIQJHOCTI IPSIMOi aTaKW Ta aTaKd Ha
rem-QyHKIIi1o;

— KUIBKICTh 3MIHHHX 3aJIeKUTH BiJl cKkaaaHocTi arak RBS, UOV ta HighRank.

Tox, AKIO MiCyMyBaTH CKa3aHe BHIIE, TO 3HANTH nmapamerpu v;,0,,0, npu (=256, To0TO

GF(q) =GF(256), MOoxJHBO 3 YMOB (4) — (13). Ha ocHOBIi 1poro 0ysno po3pobsieHe mporpamHe
3a0e3nedyeHHs, 3 BUKOPHCTaHHSAM $KOro Oyj0 3reHepoBaHO mapamerpu 0,0, Ta 0, mus EIl
Rainbow s 384 ta 512 6it 6e3neku, 1o HaBeaeHi B Ta0a. 1.

Tabmuns 1
OCHOBHI 3araJisHOCHCTeMHI napamerpu Rainbow
st 384, 512 6ir 6e3nexu

Bezmeka o 0, 0, GF(q)
384 192 48 | 136 | GF(256)
512 272 120 128 GF (256)

[lpu Takux mapamerpax OTPUMYEMO HACTYITHI PO3MIPH KJIFOUiB, TeIIyBaHHS Ta MIiAMUCIB IS

TppOX Bepciii  Rainbow:

KJIACHYHOI

(Classic),

LUKJIIYHOT

(Compressed), 1o HaBeeHi B Ta0J1. 2 — 4 BiIOBITHO.

(CZ-Rainbow),

Ta CTHUCHEHOI

Tabmuus 2
Po3mipu kimrouiB Ta mianucis Classic Rainbow
HaGip mapamerpis . Po3mip Pozmip Po3mip Poswip mizmucy
besneka (F.11,0,,0,) BIIKPHTOTO KITIOYa 3aKPUTOTO remy (Gaiirin)
U0 0, (6aiiTiB) kmova (OaiiriB) | (6aiiTiB)
384 (GF (256),192, 48,136) 13041184 9752288 64 392
512 (GF (256), 272,120,128) 33594080 24752480 64 536
Tabmuus 3
Po3wmipu kirouis ta mignucis CZ-Rainbow
Ha6ip napamerpis . Po3mip Po3zmip Po3zmip Poswip miamicy
Besneka (F.11,0,,0,) BIZIKDHTOTO KJIIOYA | 3aKPUTOTO KIKOYa remy (Gaiirin)
01,010, (Gaiirip) (Gaiirip) (Gaitig)
384 (GF (256),192, 48,136) 3337344 9752288 64 392
512 | (GF(256),272,120,128) 8939840 24752480 64 536
Tabmmus 4
Po3wmipu kirouiB ta nianucis Compressed Rainbow
Ha6ip napamerpis . Posmip Po3mip Po3mip Poswip mizmmcy
besmeka (F.0,,0,,0,) BIJIKPUTOTO KJIF0OYa | 3aKPHUTOIO KIIFOYa remry (Gaiirin)
T2 (Gaiiris) (Gaitris) (6aiitiB)
384 (GF (256),192,48,136) 3337344 64 64 392
512 | (GF(256),272,120,128) 8939840 64 64 536

[IBuKoIIs MpH 3aaHUX MapaMeTpax [l TpboxX Bepciit Rainbow, 110 npejcraBiieHa B TaKTax
npoliecopa, HaBezieHa B TalI1. 5 — 7 BIAMOBIAHO.

Tabmuusg 5

IIsunxonisa Classic Rainbow

Ha0ip napametpin

I'eHeparris KIrOYIB

["enepauis mignucy

Bepuoikauis nignucy

384

4658727146

16484356

2645458

512

16999329532

43986312

8165628
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IIsunxoxnis CZ-Rainbow

Tabmus 6

Habip mapamerpis

['enepariis KIrO4iB

I'enepanis miamucy

Bepudikamis mignucy

384

4658375168

16799206

2927814

512

16900406374

52017328

10617618

Buaxoxniss Compressed Rainbow

Tabmuus 7

Habip mapamerpis

['enepariis KIr04iB

['enepanis miamucy

Bepudikamis mignucy

384 4631048528 16288184 2398794
512 16694833556 44923458 7611730
BucnoBku

1. Oxniero 13 BaXJIMBUX MPoOJIeM cydacHOi KpunTorpadii € CTBOPEHHS CTaHIApTIB aCUMETPH-
yHUX Kpuntorpadiuaux neperBopensb Ell, ski Oynu 6 Ge3neyHuMH y TOCTKBAaHTOBHIA nepion. Bu-
pimeHHs 1iei npoOiaemMu 3A1MCHIOEThCS B Mpolieci MiskHapogHoro koHKypcy NIST CIIIA, 3aBaan-
HSIM SIKOTO € po3poOka Takoro mexaHizmy EIl, skuii 6u OyB CTIHKMM SIK 10 KBaHTOBHX, TaK 1 J0
KJIACUYHUX aTaK.

2. ®inanicramu koHKypcy NIST CILA na cxemy EII cramm: Crystals-Dilithium, Falcon ta
Rainbow. IlepeBaxkHa OUIBILIICTH CXeM, IO CTadu (piHATICTAMU, IPYHTYETHCS HA MpobiIeMax 3 Teo-
pii anrebpaiunux pemiTok. Takox ocoOnuBa yBara Oyia MpHIiIEHA CXeMi eIEKTPOHHOTO MiAMUCY
Rainbow, 1110 rpyHTY€ETbCSI HA OCHOB1 0araTOBUMIPHHUX MEPETBOPEHb.

3. Cxema enekTpoHHOro mianucy Rainbow 3Ha4HO BiApi3HSAETHCS BiJl IHIINX KaHIUAATIB KOH-
Kypcy NIST, ockinbku 3acHOBaHa Ha 0araTOBUMIpHUX IE€peTBOpeHHsX. BoHa € y3arambHeHHAM
ctpykrypu UOV, 1o 3a6e3neuye eheKTHBHY MapaMeTpH3aIlifo 3a paxyHOK JOAaTKOBOI airedpaid-
Hoi cTpykTypu. Teopernyna Oe3neka Rainbow 6a3yeTbcst Ha TOMy, 1110 BUpilIEHHS HAbopy BUMNA-
KOBHUX OaraTOBUMIpHUX KBajapaTuuHux cucteM € NP-ckimagHowo mnpobnemoro. Iono mpoexty
Rainbow 3asBieno EUF-CMA 6e3mne4HicTh, BKa3aHe JOCATAEThCS HA OCHOBI BUKOPUCTAHHSI TelIl-
KOHCTPYKIIIT 3 BUTIAJIKOBUM KJTFOYEM CEaHCy (CLILTIO).

4. TTpouec BupobsienHs EIl Rainbow ckianaerbes 3 mpocTux omnepariit jgiHiiHOT anredpu, Ta-
KHX SIK MHOKEHHSI MaTPUYHUX BEKTOPIB Ta BUPIIICHHS JIHIMHUX CUCTEM HaJ MaJUMH CKIHUEHUMHU
nonsimu. Takoxx Rainbow 3a0e3neuye maii, y HOpiBHSAHHI 3 IHIIUMHM ITiIIUCH, IO CYTI JIMIIE B KiTb-
Ka COTEHb OITIB.

5. OcnoBuuM HeponikoM EIT Rainbow € Benukuii po3Mmip BiakpuTux KimouiB. Tomy #oro 3a-
CTOCYBaHHSI PEKOMEHJIYE€TbCS Yy CUCTEMAX, /1€ MOXKYTh OyTH BUKOPUCTAHUMH BIAKPUTI KJIHOYi 3HAU-
HUX po3MipiB. Po3MipH 3aralbHOCUCTEMHUX MapaMeTpiB Ta KJIIOUIB AJIs BUMAJKY 3a0e3neueHHs 384
Ta 512 Oit Oe3meku HaBeaeHi B Ta0u. 2 — 4.

6. Takox 13 Tabn. 5 — 7 BugHO, 1o mpomec Bepudikarii EI1 CZ-Rainbow 3Ha4HO MOBLIBHI-
MM, HIXK y cTaHaapTHiM cxemi Rainbow. OnHak HEOOX1IHO 3a3HAYMTH, IO 1€ CIIPUYUHEHE BUKO-
puctaHHsaM kpuntorpagiuno 3axumeHoro PRNG na 6a3i AES, mo nocragaerscst OpenSSL (110 €
TakuM camum, 1m0 1 y NIST), ans ctBopeHHs «pikcoBaHMX» YAaCTHH BIIKPUTOro Kitoda. Bukopuc-
TOBYIOUH IIBUIIINN MOTOKOBHM mM(p a0 HaBITh T€HEPYIOUM BIAKPUTHI KIFOY, BUKOPHCTOBYIOUH
perictp aiHiiHOTO 3BOpoTHOrO 3¢yBY (LFSR), 11IbOro ynoBuIbHEHHS MOKHA YHHUKHYTH Maibke MOB-
HICTIO.

7. Byno posrnmsHyro Hu3Ky arak Ha cxemy EIl Rainbow, a came — mpsmMy araky, ataky
MinRank Ta HighRank, araky UOV ta araky «Rainbow Band Separation» (RBS). Xoua npsma
aTaka € aTakow IMJAPOOKH TMIANMUCY, SKa MOBHHHA BHKOHYBATHCS JJII KOKHOTO ITOB1JIOMJICHHS
okpemo, ataku MinRank, HighRank, UOV ta RBS € kmouoBumu atakamu BigHOBIeHHS. [licms
BIIHOBJICHHSI CEKPETHOTO KJtoua Rainbow 3a m0moMororo ojiHi€l 3 WX aTak KPUTITOAHATITHK MOXKE
BUPOOJIATH IiIMUCH TaK CaMo, SIK 3aKOHHUN KOPUCTYBaY.

OOGrpyHTOBaHI Ta OOYKCIICHI 3araIbHOCUCTEMHI TTapaMeTPy MOXYTh OYTH BUKOPHCTaHI1 JJIs 3a-
Oe3nedeHHs migBuieHnx piBHIB Oe3neku EIT Rainbow Bkmtouno 10 384 Ta 512 6it Ge3neku BiArmo-
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BiJHO 3 MapaMeTpammu, WO B ILiii CcTaTTi OOGIPYHTOBaHi, a came: (GF(ZSG),192,48,136) Ta
(GF (256),272,120,128) Bianosimo.
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KOHIEIIIA CUHTE3Y OJHOTI'O KJIACY
CAMOCHHXPOHI3YIOUUX JTUCKPETHHUX CUT'HAJIIB

Beryn

Bimomo, 1o ans MiHiMI3aIii TOMUIKA TPU TPUAOMI CUTHAIIB B MIMPOKOCMYTOBUX KOMYHIKa-
miianx cucremax (ILIKC) Bimcranb Mik BeKTOpaMu (CUTHAJIAMHU) CIIiJl pOOMTH MaKCHMAJIBHO BEJTH-
koo [1]. ¥ pasi 1ocuTh BENMKOi KUTBKOCTI CUTHAJIIB 3aBIAHHS OJJHOYACHOI MaKCHMI3allii BiJicTaHeh
MDK yciMa CHTHaJaMU MOKE BUSBUTHUCS CKJIQHUM, OCKUIBKH CUTHAJIM KOH(MIIKTYIOTh MK CO0O010,
«BIJICYBalOYM» OJIMH BEKTOP Bij IHIIOT0, HAOJMKAIOYN HOTO 0 JESKOTO TPEThOTO. 3aBAaHHS I10-
OynoBu 6e3J114l MaKCUMAaJIbHO BiJIaJIEHUX CHTHAIB BXOJUTH B KJIaC TaK 3BaHHX 3aBAaHb «yMaKOB-
kr». O4eBUIHO, IO JUTSI MAKCUMI3aIlil BiICTaH1 MiXk JBOMAa BEKTOPaMH iX CJIiJI BUOMpATH MPOTHUIIE-
xHUMH. Came 11 yMoBa 3a0e3neuye MaKCUMaIbHO JOCSKHY WMOBIPHICT MMOMIJIKH MIPH Mepeaadi
JBIHKOBHX JIaHUX CUTHAJIaMU 3 (DiKCOBAHOIO €HEPTIETO.

Jlo TemepimHbOro 4Yacy HeMae €IuHOI Teopli cuHTe3y cucteM auckperHux curHaiiB (C) 3
3aJJaHMMHU aBTO-, B3AEMHO-, CTHKOBUMH KOPEILIHHIUMH BIacTUBOCTAMU. [lo cyTi, 10 choromHim-
HBOTO JHS B OCHOBHOMY PO3BHHEHA TEOpis aHANI3y 1 CHHTE3y ABIMKOBUX JIIHIMHUX PEKYyPEHTHHX
MOCTIIOBHOCTEH MakcumanbHoro mepiony (JIPIIM) i miHIMHMX pEKYpEeHTHHX IIOCIHiJOBHOCTEH
3 TpupiBHeBoO (yHKIier0 B3aemMHOi kopensmii (JIPIIT) [1]. Ognak, sk mokazaiu JOCIIIKEHHS
[1, 2], BBeneHHs KOpPCTKUX OOMeKeHb Ha BuA nepionnunoi ¢ynkuii aBrokopeswii (ITOPAK) JAC
CYTTEBO OOMEKY€E MOKIIMBICTh JDKEPET CUTHAIIB 3 TOYKU 30py aHCAMOJIEBHX 1 CTPYKTYPHHUX BIlac-
TUBOCTEMH, a TAaKOX, B OLIBIIOCTI BUMAJIKIB, BU3HAYAE JIIHINHICTh 3aKOHIB iX (hopMyBaHHS. ABTOpa-
MU BIIEplIe OTPUMAHO METOJIU CUHTE3Y HOBOT'O KJIacy HEJIIHIHHUX CKJIQJHUX JAUCKPETHUX CUTHAJIB
— KpunTorpadiunux curHamis [3 — 7]. BukopuctaHHs Takoro kjacy CUTHaJIB B SIKOCT1 (P13MUHUX
MEPEHOCHUKIB JIaHUX B KOMYHIKAIlIHHUX CUCTEMax, 3aBJSIKU 1X OCOOJIMBUM aHCaMOJIEBUM, KOpEIs-
LHIHHUM, CTPYKTYPHUM 1 1HIIMM BJIACTUBOCTSIM, J03BOJISIE MOJIMIIUTU TMOKAa3HUKU €()EeKTUBHOCTI
(GYHKIIOHYBaHHS TAKUX CHCTEM, 30KpeMa iHpopManiiiHoi Oe3meku Ta 3aBajo3axuiieHocTti [8 — 10].
[Ipu 1ipoMy, KpaliuM € BUOIp Tak 3BaHUX, CAMOCUHXpOHI3ytounx cuctem curaiiB (CCC) sk nepe-
HOCHUKIB JIaHUX B KOMYHIKaliliHUX cucteMax. BUKOpHCTaHHS TaKMX CUCTEM CUTHAJIIB nepeadavae
peastizalliio [MKJIOBOT CHHXPOHI3allli B pexXUM1 PO3pI3HEHHs CUTHAJIIB Oe3mocepeiHbo 3a iHpopma-
LiHHUMH curHanamu. [Ipy mpoekTyBaHHI 1 BUKOPUCTaHHI 6araTOKOPUCTYBaue€BUX KOMYHIKAI[IITHUX
CHCTEM Ba)XJIMBO 3aCTOCOBYBAaTH CHUTHAIM 3 MaKCHMaJbHUM 1HJAEKCOM CaMOCHHXPOHI3allli, SIKUH
BHU3HAUYAETHCS K MaKCHMallbHA BiJICTAaHh MK BCUISKUMHU CTHKOBHMH CIIOBaMH 1 BciMa iH(opmaliii-
HUMH CUTHAJIaMHU.

OcCHOBHI pe3yJibTaTH A0CTIIKEHb

CdopmymntoeMo B 3arajJbHOMY BUIJISIII, HA OCHOBI KOMIUIEKCHOT'O BUKOPUCTaHHS anapary Teo-
pii mons [Nanmya, pi3HUIIEBUX MHOXHH, KOMOIHATOPHUKH, @ TAKOXK TE€OPii YHUCEI Ta HABEAEMO PIIIeHHS
3amaui cuatesy CCC.

Hexaii mxepeno JIC Q,, , mo Bonojie 3 MakcumaibHowo entpornicro H(Q, ) =log P, Bunae L
— 3HauHi Haja noneM GF(P) auckperni nocnigoBHocTi ([IT) cuMBoIiB, 3aK0H (OpMYBaHHS SIKHUX
3anaerbes t-mipuumu ynkuisvu N i f, mo Bxousrs y Bupas (1).

I[Tpocrip craniB kanany IHKC moxxe 6yt onucaHo (yHKIIIOHAIOM:

\I/:(P(LyN,p,RabeyRHch,D,X,ny,I;prf) ) (l)

ne L — Oe3miu (QyHKIIH, 110 ONUCYIOTh 3aKOHU PO3MOALTY TPUBAJIOCTI cUTHANIB L, B cioBHMKax

{W;},i=LN, p —Gesniu Gpynkuiii, o ONUCYIOTH 3aKOHU PO3MOALTY BETMYMH O1YHHMX MiKiB anepi-
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OJMYHUX 1 nepiognyHux ¢yHkuid B3aemHoi kopemsanii (APBK Tta [I®BK, Bianosigno); D — ¢pyHk-
1ii B3aemHoi HeBusHaueHocti (PBH); x, y— 0e3niu (yHKIIH, 10 ONMHMCYIOTHh PI3HUILIO 3HAYECHb

MaKCHUMaJIbHHUX MiKiB (YHKLII KOpelAliil Mmoxo Yucia CUMBONIB L, IHCKpeTHOI MocCmiJoBHOCTI;
S — Oe3niu (QYHKIII, IO OMUCYIOTh CTPYKTYPHY CKPUTHICTh curTHaIB; | — Oe3miu QyHKIii, 110
OIMUCYIOTh IMITOCTIHKICTH cucTemu, N o, 1 f — bynkuii, mo BusHavaroTs anropurm nodymosu JI1;
R.., R,, R, —3HaueHHs 614HUX MiKiB aBTO-, B3a€EMHOI 1 CTUKOBOT (PyHKIIi1 KOpersuii BiIOoBiAHO.

PimeHHst 3a1a4ui CHHTE3y CUTHAIIB 3 MaKCUMaJIbHUM 1HACKCOM CaMOCHHXPOHI3aIlli Moke OyTH
3aCHOBaHE Ha BUKOPHCTaHHI 1TepaliiHOro pillieHHs CUCTEM HEJIHIMHUX MapaMeTpUIHUX HEPiBHOC-
TEH.

Beenemo mousTTst abComoTHOT «po3mMuTocTi» cucteM i curnanis {k'} mpu j=1,N .

Cucrema curnanis {X'} € abCoIMOTHO «PO3MUTOIO» 3@ aBTO3IOPTKOIO, SKIIO BiJIHOCHI 3HAYEH-
s pyHKuii kopensuiit Bexropis (curnanis) R, (k), R, (k), R, (k), R, (k) ne noripmyrorscs npu
3MiHI X B IHTE€pBaJi

L-—x, <k<L+x. (2)

Po3MuTicTh curHaniB OyaeMo MPENCTaBISATH CYKYIHICTIO CUCTEM HETIHIWHUX HepiBHOCTEH
(CHH):

R (k)<ZW (VVH-k) + Z W (VV| L+K) +ZW (\N|+K)+

. I_|+‘9L k+1 a)
+ Z W (\N|3L+K) + Z W (VVH-K) —R (k) k O L+X2’
R (k)<ZW (Vv|+k) + Z W (\N| L+K) +ZW (W|+K)+
i=L-k+1 6) (3)
+ z Wig(\NifL+K)* < Rla2 (k);k=0,L+x,

i=L-K+1
L—x

R(k)<ZW W2) <R, (k) k= 0,L—x,, B)

i=1

L-K L
R, (k)< Z W (W5) "+ Z W W)+
' i—Lo =L k+1
L—x,—9 F)

+ZW(\N,+K)<R (k),k =0,L—x,,

ne R;l (k) Ta R;Z (k) — pizni peamizarii [I®AK, sixi 3a1af0Th U CHHTE31 CUTHAJIB.
V pasi po3murocti 3a [IOBK Ta ctukoBoi gpynkuii B3aemuoi xopemsunii (COBK) y intepsani k,
sikuil Bu3Ha4daeThest k. L—X, <K <L+ X, pisauis moxe OyTtu 3anana sik cykynaicts CHH Buay:

(k)<ZWq(VV.+k) + Z W W) +ZW"><(VVL+K) +

i=L—k+1 a)

+ Z Wp(\nggL+K) +ZW X(VVI%K) <R’ (k) k O L+X

i=L-K+1
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(k)<ZWq(\NI ) + Z W (W |L+K) +ZWDX(\NL+K) +

i=L—-k+1

0) 4)
- Z WP W2, ) <R, (k);k=0,L+X,
R, (k) < waiq*(wi% +k) <R, (k), k=0,L-Xx,, B)
bl(k)< LZqu(\NI )+ glwq |L+K Lx215vvp(vvI )<R (k)k OL X,, F)

Po3rnsiHeMO croyaTky TEOpPETHYHI OCHOBHM CHHTE3y IBOX CAMOCHHXPOHI3YIOUMX CHTHAJIIB
(CC) x* i x" 6e3 BHeceHHs 0OMexeHb PO3MUTOCTI BHAY (3), (4), a TOTIM 3pOOKMO sl y3araib-
HEeHb Ha BUNAIOK cMHTe3y N JHMCKPETHHX CHUTHAJIB, IO BOJOMAIIOTH, B TOMY YHUCIi, 1 PO3MUTUMHU
BiactuBocTsMU. Ilpu npomy O6ynemo Bumaratu, mo6 CCC BONOAINH i€aTbHUMHU CTPYKTYPHUMH
BJIACTUBOCTSIMHU, TOOTO TaKOI CTPYKTYPHOI CKPUTHICTIO, 1110 IiJ] Yac MEPEXOIICHH 1 OeNIeMeHT-
Hiii 06po6Ii Oyab-aKoro ymcna | cMMBOMIB CHrHANIB HE MOXKHA OJHO3HAYHO nepenbauntu L —1
CHUMBOJIIB, 110 3anumuincs. e moxe OyTn BukoHaHo, skimo cuMmBoin CCC He3anexHi 1 3'sBiis-
I0ThCS 3 OJTHAKOBOIO HMOBIpHicTO [11].

3anumnieMo yMOBH, L0 BHU3HA4alOTh JAEAKI IPaHUYHI YMOBH, SIKUM IIOBUHHI 3a/l0BOJIBHSTU
aBTO- 1 B3aEMHO KOPEJIALIiiHI BIacTUBOCTI curHamiB X i x”:

ZL: ><(X|+1) < (t:az (I):I :H, a)

L

OB WS ON TR
805 IK0E) + 3 L) B OIIL
SO WD IS R B ELA O Ay ©
ST + 3 A0t S8 0 =1L
EOTH0) ¢ 3 X6 <EOISIL o
SOTHA6E) + 3 WXL SEOITTL w

Amnautiz Bupasy (5) nmokasye, 10 4YMcio pi3HUX OUTiHIHHUX (OopM BU3HAYA€E BUPA3H:

C, =6L—4, sxmo L — nmapwe, (6)

C. =6L -5, sxuio L — nenapre. (7)

[Tinkpecnumo, 1m0 Bupa3 (5) BU3HaYa€ MiHIMAJIbHY CYKYIHICTh CUCTEM HEJIHIMHUX HEpiBHOC-

Teii, BUKOHAHHSI SIKMX JacTh A0cTaTHi yMoBU 1o0ynoBu aBox JIC X i X" 3 3amanumu peamizairisi-
mi 3a [IOAK, [IOBK, COBK.

TBepmxeHHs 1 0IHO3HAYHO BCTAHOBIIIOE aNreOpaidHy CTPYKTYPY CYKYITHOCTI CUCTEM HEJiHIN-
HUX HEPIBHOCTEH JUIsl BUNIQAKY CHHTE3Y V CHTHAiB.
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Teepnxenus 1. Hexait x”, v=1,N — e aiiicHl ab0 KOMITJIEKCHI TIOCITITOBHOCTI CHMBOJIIB,
a é;l(l),ﬁiz (I),&Ll(l), éibz(l), j=LN,i=1b? — peamizauii aBTo- i B3a€MHHUX 3rOpTOK, TOAi yci Gini-
HiltH1 (hopMU, 110 YTBOPIOIOTH CYKYMHICTh N CHCTeM HENiHIMHMX HEPIBHOCTEH, 110 BU3HAYEHI CHC-
temamu (5, a) i cykynmicts C} cucTem HeniHiliHUX HepiBHOCTeH (5, B) — (5, %) He 36iraloThes, a

YHCIIO0 Pi3HUX OUTIHIMHUX (HOPM BU3HAYAETHCS BUPA3OM:
ko L —mapHe, TO

Cer(N(SL—4)—4L+3J’ ®)
2
akio L — Hemapue, TO

Cr:N(N(SL_42)_4L+4j. )

CykynHicTh cucteM (5) Moke OyTH NpeAcTaBlieHa 3 BUKOPUCTAHHSIM amepioJuyHHX aBTO- 1
B3aemHuXx 3roprok C% (1), skiio anepioguuna 3ropTka €

L1+l

C*h)= Z(; X?(ij+|)*,;11<mo 0<I<L-1, (10)
j=
L-1+1 .

C*W)= Z(; X, (x?,) , axmo 1-N <1 <0, ta (11)
J:

SIKILIO ||| >N.
Toni, 3actocoByroun (11), cucrema (10) mpuiime Bu:
g <t +ct(L-1)<g, ()1 =1L;
g <cr () +c (L= <& ()1=1L;
g sc )+ (L-<g ()1=0L-F
g ) =c?()+e(L-<g ()1=0L-1 (12)
e M=c?()+e(L-N<g ().1=0L-T
s e )+ (L=< ().1=0L-T
e sc)+c”P(L-N)<g; ()I=0L-1

V (12) | npuiimae Ti % 3Ha4eHHs, 110 i B cucreMi (11). Cucrema (12) € ananorom cucrem (10)
i, B pasi BiZICYyTHOCTI BUMOT PO3MHUTOCTI BEKTOpPiB X* i X", siBiste OGO CYKYIHICTh CHCTEM HEITi-
HIMHUX HepiBHOCTEH, KOXKHE 3 AKHX € CYMOIO alepioJuuHuX 3rOpTOK abo B 4acoBiil obmacti, abo
B 00J1aCT1 y3araJlbHEHUX TEOPETUYHHUX MepeTBOpeHb. OCTaHHE O3BOJIUTH MIABUIIUTH OOYHUCIIIO-
BaJIbHY €(DEKTHUBHICTb SIK Y BUNIAJIKY CUHTE3Y, TaK 1 IPU PO3KPHUTTI 3aKOHY (POPMYBaHHS CYKYITHOCTI
BUKOPHUCTOBYBaHHX KOJIOBUX (POPM.

30KpeMa po3TIsTHEMO MOXJIMBOCTI MOAAHHS CUCTEM (5) 3 BUKOPUCTAHHSAM alepioinYHOl 3rop-
TKH. BBe1eMo MoHATTS yciueHoi anepioJu4HOol 3rOpTKH, BUHAYUBIIH ii SK

L-1-I

X(xP+e)’, mpuv<l<L-8-1;
ST DI R (13)

0, mpu | > L-3.
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Topni (4) sk HalOUTBIN 3arajgbHa CyKYIHICTh CHCTEM, IO BKIIOYaE, 30kpema i (3), 3 ypaxyBaH-
uam (13), mae BHJ

R, (K) < C3" (1 -k —1) + C3* (L— 1)+ CP* (1) +

Cﬁp,v3 (L_I) +C6I’,V3 (L_|) < sz (k), k=0,L+ Xl’ a)

R, (K) < C&% (I —k —1) + G2 (L—1) + C2* (1) +

C*(L=1)<R, (k).k=0,L+Xy; 6) 9
R, (k) SCLA1-5-D <R, (.k=0,L-X;; 5)

R, (K) SCHe(1-8-1)+C&* (L-I)+

C(1),k=0,L—X,. 1)

B (14) BiacyTHi 0oOMekeHb Ha 00JacTh YSBICHHS anepioJWYHUX 3rOPTOK B 4YacoBiil oOmacti
a0 B 007acTi y3araJlbHEHNX TEOPETUIHUX NIEPETBOPEHb.
3 nopiBHSHHS CyKymHOCTI cucteM (14) BumnuBae, mo OiniHiiHI popmu (14, a) BiApi3HAIOTHCA

Bin OGimimiiinux ¢opm (14, 6) ckmamooro C;™ (1), a (14,r) Bin (14,B) ckIagoBUMH
Ci(L=D)+CP™(l).

3a3Ha4yeHy BIJIACTHBICTh MOKE€ OYTH BHUKOPHUCTAHO IMPHU ONTHMI3allii MpOLEAyp BU3HAYCHHS
3aKOHY 10OYI0BH (DOPM 3aCTOCOBYBAHHMX CHUIHAIIB (BEKTOPiB) w?.

BucnoBku

AHati3 mokasas, 110 /10 TENEPIlIHbOI0 Yacy He ICHy€ MaTeMaTUYHOI'O anapaTry pillleHHs CHUc-
TeM HenmiHiHUX HepiBHOcTed (CHH) apyroro nmopsaxy Buny (5). e 61bir :kOpcTKl 0OMEXKEHHS
Ha MOXJIMBICTb BUPIIIEHHS CYKYIHOCTI TaKOT0 pOAY CHCTeM HakyianaroTbes (yHkiionanom (1). Ha
HaIll TOIJISI, 3 YpaXyBaHHSM BIJICYTHOCTI PEryjsipHUX (OJHO3HAYHMX) OOMEXKEHb, 110 BBOJSATHCS
A7l 3a0e3MeYeHHsl BiMOBIHUX 3HAYeHb CKPUTHOCTI S mkeperna curHaniB Q, i imitocriiikocri I

nepenayi AaHux B (1), eAMHUM MaTeMaTUYHUM arapaToM, 1110 3aCTOCOBYETHCS /IO BUPIIIEHHS JAaHOL
3a/1a4l, € amapar Teopii JOCHIHKEHHS omepalii i, 30KkpeMa, METOM HENHINHOTo, JUHAMIYHOTO 1
CXOJIACTUYHOT'O I[JIOUMCENBHOro mporpamyBaHHs. JlilicHo, ¢pyHKuioHan (1) MoXKHA poO3TisiiaTH K
LITbOBY (PYHKIIIIO, KA 3aJI€KUTh Bl KEPOBAHUX 1 HEKepoBaHUX (YHKI[H, 3HaueHHs (peani3arii)
SAKMX MOXYTbh BH3HauaTucs (izmunoro peanizyemictio CCC i3 3aJaHMMHU BIACTUBOCTAMHU. AHali3
MO>KJIMBUX METO/JIIB PIILIEHb 3a/1adl CUHTE3Yy AOCIKYBaHUX B JJaHiil poOOTI CUTHAIIB MOKA3ye, 1110
BOHM TOBUHHI BIJHOCHTHUCS IO METOJIB TUNY «YKJQJaHHS PaHLs», MPOLEAypa PillleHb IS SKUX
BHMarae 3Ha4HHUX 1, 32 JETKUX YMOB, HECKIHUEHHUX PECYpCIB.

ChopmynpoBaHO 1y 3arajJbHOMY BHJIi BUPIIIEHO 3a/1a4y CHHTE3Y KJacy CUTHAIIB i3 3alaHUMHU
KOPEJSIIIHHAMH, aHCAaMOJIEBHUMH 1 CTPYKTYPHHUMH BJIACTHBOCTSIMH, & TAKOX BIIACTHBOCTSIMH «PO3-
MHUTOCTI» 32 KOPENALIHHIMH XapaKTepUCTUKaMH. 3a3HaueHa BJIACTUBICTh («PO3MUTICTH)) O3HAYAE,
110 30UTbIIEeHHST a00 3MEHIIEHHS JOBXXUHU JAUCKPETHOTO CUTHATY HE 3MIHIOE KOpEJIAliiHI BIacTH-
BOCTI JMCKPETHOI MOCHIJOBHOCTi, Ha OCHOBI $KOI CHHTE30BaHO CHUTHaJ. 3acTOCYBaHHs Oe3miui
3a3HAUYE€HUX CHCTEM CHUTHAIIB B Cy4acHUX 1H(OpMaLIHHO-KOMYHIKAIMHUX CHUCTEMax J103BOJIUTH
MOJINIIUTH TOKAa3HUKU e(DEeKTUBHOCTI (PYHKI[IOHYBaHHSI TaKUX CHCTEM, HacamIepes, 3aBajio3axu-
IIEHOCTI, CKPUTHOCTI (YHKI[IOHYBaHHS, iH(popMalliiiHOi Oe3neKH, 3aBaloCTIMKOCTI IPUHOMY CHT-
HAJIiB.
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AHAJIN3 ®OPMAJIbHBIX MOJIEJIEA OBECIIEYEHUSA IIEJTOCTHOCTH JAHHBIX
N UX IPUMEHUMOCTD JJIS1 BA3 JAHHBIX

BBeaenue

KoHnuenmnuu u npUHIMIBL yIIpaBieHHUs] 0€30MacHOCThIO, OMPEENSIONIMEe OCHOBHBIE MMapaMeT-
pBl, He0OXOAUMBIE /7151 6e30MacHON Cpesibl, IeNU U 3a/1a4M, KOTOPBIX JODKHBI TOCTHYh KaK paspa-
OOTYMKHU MOJUTHK, TaK M pa3pabOTUUKU CHCTEM, YTOOBI cO37aTh 0€30MaCHOE pellIeHue, SBISIOTCS
HEOTHEMJIEMBIMU 3JIEMEHTAMH TOJIUTUKU Oe30macHoCTH, (hopMaIbHOE TPEICTaBICHNE (B BHIE Ma-
TEMaTUYECKUX BBIPAKECHUM, CXEM, JUarpamm, aifOPUTMOB U T. JI.) KOTOPOIl Ha3bIBAIOT MO/IEINBIO
6e3onacHocTu. Mojienu 6e30MacHOCTH UTPal0T BXXKHYIO POJIb B Mpoleccax pa3paboTKH U UCCIIE0-
BaHUs 3alUIICHHBIX KOMIBIOTEPHBIX CHCTEM, TaK Kak 00eCleyuBalOT CUCTEMOTEXHUYECKHM MO/I-
xon. PaccmoTrpenne Moneneil 0e30macHOCTH II€J1€COO0Opa3HO IO HECKOJIbKMM HIpuuuMHam. Bo-
MIEPBBIX, OHU MOTYT OBITh HEMOCPEACTBEHHO MCIOIB30BaHbI AJIs aHaIu3a 0€30IaCHOCTH KakK CyIlle-
CTBYIOIIIMX, TaK M MEPCHEKTUBHBIX MHPOpMamoHHbIX cucteM (MC) M MX OCHOBHOTO (PYHKIIHO-
HAJILHOTO KOMIOHEeHTa — 0a3bl maHHbIX (BJI), ocobeHHO B citydasix, Korja TpeOyercs: moayueHHe
rapantuil 3amumennoctu MC. Kinaccnueckue momenu 6e3omacHoctu MIC mo3BONISIOT opMaIbEHO
aHAJIM3UPOBATh CBOMCTBA pa3iMYHbIX MexaHu3MoB 3amuThl MC. Bo-BTOpBIX, CyIIeCTBYIOIIUE MO-
nenu 0e30MaCHOCTH MOTYT OBITh MCIIOJIb30BaHBI B KAY€CTBE OCHOBBI JUISI pa3paboTKu Oosee coBep-
IICHHBIX MOJelNied, MO3BOJSIOIUX 0ojiee TOYHO OMHUCHIBATH U HCCIEN0BaTh 0COOEHHOCTH (DyHK-
[IMOHUPOBAHUS MEXaHU3MOB 3aIUThl cOBpeMeHHBIX VC. B-TpeThux, BiajeHue 3HAHUSIMH O MOJIe-
nsx OezonmacHoctu MC mpenocTaBiseT CHEUAIMCTY B OOJACTH KOMIBIOTEPHON Oe30MmacHOCTH
BO3MOXXHOCTH JUIsl CTPOTOTO HAyYHOTO M TEOPETUYECKHM OOOCHOBAHHOIO M3JIOKEHHUS PE3YNIbTaTOB
NPUKJIaIHBIX HccienoBanuii [1].

Cpenu hopmanbHBIX MOeNiel 0€30MacHOCTH B IaHHOW paboTe paccCMOTpHUM Mojienu obecrie-
YEeHHsI LIETTIOCTHOCTH JJAHHBIX U OCOOEHHOCTH MX MPUMEHEHUs 11 0a3 JaHHBIX.

Mopaean o0ecneuyeHus HEeJOCTHOCTHU JAaHHBIX

Obecneuenne MHPOPMALMOHHON 0E30MaCHOCTH HEBO3MOXKHO 0€3 pacCMOTPEHUs KOHLEMIHUH
3alIUThl HaJIeKHOCTH/ MocToBepHOCTH (aHri. reliability) u npaBunsHOCTH/KOppEeKTHOCTH (@HTII. COI-
rectness) naHHbIX, MPEACTABIAIONLICH CyTh oOecreueHust UX 1eT0CTHOCTH. [Ijis MHOTHX, OCOOEHHO
HEBOCHHBIX OpraHM3all1ii, [IeJIOCTHOCTh BakHEE KOH(PUIEHIIMAIBHOCTH. TPyAHO NMPEACTaBUTh CHC-
TeMy, JUIsl KOTOpo# OblIM Obl HE Ba)XKHBI CBOMCTBa 1eocTHOCTH. Hanpumep, ecinu Bel myOnuKyeTe
nndopmanuto B Matepuere Ha Web-cepBepe 1 Baleil 11ebi0 SBISETCS CAENaTh €€ JOCTYITHOM JIst
CaMoTO0 MIMPOKOT0 Kpyra Jrojied, TO KOH(UACHIHATLHOCTh B IAaHHOM ciy4ae He TpeOyercs. OnHa-
KO TpeOOBaHUS LEIOCTHOCTU OCTAIOTCS aKTyaJbHbIMU. MHOTOYMCICHHbIE aTaKW HaIlpaBJIEHbI Ha
HapyleHHe LEeIOCTHOCTH. K HMM MOXXHO OTHECTH BPEIOHOCHBIE MOJU(HUKAIMH, BHIIOIHIEMBbIE
BHUpYCaMHU WJIH APYTUMH 3J0BPEIHBIMU IporpaMMamu, OMIMOKH B MpuiiokeHusx. [lpu atom Hapy-
IIEHUs] [EJIOCTHOCTU HE OrPAaHMYMBAIOTCS NpeJIHaMEpeHHBIMU aTakamu. OmmOKka Mmojb30BaTeds,
HEZOCMOTP WJIM HEYMEJIOCTD SIBJISIFOTCS] IPUUYMHOM MHOTHX CITy4aeB HECAaHKIIMOHUPOBAHHOTO U3Me-
HeHust uHpopmauuu. CoObITHSA, KOTOpbIE NPHUBOIAT K HAPYUICHUSM LEJIOCTHOCTH, BKJIIOYAIOT
M3MEHEHUe WK ynaneHue (aiiinos, naHHbIX B BJl, BBOJ HEBEpHBIX AAHHBIX, U3MEHEHUE KOH(PUTY-
pauuu, omuOKM B KOMaHJ1aX, BHEJIPEHNUE BUPYCa M BHINOJIHEHUE BPEIOHOCHOTO Koja. Hapymenue
L[EJIOCTHOCTH MOKET MPOM30MTH M3-3a JEHCTBUI JI00OT0 MOJIb30BaTeNsl, BKIOYash aIMUHUCTPATO-
poB. OHU Tak)Ke MOTYT BO3HUKATh M3-3a HEIOCMOTpA B MOJIUTUKE OE30MMaCHOCTH WMJIM U3-3a Hempa-
BUJILHO HACTPOEHHOTO KOHTPOJIsl 0€30MacHOCTH.

LlenocTHOCTS 11€7€C000pa3HO paccMaTpUBaTh C TPEX CTOPOH [2]:

— MpenoTBpalleHus (MPEensSTCTBUS) BHECEHUS U3MEHEHUN HEaBTOPU30BaHHBIMU CYObEKTaMHU;
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— TMpeIoTBpAICHUS] BHECCHHS aBTOPU30BAHHBIMU CYObEKTAMH HECAHKIIMOHUPOBAHHBIX U3MeE-
HEHUM, HAIlpUMEP, OITHOOK;

— TOJ/Iep)KaHUs BHYTPEHHEH W BHEUIHEW COTJIACOBAHHOCTH OOBEKTOB, YTOOBI MX JTAHHBIE ObI-
T TIPaBWJIBHBIM M UCTHHHBIM OTPAKEHUEM PEabHOIO MHpA, a JII00ble OTHOIIEHHS (CBSI3U) C JIIO-
OBIM JOYEPHHUM, PaBHBIM WIIH POJUTEILCKUM 00BEKTOM ObLIH JciicTBuTENbHBIME (auri. Valid), co-
rJ1IaCOBaHHBIMU (aHIJI. CONsistent) u nmposepsembiMu (auri. Verifiable).

[TpaBUIbHO peamu30BaHHAs 3alUTa IETIOCTHOCTH MPEIOCTABIAET CPENICTBA JJIsi aBTOPU30BaH-
HBIX M3MCHEHUH, OJIHOBPEMEHHO 3alllMIIasi OT 3JIOHAMEPEHHBIX HECAaHKIIMOHUPOBAHHBIX JCHCTBUN
(TakMX KaK BUPYCHI U BTOP)KEHHSI), & TAKXKE OT OIIMOOK, JOMYIICHHBIX aBTOPU30BAHHBIMHU TI0JIb30-
BaTeISIMH (TaKUX KaK OMIUOKU MM HEAOCMOTPHI/OIIONIHOCTH). DTO TApAaHTUPYET, UTO JAHHBIE OC-
TAIOTCS NpasuibHbiMy (OTCYTCTBYIOT JIOTUYECKHE OIIMOKU B CTPYKTYpPE M B 3HAYCHUAX JAHHBIX),
HeusMeHHbIMU (TOKICCTBEHHOCTh JIaHHBIX ONPEICICHHOMY JTAJIOHY), HeuckasicenHvimu (OTCYTCT-
BUE TIOJICTIKM JaHHBIX) U coxpaneHHubimu. Ecinu MexaHu3M 0e30macHOCTH 00eCTIeYMBAET LENIOCT-
HOCTB, OH 00ECTIeYMBaeT BBHICOKUN ypOBEHBb T'apaHTHUU TOTO, YTO JIAHHBIC, OOBEKTHI U PECYpPCHI HE
OyIyT U3MEHEHBI 110 CPABHEHHIO C UX TICPBOHAYAILHBIM 3alIMIICHHBIM COCTOSIHUEM.

B 3aBrcHMOCTH OT TOro, HaCKOJIbKO TOT WJIM WHOW acHeKT OOJIACTH MCIOJIb30BAHUS JAHHBIX
ABIISIETCA HanOoJIee BaKHBIM, BBIJICJISIOT METOIBI M CPENICTBA, 00ECIICUNBAIONINE UX IIEJIOCTHOCTD, B
cmeicie [3]:

— HPaBHIIBHOCTH, HCUCKA)KCHHOCTH WU HCU3MCHHOCTU OAHHBIX, OCHOBBLIBAIOIHECCA HA TaK Ha-
3bIBACMBIX MOJCIIAX HNCJIOCTHOCTH JaHHBIX,

— HEUCKKEHHOCTH JIaHHBIX MPH IepeIade B JIMHUSX CBSI3U M XpaHECHUH B MH(POPMAITMOHHBIX
CHUCTEMaXxX, OCHOBBIBAIOIIMECS HA KpunTorpaduu (HampuMep, UCIOIb30BaHUH TaKKX KpHUITOrpadu-
YeCKUX MPUMHUTHUBOB KakK: U(poBasi MOAMUCH, KpunTorpadguueckue Xem-(HyHKIUU, KOJIbI TPOBEP-
KU TOJUTMHHOCTH );

— TapajIeIbHOTO BBIOJHEHMS TPaH3aKLUH B KIMEHT-CEPBEPHBIX CHCcTeMaX (TpaH3aKIMU HUT-
paroT BaXXHYIO POJIb B MEXaHU3Me 00ecredeHus IeJOCTHOCTH 0a3bl JaHHBIX ).

CymecTBylOT MHOTOYHCIICHHBIE KOHTPMEPHI, KOTOPBIE MOTYT TapaHTHPOBATh IIEIOCTHOCTD
JaHHBIX TIPU Pa3JIMYHBIX BO3MOXKHBIX yrpo3ax [2]. B Tom uucne obecrneunTh 6€30MaCHOCTD Jierde,
€CJIM €CTh YeTKas MOJIeNIb TOr0, YTO HY)KHO 3allMIIATh ¥ KOMY M 4TO paspeuieHo nenats [4]. [To-
3TOMY HEOTHEMJIEMOH YaCThIO JHOOOT0 MPOEKTa MO CO3JJaHNI0 UK oleHke OezonacHoctu MC u 6a3
JAHHBIX B TOM YHCJIE, KaK OTMEUYaeTcs B [D], sIBIseTCS Hamuyue Mojaenu Oe3omacHocTu. Hike, B
MIEPBYIO OYepElb, OCTAHOBUMCS HA aHAIN3€ HEKOTOPBIX Hanbosiee U3BECTHBIX MOJEINAX Oe30macHo-
CTH, CBSI3aHHBIX C acClEKTaMH, pacCMaTpPHUBAaEMbIMU B paboTe, — GOPMAIBHBIX MOJAEIAX LEIOCTHO-
CTH JaHHBIX.

Mooenv Knapka — Buncona

Hcxons W3 BaXHOCTH O00eCIeYeHHs IEJIOCTHOCTH JaHHBIX OBLIO pPa3padOTaHO HECKOJIBKO
MojieTiell 0e30MacHOCTH, K YUCITY KOTOPBIX MOXKHO OTHECTH MOJIENH, MpenioxeHHbie Kimapkom c
Buiiconom u bu6owm.

Monens Kiapka — Busicona [6] sBisieTcst onucarenbHOR. B Hel He COAEpKHUTCA KaKuX OBI TO
HU OBLJIO CTPOTHX MaTeMaTHYeCKHUX BbIpaxkeHUi. Moaens Knapka — Buicona — 3To ocHOBa U pyKo-
BOJACTBO IS (popManu3anuu MOJUTHK O€30MacHOCTH, a HE MOJIe]h KOHKPETHOW MOJUTHKHU 0e30-
MacHoCTH. B Hell moauepKuBaeTCsl BAXKHOCTh YTBEPIKJICHUS PYKOBOACTBOM IPOIIECCOB M TIOJTUTHK
0€30MacHOCTH, KOTOPBIM JOJKHA ciieoBath opranusanus [7]. Ee, ckopee Bcero, 1emnecoodpa3Ho
paccMaTpuBaTh Kak COBOKYIMHOCTh MPAKTUYECKUX PEKOMEHIAIHA M0 MOCTPOSHUIO CUCTEMBI 00ec-
nevenns nenoctaoctu B MC.

JIist mydirero MOHMMAaHHS JTAaHHOW MOJICH MPOBEIEeM HEKOTOPYIO (hOpMaTU3alnunio, BBEIs OT-
penencHHbIe 0003HAYCHHUS:

— S — MHOXECTBO CyOBEKTOB;
— D - wmuoxectBo gaumupix B MC (MHOXecTBO 00BekToB), mpuuem D =CDIUUDI,

CDINUDI =& rae CDI (constrained data items — «ozpanuuennwiii anemenm Oarnnpix») — TaHHBIE
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(000 PNEMEHT JaHHBIX), METOCTHOCTh KOTOPBIX KOHTPOJUPYETCS (3allHileHa MOJIENbi0 0e30-
nacHoctr); UDI (unconstrained data items — «ueocpanuuennviii snemenm OanHvlx») — TaHHBIC,
L[EJIOCTHOCTh KOTOPBIX HE KOHTPOJIUPYETCS MOJIEIBbIO 0€30aCHOCTH;

— IVP (integrity verification procedure) — mporeaypa nposepku 1enoctaoctd CDI (mporre-
nypa, KOTopasi CKaHUPYET 3JIEMEHThI JaHHBIX W MOATBEPKIACT UX LEIOCTHOCTh, HAIPUMEP MyTEM
pacuera KOHTPOJIbHON CYMMBI WJIA UCIIOJIb3YSl BOBMOKHOCTH COBPEMEHHOM OJI0KUeitHOBON MOJIeNH,
KaK 3TO 1oKa3aHo B pabdote [8]);

— TP (transformation procedure) — mpoueaypa mnpeoOpa3oBaHUsi — KOMIIOHEHT, KOTOPBI
MOKET MHHUIMUPOBATh TPAH3AKIMIO (ITOCIEIOBATEIBHOCTh ONEpAIHii), IEPEBOIAIIYIO CHCTEMY U3
OJIHOTO cocTosiHUS B apyroe. [Ipoueaypsl nmpeoOpa3oBaHusl €IMHCTBEHHbIE MPOIEAYPbI, KOTOPHIM
paspeuieno usMeHsTe CDI . Orpannuennsiii noctyn k CDI ugepe3 TP cocTaBisieT OCHOBY MOJAENHU
nenoctHoctu Kitapka — Busicona.

Monens Knapka — Buiicona oCHOBBIBaeTCsl, Kak W JUCKPELIMOHHbIE MOJEIN pa3rpaHUuCHUS
JIOCTYTIa, HA TPOMKaX: «cyOvekm — onepayus (Mpau3aKyus), He Hapyuanuas yeloCmHoCcms — 00b-
exmy. CyOBeKThl He UMEIOT MPSAMOro A0CTyna K o0bekTaM. JlocTyn kK 00beKTaM MOXKHO MOJTYyYUTh
TOJBKO uepe3 TP.

B Mopnenu BBIAENSIOTCS 1BAa OCHOBHBIX MEXaHHM3Ma, 00ECHEYMBAIONIMX 0a30BBIA KOHTPOJb
JOCTYyMAa U UEIOCTHOCTh. A UMEHHO — MPAaBHJIBHO c(hOpMHUpPOBAHHAS TPAH3AKIIHMS COXpAHSET LIEIO-
CTHOCTb JIJAaHHBIX U MPEJOTBPALIAET MPOU3BOIIEHOEC MAaHUITYJIMPOBAaHUE TaHHBIMHU cyObekTamu. Ciie-
IyeT 3aMETUTh, YTO KOHLIECIIIHS MPABHILHO CHOPMHUPOBAHHON TPAH3aKIIMK OTJIMYHO BIHCHIBACTCS B
CTaH/JAPTHYIO KOHIEMIUIO TpaH3akuuii B TpaauiuonHeix CYBJ] [9]. Pasnenenue ob6si3aHHOCTEH
TpeOyeT, 4TOOBI KaXKaasi KPUTUYECKasl Omepalis COCTOosIa U3 ABYX WM OoJiee yacTell, Kaxkaas u3
KOTOPBIX JOJDKHA BBITIOIHITHCS APYTHM CyOBEKTOM HITH CYOBEKTOM C IPYTOil POJIBIO.

Monenb cocTouT u3 1ByX HabopoB npaBui: ceprudukanuu (C), KOTopas MPOBOJUTCS COTPYA-
HUKOM IO BOmpocaM 0e30MacHOCTH (aJMHHHUCTPATOPOM O€30IacHOCTH), BIIAAEIBIEM CHCTEMBI,
XpaHuTejIeM cucTeMbl (aHri. System custodian), u npasun ucnonuerus (E), koTopoe ocyiecTsisi-
eTcs cucreMoil. [IpaBuna ncnosHeHus: COOTBETCTBYIOT QYHKIUSAM O€30MacHOCTH, HE3aBUCUMBIM OT
NPUIIOKEHUH, a TpaBuiia cepTU(UKALMYU MTO3BOJISAIOT BKIIIOYATh B MOJEIb ONpEAETIeHUs 1IeTOCTHO-
CTH JUIS KOHKPETHBIX MpHioXeHud. JKemaTelrbHO MHUHUMH3MPOBATH IpaBHa CEepTH(HKAINY,
MOCKOJIBKY TIPOIIECC CePTH(HKAINN CIIOKEH, TOBEPKEH OMUOKAM U JIOJDKEH MOBTOPSATHCS TOCIIE
KaX/10T0 U3MEHEHUS Mpolieaypa npeodpa3oBaHus (IPOrpaMMbl).

Heckonbko nepedpasupoBaHHble OTHOCUTEIBHO OpUTHHaja npasuia moaenu Kiapka — Bun-
COHA MPUBEICHBI HIKE:

1. IlpaBuno Cl. B cucreme nomxkHsl uMmetsest |VP, criocoOHbIE MOATBEPIUTH LEIOCTHOCTD
moboro CDI (B opurunanbHoll pabote [6] oHO ¢opmynupyercss TakuM obpazom: «Bce IVP
JOJDKHBI HaJUIeXkKaluM o0pa3oM rapanTupoBath, uto Bce CDI HaxonsTcs B BaJIMAHOM COCTOSIHUU
Ha MoMeHT pabotel VP »; oa moustuem «BaiuaHoe (Valid) cocTosiHIe» aBTOPBI MOHUMAIOT TaKOe
COCTOSIHME CHCTEMBI, P KOTOPOM B JIt000i1 MOoMeHT BpemeHr CDI ynoBieTBopsitoT TpeOOBaHUSAM
L[EJIOCTHOCTH).

2. (C2) Bce nponenypsl peodbpazoBanusi TP MoMKHBI OBITH peaTn30BaHbl KOPPEKTHO, B TOM
CMBICIIE, YTO HE JOJDKHBI HApYIIaTh EJOCTHOCTH TAaHHBIX (TO €CTh OHU J0JDKHBI iepeBectn CDI B
JOMyCTUMOE KOHEYHOE COCTOSIHUE, YUHUTHIBAas, YTO OH HAXOTUTCS B JOIYCTUMOM COCTOSTHHH C
CaMoro Havaljia), U TPUMEHSITHCS TOJBKO IO OTHOIICHHIO K CIUCKY 3nemenToB CDI, ycranaBmiu-
BaeMbIX aMHUHHCTpaTopoM Oe3omnacHoctu (otHowenue (TR, (CDI,,CDI,CDI,...))).

3. (E1) Cucrema 0mKHA KOHTPOJIHPOBATH TOMYCTUMOCTh MpuMeHeHust TP k anementam CDI
B COOTBETCTBHUH CO CITUCKAMH, yKa3aHHBIMH B TipaBuie C2.
4. (E2) CucrteMa JToJDKHA MOJICPIKUBATH CITUCOK Pa3pelICHHBIX KOHKPETHBIM IOJIb30BATEIISAM

nporenyp npeodpasoBanus TP ¢ ykazaHueM jgomyctumoro Juid kaxaoi TH € TP u nannoro cy0s-

ekta (S j €S) Habopa oOpabarteiBaeMbix  3nmementoB  CDI (To ectb  TpoOUKHU:
(Sj,TP,(CDIa,CDIb,CDIC,...)).
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5. (C3) Crucok, onpeneneHHbli mpaBuioM E2, nommkeH oTBeyaTh TpeOOBAHUIO pa3rpaHUYCHUS
(G YHKIMOHATBHBIX 0053aHHOCTEH (B TOM YHCJIE COBMECTHOTO BBIMIOJTHEHUS).

6. (E3) Cucrema mopkHa ayTeHTH(HUIIMPOBATH BCEX MOJb30BaTeNel (KaKablii CyOBEKT),
IBITAIOIIMXCS BBITIOJIHUTE KaKyr0-1100 mporeaypy npeodpasosanus TP.

7. (C4) Kaxnoe nmpumeneHue TP IOIDKHO PETHCTPUPOBATHCS B CIECLHATBHOM DIIEMCHTE
CDI — xypHane peructpanuu, cojepkaiieM HHQOpMAaIHio, JOCTAaTOYHYIO IS BOCCTAHOBJICHUS
MOJTHOW KapTHUHBI KaXJIOTO MPUMEHEHHS 3TOW MPOIeIyphl peoOpa3oBaHusi, H JOCTYITHOM TOJBKO
1151 100aBIICHUS B HETO WH(OPMAIIHH.

8. (C5) Jlrobas TP, xoropas npunumaer UDI B kadecTBe BXOAHBIX JaHHBIX, MOYKET BBIMOJI-
HATH TOJIBKO JIOMYCTUMBIE MpeoOpa3oBaHus id J1r0060oro Bo3mMoxkHoro 3HaueHuss UDI . TP mumbo
npuaumaet (kouseptupyet B CDI ), mu6o otknonsier UDI . To ects cieunanbusie TP MoryT Kop-
pextHO oOpabareiBaTh UDI , mpeBpaimas ux 8 CDI .

9. (E4) TonbKo CrienuaNbHO YIOTHOMOYCHHBIH CYyOBEKT (I0Ip30BaTENb, ar€HT, KOTOPOMY pa3-
peiieHo cepTUGUIIMPOBATh OOBEKTHI) MOXKET U3MEHSTh CIIMCKHU, OINpeesieHHbIe B paBuiax C3 u
E2. O10oT CyOBEKT HE MMEET IpaBa BBIIOJHATh KaKue-1100 JEHCTBUS, €CJIM OH YIOJHOMOYEH W3-
MEHSThH PETJIAMEHTUPYIONIUE 3TH ACUCTBHS CITUCKH.

Pons kakaoro u3 aeBstu npaBui mojaeian Kiapka — BuiicoHa B o0OecriedeHUH 1EI0CTHOCTH
nanHbiX B pabore [10] cOOTHOCHTCS ¢ TaKk Ha3bIBACMBIMU TEOPETHUYSCKMMHU MPUHIIUIAMHU TOJTUTHKH
KOHTPOJIS IEJIOCTHOCTH:

1) KOppEeKTHOCTh TPaH3aKIIH;

2) ayreHTU(UKAIHS TOJIb30BATEIICH;

3) MHHHMU3AIUS PUBHIICTHI;

4) pasrpaHndeHue QYHKIIUOHAIBHBIX 00S3aHHOCTEH;
5) ayauT npoM3OIIEANINX COOBITHIA;

6) OOBEKTHBHBIN KOHTPOJIb;

7) ympaBieHHE Mepeaadeii NpUBUIICTHIA,

8) obecmeyenune HEMPEePBIBHON pabOTOCITOCOOHOCTH;
9) mpocToTa MCIOIB30BAHUS 3AIIUTHBIX MEXaHU3MOB.

CootserctBue mpaBuwin Moxaenu Kiapka-BuicoHa mepBeIM MIECTH TEPEUUCICHHBIM BBIIIE
MPUHIIMIIAM TTOKa3aHo B Ta0u. 1.

Tabmuna 1

Tpasuiio Mozem [TpUHOUTIBI TOTUTHKH KOHTPOJIS LIEJIOCTHOCTH
Kiapka — Buiicona PHHI P

C1 1,6

C2 1

C3 4

C4 5

C5 1

El 3,4

E2 1,234

E3 2

E4 4

Kak BugHO U3 TaOn. 1, IPUHIMITEI TOJMTHKA KOHTPOJIS HEIOCTHOCTH | (KOPPEKTHOCTH TpaH-
3akuuid) U 4 (pa3srpaHnyeHre (QyHKIMOHAIBHBIX 0053aHHOCTEH) peanu3yroTcs OOJMBIIMHCTBOM Ipa-
Bu1 Mozienu Knapka — Busicona, 4To cOOTBETCTBYET €€ OCHOBHOI Hjee.

Ha puc. 1 mpeacraBiena cxema NMpUMEHEHUS JTaHHBIX TIPABUII JIJIsl YIIPaBICHUs] pabOTOM CHC-
Tembl U JaHHbIMU. UDI mpeacTaBisioT 1aHHbIE, CYIIECTBYIOIIME BHE 3allIMIEHHON cuctemMsl. [Ipa-
BUJIA CePTU(UKAIUU 00eCTIeYNBAIOT MPABUIBHYIO MMPOBEPKY TAKMX JAHHBIX MIPHU BXOJE B CHCTEMY.
Hanpuwmep, npasuiio C5 tpebyer, 4roObl paBUILHO copMHupoBaHHbEIe TP, KOTOpBIE Mpeodpasy-
tor UDI B CDI, BeInoiHsuIM TONBKO MpoBepeHHble mpeodpazoBanus. [Ipasuna C1 u C2 tpebyror,
yto0bl CDI ynoBneTBopsan TpeOOBaHUSAM IIEJIOCTHOCTH B HaYaJIbHOM COCTOSIHUM U TIOCI]IE Toce-
nyrommx npeodpaszoBanuid. [Ipasuno C4 tpeGyeT perucrpanuu BceX TPaH3aKIUN, KaK 3TO 0OBIYHO
3TO OBIBaeT ¢ 06a3zaMu JaHHBIX. BeneHue xypHana 0a3bl TaHHBIX B OOJBINECH Mepe MpeaHa3HauYeHO
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JUIS. BOCCTAHOBJICHHS JTAHHBIX TMMOCie cOO0s, OTKa3a (Iis OTKaTa — BO3BpaTa K MPEIbITYIIEMY CO-
CTOSIHUIO), a BeJIcHHe )ypHasia B Mojenu Kiapka — Buncona — s ayaura. Xots B 6a3ax JaHHBIX
MOJKET BECTHCh M KypHan ayauta. [IpaBuno C3 TpeOyeT COOTBETCTBYIOIIETO pa3ieiieHus 00s3aH-
Hoctel. [ToCKONBbKY TaHHBIE MOTYT OBITh BBEJICHBI TOJIHKO B COOTBETCTBHH C MIPABHIIAMHU CEPTH(U-
Kalluu, 711 CUCTEM, KOTOpble HAC MHTEPECYIOT, CIeAYeT, YTO BCE JaHHbIe B 0a3e JaHHBIX JTOJKHBI
obiTh CDI .

[IpaBuna ucnomHeHus npenorBpamaoT u3menenue CDI  cnmocobamu, mpoTHBOpeYaIIUMU
IVP . IlpaBuna E2 — E4 otHOCcsTCS K aBTOpM3aiuu gocryna TP . B To Bpems kak E1 rapantupyror,
YTO TOJILKO TPAaBWJIBHO CHOPMHPOBAHHBIE cepTU(HIIMpOBaHHBIE (TpoBepeHHBbIE) TP Moryt wuc-
nosib30Batbes s uameHenus: CDI .

ApmuHucTpaTop
GeaonaICHocm
4
c3 pESBIDIIBADDD
l } AyTeHTUPMKauUA
\
C2 *
ub! TP Za gESmmmmmm———
| Monb3osarenu
\ N I ,,,,,,
IVP \

[

El E1: CDI U3meHAIT TONbKO aBTOpU3oBaHHbie TP
E2: Monb3oBaTenun asTopusosaHHble ana TP
E3: Monb3oBaTtenun ayreHTMGPULMPOBaHbI
E4: Cnuckun aBTOpM3aLnMmM MEHAIOTCA TONbKO

aaMuHUCTPaTopom GesonacHocTy

N

N

MNpasuna ceptudpurauymm Mpasuna ucnonHeHma

Puc. 1. Cxema npumenenus npasui mojenu Kimapka — Bunicona

OCHOBHOM HEJOCTATOK, OOBIYHO yIIOMHHaeMbIi 11 Mojienu Knapka — Busicona, 3akirodaeTcs
B ToM, uT0o IVP 1 cBSi3aHHbBIE C HUMH METO/Ibl HETIPOCTO PEATU30BaTh B PEAIbHBIX KOMITbIOTEPHBIX
cuctemax [11]. Hanmpumep, ocHOBHOM TpoOIeMOii peann3aii MEXaHu3MOB KOHTPOJIS IIEJIOCTHO-
CTH (aillIoBbIX 00BEKTOB SBJSETCS UX JOCTATOUYHO CHJIBHOE BIMSIHME Ha 3arpy3Ky BBIYMCIUTENbHO-
ro pecypca CHCTEMbI, YTO OOYCIOBIMBACTCS CICAYIOUIMMH HpHYMHAMH [12]: BO-TIEPBBIX, MOXKET
noTpedoBaThC KOHTPOJIb OONBIINX 00beMOB MH(OpPMAILIMU, YTO CBSI3aHO CO 3HAYUTEIBHOM INpo-
JOJKUTEIBHOCTBIO BBINONIHEHUS npoueaypsl IVP ; Bo-BTOpbIX, MOKET OTPEOOBATHCS HENMPEPHIB-
HOe mojjepkaHue (ailIoBoro oObeKTa B ATAJIOHHOM COCTOSHUU. B CBS3M C 3THM BO3HHKAaeT
BOINPOC: KaKOW JTOJKHA OBITh MEPUOJANYHOCTD 3arrycka nporuenypsl VP ? Ecinu BRIOTHATH ee yac-
TO, TO ATO MIPUBEAET K CYLIECTBEHHOMY CHUKEHUIO ITPOU3BOAUTEIBHOCTH CUCTEMBI, €CIIU PENKO, TO
3¢ HEKTUBHOCTh TAKOTO KOHTPOJISI MOXKET OKa3aThCsl HU3KOU. [103TOMy 0/1HOM M3 OCHOBHBIX 3a7au
IIpU peain3ali MEXaHU3MOB KOHTPOJIS LEIOCTHOCTH (haliIOBBIX OOBEKTOB SIBISIETCS BHIOOP MPHUH-
LMIIOB ¥ MEXaHU3MOB 3aIlycka nporenypsl npoepku 1nenoctHoctu CDI . JIpyras npobnema peanu-
3alMyd MEXaHW3Ma KOHTPOJIS IIEJIOCTHOCTH — 3TO KOHTPOJb LEIOCTHOCTU CaMOil KOHTPOJIUPYIOIIEH
IIPOrpaMMBbl, €CJIM KOHTPOJIb IIEIOCTHOCTH peanu3yeTcs nporpaMmHo. Bee 3To Tpedyer onpenenen-
HOMW JTOTIOJTHUTEIBHOM NMPOopabOTKH U MPUHATUS COOTBETCTBYIOIIMX PELICHUH, 3aBUCSIIUX, KaK Mpa-
BUJIO, OT ocoOeHHocTel KOHKpeTHbIX UC.

Opnnako B koHTekcTe CYBJ] ormedenHsbIit Bolle oOumii Hegoctatok mozaenu Kiapka — Bun-
COHAa, 00YCJIOBJIIEHHBIN CI0KHOCTBIO peanu3aiui |VP ¥ CBs3aHHBIX ¢ HUMU METO/I0B B 3HAYUTEIb-
HOM CTENeHU MOXKHO npeonoisieTs. Tak, Hanpumep, mid penauuoHHeIx CYB/] HekoTopsle orpanu-
YECHMS LIEIOCTHOCTH 3aJI0KEHBI B TEOPUU: LIEIOCTHOCT CYITHOCTEH, CChUIOYHAS LIEIOCTHOCTB. Jpy-
rMe MOT'YT OBITh YKa3aHbl KaK CTaTUYECKUE OrpaHMuYeHMs ¢ momolupio SQL (Tak Ha3piBaemas J€K-
JapaTuBHAs MOJJAEPKKAa OTPaHMUYEHUN LENOCTHOCTH). TpeThn — Kak JUHAMHUYECKHUE OIPaHUYEHUS
LIEJIOCTHOCTU (TaK Ha3bIBaeMas IMPOLEAYpHas MOJAEP)KKA OrpaHMUYEHHUH IEIOCTHOCTH), KOTOpBIE

34 ISSN 0485-8972 Paoiomexuixa. 2021. Bun. 204



MOTYT OBITh pEaTM30BaHbBI C TOMOIIBIO TPUTTEPOB M XPAHUMBIX TIporpamMM. Bce oHn obecrieunBaioT
uenoctHocTh CDI, K KOTOPBIM OCYIIECTBISETCS TOCTYH M MX MOAU(UKAIUSA C MOMOIIBIO MpoIie-
nyp mpeoopazoBanus TP .

Taxkum obpaszom, Tpaauimonusie CYB/l noaaepxuBaloT MHOTHE MeXaHU3Mbl Mozenu Kiapka
— Bunicona. OgHako peanu3anyu, OCHOBaHHBIE Ha cTaHgapTHOM SQL, TpeOyroT HEKOTOPBIX KOM-
npomMuccoB. Hanpumep, nomynsipHblil NPUHIUN pacpocTpaHeHus (MpeJoCcTaBIeH s ) IpaB A0CTyIa
WITH GRANT OPTION (monyuaresro mepeaaBacMbIX MPUBHICTHI 1aeTCS MPUBHUJICTHS HA Jajlb-
HEHINyI0 Tepeayy MOMyYeHHBIX MPUBUJICTUH, BKIIOYAs MPUBWICTHIO Ha Tepeaady MPUBUIICTHIA)
npotuBopeuuT monaenu Knapka — Buncona (npaswiny E4). Axkryansaeivu aiis CYB/] Taxke octa-
I0TCS BOIIPOCHI, CBSI3aHHBIE C MEXaHM3MaMHU KOHTPOJISI IIEIOCTHOCTH XPaHUMBIX MpoUeayp, QPyHK-
Uil (kak (aiaoBbIX 00BEKTOB). DTO 00YCIOBIMBAET HEOOXOIUMOCTh JOTOIHUTEIBHBIX HCCIEO0-
BaHMI B COOTBETCTBYIOIINX HAINIPABICHUSX.

B nenom xe, 6€3ycI0BHBIMU TOCTOMHCTBAMU 3TOW MOJIENH SIBJSIOTCS €€ OTHOCUTEIbHAs MPo-
CTOTA U JIETKOCTh COBMECTHOTO MCIIOJIb30BAHUS C IPYTHMMHU MOJIENISIMU 0€301acHOCTH.

Mooenv buba

Mogens buba [13] Obuta pa3zpaborana mociae moaenu bemna — Jlallagynsr [14]. C Touku 3pe-
HUS coiepxaHus U GopMaTbHOrO (MaTeMaTUYeCKOr0) MPEACTaBICHUS, 3Ta MOJENb SBJISETCS WH-
Bepcueit mannatHoit moaenu benna — Jlallagyssl, mpoGiema KOTOpO# 3aK/I0UaeTcsl B TOM, YTO OHA
paspaboTaHa Al COXpaHEeHUs] KOH(DUICHIIMAIBHOCTH, HE TapaHTHPYS IPU 3TOM IEIOCTHOCTH JIaH-
HBIX.
OcHoBHbIE 25IeMeHTHI Moienu buba:
— S — MHOXeCTBO CyOBEKTOB;
— O — MHOX)eCTBO 00BeKTOB, puyeM S (10 =J;
- A =(LL5I®) — perieTka ypOBHE [[EJIOCTHOCTH, Harmpumep:
L1 ={important, very important, crucial}, rae important<very important<crucial;
RI ={modify, invoke, observe, execute} — mHOecTBO BHIOB jaocTyma, rae modify — moctym
cyObekTa Ha MomuduKanuo o0bekra (aHamor goctynma Write B momenu bemna — Jlallamyser),
invoke — moctynm Ha oOpamieHne cyObekTa K CyOBEeKTy (Hampumep, IPOTpaMMHOE CPEICTBO IS
goctyna K o0beKkTy); observe — moctymn cyObekTa K 00beKTy Ha uTeHue (aHanor goctyma read B
MOJIENN
benna — Jlallagyssl), €Xecute — AOCTYI Ha BBIOJHEHUE;
— B={bc SxOxRI} — MHOXeCTBO BO3MOKHBIX MHOKECTB TEKYIIIUX JOCTYIIOB B CHCTEME;

- (ig,ig, i) el = LI SxLIOxLI® - Tpoiika ¢yHkuui (ig,lg,lc), 3amarommx: ig:S — LI —
YPOBEHb LIEJIOCTHOCTH CYOBeKTOB; Iy :O — LI — ypoBens nenxoctHoctn 00bekToB; i :S — LI —
TEKYIIUI YPOBEHB IEIOCTHOCTH CYOBEKTOB, IIPH ATOM JUJIS KAXKJIOTO S €S BBIMOIHIETCS YCIOBHE
ic(s) <is(s);

— V =Bx| — MHOXeCTBO COCTOSIHUI CUCTEMBI.

OCHOBHbBIC CBOMCTBA WJIM aKCUOMBI MOJIeNii brba (B COOTBETCTBUU C TIOJIUTUKOM CTPOTOM Iie-
JIOCTHOCTH) MOKHO C(hOPMYIHPOBATH CISAYIOMUM 00pa3oM:

1. IIpocmoe csoticmeo yenocmuocmu (The simple integrity property). CyobekT ¢ ypoBHEM Iie-
JocTHOCTH ig(S) Moxer unTath (Habmonath — observe) nadopmanuro, CofepKallyrocs B 00beKTe
C YPOBHEM ILIEJIOCTHOCTH iy (0) TOraa M TOJIBKO TOT/Ia, KOT/Ia YPOBEHb IEIOCTHOCTH 00BbeKTa iy (0)
npeobiaiaeT HaJl YPOBHEM LENOCTHOCTH cyobekTa ig(S) (ig(S) <iy(0)); npyrumu cioBamu, cyOos-

€KT HE MOXKET MPOYUTATh 0OBEKT Ha 0oJiee HU3KOM YPOBHE LEIOCTHOCTH (TaK HAa3bIBAEMOE IPABH-
10 no read-down (NRD)).
2. Ceoticmso yenocmnocmu * (The * integrity property). CyObeKT ¢ YpOBHEM IEIOCTHOCTH

i5(s) moxer m3mensaTs (Modify) nadopmanuro, conepkarryocs B 00beKTe ¢ ypOBHEM LEIOCTHOCTH
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ip(0), TOTIa M TOJIBKO TOT/Ia, KOT/[a YPOBEHB IIETIOCTHOCTH CyOBeKTa ig(S) mpeobnamaer HAX ypoB-

HeM IeocTHOCTH 00bekTa iy (0) (ig(0) <is(S)); Apyrumu cioBamu, CyOBEKT HE MOXKET U3MEHSTh

00BEKT Ha 00Jiee BHICOKOM YPOBHE LIEJIOCTHOCTH (Tak Ha3biBaeMoe rpasmio N0 Write-up (NWU)).

3. Ceoticmeso svi306a (INVOKE) yka3bIBaeT Ha TO, YTO CYOBEKTaM pa3pelIeHO BhI3bIBATh CYObEK-
ThI TOJILKO PABHOTO MJIM 00Jiee HU3KOro ypoBHS, TO ecTh M V S[1],5[2] €S, S[1] moxeT BbI3BaTh
s[2] Tonbko Torma, korna ig(S[2]) <ig(s[1]).

JIBa mepBBIX CBOMCTBA 3TOM MOJIENH €CTh HHBEPCHSI ABYX COOTBETCTBYIOIIMX CBOWCTB MOJENIU
benna — Jlallagynel. A nMeHHO — npaBuiio NRD sBiisiercst oJIHON IpOTHBOIIOIOKHOCTBIO ITpaBUila
NRU wmonenn benna — Jlallagynel, 3a UCKIIOYEHHEM TOTO, YTO B MOJEIM buda HCIONB3yHOTCS
YPOBHU LIETOCTHOCTH, a HE YpPOBHU Oe30macHOCTH (KOH(MUIEHIIMAIBHOCTH), KaK B Mojenu bemna —
JlalTapynet. [TpaBmio NWU manaaTHON Moaenu 1enocTHocTH buba sBiseTcst TOJHOM MPOTHBOIIO-
n0xHOCThIO TipaBrily NWD monenu benna — Jlallagynsl qs ciydass ypOBHEN LIEJIOCTHOCTH, a HE
0€30MacHOCTH.

Juarpammy nH(OpMalMOHHBIX IOTOKOB, COOTBETCTBYIOIIYIO Mojienu buba B cucteme ¢ 1ByMs
YPOBHSIMH LIEIOCTHOCTH, MOKHO TIPEJICTABUTH CIICIYIOIINM 00pa3oM (puc. 2).

ypOBeHb Le/I0CTHOCTU

= odifymjp-
Bbicokuii (1) Ol

{lobserverm

modify *0 bserve

observe ‘ modify
]

dlify —
Huzkuii (0) Oo ‘mo I

I lobservex >

Puc. 2. I[I/Ial"paMMa I/IH(l)OpMaI_lI/IOHHBIX TIOTOKOB B CUCTEME C IBYyMs YPOBHAMHU LEJIOCTHOCTHU

MHorue KpuTHUKYIOT MoJienb buba 3a To, YTO OHa MCMONB3YET LEOCTHOCTh KaK HEKYI0 MepY,
CTaBs MOJ] COMHEHHE NPAaBOMOYHOCTh OTOOPaKEHUSI CBOMCTBA JTaHHBIX «IEIOCTHOCTBY» JTUCKPETHO-
YIOPSAJOYEHHBIM MHOXXE€CTBOM. JleWCTBUTENbHO, B OOJBIIMHCTBE MPUIIOKEHUH 11eI0OCTHOCTh JaH-
HBIX paccMaTpUBAaeTCsi KaKk HEKOE CBOMCTBO (IBOMYHBIM aTpuOyT), KOTOpoe JHUOO cOXpaHsercs,
1m0 He coxpansercs. Torga BBeeHUE UEPAPXUUECKUX YPOBHEH II€TOCTHOCTH MOXKET INpe/iCcTaB-
JAThcs M3MUIIHUM. OJTHAKO €ClIi YPOBHU LIEIOCTHOCTH B MoJienu buba paccMaTpuBaTh Kak ypoOBHH
JIOCTOBEPHOCTH/IPAaBUIILHOCTU (pa3IU4HbIE CUHTAaKCUYECKHE, CEMaHTHUYECKHUE OIIMOKH MOTYT IO-
pa3HOMY BIUSATH Ha MPAaBUIBLHOCTH IPOrPaMMHOTO KOJ1a, BbI3bIBasi, HAIPUMED, OMUOKH (rrors) uiu
npeaynpexaeHus (Warnings) mpu TpaHCISIKN), @ COOTBETCTBYIOIINE HHPOPMAIIMOHHBIE TIOTOKU —
Kak repenady MHpopMauu u3 6osee JOCTOBEPHOI COBOKYITHOCTH JaHHBIX B MEHEE JIO0CTOBEPHYIO
1 Hao0opoT, TO MoAeNb buba siBisieTcs COBEpIIEHHO aJIeKBaTHOM anre0panyeckoil CTpyKTypoOu.

[Tockonbky popmanbHOE onucanue Mojienu buba ouens 6a1M3K0 ¢ onucanueM Mojenu benna —
JlaITagyssl, TO OHA, €CTECTBEHHO, 00J1a/1a€T OOJIBIIMHCTBOM JOCTOMHCTB M HEAOCTATKOB MPUCYIITHX
9TOM MOJIEIIH.

B peanpubpix C penko BcTpeyaroTcss CUCTEMBI 3alIUThI, OPUEHTUPOBAHHBIE MCKIIOUUTEIBHO
Ha obecrieyeHue KOH(MUACHIMAIBHOCTH WM MCKIIOYMTENBHO Ha oOecledeHue IeTIOCTHOCTH HH-
dopmaruu. CTpos 3alIMIIEHHbIE CUCTEMbI, MHOTHE XOTENH Obl coueTaTh 002 MEXaHHU3Ma, UCIIOJb-
3ysl JUIsl 3TOTO pa3inuHble (opMabHbIE MOJEIN OE30MacCHOCTH, B TOM YHCIIE TaKHe, KaKk MOJENn
benna — Jlallagyner u buba. 910 Henpocras 3amada. Bo3MokHbIE BapHaHThl COBMECTHOTO HCIIONb-
3oBaHus Mozeneit bemna — Jlallagynsl u buba 1 Bo3HUKarOmKeE IPU 3TOM OCIIOKHEHUS TPHUBEICHBI
ke [3, 15, 16]:

1. JIe Momenu MOTYT OBITh PEalM30BaHbl B CHCTEME HE3aBUCHMO JAPYT OT Apyra. B atom ciy-
yae cyObektam S u o0bekTaM O HE3aBHCHMO NMPHUCBAMBAIOTCS YPOBHH KOH(DUICHIMATBHOCTU U
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YPOBHU IIEIOCTHOCTH HAa OCHOBE JIBYX Pa3lMUYHBIX pemeTok. PemeHue o 6e3omacHOCTH AOCTyma
MIPUHUMAETCS OJTHOBPEMEHHO 110 IIpaBUiiaM 00euX MoemneH.

HerpyaHo BHUIETH, YTO MPU TAKOM IMOAXO0JIEC K OpraHU3alluu JOCTYyIa BO3MOXKHBI Hepa3peIu-
MBI CHTYyallld, HallpUMep, Korja mo npasmiam mozaenu bemna — Jlallagymnsl noctynm MoxeT OBITh
paspellieH, a 1o npasuiam mozenu buba — Het, unu Ha060POT.

2. Jlorndyeckoe oObeMHEHNE MOJICIICH HAa OCHOBE OJIHOM OOIel penieTKu ypoBHEHW Oe3omac-
HOCTH (KOH(HUACHINATEHOCTH/IIETIOCTHOCTH).

B Takux cuctemax paspelieHHbIMH SBISIOTCS TOJBKO JOCTYIBI CYOBEKTOB K 0OBbEKTaM B Ipe-
Jel1ax 0JHOTO ypOBHs Oe30omacHocTH (puc. 3).

YposeHb 6e3onacHocTH

BbICOKMi1 ypOBEHb _Wl’ite*
KoHbUaeHuManbHocTH/ O .
LLeNOCTHOCTU &readm h|gt
Hu3Kkwit yposeHb < ritcm—
KoHbUaeHumManbHoCcTH/ O|OW

LeN10CTHOCTH Clread gy

Puc. 3. CoBmecTHOE ncnonb3oBanue Moaeneit bemna — Jlallamynst u buba
(moctym B peaenax OIHOTO YPOBHS 0€30IIacHOCTH)

3. Jlornueckoe oObeMHEHNE MOJIeNIell Ha OCHOBE OJJHOM OOLIel pemeTky, HO ¢ IByMs METKa-
MU 0€30MIaCHOCTH: 110 KOH(PHICHIINATHFHOCTH | 110 HEIIOCTHOCTH ¢ IPOTHBOIOIOKHBIM XapaKTepOM
ux omnpeneneHus. CyObeKTbl U 0ObEKTbI C BHICOKUMHU TPEOOBAHUSAMHU KOH(HIECHIMAIBLHOCTH (Ha-
IIPUMEp, CEKPETHBIE TAaHHBIE U JOBEPEHHBIE 110 CEKPETaM I10JIb30BATEIIN) PACIIOIaratoTCsl Ha BBICO-
KHX YpOBHSX Mepapxuu pereTkd. CyObeKTbl U 00BbEKTHI C BBICOKUMU TPEOOBAHUSAMU LIEIOCTHOCTU
(HampuMmep, CUCTEMHOE MPOTrpaMMHOE 00ecTIeYeHUE U MTPOrPaMMUCTBI) pacrlojaraloTcs Ha HUKHUX
YPOBHSIX HEpapXUH peIieTku (puc. 4).

YpoBeHb 6e3onacHoCTU

BbICOKMIA ypoBEHb —write»
KOHbMaeHumanbHocTn/

HU3KUI YpOBEHb
LLeN0CTHOCTH

Ohigt

kl read . m.®

Pl 3
< write read
.
read :
< write
Huskuii yposeHb )
KoHbUAEHUMaNbHOCTH/ O «Wl’lte_
BbICOKMIA YpOBEHD low .
LLeNOCTHOCTH I & mreadl 1 »

Puc. 4. CoBmecTHOE ucnionb3oBanue Mojeneit bemra — Jlallanyser u buba
(Ha OCHOBE CAMHOW PEUICTKH C IBYMsI METKaMH O€30MIACHOCTH)

HecMoTpst Ha cl0KHOCTH Kilaccu(uKanuu CyObeKTOB U OOBEKTOB JOCTYIa, HMEHHO TPETHH
BAPUAHT HaxXoJIuT npuMmeHeHue B coBpeMeHHbIX MC, B yactHocTn B CYDB/I, rie peannsyercs MaH-
JaTHas MOIUTHKA Oe3omacHocTH [3].

[Tockonbky CyOBEKTHI M OOBEKTHI C BBICOKOHM ILIEJIOCTHOCTBIO HAXOMATCS BHU3Y HEPapXuH, a
KOMIIOHEHTBI C HU3KOW IEJIOCTHOCTBIO — HaBEpXy MEpapXHu, TO mpaswia NO read up u no write
down UMUTHPYIOT MaHAATHYIO MOJIENb LeocTHOCTH brba B crpykrype monenu benna — Jlallamy-
abl. To ects ureHue cBepxy B uepapxuu mozaenu bemna — Jlallagynel siBiuseTcs 4TeHUEM CHMU3Y B
uepapxuu mojienu buba. AHajmornuyHo, 3amuch HaBepx B mojenu bemma — Jlallamymel sBisiercs
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3amuchio BHU3 B Mozienu buba. Ha npakTuke 3T0 MO3BOJISIET 3a CUET pa3MEIICHUsI CUCTEMHBIX (aii-
708 (00bekToB O), B TOM yncie otHocsmuxcs K CYB/I, u cyObeKkToB-aIMUHUCTPATOPOB (UX TIPO-
1IECCOB) B HIKHEH YacTu uepapxuu Mojaenu bemna — Jlallagyssl, o0ecnieunTs 3auTy HEI0CTHOCTH
TaKuX OOBEKTOB OT OOBIYHBIX CYOBEKTOB-MOIB30BATENCH (M MX MPOIIECCOB), TTOCKOIBKY MPABHIIO
no write down He MO3BOJIICT UM OCYIIECTBISTH 3alUCh B cHCTeMHBbIe (aiiibl. Kpome sToro, eciu
paccMaTpuBaTh UCIOJIHEHUE KaK YTEHUE, TO CYObEKThI-aIMUHUCTPATOPHI (M UX MPOLIECCHl) HE CMO-
I'YT UCHOJHATH MPOrPaMMbl BHE BBICHIETO YPOBHS IEIOCTHOCTH (MJIM HUYKHETO YPOBHS UEpapXUu
mozenu bemna — Jlallamynsr).

Jlannast cxema oOecrieurBaeT 3allUTy CUCTEMHBIX (hailJIoB OT BPEIOHOCHBIX MPOTpaMM THIMA
«TPOSIHCKHUI KOHB» BBUAY TOTO, YTO, €CJIU MOJ00HAs 3JI0Bpe/iHasl MPOorpaMMa HaXOAUTCA Ha OJJHOM
U3 BEPXHUX YPOBHEH, OHAa HUKOT/Ia HE CMOXKET MCKAa3UTh CUCTEMHbIE (ailibl U3-3a HEOOXOIUMOCTH
BBINOJIHEHUS TipaBuiia N0 write down. Takum 0O0pa3om, Takoe 00bETUHEHNUE MOJIENICH OCYIIECTRIIS-
€T 3alIUTYy CEKPETHOCTH JJIi BEPXHUX YPOBHEH OIpeneseHHONW MepapXuH U 3alIUTy LeTOCTHOCTU
ISl HIOKHUX ypoBHeH [16].

B 3akiodeHue 11enecoo0pa3Ho OTMETHTh, YTO CYHIECTBYIOIINE TCOPETUUCCKUE pa3pabOTKH U
MpaKkTUYeCcKue peanu3anuu obdecrieueHus: O0ezomacHoctd MC OCHOBBIBAIOTCS HE TOJBKO Ha Mapa-
aurMe GopMalbHOTO MOJICTUPOBAHUS ITOJIMTUKH OE30MMaCHOCTH, HO U Ha JIPYroll He MEHEE BaXKHOMN
napajurmMe — Kpunrorpaduu, HaleJICHHOW Ha PElICHUE ONpEeCNCHHBIX 3aaad. [IpudeM 3tu pas-
JUYHBIE TI0 MPOUCXOKICHUIO U PEIIaeMbIM 3a1a4aM IOJIXO0/IbI JOMOHSIOT IPYT Apyra: KpUITOrpa-
bus mpemIaraeT akTyaldbHbIE METOIbI M NPHUMHTHBBI JJIS 3alIWTHl HHPOpPMAIMK, OoOecrednBas
UACHTU(DUKAINIO, ayTCHTU(DUKAIUIO, MH(POBAHUE, KOHTPOJIb LETOCTHOCTH JIAaHHBIX, a (popMaib-
HbIE€ MOJIENU OE30MaCHOCTU MPEAOCTABIAIOT pazpaborunkam 3ammiieHHbIx MC ocHoBomomnararo-
IIMe MPUHIIMITBI, KOTOPHIC JISKAT B OCHOBE APXHUTEKTYPHI 3aIWINCHHOW CHUCTEMBI U OMPEICISIIOT
KOHIIEIIIUIO €€ mocTpoeHwust [17].

[{enecooOpa3HbIM MPEACTABISACTCS MPOBEACHUE NaTbHEHIIINX UCCIIEIOBAHUIA, PE3yIbTaTOM KO-
TOPBIX SBJSUIACH OB HEKOTOpAsi METOJIOJIOTHSI KOMIUIEKCHOTO MCTIOJB30BAHUS PA3IMIHBIX MOJICIICH
0€30MMacHOCTH TIPH TMPOSKTUPOBAHMHM W 3KCIUTyaTauud cooTBeTCTBYromuX MC M WX OCHOBHOTO
GbyHKIIMOHATBHOTO KOMITOHEHTa — B /I, Beayias kK moBbIeHHIO YQPEKTUBHOCTH UX 3aIIUTHI.

BriBoasbl

1. Ananu3 popmanbHbIX Mozesneil o0ecrieueHns IeT0OCTHOCTH IaHHBIX BBISIBUJI, UTO Kaxaas U3
HUX, UMEsI ONPENEICHHbIE TPEUMYIIIECTBA U HEJOCTATKH, UMEET MPAaBO Ha UCIOJb30BaHuE. | naB-
HBIM pPEeIAoNM (PaKTOPOM SBISETCS OLIEHKa KOHKPETHOW CUTYyallMuH, KOTOpas MO3BOJIMUT CAEIATh
MIPaBWJIbHBIN BBIOOP, B TOM YHCJIE U KOMILJIEKCHOTO UX MPHUMEHEHUS.

2. Monens Knapka — Busicona siBnsieTcs onucaTenbHOM, HE Coepikalleld CTpOrux MareMaTH-
YeCKUX BblpakeHUil. J[aHHas Mozenab — 3TO OCHOBAa U PYKOBOJCTBO Ul (opMau3aly MOJTUTUK
0€301MacHOCTH, a He MOJie]Ib KOHKPETHON MOJIUTUKH Oe3omacHocTU. Ee nenecoobpazHo paccmarpu-
BaTh KaK COBOKYITHOCTh MPAKTUYECKUX PEKOMEHIAIMH MO MOCTPOEHUIO CUCTEMbI 00ecIiedeH sl 1e-
noctHocTH B MC.

be3ycinoBHBIMU TOCTOMHCTBAMM 3TOM MOJENH SIBJISIOTCS €€ OTHOCUTENIbHAs MPOCTOTa U JIer-
KOCTh COBMECTHOT'O MCIOJIb30BaHUS C IPYTUMH MOJEIIMU Oe30nacHOCTH. OCHOBHBIM HEIOCTaTKOM
Mozenu Knapka — Busnicona cunrtaercst CiokHOCTh peanin3anuu B peasbHbIXx MIC MeTonoB 1 mporie-
Jyp MPOBEPKHU LEJIOCTHOCTU JaHHbIX. [Ipy 3TOM B KOHTEKCTE TPaAMIIMOHHBIX 0a3 JaHHBIX OT 3TOTO
HEeZ0CTaTKa MOKHO B 3HAUUTEIbHON CTENeHH N30aBUThCA Oaronapsi TOMy, YTO B peNsSIUOHHBIX BJ{
HEKOTOPBIC OTPAHUYCHUS IEJIOCTHOCTH 3aJI0KEHBI B TCOPUH (IIEJIOCTHOCTh CYIIHOCTEH, CChUIOYHAS
LIEJIOCTHOCTB), APYrHe MOTYT OBITh YKa3aHbl KaK CTaTHUYECKHE OrpaHM4YeHus ¢ nomomisio SQL
(mexnmapaTUBHAs MOAJEPKKA OTPAaHUUYEHUHN IEIOCTHOCTH), TPEThU — KaK TMHAMUYECKHE OTpaHuye-
HUS TEIOCTHOCTH (TIpolieypHas MOAAep)KKa OrpaHuueHuid 1enoctHocTH). Omarako st B/ akry-
QJIBHBIMHU OCTAIOTCS BOIIPOCHI, CBSI3aHHBIE C MEXAHU3MaMH KOHTPOJIS IEIOCTHOCTH XPaHUMBIX MIPO-
uenyp, GyHkuui (kak painoBeix 00BEKTOB). ITO 00yCIOBIUBAET HEOOXOAMMOCTD MPOBEACHUS J10-
MOJTHUTENbHBIX UCCIIEIOBAHUN B COOTBETCTBYIOIIMX HAMPABICHUSIX.
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3. Mopnens buba, ¢ Touku 3peHus coaepxkanus U GOPMaIbHOTO MPEICTABICHHUS, SIBJISETCS UH-
Bepcuel ManaatHor mojenu bemna — Jlallagynel, mpobGiieMa KOTOPO# 3aKiIF0YaeTCsl B TOM, YTO OHA
paspaboTaHa aJs1 XpaHEHUsI CEKPETOB, HE TAPAHTUPYS MPU 3TOM LETOCTHOCTH AaHHBIX. I10CKONBKY
dbopManpHOe onrucanue mojaenu buba odenp Oym3ko ¢ onucanuem mojenu bemta — Jlallagymel, TO
OHa, €CTECTBEHHO, 001a/1aeT OOJBIIMHCTBOM JIOCTOMHCTB M HEJOCTATKOB MPHUCYIIUX MOJelu 0e30-
MAaCHOCTH Ha OCHOBE MAaHJATHOW MOJUTHUKHU AOCTYTIA.

Ha npaktuke mis cozganus 3ammmeHHbx MC kak cucteM, oOecrieuynBaromux KOH(PUICHIIN-
QJIIBHOCTH M IIEJIOCTHOCTh JaHHBIX, BAKHBIM SIBJIsIeTCsl 00bennHenue mojenei bemna — Jlallagynst u
buba, npuuem o0beaMHEHNE HA OCHOBE OJTHOM OOIIel peleTky, HO ¢ ABYMs MeTKaMu 0e30IacHo-
CTH: 10 KOH(UACHIIMATHFHOCTH U MO LEJIOCTHOCTH, C MPOTUBOMOJIIOKHBIM XapaKTEpPOM HX OIpere-
JICHUS.
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YJIK 004.056.55 DOI:10.30837/rt.2021.1.204.05
M.B. €CIHA, kano. mexu. nayk, b.C. [IIAXOB

JTOCAIKEHHS TA AHAJII3 PEAJI3AIIN KAHAUJAATIB IPYT'OI'O PAYHAY
KOHKYPCY NIST PQC, IO OPIEHTOBAHI HA CIMEUCTBA FPGA XILINX

Beryn

Ha cporogni nocTaTHbO TOCTPO MOCTa€ MpobOiieMa CTIHKOCTI iCHYIOUMX KpunTorpadidHux
MEXaHI3MiB 3aXHCTY JI0 KBAHTOBUX JITOPUTMIB KPUIITOAHATI3y Ta KBAHTOBHUX KOMIT IOTEPIB B3araJi.
Ils mpobnema € 0OroBoproBaHOK Ha MikHapomHomy piBHI. | 3amns ii Bupimenns NIST CIHIA
BHPIIIIMB OPTaHi3yBaTH Ta MPOBECTH KOHKYPC Ha MOCTKBAaHTOBI kpurnrtorpadivunai anroputmu NIST
PQC. Pe3ynbraToM KOHKYpCY NMOBHMHHE CTaTH NPUHHSATTSA 10 CTaHAAPTH3AIlil aIrOPUTMIB THITY
acUMeTpuyYHe Mu(pyBaHHs, IHKANCYIALIA KIOYiB Ta €JIeKTPOHHUHN MiAMUC (K MiHIMYM, IO OJTHO-
MY QITOPUTMY 3 KOXKHOTO THITY).

Ha MoMmeHT nmoyaTKy KOHKYpCY Ha IpoIec CTaHAapTH3alii 0yao MpeacTaBieHo 82 aJrOpUTMHU.
Ha ocHOBi kpuTepiiB MiHIMaJIBEHOT IPUHHITHOCTI, Bu3HadeHnXx NIST, mis meprioro payHay Oyiio
po3risinyTo 69 anroputmiB. BpaxoByroun nekiibka mapameTpiB — Oe3neKy, BapTicTh, MPOTyKTHB-
HICTh, XapaKTePUCTUKH peanizamii Tomo, 43 1 11 anroputmiB Oynu BHKIIOYEHI NPU 3aBEpPIICHHI
MEPIIOTO 1 APYroro payHIiB BiMOBIAHO, a 1HII 15 anroputmiB Oynau 30epexkeHi Uit TPEeThOro pay-
Huy [4].

AJTOpPUTMH, K1 3aTUIIAINCS y IPYroMy payHIi, MOKHA PO3AUTUTH Ha 5 pi3HUX KaTeropii 3a-
JISKHO BiJI MATEMAaTUYHOTO 0a3uCy, Ha SIKOMY BOHH 3aCHOBYIOTHCS: HA OCHOBI 130T€HiH eNiNTHIHUX
kpuBuX (1 anropurm), Ha OCHOBI anreOpaiyHuX penriTok (12 anropuTMmiB), HA OCHOBI MaTeMaTHU-
HOro kojay (7 aaroputMiB), Ha OCHOBI 0araTOBUMIPHHUX MEpPETBOPEHb (4 alropuT™Mu) 1 Ha OCHOBI
rem-GpyHKIii (2 anroputmn) [4, 5].

besneka € OCHOBHUM KpHUTEpI€EM OIIIHKH, 110 BU3HA4Ya€ KOHKYpeHIlito B koHkypci NIST, 1, 3po-
3yM1JI0, IO pealtizaiii mporpaMHOro 3a0e3neyeHHs] KaHAuIaTiB B OCHOBHOMY 30CEpeKeH1 Ha Hiif.
Opnak, BKpail BaXXJIMBO abU aaropuT™M MaB ¥ eeKTUBHY amapaTHy peaii3alito. A CBO€4acHE BHUSB-
JIEHHS anapaTHOi Hee(PEeKTUBHOCTI JOMOMOXKE CKOHIEHTPYBATH 3YCHIUIS KpUNTOrpadivyHOi CHilb-
HOTH Ha OLTBII MEPCTIEKTUBHUX KaHAWAATaX, MOTEHIIIHHO 3a0I[aINBIIN BETUKY KUIBKICTh Yacy, 110
Moyke OyTH BUTpaueHa Ha KpunroaHamis [3].

AmnapartHe i nporpamHe 3ade3ne4eHHs

Kpunrorpadiuni anropurmu 3a3Budaii peaizyrloTbes 3 BAKOPUCTAHHSAM SIK IPOrpaMHOTIo, TaK 1
anapatHoro 3a0e3neueHHs. [1i mporpaMHUM pO3yMIIOThCS peastizallii, ki MOKYyTb OyTH BUKOHaHI
3 BUKOPHCTaHHSM amapaTHux mpouecopiB. Lli mporecopu MOXyThb BapilOBaTHCS BiJl HEJOPOTHX
MaJIoONoTYXHUX BOynoBaHuX mporecopiB, Takux sk ARM Cortex-M4, 10 BHUCOKONPOTYKTUBHUX
MIKpOITPOLIECOPIB 3araJibHOro MpHU3HaYeHHs, Takux sK Intel Core 17, 3 Mikpoapxitektyporo Haswell,
o miarpumytoTh Advanced Vector Extensions 2 (AVX2) 1 AES New Instructions (AES-NI). 3ara-
JILHOIO XapaKTEPUCTUKOIO € Te, 1110 BCl 11i MPOLIECOPH 3a3BHYAll IPOrpaMyrOThCs 3 BUKOPUCTaHHIM
MOB TIpOTpaMyBaHHS BUCOKOTO piBH, Takux sk C. Kox, HamucaHuii MM MOBaMH, JIETKO MEPEHO-
CUTBCS MK PI3HUMHM THUIIaMH TporiecopiB. [Iporpamue 3abe3neueHHss Moxke OyTH 101aTKOBO ONTH-
MI30BaHO 3a JOIOMOTOI0 TTporpamMyBaHHsI MOBOIO aceMOJepa, 0 BKIIt0Ya€e 1HCTPYKIIii, crierudivni
JUIsL TaHOTO Tpouecopa (abo, TouHile, Ui Horo apxiTekTypu Habopy iHcTpykuiit (ISA)). IIporpa-
MU MOBOIO aceMOJiepa He Tak JIETKO MEePEHOCITHCS MK MPOIeCOpaMH, IO MPAIIoI0Th Ha 0asi pi3-
Hux ISA [1].

[Tin anmapaTHUM 3a0e3MeUeHHSIM PO3YMIIOThCS peasizarlii, SKi MOXYTh OyTH BUKOHAaHI 3 BHKO-
pPHUCTaHHSAM MPOrpaMoOBaHOi KopucTyBaueM BeHTWIbHOT MaTpulli (FPGA), iHTerpaabHUX cXeM crie-
miansHoro npusHaueHHs (ASIC), nmporpamoBanoi soriku (PL) cuctemu Ha gini FPGA (SoC FPGA),
CHeIiali30BaHUX CTaHIAPTHUX NPOoAYKTiB (ASSP) Ttomo. OCHOBHOIO OCOOJIMBICTIO € Te, MO Oilb-
IIICTh IUX peai3aiiil po3poOsIeThCsl 3 BUKOPUCTaHHSAM MOB onucy anapatypu (HDL), takux sik
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VHDL i Verilog. Lli MOBH CYTTE€BO BiZPi3HAIOTHCS BiJl MOB MPOTPaMyBaHHS BUCOKOTO PIBHS THM,
10 B HUX BBOJIATHCS TIOHSITTS CYTHOCTI, 3B'13KY, 301Ty 1 cHHXpoHi3arii. Buximuuii konm HDL nepeT-
BOPIOETHCSI IHCTPYMEHTOM CHHTE3y B MEPEKEBUI CIHCOK, IO CKJIAJA€THCS 3 OCHOBHHX JIOTTYHHX
KOMITOHEHTIB 1 3'€JHAaHb MK IIMMU KOMIIOHEHTaMH. B cuity cBo€l yHiBepcanbHOi npupoau, HDL
KOJl MOK€ OyTH JIETKO TIEPEHECCHHUH MK Pi3HUMU TeXHONOTisiMu, TakuMu ik FPGA 1 ASIC. Peauri-
3arii ASIC mBuamie, BAKOPUCTOBYIOTh MEHIIIE €HEprii 1 BUMAararoTh MEHIIIE MICId Ha poOodoMy
npocropi. Peanizanii FPGA maroTh psii mepeBar: MEHII JOpori 3aco0M po3poOKH, Hadarato MeH-
IIUH UK TPOSKTYBAaHHS, @ TAKOXK PEKOH(ITYpOBaHICTh, IO PO3YMIETHCS K 3aTHICTh 3MIHIOBATH
¢byHKLIT yCiX BHYTPILIHIX CTPYKTYPHHX €JIE€MEHTIB 1 3'€HaHb MK HUMH, HaBiTh MICIIs TOTO, 5K 3a-
JlaHa IHTerpajgbHa cxema Oylia BCTAaHOBJIEHA y pealIbHUX MPUCTposix [1].

CimeiictBo FPGA

Xoya mporpamMHi peasizariii, IBUAIIE 32 BCe, OyAyTh JOMIHYBaTH Ha MEPIIOMY €Talll BIpOBa-
mxeHHs ctangaptiB PQC B peanbHHUX JoaTKax, anapaTHi peamizamii HeMuHy4Ye OyayTh HACTYITHH-
Mu. Bonu, mBHIIe 3a Bce, MOYHYTHCA 3 anapaTHUX MPUCKOPIOBAUiB i1 0OMEXEHUX CepeIOBUIII,
TaKUX SIK CMapT-KapTKu Ta npuctpoi [arepHery pedeil. HU3bKOBUTpATHI MaJOMOTYKHI MTPOLIECOPH,
BUKOPUCTOBYBaHI B TaKHX J0AAaTKaX, MOXYTh HE BCTUTaTH 3a MiABUIICHUMU BUMOTAaMH 10 00YHC-
JIOBAIBHOI MOTY)KHOCTI 1 €HEPrOCIOXKUBAHHA. TaKUM YMHOM, IIi TPOLECOPH, MOXKIIUBO, TOBEIETHCS
PO3IIMPUTH 32 PaXyHOK anapaTHUX MPUCKOPIOBaYiB. Y HAMOMMKYil MEepCreKTHBI 3'SBIATHCS BUCO-
KOIPOJYKTHBHI mporecopu Oe3neku, BIockoHaneHi HoBumu cranaapramu PQC. Li mpouecopu Oy-
IyTh ONTHUMI30BaHi JJisi 0OOpOOKHU Ha amapaTHOMY PiBHI BCIX alrOpUTMIB, MOB'A3aHUX 3 O0€3MEeUHOI0
KOMYHIKaIi€ro (HampuKial, M0 BUKOPUCTOBYIOTHCS B MOCTKBAaHTOBHX BepCisix mportokomiB TLS,
IPSec, IKE 1 WTLS/WAP) i 6e3neunum 36epiranasam. Hapemri, B O11b11 JOBrOCTPOKOBIiA mepcre-
KTHBI MIATPUMKA HOBUX IHCTPYKIIiH, 0 3a0e3meuyioTh epeKTUBHY 1 CTIHKY 10 300iB peasi3alito
crangaptiB PQC, mBuie 3a Bce, Oyze 107aHa B HalOLIbII nomynsapHi npouecopHi ISA. Cnisnpo-
1IeCOpH JUIsl TAaKMX THCTPYKIIH €, 1Mo CcyTi, anapatHow peam3aiiero PQC. BpaxoByrouu, 1110 HOB1
PQC-cranmaptu, mBuaLe 3a Bce, OyAyTh BUKOPUCTOBYBATHUCS MPOTATOM JIOBIOTO 4acy, BCIM BKa-
3aHUM BHUMAJKaM 3aCTOCYBaHHS CIIiJl IPUALUTATH OCOOJIMBY yBary. 30Kpema, MpOAYKTHUBHICTh aJIro-
PUTMY Ha anapaTHOMY PiBHI MOK€ BIUIMHYTH Ha HOTO TOBIOCTPOKOBY MPOJYKTHBHICTh B IIPOrpam-
HOMY 3a0e3MeUeHHi, Ha Tpoiecopax, o0JagHaHUX HOBHUMH CIICIiali30BaHUMHU 1HCTpyKiisimu. Ha-
BITb, SIKILO arapaTtHi peasizalii 2-ro payHIy HE € OCTAaTOYHHUMH 3 TOUYKH 30py HPOAYKTHUBHOCTI aj-
TOPUTMY, BOHHU JIAIOTh TIepIIe YSBIECHHS MPO MPUIATHICTH KOXHOTO KaHAWZIATa JJIs arapaTHOTO
MPUCKOPEHHS. BOHM TakoX CTBOPIOIOTH BIIKPUTY 0a3y BUXIJHUX KOJIB, HA SKi B 3-My payHIi 1
Ja MOKyThb OyTH BOY/IOBaHI OUTBINI ONITHMI30BaH1 peatizallii 1 peami3allii, 3aXuIeH1 Bij atak 014-
HUMU KaHanam# i 30018 [1].

[Tpu BukopHcTaHHI OZHI€ET 1 TI€T K TEXHOJIOTIT araparTHi peaii3alii nepeBepuyoTh NPorpaMHi,
BUKOPUCTOBYIOUH SIK MIHIMYM OJIMH 1, SIK MPaBWJIO, JIE€KiJIbKa MOKAa3HHKIB, TAKUX SK IIBUIKICTb,
CIOKMBaHa MOTYXHICTh, CHEPIOCIOKMBAHHS 1 3aXMCT B (I3MYHUX aTak. BoHM TakoxX J03BOJIS-
IOTh 3HAYHO MiJIBUIIUTH THYYKICTh NMPH BUKOPHUCTaHHI OJHOT0 HAOOPY LIMX MOKA3HUKIB MO BiJIHO-
[ICHHIO JI0 1HIIOT0. 3 TOYKH 30py €TaJOHHOTO TeCTYBAaHHS 1 paH)KyBaHHs KaHIUIATIB, Taka THYY-
KICTh MOXK€ CTaTH BEJIHMKOIO MPOOJIEMOI0, OCOOIMBO 3 ypaXyBaHHSAM TOTO, 110 OJHI JBa MOKa3HU-
KM, IIBUJIIIE 32 BCE, HE MAaTUMYTh MPOCTOI JIHIHHOT 3aJIeKHOCT1 OJMH BiJ ogHOTO. [IpakTudaHe po3-
B'sI3aHHS Li€1 MPOOJIEMH TOJATa€e B TOMY, 11100 B MPOIIEC] OLIHKU 30CEPEAUTUCS HA JBOX OCHOBHHX
THIIAX peati3allli: BUCOKiH MBUIKOCTI 1 MasopecypcHocTi [1].

Y BHCOKOIIBHJIKICHUX peaslizallisix OCHOBHOIO MeTolo € mBHiaKicTh. Jlnsa cxem PQC usg mera
3BOJIMTHCS 710 MiHIMI3aIlli Yacy BUKOHAHHS OCHOBHHUX OIEparliii 3 BUKOPUCTAHHIM BIJIKPUTOTO Ta
ocobucToro Kitova BiamoBigHo. s MexaHi3MiB iHKancyssmii kiarodiB (KEM) mi onepartii SBIsIFOTh
c0000 THKAMCYJIAIIIO 1 JEKAICYISIII0; I CXeM €JIEKTPOHHOTO MiAMUCY — MEePEBIPKY 1 reHepartito
nianucis; i mudpysanns 3 BiakputuM kimodeM (PKE) — mmdpyBanns 1 posmmdpysanns. Yac
reHeparii KIIYiB MOXKE TaKOXX BiJirpaBaTd 3HAYHY POJib y TOMY BHUIIAJKY, KOJU 3 MIPKYyBaHb
0e3meku mapa BiJKPUTUI/0COOUCTHI K04 HE MOKe OyTH MOBTOPHO BUKOpHCTaHa. BukopucTanHsa
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pecypciB € apyropsaHuM. IIpore, po3poOHMKH amapaTHOro 3a0e3nedyeHHs, SIK MPaBUjo, IParHyTh
JOCATHEHHS ONTUMAIbHOCTI 3akoHy [lapeTo, B skoMy Oy/b-sKe MMOAaJbIIIe MOKPAIIEHHS IIBUIKOCTI
JOCSITAETHCS 32 PAXYHOK HEMPOMOPIIIHO BEIMKUX BUTPAT 3 TOUKH 30pY BUKOPUCTAHHS PECYPCIB.
['on0BHOIO TIEepeBaror BUCOKOUIBUAKICHUX pealli3alliil € Te, 110 BOHU PO3KPHUBAIOThH 3aKJIaJCHUI B
HUX TOTEHINaJl JTAaHOTO alNroOpuTMy po3snapanentoBaHHs. [Iokum Meka BUKOPUCTaHHSA DPECypCiB
JIOCUThH BHCOKA, BOHA HE BIUJIMBAE HA PAH)KyBaHHS aJrOpPUTMIB. Y Pe3yJbTaTi, paH)KyBaHHS CHUIIbHO
CHIBBIIHOCHTBCSA 3 OCOOJIMBOCTSAMHU CaMHX QITOPUTMIB 1 HE CXHJIbHE JO ICTOTHOTO BIUIMBY
OyIb-sSKMX JOJATKOBHUX IPHUIYIICHb 1 BHOOPY TexHosorii. KpiM Toro, TUIBKM BHCOKOIIBHJKICHI
armapartHi peajizamii MOXYTh €(EeKTHBHO KOHKYPYBAaTH 3 ONTHMi30BaHUMH MPOTPAMHUMH peatiza-
ISIMH, HAIJICHUMH Ha BUCOKOIIPOAYKTHBHI TIPOIECOPH 3 BEKTOPHUMH THCTPYKILISIMU (HAIIPUKJIIA],
AVX2) [1].

VY ManopecypcHUX peati3allisXx OCHOBHUMH IIISIMU, SIK MPABUIIO, € MiHIMaJIbHE BUKOPUCTAHHS
pecypciB i MiHIMalIbHE €HEPTrOCIIOKUBAHHS, 32 YMOBH, 1110 YaC BUKOHAHHS HE MEPEBHIIYE BU3HAYE-
HOTO MakcUMyMy. [HIIMNA MeTon QOopMyIIOBaHHS METH — JOCSTHEHHS MIHIMaJbHOTO 4acy BHKO-
HaHHS, MPHUITYCKAIOUM 3aJlaHMi MaKCHUMAaJbHUN OIO/KET 3 TOYKM 30pYy BUKOPUCTAHHS PECYpCIB,
€HEeprocroXXKuBaHHs a00 eHeproBUTpaT. MakcuManbHUN OIOKET 3 BUKOPUCTAHHS PeCypcCiB MOB's-
3aHMI 3 BapPTICTIO peai3allii; Mpu MbOMY OIOJDKET 3 MOTYXKHOCTI 3a0e31euye MpaBmiIbHY poOoTy 0e3
neperpiBy abo BUALUIEHHS JOAATKOBHX PECypCiB Ha OXOJOKEHHA. MakCUMallbHe BUKOPHCTAHHS
SHEepTii BIUIMBAE Ha Te, SIK JIOBIO MPUCTPIil, IO MPAIOE BiJl aKyMyJIATOpa, MOKe (DYHKIIIOHYBATH J10
HACTYITHOT 3apsKU aKyMyJsiTopa. Y KOHTEKCTI Mpolecy CTaHaapTu3allii KpuntorpadiuHux airo-
PUTMIB BKa3aHI MaKCHMaJlbHI OO/PKETH BHOpATH Iy)Ke CKIAJHO. Byab-sika 3MiHA IHX MOPOTOBUX
3HaYeHb MOKE CIIPHUATIMBO MO3HAUYMUTHUCS HA IHIIOMY Ha0Opi KaHAUJATIB. Y 3B'A3KY 3 TUM, IO HOBI
CTaHIApPTH 3aJUINAIOTHCS B €KCIUTyaTalii mpoTSIroM AECATHIIITh, BUMOTH JI0 TEPMiHiB, BAPTOCTi Ta
MOTY>KHOCT1 HOBHX, 1 JIOIaTKIB, sIK1 I1I€ 3’ ABIATHCSA, NyKe BaXKKO nependauntu [1].

Kpim Toro, 3MiHM B TEXHOJIOTIi ICTOTHO BIUIMBAIOThH HA T€, K1 amapaTHi apXiTEKTypH 3a/10BO-
JBHAIOTh KOHKPETHUM BuMoram. Hampukmnan, apxiTekTypa, 34aTHa JOCIITH 4yacy BUKOHaHHS 0.1
cekyHau (a00 HMXKYE) MPHU MEBHOMY OIO/DKETI Ha €JIEKTPOCHEPrito ad0 €HeproCIOKUBAHHS, MOXKE
ICTOTHO 3MIHUTHCS 3 TOKpAIlleHHsIM TeXHoJorii. B pe3ynbrari, O1IbIIICTh TOTOYHUX JIMITIB 00U-
paroThCsl PI3HUMHU PO3POOHHMKAMHU JIOBUIBHO a00 3aMIIAIOTHCS HEBU3HAYEHHMH B CBOiX 3BITax.
OTxe, panxyBaHHs kaHauaatiB PQC Ha OCHOBI iX MOJETIIEHUX BIPOBAKEHb, OCOOJINBO PO3pO0-
JICHUX PI3HUMH TPYIIaMH, € Ha3BHYAHO CKIJIQJHUM 1 3aJIe)KHUM BiJ MPUITYIIeHb. Take paHxKupy-
BaHHS Ma€ Majio CHUIBHOTO 3 pO3MapalIelOBaHHIM, JAONYCTUMHUM KOXKHHUM aJITOPUTMOM, TakK SIK
OUTBIIICTH OTEepalliii MOBUHHO BUKOHYBATHUCS TIOCIIIJIOBHO Yepe3 Malinid 00'eM pecypciB. OCHOBHOIO
0COOJIMBICTIO AITOPUTMIB, SIKI BUSBJISIIOTHCS B IIUX pealizallisiX, € KIJIbKICTh 1 CKIaJHICTh OKPEMHUX
eJleMeHTapHuX onepauiil. KoxkHa ronoBHa omneparisi MICTUTh B cO01 10AaTKOBUM (QYHKIIOHAIbHUI
MOJyJib, 30UJIBIIYIOYM BUKOPHCTAHHS pecypciB 1 eHeprocmnoxxkubanHs. KpiM Toro, mamopecypcHi
amaparHi peamizaiii MOXXyThb NEPEBEPIINTH TUTHPKK MPOTPaMHI peai3allii, HaIlJIeHl Ha KOHKPETHI
HEJIOpOoTi BOY0BaHI MPOLIECOPH 3 HU3bKUM EHEProCIOXUBaHHM, Taki sik Cortex-M4 [1].

VY pasi peanizanii FPGA BukopucTtanus pecypciB € BekTopom, TakuM sk (#LUT, #flip-flops,
#DSP monynis, #BRAM). XKoaeH eneMeHT bOro BEKTOpa HE MOXke OYTH BHpaK€HHUI B TepMiHax
IHIIIMX €JIEMEHTIB. Y pe3ynbTaTi, BBEJIEHHS JIMITY pecypciB mependayae BKa3iBKYy 3HAUE€Hb BCIX
KOMIIOHEHTIB 1IbOTO BEKTOpa pecypciB. OHUM 3 MOXKIUBHUX MIAXO0JIB MOKe OyTH BUOIp pecypciB
Harimenmoi FPGA 13 3aganoro menopororo cimeiictea FPGA. Onnak cimeiictBa FPGA 1 ix pecyp-
CH 3 4acOM 3MIHIOIOTbCS, TOMY IIeil 00MexXyBau Ma€ TUTbKH (Di3MUHE 3HAUYEHHS MPOTITOM OOMexe-
HOTO Tepiojly Yacy, 10 OXOIUTIOE MepioJ] OLIHKH, 1 MOXE BTPATUTH CBOIO 3HAYMMICTh JIMIIE Yepe3
KUJTbKa POKIB Ticis myOumikamii i 3acTocyBaHHs craHnapty. HapemTi, oqun 1 ToH e mpucTpiit
FPGA Moxe Takok 3HaJOOMTHCS NJs PO3MILICHHS OyIb-SKMX HAKJIaJHUX BUTpAT, IMOB'S3aHUX
3 MPOTHUIEI0 aTakaM MOOIYHMMHU KaHaJaMHu. Y TOW e yac Li HaJJUIIKOBI a00 HaBiTh e(eKTHUBHI
3aXO0JM MPOTHU/IIT, MOXKYTh 3JIMITUTUCS HEBIJIOMUMH ITiJ1 Yac OLIHKY KaHAuaaTiB [1].
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CimeiictBo FPGA Xilinx

Onniero 3 ocHOBHUX TTpoOiem € pexkomenaariss NIST cokycyBarucs Ha MOPIBHAJILHOMY aHa-
Ji31 amapatHoro 3abe3nedeHHs 3 Bukopuctanusam cimeiicta FPGA Xilinx Artix-7. L{s pexomena-
1is Oysa mpejacTaBiIeHa y AeKiabkox npe3eHTtamnisx NIST, mop's3anux 3 2-M payHI0M MpOIECy CTa-
paaptuszanii NIST, manpuknan, mig yac PQCrypto 2019 y tpaBui 2019 p. i apyriii koHdpepenmii
3 crangaptu3anii PQC B cepmri 2019 p. YV cBoiil HuHIIIHIT GopMi 111 peKOMEHAAIlis HeAOIIIbHA 1
MIBHUJIIIE TEPEUIKO/KAE, HDK MIATPUMYE CIpaBEAJIMBE 1 BCEOCSHKHE amapaTHE 1 MpOrpaMHO-
arapaTHe €TaJIOHHE TecTyBaHHs [1].

CimeiictBo FPGA npeacrasisie coboro Habip npuctpoiB FPGA, mo MaioTh 0HaKOBY BHYTpi-
ITHIO CTPYKTYPY 1 OJIHY W Ty K TEXHOJIOTiI0 (TAaKOX BIJIOMY SIK TEXHIYHUH BY30J1 a00 BY30J1 IpoIIe-
Cy), IO OMHUCYETHCS YUCIIOM, IOB'A3aHUM 3 PO3MIpaMH 1 IIIJIBHICTIO TPAH3UCTOPIB, SIKi MOXKYTbH
OyTH BUT'OTOBJIEHI 3 BHUKOPHCTAHHSIM IEBHOI'O IPOMUCIOBOIO MpOLECy. 3aBISKH HEYXHJIBHOMY
BJJOCKOHAJICHHIO TEXHOJIOT1l BUPOOHHUIITBA, OMMCAHOTO B 3aKOHI Mypa, MakCUMalbHa €MHICTH 1
mBHIKICTE po6oTH FPGA-IpucTpoiB HEYXMIIBHO POCTYTh, B TOM Yac 5K iX LIHU 3aIMIIAIOThCS MPU-
6mu3HO Ha TOMY X piBHI. KoxxnHe HOBe mokouinHs FPGA-nipucTpoiB neBHOro BUPOOHUKA OTPUMYE
yHIKaJIbHE iM'd, TaK 3BaHe ciMelcTBO. KoxHe ciMEeMCTBO CKIafaeThes 3 ACKIIBLKOX MPHUCTPOIB pi3-
HOTO PO3MIpY IS 33/I0BOJICHHS IMOTPeO pi3HUX A0AaTKiB. Bei mpHCTpoi MeBHOTO ciMelicTBa MarOTh
OJIHAKOBY BHYTPIIIHIO apXiTEKTypy 1 TEXHOJOT1I0 00pOOKH, ale BiIPI3HAIOTHCSA KUIBKICTIO PECypciB
MEBHOTO TUITy, TakuX sK Tadbmuis nomyky (LUT), flip-flops (FF), 610k mam'siti Ta uudposi 010ku
00po6ku curnaniB (DSP) abo mynprurtikatopu. binburicTs BUpOOHUKIB BHITYCKaIOTh SIK HEAOPOT'1
cimeiictBa (Hanpukian, Xilinx Artix-7), Tak 1 BECOKONPOMYKTUBHI (Hanpukian, Xilinx Virtex-7).
BbinburicTs 3 HUX TaKOXX BUITYCKAaIOTh CiIMEMCTBA cepeqHboro kiacy, Taki sk Xilinx Kintex-7. Mak-
CHMaJIbHa KUIBKICTh PeCypCiB, JOCTYITHHX B HAHOIIBIIOMY IPUCTPOT IEIIEBOTO CIMEWCTBA, 3BUYAI-
HO, 3HAUHO MEHIIIA, Hi’)K aHaJIOT1YHA KUTbKICTh B HAHOUTBIIOMY MPUCTPOI CIMEHCTBa BUCOKOIIPOAYK-
TUBHUX MPHUCTPOIB (HANpUKIIAJ, OUIBII HDK B ITSTh pa3iB MeHIIe A Artix-7 y MOpPIBHSHHI 3
Virtex-7) [1].

Kpim Toro, ocranHiM yacoM BUpoOHUKH FPGA modanu BulyckaTH HOB1 THIH MPOTPaMOBAHUX
IPUCTPOIB, SIKI MOKPAILYIOTh POrpaMyBajIbHY JOTiKy Tpaguuiiinux FPGA 3a nonomororo cuctemu
00po0OKH, 3aCHOBaHOI Ha BOY/IOBAHOMY TIPOLIECOP1 3 )KOPCTKOIO MPOBOAKOIO, Hanpukiag ARM. Tak
SK LIefl Tpolecop CIPOEKTOBaHMN Ha 3aMOBJICHHS, BiH MOBHOIO MipOI0 BUKOPHCTOBYE IepeBaru
JTAHOT'O TEXHOJIOTIYHOIO MPOLIECY 1 MPALIOE€ Ha TAKTOBIA YaCTOTI 3HAYHO BHUIIIE, HIK IPOTrPaMyBaib-
Ha JIorika. 3aBAsKH LIBHJIKOMY Ipolecopy i epeKTUBHOMY iHTepdeiicy MiX UM MpPOLECOPOM i
MIPOrpaMyBaJIbHOIO JIOTIKOIO Il IPUCTPOI 1J1€aNbHO MIAXOASTH IJsl CHIUIBHOIO MPOEKTYBAaHHS IpO-
rpaMHMX/anapaTHUX 3aco0iB, HALIJIEHUX HA BHCOKY IIBUAKICTh. XO4Ya Ii TUIHM MPUCTPOIB 3'IBIIS-
IOTBhCS T1JT JEKUThKOMa KOMEPILIMHUMHU Ha3BaMH, iX YacTO KoJieKTMBHO HaszuBaioThb SOC FPGA.
[lepmmm cimeiictBoM Takoro tuny 0yB Xilinx Zynq-7000, Bunymienuit B 2011 p., 3acHoBaHuii Ha
BOymoBanux nporecopax ARM Cortex-A9 [1].

Konctpykuis obnagHaHHs onucyeTbes MoBaMmu amapatHoro onwucy. Kox HDL, sx mpasuiio,
inenTuaHUE 17151 Beix poauH FPGA. Ha BiamiHy Bif mporpaMHOTO 3a0e3MeueHHs, e ISl KOKHOTO
nporecopa MoXxe 3HaJOOUTHCS CBiff ONTHMI30BaHUH KOJ Ha aceMmOuepi, Juid anapaTHOro 3abesrne-
YeHHsI TAKMX KOHLEMIIN He iICHye. Y pe3yJbTaTi, JIErKO CHHTE3yBaTu oJuH 1 Toi e kox HDL, npu-
3HaueHud ans pizHux cimeiictB FPGA Big pi3HUX BHPOOHMKIB, 32 YMOBH, IO MaKCHMallbHa
€MHICTh HAWOUIBIIIOTO MPUCTPOIO JAHOTO CIMENCTBa HE Oy/ie IepeBUIIIeHA.

3araabHi xapakrepuctuku cimeiicrea FPGA Xilinx

Croronni HaiicydacHimor € cepist 7 FPGA Xilinx — Artix-7, Kintex-7, Virtex-7. V wiit cepii
aHoHcoBaHo cimelictBo FPGA 3 mpouecopaum simpom ARM Cortex-A9 — Zyng-7000. Y HoBIit cepii
TUTbKH Virtex-7 MpoJIOBXKYE ICHYIOUY JHIAKY BUCOKONPOAYKTUBHUX FPGA, a nBa iHIIUX CIMEHUCT-
Ba — Artix 1 Kintex — 3aminunu niniiiky Spartan. FPGA Artix npusHaueHi a1 MacoBoi NMpoayKuii, 1
BIIPI3HSIIOTECSI MaJIUM CHEPIrOCIIOKWBAHHIM 1 HEBHUCOKOK BapTicTio, a Kintex sBise coboto,
JesIKOI0 Mipoto, Spartan, creniaiizoBaHuil ans nudpoBoi o6pobku curnamiB. [oci cepis Virtex
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TpPaAULIIHHO BUKOPUCTOBYBANACS 1 B AOJAaTKaX, MOOYJIOBaHUX HABKOJIO BUCOKOIIBUAKICHUX IOCIi-
JOBHUX TpHUMadiB, 1 B MPOEKTaxX, 3aCHOBaHUX Ha IUpoBid 00podmi curHamp. CiMEHCTBO
Kintex-7 Baano BOUCYEThCS B Hilly, A€ MOTPIOHA BENMKA KUIBKICTh MApalIe)IbHO MPALIOIYHUX 0J10-
kiB [1OC 3a moMipHOIO IIHOO, a JISI CUCTEM 3 BEJIMKOIO KUTBKICTIO arapaTHUX MpHMaviB MPU3HA-
4eHi OibIn qopori Virtex-7 (tabm. 1) [6].

Ta6mums 1
3Beneni xapakrepuctuku cimeiicts FPGA Xilinx cepii 7

MakcuMmanbHi mapamMeTpu Artix-7 Kintex-7 Virtex-7
Jloriuni KOMipKH, THC. 352 407 1955
bnouna nmam'ate 12 29 65
Cexuii DSP 700 1540 3960
HIKOB?. TPOJYKTHBHICTH ¢ poBoi 0.6p.061<p1 CHUTHAJIIB 504 1965 5053
Ut GiapTpiB 3 cuMeTpuaHUME Koedinierramu, GMAC/c
[Mpuiimaui 4 16 88
MaxkcuMaapHa MBHIKICTH mepenadi, ['6/c 3,75 10.325 28,05
[likoBa mpomycKHa 30aTHICTh MpuiiMadiB, ['6/c 30 330 2784
Iarepdeiicu PCI Express Genlx4 Gen2x8 Gen3x8
IIBuaxicte 0OMiHy iHTEepdeiicamu mam'sTi, Mb/c 800 2133 2133
30BHIIIHI BUBOIN 450 500 1200

Mikpocxemu Zynq-7010 i Zynq-7020 BukoHaHi Ha 6a3i mporpaMoBaHUX PECYpCiB ciMeHCTBa
Artix, a Zynq-7030 i Zynq-7040 — na 6a3i Kintex. L{e BimoOpakaeThcsi Ha MIKOBIM MPOYKTUBHOCTI
nigcucremu nudpoBoi 06podku curHamiB — TakToBa yactota Mojoamux FPGA Zynq Hmkue, B HUX
Hemae 0110kiB PCI Express 1 BUCOKOIIBUIKICHUX MpuiimMadiB (Tadi. 2) [6].

Tabmuus 2
Xapakrepuctuku FPGA cimeiicta Zyng-7000

[Mapamerpu Z-7010 Z-7020 Z-7030 Z-7040
IporpamoBati sioriuni komipku (BeHtmii ASIC) 28 K(430K) | 85K (1,3 M) | 125K (1,9 M) | 235 K (3,5 M)
Bioku mam'sti (36 k06) 60 140 265 760
Cexkuii DSP (18x25 MACC) 80 220 400 760
[MikoBa nmpoxyktuBHicTs DSP mmsa KIX
3 cuMeTpruaHIMH KoedimieaTamu, GMAC/c 58 158 480 912
Broku PCI Express - - Gen2 x4 Gen2 x8
AT 2x12 6it, 1 M Bubipok/c, 17 mud. kaHamis
udppyBanas AES i SHA 256-0it
Bbroku BBOy-BHBOLY, 3.3 B 100 195 100 200
bioku BBOy-BUBOAY, 1.8 B - - 150 150
BucokomBHIKiCHI TPUIMATIEHAKH - - 4 12

KirouoBa BnactuBicTh HOBOro nokoniHHs FPGA — ynidikanis nporpamoBanux pecypcis. Ile-
pendavaerhbes, o st HOBOTo nokoliHHsA FPGA crane MOXIMBOIO MIBUAKA MITpallis MiXK CIMEHCT-
BaMu Virtex/Kintex/Artix 6€3 KOpUTryBaHHSI IPOEKTY.

JeranbHi xapaktepuctuku civelictBa FPGA Xilinx

Jani naBeneni xapaktepuctuku FPGA cimeiicta Xilinx, a came: Spartan-7, Artix-7, Virtex-7,
Kintex-7 [2].
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Xapaxkrepuctuka FPGA Spartan-7

Tabmus 3

Onrumizalist BBOAY-BUBOJY PH HAWMEHIIINX BUTpATaXx i
MaKCHMaJIbHIH npoaykTHBHOCTI Ha Bat (1.0V, 0.95V)
Howmep perani XC7S6 | XC7S15 | XC7S25 | XC7S50 | XC7S75 | XC7S100
Jloriuni JloriyHi KOMipKH 6,000 12,800 23,360 52,160 76,800 102,400
pecypcu Yactuuu 938 2,000 3,650 8,150 12,000 16,000
Tpurepu CLB 7,500 16,000 29,200 65,200 96,000 128,000
Pecypen |Makcumym posmoaLieHol 70 150 313 600 832 1,100
nam'siTl onepatuBHoi nam'sti (K6)
Bbnox RAM/FIFO 3 ECC
(110 36 K6) 5 10 45 75 90 120
Bceroro 6nokis O3I1 (K6) 180 360 1,620 2,700 3,240 4,320
Yacosi Enementu xepyBaHHs 4acoM
pecypcu (1 MMCM + 1PLL) 2 2 3 5 8 8
Pecypcu MakcuMyM KOHTAaKTiB . 100 100 150 250 400 400
BBOJIY- BBOJly/BHUBOJIY 3 OJHUM KiHIIEM
BUBOIY MakcumyMm qudepeHminHuxX nap 48 48 72 120 192 192
BBOJY/BUBOIY
Boymosani |®parmentu DSP 10 20 80 120 140 160
pecypcu AHanoroBuii 3MiIIaHWI CHIHAJ 0 0 1 1 1 1
JKOPCTKOT (AMS)/XADC
IP-ampecn  |HanmamryBaHHS GJIOKIB
AES/HMAC 0 0 ! ! ! !
Mapku Kowmepriitaa Temmeparypa (C) -1-2 -1-2 -1-2 -1-2 -1-2 -1-2
mBuakocTi  ([IpomwuciioBa temneparypa (1) -1-2-1L)-1-2-1L | -1-2-1L | -1-2-1L | -1-2-1L | -1-2-1L
Pozmmpena remmnepatypa (Q) -1 -1 -1 -1 -1 -1
VnakoBka | ITnoma | Kpok JocrymHuii BBiA-BUBiA kKopucTyBada: 3.3V SelectlO™
(Mm) (Mm) Bain-puBig HR
CPGA196 8x8 0.5 100 100
CSGA225 13x13 0.8 100 100 150
CSGA324 15x15 0.8 150 210
FTGB196 15x15 1.0 100 100 100 100
FGGA484 23x23 1.0 250 338 338
FGGAG676 27x27 1.0 400 400
Tabmuus 4
Xapakrepuctuka FPGA Artix-7
OnruMizaris npuiiMaya Mpu HaMEHIINX BUTpaTax
i MakcHMabHIN npomyckHii 3maTHocTi DSP (1.0V, 0.95V, 0.9V)
Howmep nperani XC7A12 | XC7A15|XC7A25| XC7A35|XC7A50|XC7AT75|XC7A100{XC7A200
T T T T T T T T
Jloriuni |JIoriui KOMipKH 12800 | 16,640 | 23,360 | 33,280 | 52,160 | 75,520 | 101,440 | 215,360
pecypcu [HactuHu 2,000 | 2,600 | 3,650 | 5,200 | 8,150 | 11,800 | 15,850 | 33,650
Tpurepu CLB 16,000 | 2,800 | 29,200 | 41,600 | 65,200 | 94,400 | 126,800 | 269,200
Pecypcu |[Makcumym posnoainenoi | 171 200 313 400 600 892 1,188 2,888
mam'siTi  |OmepaTUBHOI aM'ATi
(KB)
bnok RAM/FIFO 3 ECC 20 25 45 50 75 105 135 365
(o 36 K6)
Bceworo onokis O3I1 (K6) | 720 900 1,620 1,800 | 2,700 | 3,780 4,860 13,140
Yacosi |EnemeHtn KepyBaHHS 3 5 3 5 5 6 6 10
pecypcu |[roguHamu (1 MMCM + 1
PLL)
Pecypcu [MakcumyM KOHTaKTiB 150 250 150 250 250 300 300 500
BBOJy- |BBOJY/BHUBOAY 3 OJTHUM
BUBONYy |KiHIIEM
Makcumym 72 120 12 120 120 144 144 240
audepeHniiHuX nap
BBOJY/BUBOITY
ISSN 0485-8972 Paoiomexnika. 2021. Bun. 204 45




MIPOJIOBXKEHHs Tabu1. 4

Boymosa |®parmentt DSP 40 45 80 90 120 180 240 740

Hi PCle® Gen2 1 1 1 1 1 1 1 1

pecypcH |AHanoroBmii  3MIMIAHAN 1 1 1 1 1 1 1 1

opeT-  |curaan (AMS)/XADC

KOT Hanamrysanus — GJIOKiB 1 1 1 1 1 1 1 1

IP- AES/HMAC

azpecu  |[Ipuitmaui GTP 2 4 4 4 4 8 8 16
(ae Ginpie 6,6 I'6iT/c)

Mapku  |Komepuiiina -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2

mBua-  |Temmeparypa (C)

KOCTi Posmmpena temmeparypa| -2L -2L -2L -2L -2L -2L -2L -2L
(E) -3 -3 -3 -3 -3 -3 -3 -3
IMpomucnosa -1-2-1L(-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L |-1-2-1L
temneparypa (I)

VYnakos- |[Tnoma |Kpok Joctynuuii BBia-BUBiA KopucTyBada: 3.3V SelectlO™

Ka (Mm) (Mm) Bgig-BuBig HR (Ilpuiimaui GTP)

CPG236 |10x10 |0.5 106(2) 106(2) |106(2)

CPG238 |10x10 [0.5 |112(2) 112(2)

CSG324 |15x15 |0.8 210(0) 210(0) |210(0) |210(0) |210(0)
CSG325 |15x15 |0.8 |150(2) 150(4) [150(4) |150(4) [150(4)

FTG256 |17x17 |1.0 170(0) 170(0) |170(0) [170(0) |170(0)
SBG484 |19x19 0.8 285(4)

Cymicue |[FGG484 |123x23 |1.0 250(4) 250(4) |250(4) |285(4) |285(4)

micue FBG484 |23x23 |1.0 285(4)

Cymicue |[FGG676 |27x27 |1.0 300(8) |300(8)

micue FBG676 |27x27 |1.0 400(8)
FFG1156|35x35 |1.0 500(16)

Tabmuus 5
Xapakrepuctuka FPGA Kintex-7
OnTrMizoBaHO Jis Kpamoi miay i mpoaykrusHocti (1.0 B, 0.95 B, 0.9 B)
Howmep perani XC7K70T | XC7K160 | XC7K325 | XC7K355 | XC7K410 | XC7K420 | XC7K480
T T T T T T

Jloriuni |Jloriyi KOMipKH 10,250 25,350 50,950 55,650 63,550 63,150 74,650

pecypcu [Yactuau 65,600 162,240 | 326,080 | 356,160 | 406,720 | 416,960 | 477,760
Tpurepu CLB 82,000 202,800 | 407,600 | 445,200 | 508,400 | 521,200 | 597,200

Pecypcu |MakcumyM po3moiieHol 838 2,188 4,000 5,088 5,663 5,938 6,778

mam'siTi  |ONepaTUBHOI HaM'aTi
(KB)

Biok RAM/FIFO 3 ECC 135 325 445 715 795 835 955
(o 36 K0)
Bceworo onokiB O3I1 (K6) | 4,860 11,700 16,020 25,740 28,620 30,060 34,380

YacoBi |EneMeHTH KepyBaHHS 6 8 10 6 10 8 8

pecypcu |roguHamu (1 MMCM + 1
PLL)

Pecypcu [MakcumyM KOHTaKTiB 300 400 500 300 500 400 400

BBOJIY- |BBOIY/BHBOAY 3 OTHHUM

BUBONy |KiHIIEM
Makcumym 144 192 240 144 240 192 192
T epeHniiHuX nap
BBOJIY/BUBOJTY

Boynosa |®parmentt DSP 240 600 840 1,440 1,540 1,680 1,920

Hi pe- PCle® Gen?2 1 1 1 1 1 1 1

CypcH  |AHaJOroBuUil 3MilIaHWIA 1 1 1 1 1 1 1

KOPCTKO |curaan (AMS)/ XADC

iIP- Hanamrysanus 6J10KiB 1 1 1 1 1 1 1

anpecun  |AES/HMAC
Ipuiimaui GTP 8 8 16 24 16 32 32
(me Ginpie 12,5 I'6it/c)
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MIPOJIOBKEHHS Tabi. 5

Mapku |Komepiiiiina -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2

mBua-  |Temmeparypa (C)

KOCTi Posmmpena temmeparypa -2L -2L -2L -2L -2L -2L -2L
(E) -3 -3 -3 -3 -3 -3 -3
[Ipomucnosa -1-2-2L|-1-2-2L|-1-2-2L |-1-2-2L |-1-2-2L | -1-2-2L | -1-2-2L
temnepatypa (1)

VYmnaxos- | [Tnoma | Kpok | JoctymHwmii BaacHuit BBin-BuBia: 3.3V BBix-BuBig HR, 1.8V BBig-suBix HP (GTX)
Ka (mm) | (Mm)
FBG484 (23x23 (1.0 185, 100 | 185, 100
4) 4)
Cywmicue |FBG676 (27x27 |1.0 200, 100 | 250, 150 | 250, 150 250, 150
Micie (8) 8 8 (8)
FFG676 (27x27 (1.0 250, 150 | 250, 150 250, 150
8 8 8
Cywmicue |[FBG900 (31x31 |1.0 350, 150 350, 150
Micie (16) (16)
FFG900 (31x31 (1.0 350, 150 350, 150
(16) (16)
FFG901 (31x31 (1.0 300, 0 (24) 380, 0 (28)|380, 0 (28)
FFG1156 [35x35 [1.0 400, 0 (32) 400, 0 (32)
Tabmuus 6
Xapakrepuctuka FPGA Virtex-7
OnTUMI30BaHO i MAKCUMAaJIbHOT MPOAYKTUBHOCTI Ta eMHOCTI cuctemu (1.0 B)
Howmep nerani XC7V | XC7V2 | XCTVX | XCTVX | XC7TVX | XCTVX|XCTVX | XC7TVX | XC7VX|XC7VH| XC7VH
585T | 000T | 330T | 415T | 485T | 550T | 690T 980T | 1140T | 580T | 870T
Jlo- |Yactuau 91,050 |305,400 (51,000 |64,400 |75,900 (86,600 |108,300 {153,000 (178,000 |90,700 {136,900
riyai  |Jloriuni komipku (582,720 |1,954,56(326,400 (412,160 |485,760 |554,240 {693,120 {979,200 |1,139,20|580,480 (876,160
pecyp- 0 0
cH Tpurepu CLB 728,400 |2,443,20(408,000 |515,200 {607,200 (692,800 {866,400 |1,224,00|1,424,00|725,600 (1,095,20
0 0 0 0

Pe- MakcuMyMm 6,938 (21,550 (4,388 |6,525 (8,175 8,725 |10,888 [13,838 |17,700 (8,850 (13,275

CypcH |po3moiieHol

na- ONepaTHUBHOI

M'ati  |mam'sti (KB)

Biok RAM/FIFO |795 1,292 |750 880 1,030 (1,180 1,470 (1,500 (1,880 |940 1,410
3 ECC
(o 36 K6)
Bceroro 6nokis 28,620 (46,512 (27,000 (31,680 |37,080 |42,480 (52,920 |54,000 |67,680 (33,840 |50,760
O3II (K6)
Yacosi|Enementun kepy- |18 24 14 12 14 20 20 18 24 12 18
pecyp- |BaHHS rOIMHAMHE
cu (I MMCM +1
PLL)

Pe- Makcumym 850 1,200 (700 600 700 600 1,000 [900 1,100 (600 300

CypCH |KOHTaKTIiB

BBOJIY- | BBOJLY/BUBOIY

BHUBO- | 3 OJJHAM KiHIIEM

ny MaxkcumyMm 408 576 336 288 336 288 480 432 528 288 144

nudepeHIiitHnX
nap
BBOJlY/BHBOY

BGy- |®parmentn DSP 1,260 (2,160 |1,120 [2,160 |2,800 |2,880 |3,600 [3,600 (3,360 [1,680 |2,520

noBaHi |PCle® Gen2 3 4 - - 4 - - - - - -

pecyp- |PCle Gen3 - - 2 2 - 2 3 3 4 2 3

cu AHaI0TOBHI 1 1 1 1 1 1 1 1 1 1 1

KOP-  [3MimiaHui

CTKOI |curnan

IP- (AMS)/XADC

aape- |HamamryBanHs |1 1 1 1 1 1 1 1 1 1 1

cu 0JI0KIB

AES/HMAC
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MTPOIOBKECHHS Ta0IHUIl 6
Mpuiimauai GTP |36 36 - - 56 - - - - - -
(1e 6unbie 12,5
I'6it/c)
Mpwuitmaui GTP
(e Oinpmie 13,1
I'6it/c)
Mpnitmaai GTP
(1e 6unpiIe 28,05
I'6it/c)
Map- |Komepriiiina 12 -1-2 (11 -2 |11 -2 -1 -2 -1 -2 (1 -2 (1 -2 (1 -2 (1 -2 |1 -2
KU temneparypa (C)
mBuA- |Po3mmpena tem- |-2L -3 |-2L -2G |-2L-3 |-2L-3 |-2L-3 |-2L-3 |-2L-3 |-2L -2L -2G|-2L -2G|-2L -2G
kocTi  |meparypa (E)
IIpomucnosa -1-2 -1 -1-2 -1-2 -1-2 -1-2 -1-2 -1 -1 - -
temneparypa (1)
VYma- |IIno- |Kp|HoctynHuii Bnacauii BBin-BuBin: 3.3V BBia-BuBix HR, 1.8V BBix-BuBix HP 1.8V Bsig/Busig HP
koBKa ma | ok [(GTX, GTH) (GTH, GTZ)
(Mm) | (m

28 48 - 80 80 72 96 48 72

1

1

[

[

1

1

[

[

1
[0}

16

FFG1 |35x35|1.0(0, 600 0,600 |0,600 0,600 0, 600
157 (20,0) (20,0) [(20,0) |(20,0) (20,0)
Cy- |FFG1 |42.5x |1.0|100, 50, 650 0, 700 0, 850
micue |761 |42.5 750 (0, 28) (28, 0) (0, 36)
Micrie (36, 0)
FHG1 |45x45(1.0 0, 850

761 (36, 0)

FLG1 |35x35|1.0 0, 1200
925 (16, 0)

FFG1 |45x45|1.0 0,350 (0,350 0,350 0,350
158 (0,48) |(0,48) |(0,48) [(0,48)
Cy- |FFG1 |45x45(1.0 0,720 |0,720
Mmicue (926 (0,64) (0, 64)
micue |FLG1 |45x45(1.0 0, 720
926 (0, 64)
FFG1 |45x45|1.0 0,600 (0,600 |0,600 |0, 600
927 (0,48) |(56,0) |(0,80) [(0,80)
Cy- |FFG1 |45x45(1.0 0, 480
MmicHe |928 (0, 72)
micue |FLG1 |45x45(1.0 0, 480
928 (0, 96)
Cy- |FFG1 |45x45(1.0 0, 700 0, 1000 |0, 900
micre |930 (24,0) (0,24) (0, 24)
micue |FLG1 |45x45(1.0 0, 1100
930 (0, 24)

FLG1 |35x35|1.0 1400 (24, 8)
155
FLG1 |45x45|1.0 600 (48, 8)
931
FLG1 |45x45|1.0 300 (72, 16
932

[TepeBara, mo Bingaerscs cimeiicTBy Xilinx Artix-7, Mae Kinbka HeOa)kaHUX HACHIJIKIB, MPO
SIKI KOPOTKO TOBOPUTHCS HIXKYE:

1. Artix-7 — oOromkerHe cimeiictBo FPGA. SIk Take, BOHO He AyKe MIiAXOIUTH IS
BHUCOKOIIBHUJIKICHUX peajlizaliid. AmapaTHUX pecypciB, HaBiTh HaMOLIBIIOIO MPHUCTPOIO IHOTO
ciMelcTBa, 4acTO BUSBISETHCS HEJOCTAaTHBO VIS JIEMOHCTpALlii MOBHOTO MOTEHIIATy po3mapalie-
JmoBaHHs onepartliii nanoro anroputmy PQC. TakuM unHOM, BUKOpUCTaHHS Artix-7 Mae CEHC JUIs
MOPIBHSUIBHOTO aHaji3y JIETKUX peai3aliid, ane MO)Ke IMPHUBECTH A0 OTPUMAHHS HEIOCTaTHBO
ONTUMAIBHUX PE3YIbTATIB sl BUCOKOIIBUAKICHUX pealTi3alliid.

2. Artix-7 — ne tpagumiiina FPGA, a He SoC FPGA. B pe3ynbrati, €auHui Crocio po3pooku
OJTHOKPUCTAJILHOT MTPOTpaMHO-aapaTHOl peati3allii 3a 10moMoror Artix-7 — 11e¢ BAKOPUCTaHHS TaKk
3BaHUX '"M'AKuX" TIPOIIECOPHUX sEp, TOOTO TMPOIECOPIB, peali30BaHUX 3 BUKOPUCTAHHSIM
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nporpamyBanbHOi Joriku. [lo "M'skux" mporecopi, cymicHUX 3 Artix-7, Hanexarb MicroBlaze i
nonermeni Bepcii RISC-V. Bcei BOHM mpalforoTh Ha 3HAYHO HU3bKIM TAaKTOBI 4acToTi, HiX
BOynoBaHi TBepAoTiIbHI iporiecopu SoC FPGA.

3. Artix-7 ne migxoauts s npoektiB HLS. Taki npoekTy, sk npaBuiio, BUMAararoTh 3HAYHO
OlbIIIe pecypciB, HIXK MMPOCKTH, 3aCHOBaH1 Ha HaNmKMCcaHH1 KoAay Bpyuny B HDL.

4. Artix-7 — mocuts crape nokoiinasg FPGA, punymene Xilinx B 2010 p. Ha MmoMeHT mipmii-
HaTTa cranaapty PQC mpomy ciMelicTBy Oyne Bxke sik MiHiMyM 12 pokiB. He3Baxkarouu Ha Te, 110
11e CIMEHCTBO SIK 1 paHilie BiTHOCHO MOIYJISIPHO JJIsi HEAOPOTHX JOJATKIB, BOHO HE SIBJISIE COOOIO
cy4yacHy TexHosoriro FPGA.

5. He npuiiHATO 3aCHOBYBaTH paH)XyBaHHsS KaHAWJATIB B KPUNTOrpadiyHMX KOHKypcax Ha
pe3yabTarax, OTPUMAHUX JUIsl OJHOrO CIMeWCTBa OJHOro IocradainbHMKa. Xoda Xilinx €
HanO1pIM po3pooHuKoM FPGA 1 SoC FPGA, Intel nmocinae apyre miciie, a iHII1 TOCTavaaIbHUKH,
taki sk Microchip i Lattice Semiconductor, Takox po3poonsiore FPGA, ski miaxomsarts s
peanizanii kpunrorpadiyaux anroputmis. [lix yac konkypcy SHA-3 Oynu orosnoiieHi pe3yabTaTu
3a cemu poguHamu FPGA Big 1BOX OCHOBHUX NocTavainbHUKIB, Xilinx 1 Altera. ITig yac KOHKypCyY
CAESAR 06ymu npwuifaari B poboty wotupu cimerictTBa Xilinx i yotupu cimeiicta Altera. s Beix
X CiMEHCTB pe3yibratd Oynu chopmoBaHi Ha ocHOBI omHoro i Toro ) HDL xomy. He Oymo
HEOOX1HOCTI KyIyBaTH Kilbka MPUCTPOiB abo riar. Jocuth Oyno OGe3KOITOBHUX a00 MPOOHUX
Bepciii iHcTpyMeHTiB. KoHcTpykiii 3akiH4yBajucsi TeHEpali€lo 3BITIB MICJHS PO3MIIIEHHS Ta
MapuipyTu3alii, B IKHX IPaBUIbHO OMUCYBAJINCS HAWTIpIIl MOKA3HUKU MPOJTYKTUBHOCTI KOHKPET-
Horo ex3eMiusipa 1anoro FPGA-mipuctporo.

6. IpyHTyrouuch Ha DOCBii aBTOPIB, YHUCIIEHH] EKCIIEPTH MPH PELEH3YBaHHI POOIT, IPUCBS-
YeHuX peanizanii kanaunatyp 2-ro payaay PQC, posrmsmanu BuGip NIST Artix-7 sik abcomoTHy
BUMOTY. 3asBKH, 1110 HE BIAMOBIJAIOTH 1[I BUMO31, MJJISTAIA BIIXHJICHHIO a00 3amuTaM Ha BHE-
CEHHs BEJIMKUX 3MiH. B pe3ynbraTi 651aroposHa MeTa 3poOMTH pe3ylbTaTH OUIbII 31CTABHUMU MIXK
coboro Oyma mepeTBOpeHa B TpHBIA i 3a00poHH a0 3aTpuMKHM MyOmiKaiii HeoOXiTHUX
pe3ynbTartis [1].

bepyun no yBaru mi moOoroBaHHS, peKOMEHAAIS Ui 3-TO payHay MOJISITaE B TOMY, 11100 3a-
OXOUyBaTH MOJAHHS 3BITIB PO pe3ylbTaTH, IPUHANMHI, 111 HacTynHux cimeid FPGA:

1. [na mamopecypcHUX anmapaTHUX 1 IpOrpaMHO-anapaTHUX peasizaliil Ha 6a31 mporpaMHUX
nporecopHux saaep: Xilinx Artix-7 (a1 cymicHOCTI 3 pe3ynbraTamu 2-ro payHnay) i Intel Cyclone
10 LP.

2. Jlng MajopecypCHHX MpOrpaMHHMX Ta anapaTHUX peai3alliii Ha OCHOBI BUKOPHUCTaHHS
KOPCTKUX nporecopHux aaep: cepii Xilinx Zynq 7000 Ta FPGA Intel Cyclone V SoC.

3. isg BUCOKOMIBHIKICHUX amapaTHUX 3aco0iB Ta IMIBUAKICHUX MPOTPAMHO-TEXHIYHUX
peamizamiii: Zynq Xilinx UltraScale+ Ta Intel Stratix 10 SoC.

Onnieto 3 mpuunH BuOOpy Zynq Xilinx UltraScale+, HaBiTh AJ11 YUCTUX amapaTHUX peati3allii,
AK1 He TOTpeOyIOTh BUKOpPUCTaHHS MoxJuBocTed SoC, € MATpUMKA IIUX HMPUCTPOIB OE3KOIITOB-
HOIO Bepcieto iHcTpyMeHTapiro Xilinx, Tak 3BaHoro Vivado HL WebPACK, sikoro mocratHbo amst
OTpUMaHHS BCIX HEOOXIIHUX pe3yabTaTiB eTaloHHOoro TtectyBaHHA. FPGA Xilinx Virtex-7
UltraScale+, sxi MoxkHa Oyno O BBakaTu MPUPOAHUM MPETEHACHTOM, HE MiATPUMYIOTHCS TIEIO K
6e3komroBHOIO Bepciero yTumiT. CimeiictBo Zynq Xilinx UltraScale+ takox pekoMeHIYyeThCS s
BHUCOKOIIBHJIKICHMX IPOrpaMHO-alapaTHUX peajlizalliif, 3aCHOBaHUX Ha BHUKOPUCTAHHI >KOPCTKHUX
MIPOIIECOPHUX sIJIEP, 3aBISKK TMOMIPHIH IIHI BIAMOBIIHUX MPOTOTUITHUX TIJIAT 1 HASBHOCTI O€3KOIII-
TOBHOT'O €TaJIOHHOTO HAa0OpYy Ul MporpaMHo-amapaTHUX peamizamiii cxem PQC, po3pobieHoro B
VYuiBepcureri [)xopmka Meiicona [7].
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Peanizanii opientoBani na FPGA

VY tabn. 7 Ta 8 miacymoBaHo peaiisaiiii, opienroBani Ha FPGA Xilinx Artix-7 Ta nos's3aHi 3
aumu FPGA Xilinx Zyng-7000 SoC. [Ins 1-ro piBHs criiikocTi micte kangunatie — Classic
McEliece, Crystals-Kyber, FrodoKEM, NewHope, SIKE Tta Saber — nosigoMuiu mnpo peanizaiiiro
BCiX Tphox omepariid. [Tonepenni peamizanii BIKE Oynu 30cepemkeni imie Ha reHepartii KIro4iB.
Jlins NewHope e mae 3-ro piBus criiikocti. Illogo piBus 5, o mis Classic McEliece pesynsratu
BIJICYTHI.

s Ginbmocti KEM wac pekancymsiii nepeBuIlye yac iHKancysmnii. 3anucu B TabiuIll BIIO-
PSIKOBYIOTBCS BIAIMOBIHO J0 Yacy JAEKAICyJslii B MKC (i, SKIIO MOTPiOHO, BIAMOBIIHO 1O Yacy
JCKATCYTISIT B TAKTaX).

PeliTunr kanauaarie, nepeniueHux y Tabda. 2 ta 3, qQy’e CKJIaJHO BU3HAYUTH HA OCHOBI HasiB-
HuX pe3ynpTaTiB. [lo-mepmie, Moxke OyTH HecHpaBeUIMBUM IMOPIBHIOBATH YWCTO amaparHi
peaunizariii 3 nporpamHo-anapatHuMu. [lo-npyre, Baxkko MOPIBHIOBAaTH MalIOpPECypCHI peanizariii 3
HMIBUAKICHUMH peani3allisiMi, OCKUIbKM BOHM ONTHMI30BaHI 3 YpaxXyBaHHSIM Pi3HUX MEPBUHHUX
noka3HuKiB. [lo-TpeTe, mporpamMHo-anapartHi peasizaiii Ha OCHOBI Pi3HHX MPOLIECOPIB AyKe CKIIAJ-
HO TIOPIBHATH OJWH 3 OMHMM. Hapemiri, HaBiTh AJs peani3aiiid, 110 BUKOPUCTOBYIOTh OJHAKOBUH
TUIN peaizanii (mporpamMHy/anapaTHy) Ta ananoridyauii tun npouecopa (RISC-V) nopiBusiHHS MO-
e OyTH HEHaBMHUCHO HE00 €KTUBHUM. Y KOHKPETHOMY BUNAJAKY [8] Oyli0 3apornoHOBaHO CYTTEBO
HIIY anapaTtHy MiATPUMKY aJTOPUTMIB, sIKI MOXKYTh CKOPUCTATHCS TEOPETUKO-UUCIOBUM IEPETBO-
pennsm — Kyber Ta NewHope — npotu anroputmy, sikuii He MO>ke HUM cKopucraTtucs — Saber. Jlo-
JTaTKOBUM, BIJIHOCHO HE3HAYHUM (DaKTOPOM € Te, 0 KiTbKa pe3yabTariB i kiacuaHoro McEliece
ta NewHope crocyrotsces ix IND-CPA-criiikoro ACI, a e IND-CCA-criiikoro KEM.

BpaxoByroun Bci mi (akrtopu, Malxke €IUHUM CHOCOOOM paHXyBaHHS, SIKUM I[UIKOM
3po3yMinui 3 Ta0m. 2 Ta 3, € paH)KyBaHHS KaHAUAATIB, IKI MAIOTh PE3YJIbTATH JJI YUCTO anapaTHOl
peamizanii, OpieHTOBaHOI Ha IIBUAKICHY. Y IIiif KOHKpETHIN KaTeropii paH>KyBaHHs AJs piBHSA
ctiiikocti 1 cranoButh: 1) NewHope, 2) Classic McEliece, 3) FrodoKEM. flkmio npunycTuTy, 1o
nporpamHo-anapartHa peanizanis SIKE 3 npouecopoM kopucTyBaua Maiie HACTIJIBKU K €()EeKTHB-
Ha sIK 1 YUCTO amaparHa peaiizaiis, To Takox MoxHa nonatu SIKE wa moswuii 4). Ha piBui 3 y
NewHope nemae Bapianty, a Ha piBHI 5 Classic McEliece Ta FrodoKEM He moBigoMisitoTh mpo
BHCOKOIIIBUJIKICHI YHCTO anaparHi peanizarii [1].

VY tabn. 9 ta 10 miacymoBaHo peainizauii, opienToBaHi Ha FPGA Xilinx Virtex-7. Ha xab,
€IMHUN BUCHOBOK, SIKMH MOKHa 3poOuTH 3 nux Tabmuik, — 1e nepeBara Classic McEliece nepen
SIKE 3 Touk# 30py BCiX MOKa3HMUKIB MPOIYKTUBHOCTI, OKpiM KinbkocTi LUT Ta Tpurepis.

VY Ttabn. 11 mopiBHIOIOTHCS pe3ysbTaTH, Mpo ki Oyno mopimomiieHo Hampukinmi 2019 p., Ta
pe3yibpTaTH, PO SK1 MOBIIOMIISUTH 1HIIN Tpynu BianmoBigHo 10 Saber Ta NewHope. Yci pesynbratu
Oynu otpumani 3 BukopuctanHaMm Tiei x SoC FPGA, Zynq UltraScale+. Ilporpamna/anapatna
peanizamist Round5 Oyna myke cxoka Ha 4UCTO amapaTHy peasizailito. Te )k caMe He CTOCYBajoCh
IporpamMHOro 3a0e3redyeHHsl Ta amapaTHOro 3abesnedeHHs Saber, 3HaAYHMN BIJICOTOK 4acy BHKO-
HaHHs OyB MPUCBAYCHUN (PYHKIIISAM, 110 3aJIUIIAIOTHCS B IPOrpaMHOMY 3a0e3NedeHHi, Ta nepeaadi
JaHUX 1 KOHTPOJIIO MK IPOrPaMHUM Ta arnapaTHUM 3a0e3neueHHsIM. SIK pe3ynbTaT, HalOUIbII TOY-
He nopiBHAHHA MK Round5 ta Saber MoxxnuBe Ha 3-My piBHI CTIHKOCTI, SIKHH Ma€ YHUCTO arnapaTHy
peamizamiro Saber. 3a paxyHok 1miel peanizarii Saber mepeBepurye Round5 3 HeBenTUKUM BiIpUBOM y
IJaHl 4Yacy BUKOHAHHS IHKAICYJAIIl Ta JEKamncyssmii. Y TOM e dYac, HaBiTh HaWIIBHIIIA
peamizamist Saber BukopuctoBye B 1,6 pasziB menme LUT, aixk RoundS, 3 oqHakoBO0O KUTHKICTIO
ogunniltb BRAM ta DSP. IToka3ano, mo FrodoKEM nabararo mosuibHimre, Hixk Saber 1 Round5
JUTS BCIX PIBHIB CTIMKOCTI.
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Jemro iHakmie, 1715t 5-T0 piBHS CTIMKOCTI 4nuCTO anapaTtHa peanizauis NewHope, npo sky moBi-
JIOMIISIETHCS B po0OOTi [9], HEMOCTATHBO IMIBUKA ISl TOTO, 11100 MEPEeBEPUINTH TPOrPAMHO-TEXHIUHY
peamizamito Round5 3 [10]. Opmnak mOpiBHSHHS JEMIO YCKJIQMHIOETbCS THM, IO B [9]
pesyabTatu cBiguaTh He mpo IND-CPA-criiike acumerpuune mudpysanus (a ve nmpo IND-CCA-
ctitikuit KEM), a numie npo cymy reHepariii Ta po3mudpyBaHHs KIHOYiB (2 HE PO caMe po3imud-
pyBaHHS).

Y Tabn. 12 miacymMoBaHO pe3ynbTaTH, sAKi JOCTYMHI i peamizaiii nudpoBUX MiAMHUCIB.
Peanizarii, opientoBani Ha FPGA, posrmsmatoreest mepmmmu B Tabn. 12. Ha sxamb, Kijbka
pesynbtatiB aisi qTESLA cTtocyroTbess HaOOpiB €BPUCTHUHUX MapaMeTpiB, SIKi OynM BiIKIMKaHi
npencraBaukamu 20 cepras 2019 p. Cepen pemTi KOHCTPYKIIH, i Artix-7, peHTHUHT KaHIUAATIB
Ha 1-my piBHi criiikocTi: 1) Picnic, 2) Dilithium i1 3) qTESLA. Pi3HuIi MK HUMH KaHAHIaTaMU
110/10 Yacy BUKOHAHHS JJI CTBOPEHHS MiANUCIB (OLIBII KPUTHYHO) Ta MEPEBIPKU MIAMKCIB TyKe
ictoTHi. Y TOW ke 4Yac, Juie peajizaris Picnic — 1e mBHUIKICHA Ta YMCTA amapaTHa peari3allis.
Pemra peanizamii — 11e peanizaiiis mporpaMHOro 3a0e3nedeHHs Ta o01ajaHaHHsa Ha ocHOBI RISC-V.
Kpim toro, kimpkicte LUT mnst Picnic mpubmusHo B mricTe pasiB Oimbmia, HiXK aus Dilithium, a
kimpKicTh BRAM y 3,75 pasu Oinbie. Y Toif sxe 9ac, mopiBHSHO 3 Picnic, 4ac CTBOPEHHS ITiIIHCIB
y Dilithium-I B 12 pasziB i y Dilithium-II B 16 pa3iB goBmmii.

Hns 3-ro piBHs peamizanis qist Picnic Bincytnsa. Peamizamii Dilithium-III ta qTESLA-p-1iI
CXOI 3a TUIIOM, LIJIbOBUM MPH3HAUCHHSIM Ta BUKOPUCTAHHSAM pPECypciB. Y TOMW K€ 4yac peaizarlis
Dilithium na mopsiaok edektuBHima. Peamizalii cxeM eleKTPOHHOIO MiANKCY, OPIEHTOBAaHUX Ha
Kintex-7 ta Virtex-7, y3arajpHeHi B oauiit Tabmuii. [l{o crocyerbes peanizamii Kintex-7, Rainbow
ictoTHO TepeBepurye Picnic mnst piBHs cridikocti 1. st pemté poauH Ta piBHIB Oe3meKH
MOBIIOMJISIETBCS JIMIIE MTPO OJHOTO KaHAWAATA 13 OHOBJIEHMM HabopoMm mapameTpis [1].
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Tabmuus 7
1-it piers KEM Ta PKE Ha Artix-7 (3a 3amoBuyBanHsM) Ta Zyng-7000 (o3HAYa€THCST BEPXHIM iHIEKCOM Z)

Max. BR Key G ti Encaps./Enc.’"? Decaps./(Dec.+Enc.)
Algorithm Type Target s LUT FF | Slice | DSP &y Leneration P ps./( )
Freq. AM
cycles us cycles us cycles us
Security Level 1
NewHope-512°2 HW HS 200 | 6,780 | 4,026 | - 2 7.0 4,200 21.0 6,600 33.0 9,100 455
mceliece348864°2 HW HS 106 |81,339]132,190| - 0 | 236.0 | 202,787 | 1,920.3 2,720 25.8 12,743 120.7
mceliece348864°2 HW HS 108 |25,327] 49,383 | - 0 | 168.0 [1,599,882] 14,800.0 | 2,720 25.2 18,358 169.8
Kyber-512 SW/HWRY | LW — [23925[ 10844 - 21 | 32.0 | 150,106 — 193,076 — 204,843 —
FrodoKEM-640 172 | 2,587 | 2,994 | 855 | 16 0
HW HS 171 | 5,796 | 4,694 |1,692| 16 0 204,766 | 1,190.5 | 207,269 | 1,212.1 209,867 1,408.5
16x 149 | 6,881 | 5081 |1.947| 16 | 125
Kyber-512 SW/HWRY | Lw 25+ |14,975| 2,539 [4,173| 11 | 140 | 74,519 | 2,980.8 | 131,698 | 5,267.9 142,309 5,692.4
NewHope-512 SW/HWRY | LW — [23925[ 10844 - 21 | 32.0 | 123,860 — 207,299 — 226,742 —
NewHope-512 SWHWRY | Lw 25+ |14,975| 2,539 [4,173| 11 | 14.0 | 97,969 | 3,918.8 | 236,812 | 9,472.5 258,872 10,354.9
LightSaber SWHWR | Lw — |23925] 10844 | - 21 | 32.0 | 366,837 — 526, 496 — 657,583 —
Kyber-512 SWHWR | Lw 59 | 1,842 1634 | - 5 34.0 | 710,000 | 11,993.2 | 971,000 | 16,402.0| 870,000 14,695.9
NewHope-512 SWHWR | Lw 59 | 1,842 1634 | - 5 34.0 | 904,000 | 15,270.3 | 1,424,000 | 24,054.1 | 1,302,000 21,993.2
SIKEp434 SW/HWE HS 162 |22,595| 11,558 | 7,491 | 162 | 37.0 |1,474,200| 9100 | 2,494,800 | 15,400.0 | 2,656,800 16,400.0
SIKEp503 SW/HWE HS 162 |22,595| 11,558 | 7,491 | 162 | 37.0 |1,733,400| 10,700.0 | 2,932,200 | 18,100.0 | 3,126,600 19,300.0
FrodoKEM-640 191 | 971 | 433 [ 290 | 1 0
HW LW | 190 | 4,246 | 2,131 [1,180| 1 0 (3,237,288 16,949.2 | 3,275,862 | 17,241.4 | 3,306,122 20,408.2
1x
162 | 4,446 | 2,152 [1,254| 1 12,5
C
SIKEp434 SWIHW® =W 143 10976 7.115 |3.512| 57 | 21.0 |2.187.902] 15.300.0 | 3,718,004 | 26,0000 | 3.046.804 | 27.600.0
SIKEp503 SW/HW® | Lw | 143 [10976| 7,115 |3,512| 57 | 21.0 |2,602,603] 18,200.0 | 4,390,104 | 30,700.0 | 4,676,105 32,700.0
FrodoKEM-640 SW/HWRY | Lw 25+ |14,975| 2,539 |4,173| 11 | 14.0 |11,453,942|458,157.7|11,609,668|464,386.7| 12,035,513 | 481,420.5
BIKE-1 Level 1% HW HS 165 | 1,907 | 1,049 | 608 | 0 70 | 95500 | 578.0 - — — —
BIKE-3 Level 1% HW HS 170 | 1,397 | 925 | 453 | 0 40 | 98,500 | 579.0 - - — —
BIKE-2 Level 1 HW HS 160 | 3,874 | 2,141 [1,312] 0 10.0 |2,150,000] 13,437.0 - - — -
BIKE Level 1 HW HS 135 | 1,865 | 589 | 590 | 0 40 |7,370,429] 54,540.0 - - - -
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Tabmuus 8
3-it ta 5-it pieai KEM Tta PKE Ha Artix-7 (3a 3amoBuyBanHsAM) Ta Zynq-7000 (mo3Ha4a€eThCs BEPXHIM IHAEKCOM Z)

Algorithm Type Target | Max. | LUT | FF | Slice | DSP | BR Key Generation Encaps./Enc.®® Decaps./(Dec.+Enc.)?
Freq. AM cycles Us cycles Us cycles Us
Security Level 3
mceliece460896°2 HW HS 107 |38,669|74,858| — 0 |303.0]5,002,044 | 46,704.4 3,360 314 31,005 289.5
FrodoKEM-976 169 | 2,869 | 3,000 | 908 16 0
HW HS 168 | 6,188 | 4,678 | 1782 | 16 0 476,056 2,816.9 479,993 2,857.1 483,073 3,076.9
16x
157 | 7,213 | 5,087 | 2042 | 16 | 19.0
A9
Saber? SW/HW HS 125 | 7,400 | 7,331 — 28 2.0 — 3,273.0 — 4,147.0 - 3,844.0
Kyber-768 SW/HWRY LW 25+ 14,975 2,539 | 4,173 | 11 14.0 | 111,525 4,461.0 177,540 7,101.6 190,579 7,623.2
SIKEp610 SW/HW*® HS 162 [22,595|11,558|7,491| 162 | 37.0 | 2,916,000 | 18,000.0 |5,443,200| 33,600.0 | 5,508,000 34,000.0
FrodoKEM-976 189 | 1,243 | 441 362 1 0
HW LW 187 | 4,650 | 2,118 (1,272 | 1 0 |7,560,000| 40,000.0 |7,480,000| 40,000.0 | 7,714,286 47,619.0
1x
162 | 4,888 | 2,153 |1,390| 1 19.0
C
SIKEp610 SW/HW LW 143 |10,976| 7,115 | 3,512 | 57 | 21.0 | 4,347,204 | 30,400.0 |8,108,108 | 56,700.0 | 8,208,208 57,400.0
FrodoKEM-976 SW/HWRY LW 25 (14,975| 2,539 (4,173 | 11 14.0 26’025'32 1,040,213.0 29’7‘719'41 1,189,976.7| 30,421,175 | 1,216,847.0
BIKE Level 3 HW Hs | 135 [1884| 557 [ 593 | 0 | 5 %79 2310000 - - _ -
Security Level 5
NewHope-1024%? HW HS 200 | 6,781 | 4,127 - 2 8.0 8,000 40.0 12,500 62.5 17,300 86.5
NewHope-1024° HW HS 190 [13,244| 8272 - 24 | 18.0 - - 34,000 178.0 30,600FP 160.0%P
Kyber-1024 SW/HWRY LW 25 (14,975| 2,539 (4,173 | 11 14.0 | 148,547 5,941.9 223,469 8,938.8 240,977 9,639.1
NewHope-1024 SW/HWRY LW 25+ (14,975| 2,539 (4,173 | 11 14.0 97,969 3,918.8 236,812 9,472.5 258,872 10,354.9
Kyber-1024 SW/HW LW — 123,925/10,844| - 21 | 32.0 | 349,673 — 405,477 - 424,682 -
NewHope-1024 SW/HW LW — 123,925/10,844| - 21 | 32.0 | 235,420 - 392,734 - 450,541 -
NewHope-1024*2 SW/HW HS 25 |26,606(26,303| - 32 1.0 | 357,052 | 14,282.1 | 589,285 | 23,571.4 756,932 30,277.3
FireSaber SW/HW LW - 123,925(10,844| - 21 | 32.0 |1,300,272 — 1,622,818 - 1,898,051 —
Kyber-1024 SW/HWRY LW 59 | 1,842 | 1,634 5 34.0 | 2,203,000 | 37,212.8 |2,619,000 | 44,239.9 | 2,429,000 41,030.4
SIKEp751 SW/HW°® HS 162 [22,595|11,558|7,491| 162 | 37.0 | 3,742,200 | 23,100.0 |6,188,400 | 38,200.0 | 6,658,200 41,100.0
NewHope-1024 SW/HWRY LW 59 1,842 | 1,634 5 34.0 |1,776,000 | 30,000.0 |2,742,000| 46,317.6 | 2,528,000 42,702.7
SIKEp751 SW/HW°® LW 143 [10,976| 7,115 | 3,512 | 57 | 21.0 | 7,965,108 | 55,700.0 13‘126’01 92,000.0 | 14,185,614 99,200.0
FrodoKEM-1344 SW/HWRY LW 25 (14,975| 2,539 (4,173 | 11 14.0 67‘984’17 2,719,766.8 71‘521’35 2,860,054.3| 72,526,695 | 2,901,067.8
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Ta6mums 9

KEM 1-ro piBas Ha Virtex-7 (3a 3aMOBUIyBaHHAM) Ta Virtex-6 (M03HAYEHO BEPXHIM 1HIEKCOM Vo)
Max. BR Key Generation Encap./Enc.®? Decaps./Dec.®?
Algorithm Type Target LUT FF Slice | DSP
Freq. AM
cycles Us cycles Us cycles Hs
Security Level 1
SIKEp503 HW HS 171| 25,094| 26,971| 9,514 264/ 34.0/ 640,000] 3,738.3| 1,120,000 6,542.1|1,210,000 | 7,067.8
SIKEp434 SW/HW HS 142| 21,210 13,657| 7,408 162 38.0/ 981,180, 6,900.0f 1,677,960 11,800.0{1,777,500 |12,500.0
SIKEp503 SW/HW HS 142| 21,210 13,657 7,408 162 38.0{1,166,040| 8,200.0{ 1,976,580| 13,900.0|2,104,560 |14,800.0
LEDAkem-128cPV6 HW LW 235 104 53 33 0 1.0 — —| 712,000f 3,029.8(2,620,000 |18,714.3
140| 2,222 658 870 0 13.0
SIKEp434 SW/HW LW 152| 10,937 7,132| 3,415 57 21.0/2,191,781| 14,400.0| 3,713,851 24,400.0|3,957,382 |26,000.0
SIKEp503 SW/HW LW 152| 10,937 7,132 3,415 57 21.0{2,602,740( 17,100.0{ 4,383,562| 28,800.0|4,672,755 |30,700.0
Pozpo6ka Bapianty KEM, criiikoro mo ataku 3 oOpaauM Bigkputum TekcToM (CPA)
V8 [TpoexT peanizoBano Ha Virtex-6
° IIpoekT craporo Habopy napaMerpis 3MiHeHo noganumu 19 Gepesus 2020 p.
Tabmuus 10
KEM Ta ACIII 3-ro Ta 5-ro piBHiB cTiiikocTi Ha Virtex-7
Max. BR Key Generation Encaps./Enc.*? Decaps./(Dec.+Enc.)*?
Algorithm Type Target LUT FF Slice | DSP
Freq. AM
cycles Hs cycles us cycles s
Security Level 3
mceliece460896°* HW HS 131| 109,484| 168,939 - 0| 4460 515806  3,943.5 3,360 25.7 17,931 137.1
SIKEp610 SW/HW HS 142| 21,210| 13657| 7,408 162| 38.0| 1,962,360| 13,800.0| 3,654,540| 25,700.0 3,711,420 26,100.0
SIKEp610 SW/HW | LW 152| 10,937| 7,132 3,415 57| 21.0| 4,353,120 28,600.0/ 8,097,412| 53,200.0 8,219,178 54,000.0
Security Level 5
mceliece6960119°* HW HS 130| 116,928| 188,324 — 0| 607.0 974,306| 7,500.4 5413 41.7 25,135 193.5
mceliece6688128° HW HS 137| 122,624| 186,194 - 0| 589.0| 1,046,139| 7,658.4 5,024 36.8 29,754 217.8
mceliece8192128%* HW HS 130| 123,361| 190,707 - 0| 589.0| 1,286,179]  9,901.3 6,528 50.3 32,765 252.2
mceliece6960119%° HW HS 141| 44,154] 88,963 - 0| 563.0] 11,179,636] 79,570.4 5,413 38.5 46,141 328.4
mceliece6688128%* HW HS 136 44,345| 83,637 — 0| 446.0| 12,389,742| 91,034.1 5,024 36.9 52,333 384.5
mceliece8192128%* HW HS 134| 45,150 88,154 — 0| 525.0| 15,185,314| 113,154.4 6,528 48.6 55,330 412.3
SIKEp751 HW HS 167| 45893 50,390 17,530 512  43.5] 1,240,000  7,407.4| 2,170,000{ 12,963.0 2,330,000 13,918.8
SIKEp751 SW/HW HS 142| 21,210/ 13,657| 7,408 162| 38.0| 2,516,940 17,700.0| 4,166,460 29,300.0 4,479,300 31,500.0
SIKEp751 SWHW | LW 152| 10,937| 7,132 3,415 57| 21.0| 7,960,426 52,300.0| 13,150,685 86,400.0 14,185,693 93,200.0
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Tabmums 11
VYci KEM ta ACII Ha Zynq Ultrascale+

Max. Key Gen. | Encapsulation | Decapsulation
Algorithm Type | Target LUT FF Slice | DSP | BRAM
Freq.
cycles | us | cycles us cycles us
Security Level 1
R5ND 1KEM 0d | SW/HW HS 260 |55,442| 82,341 (10,627 O 2 — — — 19.0 — 24.0
LightSaber SW/HW | HS 322 |12,343| 11,288 | 1,989 | 256 3.5 — - - 53.0 - 56.0
FrodoKEM-640 SW/HW HS 402 | 7,213 | 6,647 | 1,186 | 32 135 - - - 1,223.0 - 1,319.0
Security Level 3
Saber HW HS 250 |45,895| 18,705 — 0 2 4,320 [ 17.3| 5231 | 20.9 6,461 25.8
Saber HW HS 250 |25,079| 10,750 — 0 2 5435121.8| 6,618 | 26.5 8,034 32.1
R5ND 3KEM 0d | SW/HW HS 249 |73,881109,211(14,307| O 2 — — — 24.0 — 33.0
Saber SW/HW HS 322 12,566 | 11,619 | 1,993 | 256 3.5 — — — 60.0 — 65.0
FrodoKEM-976 SW/HW HS 402 | 7087 6693 1190 32 17 - - - 1,642.0 - 1,866.0
Security Level 5
R5ND 5KEM 0d | SW/HW HS 212 191,166 |151,019(18,733| O 2 — — — 32.0 — 42.0
NewHope-1024™ | HW HS 406 [13,961] 8,149 | -— 25 18 — — [34,000] 83.0 | 30,600°° [75.0°"
FireSaber SW/HW HS 322 |12,555| 11,881 | 2,341 | 256 3.5 — — — 74.0 — 80.0
FrodoKEM-1344 | SW/HW HS 417 | 7,015 | 6,610 | 1,215 | 32 17.5 - - - 2,186.0 - 3,120.0
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Tabmums 12
Cxemu EII Ha Artix-7, Kintex-7 ta Virtex-7

Algorithm Type | Target | Max.| LUT FF Slicej] DSP| BR Key Gen. Signature Verification Signature Generation| Family
Freq. AM cycles us cycles us cycles us
Security Level 1 & 2

Picnic-L1-FS HW HS 91| 90,535| 23,516/ 25,160 0] 525 - - 29,600 325.6 31,300 344.3
gTESLA-I SW/HW Lw 25| 14,975| 2,539 4,173 11| 14.0/ 4,846,949| 193,878.0 38,922 1,556.9| 168,273 6,730.9
Dilithium-I SW/HW Lw 25| 14,975| 2,539| 4,173 11| 14.0 95,202| 3,808.1| 142,576 5,703.0) 376,392 15,055.7| Artix-7
Dilithium-II SW/HW Lw 25| 14,975| 2,539| 4,173 11| 14.0 130,022 5,200.9] 184,933 7,397.3] 514,246 20,569.8
qTESLA-p-I SW/HW Lw 121 7,212| 4,378 2,438 15| 139.0 925,431 7,648.2] 946,520 7,822.5| 4,165,160 34,422.8
Rainbow-Ic ** HW HS 90| 52,895| 32,476|15,112 0| 67.0 - - - - 979 10.9
Rainbow-la HW HS 111 27,712| 27,679] 8,939 0] 59.0 - - - - 1,980 17.8| Kintex-7
Picnic-L1-FS HW HS 125 90,037| 23,105 - 0] 525 - - 29,600 237.0 31,300 250.0
Rainbow-Ic ** HW HS 167| 52,721| 32,475|15,976 0] 67.0 - - - - 979 5.9

Virtex-7
Rainbow-la HW HS 181| 27,556| 27,675| 7,065 0] 59.0 - - - - 1,980 10.9

Security Level 3
qTesla-111-speed * | SW/HW LW 25| 14,975 2,539| 4,173 11| 14.0] 11,898,241 475,929.6 67,712 2,708.5| 317,083 12,683.3
qTesla-111-size © SW/HW LW 25| 14,975] 2,539| 4,173 11| 14.0] 11,479,190 459,167.6 69,154 2,766.2| 348,429 13,937.2
Dilithium-III SW/HW Lw 25| 14,975| 2,539| 4,173 11| 14.0 167,433 6,697.3| 229,481 9,179.2| 634,763 25,390.5| Artix-7
gTESLA-p-111 SW/HW LW 121 7,475| 4,518| 2,473 15| 147.0] 2,305,220 19,051.4| 2,315,950 19,140.1| 7,745,088 64,009.0
Security Level 4 & 5

Picnic-L5-FS HW HS 125| 167,530| 33,164 - 0] 985 - —| 146,600 1,173.0{ 154,500 1,236.0| Kintex-7
Dilithium-IV SW/HW LW 25| 14,975 2,539| 4,173 11| 14.0 223,272 8,930.9| 276,221 11,048.8] 815,636 32,625.4| Artix-7
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BucnoBku

Y poboTi pO3MIIAHYTO MOMEpPEeAHi NOCHIPKeHHS MIOJO0 amapaTHOl Ta MporpaMHO-anapaTHOi
immiemenTanii PQC-cxem B pamkax 2-ro paynay koHkypcy NIST PQC. 3 26 xanauaatiB micts —
NewHope, Crystals-Kyber, FrodoKEM, Saber, Round5 ta SIKE — oTpumainu HailOiabIne MOKPUTTS
3a KUIBKICTIO peajti3aiiii Ta moB’s;3aHux myOutikanid. Yci BOHM MalOTh K IIBUJIKICHI, TaK i Majope-
CypcHi peami3aiii. Byio 3acToCOBaHO CITUJIBHE MPOEKTYBAaHHS MPOTPAMHO-TEXHIYHOTO 3a0e3medeH-
HS JUIS IIBUIKICHUX, a HE MaJIOPECYpCHHUX peai3aliid, mo mpusBeno 1o Bubopy Xilinx Zynq
UltraScale+, naticyuacuimoi rpynmu SoC FPGA, y sxocti ocHOBHOI miatdopmu. BinMminHNM (ak-
TOpPOM € Te, 1o 114 ardopma BKIodae B cede mposinuuit mporecop ARM Cortex-AS3, skwuii mpa-
mroe Ha yacTtoti 1,2 I'T1, 1 3HaYyHa KUIBKICTh TPOrpaMOBaHO JIOTIKK MIATPUMYE anmapaTHi MPUCKO-
proBaui, sSIKi IPaIIOI0Th Ha TAKTOBUX yacToTax 10 500 MI 1.

Jns kockHOTO KaHauaara Oyia 3pobiieHa cripo0a BUBAHTAXKHUTH SKOMOTa OUIbIIIE Oomnepariii Ha
obmamnanuaMm. st 50 % mocmimkyBarnx KEM neit Bigcotok csraB 100 %. Takum gyuHOM, Bifmo-
BiJIHI peati3alii MOXyTh CIIPUHMATHUCH Y SKOCTI allapaTHUX peai3alliii, IpUITyCKalo4H, 10 BUMA-
KOBE MOYaTKoBE 4ncio (po3Mmipom 16, 24 abo 32 Gaiitu) Oyno mepegaHo amapaTHOMY MOJYIIIO TIij
yac iHkancynauii. KEM, peanizoBanuii 3a 10moMororo 11poro miaxonay, BkiatouaB Kyber, LAC (v3a
ta v3b), NewHope Ta Round5 (3 K0/10M /17151 BUIIPABJIEHHS IOMMIIOK Ta 6e3 Horo). Ix kox 6yB mpo-
TecToBaHU 3a gornomororo FPGA Artix-7 ta Virtex-7.

o crocyeThcst Yacy BUKOHAHHS Ta BUKOPUCTAHHS pecypciB, Round5 3 kogom BumpasieHHs
nomuiiok (RSND_5d) mepesepuryBaB Round5 6e3 koay BumpaBnenns nommiok (RSND 0d). Ana-
noriuno, LAC-v3b BusBuBcs kpamum 3a LAC-v3a gk 3a mBHAKICTIO, TaK 1 y BigHomeHHi FPGA-
pecypciB. Ilpu mopiBHSHHI HalWKpamuMx MPeICTaBHHUKIB 4oTHpbox KaHmumaTie — Kyber, LAC,
NewHope ta Round5 mosxHa 0yio 3poOuTH HACTYITHI BUCHOBKH. Yacu BUKOHAHHS WX KaHIM/IATiB
Oy HaA3BUYANHO OMU3BKUMH OJMH A0 OAHOTrO. (1S 1HKamcymsiii TepMiHM BUKOHAHHS Oy B
Mexax 10 % oauH BiJl OJHOTO Ha piBHI Oe3mneku 5, y Mexax 22 % Ha piBHI Oe3neku 3 Ta B Mexax
32 % Ha piBHi Oe3neku 1. [{ns gexancysmsimii Hal#OLIbII BIIMIHHOCTI ckiananu 26 % Ha piBHI 5,
22 % wna piBHi 3 Ta 48 % Ha piBHi 1. ¥ nekinbpKkoxX BUMaakax Jmmie 3MiHa cimelictBa FPGA 3 Heno-
pororo Artix-7 Ha BUcOKoe(eKTUBHUI Virtex-7 CpUUMHHUIA CYTTEBI 3MIHM B PEHTUHTY, HaBiTb,
ski1o koa HDL 3anumuBcs TOYHO TakuM ke. Takum YMHOM, MOYKHA 3pOOUTH BUCHOBOK, 1110 PI3HU-
I MK IMMHU CXeMaMH 3a MIBUJKICTIO 3aHAJTO Maja, o0 BinaTu nepesary Oyab-ssKoMY KOHKpET-
HOMY KaHauzaary. Ll pesynapTat cynepeyaTb OJHOMY 3 NMONEPEIHIX 3BITIB, AKUI CBIAYUTH MPO BiJ-
craBanas LAC Bin NewHope Ta Kyber.

['oBOpsiuM TIPO BUKOPHUCTAHHS PECYpCIiB, MITKPECINMO, 10 HEBEJHMKAa IlepeBara HaJICKHTh
NewHope ta Kyber. O6unsa BukopuctoBytoTh MeHIy kinbkicts LUT Ta Tpurepis (FF), aixk LAC
ta RoundS, a Bukopucranns aumu DSP-oguauis Ta BRAM, xo4a 1 € nmenio BUIImMM, aje ayxe
nomipHe. Kpim toro, i NewHope, i Kyber BukoprcToBytoTs Maii’ke 0HAKOBY KUIBKICTh PeCypciB
He3aJIeKHO Bija piBHs O6e3neku. Y Bunaaky LAC ta Round5 BukopucTaHHs pecypciB pi3KO 3pOCTae
31 30UIbIIEHHSAM piBHS Oe3NeKH. 3Aa€ThCsl, KOJIMIIHS BIACTHBICTh € MEpeBaroko Juisd mporpam, ski
noTpedyoTh MIATPUMKH HaWBHUIOTO abo BCiX PIiBHIB Oe3neku. 3okpema, KOHCTpyKuii k-B-1, siki
HOiATPUMYIOTH yci K piBHI Oe3MeKkH Ta JO3BOJSIOTH 3MIHIOBATH X MiJl YaC BUKOHAHHS, SIK IPAaBHJIO,
MaloTh JIMIIE ACN0 OUIBIINI piBEHb BUKOPUCTAHHS PECypCiB, HIXK MaKCUMaIbHUI piBEHb O€3MEKH.
TaxkuM 4nHOM, MJIOCKA 3aJIeKHICTh BUKOPUCTAHHS PECypcCiB BiJ piBHS Oe3nexku nependavae nmoTeH-
miaj JJis Ty’Ke eKOHOMIYHUX TPOeKTiB k-B-1. YV ToM e vac, 1ei moTeHIlian BCe K MMOBUHEH OyTH
MiATBEPKEHUH 3a JIOTIOMOTOI0 TOBHUX MPOEKTIB.

Takox Oyna HaBezeHa neranbHa xapaktepuctuka FPGA cimelictBa Xilinx. KoskHa KOHKpeTHa
FPGA mae BUKOPUCTOBYBATHUCS 3QJIEKHO Bl METH, OUIKYBaHOT BApTOCTI Ta IPOAYKTUBHOCTI.
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C.O0. KAH/{IH, I'.A. MAJIEEBA

AHAJII3 CKUIAJHOCTI ATAK
HA MYJIbTUBAPIATUBHI KPUIITOI'PA®IYHI IEPETBOPEHHSA
3 BAKOPUCTAHHSM AJITEBPATYHOI CTPYKTYPH OIS

Beryn

B ocTaHHI pokH iHTEpeC A0 KPUNTOCUCTEM, IO IPYHTYIOTHCS HA O0araTOBHMIpHHX KBaJlpaTHy-
HuX neperBopeHHsax (MQ-nepeTBopeHHsIX), 3Ha4HO 3pic. B mepury depry 1ie noB’s;3aHO 3 KOHKYp-
com NIST PQC [1] Ta HEOOXIAHICTIO Y MPAKTHYHUX CXEMax €JIEKTPOHHOIrO IiAMUCY, IO € CTIHKH-
MU JI0 aTaK Ha KBAHTOBUX KOMIT foTepax. He3pakaroum Ha Te, 10 CBITOBOIO CIIUILHOTOO Oyiia mpo-
BEJICHA BEJIMKA POOOTa 3 KPUITOAHAI3Y MPEJICTABICHUX CXEM, 0arato MUTaHb MOTPEOYIOTh MOa-
aeiroro yrouneHHs. Crnemiamictu NIST myxe obepexHO MigXoasaTh A0 MPOLECy CTaHAapTU3aLii i
3aKJIMKAIOTh KPUIITOJNOTIB [4] y HaWOMMK4l TPU POKH MPOBECTU BCECTOPOHHIN aHami3 (iHaANICTIB
koHKypcy NIST PQC mepen ix cranmapruzariero.

Onuum 3 QiHATICTIB € cxema eleKTpoHHoro mianucy Rainbow [2]. Bona e y3arajibHeHHSIM
cxemu UOV (Unbalanced Oil and Vinegar) [3]. HemoxaBHo Ha iHIIe y3araJdbHEHHS Ii€i CXeMH —
LUQV (Lifted UOV) [5] Oyna 3Haiigena araka [6], mo 3a mosiHOMiaJbHUAN Yac 37aTHA MOBHICTHO
BITHOBUTH 3aKpHTUH Ki1r04. OCOONMMBICTIO Ii€i aTaku € BUKOPHUCTAHHS alreOpaidyHoi CTPYKTYypH
noJisi, Hax skuM 3agane MQ-nieperBopenHs. Lleli HanmpsiIMOK atak 3’SBHBCS HEIIOAABHO 1 JI0CI HE
3pO3YMIJIO YU MOKJIMBO BUKOPUCTOBYBATH CTPYKTYpY IoJist y cxemi Rainbow.

Mertoro i€l poOOTH € cCHCTEMaTh3allis TEXHIK, 0 BUKOPUCTOBYIOTHCS y aTakax 3 BHKOPHC-
TaHHIM anredpaiuHoi CTPYKTYpH modist 11l KpuntocucteM Ha ocHoBi UOV Ta aHami3 nepemkon s
iX y3aranpHeHHs Ha cxemy Rainbow.

Cxema UOV Ta ii y3arajibHeHHS
Hexait samano mone GF () Ta itoro miznone GF(d,) = GF(0,). B ocuosi cucremn

UOV nexuts mepersopenns F | GF " (ql) — GF"™ (ql) , ke 3a1aeTbest 1 OaraTOBUMIpHUMU

nosinomamu Bifg M 3MIHHEX:

f(l’(X) ZZa XX +Zﬁx +7,

i=l j=i

2
F(X) = f@(X)= ZZa X, X; +Z,Bx+y2

_1J| ’

fM(X)= ZZa XX +Z,B X + 7.

i=1l j=i

"

ne koediuientn & , [ , ¥y v sarambuomy sumanky nanexars nomo GF(0,) < GF(q,). 3ua-

IJ !
XOOKCHHA Hp006p3.3y AJIs1 IbOTO ICPETBOPCHHS € CKJIAAHOIO 3a1a4€1o, OCKIUJIBKH BOHO MICTHTh HE-
n n

TiHIIHY YacTUHY Z z e X;X; . Hanani ue nepeTBopeHHs MacKyeTbesl ABOMA ahiHHUMHU IepeT-
i=1 j=1

BopeHHsiME P = SoF oT . Hianuc e pooOpa3zoM JUIsl MOBIAOMIICHHS BITHOCHO I[bOTO (DiHAIBHO-
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ro nepeTBopeHHs. BupoObutn mianuc MOXIJIMBO, SIKIIO 3a(iKCyBaTH YacTUHY TaKMM YHWHOM, L00
CUCTEMa PIBHSHB CTaJa JIiHiIiHOW. HemiHiliHa yacTHA y IbOMY BHMAJKY JUIMTHCS Ha JB1 HE3aIeXK-
Hi yactuHu. B cxemi Rainbow 1eii moain y3aranbHIOETHCS Ha OUIBINY KUBKICTh HE3aJICKHUX Yac-
TuH. JletanpHuii oris 3MiH Haganuil B crenudikamii Rainbow [2]. Sk mpaBuiio, B KpUITOCHCTE-
Max, 1o nobynosani Ha cxemi UOV, Bukopucrosyetses mone GF (2r) . Lle#t BuGip oOymoBICHUI
THUM, 110 JJIs1 IIOTO TOJIsI, HA BIAMIHY BiJl 1HIIMX BIJJOMHX T0JIiB, MOKJIMBO peaji3yBaTH IIBUIKI Ta
KOHCTAaHTHI 33 94acoM alroput™Mu MHOXeHHs mominomi. [ mons GF ( p) , Ie P -mpocre uucio,
11l TOKAa3HUKU 3HAYHO MOT1PIIYIOTHCS.

Jndepenuiiini aTaku HA mianoJe

OcHoBHOI0O TpoOIeMor0 KpuntocucteM Ha MQ-mepeTBOpeHHSX € BeIHMKi pO3MipH KITIOYiB.
V jeskux kpunrocucTemax [5] mis Bupimenns miei npo6nemu y sxocti nons GF (qz) BUKOpUC-

TOBYIOTb I10JIC GF (2) . lle mpusBeno mo nosBu audepeHiiinux arak Ha migmose (subfield differ-

ential attack) [7]. Ataka € MOXJIMBOIO Yepe3 HAsABHICTh MPOMDKHHMX IIiIIOIIB MiXK GF(ql) Ta

GF(C]Z)  icnye none GF (2d ), Take 1o

GF(2) cGF(2°) c GF (2"). (1)
Sxmro Take mosie icCHye, TO MOXKJIMBO MOOYAyBaTH i30Mop(hizmM
GF(2") = GF(2")[X1/(9(t)). (2)

ne g(t) e messimunm momimomom cremenst S=11/d . VY 1poMy BHIAIKy KOMIIOHEHTH PiBHSHD

MOXKITHBO ITEPErPYITYBATH 3a CTENEHAMH { i CTBOPUTH HOBY CHCTEMY PiBHSHB, SIKA MiCTHTH MEHIITY
KUTBKICTh HEJIIHIMHUX KOMIIOHEHTIB.
KnrouoBa imes araku monsirae y TMONIYKY ™pooOpa3dy Hisi JOBUIBHOTO —€JIeMEeHTa

Y eGF"(2") & ¢popmi audepermiany X = X'+ X, xe X'eGF"(2") i X GF”(Zd).
TIpu ubomy X ' oBupacTbest BUNaakoBuM dnHOM. OCKUIbKH X HATIEKHTh 4O HPOMIKHOIO TOJIS
GF (2%), to MHOXMHA pileHb CYTTEBO 3MEHIIyEThCA.

. . 1 V2
Po3ryisiHeMO JeTanbHie npomec momyKy pimenns. Skmo o6uucimrn P (X '+ X)), To matu-

pP (X '+ X) = ZZaU(x +%)(X] +x)+z,6 (X +X)+7,
(X4 ) — p? (X'+X) = Zl;au (X +%)(x; +x)+z,8 (X +%X)+7,

p™ (X '+ X) = Zza (x. +x)(x +X)+Z,B (% +%)+7,

i=l j=i

[Ticnst po3KpHUTTS AYXKOK Ta MEPErpyIyBaHHS HEBIIOMUX MaEMO HOBY CUCTEMY PIBHSHB BiIHO-

cao X:
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~

P (X '+ X) = ZZ“ (XX + XX, + XX, )+Z,B (X +x)+yk+22a”27

_1J| —ljl

p(X s K) = p? (X '+ X) = ;;a (xx+xx +xx)+Zﬁ (X +x)+7k+;;a XX,

(m)(X '+ X) = ZZO{” (XX + XX, +XX, )+Z,B (X +x)+yk+zz(z” XX

i=1 j=i i=1l j=i

V HOBilf cHCTeMi PiBHAHD MOKIIMBO BHAUTHTH JiHiiHy dactuny G ()? ),k=1..m:
n n
G (X) =D &y (X% + XX, +xx)+z,8 (X +%X)+7, 3)
i=1 j=i
Ta kBagpaTUUHy YaCTUHY Qk ()? ), k=1..m:

Q (X)= ZZa., XX, . (4)

i=l j=i

Ockinpku icHYe 130MOpdi3M (2), TO PIIIEHHS] CUCTEMH MOXKIIUBO PO3TISAATH SK MOJIIHOM Bij-
HOCHO JI€IKO1 3MiHHOI 1 :

S—1
P(X'+X)=> wt. (5)
i=0

HpI/I ObOMY YaCTHHA MaTHUME BUTJIA
s—1 )
G, (X)=> g, (X)t", (6)
i=1

\/ e e . . . N/ d
e gik (X) - HOBI JIH1MHI TOJI1HOMH. | KBaJApaTHu4Ha 9aCTHHA, OCKUJIBKA X S GF f (2 ) , MAaTUMC

BUTIIA
Qu(X) = Wo, (7)
Takuii TpOCTUI BUTJIAL 3YMOBJIEHUN THM, IO aijk c GF(Z) . Tox, sxkmio migcymysatu (5) -

(7), TO OTPUMYEMO HOBY CUCTEMY PIBHSHB!

(X K) =g, (XX +Q,(K) =S w

) R _5—1 i _ _s—l i
sz | P00 =50, QDS

pP™(X'+X)= igim (X' +Q_(X) = .Siwimti
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Hoga cucrema e nepeBu3HadeHow. BukopucroBytoun meron [8], i MokHa 3BECTH 70 CHCTEMHU
(n—=(s—=1)m) : . . :
3 M- ) | PIBHSHD Ta HEBIIOMUX. Jist 61IbIIOCTI 3aralbHOCHCTEMHHX HTapaMeT-
piB 111 HOBa cucTeMa Oye CYyTTEBO MEHIIOIO 32 OPUTIHAJBHY. Y CBOIO Yepry, BUPIIICHHS L€l CUC-
TE€MH MaTUME MEHIIY CKJIaJHICTb.
Bkuaaneni nudepenuiiini ataku Ha mignoJie

L1i araku y3araapbHIOIOTH AUQEPEHIliHI aTaku. 3aMicTh TOMIYKY poodpa3y y dhopMi audepe-
s—1

Hiany X'+ X = Z:Wi'[i +X aBTOpH HPOIOHYIOTH IIYKATH HOTo B hopmi
i=0

_ 2

X =X, + X t+ Xt (8)
e XO, Xl, Xz--- IIYKAIOThCSI ITEPATUBHO HA OCHOBI MOIMEPEIHIX 3HA4YeHb. [l omucy mporenypu
MOIIYKY HEOOX1JHO BBECTU MOHATTA S -BiAciueHHs. [Iponienypa S -BifciueHHS AJs €1€MEHTa Kijlb-

us GF (Zr) (y moniHOMiaNbHOMY IIPECTABJICHHI) TOJISTa€e y BiacidyeHHi crapmmx I — S koediri-
€HTIB:

r-1 ) S .
a=) at' =>a’ => at'.
i=0 i=0
BiamosigHo 1y1st 6araTroMipHOTO TIOJIIHOMA:

f(X) :Zn:i“uxjj +Zn:,3i7i +y=

i1 joi
= f_s()?):znlzn:&fjiiij +anﬁf’7i +7°
i1 i i1

I JJIA CUCTEMU piBHS[HB BHU3HAYA€CTbCA HACTYIIHUM YHHOM:

n(X) Pi(X)
P(X) =/ pz(:x) = P*(X) =1 pZEX)
Py (X) P (X)

BiamosigHOo 10 BBEAEHOT HOTAIIT 3MIHHI XO, Xl, X2 ... 3HAXOMATHCA 3 HACTYIHUX PiBHSIHb:
Xo - pillIeHHs PIBHAHHSA p° (X,) = Y®

Xl - pilIEHHS PIBHSAHHSA |51(X0 + Xlt) = Y_l,

Xs_l - pillIeHHs PiBHSIHHS ISS‘l(XO + Xlt +...+ X ool 24X oql S_l) =Y,

. . . . . p 0 v/ 0
OCKUTBKH PIIICHHS 3HAXOIUTHLCS ITEPATUBHO, TO CEPEJl IUX PIBHSHB TLTBKU P (Xo) =Y "¢
HEHIAHIM:
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Q (Xo)

ﬁo(xo) _ Q, (:xo) ,

Qn(Xo)

ne Qk (X 0) BU3HAUYAETHCS 32 hopmyioro (7). [y BCiX IHIMMX BUMAAKIB A0 PIBHSIHHS Oyne mona-
BaTHCH JIHIMHAN wieH. Tak mis 0<S<T cucrema PIBHSIHb MAaTUME BUTJIS;

S—

g, (Xt +Qu(Xg) + 9, (X,)

5 (X.) = i=1giz(xi)tl+Q2(X0)+gsz(xs)_

S

S

S—

g, (Xt +Q,, (X,) + g, (X,)

i=1

Ockinpky HeJNiHIIiHA YacTHMHA 3HAXOAMTHCA Ha MEPIIOMY KpPOLli, TO BHUPIIIMUTH BCi CHCTEMH,
OKpIM IepIIoi, MOKIIMBO 3a MOMIHOMIaNbHUIA Yac. ToX, CKIaJHICTh aTaKH BU3HAYAETHCS CKIIAIHIC-

Ti0 BUpimenHs cucremu s Bunaaky S = 0.
AHaJii3 aTaK Ta nepcrneKTUBH PO3BUTKY

Po3rnsHyTi aTaku IpyHTYIOTHCS Ha JEKITBKOX MPUITYIICHHSIX

- TI0JIe, HaJ[ IKUM BH3HAa4Y€HA CHCTEMa pPIBHSIHB, Ma€ HeTpuBiaybHI Tianoss. [lomyk mpoobpasy
Bi/I0YBA€THCS B OJTHOMY 3 TAaKUX MI/MOMIB,

- MOJKJIMBO 3HAWTH MPEACTABJICHHS €JIEMEHTIB MO K MOJTIHOMIB 3 KOe(DilliEHTaMH 3 T1AMONs
B aHAITUYHOMY BUTJISI,

- IMOBIPHICTb TOTO, 1110 1CHY€E PIILIEHHS, SKE JI&KUTD Y MiJIOJI, € TOCTATHO BEJIUKOIO.

Jlst OLiHKM WMOBIPHOCTI ICHYBaHHSI pillleHHs B AWQEpeHIiiHIiA aTali Ha MiANoJIe MOXKIUBO
CKOPHCTYBATHCS HACTYITHOIO JIeMOtO [7].

Jlemma 1. Hexait A ta B € 1BoMa MHOKMHAMU, Ha SKUX 3a/1aHO BigoopaxkenHs L:A— B. To-

Ji fiMOBipHiCTH TOTO, MO AT GyaB-AKOTO eneMenta be B Binobpaxenns L (D) e me mycroro

|Al
MHO>XHHOIO CKJIaJIa€ 1—exp — .
|B|
v sumaxy ko GF(q,) =GF(2") i GF(q,) = GF(2") maemo
nnd
GF" @) _ o
|GF"(2') |
Ile cmiBBiTHOLIEHHS BCTAHOBJIIOE MIHIMAJIBHUI PO3MIp MiAIOISA, SIKE MOXKE MICTUTH PillleHHS
CUCTEMH 3 JIOCTaTHbO BEJIIMKOIO MMOBIpHICTIO. Buxozasuu 3 Bupasy (9), MOXHa cKazaTu, 110 SKIIO

1-exp (9)

.. . d
BI/IKOpI/ICTOByeTBCH I10JIC GF(Zr) , TO MIHIMAJIbHE II1AITIO0JIC GF(Z ) IIOBUHHO 3aJ0BOJIBHATHU
CIIIBBIIHOIIEHHIO

r*m
n

d>
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HeoOximHiCTh y HasBHOCTI MPEACTABICHHS E€JIEMEHTIB MOJs AK IMOJIIHOMIB 3 Koe]ilieHTaMu
3 MIANOJISA B AHAJTITUYHOMY BHIJIAAI € YMOBOIO, SIKA CYTTEBO OOMEKYy€e 3aCTOCYBaHHS TaKHX aTak.

DaKkTUYHO BOHU MPAIIOIOTH TIIBKH KOJU KOC(IIIEHTH HAIECKATH MO0 GF (2) . Y npoMmy BUTIAJI-

Ky IIPH MOJIIHOMiaJIbHOMY TPEACTaBICHHI MaEMO
s—1 )
a*X=a*) wt'
i=0
@aKkTUYHO, y I[OMY BHUMAAKy O/ € iHAWKATOPHOIO BEIMYHOK. A Koe(ili€HTH MOJiHOMY
OyIyTh OJTHO3HAYHO BU3HAYATHCA 3 130MOpdi3zmy (2). SKI0 BUKOPUCTOBYETHCS 1HIIE ITIIONE, TO

MaeMO
s—1 ) s—1 ) s—1 )
a*X =Y vt wt' =>"zt'
i=0 i=0 i=0

ne Z; HENIHIMHO 3aeXHTh K Bix ¢ , Tak Bix X . Tk, HaBiTh AKIIO BAACTHCSA BUPILIUTH HOBY

CHUCTEMY PiBHSHB, TO BifHOBHTH X 3 pillleHHs Oy/e CKJIAIHOK 3a1aucio. B 1inoMy, TouHui anais
CKJIQJHOCTI BigHOBJIEHHS X B BIIKPUTUX MyOuiKauisx BiacyTwii. Lle € mpeaMeToM momanbiimx
nociimkenb. Hapasi BupimieHHs 1€l 3a1a4i BBAXKAETHCSA JOCTATHRO CKJIATHUM, 11100 MOXIIUBO OYI0
3aCTOCOBYBATH TaKi aTaku Ha KpunTocucteMu sik Rainbow. Tosk, uist 3aXUCTy BiJl ICHYIOUHX aTak
JOCTaTHBO, 00 X04a O 0/IHA 3 YMOB 3a3HAUCHHX BUILE HE BUKOHYBAIACS.

BucnoBku

HesBaxkaroun Ha Te, mo kpuntocucreMd Ha MQ-mepeTBopeHHsX Oyiau 3alpOINOHOBaHI e y
80-x pokax, BIUTUB MOJIS, HAJ[ IKUM 3aJlaHi CHCTEMH PiBHSHB, Ha O€3MeKy CXeM IMoYaB JOCHiHKyBa-
THCS HemoAaBHO. Hapasi Bilomi ataku Juis BUMAAKY, KOIU Koe(illieHTH 0araToBUMIpHHUX MOJIHO-
MiB nexats y GF(2).

JUi1st 3aXMCTY BiJ] iCHYIOUMX aTak JOCTaTHbO 00paTH y siKocTi mojst juis piBHsIHb GF(p), ne P
€ MIPOCTUM yucioM. [[ng ontumizanii po3mipy KIItOUYiB MOXKIJIMBO BUKOPUCTOBYBATHU MOJIE , 110 € PO-
smmpenHamM GF (p) 1 mae rpyny Nanya Sn , @ Koe(inieHTH 0araTOBUMIPHUX IMOJIIHOMIB 00MpaTH 3

GF ( p) . Y 11bOMY BUNAJIKy HE ICHYBaTUME IIPOMIKHHX IIOMTIB 1 3HAU€HHs [J 3HAYHO 3MEHIIUTHCS.

Takuii BuOip AacTb rapaHTOBAHMN 3aXMCT BiJl OyAb-SIKUX aTakK, 10 BUKOPUCTOBYIOTh CTPYKTYDPY
nojs. [Ipore miHOIO Takoro BMOOpY € 3HauHE MOTIPIIEHHS IIBHUIKOJIT CUCTEMH 1 CKIaJHOCTI Mpo-
rpaMHOI peai3aiiii.

Jlnst BumaaKiB, Koy KoedilieHTH 6araTOBUMIpHUX MOJIHOMIB JIeXKaTh y JOBLIFHOMY ITiIMOJII,
Hapa3l HE Ma€ OI[IHOK CKJIATHOCTI aTaKu uyepe3 CKIAAHICTh aHamizy. BBaxaeThcs, 10 aTaku €
Hee(eKTUBHUMU IS 1Iboro Bunaaky. Hapasi 3anumiaeTscst IMOBIPHICTh y3arajJbHEHHS IMX aTak Ha
iHII KpUnTocucTeMH, Taki sk Rainbow. Ockinbku BiH MpeTeHIye HAa CTaHIAPTH3AIlII0, TO BUHHKAE
notpeda y aHaii3l aTak 3 BUKOPUCTAHHSAM CTPYKTYPU TOJIA JUIs BUMAJKY JOBUIBHUX IiAIOJIB.
Takwuit aHasi3 € MPeIMETOM MOIATBIINX JOCIIKEHb.
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HEKOTOPBIE PE3YJIbTATBI PASBPABOTKHN CXEM
KPAITOTI PA®UYECKHUX ITPEOBPA3OBAHUI
C UCIIOJIB3OBAHUEM HEABEJIEBBIX I'PYIIII

BBenenue

PasButne kpuntorpaduu ¢ OTKPHITHIM KIFOYOM OBLJIO PEBOJIIOLMOHHON KOHIICTINEH, TOSBUB-
nieiics B ABaauaToM Beke. [lepBbIM onyOIMKOBaHHBIM MCCIIEI0OBAHUEM KPUIITOTPa(UU C OTKPHITHIM
KIIIOYOM ObIIa CXeMa CcoryiacoBaHus kimrouel, onucannas Jupou n Xemnmanom (DH) B 1976 1.
Haubonee pacnpoctpaHeHHass KpUNTOrpadus ¢ OTKPHITHIM KIFOUOM U ITOBCETHEBHO UCIOIb3yeMble
cxembl (DH, RSA, ElGamal, ECC) 3aBucsaTt or cTpykTypbl abeneBbix rpymnmn. Mx 06e3omacHOCTh
3aBUCUT OT BBIYMCIUTEIBHON CIOXKHOCTH U HEPA3PEIINMOCTH HEKOTOPBIX CJIOXKHBIX MPOOJIEM Teo-
pun uncen. Hampumep, anroputm RSA 3aBucHT OT 3a1aunl 1EIOYMCIEHHON (GaKTOpH3anuu. AJiro-
putmbl duddu — Xemmana, np-I'amansg u ECC 3aBucsT OT pemeHus 3ajaud JUCKPETHOro Jiora-
pudmupoBanus (DLP). B 1997 r. lllop yka3an, 4To CyImIEeCTBYIOT aITOPUTMBI C TIOJMHOMHAIHHBIM
BpeMEHEM JUIsl pelieHus (pakTopu3aluy U JUCKPETHBIX JIOrapu(pMHUUECKUX 3ajjady, OCHOBAaHHbIE Ha
a0eTeBBIX TPYIIAaX B MPHIOKEHUH I KBAHTOBOTO KoMmmbioTepa [1]. C mosiBIieHnEeM IPaKTHIECKUX
pe3yabTaToB B peannzauuu anroputmos Illopa u I'poBepa Ha KBaHTOBBIX KOMIIbIOTEpaX pean3a-
11l YCTIEIIHOW aTakyd Ha yINOMSHYTbIE KPUITOCUCTEMBI C OTKPBITHIM KJIOYOM CTAHOBMTCS BOIPO-
coM BpeMeHH. COBPEMEHHBIE PE3YJIbTaThl B PELICHUH 33a4H OCTPOEHUSI KBAHTOBOIO KOMIIBIOTE-
pa J0CTaTOYHOM MOIIHOCTH MOTHUBUPYIOT pa3paOOTUMKOB KPUIITONPUMUTHBOB K MEPECMOTPY CY-
IIECTBYIOIIUX MOAX0/I0B U ONpeAeTeHNnI0 Hanbonee 3(pGEKTUBHBIX C TOUKU 3pEHUs peIIeHus 3a1a4
MOCTKBAaHTOBOU Kpunrorpadpuu. OIHUM U3 TaKUX MEPCIEKTUBHBIX MCCIEI0BATENbCKUX MPUOPUTE-
TOB SIBJISI€TCS UCCIIEIOBAaHUE KPUIITOCUCTEM Ha OCHOBE HeabesIeBbIX IPYIIIL.

[TpoGiieMbl oKCKa CONMPSKEHHOCTH, MTOMCKA WIEHCTBA U JIPYyrHe BapHaHThI ABIISIOTCS CII0XKHO
pelaeMbIMU B TEOPHH HeaOeIeBbIX TPYI U ABJSIOTCS OCHOBOM Ul TOCTPOEHUS JOKa3yeMo 0e30-
MACHBIX KPUITOCUCTEM C OTKPBITHIM Ki1touoM. Hanbosnee yacto o6cyxaaemble Kpunrorpadpuyeckue
HeaOeseBble MPUMEHEHHUS BKIIOYAIOT TPYMIBI MaTpUL], TPYIIBI KOC, MOJYNpsMble MTPOU3BEICHNUS,
norapudmuueckue noanucu (LS) [2 — 8] u anreOpanueckue nactuku (AE). [loctpoenue kpumnro-
CHCTEM Ha OCHOBE PEIICHHUS CIIOKHOW MpoOIeMbl ciioBa B anreOpe rpymni ObU1o mpesiokeHo Bar-
HepoM U ManpsipukoM B [9]. MHorue HeaOeneBbl IPOTOKOJBI YCTAHOBIIEHUS KJIIOYEH Ha OCHOBE
IpYIII CBsi3aHbl ¢ poTokoioM Jdudppu — Xemnmana (DH).

[lenb cratbu — 0030p OCHOBHBIX AITOPUTMOB M CBOMCTB HEAaOENEBBIX T'PYMIIOBBIX KPUIITOCH-
CTEM C OTKPBITBIM KJIIOUOM. IIpeiokeHHblE KPpUNTOCHCTEMBI C OTKPBITBIM KJIIOYOM Ha OCHOBE
HealeJIeBhIX TPYII pPean3yroT Ju00 mudpoBaHue-aemudpoBanne, MO0 MPOTOKOIBI COTIACOBA-
HUS KIo4yei. Mbl 006cyiuM pasinyHble KpunTorpapuueckue NMPUMHUTUBBI, KOTOPHIE HCIONb3YIOT
HEKOMMYTaTUBHbIE TPYIIbI B KAYECTBE OCHOBBI JJIi TOCTKBAHTOBBIX NMPUMUTHBOB. 37ieCh U Jlajee
MBI OyJIeM HCIIOIb30BaTh TEPMUH «IUIaTopMay g 0003HAUEHUS HCIIONIb3yeMOil MaTeMaTuyecKon
OCHOBBI B IOCTPOEHMM KpunrocucreMmbl. CTaHmapTHas Mojeidb KpUNTOrpaduyueckoil cxembl
C OTKPBITBIM KJIFOUOM COCTOMT U3 JIByX CTOPOH, HasbiBaeMbIX Ajucoil u bobom. Ilpeamnonoxum,
4yT0 Anrca Xo4eT oTnpaBuTh cooduienne M bobOy. Obmas moaens cxembl MM(POBAHUS CETYyI0-

mast. Anuca UCHoNb3yeT anroput™ mmdposanus f s mudposanus coodmenus C = f, (M),
rae f,  — omHoCcTOpOHHSA QyHKIMA U sBnseTCs MyOnMuHOM. [locne monyuenus mmudppa C bob
MCIIONB3YeT  COOTBETCTBYIOWMA — anroput™  AemuppoBanus g, UL JICKOTUPOBAHHS

9y, (f,(M))=M , rme g, nomken ObiTh U3BecTeH TONMBKO boOy. [IpotnsHuKk EBa ucnombsyer
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MeTOoAb! UG PEpEeHIINATFHOIO KPUIITOAHAIN3A M MPOBEACHUS YCICITHOW aTaku Ha IUaThopmy
UJIU pealu3aLuIo.

2.1. MaTpuyHble rpynmnbl: cxema mmdpoBanus SImamypsi

B 1998 r. SImamypoii [10] Obuia mpeioxkeHa acCUMETpUYHas cxeMa Mmu(poBaHKUs HA IUIAT-
0 -1
dbopme moaynsipHoi rpynmbsl SL(2,[]) , KoTopast MOPOKIAETCsl IBYMsI MaTpUIIaMH S = [1 0 J u

11 0
T= (0 J , TJie Topaaku oboux nopoxkaaromux 0(S)=4 u o(T)=o u marpuna ST = (1 0 ]

uMmeeT nopsiiok 6. Taxoke rpymma SL(2,00) , mopoxaeHHas MaTpuamMu S u ST , UMeeT yCIIoBuUs

0 -1
$'=(ST) =1 u (ST)'=S*. Jus marpnusi N eSL(20) marpuus A::N_l(l JN ’

1
uel A u B mopoxnmaror SL(2,00) .

0 -1
B= N_l[ 0 j N ynosnerBopsitoT ycnosusim A° =B* =1 u A®=B’ . Takum 06pa3om, MaTpu-

AJITOPUTM reHepanuu KJIKN04Ya uMeeT CJeIyInid BI/.

1. Bo6 BeiGupaer Marputst V, = ( BA)i nv, = ( BAZ)j e SL(2,0]) nns uexoropwix I, jell |

2. Bo6 BetGupaet marpuusl M € GL, (1) u F(X),F,(X)eM,, (1[X]) naell raxoe, uro
F@=V, u K@=V, .

3. Bo6 Bermcmser W, (X) =M 7'F(X)M 1 W,(X)=M"F,(X)M .

Teneps y bo6a ectb my6muunsblii kinrou: W, ( X ) W, (X) U CEeKpeTHbIN Kimou: M, a

AropuT™ mHQpPOBaHHs PeaTH3yeTcsl CJeyI0NUM 00pa3oM:
Mycts b..b, €{0,1}" — coobmenne, a Anuca mudpyer ero ciaeayonuM 06pasoM:

n

C(X) =, (X)W (x)"" W, (x))

i=1
Kpunrtoananu3s. [Iporokon ocHOBaH Ha mpoOiieMe MOUCKa COMPSHKEHHOCTH U MpodiieMe Kop-
Ha. Ho P. CreitaBannar [11] yka3zan, uro cxema mudpoBanus SImamypsl HeOezonacHa. [Ipeamomno-

KUM, UYTO NPOTUBHUK Egra NnepexpaTruiia IJ_II/I(l)p C(X) , Torga oOHa MOXCT BbIYHUCIIUTH

n

D(X)::WZ(X)_1C(X):1:1[(W1(X)Q+1W2(X)) :

Dnementsl Marpuisl T (Wl(X)b‘HWZ(X)) D(X) nmomxHsl GbiTh monuHOMamu Hax C .

Hauunnas ¢ nepsoro 6uta b , eciu xors 6bI ouH U3 dnemMeHTOB D, = (Wl(X )W, (X ))71 D(X)

COACPIKUT HEIIOCTOSTHHBIN 3HaMCHATCJIb, Mbl MOXXCM 3aKJIIOYUTh, YTO bl =0 , 4 UHa4c bl =1. Ana-

2 -1 .
JIOTUYHO, ecIi Matpuna D, = (Wl (X)W, (X )) D(X) COLEPXKUT HENOIMHOMHUAIBHBIN DIIEMEHT,

TO MOXHO 3aKITF0unTh, 4T0 D, =0 ; B mpoTuBHOM ciyuae b, =1 . Ipomecc Gymer mpomoIKATHCS,

noka He OyayT BoccTaHOBieHbl Bce Outhl D,i=1..,n. DTo 03Ha4aeT, YTO OTKPHITHIA TEKCT

n
b,..b, 6{0,1} MOXET OBbITh 3(PGEKTHBHO BOCCTAHOBJIEH TOJBKO W3 3alMPOBAHHOTO TEKCTa

C (X ) Y TyOJINYHBIX TaHHBIX.
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2.2. MaTpuunsie rpynnsi: BMMC/MMMC1/MMMC2.

B 2013 r. C.K. Pocomrek [12] npeminoxun cxemy mudpoBaHus Tuna Diib-I"amas, Ha3BaHHYIO

BMMC (6a30Bas MaTpuyHas MOJIYJIbHAs KPUITOCHCTEMA), C HCIIONB30BAHMEM MATPHIl HAm L ,.
OOm1ast KOHIENIHUS 3aKIT0YaeTcs B caeaytomeM. Ilycte N — 6oniblioe HaTypaabHOE YUCIIO, U TYCTh

G(a,B,7) — cBoGomuas nmoarpymnna odueH IMHEHHOH TPy GL(2U,) , TIOPOXKJICHHON Tpemsi

oopssyomn A8 w C. e apret ¢ labiliza, A<l o] e F]
a

0 0 1
1-y

C= 1] Bce npemnoxennsie nepemeHHble — myOnuunble. [lycte O mopsmox rpymnmsl
-y o+

GL(2,0,) .

AJITOPHUTM reHepanuy KJI4a uMeeT CJIeTyIImii BHI.
bo6 BriOupaer aBe ciryqaitnbie Matpuisl P, u U B G(e, S,7) c ycnosuem, uto PU #UP, un

TpH nensix uncia K,s,| ¢ ycinoBuem, uto —q<k,s<q u 2<q

B06 Beruancaser P, :=U *P'U°u P,:==U" .

Takum o6paszom, y boba ects o6mmii kmou N, B, P,, P, u cexpernsiii kimrou U, K, s .

Aaroput™M mm@poBaHusi.

ITycts coobiuenne me Mat(2,] ) Gyner marpuneil. Anuca BeiOupaer nenbie uncia I,tell |
¥ BbamcIsier wudporexet BeipaxerneM (C,,C, )= ( P R'R,mP/P R ) .

AaroputMm jaemn@ppoBanusi. bod BbMHCIAET M, HCHOIB3YSd CEKPETHBIE KIIOUU ks,
¢ moMorsio Beipakerns: C,U *C/U° =m

Kpunrtoananu3. Ecniu EBa xouer cnomars cucremy, EBa nomkHa pemuthb 3agauu npeoodpaso-
BaHMS U THOPUJIHYIO 33/1a4y, KOTOPHIE CJIOKHEE, YeM MpobdiieMa TUCKPETHOTO Jiorapudma B Tpymre
Toil xe MomHocTH. BMMC TpebyeT Tpex MaTpHUHBIX MOAYJIbHBIX BO3BEIEHUI B CTEMEHB IS Te-
Hepanuu kitoua. EcTe Tpu Bo3BeneHUs B CTENEHb MPH MU(POBAHUU U JIBa BO3BEJCHUS B CTENIEHb
npu aemudposanuu. s yckopenus pabotst anroputma C.K. Pocomek gan nse MoaudunmupoBas-
Hble cxembl, Ha3BaHHbie MMMC1 1 MMMC?2 [13]. O6e MmoauduiiupoBaHHbIE CXEMbl aHAJIOTUYHBI,
Y TI0 9TOU MpHUUYKHE B paboTe pacCMOTpPEHA JIUIIb TIepBas.

AJITOPUTM reHepalum KJI4a.

1. Bo6 BBIUMCIIAET LEIOE YUCIO N , Te N MOXKET OBITh MO0 CTENMEHBIO MpocToro P’ , 1ubo
MPOM3BEIEHUEM N = P( JABYX Pa3IMYHBIX TPOCTHIX YHCEI.

2. Bo6 ompenensier nBe obparumbie Marpuisl V,\W € GL(2,[] ) , 4To0bI OonpenennTs 1Ba KOM-
MYTHPYIOIIMX ~BHYTPEHHHX aBToMopdmsma «,f xomema Mat(2,00 ):a(D):=V'DV mu
,B(D) =W 'DW s scex De€Mat(2,0 )

3. Bo6 BeumciseT 1Ba aBTOMOpdu3Ma ¢ =’ B u v =aff .

4. Bo6 Beibupaer marpuity L e GL(2,0] ) , rakyro, uto6sr L gG.

5. 506 momygaer o6muit kmou N, ¢(L),w (L") u cexpernsiii kmou V,\W, o, S .
AJroput™M mu@poBaHuS.
JUtst peanm3anun mudpoBaHus mycTh coodiuenne Me Mat(2,l] ) Gyner marpueii, Toraa:

1. Amuca BoeIOMpacT Y €G  m ompenmenseTr BHYTpEeHHUH aBTOMOp(®H3M ¢ KOJIbIA
Mat(2,0 ) ssranciss & (D)=Y DY .

2. Anrca BBIYUCIISIET MaTPUIIbI é’(qﬁ(L)),é’(w(Lfl)) u mé’(¢(L)) :
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3. Anuca Bbrauciser onok y €l .

4. Amnca spraucrsier mugporexcr (C,,C, )= (7/’1 . é’(l// ( L’l) 7 m-¢& (¢( L)))) .
AuroputMm aemingpoBaHus.
1. Bo6 nemmdpyeT coobIeHne, HCTONMb3Ys cekpeTHbIi kit C, -a '3 (Cl) =m.

Kpunrtoananu3. be3omacHocTh cXxeMbl OCHOBaHa Ha MpoOjeMe MOHCKAa COMPSKEHHOCTU
"ciayuaiiHo#t comu". Jlns 3amanneix mMarpun A, B B Mat(2,[] ) Heobxomumo HaiiTH 06paTUMyrO

matpuny X € GL(2,0,) u menoe umcio 0< y <n , takoe uto X ‘AX = yB . Eciun nenoe umcio
¥ B aJITOPUTME MHU(PPOBAHUS yAAISIETCS, TO CHCTeMa HeOe30macHa. ITO CBSA3aHO C TEM, YTO OObIU-

Hasl 3a][a4a MOUCKa COMPSDKCHHOCTH Ha obuieit muneitnoi rpymnne GL(2,0] ) He sBIsieTCs CI0KHOM.

Vpasuenne C, =Y 'y (L)Y MoskerT GbITh IIpeoOpa3soBaHO B CHCTEMY YEThIpEX NHMHEHHBIX ypaBHe-
HUH C 4eThIpbMs Heu3BecTHbIMU. C Apyroil ctopoHsl, aBTop [13] yTBepkaai, 4To “coip” y MOXKET
ObITh HalJileHa TOJMBKO IpH aTake Ipy0oil cuibl, U Ui O0dbIIKMX N 3Ta mpobiemMa CTAaHOBUTCSA
HEPa3peIIuMON.

2.3. CxeMbI Ha OCHOBE TPYNIbI KOC

BriepBeie rpytmbl Koc ObUTH SIBHO BBeACHBI D. ApTUHBIM [ 14]. CyIecTByeT HECKOIBKO CIIOCO-
00B mpencTaBlIeHUs] KOC, HO HanboJee pacpOCTPaHEHHBIM SIBIISICTCS UCIIOIb30BaHUE TE€HEPATOPOB

AptuHa ¥ OCHOBHOHM Kockl [14]. I'pynmsl koc (ApTtuHa), o0o3Ha4aemble Kak B, , mpeacraBisioT

cO0O0# TpyNIIBI KOC HA N HUTSIX, ONMPEAeIsieMbIe CIICTYIOIIUM MPEICTABICHHEM

0;,0,,0,0,,, =0,0,,,0;,1<i<n-1>.

Bn =< Gl""gn—l | O-io-i+1 =0; i+1-71

i+1

OT10 HeabeneBbl anepuoIniyeckre rpynmsl. ['pynnsl koc ApTHHA Ka3aJuch XOPOIIUM KaHAu/a-
TOM B Ka4e€CTBE IPYIIBI IIaTPOpM Al KpunTorpaduyecKkux NpuioxkeHui Onaroaaps 3p¢exTus-
HBIM IPUKJIAJHBIM BbluucieHusM. B Hauane XXI Beka ObLIM MpeioKeHbl HEKOTOPbIE KPUITOCH-
CTEMBbI C OTKPBITBIM KJIFOUOM Ha OCHOBE rpymm koc. [InoHepckue paboTsl mo kpunrtorpadguu Ha
OCHOBE TPYMI KOC BKJIIOYAOT cxeMy AHmens — Anmens — [onndensaa (AAG) [15] B 1999 1. u
Ko—JIu (Ha3BaHue 1151 9TOM CXEMBI COCTABJICHO M3 (paMUJIMU MEPBOTO M MOCIIETHEr0 aBTOpoB) [17]
B 2000 r. be3onacHocTh Hanbojee npeagaraeMbX KpUNTOrpahuyeckux cxeM rpymibl KOC OCHOBBI-
BaeTCsl Ha 3ajjaue MOUCKa COMPSKEHHOCTH WJIM €€ pa3INYHbIX BEPCUsIX, HallpUMep Ha npolieme
noucka wieHcTBa. K cokaneHuto, mpobiema MOUCKa CONPSHKEHHOCTH Ha JIMHEHHBIX Tpynmax
HECJIOKHA, U TPYIIIbl KOC SABJIAIOTCSA JUHEHHbIMU rpynnamu [16]. XoTrs Haunbosnee mpejiaraembie
KpUNTOTpagHUUecKue CXEMbl Ha OCHOBE TPYII KOC YSA3BMMBI JUUIsI HECKOJBKMX aHOHCHUPOBAHHBIX
MeToJI0B aTaku [18], ucciaenoBaHust rpynn Koc Ajs Kpunrtorpaguu He yMeHbIIMIUCh. [lomumo
npoOJIeMbl MOMCKa COMPSKEHHOCTH CYIIECTBYIOT M JPyrHe CIOKHBIE MPOOJeMbl B TpyIIax Koc,
KOTOpble HEe ObUIM M3Yy4eHbl SKcTeHCUBHO. [loaToMy Mbl paccmarpuBaeMm padotsl Ko—Jlu, AAG u
COOTBETCTBYIOIIME AaTAaKH, OCHOBAaHHBIE HA JIMHEHHBIX MPEICTaBICHUSX IPYNI KOC. AJITOPUTMBI
MPUMEHHUMBI HE TOJIKO K FPyIIaM KOC, HO U K JIFOOBIM HeabeeBbIM rpyInam.

Cxema Ko—JIn.

[Iycte LB, m RB,, Oyayr KoMMyTHpYIOIIMMHU TNOATpyNIaMu Tpynmsl koc B, , rme
O<k<n cocrour w3 KOC, CHENAHHBIX IMyTeM 3aIUIETCHUS K JICBBIX Tpsiaeil W 3aluieTeHHs
N—K mpaBeix mpsizieit 3 N mpszaei coorBerctBenHo. s mobeix a€ LB, u beRB, |, Beimonus-
eTCsl PaBHJIO KOMMYTaTUBHOCTH: ab =ba .

Cxema corjiacoBaHusl KJI0Yel mpeacrabjieHa B [17]: AJIropurM mocrpoeH mo mogoomio
DH.

OO6mmit xmoy: rpynmsl koc B ,LB,,RB, , nxoca xeB, .

1. Anuca BHIGHpAET cydaitHylo cekpeTHyto kocy a € LB, u noceinaer o6y Y, :=axa ™ .
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2. 506 BBIOMpaET ciydaiiHyio cekpeTHyto kocy b e RB._, 1 mocbutaer Anuce Y, :=bxb™ .
3. Anuca nostyyaeT Y, | BbYHMCsgeT obmuit kiou K =ay,a™ .

4. Bo6 nosydaer Y, W BhrUMCIAET obummii kmou K =byb™ .

Cxema mmdpoBanus npeacrasjiena B padore [18]:
[Ty6mmuneiii  xmou bobGa X,y, tme XeB, y:= axal wu GYHKIUS  XEHIHPOBAHUS

H:B — {O,l}I . Cexpernpiii kimou Bo6a: ae LB,

! .
Iudpoanue peanusyercs cieayrommm odpasom. Ilycte me {0,1} UCXOJHBIA TEKCT cO00-

IICHHS.
1. Anuca BeiOupaer ciydaiinyto kocy be RB, , .

2. Anrca BeIYUCIISET MHUPPOTEKCT (C, d) ,tne c=bxb™ ,d=H (byb_l)@ m .

Adaroput™m jAemmm¢ppoBanus. JlemmdpoBanue peanusyercs cieayrommuMm obpasom. bob
UCIOJb3YyeT POCTON KII0Y ¢ JJIs BOCCTAHOBJIEHUs coo0meHus m=H (aca’l) @d .

Kpunroananu3s. bezomacHocTs 00eHX 3TUX CX€M OCHOBaHA Ha MPOOJEMe MOMCKA COMpPSIKEH-
HOCTH Ha rpymnmnax koc. YtoObl cioMaTh o0e cxeMbl, EBe 0ocTaTOYHO pemuTh npolieMy compsi-
xennoctu koc Auddu — Xennmmana. [Ipemnaraemsrii anroput™ pemenust 3agaun DH ¢ kocoit mpu-
MEpPHO OIMCHIBAeTCA cieayroumm oopaszom. IIpennonoxum, uro EBa MoXkeT HATH Takyr MaTpuUIly
A, ato K(y,)A=AK(y,)u K(o,)A=AK(o,) mis Bcex mnopoxmatomux o; €LB, . Torma
AK (y,)A™ = AK (D)K(X)K (b)) *A™ =K (b)K(y,)K(b) * =K (K) . O6paruTe BHMMAHHE, YTO TIpe.-
crapnenne Jloypenca — Kpammepa sBisiercss TOYHBIM M MOXHO 3((eKTHBHO HalTH 00pa3
K(g) mns moboro g € B, . bonee Toro, MmoxHO 3¢ dextrBHO BoccTaHOBUTH K € B, 13 ero obpasa
K(K) , ucrione3ys anroputm unaBepcun Yeona — Ixyna [19].

Cxema AAG

B otnuune ot Ko-JIu cxembl cxema cornacoBanusi kimoded AAG He TpeOyeT KOMMYTHPYIO-
mux moxarpym [15]. Ilycte G — myGnuuHas HeabeneBa rpynna u a,,...,a,,0,..0, € G — nybnnu-
Hble BeKTophl. Toraa cxema mugppoBanus AAG uMeeT BUL:

1. Anuca BbIOHpaeT cirydaiiHblii cekper X = X(&,,...,8, ) € G Kak ci10BO B &,,...,8, -

2. Anuca nocsitaer b, ...,b" Booy.

Bo6 Beibupaer ciayuaitnsiii cekper Y =Y(b,,...,0,) G kak ciosoB b,,..b,, .

3

4. Bob mockuIaer & ,...,a, AJmce.
5. Auuca BBIYHCIISET X(aiy,...,aky) =x'=yxy u x(y'xy)=K .
6

Bo6 BerumcIsieT y(blx, b ) =y =Xx"yX n (y’l(x’lyx))_l =K .

B ol

Kpunrtoananus. B pabore [16] rpynnbsl koc BbIOpaHbl B KauecTBE IUIAT(MOPMBI AJISI CXEMBI.
be3zonacHocts cxembl AAG ocHOBaHa Ha MpoOJieMe MHOKECTBEHHOT'O TOMCKA COTPSKEHHOCTH, KO-
TOpPYIO MHAYe Ha3bIBaOT MpoOsieMoil moucka uneHcTBa. OmHako it Toro 4toOsl EBa u3Biexna o6-
i kmou K w3 olmexnoctynmHoi mH(OpMaIuy, JOCTATOYHO PEIIUTh 3a/lady KOMMYTaTropa
oOMeHa KJIoued, KoTopas HMHaue Has3bplBaeTcs mpodiemoil AAG, 3a MOJMHOMHAIBHOE BpEMS.
Hcnonb3oBanue merona Yeona u Jxyna [19], ans ymenbleHus npoOieMbl KOMMyTaTopa oOMeHa
KITIOYaMH{ B MaTPUYHBIX TPYIIIIAX HAJ| TOJISIMH.

Cxema llTuxens.

B 2003 r. O. llltTukens mpeacTaBuwil aJrOpuTMBI TOA00HBIE pemeHnto Juddu — Xenmanna
[20, 21], ocHOBaHHBIC Ha HeaOeNeBBIX TpyIMIax. AJTOPUTMBI PEATU3yIOT COTJIACOBAHHME KITIOYEH,
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ayreHTuukanuio u nudporyro moamuch. [Iycth G — kKoOHewyHas HeaOeleBa Ipylmna M ITYCTh
a,beG cycmosuem ab=ba u o(a)=N,o(b)=M >1

Cxema coruacoanus kiawydei Hltukesns.

1. Anuca BBIOMpaeT JBa CIy4alHBIX HaTypaibHbIX 4mciaa N< N,m <M u moceuiaer boOy
u:=an" .

2. bo6 BbIOWpaeT nBa cioy4alHBIX HaTypalbHBIX yHciaa F<N,S<M u moceuraer Admce
vi=a'b® .

3. Amuca Beruuciger oommit kirou K =a"vb™ .

4. bo6 BeruucaseT oomuii kmou K =a'ub® .

Kpunroananus. IIpennonoxuM, uro EBa Xo4er B3j10MaTh CUCTEMY M IlepexBaTUiIa 3HAYCHUS
U u V. YroObl momy4ynth cekpeTHbld oOmmii kmouK , EBe He HYKHO HaxOIUTh Napy

uenbix yucen (N,m) wumu (r,S) , a HEOOXOJUMO PEUINTH 3a/1a4y IMOMCKA JIEKOMIIO3ULIUU, KOTOPYIO
MOJKHO OIHCAaTh CIACAYIOIUM 00pa3oM. i peKypCUBHO MpeacTaBieHHON rpynmnbl G aBe pekyp-
CUBHO MOpoKJeHHbIe noarpynnsl A,BeG u aBa snementa U,wWeG . HeoOxonumo HailiTu nBa
anemeHTa X € A u y e B Takue, 9ToOBI X-W-Y =U , €CIIU CYIIECTBYET XOTS OBbI OJJHA TaKas mapa
anemeHToB. [Ipennonoxum, uro EBa Moxker HaiiTu mapy X,y € G , KOTOpasi y/IOBIETBOPSET CUCTE-
M€ ypaBHEHUH

Xa = ax
yb =hy
u = xwy

Toraa EBa MokeT BOCIIONb30BaThCs NepexBaueHHbIM y boOa 3HaueHneM V , 4ToObI BEIUHCIUTD

xvy = xa'wb’y = a"xwyb® =a'ub® = K
[Ipennaraembie Tiat@opMel: B ctathe [21] OBLIO MPEqIOKEHO UCMOJIB30BATh OOIIYIO JIMHEH-
uyto rpymny GL, (F,) kak 6asosyro rpynmny G . Torna ykasaHHas BbIIIE CHCTEMA U3 TPEX ypaBHe-

HHﬁ, BKJIIOYAsl HEJIMHEHHOE YpPaBHCHUEC, MOKCT OBITh MpUBCACHA K CUCTEMC U3 TPEX ypaBHeHHfII

xla=ax?
yb = by
Xu = wy

OTO JenaeT MPOTOKOJN YSA3BUMBIM JUIS aTak C MCIOJb30BaHMEM JIMHEHHON anreOpbl. ABTOp
CTaThy [22] mpeanoKui MoIyrpynIbl ¢ OOJIBIINM KOJIUYECTBOM HEOOpAaTUMBIX 3J1€eMEHTOB. B 3ToM
cllydae aTaka, UCIOJb3YyIoIlasl JIMHEWHYI0 anredpy, HeaddexkTuBHa. B To e Bpemsi, aHAIU3 ysI3BU-
MOCTH K JAPYTUM aTakaMm He MpoBOAWICS. B CBSA3M ¢ 3TUM mOKa HE JOKa3aHO, JENIAET JIU NPOTOKOJI
YA3BUMBIM HCIIOJIB30BAHUE IIOJIYT'PYIIIIBI C OOJIBIIIUM KOJIHYECTBOM HeO6paTI/IMBIX DJIEMEHTOB
B KaUeCTBE OCHOBBI.

3akiaouenue

Cy1iecTBYIOT HOBATOPCKHE UJEH TIO MPEAIOKEHUI0 KPUMNTOrpaduu ¢ OTKPHITHIM KITFOYOM Ha
OCHOBE HeabeNeBbIX IPYII, XOTs OOJBIINHCTBO KPUNTOTPpahUIECKUX CUCTEM KaXKyTCs YSI3BUMBIMU
C TOYKM 3peHus 6e3omacHocT. Hampumep, 3a1a4ya moucka COnpspKEHHOCTH HA JIMHEWHBIX TPYIax,
UCTIOJB3YyEMBIX B YIIOMSHYTBIX MPOTOKONAaX (MaTpUYHBIX TPYIIax W TPYIMNax Koc), KaKeTcs
HecnoxxHOU. TeM He MeHee, OHU TO-TIPEKHEMY HMEIOT IMOATBEPKICHHYIO Oe30MmacHOCTh. HekoTo-
pbIC U3 3THUX CUCTEM HUMCIOT MOI[I/I(l)I/IKaLII/II/I CO BCC clIIC NOCTATOYHBIM YPOBHCM 6630H3CHOCTI/I.
C npyroit ctopoHbl, 3pGHEeKTUBHOCTh M 0€30MacCHOCTh KPUNTOTPAPUIECKON CHCTEMBI 3aBUCAT HE
TOJILKO OT KOHCTPYKIIMW JTOPUTMa, HO W OT BBIOOpa muiaTdopmbl. [Ipomomkenne uccienoBaHus
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HealeNeBbIX IPYII B KaUeCTBe IIATPOPMBI Il TOCTKBAHTOBOM KPUIITOCUCTEMBI pacCMaTpUBaeTCs
KaK IIEPCIEKTUBHOE.
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PAJIIOTEXHIYHI TA TEJEKOMYHIKAIIMHI MEPEXI TA CHCTEMHU

YJIK 621.3.006.357 DOI:10.30837/rt.2021.1.204.08
10.10. KOJIAIJEHKO, 0-p mexn. nayk, O.B. KOJIAJEHKO, kano. mexu. nayk, b.I1. MYJIAP

METO/JI ONTUMI3AII PO3IOALTY YACTOTHOI'O PECYPCY 3 HIOBTOPHUM
BUKOPUCTAHHAM YACTOT JJIs CUCTEM KOTI'HITUBHOI'O PAJIIO

ITocTanoBka 3agaui

[TpoBiBIIM aHaJI3 BUKOPUCTAHHS PaJlloYaCTOTHOIO CIIEKTPY, PEryJIATOPHI OpraHu B psijii KpaiH,
3okpema B CHIA i BenukoOpuranii, mpUHIIIM 10 BUCHOBKY, L0 OiIbIIa YacTHHA CIEKTpa
BHKOPHUCTOBYEThCSI Hee()EKTUBHO. BUKOpPUCTAHHS CIIEKTpa 3aJISKUTh B Miclsl 1 4acy, 1, KpiM
I[OTO, JIIIEH31HHI CMYT'H 9acTOT HE MOXKYTh BUKOPHUCTOBYBATHUCS HENIIIEH30BAaHUMHU KOPUCTyBada-
MU [1 — 6]. ToMy BUKOpHCTaHHS CIEKTpa, HAIPUKIIAJ, 0€3[IPOBOIOBUMH TEXHOJIOTISIMHU, IPUCTPOSI-
MU MaJIOTO pajiycy Aii, OyJo J03BOJIEHO 32 YMOBH, 1110 BOHM HE CTBOPIOIOTH 3aBaJl i1 HE BUMAararmTh
3aXUCTY B MPUCTPOIB, 110 MPALIOIOTh HA MEPBUHHIN OCHOBI. Y MOIIYKax CIOCOOY IiJBHUILIEHHS
e(EeKTUBHOCTI BHKOPHCTAHHS CIEKTPa, a TaKOX IS 3a0e3MedYeHHs 3B'A3KY, KU 3MIHIOETHCS B
3aNeKHOCTI Bil Mepexki 1 moTped KOpPUCTyBauiB, BHUpPINIEHO OyJIO 3BEpPHYTHCS JO CHUCTEM
KOTHITUBHOTO 3B'SI3KY, fKi, SIK Iependadaerscsi, OyIyTh MpalioBaTH, HE CTBOPIOIOYH 3aBajll 1 HE
BUMararo4m 3axucty Bix inmmx PE3.

KoHueniiss KOTHITUBHOTO PaJio MOXKe OyTH OXapaKTepu30BaHa K pajio 3 BUBUCHHSIM MOXKJIHU-
BOCTEH, TOOTO SIK paiio, sike B 3M031 OTPUMATH 3HAHHS MPO PAIIOCEPEIOBHUIIE i KOPUTYBATH CBOT
eKCIUTyaTalliiiHi mapaMeTpu 1 MPOTOKOJW BiAMOBIAHO. BIacTWBICTH KOTHITHUBHOCTI Ma€ Ha yBasi
3IaTHICTh PaJIOCUCTEMH BUPINTYBaTH TaKl 3aBJAHHA: TEPEeXiJa BiJl OJHOTO CTAaHIAPTY O 1HIIOTO;
BUKOPUCTaHHA JIEKUJIbKOX CTaHJAApTiB; MepeOyloBY YAacCTOTH; MOKJIMBICTh Y4acTi B JIUHAMIYHOMY
PO3MOJILIL CHEKTPY; MOXJIMBICTD O BTOPMHHOI'O BUKOPUCTAHHS CIEKTpa; JUHAMIYHY ONTHMI3aliio
€MHOCTI; peTy/TIOBaHHs aHTEH; PeKOHDIrypallito TpaHCIIOPTHOI Mepexi [5, 6].

BigMiHHOIO OCOOIMBICTIO TaKMX CHCTEM, 3Ba)KAIOUM Ha MOOUILHICTH a0OHEHTCHKHMX CTaHIIH
(AC), € Te, mo enekTpomarnitHa ooctanoBka (EMO) — mpunnmnoBo Bumajkosa. lle Bumarae cra-
TUCTUYHOTO IiAXoay y BupimieHHi npoonemu EMC B yrpynyBaHHI paJioeIeKTPOHHUX 3ac0O01B.

Bynyuu cucremamu 3 MHOTOCTaIliOHAPHUM JIOCTYIIOM, Mepexi KOrHiTuBHOro paaio (MKP) Bu-
KOPUCTOBYIOTh BCi OCHOBHI PI3HOBHIM Ta MeToau Iporo gocrymy: FDMA — Frequency Division
Multiple Access — 6araTocraniiiiiHuii 10ocTyn 3 yacToTHUM posmosiniom, TDMA — Time Division
Multiple Access — Oararocranitiiiauii goctymn 3 yacoBum posmnosaiiom, CDMA — Coole Division
Multiple Access — 6araroctaHiiiHHIA JOCTYIT 3 KOJOBUM PO3ITOIiTIOM.

[Tpu FDMA BHKOpPUCTOBYIOTHCS METOJIM YacTOTHOTO PO3MOJUTY PECypcy B 3aJ€KHOCTI Bif
CUTHaJIbHO-3aBaJ10BOT 0O0cTtaHoBKH (C30) B KaHai 3B'A3Ky. AJie TpU TaKOMY pIllIEHHI 3aBJaHHS
EMC Moxe BUSIBUTHCS, IO YACTOTHUHN pecypc pO3MOJUICHUN He onTHMaibHUM uynHOM. Ha ertami
¢ynkuionyBanass MKP mnpu posnoaini yactoTHOoro pecypcy Mik AC akTyalpHOIO € 3aaaya
MIHIMi3aIlil CMYTH 4acTOT. B yMOBax MOCTIIHO 3pOCTa0uoro NOMMUTy Ha CMYTH 4acTOT MOCTaHOBKA
TAKOTO 3aBJaHHS OOyMOBJIEHAa HEOOXIJHICTIO MiJABHILEHHS €()EeKTUBHOINO BUKOPUCTAHHS
Pasio4acTOTHOTO CIEKTPY 13 3aCTOCYBaHHIM METO/1B MOBTOPHOT0 BukopucranHs yactoT ([1BY).

B poborti 3ampononoBanuii metop 3a0esnedeHHs [IBY, 3acHoBaHuii Ha OTpHMaHHI OIIHOK
B3aeMHUX BifcTaHed M AC B pealbHOMY MaciiTadl yacy.

Ouninka B3aemuux Biacranei mioxk AC

Jns ouwinku B3aeMHUX BiacraHei Mk AC HeoOXiTHO BU3HAYMTU KYTH NPHUXOAY CUTHATY 10
0azapoi craniii (bC) Bim AC, ominutu Bifcrani Mk BC 1 AC i BU3HAUYUTH KOOPIMHATH MiCIls
postamryBanHs AC.

B po6ori [7] 3anmponoHOBaHO pEeKYpPCHUBHY MPOILIEAYPY OIIHKH MPOCTOPOBOrO crekTpa. Ilepe-
XOJSIYM BiJl OAHOTO MPOCTOPOBOIO BiKHA JO IHIIOTO, MH Ha KOXXHOMY Iepexoji GpopMmyeMo HyIi
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JiarpaMu CIpsIMOBAaHOCTI, OPIEHTOBAHI Ha 1HII HAIPSIMKH IPUXOJy CUTHAJIIB.
[Tponeypa ckiafaeTbes 3 TPhOX OCHOBHHUX PEKYPCUBHHUX CKIIAJJOBHX:

- BUJIUICHHS TIPOCTOPOBOTO BIKHA;

- IOJIABJICHHS CUTHAJIIB, 1[0 IPUXO/AThH 3 YCIX HEBUIUICHUX HAPSMKIB;
- PeKypCHUBHE BHM3HAYCHHS MO3HAYKM BIAMOBIIHOCTI aMIUNTyAuW 1 mpocTopoBoi (asu B
BujiieHomy BikHi P(K,6), ne kK —4ac, € — Kyt npuxo/y CUrHaIYy.

Ominka Bigcraneit mixk AC 1 BC moxe OyTu 37iiicHeHa eKiabkoMa criocobamu [8].

VY pas3i posramyBanHs AC moOim3y
BC ominka BincraHed BH3HAYAETHCS 3
PIBHSIHHS TIepeaayi:

1 PnepiGnepi an
ri _ Pnpnnepi 77np ’ (1)
Ar
ne P,,,i — NOTYXHICTh mepenasaua i-i
AC; P,, - HOTYXHICTb CHUTHATY, IO
npuiivaerscs; G,,,i,G,, BiMOBITHO:

Koe(iIlieHTH TiJICUIICHHS TepeaaBaIbHOT

Puc. 1. [lo 3amaui BusHauenns Bigctanei Misk AC 1 BC

i -i AC i mpuiiManbHol BC anTeH; A — I0BXHHA XBHIII; Maps Mept ™ Koe(illi€eHTH KOPUCHOT il Ipuii-

masibHoro bC i nepenasansHoro i-i AC dixepis.
VY pa3i posramyBanHs AC Ha Mexi OOCIyroByBaHHS 0a30BHX CTaHIIl OLliHKa BiacTaHeil

BH3HAYAETHCS 3 PiBHAHB (pucC.1):

sin 6,

hL=r ,
' %sin(180 -6, — 6,)
sin 6,

()

r, =

[
»

Puc. 2. Jlo 3agaui Bu3HayeHHs koopauHat AC;

r ,
7 5in(180 - 6, — 6,)

ne I; — Biacrans Mik bC; 6, u 6, — xyru npuxony
curnany Bit AC 1o BC; 1 BC; BiamoBinHo.

O1iHKa KOOPJAMHAT PYXOMOTO JKEpesia CUTHAITY
AC; (puc. 2) mpoBOAUTHCS 3T1HO 3 BUPA3aMU:

X; = Xz +1, C0s 4, 3)
Y; =Y, +I;,c0s6,,
ne X;, Y; xoopamnaru bC; 1, — Bincrans mix AC; i
BbC; 6, — kyt npuxony curnany Big AC;i.
O1iHKa B3acMHHX BiacTaHel HR”H Mmix AC mpo-

BOIUTHCS 3T1IHO 3

Ri =% —x))2+(yi —yp?. i=j. (4

Metoa onTumizauii po3nogijly 4acTOTHOIO pecypcy

3amavya onTUMi3arlii CMyrd 4acToT GOpMYITIOEThCS TakuM gyuHOM [8, 9]. Bimomo Ha maHuit Mo-
MeHT po3sranryBaHHs B mpoctopi AC B 30HiI obciayroByBanHs BC y BUTISai MaTpulll B3aeMHHX

BiJICTaHEH HRU' H i,j=12,...,M . ¥YMmoBu croinpHoro Bukoprucranus AC B 30Hi obciyropyBanus bC

BU3HAYaIOThCs (DYHKIII€I0 YaCTOTHO-TepUTOpiaabHOro posnocy (UTP), sika mpu posrisni TUIbKH
OCHOBHHX 1 TT03aCMYTOBHX XapaKTEPUCTUK BUIIPOMIHIOBAHHS 1 MPUHOMY SIBJIIE COO0I0 MOHOTOHHO

74
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cnagHy (QYHKINIO JOMYCTAMOI po3cTporku poOounx yactor AC Af  Bim iX B3aeMHOro
BugaigeHdsa R :

Af =g(R). 5)
Koxniit i-ii AC mnorpibHO mpucBoiTH pobouy wuacrory f;,i=12,.,M Tak, mobd mpu
BukoHaHHi yMmoB EMC 3aiimana HUMH cMyra 4acToOT
AF =max f, — min f, (6)
<isM I<isM
Oyia MiHIMaJbHO¥O, a ii MiHIMaJIbHE 3HAYEHHS BiMOBIAANIO O 3aaHii 4acTOTI:
fmin =2 fcep _Jgigl)\(/l fi ) (7)

Je fcep — CEPEAHE 3HAUYCHHA YaCTOTH.

3a BIZOMOIO MATPHUICI0O B3aEMHHMX BIJICTaHEH HRij H 1 3amaHor0 (YHKIIE YacTOTHO-

teputopiasnibHoro poznocy (5) ymosu EMC AC B 30Hi oOciyroByBanHs bC moxHa 3anucatu y

, €JIEMEHTHU SIKOi OOMEXy-

BUTJISIAI MaTPUI JOIMYCTUMHUX YaCTOTHUX PO3CTpOroBaHb Mik AC HAfij
I0Th BHOIp pOOOYMX YACTOT 3a JIOIMTOMOTOXO CITIBBITHOIIICHB:
Toni matematnune GopMyITIOBaHHS JaHOT 3a7a4i MOXKHA HAJIaTH TaKuM YMHOM. B obnacri, sxa

BU3HAYAETHCSI 0OMekeHHsAMH (7) 1 (8), HeoOXiqHO 3HAWTH Taki 3Ha4eHHs 3MiHHHMX f;, pu sAKUX

niapoBa GyHkiis (6) mpuiiMae HaitMEeHIIIEe 3HAYCHHSI.

B nanoMmy BHIIaAKy YMOBOIO JIOKAJbHOI ONTUMAJIBHOCTI € Te, 10 poboda yacToTa, sKa
pUCBOIOEThCA ueprosiii AC, moBuHHA OyTH HANOIMKUOIO JI0 IPUCBOEHOT HA MONEPEAHBOMY KPOIIi
YJaCTOTH 32 YMOBH CITiBBiHOIIIEHD (8).

CyTp IBOTO ANTOPUTMY TOJISATaE B HacCTYnHOMY [9]. Hexail B pe3ynpTari BUKOHaHHS K KpOKiB
arroputMy (1<k <M —1) maemo Takwmit posmosin actor 0= f, <f, <..<f,,me v —HOmMepa

AC, SKUM NIPUCBOEHO YacTOTH f, (i =l,...,k). Toni BIAMOBIIHO O YMOBU JIOKAaJbHOI OMTUMI3aIlil
1

HOMeEp V,,; deproBoi AC Ha K +1 Kpoli anropuT™My BH3HAYAETHCS 31 CITIBBIIHOIICHHS:

Viyg =arg min- max(Af, —f, +f, |, 9

kil g 1<i<M ]slsk( i Vi v|) 9)
1V, Vg

Jie Afiv' — PO3CTpOiKa YacTOT MiXk I-fo AC (cTanuid, sKiii He mpucBoeHa dactora) 1 V) AC

(cTaHLis, SIKI MPUCBOEHA YACTOTA); ka — 9acToTa, AKa TIPHCBOEHA Ha K -My Kporii; fVI — 4acro-

Ta, SIKa IPUCBO€EHA V| -} CTaHII].

Takum yMHOM, BH3HAYalOTHCS MaKCHMaJbHI €EMEHTH B KOXXKHOMY CTOBIIIII MaTpHIli 4acTOT-
HHX PO3CTPOIOBaHb (AfivI —f, + fv,) Mik AC 3 yke IPUCBOEHOIO YaCTOTOIO i HE TPUCBOEHOIO i
MOTIM 3HaXOAUTHCS MiHIMAJIbHUH efeMeHT. BiH 1 Bu3Havae Homep V, ; dyeprosoi AC.

[TonoxeHHs Ha YaCTOTHIH oci

fu, = £, + min max(af, —f, +,). (10)
£V, V) o

B sxocti mouaTkoBOi TOYKM BUOHMpaeThcsi A0BUIbHUN HOMep AC. Jlns BHUKOHaHHS yMOBU
3aj1a4i ONTHMI3allii CMyT¥ 4acTOT HEOOXiHO BCi OTpUMaHi yactotw 36imbmmta Ha f i, 1m0 He mo-

PYIINTh BUKOHAHHS CITiBBiIHOIICHB (8).
CTpyKTypHa cXeMa alropuTMy pO3IOAiTY Y4aCTOTHOTO pecypcy HaJlaHa Ha puc. 3.
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1
Q ITouaTox

A 4

2

BBenenus

BUXIIHHUX JTaHUX

A 4

3 Po3paxyHok
MaTpPHIl B3aEMHHIX

BiJgcTaHel H Rj; H

\ 4

4 Po3paxyHok
MAaTpUIII YaCTOTHUX

PO3CTPOIOBaHb HAfij H

Pesynbprat MOHITOPUHTY
CIIEKTpa.
3agsku Binx N AC
Ha PajlioIOCTYTI.
Buznauenns xoopauHaTt AC:

XiyYir Z;.

Hi

l TaK

Busnauenns Homepa geprosoi AC

V.., =arg min max|Af;
ke =29 M0 Jslsk( M
iV, Vg

- ka + fv|) h 4

10
ITepenecenHs yacToT B

pobody 06acTh

f=Ff+f

o v min
8 [IpucBoeHHs yacTOTH
fu, = f, + min max(afy, —f, +f,)
[EV IR
9 v \4
11
k=k+1 Kinenp

76

Puc. 3. CtpykTypHa cxema alropuTMy PO3IOJITY YaCTOTHOTO PECypCy 3 IIOBTOPHUM BUKOPUCTAHHIM YacTOT
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AHani3 e)eKTMBHOCTI METOY ONTUMI3allil pO3MOaily YaCTOTHOIO pecypcy

s anamizy eeKTUBHOCTI METOY ONTHUMI3allii pO3MOIiIy YaCTOTHOTO PECYPCY BUKOPHUCTAHO
mepexy LTE. Mepexi LTE BukopuctoByrorh TexHojorito OFDM. BuydenHs 3a0opoHeHHX
4acTOT 13 3arajbHOI CMYTd 4acTOT Mepexi BimOyBaeThcs HacTymHUM yuHOM. CumBon OFDM —
1[e rpyna MiJHeCiiHUX YacToT, SKa B JaHUH MOMEHT NEPEHOCUTh OITH MapajelbHUX HU(PPOBUX
notokiB. KomrmiekcHa ormHatoua omHoro OFDM-cumBony tpuBanictio 7, SKMM MOYHMHAETHCS
B MOMEHT 4acy KAt, mae Burisz [ 14]:

. 1N kT
Uy =U.(kat)==>U;e” N, (11)
N iZo
ne Ui — KOMILUICKCHHI CHMBOJI, KM BH3HAYa€ aMILIITYAy i IMOYaTKoBy a3y I-i migHeciiiHoi

OFDM-curnany; N — uucno migneciiiux B OFDM-cuMBOIi.

VY pasi, KoH BiIOMO, Ha SKMX YaCTOTax HE MOXKHA BECTH Iepefady IaHHX B MEpexi, Tpeda
BUJIYYUTH BUIIPOMIHIOBAHHS Ha LIUX 4acTOTaX, MONEPETHBO MepepaxyBaBIly, sKi MiHecilHI 30ira-
I0ThCS 3 3a00POHEHUMHU YacTOTaMH. SIKIIO MOTPiOHO BMIIYYHTH BUIIPOMIHIOBAHHS Ha I-M 4acToTi

Mepexi, To mpu popmyBanHi OFDM-cumBony notpi6-

a0 Welh Power Spectral Density Estimate Ho U; mpupiBasTa 10 Hyns. PosHoc Mik migHeciiiHu-

I

g - MU 4aCTOTaMH CTAaHOBUTH 15 KI'm.

% 20 J{ \h, Jns ouinku edexruBHOCTI anroputMy (10) mpo-

B ] B BEJICHO OOYHMCITIOBAIBHUI eKkcriepuMeHT Ha EOM.

a -300 o . . v
o018 2 s, e Hexail B pe3ynbTaTi MOHITOPUHTY CIIEKTpa HE 3aifHs-

— 150 Welch Power Specral Density Estimate TOIO CMYT'OI0 4acTOT BHsABMIaca cMmyra Big 2,25 I'T' o

I . .

g «CIieKTpATBHA 2,5 I'Tu BuaineHa JUIs mepesiati AC B nanpsmky BC.

g &« lipay Cwmyra B mexax Big 2,1 I'Tn no 2,2 I'Tn BusBmiacs

& 20 | 3aiHATOI. TakuM ynHOM, B Jiana3oHi Bix 2,25 I'T'1 go

5] [— e .

g a0 2,5 I'T'u 3'aBunacs Tak 3BaHa «CIEKTpalibHA Jipa». Pe-
0 0.5 1 15 2 25 3 3.5 4 . .

Frequency (GHz) 3ylbTaTH MOHITOPUHTY HajgaHo Ha puc. 4. Bropi Ha

Puc. 4. Pe3ybTaT MOHITODHHTY CrIeKTpa puc. 4 B1;L06pa>1<eHa MOBHICTIO 3aHATA CMYyTa.

mepexi LTE JIJiss MaTeMaTHYHOTO MOJICITIOBAHHS KOOPAWHATH

postamyBanHs AC BuOUpanucs BUIMAIKOBUM UYHHOM

3a TayCIBCBKMM 3aKOHOM posnonaury. [lpuxian
posramryBanHs AC noka3aHo Ha puc.S.

Po3paxyHOk matpuili B3a€MHUX BiJCTaHEH

0.06

HR” H Mixk AC TIpOBOAUBCS 3TiTHO BHPA3Y:

Rij =\/(Xi —Xj)2+(Yi _yj)2+(zi _Zj)z ,

e Xi, Vi, Z; — KOOpIWHATH PO3TallyBaHHSI
i-1AC.
ManI/ILUI A0IMYCTUMUX YaCTOTHHUX
pascTporoBaHb (opMyBayiacs 3a JOTIOMOTOO Puc. 5. PozranryBannst AC B 30HI 00CITyroByBaHHS

MaTpHIli B3aEMHHX BiJCTaHEH HRij H 1 QyHKil BC mepexa LTE

YaCTOTHO-TEPUTOPIAIbHOTO PO3HECEHHS:
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15«Ty, 0<R; <0.2Kku;

0’—225—1 kly, 02<R;<05xru; (12)

Af;(d) =16

300 BianoBigHO 3 pO3IISHYTUM alrOPUTMOM 1
No AC (YHKIIIEI0 YaCTOTHO-TEPHUTOPIATLHOTO PO3HECEH-

20 Hsl, PO3TAIIOBaHUX BUMAAKOBUM 4rnHOM AC B mpo-
o cTopi (puc. 5), MPOBEAEHO PO3MOMALT YaCTOTHOTO
pecypcy wmixk AC B pmiamasoHi Bigx 2,5 10

150 2,5072 I'T 3 BiANOBIIHUM MPUCBOEHHSAM iM Yac-

vy b TOT.

100 v [Tpuknan Takoro MpUCBOEHHS YacTOT MOKa3a-
e P HO Ha puc. 6. [Ipu npomy, sk BUAHO 3 puC. 6, B

%0 Al I MeXax BIIbHOTO YacTOTHOTO Jiama3oHy BUALIECHO
%%ﬁﬁé . T 256 HOmaTKOBHUX KaHAIB, IO HO3BOJISIE 3HAYHO

2.4 2.401 2.402 2.403 2.404 2.405 2.406 2.407

5 301IBIIUTH KUIBKICTh AC, 1110 00CITYrOBYOTHCS.
x 10

Puc. 6. PesynbTar npuceoenns yactor AC Ha puc. 7. Hajiana 3aeXHICTh IUPUHA CMYTH
Mepe>1<i LTE qacCcTOT B14 KUIBKOCTI1 O6CHerByBaHI/IX a0OHEHTChH-

kux cranmi mepexi LTE. Bepxus kpuBa Ha na-
x 10

HOMY PHUCYHKY BIJIOBIJa€ BHIIAAKy PO3IOALTY 18
YacTOTHOTO pecypcy 0e3 BHKOPHCTaHHS 3arpo- o AF ., TT1
MTOHOBAHOTO METOY, a HIKHS KPHBA — 3 BUKOPH- 1

CTaHHSAM METOAY TIOBTOPHOIO BHUKOPHUCTaHHS
gactor. Ilpn 1mpoMy sIK BHUAHO 3 puC. 7/, TpU
posmoaini yacror Mik 64 AC cMmyra yacTtoT
3MeHIyeTbess Ha 2,6623 MI'n. Ilpu posnonimi

12

10

gactoT Mk 128 AC cMyra 4acTOT 3MEHIIYEThCS L

Ha 5,2996 MT'1. Ilpu posnoxini gacror mix 192 ‘ =T

AC cMmyra yacror 3meHmyerscs 9,0163 MI'm. 2 M

A HpH pognonlnl qacToT MDK 256 AC CMyra dac- 060 80 100 120 140 160 180 200 220 240 260

TOT 3MeHIyeThes Ha 11,92 MI'u. Takum urHOM,
MOHa 3pOOMTH BHCHOBOK IPO T€, 110 3 POCTOM
4Mcaa  ofHouacHO  obcmyroByBaHnx  AC KiIbKOCTi aGoHeHTChkHX cTanmiil M
€(EeKTUBHICTh METOTY ITi/IBHIIIYETHCSI. mepexi LTE

Puc. 7. 3anexuicTs mmpunu cmyru yactotr AF Bix

BucHoBku

3anpornoHOBaHO aJITOPUTM PO3B'sI3aHHS 3aaul ONTHUMI3allii PO3MOILUTY YaCTOTHOTO pecypcey AJis
Mepexki KOTHITUBHOTO Pajio 3 MOBTOPHUM BHUKOPHUCTAHHSM 4acTOT. B OCHOBI alroputMmy JIEeXHTb
METOJI JIOKaJIbHOI ONTHMi3alii — OJUH 3 HAOIMKEHHX METOMAIB TUCKPETHOTO IMPOrpaMyBaHHS.
B naHomy BuIaaKy YMOBOIO JIOKaJbHOI ONTHMAIBbHOCTI € Te, IO poboya dYacToTa, sKa
npucBOIO€eThCS yepropii AC, moBuHHa OyTH HaHOIMKUOIO /IO PUCBOEHOT HA MONEPEAHBOMY KPOILIi
YacTOTI.

3a OMOMOror IMITAIIfHOrO MOJEIIOBAaHHS NPOBEACHO aHali3 €(EeKTUBHOCTI aIrOpUTMY
OINTUMI3alii po3noairy yacToTHoro pecypcey aist mepexi LTE. Otpumano 3anexHOCT] IUPUHE CMY-
Il 9acToT BiA KimbkocTi AC, 1m0 OOCITyroBYIOTBCS. AHami3 MOKa3aB, 1[0 BUKOPHCTAHHS JAHOTO
JITOPUTMY J03BOJISIE B JIBAa-TPH pa3d CKOPOTUTH CMYTY 4acToT. Takoxk MOKHA 3pOOUTH BHCHOBOK
mpo Te, mo 3 pocrom umucia AC, sKi OgHOYACHO OOCTYrOBYIOTHCS, €(PEKTHBHICTh AITOPUTMY
T IBUIIYE€THCS.
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M. YERMOSHYN, A. POBEREZHNYI, O. ONOPRIYENKO, M. SHURYHA

ARCHITECTURE OF NETWORK KNOWLEDGE BASE
OF A COMPLEX MILITARY SYSTEM

Introduction

Problem statement. A complex military system in modern conditions should have a
synergistic effect of interaction between components and elements in a conflict environment, taking
into account the adaptability to the conditions and state of the troops in the following main areas [1,
2,12]:

—a single methodological approach to build the organizational structure of the military system
with a network knowledge base is using of modern special software, mathematical models and
problems to support real-time management decisions, creating all levels of a single background;

—ensuring the adequacy of forces to perform the task as assigned, the coordination of actions
of the forces with information and technical compatibility of the elements of the system (units), the
elimination of tasks duplication and management functions in the group of troops;

— building the organizational structure of the military system with a network knowledge base
during the transition to the states, systematization of knowledge, experience and development of
leaders’ thinking, organization of information and psychological struggle, ensuring timely response
to changes and possible stressful circumstances during hostilities, increasing timeliness forces due
to the maneuver, ensuring the balance of time to develop a plan of action in terms of their
ephemerality, uncertainty and difficulties of a comprehensive assessment of the situation, its’
generalization, etc.

Analysis of scientific research and publications.

In [1] the synthesis of adaptive structures of systems of anti-aircraft missile and artillery cover
of military objects is considered, which is reduced to search of structure of components and
elements of system and communications between them through network mathematical models
which realization allows to satisfy the established requirements to efficiency of functioning of
difficult organizational military systems with known resource constraints, etc.

Theoretical foundations of formation and degradation of complex organizational and technical
systems [2] provide a description of this system without components, and in [4, 12] there is a
problem of synthesis of the structure of a complex organizational system of military purpose and
properties, but the knowledge base is not considered.

In [3] the basic concepts of the theory and practice of the Armed Forces of Ukraine on
armed struggle in air and space, the basic definitions of a complex system, but not all terms of
properties are used in the sense in which they are laid, new approaches to the analysis of
properties and synthesis of the organizational structure of complex systems.

The architecture of the subject-oriented knowledge base of the intelligent system [5] is
the knowledge base as the basis of any intelligent system. This is primarily due to the fact that
the data model embedded in the knowledge base should be easily integrated with the data
model embedded in the system itself. Most often, these models coincide. The knowledge base
is considered as a set of software that provides search, storage, conversion and recording in
memory of complex structured information units (knowledge). In general, the architecture of
an intelligent system can be represented as an interface of user interaction with the knowledge
base.

The ontology of design is provided in [6] on the construction of a model of the subject
area by probing the service Google Scholar Citations

In [7] the representation of knowledge in the information system and methods of artificial
intelligence and knowledge representation are considered, the basic concepts of artificial
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intelligence and knowledge representation, various methods, basics of Prolog language,
descriptions of OntoStudio and MatLab packages for solving problems and cluster analysis.

In [8, 9] the basic concepts of artificial intelligence and knowledge representation,
various methods, basics of Prolog language, descriptions of OntoStudio and MatLab packages
for solving problems are described, the textbook description presents a systematic
presentation of the basics of knowledge representation theory in artificial intelligence
systems. The description of the most significant currently models and technological aspects of
designing systems based on knowledge is given. Particular attention is paid to the problems of
knowledge engineering, and as the main approach to their solution is the author's method of
situational analysis and design of the model of the subject area (knowledge base), but
insufficient attention is paid to the network knowledge base.

In [10, 11] provided artificial intelligence systems as models, methods and technologies
based on knowledge, artificial intelligence as the basis of future control networks regarding
the use of computer technology, she believes, has already led to a huge number of unfinished
design decisions digital systems. Opposing techno-chauvinism and social illusions about the
saving role of technology. Only by understanding the limits of computer technology will we
be able to dispose of them in such a way as to make the world a better place.

The unsolved part of the general problem concerning the knowledge base of a complex
system of military purpose is the construction of the architecture of the network knowledge
base in the subject area of militar arts, to which this article is devoted.

The research aims and objectives: to provide an interpretation of the basic concepts of
the architecture of the network knowledge base and the construction of the organizational
structure of a complex military system.

Statement of basic materials

In modern conditions, the greatest influence on the change of forms and methods of hostilities,
globalization and implementation of the results of the scientific and technological revolution have
tendencies of information and psychological struggle, ensuring timely response to changes in
combat and possible stressful circumstances in complex military systems.

The military system consists of components and elements.

Components of the military system are its subsystems: fire, intelligence, control, engineering,
technical support, etc.

Elements of the military system are military formations, with their capabilities for specific
conditions.

The assessment of the effectiveness of the functioning of a complex organizational system for
military purposes is carried out taking into account three axioms: at first, weapons and military
equipment have certain tactical and technical characteristics; secondly, military formations have
appropriate combat capabilities; thirdly, the military system has its own properties (synergy effect,
hierarchy, emergence, efficiency and stability, adaptability, operational readiness, communi-
cativeness, secrecy, reflectivity, validity, continuity, rationality, controllability, etc.) [2, 4, 12].

Tactical and technical characteristics of armaments, combat capabilities of military formations,
properties of the military system are characterized by indicators, criteria and standards.

A complex system of military purpose is a set of interacting, simultaneously functioning
components and elements built according to a single conception and plan, each of which performs
one or more functions when military formations perform assigned tasks.

For the description and formalization, the complex military system is presented as [4, 14]

S = s(c, ILE, A‘,A‘e,Aei) ,
whereC = icl ...... Ck }— the set of components S;

| = il ...... I j—the set of internal elements S;
1 p

- iEl E }—the set of external elements S;
q

.....
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A' —relations of elements (internal structure S);
A" A® _ relations between the elements (the structure of the links between the internal and
external elements of S and vice versa).

At the present stage, the purpose of creating a military system is to ensure the effective use of
groups of troops (forces) within a single system, regardless of their departmental affiliation and the
rational use of existing resources.

The structure of the military system is the mutual location of its elements and the set of connections
and relations between them, ensuring the integrity of this system and the ability of formations to
perform tasks taking into account the basic properties of interacting subsystems and elements according
to conditions and forces (Fig. 1) [1, 2, 8].

The input data of the system include data on external influence and management (Ae', Ah.
Management data correspond to commands to change the values of structural parameters to change the
combat task of a group of troops, for example, commands to change the positions of units, teams to
change the objects of cover, etc. Data on external influence on the military system include, for example,
the values of the parameters of the preliminary reconnaissance of the composition and condition of the
enemy, the values of the parameters of the enemy's strike, and others.

External environment (data on the enemy, neutral and interacting forces; ob-
jects; conditions, etc.)

Command con-

trol system i Military system
(combat mis- |A
sion) :l/,\ C management
im:(ilmx ist ceey inm)
. Component fire Cf | knowledge base
e Cm Cm
I=@i,, i)}, ..., i) N
Enemy systems, p N—/
neutral forces, knowledae base
interacting forc- Cfg CmCl
es | cf
Aﬁ\ cl C intelligence
] N 1S i)
C software knowledge base ClI
data R = R()un

Fig. 1. Block diagram of a complex military system

To the initial data of the military system (A'e ) include, for example, the values of parameters for
the effectiveness of hostilities, the structure of the system, etc.

The fire system as the main element of the structure is characterized by a set of values of
indicators (spatial, temporal, probabilistic) i' = (i';, i",..., i,), which determine both its structure and
state parameters. Construction of the fire system is achieved by deploying elements of a group of
troops in combat order.

The components of the fire system are the realized fire zones of the units located on the battle
positions. Therefore, the structural parameters include the characteristics of the weapons in service
(i',), the coordinates of the main and reserve positions of the units (i), the area of fire (i%), and
others. A fair assumption about the inclusion of environmental parameters in the internal parameters
of the fire system. For example, the terrain can be taken into account in the characteristics of the
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weapon (i) in the form of a realized zone of fire for the entire spectrum of altitudes, and weather
conditions in the form of the attenuation coefficient of radio waves and others.

Virtually all parameters of fire, intelligence and control systems should be determined by
indicators that can be deterministic or stochastic.

Evaluation of the effectiveness of a complex military system and its components based on the
results of modeling the actions of the parties creates a number of problems in terms of non-
stochastic uncertainty of the parameters of the situation and actions of different parties, consisting
of two classes: analysis tasks; problems of synthesis of the structure of a complex system
(component).

When creating the structure of the system should be guided by the principles, among which it
is possible to distinguish general and specific [3].

Thus, even in one subject area there are a large number of tasks on the elements of the military
system that require the development and application of mathematical models. However, solving
these problems encounters a number of serious difficulties. First, these tasks are solved at different
times by different organizations and institutions. Second, often even in one organization, different
tasks in the same subject area are solved using different models. Third, a single methodological
approach to building the organizational structure of a military system with a network knowledge
base is often impossible even in a group of troops.

To eliminate these contradictions, it is necessary to solve interdependent problematic issues: to
develop tools for a military system with a network knowledge base, focused on a particular class of
methods; to develop sufficiently universal models, with the help of which it is possible to solve all
or at least most of the problems in one or another subject area and to achieve their approval as
industry standards; develop specialized models to solve individual problems that provide an
estimation of all or part of the input parameters of the universal model.

This technology of construction and evaluation of the effectiveness of a complex military
system with a network knowledge base avoids existing shortcomings, and most importantly, can
significantly increase the adequacy of models and tasks, consistency and effectiveness of decisions.

Knowledge base is a special kind of database designed to manage knowledge (metadata), ie the
collection, storage, retrieval and dissemination of knowledge. Knowledge-based systems are
implemented on the basis of the following intelligent algorithms: expert systems; neural networks;
fuzzy logic; genetic algorithms [5, 11, 12].

Expert systems are considered together with knowledge bases as models of behavior of experts
in a certain area of knowledge using the procedures of logical inference and decision making, and
knowledge bases — as a set of facts and rules of logical inference in the chosen subject area of
heuristics activity.

The main task of heuristic activity is to build models for the process of finding a new problem
for a given object (phenomenon, process). There are different types of such models, among them
are some options: the model of blind search, which is based on the method of trial and error; the
labyrinth model in which it is possible to solve a problem is considered as a labyrinth, and process
of search of the decision — as wandering on a labyrinth; structural-semantic model, which is based
on the fact that the basis of heuristic activities for solving the problem is the principle of building a
system of models that reflects the semantic relationships between the objects included in the
problem [5, 7, 8].

The most well-known class of such programs are expert systems designed to find ways to solve
problems in a particular subject area, based on knowledge base records and a user-defined
description of the situation. Simple knowledge bases can be used to create expert storage systems in
the organization: documentation, manuals, technical support articles.

The main purpose of creating a knowledge base of the military system — to help the
commander to find an existing description of the method of action of units (strategy) to determine
the design of hostilities in any difficult situation.

Regarding such a model, the knowledge base should solve the problem: search for the necessary
information to the commander (both embedded in the database and indirect information derived from
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existing); transformation of the received information into a model of knowledge used within the
intellectual system of military purpose and interacts with the knowledge base as an interface of
interaction of the commander with the knowledge base; timely updating of knowledge inside;
maintaining the integrity and adequacy of information on the implementation of combat missions by
assigned units.

Such a subject area of the knowledge base of the military system can be provided in the form of a
subject-oriented model, which is based on the fact that the algorithm of logical-analytical activities of
the commander and the principle of building network models to support decisions on combat or other
decisions that significantly affect to perform a combat mission.

Research and modeling of the management process show [1, 3, 4, 12] that the decision support
process should be considered consistently in the form of image of the process: plan-schedule;
algorithm; network schedule; network model.

When developing the algorithm of logical-analytical activity of the commander and the staff,
the following features are taken into account: this algorithm must correspond to the general system
approach to the preparation and conduct of hostilities; the algorithm is divided into separate logical-
analytical, informational and computational problems, the solution of which determines the order of
application of automation tools, models, methods; the algorithm should be implemented
programmatically.

The construction of network schedules for decision support is a continuation and detailing of
the algorithm of the commander and staff by determining the required and available time of their
work and units that have random values. The network schedule corresponds to the sequence of tasks
and functions of management of officials.

To graphically describe the network model, we will use the following notation "goals" and
"relationships” (Fig. 2) [1].

O Conjunctival m Disjunctive

Ilgoalll ”goal”
R Relatiqns typy  —-m- - > Relati_ons type
“action” “relationship”
— — — —» Relations of the type |:| Auxiliary
”of subordination ”’ "goal”

Fig. 2. Graphical notation of "goals" and "relationships™ of the network model

An example of a mathematical network model to support combat decisions is given in [1].

The network model in the form of defined "goals” and "relationships™ most fully reflects the
order of the governing bodies when deciding on hostilities and other activities. It can be
informationally detailed according to the stages of this activity of officials on the tasks, the solution
of which is assessed by partial indicators of importance, reliability, completeness, accessibility,
detailing of information.

In general, the architecture knowledge base of the intelligent military system can be
represented as the interface of interaction of the C-commander (E-expert, O-operator) with the
network (Fig. 3).

The internal imagination of knowledge in the knowledge base (formal program-logical content)
should be implemented in the form of a matrix of contiguity, reflecting the relationship and
interconnection between the target institutions, as well as a set of such directories [1]:

— catalog of target installations (CTI);

— catalog of initial conditions (CIC);

— catalog of resources (CR) of groups of troops (time, material, combat and quantitative
composition) used, their costs and replenishment;

— catalog of rules of resource consumption (CRC) and the choice of criteria for their allocation
in the process of use.
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When replenishing the knowledge base, it is advisable to control the correctness of the
changes, their compliance with the concept laid down in meta-knowledge, control the contradictions
with the existing structure of target settings. Extraction of knowledge from the knowledge base is
carried out by the algorithm of logical inference in the process of synthesis of the system structure
during decision making and the algorithm of comments (explanations) when disclosing logical and
factual premises, on the basis of which these recommendations are formed.

The composition and relationship of all formal and logical means of knowledge base to support
decisions on the preparation and conduct of hostilities are shown in Fig. 3 [1, 3].

The structure of the knowledge base is a three-dimensional array of matrices, each plane of
which corresponds to one of the above directories. It is advisable to define the following arrays
corresponding to the directories:

— matrix of relations between target installations with initial conditions;

— matrix of resources used;

—matrix of compliance with the rules of resource consumption and the choice of criteria for
their allocation.

Separating the relationship between initial conditions and target settings in different matrices
may initially seem illogical, as they are inextricably linked and form a single integral network, but
in the process of logical inference with time constraints, this can significantly reduce the dimension
of the problem and time.

The size of the adjacency matrix is determined by the number of vertices (target installations)
of the mathematical network model of making decisions on the preparation and conduct of
hostilities and the initial conditions that determine the achievement of target installations.

Matrix elements are sets that consist of indices of the corresponding elements, which reflect the
relationship and relationship between "goals" according to their numbering in the catalogs. If it is
necessary to extract knowledge from the knowledge base, sampling is performed from the
appropriate directories according to the indices contained in the elements of the sets.

Replenishment of knowledge (or their correction) is carried out by adding formalized
knowledge to the appropriate catalog, changing (if necessary) the dimensionality of the adjacency
matrix and establishing the relationship between new "goals"” by filling (changing) in the specified
matrix of relevant elements.

The initial synthesis of a mathematical network model of knowledge is carried out using
synthesis procedures. The theoretical basis for constructing such procedures is the search for a
guaranteed strategy.

Directly related to the knowledge base is a group of algorithms for its management [1]:
examination, synthesis of a mathematical network model for making decisions on the preparation
and conduct of hostilities, control of the correctness of the knowledge base, preparation of source
information.

This set of algorithms is used only at the stage of replenishment (correction) of the knowledge
base by the officer-programmer, and in the process of combat operation does not participate.

The expertise is designed to organize a dialogue with experts on the preparation and conduct of
hostilities and the transformation of information in the process of replenishing the knowledge base.

Tasks to be solved: organization of dialogue with experts in the process of replenishing the
knowledge base; transformation of information from the language of communication with experts
into the internal language of formalization of the knowledge base; transformation of the received
regularities into target installations, initial conditions, relations, rules of use of resources.

The basis of the examination algorithm is a natural language interface that transforms from a
limited natural language of communication into the internal language of the expert system. The
natural language interface consists of a linguistic processor and a knowledge base about the
language of communication [1].

The linguistic processor is provided by modules of the corresponding analysis of the entered
information. These is word processing module, morphological analysis module, parsing module,
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semantic analysis module, internal image synthesis module. Modules have both semantic and
grammatical information about individual semantic component situations for decision making.

Ultimately, the expertise algorithm provides the formation of binary relations between the
vertices that characterize a certain state of the system for publication by their expert. The expert
approves or rejects the presented relations or forms a new state of the system, which are not
included in the catalog. Interaction is carried out by means of the corresponding menus. The given
order of functioning actually provides realization of functions which structure can be given by
special modules of separate word forms for experts concerning situations of decision-making.

Synthesis of a mathematical network model of decision making will provide a change
(correction) of the structure of target settings while replenishing the knowledge base.

Tasks to be solved: selection of vertices and relations from the set of generalization
information with experts while replenishing the knowledge base; replenishment of knowledge base
catalogs; making changes to the adjacency matrix in accordance with the newly discovered or
changed relationships between the target settings.

The formation and transformation of the structures of the target settings allows you to
reasonably determine or significantly supplement the structure of the target settings of the system
using which the decision is made. A necessary element of the synthesis of a mathematical network
model for making decisions on the preparation and conduct of hostilities is to build a structure of
target systems of the system for a specific situation.

The following principles are the basis for building mathematical network models for making
decisions on the preparation and conduct of hostilities (establishment of binary relations between
target installations), which characterizes the actions of management bodies, etc.: purposefulness;
massaging resources; maneuverability; unity of management; security; secretiveness; simplicity of
design.

Based on an expert survey, a catalog of target settings is compiled and the essence of the
relationship between them is clarified. The synthesis of a mathematical network model for making
decisions on the preparation and conduct of hostilities begins with a state, the achievement of which
ensures the achievement of the ultimate "goal", ie with the "goals" of the highest level of the
hierarchy. The synthesis of structures of target installations is carried out until the required level of
specificity is reached, ie until the target installations are reached, the conditions for achieving which
are only the initial conditions. The truth of the initial conditions can be determined by solving a
finite set of calculation problems or on the basis of information from a combat service person.

The theoretical basis of the means of formalizing the synthesis problem is a mathematical
apparatus that allows to establish the truth of the relationship between the target settings and to
describe the structure of the network model itself. The target settings are divided into conjunctive,
disjunctive, conjunctive and disjunctive achievable. As a result of these actions, we obtain the
structure of target installations for making decisions on the preparation and conduct of hostilities for
the initial conditions.

Building the structure of target installations, making decisions on the preparation and conduct
of hostilities is carried out with the help of formal rules by transforming the structure of target
installations. The transformation of the structure of the "goals” of the management process begins
with the "goals" of the highest level of the hierarchy and is carried out sequentially until the target
settings are reached, which are determined only by the initial conditions. At the same time there can
be a situation when as a result of the specified transformations the necessary level of concreteness is
not reached. In this case, further construction of the structure of target installations to make
decisions on the preparation and conduct of hostilities is carried out on the basis of searching for
fragments of the structure of target installations in the catalog, describing the dynamic qualities of
the process.

The described technique is valid for the initial formation of structures of target installations at
the stage of system creation. In the process of functioning of the expert system at change of
structure of knowledge base only correction of earlier created structure of target installations is
carried out.
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Control of correctness of knowledge base is carried out at replenishment of knowledge base:
detection of contradictions in structure of target installations at modification of this structure; search
and detection of contradictions of the semantic network graph according to the available resources
and time; checking the completeness of the graph of the mathematical network model; issuance of
identified contradictions to the expert and their elimination. The peculiarities of the control of the
correctness of knowledge, provided in the form of target settings, is the need for a joint analysis of
the whole set of target settings and the initial conditions in their relationship. To do this, you
combine the target relationship matrix and the initial condition relationship matrix.

Detection of contradictions in the structure of target installations in the construction of a
mathematical network model, its structure determines the nature of the relationship between target
installations and the presence of contours on the graph of the network model, which is evidence of
incorrect model and leads to a clear contradiction. The search for the contours of the mathematical
network model is carried out by summarizing a generalized matrix of adjacency of target settings
and initial conditions.

Checking the completeness of the graph of the mathematical network model consists of
detecting "hanging" vertices and their correction. The definition of "hanging" vertices is reduced to
checking the presence in the generalized matrix of adjacency of the network model of zero columns.
Possible variants of the "hanging™ vertex x; are disjunctive, conjunctive or initial condition.

Checking the correctness of a mathematical network model according to resources and time in
the process of achieving a "goal" can reveal a situation where resources are not enough to
simultaneously perform certain actions. Control of the correctness of the network model according
to resources and time is reduced to identifying options for achieving "goals”, which meet the
following conditions: the intensity of consumption of each type of resource does not exceed the set
value without contradiction of the states of contractors; the total cost of each type of resources in
the process of achieving "goals™ does not exceed the established value; the available time to achieve
the "goal™ should not exceed the required time.

The definition of the initial conditions is to determine their truth, which determines the
possibility of achieving the appropriate target settings.The connection of the algorithm for
determining the initial conditions is carried out periodically by the algorithm-dispatcher according
to predetermined parameters, which in the process of combat operation of the system can be quickly
changed.In order to reduce the amount of computing resources used for the definition, all
procedures for determining the initial conditions are divided into three groups:

— models of representation of knowledge in the form of calculation of predicates and
statements, calculation and information problems, the results of which are used repeatedly for
specific operational and tactical situations. Tasks of this class use the initial data which arrive both
in the form of results of the decision of problems of management process, and those which arrive by
communication channels from external sources of information;

— or are connected once as necessary, the results of which are used once. In this case, the
information for the definition comes as a result of solving the problems of the management process,
or from automation, if such procedures of the management process are not available;procedures for
determining the initial conditions, the source information which is the operational information of
combatants, are not present in the communication channels of automation, which is introduced
immediately after receiving it. After entering such information, the connection and initialization of
decisions (tactical tasks), for which it is the source.

The definition procedures are reduced to a catalog that is formed at the development stage.
Adjustment of this catalog is carried out at the stage of exploitation.

The formal and logical content of the procedure for determining the initial conditions is
reduced to a separate software module, which is performed on a modular basis. The connection of
the corresponding definition procedures is carried out by the algorithm-dispatcher from the set of
features of the source information in accordance with the above classification and the form of these
procedures from the catalog. The form defines the list of features that at the same time are the
implementation of the rule of choosing the procedure of the definition to be solved.
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Definition procedures are multi-purpose and are used both independently in solving partial
problems and to ensure the proper functioning of the intelligent system.

The database is an integral part of the system database using elements of intelligence designed
to store, replenish and retrieve data that are the source for solving partial management problems and
used in the process of logical inference and comment when receiving requests to the intelligent
system.

A database is a set of data arrays and software modules that allow you to manipulate data
(perform their replenishment, storage and production) in accordance with the concept, such as a
relational database, which provides the following tasks: receiving information interactively from
combat service personnel and from sources of information in automatic mode; recording and storing
the received information in the form of recording on hard media; recording and storing information,
which is repeatedly used in the process of solving computational problems, in database arrays
stored in RAM; search and retrieval of information by key; issuing information grouped in
accordance with the received request (key) in the form of arrays, or sequentially with the
discreteness specified in the key; review of the content of data sets according to the granting of
relevant rights (authorized access); organization of priority access when receiving requests for data
issuance.

Input and output information to replenish the database can come in two ways: through an
interactive dialogue of combatants using the procedures provided by the database management
algorithm; from automation tools and external sources and other consumers.

In the process of accessing the database, a number of conflicts may occur, which are
determined by the impossibility of simultaneous answering of questions by several consumers and
the impossibility of simultaneous writing and reading: conflict between data consumers in the
process of simultaneous access to the database; conflict between sources of information in the
process of recording data while accessing the database; conflict between sources and consumers of
information while accessing the database.

The concept of building a database is based on the image of its logical structure in the form of
sets of two-dimensional tables with the following properties: each element of the table represents
one data element, repeating groups are absent; the elements of each column are instances of one
concept; columns have names; there are no two identical terms in the tables; rows and columns of
tables can be viewed in any order and in any sequence, regardless of their information content.

The peculiarity of the database is its functioning in the following time modes: real-time mode -
replenishment of the database from communication channels of information sources and automation
tools, data issuance to programs operating in this mode; time allocation mode - when replenishing
the database from workplaces or viewing reference tables.

Certain data sets, which are repeatedly used in solving computational problems, have high
requirements for the speed of sampling (issuance) of information stored in them. Such arrays are
placed in RAM when the system is initialized.

The group of tables of structures and connections includes the following: tables of structures;
entry connection tables; extension link tables [4, 5].

Structure tables contain information about the classes of structures in the system: objects,
connections, processes, conditions and properties. These structures were selected based on the
analysis of configuration modeling methods and model data representations.

These structures will allow you to fully describe all the main components of the existing model
representations of knowledge. Tables of occurrence relationships allow you to establish occurrence
relationships between structures. This is necessary to describe complex structures containing sub-
structures.

Inheritance relationship tables allow you to establish inheritance relationships between struc-
tures. This is necessary in order to avoid an excess of information in the system, the structure data
using these tables can be represented as data on the selected structure and data taken from the base
structure.
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The tables of these models contain information that relates exclusively to a specific model of
knowledge representation. For an ontological model, these can be tables of structure names and
their ontological descriptions. For the frame model, these are tables of connections of slots and
structures. This organization of data will logically divide the representation of data between models
and organize their search methods for each model, while leaving the opportunity to use common
search methods for all models [5].

The ontology clarifies the fundamental problems of existence, the development of the essential,
the most important, which is the formal specification of the conceptual (abstract) model of the mili-
tary system, taking into account the functional groups of combat service [6].

Ontology consists of classes of entities of the subject area, the properties of these classes, the
relationships between these classes and statements constructed from these classes, their properties
and relationships between them.

Frame — a structure that contains a description of the object in the form of attributes and their
values, the representation of a conceptual object. Information related to the frame is contained in its
constituent slots. To ensure the integrity of the knowledge base, which contains several models of
knowledge representation, it is necessary to create tables that reflect both the essences of different
types and the relationship between them [5].

The user interface will provide control of the logical output of knowledge for the
implementation of intelligent control functions.

Tasks to be solved: determination of possible ways to achieve the set target settings on the
basis of the received request, in accordance with the defined set of the specified initial conditions;
choosing the best, in a sense, way to achieve the set targets; determining the order of consumption
of resources in the sequence that ensures their rational use in the process of achieving a given target
setting; formation of the structure of achievement of target settings for the algorithm of formation
and issuance of comments; synthesis and issuance of recommendations for achieving the set targets.

The input information of the logic control algorithm is the results of determining the initial
conditions; data on the parameters of resource consumption; data on the actual state of resources;
information about the available time reserve to achieve the target installation; query information
that determines the direction and "purpose” of the inference.

The output information of the logic control algorithm is: information about the possibility of
achieving the target setting in accordance with the request for a given set of initial conditions;
information on the order of expenditure of resources to ensure the achievement of a given "goal";
structure that characterizes the order of achieving a given "goal™ (for the algorithm for forming
comments).

The logical inference procedure is implemented on the structures of target settings, stored in
the knowledge base and selected in accordance with the mode of operation of the system and the
nature of the request. The logical conclusion is made in the following sequence: selection of the
target installation in the state of the general structure in accordance with the received request;
selection of all possible structures to achieve this target setting for the specified set of initial
conditions; fixing the selected structure for transmitting the algorithm for forming comments;
formation and issuance of a response to a request (issuance of recommendations).

At formation of possible structures of achievement of the set target installation the operative
redistribution of the resources used in the course of achievement of target installations - according
to the rules stored in knowledge base is carried out. The rules of redistribution of resources are
divided into constant, due to meta-knowledge and laid down at the stage of system development,
and variables, for which it is possible to adjust them when replenishing the knowledge base. The
selection of the best structure for achieving a given target setting is carried out according to several
criteria, the most important of which are: the minimum time to achieve a given target setting;
minimum consumption of system resources to achieve it; the minimum number of intermediate
goals that are part of it.
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The preparation and issuance of comments is carried out in order to increase the level of detail
of the results of solving both computational and informational, and logical and analytical tasks
issued to combat personnel.

Synthesis and issuance of comments is carried out in the modes of automatic preparation and
issuance of comments and explanations, which, in turn, is carried out as part of the conclusion of
the results of settlement and information problems (automatic synthesis), and at the request of
military personnel.

Automatic preparation and issuance of comments on the results of solving settlement and
information problems is carried out on the basis of a form and a catalog of comments, which reflect
the affiliation and possible level of detail of the information provided. The form and catalogs put in
accordance with specific models and calculation and information tasks a set of procedures for
forming comments, the order and conditions of their connection. This approach allows you to
change the order and composition of the comments issued, without changing the main software
modules of calculation and information tasks in the case of new requirements.

Issuance of comments in the appropriate mode is based on the results of logical inference. The
source information in this case is the structure of achieving a given target installation in the form of
its adjacency matrix and the corresponding directories. Comments are formed by passing the arcs of
the appropriate structure and a sample from the catalog of initial conditions and target settings of
the content of the relevant "goals". The issued comments allow to trace all logic of the conclusion,
its objective preconditions, structure and the order of use at various stages of resources, etc.

The display and pre-processing of information must comply with the principles of information
display, which affect the characteristics of the promotion of information to persons involved in
decision-making in a critical situation during the preparation and conduct of hostilities. These are:
the availability of perception and the completeness of the information displayed; natural
imagination; ergonomics of information display; flexibility of information display.

The output information for the algorithm of display and pre-processing of information comes
in the form of solving computational and information problems, intellectual problems, in the
process of replenishing databases and knowledge, as well as comes from the workplaces of combat
personnel.

The controller is designed to organize the computational process in accordance with the
purpose of the mathematical network model for making decisions on the preparation and conduct of
hostilities. The manager provides the following tasks: software initialization; organization of
information exchange with information sources; organization of priority allocation of resources for
computational-informational and logical-analytical tasks; distribution of resources of automation
means in accordance with the set tasks; organization of display and documentation of results of
solving problems; organization of interaction of software modules on input and output information.

The manager implements the absolute and relative scale of program priorities. Absolute
priority is given to real-time software modules in relation to modules operating in time distribution
mode. Relative priority is given to modules within one class in accordance with the importance
given to each degree. Manager is the core of the software, created as a separate module and is one
of the most complex components.

The results of research on the architecture of the network knowledge base of a complex mili-
tary system (Fig. 3) presented in the article when compared with the results of research in [5, 7, 8]
are given as follows:

— mathematical network models for decision supporton the preparation and conduct of
hostilities.

— catalog of target installations (CTI);

— catalog of initial conditions (CIC);

— catalog of resources (CR) of groups of troops (time, material, combat and quantitative
composition) used, their costs and replenishment;

— catalog of rules of resource consumption (CRC) and the choice of criteria for their allocation
in the process of use.
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— matrix of relations between target installations with initial conditions;

— matrix of resources used;

— matrix of compliance with the rules of resource consumption and the choice of criteria for
their allocation.

Knowledge base

User interface CTICICCR Intelligent expert editor,

I | I officer-programmer
<:> N | I | . <:>
© =1 OO

Environment. Ai Knowledge base (CTI, CIC, CR, CRC)
Command control system
(combat mission) |::> Dispatcher.
Mathematical network Definition of initial conditions.
ie models for decision supporton Display and pre-processing of
<IIA: the preparation and conduct of information.
hostilities. Issuance of comments
Command knowledge Models of representation of
representation models knowledge in the form of
(CTI, CIC, CR, CRC) ) calculation of predicates and
¢ statements.
|ij> Metacognition @ Tables of structures and
connections
(files, ontology, frames).
Database system components Adjacency matrix

Fig. 3. The architecture of the network knowledge base of a complex military system

Conclusions

In this manner, a complex system of military purpose with a network knowledge base, which is
built when creating a group of troops (forces) and will support it in a state when it is able to solve
the tasks assigned to it. This requires in-depth elaboration of issues not only of modern armaments
and sustainable and continuous management, but also of even more complex issues of scientific
substantiation of network knowledge base architecture and structure of complex military system,
organization of joint use of automation and weapons.

A practical approach to building the architecture of the network knowledge base and
organizational structure of a complex military system can be implemented by substantiating the
components and elements of the system when creating a group of troops (forces) and maintaining it
in a state where it can solve its tasks.
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O.B. PAI3AHIIEB, kano. ¢puz.-mam. nayx, C.B. MAPYEHKO, kano. ¢hu3z.-mam. nayx,
M.B. KVJIUK

Ob D®PEKTE AOIIVIEPA B PA/IMOJIOKAIIHN

BBenenue

Dddext Homnepa (3) usBecter naBuo [1, 2] 1, B 4aCTHOCTH, UCTIOIB3YETCS B PAIUOJIOKAIIUN
JUTsL ompeesieHnst CKopocTu 00bekToB [3 — 5]. C 3TuM 3(pdeKkToM CTAIKUBAIOTCS MPAKTHYECKH BCE
— KJIACCHYECKHM IMPUMEPOM SIBISETCS M3MEHEHUE TOHA TYAKa JIBUXKYIIETOCS JIOKOMOTHBA (IIO-
BwkHas cucreMa orcueta (I1CO)) s mroaeit, Haxonamuxcst Ha Twiatrgopme (HETIOABUKHAS CUCTe-
Mma otcuera (HCO)). T.e. ecnu 0603HauuTh yactoTy ToHa ryaka B CO, CBA3aHHOHU ¢ JIOKOMOTHBOM
fo, TO oM Ha TIaTGOpMe OYAYT perucTpupoBarh 4actoty f > fy eciu 10KOMOTHB MpUOIMIKACTCS U
f < fo, eciu on ynansercs. B oOiieM ciydae BEKTOpP CKOPOCTH MCTOYHHMKA MOXET HE COBIAIATh
¢ npsmoii, coenunsromeir HCO u I1CO, uro uzobpaxkeHo Ha puc. 1.

HCcTOYHHE

TIpHeMHHE

Puc. 1. Paznoxxenue BEKTOpPA CKOPOCTHU UCTOYHHKA U3JTYUCHUA
Ha paaruaJibHYIO U TAHT'CHIUAJIbBHYI0 KOMIIOHCHTHI

OOBIYHO B TaKOW CUTyallud BeKTop U (KacaTenbHas K TPA€KTOPUU B JAHHOM TOYKE) pasiara-
10T Ha PaIMAJIbHYI0 UR W TaHT€HLHUAIBbHYI0 Uy KOMIIOHEHTBI, IPUYEM C UR CBS3BIBAIOT MPOAOIb-

Hbll O], a ¢ Uy — nonepeunsii. T.e. VR, Kak BUIHO U3 pUC. |, CBA3aH TOJIBKO C U3BMEHEHUEM pac-

crosiHus Mexay ucrounukoM (M) n npuemnankom (ITP), a Uy — ¢ BpameHneM HCTOYHMKA OTHOCH-
TEJIbHO MPUEMHHUKA IIPU HEM3MEHHOM PACCTOSIHUM MEXJy HUMHU. Torja miaeanin3upoBaHHasl CUTYa-
U C NpOAOJbHBIM D] COOTBETCTBYET ABMKEHHIO MCTOYHHMKA IO INPSAMOM, COEOUHSIONIEN €ro
C IpUeMHMKOM (IIPHOTIKEHNE UM yaneHue), ¥ U MMeeT TOINbKO OJHY KOMIIOHEHTy UR . ITome-
peuHomy DJ1 cOOTBETCTBYET BpallleHUE NCTOYHUKA IO OKPYKHOCTH, B IIEHTPE KOTOPO HAXOIUTCS

IIPUEMHUK, @ U XapaKTepU3yeTCsl TOJIbKO KOMIOHEHTOW Uy . OueBUAHO, PETUCTPUPYS JIHILIb OJUH
Kakou-mu60 u3 tunoB DJI, CyaUTh O CKOPOCTH M TPAEKTOpUU OOBEKTa 3aTpyaHHUTENbHO. Kpome
TOT0, JaXX€ B MIPOCTEHILEM CiIydae MpooJIbHOTO D/, perucTprupys U3MEHEHHYIO 4acTOTy M3iIyda-

TEJsl, HEBO3MOXKHO OINPEICIUTh €ro CKOPOCTh, TaK KaK HEM3BECTHO CaMa YacToTa HW3JIyueHHs
(uactora B [1CO).

ITocTanoBKa 3agauu

Kak mpaBuiio, B COBpEMEHHBIX PAAMOTEXHUUYECKUX CHCTEMaX HCIOIB3YETCS TOIBKO MPOJI0JIb-
HbIH D/], O3BONAIOMUT ONPEIETUTh PAIUAIIBHYIO COCTABJISIONIYI0 CKOPOCTH JBHKCHHSI 00BEKTA.
Kpome Toro, CymiecTBylOT CUTyalluH, IJisi KOTOPHIX BOOOIIE HEBO3MOXKHO ONPEACTUTH CKOPOCTh
o0bekTa 6e3 yuera nomnepeyroro /1. [ToaTomy, 11enbr0 JaHHOW pabOTHI SABIACTCS aHATU3 TIPUHITU-
MUAJIBHBIX BO3MOXKHOCTEH COBEPIICHCTBOBAHMS ()YHKIIMOHMPOBAHUS PAMOJIOKAIIMOHHBIX CTAaHIIMN
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(PJIC), onHOBpeMeHHO HCONB3yIOmuUX 00a Tuna /] — mpoIoabHBINA U MONEPEYHBbIH, YTO MTO3BOJIS-
€T ONpPEEIUTh NOJIHYI CKOPOCTh HAOII0JaeMOI0 0OBEKTa B JIFOOBIX CUTYALUX.

PesyabTaTsl paboThl

Paccmotpum nipogonbabid D/, Eciii 0003HAYMTE paccTOSTHUE MEXKIY M3JIydaTelieM U MPUEM-
HUKOM X TO, KaK U3BECTHO (CM., Harpumep, [1, 2]), pazoBoe orcraBaHKe KOJICOAHUI B TOUKE MIpUe-

X d 27 dx V4
Ma §=27— ,necin X= X(t) , to —¢:—-—, W @, =——-, IZIe 0 — CKOPOCTb 00BEK-
Ay dt 4, dt Ay
Ta,
a B J]aHHOM cilydyae U =UR . Benuuuna @ TpencTaBisieT coGOM TOMUIEPOBCKUM CIBUT YaCTOTHI

st HaObmoarens. B 3aBucumoctu ot 3naka dx ((dx > 0 — ynanenue ot o0bekTa, dX < 0 — npubiu-
)KeHHEe 00BEKTa) MOXKET OBITh KaK ITOJOXKHTEIBHBIM, TaK U OTPHUIATENbHBIM. T.e. Ha BEKTOPHOI

nuarpamme B (pa3oBOM TUIOCKOCTH BEKTOp Kojebanus ¢ yactoroil @, (CO wuzmydarens) moaydaer
s Habmoparenst (CO mpreMHHKA) TOMONHUTEIBHOE TIPUpaLieHHe T4 7, 0HO3HAYHO CBSI3aHHOE

CO CKOPOCTBIO JIBIKEHUsI 00beKTa, T.e. @rp =@, Y @ . VuuteiBas nanee, 4rto 4, = c/f,, oJy-

UR UR
qaem, 9to @) = Wy * , T.e. Orp =0y - 1J—r? , rie C — ¢a3oBasi CKOPOCTh BOJHBI, OJJMHAKOBAS

C

B 00eux CO.
3aMeTuM, 4TO B CHCTEME HAOIIOMATels U M3JIyqaTess JIJIUHBI BOJH TaKXKe OyayT pa3iudHbl —

s wanydarens (IICO) A, = C/f, | a qus nabmonarens (HCO) App =C/fpp=C/ (fu + f ﬂ),

T.e. A;p MOXeT ObITh Kak OoJblre, Tak U MeHblIe A, . Takum oOpasom:

2
C_C (1) [1z — Agp 1—0_2 :iu(liu—Rj,
2
R «<1 R .
H, 1mojaaras ? y HpeHe6peraeM C B JICBOU 4YaCTHU paBeHCTBa, YTO AacT:
19
A=A |1FR . 1)
1P ‘u ( C j

Kak BuaHO, B cinydae npubnmxeHus: oobexra s Hadbmonatens B HCO npuHumaemast yactorta
GoJIblIe M3ITYYaeMOH, T.e. @, > @, , a JMHa BONHBL A7, < A, . Tlpu ynaneHnn usnydarens Bce

HA060POT: @, < W, ,a Agp > A, . [ HATISHOCTH MOXKHO MPEATIONOKHTE, 4T0 A — MpocTpaH-

CTBEHHBI MHTEPBAJl MEXIY KOPOTKUMHU PaJMOMMITYJIbCAMU, UCITyCKAaEMBIMU H3ilydaTesneM. Toraa
NPUOTIDKEHUIO U3ITydaTess K MPUEMHUKY COOTBETCTBYET CXKaTHE PaBHOMEPHOTO pacHpeleeHUs
pazmouMITyIbCOB B IipocTpaHcTBe (A Habmoaarens B HCO), a ynaneHuto — pacTaruBaHue 3TOro
pacrpeieneHusl.

CTOHT OTMETHTb, YTO COOTHOLICHHE (), = W, T @) NPHOOPETAET CMBICH YCIIOBHsI COXpaHe-

Hus 4acToTel B CO, KOTOpBIE ABUKYTCS OTHOCUTENBHO JPYT APyra, MpuYeM, U3MEHEHUE 4acTOThI
npuemMa 0O0yCJIOBJIEHO HE U3MEHEHUSIMU BHYTPEHHHX CBOWCTB M3JIyyaTels, a U3MEHEHUSIMU CBOWCTB
KaHaja CBA3U, KOTOpPBIE BbI3BaHbI ABM)KCHUEM M3JIydaTellsl OTHOCUTEIBHO NpUEeMHMKA. [l citydas
PJIC uMeHHO 3TH U3MEHEHHS MO3BOJISIOT OMPEAETATh CKOPOCTD JABMKEHHS 00BEKTA.

Jnst uaeanu3npoBaHHOM CUTYallMK ToTepedHoro DJ] BEKTOp CKOPOCTH IBHKEHUS 00beKkTa U
COCTOMT TOJBKO U3 TAHTCHIIMATbHON KOMIOHEHTHl Uy (puc.l), T.e., HanpuMep, U3aydareiab paBHO-
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MEPHO 8paujaemcsi 6OKpye npuemHuka no okpysichocmu paouycom R, a HCO (nabmonarens, PJIC)
COBMEIIICHA C IIEHTPOM OKPYXHOCTH (Touka O, puc. 2), a W3Iy4arelb «BKJIIOYACTCS» B TOYKE |
TpackTopuu. Koraa e BoJHA JOCTUTHET HAOIOAATENsI, U3JIydaTelb Oy/IeT HaXOAUThCS B TOUKE 2
W JUTsl HAOJIoaTeNs BOJIHA MPOUACT MyTh S > R, T.e. MPOUCXOIUT «PACTATUBAHKUEY» JUIMHBI BOJIHBI
Y MOKHO OKHJIaTh TIOHMKEHHS YaCTOThI KOJICOAHUI, PETUCTPUPYEMBIX HAOIIO1aTEIIEM.

Puc. 2. Unmoctpauus k nonepeyHomy /1

Torna snemMeHT dS MOXKHO TIpeICTaBUTh B Buze (C>>V,):
2 2 2
(dS)" =(dR)" +(dI)",
rae dl — anemeHT mMHBL 1y 1-2; Takoe COOTHOIICHHE BO3MOXKHO TIPH YCIIOBUU

(Cdt)* =(Codt)’ +(v,dt)’,

C2 = (2 2
rae Cy — CKOpOCTb BOJIHBI B paliajbHOM HalpaBIEHUH, T.C. =(C; +U,, oTkyna

v’ |2 2--C / v / v 1 02
c.=Ch1L-="—_= 0 = 1-‘=@, - [1-—=~w,|1-=-—=% )
R C2 /11/1 1P CTH C2 74 C2 u 2 C2 ()

Kak Buano, nns momepeunoro 3] MMeeT MECTO TOHIKEHHE BOCIHPHHHUMAEMOW YacTOTHI,
MIPUYEM ITO MOHUKEHUE HE 3aBUCUT OT HAIpPaBJICHUS BpALICHUs HU3JIydaTelis. 3aMeTUM, YTO €Cliv

22C  22C |, »?

IOJIyYCHHOE COOTHOIIIEHUE IIEpenucartb B  BUJIE T T 1- 2 , TO TOIYyYHM
P u C
2 , L2
T o
T u = T P 1- C_TZ , WJIM BOOOIIIE t =t 1__C2 — OJHO W3 MU3BECTHBLIX COOTHONICHWH CIIECI[U-

QTHPHOW TEOPHHM OTHOCHTEIIBHOCTH, corjacHO kotopomy Bpems ¢’ B I[ICO Teder MemieHHee, yeM
Bpemsa t B HCO. M3noxkeHHOE MOKa3bIBAET, YTO ITO «3aMEAJICHHE» 00YCIIOBIEHO UMEHHO CBOMCT-
BaMH KaHaJja CBs3H, T. €. UHGopMaIus, U31ydaeMast MoABMKHBIM 00BEKTOM, HECKOJIBKO HCKaKEHHO
BocnipuHUMaeTcst HaomogareneM B HCO, Ho, Kak yke YKa3bIBaJIOCh, UMEHHO 3TH HCKaXECHUS
no3BosisitoT PJIC onpenensite CKOpocTh ABMKEHUS 0OBEKTOB.

W3 mpHBENEHHBIX BBIPAKEHUN ONPEIENHUTH 3Ty CKOPOCTh IO M3MEPSEMOM BEIMYHUHE (O;p
HEBO3MOXKHO, TaK KaK HEM3BECTHa BeluuumHa @, . [lostomy PJIC akTUBHOrO TuIa M3Iy4aeT
3JIEKTPOMAarHUTHYIO BOJIHY M3BECTHON YacTOTHI (¥, , & TPUHUMAET XO-CHIHAIl C YacTOTOM @y,

T.€. YIPOIIEHHO pealn3yeTcs cXxema, I0OKa3aHHas Ha puc. 3.
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l HeTouHHE

I 2 [+ 1II

Puc. 3. Vnpouennas crpykrypa usmeputens ckopoctu (I'- reneparop @, , All — aHTEHHBLA IIEPEKIIOYATEND,

I1 — npuemHuK 5X0-curHana, JIb — nerexrop Ouenuit W, u @)

Takass cxema I03BOJIAET, HAIPUMEDP, CKIAABIBATh H3JIy4aceMbli M IPUHUMAEMBIA CUTHAJIBI,
a 110 yacToTe OMEeHUM ONpeaeNsiTh CKOPOCTb OOBEKTA.

Puc. 4. BektopHasi inarpamMma CUrHajIoB Ha ()a30BoOil INIOCKOCTH

Ecnu, kak n3o0paxeHo Ha puc. 4, Ha BEKTOPHOI JuarpaMme U300pa3uTh 3TU Pa3HOYACTOTHBIC
CHTHAJIBI B HEKOTOPBIH MOMEHT BPEMEHHM, TO, YUUThIBas, yt0 AS =7 —A@, a Takke, MpUHAMAs

JIIs IMPOCTOTHI AMITIIUTYAbL CHUTHAJIOB OIMHAKOBbIMU, noJjrydyacm AMIUINTYQY ouenwnii

2 2 2 o
b® =2a"-2a COS(ﬂ - A(p) U TI0CJIE€ HECTIOXKHBIX TPeoOpa3oBaHuil:

Ap

T—A@
— | = 2acos7 _ (3)

b = 2asin
PaccmorpuMm BHawane mpononbHBIA D], T.e. CHUTyaluio, KOrja CKOPOCTh OOBEKTa COCTOUT

TOJIBKO U3 paﬂHaHLHOﬁ KOMITOHCHTBI UR . I/ICHOJ'IB3y}I CBA3b MCXKAY Pa3HOCTHIO XO4a IAJId majaromein
n OTp&)KCHHOﬁ BOJIHBI OTHOCUTeNbHO PJIC u COOTBeTCTBYIOIHeﬁ pPa3sHOCTU (1)33, noJjrygyacm

Al 270,
Ap=21—={Al = 20,At} = b=2acos| —=-At |, 4)
2, .
27ug . .
Taxum 06pa30M, BCIINYUMHA ABJIACTCA YaCTOTOU HU3MCHCHUA aMIUJIUTY/bL 6I/ICHI/II/I b
74

3aMeTHM, YTO OMEHHUs KaK pe3ysIbTaT CJIOXKEHHs pa3HOYACTOTHBIX KOJIeOaHUN MOTy4atoTCsl aBTOMa-
THUYECKH, 6€3 KaKHUX MO0 MPENOIOKEHUI OTHOCUTENIBHO pasnuuust D, U @rp , T.€. pacCMaTpu-

BaJIOCh JIHMIIb SBJICHUC I/IHTCp(I)CpCHLII/II/I najamouei u OTpa)KCHHOI‘/’I BOJIHBI C HCpCMCHHOI‘/’I pa3Ho-

CTBIO X01a. Torma yacrora OMeHHIt:
w, Tw v 20
0/ P R _ R
0)52—2272—:) Wpp = Wy 1+—

> y (5)
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Kak BHJIHO, BBIpa)XK€HHE, COOTBETCTBYIOLIEE NPOAOJIbHOMY O/, MONY4EeHO Kak pe3ysbTar
JIOTIOJIHUTEIBHOTO HaberaHus pa3HoCTU (a3 Mexay U31ydaeMol U OTPasKeHHOM BOJTHOW, MPUUMHOM
KOTOPOT'O SIBIISICTCS M3MEHEHHE Pa3HOCTH X0Ja, OOYCIOBJICHHOE JBIKEHHEM 00bekTa. OTMeTnM,
YTO TAKOU K€ PE3yJIbTAT MOXKHO MOJYYUTh Cpa3y, UCHOJIb3Ysl COOTHOLLICHUE

d
p=2r— |- —= WBZZ”Z—R. (6)

Jns monepeunoro /] MOXXHO MOBTOPUTH NMPHOIM3UTEIBHO T€ K€ BBIKJIAIKH M, BOCIOJIb30-
BAaBLINMCh PHC. 2, a TAKXKE YUUTHIBAs, YTO 32 BPEMsl «Tyaa-00paTHO» JUIMHA 3JI€MEHTa 1yTU yJIBOUT-

Csl, OJTydaem (Cd'[)2 = (CRdt)2 +(21)Tdt)2, wim C? =CZ +40?, anocie ymuokenus na 277/ A,

[0JIy4aeM

2 2
W =@y, 1—4% W, 1—2;’2 : (7)

[Tony4yum Temeps YacToTy OMeHUi i mornepeyHoro D)1 ¢ UCIob30BaHHEM CXEMBbI, 300pa-
KEHHOU Ha puc. 3:

2 2

W, — % :
w, =2 1 — =2 8
5 2 ez~ C ©

Kax BHUJIHO, BCJIMYUHBI @, IJI IIPOAOJIBHOI'O U IIOIICPEIHOTO 9[[ IIpHU OJJMHAKOBLIX 3HAYCHUAX

U u A, ZIOIKHBI CYWIECTBEHHO OTIMYaThes. JlelcTBUTENBHO, mpu U = 720 xm/a = 200 m/c

-2
u A, =107 M wis npogonsroro D] fg =20 kI, a /IS IONEPEYHOTO — BCEIO HECKOIBKO Goee

10_2 FI_[, T.C. HaCTOThI OPTOTOHAJIBHBIX 9[[ HaxXoasATCd B CYHIECTBCHHO PA3JIMYArOMIUXCA YYaCTKax
Juaria3oHa, 4To o0JyeryaeT ux PasaCIbHOC JETCKTUPOBAHUC.

CoBmMecTHas perucTtpanusia obonx BH 0B 3]_—[ H, COOTBETCTBCHHO, OIIPCACIICHNC KOMIIOHCHT UR

. 2
¥ U, MO3BOJISAET MOJYyYUTh 3HAYEHUE MOJYJNS PEANBHON CKOPOCTH 00bekTa U =14 UR +Ur | ur0
WUTIOCTPUPYET pUC. S.

Ha puc. 5 u3o0paxkeHa TpaeKTOpHS IUIOCKOTO MPSIMOJIMHEWHOTO MPUOIU3UTENFHO paBHOMED-
HOTO JIBIKEHUSI 00BheKTa B IIIOCKOCTH ZOY, MpU KOTOPOM MEPEMEHHBIMU SIBIISIOTCS YyTol MecTa 6
U paccTosiHEe M0 00bekTa R, a asumyranbHbiil yron ¢ukcupoBas. PJIC momerena B eHTp KOOp-
muHat (Touka O). Kak BHIHO M3 PUCYHKa, 10 Mepe JABMIKEHUS OOBEKTa paauaibHas KOMIOHEHTA
UR MOHOTOHHO YOBIBaeT, a TaHTeHIManbHas Uy — Bo3pacTaeT. COOTBETCTBEHHO YOBIBAET 4acTOTa
Oouenuii Ans npogoiasHoro D/ u Bo3pacTaer — IS mornepeyHoro. Jljis HEKOTOPOro 3HAUEHUs yriia
Mecta Oy BenmmunHa UR oOpamaercs B 0, a v, TOCTUTAaeT MAaKCHMAJIBHOTO 3HAYEHHUSI, T.€. CKOPOCTh
00BEKTa COCTOUT TOJBKO M3 TAHTCHIIUATHHONW KOMITIOHEHTHI. B 3TOl Touke OMeHHUs IS TIOTePEedHO-
ro O] UMET MaKCUMaJIbHYIO 4acTOTy. B manmpHelmeM paauanbHas KOMIOOHEHTa UR HayuMHAeT
BO3pacTarh OT HYJA, T.€. JJIA MPOAOALHOTO DJ] BOSHUKHYT OMeHUs, (a3a KOTOPHIX M3MEHUT 3HAK
Ha MPOTHUBOMOJIOKHBIN (CKa4OK Ha 7 B TOYKE, COOTBETCTBYIOIICH 6p), a yacToTa OyIeT yBelIU4u-
BaTbCA. TaHTeHIMadbHAs KOMIIOHEHTa Uz TOCie MPOXOXKICHHUS MaKCUMAJIBHOTO 3HAYEHUS H,
COOTBETCTBEHHO, YaCTOTa OMEHMI JJ1s1 TToriepedHoro JJ1 OyayT MOHOTOHHO yObIBATh.
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Puc. 5. Jlunamuka msmenenuss VR u Ug

UL ciry4das Hp?[MOJ'II/IHef/'IHOFO JABYXMEPHOI'O ABUKCHUS 00BEKTa

Jl5is 9acTHOTO CiTy4asi TOPU30HTAIBHON TPACKTOPUH OTIPEICIICHNE CKOPOCTH 00BEKTa yIpoIa-
€Tcsl, TaK KaK yroj MecTa COBMaJaeT ¢ yriom mnpoeuupoBanuss L Ha R. Toraa, no usmepsemomy

yriay mecta U =UR /c0S6 wmm L =0, / sind | a yrojl MecTa, COOTBETCTBYIOIIMI OOpaIIeHUIO
B HOJIb UR U MakcUMaJbHOMY 3HaueHHIO Ur , paBeH r/2.

BeiBOABI

[Tpoananu3upoBaHbl IPOAOILHBIA U MONEpeUHbIil D/ 11 ciyyast ABHKYILErocs U3ayJarouie-
ro 00bEKTa, MOIy4eHbl BEIPAXKEHUS JUISI JOIIJIEPOBCKOIO C/IBUTA.

Omnpenenensl BbIpaXXeHHs 4acTOThl OreHuil B ciydae akTuBHOM PJIC myist o6oux BUIoB 3 dek-
ToB [lomepa, Mo3BOJISAIOMINE MOTYYUTh BEIMUMHY CKOPOCTH OOBEKTA B JIIOOBIX CUTYalLUsX.

[IpennoxeHbl BapHaHTHl OINpPEAETICHHUs] CKOPOCTU ABM)KEHUS OOBEKTa NMpPHU OJHOBPEMEHHOM
UCIOJIb30BaHNU IIPOAOIBHOIO U TonepedHoro J/1.

CnucoK TuTepaTypsbl:

1. CaenbeB U.B. Kypc obueit pusuku. T. 2. Mocksa : Hayka, 1978. 480 c.

2. Jaapay JI.A., Jludum E.M Teoperuueckas ¢usuka : yued. mocodbue. B 10 1. T.II Teopus mons ; 7-¢ u3a.
ucnp. Mocksa : Hayka, 1988. 512c.

3. YUepnpianeB B. A. PagmoTtexHmueckue cucTeMsl : y4ed. mocodue st By30B. MuHCK : Bemmmiim. mk., 1988.
369 c.

4. Zhang J., Zhang K., Grenfell R., Deakin R. Short note: on the relativistic Doppler effect for precise velocity
determination using GPS // Journal of Geodesy. 2006. Vol. 80, Issue 2, pp.104-110.

5. Ashby N., Spilker J. Introduction to relativistic effects on the global positioning system // Global positioning
system: theory and applications / American Institute of Aeronautics and Astronautics, Washington. 1996. Vol. 1. pp.
623-698.

Hocmynuna 6 peoxonneeuro 11.01.2021

Csedenusi 06 asmopax:

Psizanues Ouer BagumoBu4 — KaHa. (u3.-MaT. HaYK, JOLEHT, 3aBEAYIONNNA Kadeapoil anmnapaTypsl paauocBs3y,
paIvOBEIaHUs W TeleBUACHNUS;, JIHEMPOBCKUI TOCYJapCTBEHHBIM TEXHHYECKMH YHHUBEpPCHUTET, YKpawHa; e-mail:
arrt.dstu@gmail.com; ORCID: https://orcid.org/0000-0002-7253-59663

Mapuenko Cepreii BuxkropoBny — kaua. ¢u3.-MaT. HayK, JAOIEHT, JOUEHT Kadeqphl anmapaTrypsl paguoCBs3H,
paIMOBEIaHUs W TeleBUACHUS, JIHEMPOBCKUI TOCYJapCTBEHHBIM TEXHHYECKWH YHHUBEpPCHUTET, YKpawHa; e-mail:
smarsv1979@gmail.com; ORCID: https://orcid.org/0000-0002-6022-5071

Kyaunk Makcum BraguMupoBu4 — acCUCTEHT Kadenpsl anmapaTypsl paAuoCBs3H, PaAHOBEIIAHIS U TEIEBHIC-
HUs; JIHEMPOBCKMI TrOCYNApCTBEHHBIH TeXHHWYECKHH yHHBepcuteT, Ykpamua, e-mail: kulik@internic.ua; ORCID:
https://orcid.org/0000-0002-5375-7168

98 ISSN 0485-8972 Paoiomexuira. 2021. Bun. 204


mailto:arrt.dstu@gmail.com
https://orcid.org/0000-0002-7253-59663
mailto:smarsv1979@gmail.com
https://orcid.org/0000-0002-6022-5071
mailto:kulik@internic.ua
https://orcid.org/0000-0002-5375-7168

YK 621.391.5: 004.056.53 DOI:10.30837/rt.2021.1.204.11

B.I. KPH)KAHOBCHKHH, 0-p mexn. nayk, C.I1. CEPI'TEHKO, VKaHO. Gusz.-mam. nayx,
/.B. YEPHOB, kano. mexu. nayx, B.B. KPHDKAHOBCBHKHUMU, kano. mexu. nayx

NIACJHYXOBYBAHHSA NFC-3B’AA3KY HA YACTOTAX BULIUX 'TAPMOHIK

Beryn

[ITupoke BUKOPUCTAHHS TEXHOJIOTH OJIM3bKO M060BO1 KoMyHikarii (near field communication
— NFC) cionykae posrmnsnaT pi3Hi acleKTH yJOCKOHAJICHHs amapaTrypu Ta Oe3mnekH ii BUKOpuc-
tauus [1 — 4]. besneka crocyerses Takux 3actocyBanb NFC (ta RFID — radio frequency identifica-
tion device) sk Oe3KOHTAaKTHI OAaHKIBCBKI TpaH3akIilii, OIOMETpUYHI MAaCIOpTH Ta 0aratro iHIIOTO.
B ocranHhiii yac goganace e i 0e3nexa 3apsKu eIeKTpoMooiiB [5].

Y pobori [3] posrmsayTo pi3Hi Buau atak Ha NFC-3B’s130k, B [4] neTanbHO aHAI3YIOTHCS
MO>KJIUBOCT1 301IbIIIEHHS BiJCTaHI, HAa SKIH MOXJIMBO a00 MIiACIyXaTH a0o0 3MIHCHUTH 3BEpHEHHS
1o mpuctpoiB 3 NFC-3B’sa3k0oM. Y poboTax [6, 7] po3riIsaaeTbCsi MOXKIMBICTD 3IHCHEHHS JOCTYITY
10 NFC kaptku (RFID mpucTporo) 3 BUKOPHCTaHHSIM MPUHOMY CHTHAJy Ha BHINMX T'apMOHIKaX
9acTOTH 30yKeHHs. AHATI3 mporecy 30yHKEHHS Ta peecTpallii CHTHAIIB y ITUX PoOOTax € TOBOJII
JeTalbHUM, alle CKJIAJHICTh BCHOTO KOMIUIEKCY MPOOJIEM € BEJIMKOIO 1 BiIIpAIOBAaHHS METOIUKU
BHUMIPIOBaHHS T4 BUBYCHHS MOXKJIMBOCTEH BIUTMBY Ha BUIIPOMIHIOBAHHS Ta MPUHOM CUTHAITY 32 IIHM
MOOIYHUM KaHAJIOM € aKTyaJIbHOIO 3a]1auelo.

Mertoro naHoi poOOTH € aHalli3 Ta €KCIIEPUMEHTAIbHE JTOCIHIHKCHHS 3aJIKHOCTCH BiJICTaHI,
Ha sKii MoxnBO migciayxoByBatu NFC 3B’S30k 3 BUKOPUCTaHHSIM MpHUiMada Ha 4aCTOTaX BHIIUX
rapMoHik yacroru 13,56 MI'm.

AHaJii3 cTany npo0JieMH Ta BAKOPHCTOBYBAHOI0 00J1a{HAHHS

38’5130k y OsmzpkoMy 1ol (NFC) € iHnyKTHBHEM 3B’SI3K0OM OJM3BKO PO3TAIIOBAHMX KOTYIIOK
1HAYKTUBHOCTI, TIOB’SI3aHUX CHIUIBHUM MAarHiTHUM monieM [1, 2]. BiAMoBiAHO HampyXeHICTh MO
3MEHIIYETHCS 3 BiJICTAHHIO 3a 3aKOHOM 1/r®, i Ha MOPIBHSAHO HEBENMKHMX BiJCTAHAX 3B 30K CTAE

HEMOXJIMBUM, III0 € TEPEyMOBOIO 30€pekeHHs] KOH(IIESHIIIMHOCTI TpaH3akiii. JIoBKUHA eIeKT-
pomarHiTHOI XBuJIi Ha yacTtoTi 13,56 MI'1y ckmamae 22,11 M, 1 e1eMEHTH pifaepa He 3/1aTHI CKIACTH
e(eKTUBHY aHTEHy, aje Ha 4acToTl TpeThoi rapmoHiku 40,68 MI' noBkHHA XBWII Y BUIBHOMY
pocTopi Bxe 7,37 M, TOMY MOJIMBE BUIIPOMIHIOBaHHS I[bOTO CUTHAJTY MOB’A3aHUMH MPOBIIHUKA-
Mu. Y poboti [6] Takoro anTeHOW ciayryBaB USB kabenb, sKuii 3’€HyBaB KOMIT'IOTEp 1 pinep.
Tomy BUBUYEHHS, B TOMY YMCIi €KCIIEpUMEHTAIbHE, JPKepes TeHepallii Ta BUIIPOMIHIOBAaHHS BUILUX
rapMoHiK Hecydoi 4actotu oOMiny iHpopmarii y cuctemax NFC ta RFID BaxmBe 11t mpakTUKA
3axucTy iHdopMariii.

€ 51Ba OCHOBHI BapiaHTH HECAHKI[IOHOBAHOTO OTPUMAaHHS JaHUX 3 Tery (KapTHd YM I1HIIOTO
npuctpoto RFID) — e mincmyxoByBanHS (puc. 1, @) 4 CKIMMIHT («3HSTTS BEPIIKIB» Y BUIBHOMY
nepeknanl, puc. 1, 6). Y nepmomy BUMAAKY 3A1MCHIOETbCS OTpUMaHHS 1H(GOpMaIii 31 MTaTHOTO
nporiecy oOMiHY JIEraJbHOTO pifiepy Ta O€3KOHTAKTHOI KapTKH, y APYrOMY — 3JIOBMHCHUK T'€HEpye
CUTHaJ, KUM 3alUTye BiJl KapTKU 1HQoOpMaIlito, 1 moTiM npuiiMae 1i 0e3 Bijoma BiacHUKa. J[is
I[BOTO MOXXYTh BUKOPUCTOBYBATHUCS 30UIbIIEHHI PO3MIpH aHTEHHUX CHCTEM Ta BUKOPUCTOBYBATHUCS
NpUIOM Ha YacTOTaX BUIIMX rapMOHiK [4, 6 — 9]. BincraHi, Ha SIKHX 1€ MOKJIMBO 3IHICHUTH, TAIOTh
MOJKJIMBICTh PO3TAIlyBaTH aHTEHHI CHUCTEMH Y CTHCHEHHX yMOBaX HEIOMITHO JUIS BJIaCHUKA
KapTKH.

Imitatop NFC-3B’s13ky. Jlnsi BHKOHAHHS EKCIEPHUMEHTY TOTPiOHO MaTH TepenaBad, SKHA
3B’SI3y€ThCS 3 TeroM Ha 4actoTi 13,56 MI'. Bukopucranus pi3HuX pealbHUX cucTeM (cMapThoH
3 NFC Ta xapTka s CIijiaTi 3a Mpoi3) Ma€e TOM HEeOJIK, 110 MPOIIeC BCTAHOBJICHHS 3B’ SI3KYy HETIe-
pIOIMYHMIM, 1 1Ie YCKIAJHIOE BUMOTH J0 anaparypu, sKa MOBHHHA PEECTPYBATH BHIPOMIHIOBAHHS
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Ha YacToTi rapMOHiKU. TomMy Oyn0 BHKOPUCTAHO MPOCTINIY CXEMY 3UuTyBada (pizepa), modyaosa-
Horo Ha 6a3i mporecopa Arduino Nano, Ta mpuctporo RFID-RC522 (puc. 2).

P : D10 SDA
5 > i NFC USB4=>1USB  py3 SCK
o 2 e | kapta D11 MOSI
D) — D12 MISO NFC card
PC
GND GND
D5 RST
- - +3.3V +3.3V
A
npAeTo L Arduino Nano RFID-RC522
a o
Puc. 1 Puc. 2

[Mporpama mis Arduino Nano Oyna ckiagena Ha ocHoBi mporpamu [10], BoHa 103BOJIHIIA
MIPOBOJIUTH TIEPIOJNYHE 3YMTYBAHHS JAaHUX 3 KapTKH, i TOMY Ha CIIEKTPOAHAIi3aTopi MOXHA OYIIO
JOCHITUTH CHEKTp Tepeaadi BiJl KapTKu A0 3unTyBadya. CriouaTky Oyiio MpoBeIeHO BUMIpIOBAaHHS,
SIK€ MMATBEPINIIO, 10 1 B IBOMY BHITQJIKy TPETs rapMOHiKa repeBakHo reHepyerbes NFC kapTkoro
(tabm. 1). Ha puc. 3 moka3aHo criekTpu 0e3 KapTKH (HUXKHSI YaCTHHA) Ta 3 KapTKOIO (BEPXHS CIIEKT-
porpama). Ha puc. 4 mokazaHa cxema €KCIIEpUMEHTY, ¢ 1 — Oe3KOHTaKTHa KapTka, 2 — KOTYIIKa
3B’s13Ky, BuKopucToByBanach NFC anTena 31 cmaprdona, FPC1500 — criekrpoananu3arop.

Tabmuus 1
Cnextp 1 rapmonuka, dBm 2 rapmonuka, dBm 3 rapmonuka, dBm
Bbes NFC kapTtbl -33,5 -62,56 -73,97
C NFC kaproii -31,68 -66,5 -62,7
1
dBm M1 Mz M3 ®
'1?.55 h - E
FPC1500

2755

3735

|
RFID-RC522

4755

5755

s )

=

Arduino Nano
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7255 M@M@pmw ol st o

1175 11 I I I I |
10.00 1400 18.00 200 2600 30,00 3400 3200 4200 46.00 S0.00

MHz
Puc. 3 Puc. 4

BunaHo, 1mo Tpets rapmMoHika cUTHaly 3HauHOIO Miporo reHepyerbes y NFC kapri, 1 curnan
11i€1 YaCTOTH MOYKHA BUKOPHUCTOBYBATH ISl OTPUMaHHS 1HPOpMAIIii Mpo KapTKy.

B po6oTi BukopucroByBanack kaptka cranaapty ISO 14443-3A 3 kpuntorpadiyHUM anropu-
t™oM NXP MIFARE Classic 1k, sk 1ie BU3Ha4YeHO 3a pe3yibTaTaMd TECTYBAHHS 3a JOMIOMOTOIO
cmaprdona Sony Xperia Z5 Premium. 3a crangaprom ISO 14443A 3unTyBau mepemae KOIOBaHI
naHi 3 kogoMm Mimtepa 106 k6it/c 3a gomoMoror imMmynbeiB 3 Mkc. OTke, JaHi MPSAMOTO KaHATy
MOBHMHHI 3HaxoauTUCh y nepimux 330 k' cnektpy. Kaptka nepenae 3akogoBani kogom MaHuectep
106 x6it/c mani, siki momymrotoThesi ASK Ha migHecywiit wactoti 847,5 kI, 3BOpoTHHN KaHaT
noBHHEH OyTH B niana3oni 424 kl'u, 3ocepemkxennm Onusbko 847,5 k1. [Ipsamuii kanan amrunitya-
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HO MoaymoeThest Ha 13,56 MI'n 3 ingekcom monyssamii 100 %, Toai sk 3BOPOTHHI KaHald Mae
ingexc momyssmii 8—-12 % [2]. Ha puc. 5 mokasana criektporpama oOMiHy iHPOPMAIIE0 MK 34H-
TyBa4yeM Ta KapTKOIO0, BUIHO CKJIaI0Bi MoayIsiuii O6iist ocHoBHOT yactotn f, =13,56 MI'1 ta Gins

migaecyunx fy+ f,, ne f,, = f,/16=0,8475 MI'u, BuKOprCTOBYBaBCs GaraTo(yHKIIOHATBHUI
cnekrpoanamizarop R&S FPC1500. Ha puc. 6 moka3aHo CHeKTp CHUTHaNy OUIs TPEThOI TapMOHIKH
ocHOBHOT yactoTu — 40,68 MI'11 32 BUMIpIOBaHHSMH 32 JIOMIOMOTOI0 paMOYHOI aHTeHH. {7151 mokasy
OCHOBHHX XapaKTEPUCTHK CHTHAITy BUKOHYBAJIOCh YCEPEIHEHHS CUTHATY 3a ocTaHHI 10 BuUMipro-
BaHb. Takox Oyno 36inbmeno nonocy BU ¢instpy 10 100 xI'1p Ta BineodinsTpy 1o 1 MI'u. Bugso,
0 HaiOiIpIIa O0KOBa CKJIaJloBa 3HaXOAUThHCsA Ha BiactaHi £848 kI'm. lle cBigumth mpo Te, 110
TpPEeTsl TapMOHIKa OCHOBHOI YaCTOTH MOIYTIOETHCS O€3MOCepeHhO YAcTOTOK IMiTHECY4Yoi, a He
YTBOPIOETHCS 32 PaXYHOK TOTPOIOBAHHS CKJIAJOBUX CIIEKTPY, IO MEPEHacThesi KapTKow. Tomy

iHpopMmamito, SKy Teperae KapTKa [0 34YMTyBaya, MOXHA BIJCTEXKYBAaTH Ha 4YacTOTax
40,68+0,8475 MI 1.
m e m m
dBm o W1 2 @ k. ANTTEG Mk .
b Wi Deplhy =
750 [ wkpromo | | | 1
1755 T -
a1 » .IJ.\ .II
155 ) [N
5 HH
i H &2, .
e N | i y | - !l I|
A58 5 1
7155 s 1 et
£155 s — | ; | |1
e @ @ @
1z 1237 1204 1z 1318 1340 1T 13139 "z "33 1480 Center 30.68 MHz

Span 6 MHz
UHe

Puc. 5 Puc. 6

Jlns monepeHpOoro eKCepuMEeHTy OyJIo JTOCIHIIKEHO MOXKIIMBICTh BUKOPUCTAHHS KapTKu 0e3
iHiIifoBaHH 11 BIJMOBIJAI Ha 3amuT BifJ pifgepa. [l 1mporo BUKOPHCTOBYBanacs cxema puc. 7, e
CUTHAJI BiJ KapTku Ha ydactoTax 13,56+0,8475 MI'ny Oyno 3amineHo Ha mojmadyy AM curhany 3
TaKUM CaMHMM CIIEKTPOM; MOJIEIIOBaHHA Y 4acoBiil 00yacTi mokasaso, 0 1 B TAKOMY PEXHUMI KapT-
Ka MOBHHHA reHepyBatu dactoTHi cknanosi 3f, £ f, (puc. 8). IIpu pomy Mikpocxema KapTKu He
BMHUKaJlach Ha Mepeady JaHuX, 1 CUTHaJI TPEThOl TapMOHIKU T'€HEpYBaBCs 3a paXyHOK HEJIIHIMHOCTI
J10/1IB MOCTOBOT CXEMH, SIK 1 B IITATHOMY PEXHUMi pOOOTH. AJie MpH LIbOMY CUTHAJI, 1110 pHiiMaBcs,
OyB cTanioHapHuM i Oyio jerme #Horo BumipioBatu. [lepemaBanbHa KOTymIKa IHIYKTHBHOCTI L

paszom 3 emuictio C; yTBOPIOBAJM PE30HAHCHUII KOHTYp, SIKMU mporyckaB dactotu f,* f,, ame

nociabimoBas yactotn 3f, £ f,, e pazom 3 omiiiaum ¢inbTpom HinkHiX gactor (DHY) (puc. 7)

pPOOHIIO BUTIPOMIHIOBAHHSI CXEMH JKHUBJICHHS KapTKA Ha 4YacTOTaX TPEThOI TapMOHIKM HU3BKHM,
1 BIATIOBIAHO CIIOCTEPIraJIoch MEPEBaKHO BUMPOMIHIOBaHHS CaMOi KapTKH.

i T A
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[TepeBaroo Takoro pimieHHs € Oe3nepepBHa Nepeiada CUrHany Ta OiIbIl TOYHE BUMIPIOBAHHS
CIIEKTPAIBbHUX CKJIAJ0OBUX NPUIHATOrO CUTHATY. Marouu Taki cnocoOu reHepariii TeCTOBOro CHI'Ha-
7Ty, MOXXHAa BHUMIPSTH BIJCTaHb, Ha SAKi MOXXJIMBO 3apeecTpyBaTH CHUTHAJI HA YacTOTI TPETHOI
TapMOHIKH.

AHTeHa HAa YacTOTY TPeThOi rapMOHIKM Ta BUMipIOBaHHS BilcTaHHi. AHAIOTIYHO POOOTI
[7] mnst mpuitomy curaany Ha yacrori 40,68 MI'r Oya BUKOpHMCTaHA PE30HAHCHA MarHiTHAa aHTCHA
y BUTJISAI KUTBIEBOTO BiOpaTopa, SKHii HAaBaHTAXEHUH Ha €MHICTh Ta Y3TOIKYETHCS 3 JIHIEIO
50 OM 3a 10MOMOT0I0 TaMMa-y3TrOo/PKeHHs. AHTEHa Ma€e JiaMeTp 77 CM Ta BUTOTOBJICHA 3 aJFOMiHi-
eBoro obpyuy (miamerp Tpyoku 16 mm), puc. 9. KCBH antenu nokazano Ha puc. 10. AHTeHa mae
BY3bKY CMYT'y YacTOT, /e BOHA y3TO/K€Ha, IO TOr0 K y3TOKEHHS 3aJeKUTh BiJl OTOUYIOUUX Ipe-
JIMETIB, TOMY HaJIAIITYBaHHS aHTCHU TIOCTIHHO MEePEeBipsIIOCH MPH 3MiHI YMOB €KCIICPUMEHTY.

0.0

N S

L1 ]

on \ /

e \

- \
%

3558 3658 Irea 3868 .68 4068 41.68 4158 4158 4458 4568
MHz

Puc. 9 Puc. 10

BukopucToByrour If0 aHTEHY, 32 CXEMOIO pHUC. 7 BUMIPSIIM 3aJE€KHICTh CHUTHATY KapTKH
B Jiarna3oHi 4acTOTH TPEThOi TapMOHIKH BiJ BIJCTaHI MIX KapTKOI Ta NMPUHAMAIBHOIO aHTEHOIO.
Kaptka Ta aHTeHa Oynu po3TalioBaHi Ha OJHIM TOPU3OHTAJBHIM OCi. 3aJeXHICTh MOKa3aHa Ha

puc. 11, BUMipIOBaHHS NMPOBOAWIMCH NMPH NOAA4i Ha KOTymKy L, 3minnoi Hampyrm 13,56 MI'n
3 10 %-10 aMILTITYAHOK MOIYIISIIEI0 MPAMOKYTHHM curHaioM dactotoro f, . [TokasaHo 3a1exHO-
CT1 JUIsl IBOX 3HA4YEHb aMIUTITYAW OCHOBHOTO curHaiy — 6 ta 8 B. KapTka npu 1iomy He nepenaBa-
Ja JJaHWX, 1 CIIOCTEPEKEeHHs MPOBOAMIIOCH 3a CIIEKTPATBHUMH CKJIaJI0BUMHU Ha vactotax 3f; Ta
3f, £ f, . Pesynbrar cBimuuTh Npo Te, 10 PiBEHb CUTHATY MOIYJIALII 3HAXOAUTHCS Ha PIiBHI IIyMy
CIIeKTpoaHaizaropy. B pexxumi BuMiproBaHHs aHajaoroBoi moxyssmii ananizarop FPC1500 3naten
BUSIBUTH CHUTHAJI MOIYJsMii Ha yactori f,, TimpKu mpu BimcTaHi MiK KapTKOKW U MPHAMAIBHOO
aHTEHOIO O1Is 2 CM.

[Tpu BUMipIOBaHHI 32 CXEMOIO PHUC. 4, KOJIH KapTKa MPAIIO€ B MEPIOJTUTHOMY PEIKUMI «3aIHT-
BIJIMOB1/Ib» 3 KUBJICHHSM BiJl CTAaHAAPTHOTO 3YMTYyBaya, PiIB€Hh CUTHATY Ha YaCTOT1 TPEThOI TapMo-
HIKM TIpY Til K€ BiJICTAHI TPOXM BUIIHMA, ajieé TaK caMO JOCATAa€ PIBHs NIyMiB. 3aJIeXKHICTh Ha

puc. 12 orpumana sk pe3ynbTar ycepeaHeHHs 10 BUMiproBaHb Ha KOXKHIM BIJICTaHI, KOXKHE BHMi-
PIOBAaHHSA € Pe3yJabTaTOM yCEePEIHEHHs CreKTpoaHamizatopoM 10 po3roprok y daci. Crekrporpama
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KOXXHOTO BHMIPIOBaHHS Ma€ BUTJISA pUC. 6, BIAMOBITHO MOKHA 3pOOMTH BHCHOBOK PO HASBHICTH
CHTHAITy, ajie CKJIaJIHO 3IMCHUTH JNETEKTYBaHHS CHTHAIY BiJl KapTKu. J[JIsl po3MIMpEHHS /iana3oHy
MOTPIOHO PO3MIMTU TOJOCY YaCTOT MPUHMAIBHOI aHTEHU Ta YJOCKOHAIUTH MpPHUIiMay CUTHAIIB.
Ha nmomatok MokHa 3ayBayKUTH, IO PO3TIISIHYTA CXEMa ITiJICITyXOBYBaHHS MOXE OyTH BUKOPUCTaHA
1y ckiaji OUTBII CKJIaJHUX aTakK Ha O€3KOHTaKTHI KapTku [4, 11].
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-85-] —A— 8
v 8
-604
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L
= T
5 -954 c 701
z ]
5 i
(6] =
-1004 O  _god
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Puc. 11 Puc. 12
BucHoBku

Po3pobiieHo o6magHaHHs Ta 3alpPONOHOBAHO METOAM BUMIPIOBAHHS BUIPOMIHIOBAaHHS BUIIHX
TapMOHIK, SIKI TeHEepyrThcs y Oe3koHTakTHuUX KapTkax NFC-3B’s3Kky 3 OCHOBHOIO YacCTOTOIO
13,56 MI'n. [linTBepaKeHO MOXIIMBICTH 30UTBIINTH BiJICTAHb MPHUHATTSI CUTHATY TPETHOI TapMo-
HIKU B1Jl KQpTKH, Pa30oM 3 TUM IPU BUKOPUCTaHHI PE30HAHCHUX NPUHMAIbHUX aHTEH JAEMOIYJIALISA
1H(QOPMAaTUBHOTO CHUTHAJly BHUKJIMKAE CKJIAJHOII, OCKUIBKM pIBEHb OOKOBUX CKJIAJJOBHX 3HAYHO
noca0IIoeThes 1 Ha BXO1 MpUiiMaya 3HaXOAUThCS Ha PiBHI mIymy. J[1si MOXKIHMBOCTI MiACTYXOBY-
BaHHS CHUTHaly IMOTPIOHO BHUKOPHCTOBYBAaTH BIJIHOCHO IIMPOKOCMYTOBI aHTEHU Ta MiJCUIIOBaYl
3 HU3bKHUM PIBHEM ILIyMY.
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PI3UKA NTPUJIAAIB TA CUCTEM

YK621.793:678.073 DOI:10.30837/rt.2021.1.204.12

B.H. FOPLIIEB, 0-p mexn. nayk, A.M. INCTPATEHKO, kano. mexw. Hayx,
M.A. IIPOLJEHKO, xkano. mexu. nayk, U.T. TRIMYYK, kano. mexu. nayx, A.B. KPABYEHKO,
A.B. CY][bA, HU. CJIMIIYEHKO, 0-p ¢u3z.-mam. nayk, b.H. Y44KOB, 0-p mexn. Hayx

JUCIIEPCHUSA HAHOYACTHIL
B OIITUYECKU ITPO3PAYHBIE IOJIMMEPHBIE MATPUILIbI

BBenenue

B nactosiiee Bpemsi HIMPOKO HCIOJIB3YIOTCS TOMOT€HHBIE ONTHYECKUE CpEibl, TaKHE Kak
ONTUYECKUE CTEKJIA, MOHOKPUCMALIbI U TIOJIMMEpPHbIe MaTepuaibl. Kaxnas u3 3TUX Cpell UMEeT
KOHKpETHBIH HaOOp CBOMCTB, CBOM IIPEUMYILIECTBA U HEOCTATKHU.

Hanpumep, 13 nmoinuMepHbIX MaTepUaoB MOXKHO MPOU3BOAUTH TMOKHE U MPO3pauHbIe MIICHKH,
IIPU TOM TEXHOJIOTHS TIPOU3BOACTBA HE SBJISICTCS TOPOTOCTOSIIEH, BO3MOXKEH CEPUIHBIN BBITYCK.
Tem He MeHee, TOKa3aTelb NPEIOMIICHUS OJMMEPOB, KaK MPAaBWIIO, HE MPEBbIIIACT 3HaYeHUS 1,6.
[TonumepHble MaTepHUabl IIUPOKO MPUMEHSIOTCS B PA3JIMYHBIX OTPACISAX ONTUKHU: MaTepUaIbl JJIs
(OTOHHOM YMAaKOBKH, PETUCTPUPYIOLIUE CPENbl A roorpadudeckux MpUMEHEHUH, ONTUYECKUe
BOJIOKHA, MEMOpaHBbI, JJIEMEHTHl MHTETPATbHO-ONTUYECKUX CXEM, JIMTOrpaduueckas medarb, MaT-
PHIBI MUKPOIIUH3, (hpEHETICBCKAsl ONTHUKA U JIP.

MOHOKpHUCTAIIBI U ONTHYECKUE CTEKJIA SIBISAIOTCS KIACCUYECKUMM ONTHYECKUMHU CPEllaMU C
XOpOIIO M3YyYEHHBIMHU CBOWMCTBaMU. MHOTHME HEOpraHMYeCKHe MOHOKPHCTaUIbI (Hampumep, ZnS
unu CdS) obnagaroT BRICOKHM TOKazaTesneM npenomieHus: 2,35 u 2,53 coorBeTcTBEHHO. CIEKTPHI
MOTJIOMICHUS 3TUX KPUCTAJUIOB IEMOHCTPUPYIOT IIMPOKUE MOJIOCHI U OCTPHIE€ TUKH MOTJIOUIEHUS, HO
TEXHOJIOTHSI U3TOTOBJICHUS YCTPOUCTB U3 MOHOKPHUCTAIIJIOB SIBJISIETCS CII0’KHON U JIOPOTOCTOSIIIICH.

B03M0XHOCTF KOMOMHHPOBATH Pa3HbIe CBOMCTBA MOJIMMEPOB M MOHOKPHUCTAUIOB B OJJHOM Ma-
Tepuase nepcrekTuBHa. Pemenne 3Toil mpobiieMbl TPaIuIIMOHHBIMU CIIOCO0AMU TPYAHOBBIIIOTHHU-
MO, MIOCKOJIbBKY CBOMCTBA 3TUX MaTEPHAIIOB OTPAKAIOT X PA3IUUYHYIO BHYTPEHHIOIO CTPYKTYpy [1].

Metoa HaHOCTPYKTYpPUPOBaHUS TIO3BOJISIET OOBEIUHUTH CBOMCTBA TOJMMEPOB U KPUCTAJLIOB.
B pe3ynbTaTe HAHOKOMIIO3UT SIBISIETCS CMECHIO HEOPTraHMUYECKUX HAaHOYACTHI], B TOM YHCIIE TIOJTY-
MMPOBOTHUKOBBIX, PABHOMEPHO paCIpEICNICHHBIX B MOJMMeEpHOU Martpuue. [Ipu ycinoBum paBHO-
MEPHOT0O paclpeaeseHus HAHOYACTHI] U MaJIoro pa3Mepa TaKMX HaHOKPHUCTALIOB (2 — 5 HM) OHH He
HCKaXXaroT IMaJIal0IIyI0 CBETOBYIO BOJIHY H, CJI€IOBATENbHO, paccesinue cBera mano. C apyroi cTo-
POHBI, HEOOIBIIIOE PACCTOSHUE MEXKIY HaHOKPUCTAJUIAMU MPEAyCMaTPUBAET CYIIECTBEHHOE U3Me-
HEHUE ONTUYECKUX CBOMCTB, HAIPUMEp YBEIWYEHHE MOKaszaTens npenomieHusd. CiaeaoBaTenbHO,
MPU JIOCTATOYHO BBICOKOMW KOHUEHTPALMKM HAHOKPHUCTAJJIOB C MajJbiM Pa3MepOM HAHOKOMIIO3UT
CTaHOBUTCS (DaKTUUYECKU OJIHOPOAHOM CpeNoi, B KOTOPOM MPH HU3KOM 3HAUYEHHUU CBETOPACCESTHUS
MIPOUCXOAUT 3HAUUTEIbHOE U3MEHEHHE MOKa3aTes npejaomiieHus. KoMiieke cBOWCTB 3TOi cMecH
OTIpEeIESAETCS KOMITOHEHTaMH, @ UMEHHO — TTOJIMMEPAMH M HAHOKPUCTAJVIAMH, a TaK)Ke OTHOIIICHHU-
€M UX KOHIIEHTpaluH [2].

B Hacrosiiiee Bpemst posIBIISIETCsI OOJIBIIION MHTEPEC K ONTHYECKUM HaHoMartepuanam. OnHa-
KO, HECMOTpSI Ha pa3Ho00pa3ne uccae0BaHui, MPAaKTUUECKH OTCYTCTBYIOT JaHHBIE 00 ONTHYECKUX
Marepuansax, B KOTOPBIX BBICOKAash KOHIIGHTpAIMs HAHOYACTHI[ COYETAETCS C XOPOIIUMHU ONTHYE-
CKMMH CBOMCTBaMHU.

JleficTBUTENbHO, BBICOKAsT KOHIICHTPALUSI CTPYKTYPHPYIOIIUX J00aBOK MOXKET W OOBIYHO
COIPOBOXIAETCS 3HAYUTEIHLHBIM CBETOPACCESTHMEM Ha HUX WIM Ha (DIyKTyalusx WX KOHIEHTpa-
uuu. [loaTroMy co3manne MaTepuaioB, COUYETAIONIMX ONTHYECKHE CBOMCTBA C BHICOKOW KOHIIEHTpa-
LHMEN HAHOYACTHL, SBJISIETCS CIOKHOM 3a1auyecii. BBeleHME HAHOYACTULl METAJUIOB U UX OKCHJOB B
MOJINMEPHBIE MAaTPHUIIBI B MOCJIEIHUE IO/l SIBJISIETCS MHTEHCUBHO pa3BUBaeMoil 001acTbio (GU3HKO-
XUMHUU HaHOPa3MepHOTo cocTosinusl. CTPYKTypHasi OpraHu3alisl TakKuX HAaHOPAa3MEPHBIX YaCTHI] —

ISSN 0485-8972 Paoiomexnixa. 2021. Bun. 204 105



cepbe3Heifmas mpobiaema, 0e3 pereHuss KOTOpor TPYAHO ONPEAETUTh U ONTUMHU3UPOBATh O0JIACTH
UX NIPAKTUYECKOTO UCIIOJIb30BaHNU.

Crabunuszanys HaHOYACTULl MOJUMEpPAMH PACCMATPHUBACTCS KaK SKPAaHUPOBAHUE 3ALIUTHBIM
koutonnoM. OHa co3faercs 3a CYeT TOro, YTO IMPOCTPAHCTBEHHBIE PA3MEPHI HU3KOMOJIEKYJIIPHBIX
IIOJINMEPOB COM3MEpPHUMBI C paauycoMm JeicTBus Ban-nep-BaanbcoBbiX cui (IMCHIEPCHOHHOIO
B3aUMOJICHCTBHS) WM MpeBbIIAOT ero. Heo6XxoanuMocTs MOBBILIEHUS YCTOMUYMBOCTH HAHOKOMIIO-
3UTOB M KOHTPOJIb HaJ OOpaTUMBIMH MEPEXOJaMH B TaKUX CHUCTEMax IPHBIEKAET Bce Oosee mpu-
CTaJIbHOE BHUMAHUE HCCIe0oBaTelel K MOMCKY yTell ynpaBiaeHus UX Mopdosioruei, crpykTypHOH
OpraHu3alMed U apXUTEKTYpPOH.

Ilenp BbImonHeHHON paboThl (0030pa) — MOMCK U aHAIN3 JAaHHBIX U PE3yJIbTaTOB T€OpETHYE-
CKHMX M 3KCIIEPUMEHTAJIbHBIX MCCIECIOBAaHUN, MATEPUAIOB JUCCEPTALNM, JIUTEPATYPHBIX UCTOYHU-
KOB M NaTEHTOB B 00JIACTH ONTUYECKOIO M ONTUKO-3JIEKTPOHHOTO NMPHOOPOCTPOCHMSI; 00001IeHHE
MOJTyYCHHBIX JaHHBIX M PEKOMEHJAIMK MO pa3padoTKe METOAOB JUCIEPCHH HAHOYACTHUI[ B MOJH-
MEpPHBIE MaTPUILIBI NIPX CO3JaHUU ONTHUYECKH IPO3PAavyHbIX HAHOKOMIIO3UTOB JJI NPUMEHEHUS HE
TOJIBKO B ONTHYECKUX YCTPOMCTBAX, HO M VIS M3ACIIMNA B CUMHTWIIALMOHHON TEXHUKE, CBETOTEX-
HUKE, (OTOBOJITAUKE U BO MHOTUX APYrMX OONACTAX HAYKU U TEXHUKH.

CaoiicTBa HAHOIIOJHMEPHBIX MaTE€pHaAJIOB

CuHTE3 HOBBIX MaTE€PHAJIOB C YIyYIICHHBIMI CBOMCTBAMHU U DKCILTyaTAaIIMOHHBIMHU KaueCTBaAMU
MIOCTOSIHHO JIOTIOJIHAETCS HOBBIMU METOJaMU B XMMUU U MaTepuaioBeneHuu [3]. B nponecce cun-
T€3a CHOCOOHOCTb YNPABIATh MOJIEKYJISPHON CTPYKTYpOM Ha aTOMHOM M MaKpPOCKOIINYECKOM
YpOBHE SBIISETCS OJHUM M3 KJIIOUEBBIX MAPAMETPOB MPH MPOSKTUPOBAHUU MATEPHATIOB IS CIEIU-
QJIbHBIX IPUMEHEHUM.

3HAYUTENBHBIM IIaTrOM BIEpPE] B 9TOM 00IACTH SBISETCS CHHTE3 HAHOKOMIIO3HTOB, KOTJa
MOKHO KOHTPOJHMPOBATH CTPYKTYPHBIN MOPSIOK B MaTepraje Ha HAHOMETPOBBIX WM CYOMHKpPOH-
HBIX MacmTabax. HecMoTpst Ha TO, 4TO MaTepuaibl, 00JIaAalONUe TaKOM CIO0XKHON CTPYKTYpOH,
IIMPOKO PACIIPOCTPAHEHBI B MIPHUPO/IE, HAJISKHBIC U YHUBEPCAIHHBIE METOBI MOJTOTOBKH CHHTETH-
YEeCKUX HAHOKOMITO3UTOB OCTAIOTCSI MHTEPECHOM 3ajjaueil, KoTopas peraeTcsi cCiae10BaTelbCKUMU
rpynmnamu 1o scemy mupy [4].

HanouacTuipl, CHHTE3UpYEMBbIE pa3HBIMH CIOCOOAMH, MOTYT UMETh pa3iMyHble BHYTPEHHUE
CTPYKTYpBbI, KOTOpbIE BIUSIOT Ha CBOWCTBAa MaTepHalloB, CleTaHHbIX M3 HUX. [lonHoi 0OpaboTku
HAHOYACTHUI[ JOBOJILHO CJIO)KHO JOOWUTHCS Ha MpPaKTHKE, CJIOXXKHO COXPAaHUTh HAHOMETPOBBIN
MacmTad UX pa3MepoB, H30exaTh 0Opa3oBaHUs arjoMeparoB. VM3-3a cBoel BBICOKOW yIEIbHOM
MOBEPXHOCTH HAHOYACTULBI OOIaJat0T BBICOKOW DPEAKLMOHHOW CIOCOOHOCTBIO, U CYILECTBYET
00JIbIlIasi BEPOSITHOCTh arjioMepal. bospinoe Koau4ecTBO TpaHUYHbIX 3€peH B HAHOKPUCTAIUIH-
YeCKUX MaTepHajaXx MMeeT pellaoliee 3HaueHue JJIsl COXpPaHEHHUs] MUKPOCTPYKTYphl B HAHOMETPO-
BOM MaciITade B Ipoliecce KOHCOINAALNN B TAKUX MaTepHaax.

Jlis TOCTMKEHUsI HU3KOTO YPOBHSI CBETOPACCESIHUS B MPO3pauyHbIX HAHOMOJIMMEpax HEeoOXo-
UMbl 3(Q(EKThl caMOOpraHM3allMyd KBA3WPEIIETKH, HWMEIOLIEH YIOpSI0YEHHOE PacoIOKEeHNE
HaHOYacTUIl. B 3TOM ciiyyae MOXXHO MOJYYUTh OAHOPOAHOCTH CPEIbl M OTCYTCTBHE HCKa)KEHUS
CBeTa, mpoxoasmero yepe3 Hee. JlanHas cpema OyneT OMUCHIBATHCSA B MPUOIMIKEHUHA TOMOTEHHOM,
a He JucrepcHoil cpensl. Takum oOpa3oM, Il IOHM)KEHUS! YPOBHSI CBETOPACCESIHUS HEOOXOAUMO
CO3/1aTh YIOPSIOUYCHHYIO CHCTEMY HAHOYACTHUI] B 00beMe MOJMMEpHOro Marepuaina (puc. 1).
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Puc. 1. CBGTOpaCCCﬂHI/Ie B ynop;moquHoﬁ CHCTEMC HAHOYAaCTHIL B o0beMe MOJIMMEPHOT0 MaTepuajia

106 ISSN 0485-8972 Paoiomexuira. 2021. Bun. 204



B To e BpeMs HaHOYACTHI[bI B HAHOKOMIIO3UTE CTPEMSTCSA KOAryjaupoBaTh WU
chopMUPOBATh HEPETYISPHOE PACIIOJIIOKEHHE, MPU KOTOPOM KOHIEHTpAlUsi HaHOYACTUIl OyIeT
(GIyKTYynpoBaTh B COOTBETCTBUU CO CTaTUCTUYECKHM pacrpejaeicHueM. Takoi matepuan Oyner
HUMETh BBICOKOE CBETOpACCEsHHE TPU BHICOKOW KOHIICHTPAI[MK HaHOYaCTHIL (pHC. 2).
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Puc. 2. CeropaccesiHue Ha MUKpO(DIYKTyalusX KOHIEHTPAIlMM HAHOYACTHUI]

Taxkum O6p&30M, CBOMCTBaA HaHOYaCTHUI 1 HAHOKOMITIO3UTOB HAa UX OCHOBC CHUJIBHO 3aBUCAT OT
pa3Mepa, KOHLOCHTPAIMHU, XUMHUUYCCKOIO COCTaBa HCIIOJIB3YEMbIX HAHOYACTHII U MHOTUX OPYIrHUX
q)aKTOpOB. HO, B OTJIIMYMEC OT TPaAUUIMOHHBIX MAaTCPHUAIIOB OITHYCCKOTO HA3HAYCHMA, CBOMCTBaA
HAaHOKOMIIO3UTOB MOKHO YJIYUlIdTh, BAPbUPYS YKA3dHHBIC BbIIIC ITapaAMETPbl HAHOYACTUL] [5]

MeTtoabl AUCIIEPCUHU HAHOYACTHUI B IIOJTUMEPHBIEC MaTPUIbI

Mex¢pazHoe B3auMOJEHCTBUE SBISETCA KIIOYEBBIM MOMEHTOM IpU CO3/IaHUM OpraHo-
HEOPTaHMYECKUX KOMITO3UTOB, 1 HIMEHHO I10 3TOMY NMPU3HAKY MPUHSITO YCIOBHOE JIeNIEHNE THOPHU -
HBIX MaTepHajIoB Ha JiBa OCHOBHBIX Kiacca. K mepBomy Kiaccy THOpUIHBIX MaTepUaIOB OTHOCATCS
HAHOTOJIMMEpPHI CO CIa0bIM B3aUMOJEHCTBHEM MEXAY OPTraHWYECKOW U HEOPraHMYECKOM YacTSIMH.
Ko BTOpOMY — MaTepuaisl, B KOTOPBIX OpraHUYeCKHe U HeOpraHMYeCKue KOMIOHEHTHI CBSI3aHbI 10-
CPEICTBOM XMMHUYECKHX CBsi3ed. B 3TOM citydae opraHMYecKkne KOMITOHEHTBI MOTYT HIPaTh JIBE
pas3UYHbIE PO — cemKkoobpazosameneli U MOOUDUKamopos HEOPraHNIECKOT0 KOMITIOHEHTA.

HaHoKOMIO3HTHI IEpBOTO Kilacca MOMyYaroT ITyTEM MPSIMOTO CMEIIEHHs] HAHOYACTHII C MaTpH-
ueit momumepa. Ilpu sToM B3auMojeHCTBHE MeXAy MOJIMMEPHON MaTpHuueld W HeopraHM4eCKUM
KOMITOHEHTOM OTHOCHTENIBHO cJa00 M OCHOBAaHO Ha BOJOPOJHBIX CBA3SIX, a Takke Ha BaH-nep-
BaanbcoBbix B3auMmojeiicTBuax. Huskas cremeHbp Mex@a3zHOro B3aUMOAECUCTBUS THIpOodOOHON
MOJTMMEPHON MaTpPHUIBI U TUAPO(PHUIBHBIX YACTHII HAITOIHUTEISI IPUBOIUT K arperupOBaHUIO HEOP-
TaHWYECKUX 4YacTUI, UX HEPaBHOMEPHOMY pACIPEICICHUI0 B 00beMe MOJUMEPHOW MaTpPHUIIBL
Takum oOpa3om, TuTOXast aare3usi Ha TpaHuIe a3 SBISIETCS CISICTBUEM YXYIIICHUS 3asBICHHBIX
CBOMCTB MOJIMMEPHBIX HAHOKOMITO3UTOB M OTPaHUYMBAET X dPPEKTUBHOE IPUMEHEHHE.

Jlns pemieHust 3Toi npoOieMbl B MpoIecce CUHTE3a HAHOKOMIIO3UTOB BTOPOTO KJlacca BBOJSAT
pa3nuyHbIe CTAOWIN3UPYIOLIHE U MOAU(PULIHPYIOIIHNE T00aBKHU, TO3BOJISIONINE CHU3UTH TOBEPXHO-
CTHYIO DHEPTHI0 Ha MeX(a3HOW TPaHUIE U MOBBICHTH COBMECTUMOCTH IOJIMMEpPA W HEOpPTraHUYe-
CKOT0 KOMIOHEeHTa. [Ipu 3TOM HaHOCTPYKTYypUpOBaHHE, KaK CIIOCO0 MOITY4YEeHUsI TPO3paYHbIX HAaHO-
KOMITO3UTOB, OCYIIECTBIISIETCA MyTeM XMMHUYECKOM peaklMd CHHTe3a B pa30aBICHHOM pacTBOpeE
HAaHOKPHUCTAIOB (PMKCHUPOBAHHBIX pa3mepoB (mopsaka 20 — 50 HM) Onarojaps BBEIEHHIO B 30HY
CHUHTE3a OPTraHWYECKOTO BEIIECTBA C IMOBEPXHOCTHO-aKTHUBHBIMU cBoiicTBamu (ITAB), kotopoe
MO3BOJISIET MOJYYaTh U30JUPOBAHHbIE APYT OT Apyra U CTaOMIIbHbIE BO BPEMEHU KPUCTAILIBI HYXK-
HbIX pa3mepoB. [Ipu stom ITAB (060s10uKka HAHOKPHUCTAIJIOB) U MAaTpPHUIla MOTYT OBITH M3 OIHOTO
WIN pa3HbIX OpraHU4Yeckux martepuaioB. Hambosiee ycTOWYHMBBIE W ONTHYECKU OJHOPOJHBIC KOM-
MO3MUIMU MOJYYar0TCs ¢ UCIOJIb30BAHUEM B KAadeCTBE 3aLMTHOM Cpelibl MOJIMBUHUIOBOIO CIIUpPTA
(IBC) u nonmueunmnmupuauaa ([1BIT), a Taxke goTtorpaduyeckoii xxenatunsl [6 — 8].
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Cpenu OONBIIOTO YMCIIa HAHOTUCIIEPCHBIX HAMOJIHUTENEH MOJMMEPHBIX MAaTpPUIl IPH TOJIy4e-
HUM KOMIIO3MLIMOHHBIX MAaTE€pUaoB OOJIBIIMM BHUMaHHEM HOJb3ytoTCs Auokcua turaHa (TiO) n
okcua muHKa (Zn0O). Hanokpucrammmaeckue TiOz u ZnO SBASIOTCS MUPOKO30HHBIMH TIOTYIIPO-
BOJIHUKaMU U 00JIaJatoT psZOM JOCTOUHCTB (Xopouiast pOoTOKaTaIuTUYEeCKass aKTUBHOCTb, BHICOKas
XUMUYECKas U TepMHUYecKas CTaOMIbHOCTh, HETOKCHYHOCTh M HU3Kasg CTOMMOCTH). lIpumenenune
KOMIIO3UTOB, cojepxamux HaHodactunsl ZnO u TiO,, onpenensercs, Npexae BCero, Ux Gporoka-
TaTUTHYECKUMHU CBOMCTBaMH (CO3/1aHUE COMHEYHBIX stueeK, Y D-puimbTpoB, Ta30BBIX CEHCOPOB).

Hcnonb3oBanue ruipo@uiabHbIX MOJUMEPHBIX MATpPULl IPU CHHTE3e HAaHOKOMIO3UTOB ¢ TiO;
CYLIECTBEHHO OOJIETYaeT MOJy4YE€HUE TMOPUIHBIX OpPraHO-HEOpraHM4eckux martepuainos. Ilmocom
JAHHOTO METOJA SIBJISIETCSl XOpollasi COBMECTUMOCTb JIByX KOMIIOHEHTOB M OTCYTCTBUE HEOOXOAU-
MOCTH HCHOJb30BaHUs Moau(uKaTopoB. OHIUM U3 Hauboee MPOCTHIX CIIOCOOOB MOIY4YEHUS JaH-
HBIX KOMIIO3UTOB SIBJIIETCS] CUHTE3 U3 0011ero pactopurensd. B padore [9] 6bu1M nonyueHsl HaHO-
komno3uTsl ¢ TiO, Ha ocHOBE TUAPODUIBHBIX TOTUMEPOB (MOTMBHHUIIOBBIM CIIUPT, YACTHYHO TH-
POJIM30BAHHBINA MOJUBUHUIIALIETAT, TOJIMBUHWIIUPOIUAO0H, TOJIMBUHIINUPUANH) IyTEM CMEIICHUs
pPacTBOPOB MOJIMMEPA M BHICOKOIUCIIEPCHOTO pacTBopa yacTuil TiO,. s momydeHust BBICOKOIUC-
nepcHoro pactsopa TiO; B kauecTBe npekypcopa ucnonbzoBaiu TiCls, KOTOPBII THAPOIN30BaIN B
cunpHOKHCION cpene. Pasmep wactun (Du) TiO, cocraBnsin 2,5 um. Conepxanne TiO;, B momaumep-
HBIX KOMIIO3UTax BapbHpoBaiau oT 2 a0 35 mac. %. IlonydyeHHbIe HAHOKOMIIO3UTHI, COJEpIKalue
6onee 24% TiO,, ucnonp3oBanu B kadectse UV-punbtpos (10 360 HM).

B nocnennee Bpems 00jblION HMHTEpec HCcienoBaTenaed MPUBIEKAOT HAaHOKOMIIO3MTHI Ha
OCHOBE OHMONOJIMMEPOB, MOCKOJIBKY TaKW€ MaTepHaibl SIBISIOTCS (YHKIMOHATBHBIMH aHAJIOTAMH
€CTECTBEHHBIX NPUPOIHBIX MaTepuayoB. ABTopaMu paboTsl [10] ObuIHM MOTydYeHbl HAHOKOMITO3UThI
Ha OCHOBE NPUBUTOTO comonumepa xurosana (15 mac. %) ¢ nonuBuamwioBsiM criuptoM (IIBC) u
HanogucnepcHoro TiO; (Du 4,5-5 um). [lnenku, cogepkamue 25 u 8 mac. % TiO,, Opu1H TIpHTO-
TOBJICHBI METOJIOM IOJIMBA BOAHBIX PACTBOPOB comonuMepa u HaHoyactull T10;. dopmupoBaHue
gactul] TiO2 IpoucxoansIo Ipu THAPOIN3e TPETOYTOKCH 1A TUTAHA.

J151s OONIBIIMHCTBA AJIEKTPOHHBIX YCTPONCTB IJIABHOM 3a/1aueil sIBIsieTCs MOTy4YeHHe 10CTaToy-
HO BBICOKOTO YPOBHSI MPOBOJAMMOCTH, YTO JOCTHraeTcs JOMHUPOBAHHEM 3JIEKTPONPOBOASIINX
MOJIMMEPOB M CO3JaHUEM KOMITO3UTOB. M3BeCTHO, yTO KOMIO3UTHI, couetarommue TiO; (momympo-
BOJIHUK N-THUIIA) B HAaHOCOCTOSIHUM M TPOBOJAIIMI MOJMMEP HAXOAAT LIMPOKOE NMPHUMEHEHHE B
onroayiekTpoHuke. B padote [11] 6b111 nmomydens! HaHOKOMIIO3UTHI ¢ TiOz (D4 — 21 HM) Ha ocHOBe
Mmatpuisl nonudenunnensunmierHa (IIOB) u3 obmero pactBoputens (CHCI3). [Ing cunte3a HaHO-
KOMITO3UTOB HCIOJNb30Baiu npoMbiiuieHHbid TiO, (Degussa P25), va 70 % cocrosimuii U3 Kpu-
cTajuinyeckoil ¢aspl aHaras. pyrum npumepoM [12] sBisercs CHMHTE3 OpraHO-HEOPraHMYECKHX
rUOpUAHBIX cucTeM Ha ocHoBe Marpullsl nonuanuianHa (ITAHW) u wactun TiO; (Du — 9 M) ¢ mac-
coBbIM coaepxkanueM 17, 18, 30 u 39 mac. %. CuHTe3 KOMIIO3UTOB MPOBOAMIN U3 OOIIETO pacTBO-
puTels, B Ka4yecTBe MPEKypcopa NCIOIb30BATIN U30MPOIIOKCH]] TUTAHA.

Hcnonb3oBanue TUAPOPOOHBIX MATpHIl JUIS CO3JaHMS HaHOKOMNO3MTOB ¢ TiO, sBusercs
OoJee CIIOKHOW 3amadeii. BeeneHne HamoaHUTENEH, TEPMOTMHAMUYECKH HECOBMECTUMBIX C TIOJIH-
MEpPHOM MaTpHlel, MOXET COMPOBOXAATHCS 00pa30BaHHMEM OOJIBIIMX arperaTtoB, yXYIIAIOLINX
CBOMCTBa KOHEYHOro HaHOKoMIlo3uTa. IIpobiemy arperaniuu MOXKHO MPEOAOJETh C IOMOIIbIO
mojudukaruu yactul TiOy, mub0 moIMMepHON MaTpHUIlbl, a Takke J00aBIEHUS B CHUCTEMY pas-
JUYHBIX CTaOMIN3aTOpoB. MoanpuIMpoBaTh TOBEPXHOCTh HEOPTaHUYECKOTO KOMIIOHEHTa MOYKHO
C TMOMOIIBIO TOBEPXHOCTHO-aKTUBHBIX BEIIECTB U CBI3YIOIIUX areHTOB IyTeM aJcOpOLMU MU
KOBJICHTHOT'O CBSI3BIBAHMS MOCJICTHUX HA TIOBEPXHOCTH HEOpraHW4deckux dacTtuil (puc. 3). B pado-
Te [13] npeaioskeHbl METO/IbI MOJTYUEHHS] KOMITO3UTOB C pa3inyHbiM coaepxkanuem TiO; (0,25; 0,5;
1; 2; 5; 10 m 13 mac.%) Ha OCHOBE COMOJMMEpa STHJICH-BUHHJIOBOTO CIUPTa U TOJUIPOTHICHA
(IT1) (0,5; 1; 2; 5 mac.%) mytem cmemeHus pacraBa ¢ yactuuamu TiOp. s dopmupoBanus
komno3uToB Ha ocHoBe [1I1 ucnons3oBanu npusuToil cononumep 11 ¢ MaleMHOBBIM aHTUAPUIOM,
MOCJTICTHUI BBICTYNaJd B KayecTBE CBA3YIOIIEro areHtra s crabuimsanuu dactun TiO; B
MOJMMEPHON MaTpUIle U MPEIOTBPAIIEHUS X BO3MOXKHON arperauuu. Pesynbrarom Moaudukannm
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MoJIIMepa SIBJSIOCH TMOJTydyeHHe THOPUAHBIX KOMIIO3UTOB, cojaepkamux dacTuubl TiOy, pasmep

KOTOpBIX cocTaBui ~ 10 HM.
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Puc. 3. CtpykTypHast Mo/ieb HAHOKOMIIO3UTa: 1 — HAHOKPUCTAJI HEOPTaHMUYECKOTO OJTYIIPOBOJHHKA;
2 — 000J104Ka M3 OPraHUYEecKOro Matepuaia; 3 — opraHuueckas (GKUIKas WM TBEpJas) MaTpuia

Jyis TOro 4To0Bl YIYYIIUTh COBMECTUMOCTh MEXIY HEOPTaHWYECKUM MaTepHajoM H IOJIH-
MEpHOW MaTpHIled W MpeJOTBPATUTh arperamuio 4acTHUl], UCHOJIb3YIOT METOJ] XUMUYECKOU MOIu-
(duKaMK TOBEPXHOCTH HEOPraHUIECKOr0 KOMIIOHEHTa. B kauecTBe Moaudukaropos gactuil TiO,
94acTO MCHOJB3YIOT Pa3IUYHbIE CUIIAHOBBIE areHThl, KOTOPbIE CIIOCOOHBI XMMHUECKU CBSI3bIBATHCS C
WX TTOBEPXHOCTHIO, B TO BPeMsI KaK HAIMYUE B UX MOJIEKYJIaX THAPOPOOHBIX paTUKaIOB yaydlIaeT
COBMECTUMOCTh HEOPTaHMUYECKUX YACTHII C MOIUMepHOU Matpunei. OauH u3 cnocoboB GpopMupo-
BaHUs OPraHO-HEOPraHMYECKUX THOPUIHBIX CUCTEM 3aKJII0YaeTCs B MMOJIMMEPU3allud MOHOMEpA Ha
noBepxHocTH vactull TiO; (mpu HaIMYMK WM OTCYTCTBHHM MoaudukatopoB). B pabore [14] onu-
CaH METOJ IOJy4YE€HUSI HAHOKOMIIO3UTOB ITyTE€M NOJUMEPU3ALUHN CTUPOJA, XMMUUECKU CBA3aHHOIO
C MOBEpPXHOCTHIO MonupunupoBanubix dactull Ti0,. Conepkanue vactun, TiO, B koMIo3urax Ha
OCHOBE ToJiucTuposia Bapbuposanu ot 0,5 mo 2,0 mac. %. ABTOpsI paboTsl [15] myTem npoBeaeHUs
MOJIMMEPH3AIUN METUJIMETaKpuiIaTa TMOJYYHIM KOMIIO3HTBI CO CTPYKTYpOH, MOJOOHON Opexy,
Korma siipo u3 mMomudunupoBaHHbeX dactull TiO, (Du — 260 HM) 3akirodeHo B “CKOpiymy” W3
MOJIMMETHUIIMETAKPHUIIATA.

Wtak, ¢ noMombl0 XMMHUECKON Mojau(puKaluu 1moBepXHOCTH yacTll TiOz MOXHO pemuTh
BOIIPOC, CBSI3AHHBIA C TEPMOJMHAMHUUYECKOW HECOBMECTUMOCTBHIO KOMIIOHEHT, BXOJSAIIUX B COCTaB
HaHOKOMIO3UTa. Vcmonb3oBaHWe JaHHOIO METOJa JAeT BO3MOXHOCTH IPENOTBPATUThH IMPOIECC
arperanuu 4acTUll U MOJYyYUTh MOJIMMEPHbIE HAHOKOMIIO3UTHI ¢ BBICOKUM YPOBHEM JAHMCHEPCHOCTH
HEOPraHMYECKOr0 KOMIIOHEHTA.

B oaHOM M3 BapHaHTOB M3rOTOBJIEHUS HAHOIOJIMMEPOB, BBeJeHHE HaHo4dacTull ZnO B MOJHU-
CHJIOKCAHCOJIEpIKallle AMOKCUYPETAHOBBIE IMOJIMMEPBI OCYIIECTBISUIM METOJOM HWHTEPKASALUU:
nopouIKkoodpasHsie HaHoyacTuisl ZnO pacTBopsin B cMecu pactBogutener (30 mac.% 3THI0BOTrO
cupta +70 Mac.% Kcuiiona) mpyu MacCOBOM COOTHOIICHHH §:2, 4TOOBI BbI3BaTh HaOyXaHHE HAHO-
pa3MepHBIX YaCTHUIl B PaCTBOPUTENE. 3aTEM ATOT PACTBOP MOJABEPrajil MarHUTHOMY IE€peMeIInBa-
HUIO cO cKopocThio BpamieHus: 800 06/mMuH B Teuenue 30 MuH, 3aTeM B TedeHHE 15 MuH 00padaThI-
BaJMl YIbTPa3ByKOM. PacTBOpeHHbIE HAHOYACTHIIBI JOOABISIN K TMOJIUMEPY M IepeMelInBaIn
B Teuenne 20 muH npu 1000 06/mMuH, 3aTeM npoBoauiu 15 MuH 00pabOTKY yIbTPa3BYKOM TEpe
N00aBICHUEM OTBEPIUTEIIS.

HccnenoBanue pa3pabOTaHHBIX MOKPHITUH Ha OCHOBE MOJMCUIOKCAHCOIEPXKALIUX IOKCUYpe-
TaHOBBIX OJIMTOMEPOB, MOAU(PUIIMPOBAHHBIX HaHouyacTHIlaMu ZnO, ToKa3ano, 9YTO OHU 00JIaNaroT
BBICOKOH TUAPO(POOHOCTHIO, YCTOMYMBOCTHIO K JCHCTBUIO OKPYXKAIOIIEH Cpeabl 1 aHTUKOPPO3UOH-
HBIMU CBOMcCTBamu [16].

B pa6ote [17] B oqHOM M3 TpUMEPOB U3 00JACTH CO3/IaHUSI HAHOMATEPHUATIOB VISl CIIMHTHILIISI-
LUOHHOM TEXHUKH, @ UMEHHO JIJIs Tu1acTMaccoBbIM CUMHTHILIATOPOB (I1C), onucan meTon co3nanus
tpexkomnoHeHTHoro IIC (mommMepHass OCHOBA, MEPBUYHBIN JTIOMUHO(DOP, BTOPUUHBIN JTIOMHHO-
¢op). IIC cocTouT 13 NOAMMEPHON OCHOBBI, KOTOpPasi COACPKUT MEPBUYHBIA U BTOPUYHBIA JTIOMU-

ISSN 0485-8972 Paoiomexnixa. 2021. Bun. 204 109



HO(OPBI, COEAMHEHHBIE aTOMaMU KPEMHHUS B HAaHOPA3MEPHBIC Pa3BETBICHHBIC MaKPOMOJICKYJIBI.
B kauecTBe monuMepHO OCHOBBI MOKET ObITh MCIIOJIB30BaH JHOOOW MOJIMMEp U3 TPYIIbI BUHUIIA-
POMATHUYECKUX TOJIMMEPOB, HAampuMep NOoIucTUpoi. [lepBuuHbI THOMHHOGOp BBHIOMpaeTCs U3
IPYNINbl COETUHEHUHN, Y KOTOPhIX MaKCUMYM JJIMHHOBOJHOBOMW IMOJIOCHI CIIEKTpa MOTJIONICHHS Ha-
xoautcs B uHTEepBaie oT 270 1o 350 am. [Tpu 3TOM KBaHTOBBIN BBIXO (IIyOPECIICHIIMH COCTABIISCT
He menee 5 %.

Bropuunsiii moMHUHOGOP BEIOMPASTCS M3 TPYIMIBI COCTUHEHUH, Y KOTOPBIX MaKCUMyM JIJTHH-
HOBOJIHOBOM MOJIOCHI CIIEKTpa MorJioneHusi Haxoautces: B uaTepBaiie oT 330 mo 400 uMm. Ilpu stom
KBAaHTOBBIN BBHIXOJ (hiayopecueHun coctanisieT He MeHee 30 %. YBenuueHne cBETOBOTO BBIXOJA
CIMHTHJUISTOPA M COKpAIlleHUE JJIUTEIbHOCTH CUMHTHWUISINY JOCTUTaeTcsl O1aroiapsi TOMy, 4TO B
HAaHOPAa3MEpPHON DPAa3BETBICHHONH MaKpOMOJEKYNE C 3asBlsieMBbIMH HapameTrpamu 3((HEeKTUBHOCTh
0€3bI3JIy4aTeIbHOIO TEePEeHOCca PHEPIHH AJIEKTPOHHOTO BO30YXKIEHHUS OT 3BEHBEB NMEPBUYHOIO K
3BEHbSIM BTOPHYHOTO JIOMUHO(Opa MoxkeT nocturats 100 %.

3aroToBKy CHUHTHIIISATOpA MOJIYYaroT, CMEUINBAs HAHOCTPYKTYPUPOBAHHBIA HATIOJHUTENb C
MOJTUMEPOM, BBHIODAHHBIM B KAa4ECTBE OCHOBBI, B ABYXITHEKOBOM CMECHUTENIE C BO3BPATHBIM KaHa-
nom (ipu Temneparype 180°C u yacrote Bparienus mHekoB 600 06/MuH).

B pabore [18] ommcana kpemMHUHOpraHuYecKas KOMITO3MIIMS ISl COCAMHEHUS ONTUYECKUX
AJIEMEHTOB U METOJ| CO3/IaHUS KPEeMHUUOPTraHMYECKON CMa30uHOl KOMIIO3UIIMH, KOTopas obecre-
YMBAET MAKCHMAaJbHOE CBETONPOITYCKAaHHE B KOHTAKTE ONTHYECKUX YCTPOWCTB, YCTOHUYMBA B JHA-
nazone temneparyp munyc 70°C mmoc 200°C. [Ins coegmHeHus M repMeTH3aluy ONTHUYECKHUX
SJIEMEHTOB Ha OCHOBE IUIACTMYHOW OCHOBBI M 3aryCTHTENS MpPEUIOKeHAa HOBas KOMIIO3HIINS,
COCTOSIIIasi U3 OCHOBBI — cMecH nonuaumeTriicuiokcanoBoit (IIMC) u nonumerundpeHuIcuiIokca-
HoBOM (IIOMC) xuakoctu ¢ Bszkoctbio oT 3000 mo 40000 Mm?/c npu temreparype 20°C u 3aryc-
TUTENs AUOKcUaa KpeMHus. [l co3maHus Takoi KOMIO3HUIIMKA B EMKOCTh, CHA0KEHHYIO 000rpeBa-
TeJeM, IEPEMEINBAIOIIAM yCT}Z)OfICTBOM U TepMOMeETpoM, 3arpyxatot 180 — 270 r [IMC )KI/IJIKO(é‘,TI/I
¢ BsaskocThio 1000 — 20000 mm“/c u 270 — r [IOMC xkuakoctu ¢ Bsizkoctbio 10000 — 20000 mm*/c.
Conep:xnumMoe eMKOCTH MepeMennBaroT U mosryqaroT 450 T cmecu ¢ BsazkocThio 3000 — 20000 Mm?/c,
SIBIIAIOINIYIOCS. OCHOBOM KOMITO3UIIMU, 3aTeM A00aBisioT 20 — 50 r mopoika AuoKcHuaa KpeMHus,
Maccy HarpesatoT 70 Temneparypbl 40 — 60°C u nepemeninBaoT B TedeHue 3 — 4 4acos.

B pab6ote [19] onucan mporece 3 (HeKTUBHOTO AUCIeprupoOBaHus mopoiika HanoyacTui Al,O3
B OucepHoil MenbHuLEe. [lodydaemble cerojiHs HEOpPraHWYECKUE TMOPOIIKH 00JIajaloT pa3MepoM
YacTUIl B CYOMHUKPOHHOM WM HAaHOpPa3MEPHOM JUamna3oHe C JTOCTATOYHO Y3KHUM paclpeielieHueM
Ha TPaHyJIOMETPUYECKON KPUBOH. B mporiecce XpaHeHHUs U TPAaHCTIOPTUPOBKH YaCTHIIBI CIUITAIOTCS,
o0pa3yst KoHrJIoMmepaThsl. [IpruMeHeHrne Takoro moporika mpuBeaAeT K (GOpMUPOBaHUIO ASPEKTOB B
CTPYKType HaHomoJnMepoB. [1o3Tomy 00s3aTeNbHBIM 3TAallOM NPHU MPOU3BOACTBE HAHOMOIMMEPOB
SIBIIICTCS AUCTIEPTUPOBAHIE METIKOAUCIIEPCHBIX U HAHOPA3MEPHBIX MOPOIIKOB.

OpHako BBICOK03()(PEKTHBHOE MEXaHMUECKOE M3METhbUeHHE BO3MOXKHO JIUIIb B TPUCYTCTBHH
JUCTIEPraTOpOB M IMYJIBraTOPOB — MOBEPXHOCTHO-aKTHBHBIX BEIIECTB, CHIDKAIONIUX MOBEPXHOCT-
HYIO DHEPTHUIO JIUCIIEPTUPYEMBIX TBEPJBIX TE WM KHIKOCTeH. KpoMe TOro, OHM MPEmsITCTBYIOT
arperaiuu, T. €. CIMIMaHUI0 MEJIKMX YacTHUIl U CIIUSIHUIO Karelb.

Db dexkTrBHOCTH MpoIIECcCca U3MENBYCHUS 3aBUCUT OT METO/Ia AuciieprupoBanus. Kak mpaswmio,
MPOLIECC TUCIEPTUPOBAHUS TOPOIIKOB OCYIIECTBISETCS Ha OMCEPHBIX M IIAPOBBIX METbHUIIAX.
Hcnonp3oBanne OMCEPHBIX MEIBHUI] IT0 CPABHEHUIO C MIAPOBBIMH IMTO3BOJISIET 3HAYMTEIHHO COKpa-
TUTH BpeMs IOMOJIa OT HECKOJIBKUX CYTOK JI0 OJTHOTO-/[BYX YacCOB.

Jns nmpoBenenust uccneaoBanuil 6buta mpurorosieHa 30 % (mo oObemy) BoJHAs CyCHEH3US
nopotka Al,Os. [lns mpeaoTBpaiieHus CIUNanus YacTUIl B Mpoliecce JUCTIEPTHPOBAHUS B CYCIICH-
3ut0 Obutl goOaneH nuduokymstHT Dolapix mpomsBoacTBa kommnanun Zschimmer & Schwartz
B KoimnuecTtBe 2 % oT Beca mopoiuka. [Ipy mpoBeaeHHH MCCIeJOBAaHUI UCIIONB30BAICS MOPOIIOK
Al;O3 SG mapku CT-3000 mpousBojactBa kommanuu Almatis (I'epmanus). [lucreprupoBaHue mpo-
u3BoMIH Ha OucepHoi MenbHHIle Netzsch MiniCer.
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JucnieprupoBanre Ha OWUCEPHOW MENbHUIIE MPOM3BOIMIM IPH CKOPOCTH BpallleHHs Baia

3000 06/MuH, naBiaeHuu 6,2 Oap W Temmeparype CycreH3uu 28 °C. [Ipu nucneprupoBaHuM Ha
[IapOBOI1 MEJNBbHUIIE CKOPOCTh BpaleHus Oapabana coctaBisuia 90 o6/muH. bapaban 3amomHsum
cycneH3uen u mapamu Ha 45 % B cooTHoueHuu 5:1. Bpems nomona coctasisiio 48 yacos. Hccine-
JOBaHMS TMOKa3allk, 4To mpu pabdore ¢ ucxoausiM mopomkoM Al,O3 CT3000 SG mpowusBojacTBa
koMraHuu Almatis 18 AOCTHXKEHHSI XapaKTEPUCTUK IMOPOLIKOBOTO MaTepuana, 3asiBICHHOTO
MIPOU3BOIUTENIEM, TUCTICPTUPOBAHUE HA OMCEPHON MENBHHIIE C MEIOIUMHU TeIaMH W3 TUOKCHUIA
LHUPKOHUS TUaMETPOM 1 MM HEOOXOAMMO POU3BOAUTH B TeueHue 50 — 60 MuH.

Bonbmoli uHTEpec Ans pa3pabOTKM HAHOKOMIIO3MTOB MHPEICTABISIOT COSAMHEHUS PEIKO3e-
MenbHBIX 1eMeHTOB (P33), B ToM uncne dropuasl tantaHon10B. OHU 00JIaal0T MPO3PAYHOCTHIO
B IIUPOKOH crieKTpaibHOU obmactu (ot 0,2 10 6 MKM), 60Jiee BBICOKOW BIAroCTOMKOCTBIO IO CpaB-
HEHUIO C JIPYTMMH KJacCaMM BEIIECTB, O0JAAlOUIMX MIMPOKUM OKHOM IPOITYCKaHUs, BBHICOKOU
TEIUIOTPOBOAHOCTBIO, U T ..

B pabote [20] onucaH mpolecc MoiaydeHus MOTMMEPHBIX TUIEHOYHBIX MaTEpHUasioB, COepkKa-
X HAHOKPHUCTALIBI hropuaa npaszeoauma Pris. IIpu 3ToM B KadecTBe MATPUIIBI ISl UX BBEICHUS
MIPUMEHSIICS JKeNIaTUH KaK TUIEHKOOOpa3yroIMii MoJIMMep, KOTOPBIM Hapsily ¢ MPO3PayHOCTHIO B
BUIUMOU oOmactu crnektpa obnamaer cBoiictBamu [IAB. B pabote ucnonbp3oBamuch >keaaTHH
1 HaHoKpucTtamisl PrF3, momyueHnHble Mo peakuu B3auMOACHCTBUS HUTpATa npa3zeoauma ¢ Gropu-
JIOM HATpPHS:

Pr(NOs)s + 3 NaF = PrF; + 3 NaNOs.

Ota peakuus MpoTeKaeT B BOIHOM pactBope mpu KoHtpose pH (pH = 4-5). Hanopa3mepHsiii
xapaktep (30x50 HM) CHHTE3UpOBaHHBIX TakUM 0Opa3zoMm uyacTul PrFz monarBep:klieH JaHHBIMU
aTOMHOM JIEKTPOHHOM MUKpocKkonuu. B cBexenpuroroBieHHbiil 10%-i BOJHBIN pacTBOp KenaTh-
Ha BBOAMJIOCHh PACUETHOE KOJNYECTBO HaHOKpUcTaiIoB PrFs. /lucneprupoBanie HAHOKPUCTAIIIIOB B
BOJHO-)KEJIaTUHOBBIX PAacTBOpax npoBojuiock Ha ycrtaHoBke MJI100-6/4, nmo3Bosstonieit ocyuiecT-
BIATH 00pabOTKYy XHUJIKHMX Cpel YIbTpa3ByKoM. llonuMepHble MIIEHKH MONydald MyTeM IOJIKMBa
MIPUTOTOBJIEHHOTO MOJIMMEPHOTO PacTBOPA HA MOJIOKKH U3 KBapLEBOTO CTEKJIa WK (TOpOIIacTa.
IToBepXHOCTH Ha3BaHHBIX MOJUIOKEK MPEABAPUTEIHLHO 00pabaThIBaINCh (00€3KUPUBAINCEH) ITUIIO-
BbIM criupToM. [lomyueHHble 00pa3ibl BbIAEPKUBAIUCH IIPU KOMHATHON TeMIIepaType 0 MOJIHOTO
yJIETy4YuBaHUs PacTBOPUTENSA B TeueHHE ~12 yacos. [Ipu 3TOM TONIIKMHA NOJyYEHHBIX XKEJIATHHO-
BBIX IIJIEHOK BapbupoBanack oT 100 1o 380 MkM.

JInis momydeHust UCXOAHBIX HAHOKOMITO3UIIMIA ObUTM arnpoOMpPOBAHbI JIBE METOJUKHU JAUCIEPIH-
poBaHusl HaHomopolka PrFz B BOJAHO-)X€TaTMHOBOM DPACTBOPE C MCIOJIb30BAaHUEM YJIbTPa3BYKa.
IlepBas 3akimroyanack B TOM, YTO ACUCTBHIO YJIbTPa3ByKa MOJBEpraiach 3apaHee MPUTOTOBJICHHAS
nucrepcusi HaHonopomka PrF3 B BogHO-kenaTuHOBOM cpene. Bropas MeTonuka oTiauyanach TEM,
YTO CHayaJla MPOBOJUJIOCH YIbTPa3BYKOBOE TUCIEPTUPOBAHUE JAHHBIX HAHOKPHCTAUIOB B BOAHOM
Cpele U JIMIIb II0CJIE ATOrO B JTAHHYIO JUCIEPCHYIO CUCTEMY IIPHU MOCTOSHHOM IE€pPEMEIINBAHUU
BBOJIWJICA pacTBOp kenaTuHa. [Ipu 3ToM Bo BTopoMm ciryyae oOpa3oBbIBajiach Topas3ao 0ojee ycToi-
4yMBas AMCIIEPCHAs cUCTeMa ¢ 0ojiee paBHOMEPHBIM paclpe/ieieHueM 1Mo 00beMy BBICOKOIHCIIEPC-
HOM (ha3bl. DTO 0OBSICHAETCS TEM, UTO YIbTpaaucIeprupoBanue HaHomnopoiuka PrF3 neponauans-
HO B BOJIE MPOUCXOAUT Hanbosee 3pPeKTUBHO U3-3a €€ MEHbIIIEeH BA3KOCTH (B CPAaBHEHUHU C BOJIHO-
KeTaTHHOBOU cpenoit). [loaTomy mpu mocneayronemM pacTBOPEHUH B 3TOW JAUCTIEPCHH JKEJIaTHH,
Kak nojauMepHoro [TAB, Ha TOBEpXHOCTH HAHOYACTHI] 0OPa3yIOTCs THAPOPHIBHBIE €10 (0007104Y-
KH), IPEMSATCTBYIONINE 00beTMHEHNIO (YKPYITHEHUIO) HAHOYACTHII.

OnHuM U3 Hanbosee pacHpOCTPaHEHHBIX U APPEKTHUBHBIX METOAOB 3AIIUTHI MOJIUMEPOB OT
yIbTPapuOIETOBOIO HM3IY4YECHUs SIBJISETCS MCIOJB30BaHUE PA3IUYHBIX IUCIIEPCHBIX MaTepHUajoB
(manonauteneit). Hampumep, mopoinku okcuaa IuHKa ¢ pasmepoMm yactuil ot 0.5 mo 20 mxm
B COCTaB OOJIBIIOrO YMCJIa KOCMETHYECKHUX MpenapaToB M CBETOCTAOMIN3aTOPOB, IPUMEHSIEMbIX
B TMOJIMMEPHON NpPOMBIIIIEHHOCTH. OJHOM W3 BaKHEHIIMX (YHKUUH STHX IMOPOILIKOB SIBISETCS
3aIMTa TOJIMMEepa OT U3IY4YEHHUs YIbTpaduoIeTOBOrO auama3oHa. 3ameHa mukpodactuil ZnO Ha
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YaCTHUIBl HAHOMETPOBOI'O JMAIA30HA MPEICTABISACT OOJBIION MPAKTUYECKUN WHTEPEC, MOCKOIBbKY
MO3BOJISIET CYLIECTBEHHO YMEHBIIUTH COJIEpP:KaHUE CBETOCTAOMIN3aTOPOB OJIHOBPEMEHHO C COXpa-
HEHHEM WM YIy4lIIeHHEM HEOOXOIUMBIX CBOWCTB. Takum oOpa3om, pazpaboTka METOAOB YyIpaB-
neHus: GU3UKO-XMMHUYECKUMHU TMapaMeTpamMu U ONTHYECKMMM CBOMCTBAMHU JMCIIEPCHI Ha OCHOBE
HAHOYACTHUI] OKCHJA IIMHKA B MPOIIECCe MX CHHTE3a MO3BOJISIET HE TOJIBKO co37aTh 3(h(eKTUBHBIC
CBETOCTAOMIIN3AaTOPHI ISl MCIOJIb30BAaHUS B MOJIMMEPHOM M KOCMETHUYECKON OTpacisix MPOMBIII-
JICHHOCTH, HO ¥ CHHU3UTh KOHOMUYECKHH yIepO OT paspylIeHHs MOJUMEPHBIX MATEPHAJIOB IOA
JEMCTBHEM COJTHEYHOI'O M3Iy4eHHUs. B cBsi3u ¢ 3TUM pa3paboTKa TaKMX CHCTEM IMpEACTaBIsET 3Ha-
YUTEJIbHBIM HAYYHBIN U IIPAKTUYECKUN UHTEPEC.

Cy1iecTByeT MHOKECTBO METOAOB CHHTe3a HaHouacTull ZnO ¢ pa3inuuHbIME (popMaMu U pas-
MepaMH, B TOM YHCJIE€ METOJ Ja3epHOM absAIiK, KOTOPHIH ABIsSeTCS yIOOHBIM UM YHHBEPCAIBHBIM
CHOCcO0OM IMOJIy4eHUs HAHOCYCIIEH3UM TBep0(a3HbIX MaTepuaioB B xKuakocTu. [Ipu 3Tom, Bapbu-
pyqd TEXHOJIOTMUYECKUE PEXHUMBI JIa3€pPHOIO BO3JEHCTBUS, MaTepual MUIIEHH M XKHUIKYIO Cpendy,
MOXHO IOJy4aTh Pa3jM4HbIE 10 COCTaBy, pa3Mepy U CBOMCTBAM HAHOJUCIIEPCHBIE MPOAYKTHI B
xuakoct. B padorax [21 — 23] npencTaBieHbl pe3ybTaThl H3yYCHUST XapaKTEPUCTHK POJTYKTOB,
MOJIYYEHHBIX UMITYJIBCHOM Jla3epHON abnsiiuell OKUCH IIMHKA B KUIKUX cpeaax. BiaummopeiicTBue
MMITYJICHOTO JIA3€PHOT0 M3JIyYEHUs ¢ IMHKOBOM MUIIEHbIO CO3AA€T 00JIaCTh IJIa3Mbl HaJl IOBEPX-
HOCTBIO MHUIIIEHH, KOTOpasi COCTOMT U3 aTOMOB M KJIacTepoB IuHKa. [Ina3ma pacmmpsercs aauaba-
TUYECKHU U CO3/AET yIapHYIO BOJHY Ha IPaHUILIE pa3jiena, MOBbIIIAs JaBjieHue U temmneparypy. Ilpu
BBICOKHX JIaBJICHHUSIX U TEMIIEpaTypax LUHK OKHUCIseTCs BOAON U koarynupyer. OOpa3oBaBIInecs
KJIACTephl MHIYIUPYIOT TATbHEWIUN pocT HaHoyacTwil. [lociie Mcue3HOBeHUs 00JacTH IJIa3Mbl,
KOTOpasi MOAJAECPAKUBACTCA JIA3EPHBIM M3JyYEHUEM, pa3Mep 4YacTHUL YBEJIUYMBAETCS OTHOCUTEIBHO
MEIJICHHO, M3-3a TOT'O YTO MOBEPXHOCTh HAHOYACTHUI] MOKpbITa MoJieKyinamu [IAB. Hanouactuiisl
MOTYT OBITh TOTUKPUCTAIUTMUECKUMHU U TOYTH aMOP(GHBIMU H3-3a PA3BUTHUS MPOILIECCOB KOAryJIsi-
MU ¥ KoajecueHuuu. Crenyer OTMETHTh, YTO HAHOYACTHUIIBI YCTOWYMBBI K KOAJECHEHLMU 0
OIPEJICIHHOTO YPOBHS, KOTOPbIi 61130k Kk 20 HM. Tak kak HaHo4acTuisl ZNO B BOJHOM pacTBOpe
3apsKEHBI MOJIOKUTEIBHO M3-32 HEOKOHYATEIbHOI'O OKHUCIEHHS, TO 3apsKEHHBIE MOBEPXHOCTH
MOTYT CTaTh IJIaBHBIM (PaKTOpOM npeososneHus BaH-nep-BaanbcoBbIx cuil MeX 1y HaHOYACTUIIAMH.

OcHOBHBIE PEUMYIIECTBA JIa3€pHON a0IALIUU B KUAKOCTH — TEXHUUYECKAsl MPOCTOTA U XUMHU-
yeckas yucrora. OgHako npuMmeHenne [IAB s orpaHnueHus KoalMCLEHIMH HAaHOYACTHIL YacTo
MPUBOJIUT K OoJiblION aucniepcuu pazMepoB. Beenenue monekyn ITAB moxeTr npuBecTu Kk norepe
OJTHOT'O U3 OCHOBHBIX IPEUMYIIECTB JIa3epHON abJsAIMK B BOJAHOM PacTBOpPE, OCKOJIbKY CHUXKAETCs
yJIeTbHas IOBEPXHOCTh HaHOYacTHUIl. B padote [23] HaHowacTuiel ZNO OBUTH TTOTyYEHBI METOIOM
UMITyIbCHOM Ja3epHoit abmsiuu (MJIA) U3 nMHKOBON MHIIIEHH B BOJHOM pacTBope. Takum merto-
JIOM TIOJTydaroTcsi HaHo4yacTUIl ZNO ¢ OYeHb Y3KUM paclpeleieHueM Mo pa3MepaM. ABTOpaMu
oOHapyxeHo, 4ro HaHodactuisl ZnO, momydenHsle B pactBope NaCl, cuipHO Koalecuupyror.
3aMeueHo, YTO BEIMYMHA SKCUTOHHOW SMHUCCUU B 00JIACTH 3€JI€HOT0 U3IY4YEeHUsI IMOCTENIEHHO yBe-
JMYUBACTCA MPU CHIDKEHHM CPETHEro pa3Mepa YacTHIl. JTO O3HAUYaAeT, YTO Ha OOJbILICH IIOIIaau
MOBEPXHOCTH y 00jiee MEIKHUX HaHOYaCTHUIl oOpa3yeTrcsi Ooubliie KUCIOPOIHBIX nedekToB. Pe3yrb-
TaThl SKCIIEPUMEHTOB, MPEJCTAaBICHHbIE B YKa3aHHOM BhINIE paboTe, AEMOHCTPHUPYIOT, YTO MOCHe
MAcCUBAIMU HAHOYACTHUI[ TOBEPXHOCTHO-aKTUBHBIM BEIIECTBOM (JIaypHIIOeTauHIUMETHIAMUHOBOM
KHCJIOTOH) W CHIDKEHHMSI TOBEPXHOCTHOTO 3apsiaa HaHoYacTHIB ZNO MOTYT M3IIy4aTh B «3EJICHON
o0jacTy 3a CYET KUCIOPOAHBIX AePeKToB Ha moBepxHocTU. Cpena, B KOTOPOHl CHHTE3UPYIOTCS
HaHovacTulbl ZNO ¢ NOMOIIBIO J1a3epHON abNsAUM, OKa3bIBaeT CUJIBHOE BIIMSHHE Ha CHEKTP
noryomenus. [ormomenne Hanouacturr ZnO, monydennsix B HCl u NaOH, mamuoro Gosnbiie B
Y ®-auanazoHe, 4eM y HaHOUYACTHULI, TTOJYYEHHBIX B JIGMOHU3MPOBAHHON Boje. Bricokuii mo abco-
JFOTHOW BEJTMYMHE TIOBEPXHOCTHBIN 3apsi HaHovacTull, nmonydeHHbix B HCl wn NaOH pactBope,
BEJIET K YBEJIMYECHUIO CUJIbI OTTAJIKMBAHUS MEKy HAHOUACTUI[AMU U ITOAABJIEHUIO UX POCTA 3a CUET
koaryysiiuu. CeKTpbl IeMOHCTPUPYIOT CHIIBHOE MOTJIONIEHKE B Auana3oHe AauH BoH 10 400 HwM.

Tem He MeHee, 3a TOCIeIHee BpeMs JlazepHast aOJslus MO/ CIIOeM >KUKOCTH CTalla MepCrek-
THUBHOM TE€XHOJIOTHEH JJIsi CHHTE3a HAaHOYACTHUIl. Takue nmpeumyniecTBa nepes IpyruMu crnocodamu
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CHUHTE3a HAaHOYACTHUII, KaK MPOCTOTa METO/a, 3KOJIOTMYHOCTh, HU3KAsl CTOUMOCTb, CIEIalId Ja3ep-
HYI0 a0JISIIHI0 B KUAKOW Cpelie MOMmyJIspHON cpeau uccienoBareneil. UTo Takke HEMalOBa)XKHO,
3TOT METOJ TO3BOJIAET MOJIydaTh OOJiee YHMCThIe KOJUIOMIHBIE PACTBOPHI 0€3 HCIIOIb30BAHHSA
MOBEPXHOCTHO-AKTUBHBIX BEILIECTB U IPYTUX MPHUMECEH.

3akjaoueHue

AHan3 pacCMOTPEHHBIX PabOT MO3BOJSET CleNaTh BBIBOJ, YTO AJIS CO3/JaHUS T'MOPHUIHBIX
OpPraHO-HEOPraHUYECKUX KOMIIO3UTOB C BBHICOKMM YPOBHEM JHUCIIEPCHOCTH HEOPraHUYECKOTO KOM-
IIOHEHTA MPUXOAUTCS peliaTh IpoOIeMbl, CBI3aHHbBIE C COBMECTUMOCTBIO KOMIIOHEHT U cTabuin3a-
LMel HAaHOYACTUIl HAIlOJHUTEINS B MOJIMMEPHONW MaTpule. B cBA3M ¢ OrpaHUYEHHBIM KPYroM I'M-
POdUIBHBIX MOJIUMEPOB, CIOCOOHBIX K (POPMUPOBAHUIO KOMIIO3UTOB C HaHOYAcTUI[aMU Oe3 cTabu-
JU3aTOPOB, OCHOBHBIMH TOJAXO0JAaMH K TOJTYYEHHUIO THOPUIHBIX KOMIIO3UTOB SIBIISIOTCS HCIIOJIB30-
BaHUE MOAUGDUIUPYIOMUX 100aBOK IOBEPXHOCTHO AKTHBHBIX BEIIECTB M IPOBEIEHHE CIOMKHBIX
XUMHUYECKUX peakUuMii Ha INOBEPXHOCTHM HAHOYACTHUI] HEOPraHUYECKOro HamoiHutens. JlaHHble
CIOCOObI MOJIYYEHUsT HAHOKOMIIO3UTOB C HAHOYACTULIAMHU TPYAOEMKH, CBSI3aHbI C 00pa3oBaHHEM
MOOOYHBIX MPOIYKTOB M JOMOIHUTEIBHON ouncTKOW. [Ipn 3TOM, BCleACTBUE OTIIMYHIA B XUMUYeE-
CKOW NpHpoJie MOJUMEPOB, /Ul KaKIOro M3 HUX TpedyeTcs MHIAMBHIYaJIbHBIA MOJIXOJA B BBIOOpE
MOUGUIIPYIOLIEH 00aBKHU U crioco0a CTa0MIN3aIii.

B To xe Bpems MCIOJB30BaHHME HAHOUYACTHI] B IOJIMMEPAX HE CIEAYET paccMaTpHUBaTh Kak
OJIHO3HAYHOE IIOJIOXKUTEIbHOE pelleHne Bcex mpobieM. K ux mnpakTuyeckoMy HNPUMEHEHHIO
B COCTaBE€ IOJIMMEPHBIX MAaTpPHUIl CIEAYeT MOAXOAUTH MPOJYMAHHO, C YYETOM KOHEUHBIX LeJleH
uccienoBaHuil. B 3Toil CcBA3M IpHOOpPETAlOT aKTyalbHOCTh IUIAHUPOBAHUE HCCIENOBAaHUM JUid
BbIOOpa NMPHOPUTETHBIX CBOWCTB HAHOKOMIIO3UTOB M IOMCK HOBBIX HOJXOAOB JUIS YIyYIIEHUS
KayecTB TMOPHUIHBIX KOMIIO3UTOB JJI1 ONTHYECKUX M ONTHUKO-3JEKTPOHHBIX YCTPOWCTB HAa OCHOBE
LIMPOKOTO KPyra MOJIMMEPOB U HAHOYACTHII.
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b.B. )KYKOB, kano. mexu. nayx, A.B. OJHOBOJI

KOHTPO.JIb PASHOCTH YPOBHEM KHUJKOCTHU B CMEKXHBIX PE3BEPBYAPAX

BBenenue

Jis cucteM OXJIaXKICHHSI TETJIOBBIX U aTOMHBIX JIEKTPOCTAHIIUN MCHOJB3YIOT BOAY Pacrolio-
KEHHBIX B HEMOCPEJICTBEHHOHN OJIM30CTH BOJOXpaHMIULL. UTOOBI IPeAOTBPAaTUTh MONalaHUE BOJO-
pociel U APYTrUuX MOCTOPOHHUX MPOAYKTOB B CUCTEMY OXJAXIAECHUS B BOAOXPAHWIIHILE YCTAHABIIU-
BAaIOT CETKY, II0CJIEe KOTOPOM MPOU3BOIAT 3a00p oxJakaaroel xkuakoctu. B mponecce skcrutyara-
UM TaKO CHCTEMbI BO3MOKHO 3aCOPEHHE 3arpa)<Ialolieil CeTKH, YTO MPUBOJIUT K CHUIKCHHUIO €€
IIPOIYCKHOM CIIOCOOHOCTH, @ 3HAUUT U 00beMa OXJIaXAA0LIEeH )KUKOCTH, OCTYIAIOLIeH B CUCTe-
MY OXJIQXKICHUSA BHCKTpOCTaHIII/If/'I. HO:—)TOMy BO3HHUKACT HCO6XOI[I/IMOCTI) TCKYIICTO KOHTPOJIA IPO-
MYCKHOHM cnocoOHocTH 3arpaxaaronieil cerku. C 3TOM LeNbl0 NPOU3BOIAT TEKYLIHH KOHTPOJb
YPOBHS OXJIaKIAFOIIEH )KUJIKOCTH 10 U ITOCJE 3arpaKJatoIEen CETKH.

Jlo HacToALIero BpeMEeHU KOHTPOJIb YPOBHEW OCYIIECTBIISAIOT C IIOMOIIBIO JIBYX IOIUIABKOBBIX
YPOBHEMEPOB, OJMH M3 KOTOPBIX YCTAaHABIMBACTCS /O 3arpa)KIaoleil CEeTKH, a BTOPOW — Mocie
Hee. Ha puc.] npuBesneHa BO3MO)KHasi cXeMa YCTaHOBKHM ypOBHEMepoB, rjae 1 — u3mepurenbHas
Tpyba ypoBHeMepa 4, YCTaHOBJIEHHOTO JI0 3arpakJarolleil ceTku 2, a 3 — u3MepurenbHas Tpyoa
ypOBHEMeEpa 5, yCTAaHOBJIEHHOTO 11OCIIE 3arpaKAaroLei ceTku 2.

4 S

LN

Boaoxpanunuwie

Puc.1. YcranoBka ypoBHEMEPOB

K HEAOCTATKY HMCIIOJIB30BAaHUA JIBYX OTACIIBHBIX YCTpOI\/'ICTB HU3MEPCHUA YPOBHSA CIICAYET OTHC-
CTH HEOOXOIUMOCTH JOMOIHUTEIBHON CHCTEMBI U3MEpPEHUsS Pa3HOCTH ypPOBHEH, KOTOpas HeceT
nH(pOpMaIUIO O TPOITYCKAroIIeH crocoOHOCTH 3arpaxaaromieii cetku. Kpome toro, HeoOXoaum
TEKYIIN KOHTPOJIb pabOTOCTIOCOOHOCTH KaXKIOTO YpOBHEMEDA.

B pabote paccMOoTpeHa BO3MOXKHOCThH CO3aHUS CIICIIUATM3MPOBAHHOTO YpOBHEMeEpa, obectie-
YUBAIOIIETO CHHXPOHHBIM TEKYIIMI KOHTPOIb YPOBHEH U PAa3HOCTH YPOBHEH JKUIKOCTH B ABYX
CMEXHBIX pe3epByapax.

OcHoBHAA YaCTh

B [1, 2] npennoxkeH BapraHT MCIOJb30BaHUSI YPOBHEMEpA C IUIOCKOW aKyCTHUECKOW BOJIHOM
JUI. KOHTPOJISL YPOBHSA M CKOPOCTH NMOTOKa B O€3HAMOPHBIX BOAOBOJAX. B aToM BapuanTte oOmmit
BOJIHOBEYLIMH TPaKT pa3BETBIIIICS Ha JIBa pa3/ieibHbIX KaHaja, OJUH U3 KOTOPBIX UCIOIb30BAJICS
I KOHTPOJISL YPOBHSI, @ BTOPOH, 3aKaHYMBaBIIUICS TpyOKoii [TuTo, — ckopocTH moToka.

Ecnu nepBelii U3 BOJIHOBEIYUIMX KaHAJIOB PACHOJIO0KHUTh B BOJAOXPAHUIIMILE 10 pa3leIuTelb-
HOM ceTkH, a BTopoil (6e3 TpyOku [IuTo) — mocie Hee, TO TaKOW BapHaHT ypoBHEMepa 0OECIeUUT
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BO3MOXXHOCTb CHHXPOHHOI'O KOHTPOJII YPOBHEH JKHUIKOCTH A0 M IOCJIE 3arpaJuTeNIbHON CETKH,
a TaK)Ke pa3HOCTH YpOBHEH B 00€MX 4acTsAX BOJOXPAHMWIMIIA.

CrpyKkTypHast cxeMa Takoro ypoBHEMepa, KOTOPBIA MOXKET OBITh peai30BaH Kak B aKyCTHYe-
CKOM, TaK U PaJO4acTOTHOM JMara3oHax BOJH, IPUBEACHA Ha puC. 2.

Puc. 2. YpoBHeMep 1151 KOHTPOJISt pa3HOCTH YPOBHEH KUAKOCTH

B coctaB ypoBHEMepa [U1sl KOHTPOJIS Pa3HOCTH YPOBHEW KUAKOCTU BXOIAT:

1 — mpoueccopHslii 070K yripaBieHUst 1 00pabOTKU Pe3yabTaTOB U3MEPEHUsI YPOBHENW B 000MX
KaHaJlax;

2 — UICTOYHHK U3TTyYCHUSI UMITYJIbCHOTO CUTHAIA;

3 — BOJTHOBOJI 0011Mi, 3-1 — BOTHOBO/ KaHaja Mepe] 3arpajuTesIbHON CeTKOM!, 3-2 — BOTHOBOA
KaHaJja MmocJie 3arpaguTeabHON CETKOM;

4 — 3arpaguTenbHas CeTKa;

5 — IpUEMHUK CUTHaJa KaHaja JI0 3arpaIuTeIbHON CETKU;

6 — mpueMHUK CUTHaJIa KaHaja Mocje 3arpaJuTeabHON CETKH.

YpoBuemep (puc. 2), peaqu30BaHHBIA B aKyCTHUYECKOM JHana3oHe BOJIH, paboTaeT Clieayro-
muM oOpaszoM. [locne moaxmtoueHust nmuTaHus B O10ke 00paOoTku 1 BbIpaGaThIBAETCS MUMITYIIbC
3amrycka (13) (puc. 3, a), KOTOpBIH MOCTYIaeT B UCTOYHUK HM3IIYUEHUs, TJIe Tpeodpa3yercs B aKy-
CTMYECKHI UMIYIbCHBIM CUTHAN, KOTOPBIM N3TTy4aeTcsl B OOLIMI BOJIHOBEIYIIHH TPAKT 2.

B Tpoiinuke o0miero BosHOBeAyIero tpakra 3 [3] mpoucxoauT paszeseHue MMITYIbCHOTO
aKyCTHUYECKOTO CUTHaJIa Ha JiBa KaHaJa:

3-1 — BOTHOBO/1A, YCTAHOBIICHHOTO JI0 Pa3AeIUTEIIbHON CETKH;

3-2 — BOJIHOBO/Ia, YCTAHOBJICHHOT'O MOCIIE Pa3JIeIUTeIbHON CETKH.
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Puc. 3. BpemeHHble auarpammbl

W3nydennsiii (mpsMoii) curaai (puc. 3, a) 0 BOJHOBEIYIIEMY TPakTy 3-1 B MOMEHT BpeMEHH
t, mocTuraer IIOCKOCTH YCTAHOBKU IIPUEMHMKA 5 KaHaJa J0 3arpaJuTENIbHON CETKH, MOCTYIAET Ha

€ro BXOJl, TJle YCUJIMBAaeTcsa U MpeoOpasyeTcs B BUACOUMMYIbC (pUC. 3, 6), KOTOPBI MOCTymnaeT B
610k 00paboTku 1. OMHOBpEMEHHO H3ITy4eHHBIH (TIPSIMOI) CHTHAJ TIO BOJHOBEAYIIEMY TPAKTY 3-2

B MOMCHT BPCMCHU t2 AOCTUTACT IIJIOCKOCTU YCTAHOBKH IMPUCMHUKA 6 KaHana mocie 3arpaiuTciib-

HOW CeTKH, OCTYMAeT Ha ero BXOJ, I/le YCUIMBAETCs U mpeoOpa3yeTcst B BUJCOMMITYIbC, KOTOPBIH
Tak)Ke moctymnaer B 6510k 00paboTku 1.

[Tpoiins mIoCKOCTH yCTaHOBKM IIPUEMHHUKOB 5 U 6, N3ITyUYEHHBIE CUTHAJIBI IO BOJIHOBEAYIIIUM
TpakTtaMm 3-1 u 3-2 JOCTUrar0T NOBEPXHOCTHU KUJIKOCTH. OTpaKEHHbIE CUTHAJIBI B MOMEHTHI BpEMe-

HHU t3 nu t4 BHOBb IIOCTYIAOT HAa BXOAbI IPHUEMHUKOB S5u 6, rac OHU YCUIIMBAIOTCA U HpCO6p8.3y}OT-

Csl B BUJICOUMITYJIBCHI (pHC. 3, ), IOCTYMAIOIINE TaKKe B OJIOK 00paboTku 1.
B 0Onoke 00pabOTKH BBIYMCIIAIOTCS BpEMEHHbIE UHTepBanbl t, =t, -t u t,, =t, —t,, koTopbIE

UCIIONB3YIOTCS JUIsl pacdeTa paccrosHuii R, u R, (puc. 4) oT miockocTell ycTaHOBKH ITPUEMHHKOB
5 1 6 10 TOBEPXHOCTHU KHUIKOCTH COOTBETCTBEHHO JI0 M MOCJIE 3arpaIuTEIbHON CETKH 4.
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Puc. 4. Kontponupyemble pacCTOSHUSA U YPOBHHU

Ha puc. 4 M, 1 M, — MakcuManbHbIe YPOBHH KUIKOCTU OT JHA pe3epByapa (BOJOXpaHMIU-
ma), R, =V (t°)t, /2 u R, =V (t°)t,,/2 — paccTOSHHUA OT MIOCKOCTEH YCTAHOBKM IIPHEMHHKOB 5 U 6

J10 TIOBEPXHOCTH KUIKOCTH JI0 M TI0CJIE 3arpaauTebHoii cetku, V (t°) — ckopocTs pacmpoctpaHe-
HUS aKyCTH4ecKoi BouHbl, a Y, =M, —R, n Y, =M, — R, — u3mepsiemMble ypoBHHU KUIKOCTH OT JHA
pesepByapa.

[TpumeHeHne enuHOro Il OOOMX KAaHAJIOB MCTOUYHUKA M3JIyY€HHUs MMITYJIbCHOTO CUTHana 2
MO3BOJISIET ONPEJENNUTh Pa3HOCTb YPOBHEW MEXAY IUIOCKOCTSIMH YCTaHOBKM NPUEMHUKOB 5 U 6

(puc. 4) M, —M, =V (t°)At, koTopasi MO3BOJAET UCKIIFOUUTB TIOTPEITHOCTh BBICOT YCTAHOBKH TIPH-
€MHUKOB HaJl THOM pe3epByapa (BOJAOXPAHIIINILA).
JlanHble BYMCIEHMH ty,, 1, 1 At =t —t,; TO3BONAIOT ONpPENENIUTh YPOBHH KUAKOCTH Y, H

YZ , 4 TAKIKC p83HOCTB ypOBHeﬁ 10 U I1OCJIC Barpa,I[I/ITCHBHOﬁ CETKH.
Y1 _Yz = (Ml -M 2) -0,5v (to)(tSI _t42) =V (to)[At - 0:5(t31 _t4z)]-

Jlns ycTpaHeHus B3aMMHOTO BIUSHUS YCIIOBUH paclpoCTpaHEHHs] aKyCTHUECKHUX BOJH B KaHa-
Jax 10 U MOCJIE 3arpaJuTeNbHON ceTkH 4 (puc. 2) B ypOBHEMEpPE, BBIIIOJIHEHHOM B aKyCTUYECKOM
JMarna3oHe, yCTpOMCTBO pa3zesieHus: oouero kanaiga 3 Ha kaHaibl 3-1 u 3-2 1OJKHO YJOBIIETBO-
PATH ycioBHIO [3]

Sy =351 +54,,

rac 33, 8371 u S:,kz — COOTBCTCTBCHHO IJIOMIAAX BHYTPCHHUX cedeHU 0611161“0 " pasaCIICHHBIX

BOJHOBEAYIIHMX TPAKTOB.

JlanHOoe TpeOOBaHME TIIO3BOJIAET YCTAHOBUTH COOTHOIICHHUE BHYTPEHHHUX JHAMETPOB
IUIMHAPUYECKHX TpyO, HCHONB3YeMBIX B KayeCTBE 3BYKOBOJOB AaKyCTHUECKHMX  BOJH
D, = J2 D,, = J2 D, ,,rne Dyu D, ,=D, , — cOOTBETCTBEHHO BHYTPEHHUE JUaMETpPhI TPyO oO1mie-

ro 3 u pazaeneHHbix 3-1 u 3-2 3ByKOBOJIOB.
Hcnonp30BaHre ABYXKaHATHHOTO MPHUEMHOTO TPaKTa MPHU OOIIEM HMCTOYHUKE aKyCTHUECKHX
KoJieOaHui oOecreunBacT BO3MOXXHOCTh CHHXPOHHOTO KOHTPOJISI YPOBHEH KHUIKOCTH B Ka)KIOM
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KaHaJle U pa3HOCTH YPOBHEH 10 U MOcCIe 3arpauTeiabHoil ceTku. Ilpu sToM obecnieunBaeTcst aBToO-
MaTUYECKHUM YUYET pa3jinuus BbICOT INIOCKOCTEN TPUEMHUKOB HaJl IJIOCKOCTBIO JTHA pe3epByapa.

B pacxomomepe anst 6e3HANOPHBIX BOAOBOAOB [1] OBLT MCIIONB30BaH aKyCTHYECKHUMA MPUEMO-
nepeaarunk AIT-7T yposuemepa 30H/[-3M [4], B KoTopoM BpeMst IpuUX0a IPSIMOTO U OTPa)KeH-
HOTO CHTHAJIOB PETUCTPUPYETCS B MOMEHT IPEBBIIMICHUS 33laHHOTO MOpOra MepegHuM (HpoHTOM
MIEPBOro KoJieOaHUs CaMOro UMITYJILCHOTO CUTHAla, YTO MO3BOJISIET U3MEPUTh YPOBEHb JKUJIKOCTH C
a0COIOTHON MOTPEIIHOCTBIO He XyXke +1MM. J[aHHyI0 BeTMUUHY TOTPEIIHOCTHA YPOBHEMED JOJDKEH
o0ecrieunBaTh MPU KOHTPOJIE YPOBHEH OXJIaXIAIOIIEro Macia B JBYX CMEXKHBIX pe3epByapax Mpu
JOMyCTUMOM JIMana3oHe U3MEHEHHUsI ypOBHEH He 6osiee HECKOIBKIX CAaHTUMETPOB.

Jnana3oH M3MEHEHHs YPOBHEH KUIKOCTH B BOJOXPAHMUJIMIIAX CUCTEM OXJIAXKICHHUS TEIIO
Y aTOMHBIX JIEKTPOCTAHLUN MOXET IPEBbIIATh pabounii quana3zoH npueMmo-nepeaaruuka All-7T,
kotopbiid coctaBisieT 10 — 12 m. [ToaToMy /u1st KOHTPOJISE YPOBHEH JKHIKOCTH B CHCTEMAaX OXJIaXe-
Husgs TOC u ADC HeobOxomumo ucmonib3oBath npuemo-niepenatunk AIl-70T ypoBHemepa -3M,
pabounii auanazon kotoporo mpesbimaer 20 M. B ormimuue ot AIl-7T B mpuemo-nepenaTduke
AII-70T Bpems npuxoza NpsSMOTo U OTPAKEHHOTO CUTHAJIOB PErMCTPUPYETCS] B MOMEHT IPEBBILLIE-
HUS 33JaHHOTO MOpora nepeaHuM (QpoHTOM orudaroiiell UMITyJIbcHOTO curHana. [loaTomy abco-
JIIOTHAsl MOTPEIIHOCTh KOHTPOJIS ypoBHS ypoBHemepa ¢ aaruyukom AII-70BT cocraBiser oxoio
+1cM, YTO BIIOJIHE YJOBJIETBOPSIET TPEeOOBAHMSIM K KOHTPOJIO YPOBHEW KHAKOCTH B CHCTEMax
oxnaxaenus TOC u ADC.

BeiBOABI

JIByXKaHaJIbHBIM ypOBHEMEP C €IUWHBIM HCTOYHHKOM CHUTHaJa OOECIEeYMBAET CUHXPOHHBIM
KOHTPOJIb YPOBHEH M Pa3HOCTH YPOBHEH JKUIKOCTH B ABYX CMEKHBIX pe3epByapax M JBYX HaCTAX
BOJIOXPaHWJIMIIA JIO U TTOCJIE Pa3AeIUTEIbHON CETKU.

B coctaBe ypoBHemepa 30H/I-3M umerorcs npuemo-nepenaTiuki, o0ecneurnBane Heoo-
XOJIMMBIN THAra30H KOHTPOJI YPOBHEU U MOTPEIIHOCTh €r0 U3MEPEHUsS KaK B CUCTEMax OXJIAXKIe-
Husg TOC u ADC, Tak 1 B cUCTEMax OXJIAXKACHUS CHEIUATN3UPOBAHHBIX JBUTATEICH.
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PAJIOTEXHIYHI TIPUCTPOI TA 3ACOBH TEJIEKOMYHIKAIIN

YK 621.375.4 DOI:10.30837/rt.2021.1.204.14

JI.I. MAKAPOB, JI.B. YEPHOB, xano. mexu. nayx, B.B. KPMXKAHOBCHKHUH, kano. mexu. nayx,
IO.B. PACCOXHHA, xano. ¢us.-mam. nayx, B.I". KPH)XKAHOBCBHKHU, 0-p MexH. HaYK,
A.B. 'PEF€HHIKOB, kano. mexh. Hayk

JOCIIIDKEHHS IITACUIIIOBAYA KJIACY E/F3 3 TIAPAJIEJIBHUM KOHTYPOM

Beryn

[TpooBXKY€ETbCS YIOCKOHAJICHHS CXEM Ta BHBUEHHS PEXUMIB POOOTH MiJICHIIIOBAYIB 3 BHUCO-
kM KKJI, 1o BigHOCSATRCS 110 ciMelicTBa Kinacy E 3 mogaTkoBUME pricamu TiCHITIOBadiB Kiacy F
abo iuBepcHoro kiacy F. Taki migcumroBadi MOXKyTh OyTH BUKOHAHI y ABOTAKTHOMY BapiaHTi abo
Ha OJTHOMY aKTHBHOMY eyieMeHTi [1 — 4]. MeTor BUKOpUCTaHHS TaKUX FIOPUIHUX PEKHMIB € Ipar-
HEHHs Npu 30epekeHi Bucokoro koedimienta kopucHoi aii (KKJI) momimmuTy iHII nmapameTpu:
HIMPUHY POOOYOT CMYI'M YacTOT, 3MEHILEHHSI MAKCUMAJIbHOT Halpyr'y Ha CTOLl TPaH3UCTOpY, poOo-
Ta Ha HABAHTA)KEHHS, 110 3MIHIOETHCS Ta iHIIE. ICHYe KibKa BapiaHTIB BUKOHAHHS TaKUX IiACHIIO-
BayiB, 3 TMOCIIJOBHIM Ta MapaJielbHIM KOHTYPOM, 3 PI3HUM BKIIFOUYCHHSM JIOJIATKOBUX KOHTYpIB Ha
YaCcTOTH BHUINUX TapMOHIK. | cami i KOHTYpH MOKYTb OyTH BUKOHAHI Y BUIJISIII TIOCTIJOBHUX a00
napajieabHUX KOJIMBAJIbHUX KOHTYpIB [5, 6]. IloeaHaHHs LUX CXEMHHMX OCOOJIMBOCTEH A€ MOEN-
HaHHs puc kiacy E — ki1r0o4oBuil pexuM 3 BUKOHaHHSIM YMOB IE€pEeMHUKaHHS NPU HYJIbOBIN Hampysi
(ITHH) ta knacy F — pexum c ynpaBiaiHHSIM aMIUTITYAHOTO Ta ()a30BOTO CHEKTPY Ha TapMOHIKax
po6oyoi wactotu [2]. Bapiantu noOynoBu MiACHIIIOBAa4YiB 3 BAKOPUCTAHHSM IMOCIIJOBHUX KOHTYpIB
Ha YacTOTH BUIIMX TApMOHIK JOCIIIKEH1 JOBOJI AETAIbHO, 1 € MPUKIAIN aHaNI3y MiJICUIIOBaYiB
knaciB EF, EF2 ta E/F3 [6 — 10]; Takox po3risaaaucs MiAcuIioBadi 3 10aTKOBUMH MapajieabHu-
MU KOHTYpaMu [6] 1 HaBiTh aBTOr€HEpaTOPH, 1110 MPAIIOI0Th Y boMy pexkuMi [11, 12], ane teopis
TaKUX MPUCTPOIB HE PO3po0IIeHa IeTABHO.

Mertoro 1aH01 poOOTH € yTOCKOHAJIEHHS METO/1a PO3paXyHKY Ta €KCIIEpUMEHTaIbHA MepeBipKa
mijicuioBada kiacy E/F3 B cxemi 3 mapaienbHUM KOHTYPOM, IO IMIYHTYE HaBaHTakeHHs [6]. Lleit
pPEeXHUM MICTUTH pucH mifcwitoBada kiacy E (Bukonanus ymoB [IHH) Tta imBepcHoro knacy F Ha
4acTOT1 TPEThOT FApMOHIKU — TOOTO HAaBaHTAKyBaJIbHUN IMIIEJAaHC Ha CTOLl TPaH3UCTOpa Ha 4acTo-
Ti TPETHhOI FTAPMOHIKM Ma€ JOPIBHIOBATH HyMO. Takuil pexuM BUBYAETHCS JOBOJII IIUPOKO, alle 10
LUX Mip HEMAa€e CTPOroi Teopii MPOEKTYBAHHS TaKMX IT1JICHIIIOBAYIB.

Po3paxyHok po00o40ro pe;xumy miicCu/JIr0Ba4ya

Ha puc. 1 nmokaszaHa exkBiBaJleHTHa CXeMa MIJCHIIIOBaya, B IKOMY MOXYTh OyTH peani3oBaHi
pi3HI1 rOpHIHI PEKUMH POOOTH 3aBASAKH HAsIBHOCTI JOAATKOBOIO KOHTYpY L,C,, eMHicTh C,, BHKO-

Hy€e (PYHKIIII0 MOy 3a MOCTIHHUM CTPYMOM 1y po3paxyHKax He BpaxoBYeThCs. byneMo Bukopuc-
TOBYBaTH METOJ] PO3PaXxyHKY 3 poOoTH [6].

i I V= — Y'YV R
- D E—
o SRRt/ RPN
i ic |
Ul L VL Cbl 11
e

\_ v == C TIO Vi Lo Co=0/— R |::| VR

)

Ve -
Puc. 1
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Jlnist criporieHHs aHallizy poOOTH MiJCHIIIOBaYa 3pO0OMMO MPUITYLICHHS: Y 3aMKHEHOMY CTaHi
KJIF04a MOTO OMip € HYJbOBHM, B PO3IMKHEHOMY — HECKIHUCHHH, IEpEMUKaHHS BiI0yBAETHCS MHUT-
TEBO, EIEMEHTH CXEMH € 11€aTIbHUMH.

Ymoru [THH i Hanpyru Ha kintodi V 3amucyethest sk (0=t ):

Vo), =0, %H ~0. 1)

B npumnymenni Beaukoi J0OpOTHOCTI KOHTYpPY L,C, BBa)XXaeMO CTPyM 4Yepe3 HaBaHTaKEHHS
CUHYCO1JaJIbHUM:

ir (0)=lgsin(6+¢), (@)
e l, — aMIUITyAa CTpyMy OCHOBHOI YacTOTH Ta ¢ — MmoYarkoBwid (ha3oBuii 3cyB. Ha inTepBaii

0<0<m xmou YBIMK; no3nauaroun V, (0)=cwL(di, (0)/dO), v, (0)=Vssin(6+¢), V5 =I15R
L L R R rR=Ir

OTPUMAEMO PiBHSIHHS

v(0) =V, -V (0)—V,(8)—Vvg(6)=0. (3)
Crpymu depe3 elneMeHTH pe3oHaHCHOro KoHTypy L.C. MokHa 3amucartu depes3 Hampyry Ha
HBOMY:
. dv,(0) . 1 o
00 (0)=C, Sé ) 1 (0) =1, (0). (@)

3anucaBIIM aHAJOTIUHI PIBHAHHA 1 craHy kiroua BUMK, moxkHa 3ammcaté 1 po3B’s3atu
audepeHIiaabHl PIBHSIHHSA JUIsl CTPYMY Ta HalpyTH, HanpuKiIal gk y [6]. Ajie € aBa MpUHIMIIOBUX
MOMEHTHU: MO-Tepie, PaKTUYHO MM IOCTYJIOBAIM HECKIHYEHHY NOOPOTHICTH KOHTYDY, SKUH €
napajgeabHUM HAaBAHTA)XEHHIO, 1 1e OyJe NPUHIMUIIOBO BIUIMBATH Ha PO3PAXyHOK CXEMH, a
mo-zpyre, 1€ Te, M0 KiJIbKOCTI PIBHAHb HE BHUCTAua€ /I BU3HAYCHHS €JIEMEHTIB CXEMH, B SIKii
Mo>kHa Oyno 6 oTpuMat NoTpiOHI popmu Hanpyru. ToOTo, He MOBHICTIO BU3HAUEHA 3a/1a4a po3pa-
XYHKY CXeMH. J[J1s1 ToA0MaHHs [IUX HEOMIKIB OyJI0 3MIHEHO MiJIXiJ A0 BUPIIMIEHHS 3a7a4l — JOJIaHO
PO3IIISLT YMOB JAJIsi CIUIOIIEHHS BEpPXiBKM ()OPMH IMIIYJIbCY HAlPYrM Ha aKTHBHOMY €JIEMEHTI
B 3aJIEKHOCTI BiJ mapaMeTpiB cucteMu. L{i yMOBHM BUMararoTh HyJbOBY MEpUIy MOXIAHY 1 O3UTHB-
HY (4u piBHY a00 O1NIBIIY HYJISA) APYTY MOXiIHY HAPYTH Y TOYLlI OUIs LIEHTPY 1HTEpBally, I KoY €
posimkHenuM (ctan BUMK). Ha nonanok, 3 ymoBamu knacy E (1) Ta piBHSIHHSIMU, 1110 TIOB’S3YIOTh
Hanpyry Ha HABaHTAXXEHHI 3 apaMeTpamMH KoJia, Ta Hampyry Ha JI0JJaTKOBOMY KOHTYpi (KBajpaTy-
PHI CITIBBITHOIIICHHS ), OTPUMA€EMO IT’SITh PIBHSAHB Ta BUPa3 JAJIs YMOB IIJIACKOI BEPIIMHM IMITYJIbCY:

F(a,0.Ve, PV, ) =0 (5)
F, (9,0.Ve, p,\7p):0, (6)
Fy(a.4.Ve, p.V, ) =0, )
F,(9.0.Ve, p.V,,n)=0, (8)
Fs (0 ¢.Ve, PV,.¥0) =0, )
Fﬁ(q,¢,\7R, p,\7p,y0)>0. (10)

Oynkuii K — cknaaHi QyHKOil, onucatu ski He 103Boisie 00’eM crarti. Ilapamerpm N —
HOMEp TrapMOHIKH, Ha SIKy HaJIAIITOBaHUM KOHTYp L,C, Ta Y, — KOOpAMHATA, JIe OUIKYEThCS JOKa-

JIbHUI MIHIMYM IMITyJIbCY CTOKOBOI Hampyru, — 3aaatotbes. Hesinomi g,¢,Vg, p,V, 3Haxonsrses
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3 piIIEHHS 11i€l CUCTEMH Ta MAIOTh 3HAUEHHS: (| =ZI/ oLC , V, =V V., — HOpMOBaHa Hampyra Ha
HaBaHTA)XEHHi, V,, — Hampyra >KUBJICHHS, \7p =V, /V, — HOpMOBaHa Hampyra Ha J0/IaTKOBOMY
xontypi, p=1/0CL, , L =L-L, /(L+L,).

[licnst 3sHaxomKeHns napamerpis pexumy d,9,Ve, p,V, Moxna nobynysaru Gpopmu HOpMOBa-

HUX HaIpyrH Ta CTPYMY Ha KJIIOUi 32 BUPA3aMHu:
2

7(0)=C,(0,¢.Vs, p.V, )cos(a0)+C, (q,¢,Vy, p.V, )sin (q0) +1+ : g SV sin(0+¢)+

¢ o1 (11)
e 0-5)
F(0)= 21404V, (cos(0+)—cos(¢))-V = sm[p(e—n)]+
, an[ Px)-pr| (12
-%—\@(Zsin(<1>)+ncos(d>))+\7p (szj

®daza 0 mist ctpyMy 3MiHIOETHCS Bin 0 10 7T, a Juist Hanpyrd — Big T A0 21. B (11) BXoasaTh
dymxmii
qV, [ acos(qm)sin -+ (1-2q% )sin (qm)cos(¢) |

+
1-9°

Cl(q,d),VR,p,Vp) =—cos(gmn)—gnsin(gm)+

(qr) (13)
- | cos(gqn) g 1
+qV, [— sin(pr) P = +Bsm(qn)},
C, (9, 0.Ve, p.V, ) = —sin(qr)+ g cos(qr)+ qVe [QSin(qﬁ)sin(d))l—(; 2q )cos(qn)cos(q))] )
; (14

~ | sin(gm 1

—-qV,| = (9r) 2q ~+=cos(qrn) |.
sin(pn) p°-q° p

ToOTo, Maroun HaOip JaHWX, HApHUKIAL: (= 2,2566, ¢ =0,5711, \7R =1,0359, \7p =0,8882,

p=2,6024, Nn=2 i3MmiHoOI04M Y, B riana3oHi Bix 4,2 1o 4,55, MoxkHa oTpuMaté GOPMH HOPMO-

BaHUX CTPYMY Ta HaIPYT'H Ha KJIIOYi, sIKi CBIAYaTh MPO Te, 110 MPH 11€aNbHUX MapaMeTpax eIeMeH-
TIB HABAHTAXXKYBAJIbHOI JIAHKU JIOCSTA€ThCS METa 3MEHIIEHHS MaKCHMAalbHOI HAalpyru Ha KIO4i

(puc. 2).

Jami 3 ux mapameTpiB MOXKXEMO OTPUMATH 3HAYEHHS CJIEMEHTIB BHXIJHOI JJaHKHW. BuximHuit
napaelbHUi KOHTYp pO3paxoByBaBCs BHXOJSYM 3 HOro HaBaHTaxkeHOi JoOpoTHocTi Q, =8,8.

Tonl eneMeHTH BUX1AHOTO KOHTYpY 10piBHIOIOTh L, =0,45 MxI'H Ta C, =14070 n®.

Enementn L Ta C 00paxoByroThCs 3a hopMynamu:

2 tan(nnj—pn
ob_1 %—VR(Zsin(¢)+ncos(¢))+\7;

(15)
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1
2 0L
R

oCR =

(16)

3 popmyn (15) i (16) nnst wactoru 2 MI'IT A1 CXeMH 3 aKTUBHUM €JIEMEHTOM Y BUTJISAII KITFOUYa
3HAXOAMMO 3HAYCHHS NIYHTYIO4Ooi €MHOcTi Ta mepmoi iHmyktuBHOCTI (C =435 nd i
L =2,847 mxI'H. Ilpu po3paxyHky enemeHTiB KOHTYypy L,C, € nmeski BapiaHTH: OCKUIbKH B pe-

3yIbTaTl PO3PaXyHKY OTPUMAEMO TUIBKHM PE30HAHCHY 4acToTy KOHTYpy L, C,, a n1s BU3HaueHHs

KOXKHOTO €JICMEHTY MOTPIOHO IIe 3aJaTH, HAIPUKIIad, JOOPOTHICTh OO KOHTYpPY a00 CITiBBIIHO-
meHHs iHgyktuBHOCTI L, /L, obupatounm mobportaicte 100, orpumaemo L, =0,929 mk['H Ta

C, =1006 nd.

st peamizanii kimacy E/F3 moTpiOHO MaTH Manwii HaBaHTaKyBaJIbHHM IMITEJAHC HA YaCTOTI
TpeThOi rapMoHiku. Po3paxyHoK iMiienancy 3a ¢popmyiioro [6]
oL,

jae JuIst ysBHOI wacTHHM imMmenancis smadenns: IMZ(w,)=49,5 Om, ImZ(20,)=128,6 Om,
IMZ (303,) =0,7 Om.

Jns mepeBipkd OTPUMaHHMX pe3yJbTaTiB Oyll0 NMPOBEAEHO MOJEIIOBAHHS BHXIIHOI JIAHKU
nigcuaoBayda (puc. 3) Ta modynoano rogorpad BxigHoro iMneaancy (y nepepisi C) (puc. 4). Bymno
MEPEBIPEHO BIUIMB aKTUBHUX OIOPIB iHAYKTHBHOCTEW Ha BXigHMHU immenanc. CiMeicTBO KPUBHX
BIJIOBIJAIOTh 3MiH1 akTuBHOro onopy L, Big 0,05 Om o 0,65 Om. BuaHo, 1110 aKTHBHA CKJIaJ0Ba

BX1/IHOTO IMI€IaHCY Ha YacTOTi TpeThoi rapMoHiku (6 MI'1) cknasae mpu 1boMy BAECATEPO OLIb-
1y BelIW4uHy, rnpu omopi L, mo nopiBaroe 0,65 Om, e Oyne 6,1 Om. Takum 4uHOM, yCKIajaHs-

I0TbCS YMOBH OTpUMaHHs pexxumy kinacy E/F3 B ekciepuMeHTi, OCKUIBKY 3MIHIOIOThCS SIK aMILIITY-
I, TaK 1 (pa3u BUIIUX TAPMOHIMHUX CKJIaIOBUX.

MopnentoBaHHS peXUMY MiJICHIIOBada Ha KJIIHOYl METO0M TapMOHIMHOro OanaHcy gae Gopmu
CUTHAJIIB, CXOXI /10 po3paxoBaHux. BpaxoByBanack o0OMexeHa KUIbKICTh TApMOHIK, YUM 1 MOSCHIO-
€TbCS MyJbcallil CTPyMy Ha puc. 5. BuxigHa moTyXHICTh NMpH Hampy3i Ha croui 24 B cknanae
7,5 Br.

3,54
3,04
] C B A
2,54 - - Ln -
l ] L
1= 2,01 YN Cn ®
1,57 Co J Lo R
1,0 - T
0,5 @
0,0 1
7
Puc. 3.
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ExcnepumenTanbHe 10CTiTKEeHHSA

ExcriepuMeHTanpHUI MakeT mifcuiioBada cTBOpeHO Ha Tpansuctopi IRF530 ma wacroty
2 MI',, HaBaHTa)XEHHSM CIIyT'yBaB IE€peTBOpIoBayY BuMiptoBaya nmoTyxHocTi NRP 3 arentoatopom
30 1b Ta omopom 50 OmM. [lns BiAMOBIAHOCTI MapaMeTpiB MakeTy JaHHWM, IO OylIM po3paxoBaHi,
y KOXXKHOMY Tiepepi3i cxemu (puc.3) MpOBOIMIOCS BHUMIPIOBAHHS Ta HaJAIITYBaHHS BXITHOTO
iMnenancy Ha GaratodyHKIioHaTpHOMY criekTpoananizaropi FPC 1500, BinmoBiaHi faHi HaBeneH1
B Tabn. 1. ExcnepuMenTansHuil rogorpad HaBaHTaXKyBaJBHOTO IMIEIAHCY HABEIEHO Ha puc. 0.
3Ha4yeHHs IMIIEJaHCIB HAa 4acTOTax po3TairyBaHHs MiTok: M1 — 2 MI'm — 37+j51,6 Om, M2 — 4
MI' — 0,79+j130,6 Om, M3 — 6 MI't — 4,36-j101 Om. Buano, 110 y po3paxyHkax moTpioHO Bpaxo-
ByBaTH BTpaTH y KoHTypi L,C,, pasoM 3 TuUM Li¢ yCKIQJHIOE PO3PAXyHKH, TOMY 1 MOTpiOHO

MOZICIIIOBAHHA Ta CKCIICPHMMCHTAJILHEC ILOCJIiI[)KCHHSI HiI[CI/IJIIOBaqa 3 HaJJalITYBAaHHSIM Ha BHUIIHUX

rapMOHIKax.

ts(dra), V

S(1,1) (H)

—0.8

—0.6

—0.4

(rzeqoid 1)si-

—0.2

—-0.0

0.1 02 03

04 05 06 07

time, usec

Puc. 5

L — -0.2

Buano, 1110 B 1iJIOMy BIAIOCS JOCSTTH BIAMOBITHOCTI IMIEIaHCHUX XapaKTEPUCTHK BHUXI1THUX
naHoK. ExcriepuMeHTallbHI (JOPMH CUTHAIIB Ha CTOIIl Ta BUXO/I MiICHIIIOBaya MOKa3aHo Ha puc. 7.

Tabmuus 1
IMnieranc BUXiTHOTO KOJIa 1O Tepepizax
MopemroBaHHs ExcnepumenT
[epepi3

2 MI'u 4 MI'u 6 MI'n 2 MI'u 4 MI'u 6 MI'n
A 50 +;0.1 0.3 —j4 0.1—j2 44 —j0.4 0.7 —j1.5 0.2+4j1.5
50 +j14 0.3 + /53 0.1—;108 36 +j14 1.5+ 60 1.7 —j101

C 50 + j45 0.3+ 125 0.1—-j1.5 37 +j52 0.8+ 130 4-j1

124
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CHi= 26,6V CH2==18.60 1M 188ns Ck

Puc. 7

[TikoBe 3HAUEHHS HANPYTrd Ha CTOLI TPaH3UCTOPY ckiagae 78 B, ToOTO, BIAHOIICHHS I€l
Hanpyry O Hanpyru *KHUBJIEHHS ckiagae 3,25, B TOM yac, sK JuId CXeMH IiJcuiatoBada kiacy E
3 mapajeNbHUM BHXIJIHUM KOHTYpOM 0e€3 J0JaTKOBOTO MapajelbHOro KOHTYpPY JaHE CIiBBiTHO-
meHHs ckiagae 3,68 [6]. BimmoBimHo, y maHif cXeMi €KCIEPUMEHTAIbHO OTPUMAHO 3MEHIICHHS
CIIBBiAHOILIEHHS MIKOBOI HAIIPYTH J10 HAIIPYTHU >KUBJIEHHA Ha 12 %.

CriekTp BUX1IHOTO CUTHAILY IiJICHIIOBaya [M0OKa3aHO Ha puc. 8. PiBeHb Ipyroi rapMOHIKU CKJIaB
- 28,98 nb, a tpetnoi -28,46 nb, yerBepToi -43,42 nb mo0 curHany ocHOBHOI yacToTu. CriocTepi-
raeTbCs BIJIHOCHE 3MEHILEHHS PIBHS JPYroi TapMOHIKM BHACHIIOK BIUIUBY JI0OJIATKOBOTO KOHTYPY.
ExcniepumeHTanbHi 3a1€KHOCTI BUX1/IHOT OTYkHOCTI Ta crokoBoro KK/l nmokazano na puc. 9. ITia-
CHJIIOBAY JIEMOHCTPY€ KIIIOYOBUH PEXHUM POOOTH Ta MOKE BUKOPUCTOBYBATUCS y CXEMax 31 3MiHOIO
MOTYKHOCTI IIJITXOM 3MIHM HallPYTH KUBJICHHS.

dBrm i s s o @ 7 — T T T T T T T T T T T T T T T T 1 10
2445 - ~ - -
atal 61 0—0—0—0—0—0—0—0—0—0—0—0—0—0,Z0 0.8
0.451 - = — = — 5
— g 10,6
2.55 ‘ = 41 E
- )
-35.55 ‘ D_ 3 | L 0 ,4
-47.55 . 1
5055 “J H‘w ‘ 2_ 0 2
7155 W’f ~7M‘% t -
| &AWWMMM“ el sy gl Al ol g 1 17
B : e e ' -vr'-“"- T T T T T T T T T T T T T 070
- 8 10 12 14 16 18 20 22 24 26
1.000 2.000 3000 4000 5.000 &MIITZ:] 1.000 8.000 9.000 10,00 11.00 Vdc (V)
Puc. 8 Puc. 9

B 1abin. 2 HaBeaeHO mapaMeTpu €IEMEHTIB BUXIJHOI JaHKH, OTPUMaHi B Pe3yJIbTaTi po3paxyH-
KiB, MOJICTIIOBaHHS Ta CKCIIEPUMEHTAIIFHOTO HAJAIITYBaHHSA MiAcuiIoBada. BuaHo, mo orpuMano
JOCUTH ONU3bKI 3HAUCHHS €JIEMEHTIB, BPAXOBYIOUM CKJIAJHICTh OTPUMaHHA MOTPIOHUX 3HAYEHb 1H-
TYKTHBHOCTEH Ta BIUTMB aKTHBHOTO OIIOPY PEAKTHBHUX KOMITOHEHTIB.
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Howminanu ereMeHTIB BUX1IHOT JIAHKH

Tabmums 2

C, nd L, Mx['H C,, nd L,, MxI'H Co, nd Lo, Mk['H R, Om
Teopis 435 2,847 1006 0,929 14072 0,45 50
MoenoBaHHS 268 2,847 1006 0,929 14070 0,45 50
ExcriepumMeHT 144 2.85 961 0.89 17010 0.39 50
BucHoBkH

Po3paxoBaHO elleMEHTH Ta IpOaHaTi30BaHO PEKUMH POOOTH MijcHiIoBava kiacy E 3 myHTy-
I0YOI0 €EMHICTIO Ta MapajeIbHUM KOHTYPOM 1 3 I01aTKOBUM (PUIBTPOM Y HABaHTAXKYBAIBHOMY KOJII.
[Toka3aHO HaAsBHICTH PI3HUX PEKUMIB, SIKI MOKYTh BHHHUKATH B Takiii CXeMi 32 YMOBH iJ€aIbHHUX
eneMeHTiB. Po3risiHyTo BapiaHTH peanizailii miacuiaroBada y pexumi kiacy E/F3, ta mpoeaeHo
HOro MOJICIIIOBAHHS 1 €KCIIEPUMEHTAIbHE JOCIIPKeHHS. Bka3zaHO Ha 3HaYyHY poJib BTPAT y J0aT-
KOBOMY KOHTYpi Ha XapaKTePUCTUKH ImiackioBada. Ha wactoti 2 MI'1 oTpuMaHO BUXIAHY MOTYX-
HicTh 6,3 BT Ha HaBantaxeHHi 50 Om npu KKJI 84,3% Ta manpysi xuBienns 24 B. [lana cxema
MiJCHIIIOBa4Ya Moke OyTH KOopucHaA Il poOOTH Ha OLIBII BUCOKUX YacTOTax, J€ MOTPiOHiM roaor-
pad imnenancy Oyje Jeriie peani3yBarTy.
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HIAI'OTOBKA CHEIIAJIICTIB _
B OBJIACTI PAJIOTEXHIKH TA TEJIEKOMYHIKAIIIN

UDC 004.94 DOI:10.30837/rt.2021.1.204.15
I. MOSHCHENKO, PhD, O. NIKITENKO, PhD, Yu. KOZLOV, PhD

POSSIBILITIES OF USING CMS MAPLE
TO STUDY RANDOM VARIABLE DISTRIBUTION LAWS

Introduction

One of the fundamental notion of probability theory is the notion of a random variable. If we
know all possible values which the random variable was assumed and probability for every their
variable then we find it theoretically defined distribution. Thus distribution law of a random vari-
able defined its probability as function defined on event set. Random variables, distribution laws
and other performances are used during applied and fundamental experiment in many science and
technique areas. For this reason, the study of random variables distribution laws is actual.

Statistical calculations without computer are difficult and require many functional and quin-
tiles tables of standard laws. It does not contribute to feel the element of novelty in the material stu-
dents are studying, to change problem conditions and so on. It requires much time to solve applied
tasks and is inappropriate.

Today in the world market there are more than 1000 widest packages solved statistical data
analysis problems at differential computer operational systems. Statistical applied programs divided
on universal, semiuniversal, special packages and statistical expert systems. Specialized mathemati-
cal packages (SAS, SPSS, STATISTIKA, STATGRAPHICS) are not relevant for study. Their use
for studying requires very high education level in mathematical statistics.

Thus to determine and research random variables distribution laws both in practical applica-
tions and in studying we must use special mathema

tical packages. The most extended of them are Mathcad, MatLab, Mathematica, Maple.

Most of the existing math packages allow users to operate at random variables, including the
Computer Mathematics System (CMS) Maple [1].

Thus this article purpose is a description of the studying possibilities of the random variables
distribution laws with CMS Maple and the application of the acquired skills in the independent
work of students.

Choice of Computer Mathematics System

Computer Mathematics Systems are effective method to mathematic learning by students from
Europe, USA, Japan, China and other countries. Unfortunately in our education system both stu-
dents and teachers are used modern computer mathematics systems not enough. It very slowed
down solving some problems to implement our education system in world education one where
computer mathematics systems are in active using.

Publication analysis evident about intensive investigation on the implementation of informa-
tion and communication technologies in particular computer oriented education systems.

Choice of Computer Mathematics System is depend on the ultimate goal of program using,
tasks class, its appointment.

Didactical functions of such systems are:

e visual means data presenting (electron reference book with hypertext help system and intui-
tive interface, animate examples audio and video accompaniment);

e solving practical problems means, complex models research, thorough analysis of solving
tasks’ variants, development of practical skills of mathematical reasoning.
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CMS can be divided into seven classes: systems for numerical calculations; table processors;
matrix systems; systems for statistical calculations; systems for special calculations; systems for
analytical calculations (computer algebra); universal systems [2].

CMS comparison was shown in table [3].

CMS comparison

CMS Advantages Disadvantages
Mathematika Compatibility with computer platforms. 3D- Excessive copy protection. Targeting experi-
graphics. Documents (notebook). Sound syn- enced users.
thesis support.
Matlab Unique matrix tools, descriptor graphics, high | Limited opportunities of symbolic calculations.
speed calculations, adaptation to user’s tasks High cost of the system and their packages.
and number of system packages.
MathCad Quality graphics and visualization during cal- Symbolic mathematic limitation. Primitive
culations. Comfortable interface. Mathemati- programming. Cost of
cal signs palette availability. Huge choice of electron books and libraries.
electron books and libraries, operators and
functions.
Maple Thoughtful kernel of symbolic calculations. No sound synthesis.
Documents (notebook). High quality
graphics. Convenient help system.

Compared to other mathematical software packages, CMS Maple has several advantages that
are of particular importance when solving statistical applied problems in the field of metrology,
namely: possibility of symbolic calculations, operation of numbers with arbitrary accuracy, repre-
sentation of graphs in dynamic mode, etc [1].

Statistics with Maple

As well known, random variables are divided into discrete and continuous ones. Accordingly,
the random variables distribution laws are divided into distribution laws for discrete random vari-
ables and the distribution laws for continuous random variables.

Statistics in CMS Maple has a sophisticated packages suite to handle applications of various
types and purposes. Maple commands for statistics work are intended for those categories of users
who need an environment that makes it easy to move from one mathematical specialization to an-
other without spending too much time transforming data and mastering a software variety.

The Maple Statistics Library has a large set of commands for analyzing data, computing vari-
ous numerical characteristics of random variables, graphing their distribution laws, and for statisti-
cal data processing [4 — 8].

This library provides the ability to operate with the following laws for the discrete random
variables distributions: Bernoulli, binomial, discrete uniform, empirical, geometric, hypergeometric,
negative binomial (Pascal), Poisson; and continuous random variables: beta, Cauchy, %, Erlang, er-
ror (exponential power), exponential, Fisher, gamma, Gumbel, inverse gaussian (Wald), Laplace,
logistic, log normal, Maxwell, Moyal, noncentral beta, noncentral XZ, noncentral f-distribution, non-
central t-distribution, normal (gaussian), Pareto, power, Rayleigh, Student-t, triangular, uniform
(rectangular), von Mises, Weibull. In addition, it is possible to create new distribution laws and to
study their properties.

The presence of such large list of random variables distribution laws allows them to be studied
and investigated by students both in the course of laboratory or practical work, as well as during in-
dependent work, as well as in solving applied and theoretical problems in all fields of science and
technology.

Below we showed the algorithm of the random variables distribution laws study. This algo-
rithm consists of such stages:

1. To define the random variables distribution law.
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2. To obtain the Cumulative Distribution Function expression.

3. To obtain the Probability Density Function expression.

4. To obtain the descriptive statistics expression.

5. To generate random sample according to the chosen distribution law.

6. To compare theoretical descriptive statistics' values and generated descriptive statistics' val-
ues.

7. To plot Probability Density Function graphic.

Let's take an example results which obtained using above mentioned algorithm for three distri-
bution laws: one for discrete random variables, one for continuous random variables and one for
created law.

Below are the results obtained using above mentioned algorithm to Poisson distribution law
(discrete random variables), Maxwell distribution law (continuous random variables) and created
distribution law.

Probability density function of the created distribution law was defined as

0 x<-1

(x+1)? -1<x<0

f(x)= : 1
) 1-x* 0<x<1 @
0 x>1
This function was shown in fig. 1.
1 1)
-1 I I 1 X 2
Fig. 1. Probability density function of the created distribution law
Descriptive statistics using classical approach were defined as:
Cumulative Distribution Function
0 x<-1
3
(417 1<x<0
F(x)= f(x)dx = 3’1 . @)
Xx—=x*+= 0<x<1
3
1 x=>1
Expected value
° 1
M = | xf(x)dx==. 3
_L (x)dx =2 3)
Variance
R 5
D= [(x=MY f(x)dx=—. 4
fw( F 1 0gax = ()
Standard Deviation
o=AD= % . (5)
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Skewness

L(x—lvl) f (x)dx =

As = =— . 6
o3? 125 ©)

Kurtosis

x—M )" f (x)dx
EX:L( JR{C 309 o
D? 125
To create a new distribution law we must use command Distribution.
First, define new distribution law as
f :=simplify(piecewise(x < -1,0, x < 0,(x+1)"2, x < 1, 1-x"2, x>1, 0)):
Second, create this law
MyLaw := Distribution(PDF = unapply(f, x)):
Define random variables distribution laws by commands
> xx := Poisson(lambda); X := RandomVariables(xx):
> xx := Maxwell(alpha); Y := RandomVariables(xx):
> xx := MyLaw; Z := RandomVariables(xx):
For selected distribution laws we obtained cumulative distribution functions using command
CDF.

> CDF(X,p); CDF(Y x); CDF(Zx);
_ T'(2+ floor(p)) 14 (floor(p) +1)I'( floor(p)+1,1)

(floor(p) +1)! (floor(p) +1)!

0 x<0
2

J2x°hypergeom [3}[5}— X .
1 2112] 2a .
- 3 otherwise
3 a
0 X<-1

3
(x+1) < <0
3
x—ixiel x<a
3

1 otherwise

For selected distribution laws we obtained probability density functions using command PDF.
> PDF(X,p); PDF(Y,x); PDF(Z,x);
i AeH)pirac(p —k)

k!

=

=0

=
\/E\/TXZG 20
T
a3

Xx<0

otherwise
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0 X< -1

(x+1)* -1<x<0
1-x*>  0<x<1
0 otherwise

Using command Mean from Statistics library we obtained theoretical value of expected value
and its empirical value for 250 elements sample to mentioned distribution laws.

> Mean(X); Mean(Y); Mean(2);

A

2\2a

N

1

6

> A:=Sample(X,250);B:= Sample(Y,250);C:= Sample(Z,250);
> Mean(A); Mean(B); Mean(C);

14.848

3.27

0.1667
Using command Variance and StandardDeviation from Statistics library we obtained theo-

retical value of Variance, Standard Deviation and its empirical value for 250 elements sample to
mentioned distribution laws.
> Variance(X); Variance(Y); Variance(Z);
A
a?(B3r -8)
T

5
36
> StandardDeviation(X); StandardDeviation(Y); StandardDeviation(Z);
Ja
37 -8
T

J5

6
> Variance(A); Variance(B); Variance(C);
13.2298
1.799
0.138889
> StandardDeviation(A); StandardDeviation(B); StandardDeviation(C);
3.637
1.341

0.3727
Using command Skewness from Statistics library we obtained theoretical value of Skewness

and its empirical value for 250 elements sample to mentioned distribution laws.
> Skewness(X); Skewness(Y); Skewness(Z);
1

Ja

(24
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22 (57 —16)
o (372)
72_(3/2)(372' — 8j
T

8.5

125
> Skewness(A); Skewness(B); Skewness(C);
0.25
0.3733
-0.143
Using command Kurtosis from Statistics library we obtained theoretical value of Kurtosis and

its empirical value for 250 elements sample to mentioned distribution laws.

> Kurtosis(X); Kurtosis(Y); Kurtosis(Z);
31+1

A
1677 =192 +157°

(37 —8)?

309

125

> Kurtosis(A); Kurtosis(B); Kurtosis(C);

2.685

2.9374

2.472

Using command DensityPlot from Statistics library we plotted graphics to mentioned distribu-
tion laws shown in fig. 2 (Poisson (a) and Maxwell (b) distribution laws).

> DensityPlot(X, colour=blue, thickness=4);

> DensityPlot(Y, colour=Dblue, thickness=4, range=0..10);

> DensityPlot(Z, colour=black, thickness=4);

0.1
0.254

008+
0.2

0.06+
0158

0.04+ .14

|8 10 1z 14 16 1| 20 27 24 a 2 4 & B 10

a b
Fig. 2. Probability density function of the Poisson (a) and Maxwell (b) distribution laws

0.024 0,05

o

Conclusion

Thus, thanks to a powerful set of statistical tools, the ability to symbolically calculate and
process expressions and data, the extensive CMS Maple, the extensive capabilities of graphically
interpreting the results not only in static but also in dynamic form (two- and three-dimensional ani-
mation), it is advisable to use when studying the topic "Distribution Laws of random variables™ in
students' practical and independent work for further use of their acquired skills in solving applied
science and technology problems.
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METOIU TA MOJAEJII KPUIITOT'PA®IYHOI'O AHAJII3Y
TA KPUIITOI'PA®IYHUX ITEPETBOPEHD

METO/AbI U MOAEJIN KPUIITOTPA®UYECKOI'O AHAJIU3A
U KPUIITOTPA®UUYECKHNX ITIPEOBPA3OBAHUI

METHODS AND MODELS OF CRYPTOGRAPHIC ANALYSIS
AND CRYPTOGRAPHIC TRANSFORMATIONS

YK 621.391:519.2

VY3arajapHeHuii JaudepeHUiadbHO-JTIHIAHUA KpunToaHatis OuokoBux wmudpiB / A.M. Onexcitiuyk |/
Paniorexnika : Bceykp. MixkBin. Hayk.-TexH. 30. 2021. Bum. 204. C. 5 - 15.

JudepeHuianbHO-IHIHHUA METO/ KPHUIITOAHANI3Y 0J0KOBUX MIK(PIB 3anponoHoBaHo B 1994 p. Bin BusBiseTsCcs
Oip1I eheKTHBHUM B MOPIBHSHHI 3 (OKpeMo) AudepeHIialbHuM Ta JTiHIHHUM METOJaMH, POTe HOro HayKoBe O0IpyH-
TYBaHHS 3aJIHIIAETHCSA MPEIMETOM MOAATBIINX JOCTIHKeHb. BiqoMo nekinbka myOsikaliil, mpucBsueHux hopmaizariii
nudepeHIiaabHO-TIHITHOTO METOAY Ta 3’ICyBaHHIO YMOB, 33 SKHUX HOTO TPYAOMICTKICTh MOXe OyTH OLIIHEHO Marema-
TH9HO cTporo. OmHak mpobieMa HayKOBOTO OOTPYHTYBaHHS IvepeHIianbHO-TIHIHOTO METOQy B IMOBHOMY OOCS31
3aJIMIIAETHCS] HEBUPIMICHOO.

B po06orti BUKIageHO HepIi pe3yinbTaTH, OTPUMaHI aBTOPOM Yy HampsiMi BHpIMICHHS Ii€i mpobiaemu. PosmmpeHo
Kiac audepeHIiaTbHO-TiHIHHUX aTak Ha OJIOKOBI MUQpH. A came, pO3TIIIHYTO SK PO3PI3HIOBaJbHI aTakd, TaK i aTaKw,
CIpsSMOBaHI Ha BiTHOBJICHHS OJHOTO OiTy iH(pOpMamii mpo kirod. [Ipu poMy He pOOUTHCS JKOIHUX TPHUITYIIEHB (SK Y
BIZIOMHX ITyOJIiKaI[isIX) TPO MOXKJIMBICTH NPEACTABICHHS KU (PY Y BUMNIALI IEBHUX JBOX KOMIOHEHT. OTpHUMaHO HUXKHI
OIHKH 1H(OPMAITIIHOT CKIIAJHOCTI 3a3HAUCHHUX aTaK, BUPA3H SIKUX 3aJIeXkKaTh Bl YCEepeIHEHUX (3a KJIF0OUaMK) 3HAYCHb
KBaJIpaTiB €JIEMEHTIB y3arajJbHEHOI aBTOKOpeNsLiiHOT Tabauui mudpyBansHOro nepersopenHs. Ha BiaMiHy Bin Bijo-
MUX, OTpUMaHi OLiHKH iH(opManiiiHOT ckiIagHOCTI TUdepeHIiaIbHO-TIHIHHIX aTak He 0a3yIOThCS Ha YKOAHUX €BPHC-
TUYHUX MPUIYIIEHHSX BIIHOCHO OJOKOBUX INUQPIB, IO JOCHIIKYIOTHCS, Ta € CIPABEATUBUMH ISl OUIBII ITUPOKOTO
KJIaCcy aTak B MOPIBHSHHI 3 TPAIUIIHHOI aud)epeHIliaibHO-TIHIHHO aTako. HaBeaeHo CIiBBIIHONICHHS, SKi BCTAHO-
BIIFOIOTH B3a€MO3B’ 30K MiX, BiIIOBiTHO, NTU(EpeHIIaTbHAMY, JiHIHHIMHA Ta TU(PEPEHIIaTbHO-TIHIHHUMHI BIaCTUBOC-
TAMU OleKTHBHUX OylieBUX BimoOpakeHb. Ha BimMiHY BiX BiTOMHX poOiT, BHKOPUCTOBYETHCS MaTpHYHa (popMa 3ammcy
CHIBBIJTHOIIEHD, 110 JO3BOJISIE Kpallle 3°sICyBaTH IX CYTHICTh Ta CIIPOCTUTH JOBeAeHHA. OTpHMaHO HOBE CITiBBIAHOUICH-
HS 71 €JIEMEHTIB y3arajlbHEHOT aBTOKOPEIAIIIHOT TaONuIll MU(pyBaITEHOTO MEPETBOPEHHS JOOYTKY TBOX OJIOKOBHX
mmdpiB, ke MoKe OyTH KOPHUCHUAM B ITOJANBITNX JTOCIIHKCHHSX.

Knouosi cnosa: cumerpuyna kpunrorpadis; OmokoBuid mudp; ITudepeHIianbHO-TIHIHHAA KPUIITOAHATI3; y3a-
rajbHeHa TaOJIHIl aBTOKOPEIIALLl; OOTPYHTYBaHHS CTIHKOCTI.

bi6miorp.: 16 Ha3s.

YK 621.391:519.2

O06o0mennblii ¢ depeHIHATBHO-THHERHbIH KpUNTOaHaau3 0J04HbIX wuppos |/ A.H. Anexceiuyx I/
Pagnotexnuka : Beeykp. Mmexsen. Hayd.-TexH. c0. 2021. Bem. 204. C. 5 — 15.

JuddepeHunanbHO-TMHEHHBIA METOI KpUIITOAHATM3a OJI0UHBIX H(POB npeioxkeH B 1994 r. OH oka3biBaeTcs
6osiee 3 HEKTUBHBIM 110 CPAaBHEHHIO ¢ (OTIENBHO) MU depeHanbHBIM U JIMHEHHBIM METOAaMH, OJJHAKO €ro Hay4yHOe
000CHOBaHHE OCTaeTcsl MPEeIMETOM AAITBHEHIINX HCCIeNOBaHUH. V3BECTHO HECKONBKO ITyONMKAIMH, MOCBSIIEHHBIX
¢dopmammzanmn 1uddepeHuanbHO-IMHEHHOTO METO/Ia U BBISICHEHHIO YCIIOBHH, ITPHU KOTOPBIX €0 TPYAOEMKOCTh MO-
XKeT OBITh OIICHEeHa MaTeMaThuiecku cTporo. OgHako npobdiaeMa HaydHOro 000cHOBaHMS AU PepeHIINATBHO-THHEHHOTO
METO0/1a B OJIHOM 00bEMe OCTaeTCs He PEHICHHOM.

B pabote u35105KeHbI NepBbIe PE3YJIbTATHI, OJIYYSHHBIE aBTOPOM B HAIPABICHUH PElleHUs ITOH mpobiemsl. Pac-
mupeH kinacc auddepeHnnanbHO-TMHEHHBIX aTak Ha OJouHble MH(PHL. A UMEHHO, pACCMOTPEHBI KaK Pa3INJaroline
aTaky, TaK M aTaky, HAIpaBJICHHbIE HA BOCCTAHOBIIEHHE OJHOrO Outa MHpOpMalK O Kiode. [Ipu 3ToM He nenaercs
HHUKaKHX [PEANOI0KEHH I (KaK B U3BECTHBIX MyOJIMKAIMAX) O BO3MOXKHOCTH MPECTaBIeHHs IU(pa B BUjIE HEKOTOPBIX
JIByX KOMIIOHEHT. [loydeHbl HU)KHHE OLIEHKH WH()OPMAIMOHHOMN CJI0XKHOCTH YKAa3aHHBIX aTakK, BBIPAXKEHUSI KOTOPBIX
3aBUCST OT YCPEIHEHHBIX (IO KIIF0YaM) 3HAYCHUH KBaJpaToOB 3JIEMEHTOB 000OIICHHON aBTOKOPPEISIIMOHHON TaOJIHIIBI
mmdpyromero npeodpazoBaHus. B oTinrure OT N3BECTHBIX, MMOJYYEHHbIE OLEHKH HH(OPMAIMOHHON CIIOXKHOCTH AU ]-
(epeHIMaNbHO-THHEWHBIX aTaKk He 0a3MPYIOTCSl HA KaKMX-THOO 3BPHCTHYECKUX JAOIMYIICHUSX 00 MccleqyeMbIx 0od-
HBIX MHU}pax ¥ crpaBeUIUBHI ISl OoJiee IUPOKOTO Kilacca aTak Mo CPaBHEHUIO C TPAAWIMOHHON T depeHnnansHo-
JMHEHHOW aTakoi. IIpuBeNeHBI TaKk)Ke COOTHOILCHHUS, YCTAHABIMBAOLINE B3aUMOCBSI3b MEXY, COOTBETCTBEHHO, IH (-
(bepeHLaNbHBIMY, JTMHEHHBIMU U AU PEPEHINATBHO-THHEHHBIMI CBONCTBAMU OMEKTUBHBIX OyJIEBBIX OTOOpPa)KCHHH.
B orinune ot u3BEeCTHBIX paboT, HCHONB3YETCsl MaTpUuHas opMa 3aIicu COOTHOILCHHUH, YTO MO3BOJISET JIy4IlIe BhIsC-
HHUTb UX CYIIHOCTH M YHPOCTHUTH JIOKa3aTeNIbCTBA. [10fydeHO HOBOE COOTHOILICHHUE ATl JIEMEHTOB 0OOOMICHHOMH aBTO-
KOPPETAIMOHHON TaOMuIel MH(pYIOmero mpeodpa3oBaHus MPOU3BEACHUS ABYX OJOYHBIX MIU(PPOB, KOTOPOE MOMKET
OBITh MOJIC3HBIM B JAIBHEHIINX UCCIECIOBAHUSAX.
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Knouesvie cnosa: cummerpudHas kpunrorpadus; 0youHbil mudp; auddepeHnaibHO-THHEHHBIA KPUTITOAHA-
nn3; 00001eHHas TabIrIa aBTOKOPPEISIIIAA; 000CHOBAaHUE CTOHKOCTH.

Bubmmorp.: 16 Ha3B.

UDC 621.391:519.2

Generalized differential-linear cryptanalysis of block ciphers / A.N. Alekseychuk // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2021. Ne204. P. 5 —15.

Differential-linear cryptanalysis of block ciphers was proposed in 1994. It turns out to be more efficient in com-

parison with (separately) differential and linear cryptanalytic methods, but its scientific substantiation remains the sub-
ject of further research. There are several publications devoted to formalization of differential-linear cryptanalysis and
clarification of the conditions under which its complexity can be mathematically accurately assessed. However, the
problem of the differential-linear cryptanalytic method substantiation remains completely unresolved.
This paper presents first results obtained by the author in the direction of solving this problem. The class of differential-
linear attacks on block ciphers is expanded. Namely, both distinguishing attacks and attacks aimed at recovering one bit
of information about a key are considered. In this case, no assumptions are made (as in well-known publications) about
the possibility of representing the cipher in the form of some two components. Lower bounds of information complexity
of these attacks are obtained. The expressions of these bounds depend on the averaged (by keys) values of the elements’
squares of the generalized autocorrelation table of the encryption transformation. In contrast to the known ones, the ob-
tained bounds are not based on any heuristic assumptions about the investigated block ciphers and are valid for a wider
class of attacks as compared to the traditional differential-linear attack. Relations between, respectively, differential,
linear and differential-linear properties of bijective Boolean mappings are given. In contrast to the well-known works,
the matrix form of the relations is used that makes it possible to clarify better their essence and simplify the proofs. A
new relation is derived for the elements of the generalized autocorrelation table of the encryption transformation of the
product of two block ciphers, which may be useful in further research.

Key words: symmetric cryptography; block cipher; differential-linear cryptanalysis; generalized autocorrelation
table; security proof.

Ref: 16 items.

YJIK 004.056.55

I'enepanisi 3araJJbHOCMCTEMHUX NMapaMeTpiB [JIsl CXeMH eJIeKTpoHHOro mianucy Rainbow nis 384 ta 512
oit 6e3nmexn / M.B. €cina, C.O. Kanoii, €.B. Ocmpsncora, L/ T'opbenko I Pagiotexnika : Beeykp. MiXBia. Hayk.-
TexH. 30. 2021. Bum. 204. C. 16 — 23.

Ha croromHi ciocTepiraeTbest CTpiMKHIA MPOTPEC y CTBOPEHHI KBAHTOBHUX KOMIT FOTEPIB MIOAO BUPIMICHHS 00YHC-
JIIOBAJIBHO CKIJIQJHUX 3a]ad Ta Juisl pi3HUX minell. [Ipu nmpoMy 0coOmmBi 3ycrinis HOKJIAAIOTHCS IO CTBOPEHHS TaKOTO
KBaHTOBOT'O KOMII' FOTEpa, 110 3MOXKE BHPILIyBaTH 3a7adi KPUNTOAHAII3Y iICHYIOUMX KPHIITOCHCTEM — aCUMETPUYHHUX
mmdpiB, TPOTOKOIIB IHKATICYIAIIT KIFOYiB, SIEKTPOHHUX MiAMKCIB TOIO. [lomepemKeHHsS TaKuX 3arpo3 Moxke OyTH
JIOCSITHYTO 32CO00M PO3pOOKH TaKUX KpUNTOTpadivHUX CHCTEM, IO OYAyTh 3aXHMIlIEH] SK BiJ] KBAHTOBUX, TakK 1 BiJl Kia-
CHUYHHX aTakK, a TAKOXK 3MOXYTh B3a€EMOJIISITH 3 IIPOTOKOJIAMH 1 MEpeKaMu 3B’SI3Ky, 110 BXe ICHYI0Th. Takoxk € cyTTeBa
HEOOXITHICTh 3aXMCTY BiJl aTaK CTOPOHHIMM KaHajamu. Ha jaHuii MOMEHT 3Ha4yHi 3yCHIIISI KPHUIITOJIOTIB 30CEepEKEHi
Ha Bimkpuromy koukypci NIST PQC. OcuosHoto ifeero koukypcy NIST PQC € Bu3HaueHHsST MAaTeMaTHYHHUX METOJIB,
Ha OCHOBI SKMX MOXYTbh OyTH pO3pOOJIeHI CTaHJapTH HAa aCUMETPUYHI KPUITOIEPETBOPEHHSI, B MEPINy YEpry €leKT-
POHHOTO HiJNKCY, a TAKOXK aCUMETPUUHI HM(PH Ta MPOTOKOJM IHKANCYJISAMii KI0YiB. 3a MiACYyMKaMH JAPYTroro eramy
¢inaricramu tpetboro eramy koHkypcy NIST PQC cramu tpu cxemu enektpoHHoro mimnucy — Crystals-Dilithium,
Falcon ta Rainbow. [lepmi 1Bi 3 HUX 0a3yloThCcs Ha MaTeMaTulll anreOpaiyHuX pemriTok, a Rainbow Ga3yerscs Ha Oa-
raTOBUMIPHMX TepeTBOpeHHsX. Hapasi BceOiunmit anaii3 (iHaicTiB € BaXKIMBOIO 3aa4ero JUIsl yciel CBITOBOT KPHUIITO-
cnibHOTH. [lepeBaxkHa OLIBIIICT CXeM, IO cTayu (iHajgicTaMK ab0 aJbTepPHATUBHUM aJITOPUTMAMH, IPYHTYETHCS Ha
npobiemax 3 Teopii anredpaiunux pemitok. Takoxx ocoOnuBa yBara Oyia NpHIiieHa CXeMi €IEKTPOHHOTO IIAIHICY
Rainbow, 1o IpyHTYETBCS Ha OCHOBI OaraTOBHMIipHHUX IepeTBOpeHb. MeTolo JaHoi poOOTH € MomepeHii aHai3 icHy-
I0YMX aTak I0J]0 NEPCIEKTHBHOTO ENEeKTPOHHOro mianucy Rainbow, BU3HAU€HHS BUMOT JI0 3aTalIbHOCHCTEMHHUX Mapa-
MeTpiB [uIs 3a0e3meueHHs KpunTorpadiqaoi cTiHKocTi He MeHIe 512 6iT BKIIFOYHO MPOTH KIACHYHOTO Ta 256 6iT mpo-
TH KBAaHTOBOTO KPUMTOAHANTI3y, a TAKOXK PO3pOOJICHHS Ta MpakTHYHA peamizamnisg moao Rainbow anropurMiB reHeparii
3araJbHOCHUCTEMHUX MapaMeTpiB st 512 GiT mpoTH KJIacHIHOTo Ta 256 6iT IpOTH KBAHTOBOTO KPUITOAHATI3Y.

Knouosi cnosa: araku; 0araToBUMIpHI NMEPETBOPEHHS; EJEKTPOHHUI MIiANKC; 3arajbHOCHCTEMHI IapameTpH;
Rainbow.

Ta6u. 7. Inn. 1. Bibmiorp.: 18 Ha3s.

V]IK 004.056.55

I'enepanms o0mecHcTeMHBIX IAPAMETPOB IS cXeMbI JIeKTPoHHOH moamucu Rainbow nis 384 u 512 6ur
oesonacHoctu /| M.B. Ecuna, C.O. Kanouii, E.B. Ocmpsanckas, U ]J]. I'opbenxo || Pagnorexuuka : Beeykp. MexBes.
Hayd4.-TexH. 0. 2021. Beim. 204. C. 16 — 23.

CeronHst HaOMIOAASTCS CTPEMUTENBHBIA POIPECC B CO3aHUHM KBAaHTOBBIX KOMITBIOTEPOB 0 PEILCHHUIO BEIYHUCIIU-
TEJILHO CIIOXKHBIX 3a[a4 ¥ Ui pa3andHbIX nesneil. [Ipu aTom ocoOble ycnmms mpuiararoTesi K CO3aHHI0 TAKOTO KBAHTO-
BOT0 KOMITBIOTEPA, KOTOPBIN CMOJKET PEIlaTh 3aJa4y KPUITOAHATN3a CYHIECTBYIOIINX KPUITOCUCTEM — aCHMMETPUY-
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HBIX MH(POB, MPOTOKOIOB WHKANCYJSAIMHA KIFOUeH, dJEKTPOHHBIX ToAmucedl u T.4. [IpeaynpexacHne Takux yrpos
MOXeET OBITh JOCTUTHYTO CPEACTBOM pPa3pabOTKH KPUNTOrpauIecKuX CHCTEM, KOTOpbIe OyIyT 3allUIIeHBl KaK OT
KBAaHTOBBIX, TaK U OT KJIACCUYECKUX aTak, a TAKXKE CMOTYT BSaHMOﬂeﬁCTBOBaTB C IMPOTOKOJIaMHU U CETSIMU CBA3H, KOTO-
pBIE yXKe CYIIecTBYIOT. Taxke eCTh HEOOXOIMMOCTh B 3aIlUTE OT aTak CTOPOHHUMH KaHajdaMd. Ha maHHBI MOMEHT
3HAYHUTENbHBIC YCUIINS KPUITOJIOTOB cocpenoToueHsl Ha OTKphIToM KoHKypce NIST PQC. OcHoBHOI nueeit KoHKypca
NIST PQC sBistercs omnpeneneHne MaTeMaTHIECKUX METOJIOB, HA OCHOBE KOTOPBIX MOTYT OBITh pa3pa0OoTaHbl CTaHAap-
Thl HA ACUMMECTPUYHBIC KpI/IHTOHpeO6pa3OBaHI/IH, B ICPBYIO OUCPEIb 3J'IeKTpOHH017[ IMOAINUCH, a TAKIKEC aCUMMCTPUYHBIC
IHI/I(l)pI)I 1 MIPOTOKOJIbI MHKAICYJIAIIUN kirouei. Ilo uroram BTOPOT'O oTana (l)I/IHaJ'II/ICTaMI/I TPETHETO 3Talla KOHKYpCa
NIST PQC cranu Tpu cxembl 31ekTpoHHoN noanucu — Crystals-Dilithium, Falcon u Rainbow. TlepBsie ABe U3 HUX OC-
HOBaHbI HAa MaTeMaTHKe aJredpanvdeckux peuerok, a Rainbow GasupyeTcs Ha MHOrOMEpHBIX npeoOpasoBanusx. Ceil-
gac BCCCTOpOHHI/Iﬁ aHaJIn3 (bHHaJII/ICTOB SIBJIIETCS Ba)KHOM 3a;[aqe171 U1l BCETO MUPOBOT'O KpPIHTOCOOﬁHIeCTBa. HOI[aB-
JIAOIICE OOJIBIIUHCTBO CXCM, CTaBUINX (l)I/IHaJ'II/ICTaMI/I WK aJIbTCPHATUBHBIM aJITOPUTMAaMH, OCHOBBIBACTCS Ha np06ne—
MaX TEOPHH aNreOpanvecKrux pemeTok. Taxke ocodoe BHIMaHUE OBLIO yIENeHO cxeMe moarmvch Rainbow, ocHoBaH-
HOW Ha OCHOBE MHOTOMEPHBIX NpeoOpasoBanuil. Llens maHHO# pabOTHl — IMpeABAPUTEIBHBIA aHAIN3 CYIIECTBYIOIIIX
aTak Ha NEPCIEKTHBHYIO IEKTPOHHYIO MOAMUCH Rainbow, omnpenenenue TpeboBaHMA K 0OMIECHCTEMHBIM MTapaMeTpaM
U1 o0ecTieueHUs KPUITOTpaguIecKoil CTOMKOCTH He MeHee 512 OUT BKIIOUHATENFHO MPOTHB KIACCHYECKOTo U 256 OUT
MIPOTUB KBAHTOBOT'O KPUIITOAHAJIN34d, a TAKIKEC pa3pa60TI<a " MpaKTUYCCKasa pcaln3anus IJisd Rainbow AJITOPUTMOB TI'C-
Heparuu 00IMIeCUCTEMHBIX MapaMeTPoB I 512 OUT MPOTHB KIACCHIECKOTO M 256 OHT MPOTHUB KBAHTOBOTO KPHIITOA-
HaJik3a.

Kniouesvie cnosa: aTaku; MHOTOMEPHBIC HpGOGpaSOBaHI/IH; QJICKTPOHHAs MOAIMUCH, O6LLICCI/ICTCMHLI€ nmapamMeTphbI;
Rainbow.

Tab6un. 7. Un. 1. bubauorp.: 18 Hazs.

UDC 004.056.55

Generation of general system parameters for Rainbow electronic signature scheme for 384 and 512 security
bits / M.V. Yesina, S.0O. Kandiy, E.V. Ostryanska, I.D. Gorbenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021.
No204. P. 16 — 23.

Today, there is rapid progress in the creation of quantum computers to solve various computational problems and
for different purposes. At the same time, special efforts are made to create such a quantum computer that can solve the
problems of cryptanalysis of existing cryptosystems: asymmetric ciphers, key encapsulation protocols, electronic signa-
tures, etc. Prevention of such threats can be achieved by developing cryptographic systems that will be protected against
both quantum and classical attacks, and be able to interact with existing protocols and communication networks. There
is also a significant need for protection against attacks by side channels. Currently, significant efforts of cryptologists
are focused on the NIST PQC open competition. The main idea of the NIST PQC competition is to define mathematical
methods based on which standards for asymmetric cryptotransformations, primarily electronic signatures, as well as
asymmetric ciphers and key encapsulation protocols can be developed. Three electronic signature schemes — Crystals-
Dilithium, Falcon and Rainbow become the finalists of the third stage of the NIST PQC competition according to the
results of the second stage. The first two are based on the mathematics of algebraic lattices, and Rainbow is based on
multivariate transformations. Currently, a comprehensive analysis of the finalists is an important task for the entire
global crypto community. The vast majority of schemes that have become finalists or alternative algorithms are based
on problems in the theory of algebraic lattices. Special attention was also paid to the Rainbow electronic signature
scheme based on multivariate transformations. The purpose of this work consists in a preliminary analysis of existing
attacks on promising electronic signature Rainbow, definition of requirements to the system-wide parameters to ensure
cryptographic stability of at least 512 bits against classical and 256 bits against quantum cryptanalysis, as well as devel-
opment and practical implementation of Rainbow algorithms for generating system-wide parameters for 512 bits against
classical and 256 bits against quantum cryptanalysis.

Key words: attacks; multivariate transformations; electronic signature; general system parameters; Rainbow.

7 tab. 1 fig. Ref: 18 items.

YK 621.391

Konuenunisi cumHTe3y O0IHOr0 KJIacy CaMOCHHXPOHI3yIOUMX [AMCKpeTHMX curuaxiB / [/l [opb6enxo,
O.B. Ilomii, O.A. 3amyna Il PaniotexHika : Beeykp. MixkBia. Hayk.-TexH. 30. 2021, Bum. 204. C. 24 — 29,

3actocyBaHHs mmpokocmyroux curnaniB (ILICC) nosBossie migBUIIMTH 3aBaJOCTIHKICTh IE€pes 3aBajaMu, IO
npucyTHi B iHdopmaniiiHo-komyHikaniiaux cuctemax (IKC). PeansHa 3aBagocTiiikicTb Oyae HMKYOIO 32 MOTEHIIHHY.
[TprurHaMU 3HIKEHHS 3aBaIOCTIHKOCTI PX BXOKEHHI B CHHXPOHI3M 1 IPH pO3pi3HEHHI CUTHATIB € HasIBHICTh O19HUX
mikiB kopemsaniitanx ¢ynkuiit (K®). Buxoasun 3 uporo, IIICC, mo 3actocoByroThes B IKC, MOBHMHHI BOJIOAITH TaKUMHU
KOPEJAIHHAMHU BIaCTUBOCTAMU, Koiu OidHi miku K@ ITIC € skomora MeHIUMH, TOOTO B iIeaJbHOMY BHUIAJIKY T10-
BHHHI TIParHyTH 110 HyJs. [Ipy boMy HEOOXiIHO BU3HAYNTH BIUTMB OiYHUX TiKIB Ha XapaKTEPUCTHKU BHSIBICHHS CHT-
HaJIiB, BUMIPIOBaHHSA iX MMapaMmeTpiB, pO3pi3HEHHS CUTHAJIIB, 3HAWTH YMOBHM OTPpUMaHHS Malnux O0idHuX mikiB. Chopmy-
JIbOBaHA 1 y 3araJIbHOMY BHJIi BUpIIlIeHAa 3a/la4a CHHTE3Y KJIacy CUTHAIB i3 3aJaHUMHU KOPEIAIiHHUME, aHCaMOJICBUMH 1
CTPYKTYPHHUMH BJIACTUBOCTSIMH, @ TAKOXK BJIACTHBOCTSIMH «PO3MHUTOCTI» 32 KOPEISLIHHIMHU XapaKTepUCTHKaMu. 3a3Ha-
YeHa BJIACTHBICTb («PO3MHTICTB)») O3HAUa€, IO 30UIbIICHHS a00 3MEHIICHHS JOBXKMHHU JUCKPETHOTO CUTHAIY HE 3Mi-
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HIOE KOPEJAIIiHI BIACTUBOCTI AUCKPETHOT MOCIIOBHOCTI, HA OCHOBI SIKO1 CHHT€30BaHO CHUTHAJ. 3aCTOCYBaHHS Oe3midi
3a3HAYCHUX CHCTEM CHTHAIIB B Cy4acHUX iH()OPMAIIHHO-KOMYHIKAIIIHHAX CHUCTEMax JTO3BOJIUThH TOJIMIIIUTH TIOKa3HU-
KH eeKTHBHOCTI (YHKIIOHYBAaHHS TaKUX CHCTEM, HacaMIlepe]] 3aBa03aXHUIIEeHOCTi, CKPUTHOCTI, iH(QopMaIiifHoi Oe3-
TIEKH, 3aBaJOCTIHKOCTI MPUIIOMY CUTHAIIB.

Knrouosi crnosa: caMOCHHXPOHI3YIOUNH CHTHAI; CKPHUTHICTH; iH(opMariiiHa Oe3neka; AUCKPETHI MOCITiIOBHOCTI;
cucTeMa HeJHIMHNX HepiBHOCTEH; PYHKITiS KOPEILii.

Bi6umiorp.: 11 Hazs.

VK 621.391

KOHlIeH[II/lH CHUHTE3a OAHOI'0 KJiiacCa CAMOCMHXPOHU3UPYHOIIHUXCHA JUCKPETHBIX CUT'HAJIOB / Hﬂ FOpﬁeHKO,
A.B. [lomuii, A.A. 3amyna Il Pamnotexuuxka : Beeykp. mexses. Hayd.-texH. ¢6. 2021. Beim. 204. C. 24 — 29.

[Tpumenenune mmpokomnonaocHbix curnanos (ILI1C) mo3BosseT NOBBICUTH TOMEXO0YCTOWYMBOCTh HHPOPMAIIMOHHO-
komMMyHuKannoHHbIX cucteM (MKC) npu Bo3aeiicTBIM CTPYKTYPHBIX (B3aMMHBIX) M OPraHW30BaHHBIX IoMeX. PeanbHas
MTOMEX0YCTOWYMBOCTD OyJeT HIDKE MOTCHIHAThHOH. [[pHanHaMu CHIKEHNS TOMEXOYCTOWYHBOCTH TPU BXOXKICHHUU B
CHHXPOHM3M U IPH Pa3IMICHUN CUTHAJIOB SBISICTCS HAMNYHME OOKOBBIX MHKOB KOPPEIAINOHHBIX (yHKIni. Mcxoms u3
storo npumensiemble B UKC IITIC nomkHBI 007121aTh TAKUMH KOPPETSIIHOHHBIMI CBOWCTBAMH, KOT/Ia OOKOBBIE TTHKH
K® HIIC sBnstoTcs Kak MOYKHO MEHBIIMMH, T.€. B HICAIFHOM CIy4ae MOJDKHBI CTPEMHUTHCS K HyIo. [Ipn 3ToM Heo0-
XO0AUMO OIIPCACIINTL BJIIUSIHUC OOKOBBIX ITMKOB Ha XapaKTCPUCTUKHN 06Hapy>1(eHI/I$I CUI'HAJIOB, U3MCPCHUSA UX MMapaMeT-
POB, pa3IMYEHUs CHTHAJIOB, HAMTH yCIIOBHA IONyYCHHUS MalbIX OOKOBBIX MHUKOB. CopMyiarpoBaHa U B OOIIEM BUAE
pelleHa 3a/1a4a CHHTE3a KJIacca CUTHAJIOB € 33/IaHHBIMU KOPPEJISIIMOHHBIMH, aHCAaMOJIEBBIMU M CTPYKTYPHBIMU CBOHCT-
BaMH, a TaKXe€ CBOMCTBAMHU «Pa3MBITOCTH» IO KOPPEJIALHMOHHBIM XapaKTEepUCTHKaM. YKa3aHHOE CBOHCTBO («pa3Mbl-
TOCTL») 03Ha4YacT, 4YTO YBCJIMYCHHUC WJIM YMCHBIICHUC IJIMHBI AUCKPECTHOI'O0 CUIrHaJIa HC U3MCHACT KOPPEIALMOHHBIC
CBOICTBA JMCKPETHOM IIOCIIE0BATEIbHOCTH, HA OCHOBE KOTOPOM CHHTE3MpoBaHa curHai. IIpumeHeHHe MHOXeCTBa
YKa3aHHBIX CUCTEM CHUTHAJIOB B COBPCMCHHBIX I/IH(bOpMaHI/IOHHO-KOMMyHI/IKaLII/IOHHLIX CUCTEMAX IMO3BOJUT YJIYy4YUIUTH
IIOKa3aTC/In 3(1)(1)6KTI/IBHOCTI/I (1)YHKLII/IOHI/IpOBaHI/I$I TAKUX CUCTCM, IPCIKAC BCCTO, IOMCXO3AMHNIIICHHOCTH, CKPBITHOCTH,
I/IH(i)OpMaLII/IOHHOI\/'I 6630HaCHOCTI/I, HOMeXOYCTOﬁ‘IPIBOCTH npueMa CUrHajaoB.

Knrouesvie cnosa: CaMOCHHXpOHHSpr}OIHHP'ICH CHUI'HAJI; CKPBITHOCTD; I/IH(I)OpMaLII/IOHHaFI 6630HaCHOCTB; JAUCKPET-
HBIC ITOCJICA0OBATCIbPHOCTH, CUCTCMA HETUHEHHBIX HCPABCHCTB; (I)YHKL[I/ISI KOppCIALUU.

Bubmumorp.: 11 na3s.

UDC 621.391

The concept of synthesis of one class of self-synchronizing discrete signals / 1.D. Gorbenko, O.V. Patii,
A.A. Zamula // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 24 — 29.

The use of broadband signals (BSS) makes it possible to increase the noise immunity of information and commu-
nication systems (ICS) when exposed to structural (mutual) and organized interference. The real noise immunity will be
lower than the potential one. The reason for the decrease in noise immunity, when entering synchronism and when dis-
tinguishing signals, is the presence of side peaks of the correlation functions. Proceeding from this, the NLS used in ICS
should have such correlation properties when the side peaks of the NLS CF are as small as possible, i.e. ideally should
tend to zero. In this case, it is necessary to determine the influence of side peaks on the characteristics of signal detec-
tion, measure their parameters, distinguish signals, and find the conditions for obtaining small side peaks. The problem
of synthesizing a class of signals with given correlation, ensemble and structural properties, as well as properties of
"blurring™ in correlation characteristics, is formulated and solved in general form. The specified property (“fuzziness")
means that increasing or decreasing the length of the discrete signal does not change the correlation properties of the
discrete sequence on the basis of which the signal is synthesized. The use of many of these signal systems in modern
information and communication systems will improve the performance indicators of such systems, first of all, noise
immunity, secrecy, information security, noise immunity of signal reception.

Key words: self-synchronizing signal; secrecy; information security; discrete sequences; system of nonlinear ine-
qualities; correlation function.

Ref: 11 items.

YK 004.056

AHnaui3 popmanbHuX Mojeell 3a0e3neyeHHs WiTicHOCTI JaHUX i iX 3acTocOBHiCTH 1u1s 0a3 nauux / B.1. €cin,
C.I'. Paccomaxin, B.B. Binieypa Il Pagiorexnika : Beceykp. MixkBia. Hayk.-TexH. 30. 2021. Bun. 204. C. 30 — 39.

[Hdopmaniiini cuctemu B miIoMy i 0a3u JaHWX, 30KpeMa. ypas3luBi JUIA BHIAJKOBUX a00 3JIOBMHCHHX aTak,
CIpSMOBAHUX Ha TOPYIICHHS IUIICHOCTI JaHUX. 3a0e3meuntr Oe3neKy Jiermie, sIKIIO € 9iTKa MOJENb, IO MPEICTABIIE
co00r0 (hopManbHe BHpPaKEHHS MOJITHKH O€3MeKH. Y CTaTTi JOCHIIPKYIOThCA BiZoMi Mozemi Ge3nmexu, MoB'sa3aHi i3 3a-
Oe3MnedeHHsIM ITUTICHOCTI JaHUX, 1X MOJIMBICTh 3aCTOCYBAaHHSI 1 3HAUCHHS JJIs1 0a3 JaHuX. AHali3 GopMaTbHUX MOJIe-
Jielt 3a0e3nevYeH s MUTICHOCTI TAaHUX BHUSIBUB, 110 KOJKHA 3 HUX, MAIOYH TIEBHI IMePEBard i HEMOMIKH, Ma€ MPABO Ha BUKO-
pucTaHHsA. BupimansHuM GakTopoM y MPUAHATTI PillICHHS € OIiHKa KOHKPETHOI CUTYyallii, Ska J03BOJUTH 3POOUTH
TIPaBWJIBHUN BHOIp, B TOMY YHCITI 1 KOMIUIEKCHOTO iX 3acTocyBaHHs. Tak B poOOTi Big3HAYaEThCA, IO Moaenb Kiapka —
Bincona, 6e3yMOBHUMU TepeBaraMu sIKoi € ii MPOCTOTa i JETKICTh CIIBHOTO BUKOPUCTAHHS 3 1HIIMMU MOJEISIMH 0e3-
MIeKH, JTOLLIBHO 3aCTOCOBYBATH SIK CYKYITHICTh IPaKTHYHUX PEKOMEHJIalil 3 moOyaoBU cUcTeMH 3a0e3neyeHHs Liic-
HOCTi B iH(opMmauiitnux cuctemax. Koncraryroun ¢axr, mo tpaauuiiai CYB/] niarpumytoTs 6arato MexaHi3miB Mo-
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neni Knapka — BincoHa, aBTopy BKa3yloTh, IO peaiallii, 3acHOBaHi Ha cTaHaapTHOMy SQL, BUMararoTh JesKux KOM-
MIPOMICHUX pimeHb. AHami3 Mojaeni biba 103BoMWB 3poOUTH BUCHOBOK IPO 11 BiTHOCHY MPOCTOTY 1 BUKOPUCTAHHS 110 0-
pe BHBYEHOTO MaTEeMAaTHYHOTO amapaTy. Binm3HadaeThcs, IO HA MPaKTHI A CTBOPEHHS 3aXUIIEHUX iH(OOpMAIifHIX
CHCTEM SIK CHCTEM, 10 3a0e3MeuyIoTh KOH(IACHIIIHHICTD 1 HUTICHICTD JaHWX, BAXKIIMBHUM € 00'eqHaHHS Moaenel bemna —
JlalTagynm i biba, mpraoMy 00'eqHAHHS Ha OCHOBI OJHI€T 3arabHOI PEIIiTKH, aje 3 1BOMa MiTKaMH Oe3reku: 3a KoH(pi-
NMEHIIHHICTIO 1 32 MUTICHICTIO, 3 TIPOTHIICKHUM XapaKTepoM iX BuzHaueHHS. Came Takuii BapiaHT 00'eTHAHHS MOJeNeH
benna — Jlallagynu i biba pekoMeHayeTbes 3aCTOCOBYBATH B Cy4acHHX iH(popManiiinux cucremax i CYB/I, ne peanizy-
€TbCA MaHJaTHa MOJITHKA Oe3IEKH.

Kniouosi crosa: Monens Oe3neky; HUTICHICTh TaHUX; iHpopMauiiiHa cucteMa; 6a3a TaHUX.

Ta6u. 1. Inn. 4. Bibmiorp.: 17 Ha3B.

VJIK 004.056

Anaam3 (l)OpMaJl])HbIX MOIIe.]Ieﬁ odecreyeHus HEJOCTHOCTH JAaHHBIX U UX IPUMEHUMOCTD JIAA 0a3 JAaHHBIX /
B.U. Ecun, C.I" Paccomaxun, B.B. Bunueypa Il Paquorexunka : Beeykp. Mexsen. Hayd.-texd. ¢6. 2021. Boim. 204.
C.30-39.

WNHubopManoOHHBIE CHCTEMBI B IIEJIOM M 0a3bl JaHHBIX, B YaCTHOCTH, YSA3BUMEI JJIS CITyJaifHBIX FITH 3JI0HAMEPEH-
HbIX 4TaK, HAIIPABJICHHBIX Ha HApYIICHUC ICJIOCTHOCTHU NaHHBIX. O0ecieynTh 0€30IaCHOCTH JICT4C, €CJIN UMECCTCA YCT-
Kasi MOACJIb, IPCACTABIAOIIAA coboit CI)OpMaJ'ILHOS BBIPA’KCHUC MOJUTUKHU Oe3omacHocTH. B craThe HCCICAYIOTCA HU3-
BECTHBIC MOACIHN 6630HaCHOCTI/I, CBsI3aHHBIE C 00ecIeYeHHEM HCJIOCTHOCTHU AAHHBIX, UX BO3MOXHOCTb IIPUMCHCHUS U
3Ha4YeHue s 0a3 JaHHBIX. AHAIN3 (OPMATBLHBIX MOJIEIeH 00eCIeYeHNUS 1[EIOCTHOCTH TAaHHBIX BBISBHJI, YTO KaXKAas U3
HUX, UME ONPECACICHHBIC MPCUMYHICCTBA U HEAOCTATKH, UMCCT IpaBO Ha HMCIOJIB30BaHUC. PeH_IaIOHII/IM (baKTOpOM B
MPUHATUN PCIICHUA ABJIACTCA OLICHKA KOHerTHOﬁ CUTYyalluu, KOTOopas MO3BOJIUT CAECIATH l'[paBI/IJ'II)HI:Jﬁ BLIGOp, B TOM
YHCIIe ¥ KOMIUIEKCHOTO MX NMpuMeHeHus. Tak B paboTe ormeuaercs, 4to Mozaeib Kiapka — BuncoHna, Oe3ycinoBHbEIMU
JOCTOMHCTBAMH KOTOpOﬁ SABJIAIOTCA €€ MPOCTOTA U JICTKOCTh COBMECTHOI'O MCIIOJIB30BaHUA C APYTUMHU MOACTIAMU 0e30-
IIaCHOCTH, uenecoo6paSHO MNPpUMCHATh KaK COBOKYITHOCTbH IMPAKTHYCCKUX peKOMCH,Z[aI_[I/Ifl N0 MOCTPOCHUIO CHUCTCMBI
oOecrieueHns IEOCTHOCTH B HH(POPMAMOHHBIX cucTeMax. KoHcTatupys ¢akrt, uto Tpaguuuonnsie CYB/] mogmepxu-
BarOT MHOT'M€ MCXAaHHM3Mbl MOJCIN KnapKa — BI/IJ'ICOHa, ABTOPbI YKa3bIBAIOT, YTO pCaJin3allii, OCHOBAHHBIC Ha CTaH-
nmaptHOM SQL, TpeOyroT HEKOTOPBIX KOMIIPOMHUCCHBIX pemieHuid. AHanu3 Moaenu brba mo3Boimil caenats BRIBOJ O €€
OTHOCHUTEIHLHOH MIPOCTOTEC U HUCIIOJB30BAHUU XOPOHIO HM3YYCHHOI'O0 MATECMATHYCCKOTO allrapara. OTMG‘IaeTCH, YTO Ha
MPAKTUKE AJIA CO3AaHUA 3alUIICHHBIX I/IH(bOpMaLII/IOHHLIX CHUCTEM, KaK CHCTEM, 066CH€‘II/IBa}OH.[I/IX KOH(I)I/I,I[CH].[I/IaJ'IL-
HOCTh U IIEIOCTHOCTH JIAHHBIX, BAKHBIM sBIIsIETCSl 00benuHenue mozeneid benna — Jlallagyner u buba, mpudyem oOne-
JUHCHUC HAa OCHOBEC OﬂHOﬁ 0611_16171 pPeIICTKH, HO C IBYMS METKaMU 0€30IMacHOCTH: 110 KOH(I)I/IZLCHLU/I&HBHOCTI/I " 110 IIeJI0-
CTHOCTH, C IPOTHBOTIONIOXKHBIM XapaKTepoM HX ompeaeseHus. ViIMeHHO Takoi BapuaHT o0bequHeHne Mozeneit bemna —
Jlallamynsr 1 buba pekomeHayeTcst MPUMEHSTh B COBpeMeHHbIX HH(popMaimoHHbIx cucremax 1 CYB/I, rae peanusyer-
Cs1 MaHJaTHas MOJINTHKA OE30TIaCHOCTH.

Knioueswie cnosa: MOACIb 6C3OHaCHOCTI/I; LHCJIOCTHOCTDh JaHHBIX, I/IH(bOpMaIlI/IOHHaH CUCTEMaA, Oasa JAaHHBIX.

Ta6x. 1. Un. 4. bubmumorp.: 17 Ha3B.

UDC 004.056

Analysis of formal models for ensuring data integrity and their applicability to databases / V.. Yesin,
S.G. Rassomakhin, V.V. Vilihura // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 30 — 39.

Information systems in general and databases in particular are vulnerable to accidental or malicious attacks aimed
at compromising data integrity. Security is easier if you have a clear model that is the formal expression of security pol-
icy. The paper explores known security models related to data integrity, their applicability and significance for data-
bases. The analysis of formal models for ensuring data integrity revealed that each of them, having certain advantages
and disadvantages, has the right to use. The decisive factor in making a decision is an assessment of a specific situation,
which will make it possible to make the right choice, including their complex application. In this regard, the paper notes
that the Clark-Wilson model, the undoubted advantages of which are its simplicity and ease of joint use with other secu-
rity models, is advisable to use as a set of practical recommendations for building an integrity assurance system in in-
formation systems. While stating the fact that traditional DBMSs support many of the mechanisms of the Clark-Wilson
model, the article points out that implementations based on standard SQL require some compromise solutions. Analyz-
ing the Biba model, the paper concludes about its relative simplicity and the use of a well-studied mathematical appa-
ratus. It is noted that in practice, for the creation of secure information systems, as systems that ensure the confidentiali-
ty and data integrity, it is important to unite the Bell-LaPadula and Biba models. Moreover, this union should be on the
basis of one common lattice, but with two security labels (confidentiality and integrity) with the opposite character of
their definition. This is exactly the variant of combining the Bell-LaPadula and Biba models that is recommended for
use in modern information systems and DBMSs, where a mandatory security policy is implemented.

Key words: security model; data integrity; information system; database.

1 tab. 4 fig. Ref: 17 items.
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YK 004.056.55

JocaimkeHHs: Ta aHaJi3 peanizauiii kanauaatis apyroro payuay koukypcy NIST PQC, mo opienToBaHi Ha
cimeiictBa FPGA Xilinx / M.B. €cina, B.C. lllaxos /| Pagiotexuika : Beeykp. MikBin. Hayk.-TexH. 36. 2021. Bum. 204.
C. 40 -58.

CpOrozHi JOCUTBH TOCTPO TIOCTA€ MUTAHHS MO0 CTIHKOCTI Cy9acHHX iCHYIOUHX KPHUNTOrpadivHUX MEXaHi3MIB 10
KBAaHTOBHX aJITOPUTMIB KPHUIITOAHAI3Y 30KpeMa Ta KBAaHTOBHX KOMII'FOTepiB B3araimi. L mpoGiema akTHBHO 0OTOBO-
proeThcs Ha MikHapoaHoMy piBHI. Tomy, 3amns i Bupimenns, NIST CIHIA Bupimus opraHizyBaTH Ta NMPOBOAWTH Ha
CBOTO/IHI KOHKYpPC Ha KaHIWAATiB Ha NOCTKBaHTOBI Kpuntorpadiuni anroputMu NIST PQC. PesynpraTrom KOHKYypcy
MOBUHHE CTATH NPHUUHATTS A0 CTaHIapTH3alil KpUNTOrpadivHUX aJTOPUTMIB PI3HOTO TUIYy — aCUMETpHYHE MUQpy-
BaHHS, IHKAICYJISIIsl KIIOYiB Ta €NEKTPOHHUH MiANUC (K MIHIMYM IO OJHOMY aJITOPUTMY 3 KOXKHOro Tumy). Ha mo-
MEHT 0YaTKy KOHKYpCY Ha Impolec cTaHaaprusauii 0yio mpeacrasieHo 82 anroputMu. Ha ocHOBI kpuTepiiB MiHiMa-
nbHOT puitHATHOCTI, Bu3HaueHux NIST, xist 1-ro paynay Oyio po3risiHyTo 69 anroputmis. 3 ypaxyBaHHSM AEKIJIBKOX
mapameTpiB — 6e31reka, BapTiCTh, MPOTYKTHBHICTh, XapaKTEPUCTUKU peamizamii Tomo, — 43 1 11 anroputmiB Oynu BH-
KITFOUCHI TpW 3aBepIIeHHi 1-ro i 2-Tro payHIiB BIANOBIAHO, a iHmI 15 anroputMmiB Oymu 30epeskeHi A 3-TO payHIy.
AJNTOPUTMH, SIKi 3QIUIIAIACA y 2-My payHIi, MOXKHA PO3IUIATH Ha 5 Pi3HUX KaTEropii 3aJieKHO BiJ] MaTEMATUIHOTO
0a3ucy, Ha IKOMY BOHH 3aCHOBYIOTHCS: HA OCHOBI 130T€HIH eNINTHYHUX KPUBUX, HA OCHOBI alreOpaidHUX pEIIiTOK, Ha
OCHOBI MaTeMaTHIHOTO KOy, Ha OCHOBI 0araTOBUMIipHHUX MIEPETBOPECHP i HAa OCHOBI rem-QyHKIii. be3neka € ocHOBHUM
KpHUTEpieM OIIIHKH, [0 BH3HAaYa€ KOHKYpeHLito B koHKypci NIST, i, 3po3ymino, mo peamizarii mporpaMHoOro 3abe3me-
YCHHS KaHUIATiB B OCHOBHOMY 30Cepe/KeHi Ha Hill. OHAK BKpail BaXKJIMBO abu aaropuT™M MaB i e(eKTHBHY amapar-
Hy peaiizawilo. A CBO€uacHe BUSIBJICHHS anapaTHOl Hee()eKTHBHOCTI JOIIOMOYKE CKOHLEHTPYBATH 3yCHUILIS KPUITOTpa-
(i4HOT CHITBHOTH Ha OibLI MEePCIIeKTUBHUX KaHIUIATaX, MOTESHLIHO 3a01IaAMBIIN BEJIUKY KUIBKICTh 4acy, 10 MOXe
OyTu BUTpaueHa Ha KpUITOaHAI3. Y AaHiil poOOTI po3MIsAaloThes Ta MOPIBHIOOTHCS Mk coboto FPGA cimeiicTBa
Xilinx. HaBosIThCsl Ta OPIBHIOIOTBCS MIXK COOOIO JTaHi 1010 peastizaliii KaHAuIaTiB 2-ro payHIy B IPOIIECi CTaHaap-
TU3alii nocTkBanToBoi kpunrorpadii NIST, uio opienroBani Ha FPGA cimeiicta Xilinx.

Kniouosi cnosa: anapatHe 3abe3neueHHs; enekTporanii mignuc; Koukypce NIST PQC; mocTtkBaHTOBa KpUIITOTpa-
¢is; FPGA; Xilinx.

Tabn. 12. bibmiorp.: 10 Ha3B.

YK 004.056.55

HccnenoBanus U aHAJM3 peajM3aluil KaHIMIATOB BTOporo paynaa koukypca NIST PQC, opuenTupoBaH-
HeIx Ha cemeiictBa FPGA Xilinx / M.B. Ecuna, b.C. Illaxoe || Pagnorexuuka : Beeykp. MexBea. Hayd.-T€XH. CO.
2021. Beimn. 204. C. 40 — 58.

CeroiHst 10CTATOYHO OCTPO CTOUT BOMPOC O CTOMKOCTH COBPEMEHHBIX CYLIECTBYIOIINX KPUITOrpaguIecKux Me-
XaHU3MOB K KBAHTOBBIM JITOPUTMaM KPHIITOAHAIN3a B YACTHOCTH W KBaHTOBBIM KOMIbIOTEpaM BooOIIe. DTa mpoodie-
Ma aKTHBHO 00CYy)XKJaeTcs Ha MexIyHapoaHoM ypoBHe. I[Toatomy, mis ee pemerns NIST CIIIA penrin opraHH30BaTs U
MPOBOJIMT KOHKYPC Ha KaHAWIaTOB Ha NOCTKBaHTOBbIE Kpunrorpaduueckue aaroputmbl NIST PQC. Pesynbrarom koH-
Kypca JI0OJDKHO CTaTh NMPUHATHE K CTaHJapTHU3AIMH KPUNTOrpapUIECKUX aJrOPUTMOB PA3HOTO THUIA — aCHMMETPUYHOE
mrppoBaHUe, MHKAICYISINS KI0YeH U 3JeKTPOHHAs MOJNUCH (KaK MHHAMYM 110 OJJHOMY JITOPUTMY C KaXXJIOTO TH-
na). K Hauary KoHKypca Ha mpolecc cTaHIapTH3aluK ObUIO NpeacTaBieHo 82 anroputMbl. Ha ocHOBe kpuTepueB Mu-
HUMAaIBHOH npuemiieMocTH, onpeaeneHHsx NIST, must 1-ro payrna 6buto paccMoTpero 69 anmropurmos. C y4eToM He-
CKOJIBKHX TTapaMeTpOB — 0€30MaCHOCTh, CTOMMOCTD, IIPOU3BOIUTEILHOCTD, XapAKTEPUCTUKHU pealu3alni 1 T.11., — 43 n
11 anropuT™MOB OBUIM MCKITIOYEHBI IIPH 3aBEPIICHUU 1-TO M 2-TO PayHIOB COOTBETCTBEHHO, a OCTaJbHbIE 15 airopuT-
MOB OBUIM COXpaHEHBI /Ui 3-T0 payHAa. AJITOPUTMBI, KOTOPBIE OCTAINUCH BO 2-M payHJe, MOKHO pa3[eNuTh Ha 5 pas-
JIMYHBIX KATETOPHii B 3aBUCUMOCTH OT MaTeMaTH4ecKoro 6asuca, Ha KOTOPOM OHU OCHOBBIBAIOTCS: HA OCHOBE M30TE€HHUI
AIUIMNTAYECKUX KPUBBIX, HA OCHOBE JIreOpanyecKuX pelieToK, Ha OCHOBE MaTeMaTHYeCKOro KoJa, Ha OCHOBE MHOI'0-
MEpHBIX Npeo0pa3oBaHuil U Ha OCHOBE Xell-(QyHKIHH. Be30IacHOCTh SIBIISIETCS OCHOBHBIM KPHTEPUEM OLICHKH, OIIpe-
JiesieT KOHKypeHnuio B koukypcee NIST, u, OHATHO, YTO pealu3alyy IporpaMMHOT0 00€CIeYeHUs] KaHIUIaTOB B OC-
HOBHOM COCpPEIOTOUYCeHbI Ha HeW. OIHaKo KpaliHe BaXKHO, YTOOBI arOpUTM MMel U 3P (QEeKTHBHYIO anmnapaTHyIo peanu-
3aIi0. A CBOEBPEMEHHOE BBIABICHHE amliapaTHOW Hed((EKTHBHOCTH MOMOXET CKOHICHTPUPOBATh YCHIIMS KPHIITO-
rpadudeckoro cooOmecTBa Ha Oojiee MEPCIeKTHBHBIX KaHAWAATaX, MOTEHINAIBLHO COKOHOMUB OOJBIIOE KOJIMYECTBO
BpPEMEHH, KOTOPOE MOXET OBITh IOTPaYeHO Ha KpunroaHaau3. B naHHO# paboTe paccMaTrpuBaroOTCs M CpPaBHHBAIOTCS
Mmexay coboit FPGA cemetictsa Xilinx. [IpuBoasTcs 1 cpaBHHBAIOTCS MeXay coOOH AaHHBIE 10 peann3alii KaHaua-
TOB 2-TO payH/a B Ipoliecce CTaHAapTU3alMu NocTKBaHTOBOW kpunrorpaduu NIST, opuentnpoBannsie Ha FPGA ce-
MmeiictBa Xilinx.

Kniouegvle cnosa: anmapatHoe obecrieueHne; dNeKTpoHHas noanuch; koukype NIST PQC; mocTkBaHTOBast KpHII-
torpadus; FPGA; Xilinx.

Tab6u. 12. bubnuorp.: 10 Ha3s.

UDC 004.056.55

Research and analysis of implementations of the NIST PQC competition second round candidates focused
on the Xilinx FPGA family / M.V. Yesina, B.S. Shahov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204.
P. 40 —58.

Today, the question of the stability of modern existing cryptographic mechanisms to quantum algorithms of crypt-
analysis in particular and quantum computers in general is quite acute. This issue is actively discussed at the interna-
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tional level. Therefore, to solve it, NIST USA has decided to organize and is currently holding a competition for candi-
dates for post-quantum cryptographic algorithms NIST PQC. The result of the competition should be the adoption of
various types of cryptographic algorithms for standardization, namely, asymmetric encryption, key encapsulation and
electronic signature (at least one algorithm of each type). 82 algorithms were submitted by the start of the competition
for the standardization process. Based on the minimum eligibility criteria defined by NIST, 69 algorithms were consid-
ered for the 1st round. Given several parameters, namely, security, cost, performance, implementation characteristics,
etc., 43 and 11 algorithms were excluded at the end of the 1st and 2nd rounds, respectively, and the other 15 algorithms
were left for participation in the 3rd round. The algorithms left in the 2nd round can be divided into 5 different catego-
ries depending on their mathematical basis: those based on the isogeny of elliptic curves, those based on algebraic lat-
tices, those based on mathematical code, those based on multivariate transformations and those based on hash functions.
Security is the main evaluation criterion that determines competition in the NIST competition, and it is clear that candi-
dates' software implementations are focused mainly on it. However, it is extremely important that the algorithm has an
effective hardware implementation. Timely identification of hardware inefficiencies will help focus the cryptographic
community efforts on more promising candidates, potentially saving a large amount of time that can be spent on crypta-
nalysis. This paper discusses and compares the FPGAs of Xilinx family. Data on the implementation of the candidates
of the 2nd round in the process of standardization of post-quantum cryptography NIST, which are focused on the FPGA
of the Xilinx family, are presented and compared.

Key words: hardware; electronic signature; NIST PQC competition; post-quantum cryptography; FPGA,; Xilinx.

12 tab. Ref: 10 items.

YK 003.026:004.056

AHAJi3 CKJAJHOCTI aTak HAa MyJbTHBapiaTUBHI KpuntorpagiyHi mepeTBOpeHHs 3 BHKOPHCTAHHSAM
ajaredpaiunoi crpykrypu noas / C.O. Kanoiii, I''A. Maneesa Il Paniotexnika : Beeykp. Miksia. Hayk.-TexH. 36. 2021.
Bum. 204. C. 59 — 65.

B ocraHHI pokH iHTepec 10 KPUITOCUCTEM, LIO IPYHTYIOThCSl Ha 0araTOBUMIipHUX KBaApaTUUHHUX HEPETBOPEHHIX
(MQ-nieperBopeHHsIX), 3HA4HO 3pic. B mepury depry ne nos’s3ano 3 koHkypcom NIST PQC [1] ta HeoOXigHicTIO Y
MPAaKTHYHAX CXEMax €JIEKTPOHHOTO MiINHCy, IO € CTIHKHUMH /10 aTak Ha KBAaHTOBHX KOMIT 1oTepax. He3Bakaroun Ha Te,
III0 CBITOBOIO CHUJILHOTOIO OyJia MPOBEJCHA BENIMKA poO0Ta 3 KpUITOAHAII3Y ITPEACTaBICHUX CXeM, 0araTto MUTaHb MOT-
pedyroTh momanemoro yrouneHHs. Crieriamictat NIST myske 00epexHO MiIXOISATh 10 MPOIecy CTaHAapTH3AMIi 1 3aKITH-
KalOTh KPHUIITOJIOTIB [4] y HAWOMImK4i TpH POKH MIPOBECTH BCECTOPOHHIM aHaii3 ¢iramictiB koHKypcy NIST PQC mepen
X cTaHAapTH3alli€lo.

OnnuM 3 ¢iHajicTiB € cxema enekTpoHHoro miamucy Rainbow [2]. Bona € y3zarampHenHsiM cxemu UOV
(Unbalanced Oil and Vinegar) [3]. HemogaBuo Ha inme y3arampHenns miei cxemu — LUOV (Lifted UOV) [5] Oyna
3HaiiieHa aTaka [6], 0 3a MOoTIHOMIaIbHHUI Yac 37]aTHA MIOBHICTIO BiTHOBUTH 3aKpUTHl KiTFou. OCOOMUBICTIO ITi€] aTaku
€ BUKOPHUCTAaHHS anreOpaiuHoi CTPYKTypH MoJis, Haj sSKkuM 3anaHe MQ-nepeTBopenHs. Llel HampsiMOK aTak 3’sSIBUBCS
HEIIOIABHO 1 I0CI HE 3p03yMIJIO YX MOKIIMBO BUKOPUCTOBYBATH CTPYKTYPY MMOJIs y cxemi Rainbow.

Meroro 11i€i poOOTH € cucTeMaTu3allis TeXHIK, 1[0 BHKOPHCTOBYIOTECS y aTakax 3 BUKOPHCTaHHSIM airedpaidHol
CTPYKTYpH TOJIst JUIs KpunitocucTeM Ha ocHOBI UOV Ta aHaii3 nepemkos Juis X y3aralbHeHHsS Ha cxemy Rainbow.

Kniouosi cnosa: ¥imacudHWUE Ta KBaHTOBUI KpHUITOAHANI3; MU(EpEHINHI aTaku Ha IMIAIONE; aHajli3 aTak;
MIOCTKBaHTOBHUH Tepiof.

Bibmiorp.: 8 Ha3B.

YK 003.026:004.056

AHaJIN3 CJIOKHOCTH aTaK Ha MYJbLTHBapHMaTHBHbIE KpUNTOrpaduyeckue npeodpa3oBaHus ¢ MCIOJIb30Ba-
HueM airedpanveckoii crpykrypsl nods / C.O. Kanouii, A.A. Mareesa /| Pagnorexuuka : Beeykp. MexBen. Hayd.-
TexH. ¢0. 2021. Bein. 204. C. 59 — 65.

B nocreaHue rojpl HHTEpEC K KPUITOCHCTEMaM, OCHOBAaHHBIM Ha MHOTOMEPHBIX KBaJIpaTHYHBIX PeoOpa3oBaHu-
ax (MQ-npeoOpa3zoBaHmAX), 3HAYUTETHHO BO3poc. B mepByro odepens 31o cBsazaHo ¢ koHKypcoMm NIST PQC [1] u He-
00XOIMMOCTBIO B MPAKTHYECKUX CXEMax AJIEKTPOHHOM IMOJIMCH, KOTOPBIE SIBISIFOTCS CTOWKMMH K arakaM Ha KBaHTO-
BBIX KOMIIbloTepax. HecMOTpst Ha TO, 4YTO MHPOBBIM COOOIIECTBOM ObLIa IIpoBeeHa OoJbIast padoTa Mo KpHIITOaHAI -
3y TPEeJICTaBIEHHBIX CXEM, MHOTHE BOIIPOCHI TPeOYIOT nanbHelero yrounenus. Crerpanuctsl NIST oueHp ocTopoik-
HO MOJXOJSIT K MPOIIECCY CTaHAAPTH3aLMK M IPU3BIBAIOT KPUITOJIOTOB [4] B Oivpkaiiniie 3 rojga nmpoBecTH BCECTOPOH-
HU a"Hanmm3 ¢uHanucroB KoHkypca NIST PQC nepen nx cranpapTusanuei.

OnuH 13 (UHAIUCTOB cxeMa 3JIeKTpOHHOH moamucu Rainbow [2]. Ona sBisiercst o6o6mennem cxemsl UOV
(Unbalanced Oil and Vinegar) [3]. HegaBHo Ha npyroe o6o6menue stoit cxembl — LUOV (Lifted UOV) [5] Obl1a Haii-
JleHa aTaka [6], KoTopas 3a MOJIMHOMHUAIBHOE BPeMs CIIOCOOHA TOTHOCTHIO BOCCTAHOBHTD 3aKPBITHIA KiTF04. OCOOEHHO-
CTBIO 3TOH aTaku SBIAETCS WCIOJIB30BAHUE anreOpamdecKod CTPYKTypsl MONA, HaX KOTOpeIM 3amaHo MQ-
nmpeoOpa3oBaHus. JTO HANpaBJICHUE aTaK MOSBIJIOCH HEAABHO M 0 CHX MOpP HE MOHATHO BO3MOXKHO JIM HCIIOJIb30BATh
CTPYKTYpY ToJs B cxeMe Rainbow.

Lenpto HAcTOSIIIEH pabOTHI SBIAETCA CHCTEMATH3ALUs TEXHHUK, UCIIOIb3YEMbIX B aTaKaX C MCIOIb30BAHUEM ajl-
reOpanyeckoil CTpyKTypsl Hourst it KpunrocucreM Ha ocHoBe UOV, u ananu3 mpensTcTBuil Juiss nx o0oOIeHnsT Ha
cxemy Rainbow.
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Knrouesvie cnosa: xnaccudeckuii ¥ KBaHTOBBIM KpHINTOAHAIN3; MU epeHITNaTbHbIC aTaKh Ha TIOIO0JIS; aHAIH3
aTak, IMIOCTKBAHTOBUH nepuon.

Bubmuorp.: 8 Ha3B.

UDC 003.026:004.056

Analysis of the complexity of attacks on multivariate cryptographic transformations using algebraic field
structure / S. Kandiy, G. Maleeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 59 — 65.

In recent years, interest in cryptosystems based on multidimensional quadratic transformations (MQ transfor-
mations) has grown significantly. This is primarily due to the NIST PQC competition [1] and the need for practical
electronic signature schemes that are resistant to attacks on quantum computers. Despite the fact that the world commu-
nity has done a lot of work on cryptanalysis of the presented schemes, many issues need further clarification. NIST spe-
cialists are very cautious about the standardization process and urge cryptologists [4] in the next 3 years to conduct a
comprehensive analysis of the finalists of the NIST PQC competition before their standardization.

One of the finalists is the Rainbow electronic signature scheme [2]. It is a generalization of the UOV (Unbalanced
Oil and Vinegar) scheme [3]. Recently, another generalization of this scheme — LUOV (Lifted UOV) [5] was found to
attack [6], which in polynomial time is able to recover completely the private key. The peculiarity of this attack is the
use of the algebraic structure of the field over which the MQ transformation is given. This line of attack has emerged
recently and it is still unclear whether it is possible to use the field structure in the Rainbow scheme.

The aim of this work is to systematize the techniques used in attacks using the algebraic field structure for UOV -
based cryptosystems and to analyze the obstacles for their generalization to the Rainbow scheme.

Key words: classical and quantum cryptanalysis; differential attacks on the underground; attack analysis;
postquantum period.

Ref: 8 items.

YK 621.391:519.2

Jesiki pe3yJbTaTn po3podKM cxeM KpUNTOrpadiuHux neperBopeHb 3 BUKOPUCTAHHAM HeadejeBUX rpyn /
€.B. Komyx, O.B. Cesepunos, A.B. Bracos, A.O. Tenuyvra, E. O. 3apyoua Il Pagiorexuika : Bceykp. MiXBiJI. Hayk.-
TexH. 30. 2021. Bum. 204. C. 66 — 72.

3 MOSIBOO MPAaKTUYHKX pe3yibTaTiB B peanizauil anroputmis lllopa i ['poBepa Ha KBAaHTOBUX KOMIT'IOTEpax peaii-
3alisl yCHiIIHOT aTakh Ha KJIACHYHI KPUITOCUCTEMH 3 BIAKPHUTUM KIIIOUEM CTae Jiesani peanbHot. CydacHi pe3ysibraTu
y BHUpIlIEHH] 3aBJaHHs MOOYJI0BH KBAaHTOBOTO KOMII'TOTEpa JAOCTATHBOI HOTYKHOCTI OOIPYHTOBYIOTh HEOOXIAHICTD 10
MeperiisiAy ICHYIOUHX ITiIX0/iB i BH3SHAYCHHS HAHOLTBIT epeKTHBHUX, 3 TOYKU 30py BHPIIICHHS 3aBJaHb IIOCTKBAHTOBOL
kpunrrorpadii. OTHIM 3 TaKUX MMEPCIEKTUBHUX MOCIIIHUIBKUX MPIOPUTETIB € ITOCIIHKCHHS KPUIITOCHCTEM Ha OCHOBI
HeabeeBHX TPYIL.

[IpobGmemu moryKy HOB'SI3aHOCTI, TOMIYKY WICHCTBA 1 1HIII BapiaHTH € CKJIAIHO BUPIIIyBaHI B Teopii HeaOeneBUX
TPYH 1 € OCHOBOIO ISl TOOYAOBH JOKa30BO OE3MEUHMX KPUITOCHCTEM 3 BIAKPUTHUM KiroueM. B poboti HamaHo orisin
HaO1IBII 4acTO 0OrOBOPIOBAHUX alITOPUTMIB 3 BAKOPUCTAHHAM HeaOelIeBUX TPYIL: TPYNU MaTpPUllb, TPYIH KiC, HaMiBII-
psimi 1o0yTKH 1 anredpaivni nactuku (AE). HaBeneno ananiz moOynoBu cxem mudpyBaHHs i qemudpyBaHHs, MeXaHi-
3MiB 00MiHY KifouaMu. barato HeaOeaeBHX MPOTOKOJIIB BCTAHOBICHHS KJIFOYIB HA OCHOBI TPYII MOB'SI3aHi 3 MPOTOKOJIOM
Hipdi — Xemnmana (DH). B poboTi npoaHasi3oBaHO BIaCTHBOCTI HeabeIeBUX IPYNOBHX CXeM MIM(PYBaHHS 3 BIJKPH-
TUM KIto4eM. Po3risaroTbest pisHi kpunrorpadiuHi IPUMITHBH, SIKI BUKOPHCTOBYIOTh HEKOMYTATHBHI TPYIH B SIKOCTI
OCHOBH JUISl TOCTKBAaHTOBHX CXEM.

Kniouosi crnosa: mocTkBaHTOBa KpUITOTpadist; HAMIBIPAMI JOOYTKH; TPYIIH MATPHI; TPYIH Kic; JoTapu(MidHi
MIAACH; anreOpaidHui TaCTHK.

Bi6umiorp.: 22 Hazs.

YK 621.391:519.2

Hexoropble pe3yiabTaThl pa3padoTKH cXeM KPUNTOrpaduyecKux Nnpeodpa3oBaHUil C HMCHOJIB30BaHHEM
HeabeneBbIx rpymn / E.B. Komyx, A.B. Ceséepunos, A.B. Bracos, A.A. Tenuykas, E. A. 3apyonas Il Paguorexuuka :
Bceykp. MmexBen. Hayd.-TexH. ¢0. 2021. Beim. 204. C. 66 — 72.

C nosiBJIeHHEM NPaKTUYEeCKUX Pe3yJbTaToB B peann3anuu anropurmos Illopa u ['poBepa Ha KBaHTOBBIX KOMIIbIO-
Tepax, peaju3alusl yCIelHONH aTakh Ha KJIACCUYECKHE KPHUIITOCHCTEMBI C OTKPBITHIM KIIFOYOM CTaHOBUTCS Bce Oolee
peasnbHol. COBpeMEHHbBIE pe3ybTaThl B PEIICHUHU 33/1a41 OCTPOEHHsI KBAHTOBOT'O KOMIIBIOTEpPA JOCTATOYHON MOIIHO-
CcTH 00OCHOBBIBAIOT HEOOXOAMMOCTh K MEPECMOTPY CYIIECTBYIOIMINX TMOAXOM0B U OINpeaeneHuo Hanbosee d3GheKTuB-
HBIX C TOYKH 3PEHMs PELICHUs 3a/1ad MMOCTKBAaHTOBOW Kpunrtorpadguu. OJHAM U3 TaKHX IEPCHEKTHBHBIX HCCIIE0Ba-
TEJILCKUX ITPUOPHUTETOB SBIISIETCS NCCIIEJOBAHUE KPUIITOCUCTEM Ha OCHOBE HeabeJeBbIX IPyIIIL.

[Ipobnemsbl MoKCKa CONPSKEHHOCTH, MOMCKA WICHCTBA W JIPyTHE BapHaHTHI SBISIFOTCS CIO0XKHO pEIlacMbIMHU B
TEOpHUU HEeaOeNIEBbIX IPYII U SBISIFOTCS OCHOBOH JUIS ITOCTPOCHHS JJOKa3yeMO 0€30IIacCHbIX KPUITOCUCTEM C OTKPBITHIM
kiro4oM. B pabote naercs 0630p Hambosee yacTto 00CYk1aeMbIX AITOPUTMOB C HUCIIOJIB30BAHHEM HEeaOEeBbIX IPYII:
IpYyIIBl MaTpHL, TPYIIIBI KOC, TOJYIpsMBbIe Mpou3BeneHust u anredpandeckue nactuku (AE). IlpuBoxntes ananms
MIOCTPOCHHS CXeM MH(poBaHUS W Acm(POBAHMS, MEXaHU3MOB OOMeHa KirouaMd. MHoTHe HeabelneBbl MPOTOKOJIBI
YCTaHOBIIEHUS KITIOYEH Ha OCHOBE IPYIII CBsA3aHbI ¢ ipoTokoioM Juddu — Xemmana (DH). B pabore ananmm3upyroTcs
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CBOHMCTBa HeabeNeBhIX IPYNIOBBIX CXEM HIU(PPOBAHUS C OTKPBITHIM KIIOYOM. PaccMaTpHBAIOTCS pa3IMIHbIE KPUIITO-
Fpa(i)I/I‘JCCKI/Ie IIPUMUTHUBBI, UCITOJIB3YIOIMHUEC HEKOMMYTATUBHBIC I'PYIINBI B KAYECCTBE OCHOBBI U1 ITIOCTKBAHTOBBIX CXCM.

Kniouesvie cnosa: mocTKBaHTOBasA KpUNTOTpadus; MOIYIPSIMbIC MPOM3BENCHH; TPYIITEI MaTPHIL, TPYIIIEI KOC;
JorapupMIdecKue MOAMUCH; anreOpandecKuii JIACTHK.

Bubmmorp.: 22 Ha3B.

UDC 621.391:519.2
Towards results of cryptographic transformations schemes development with application of nonabelian groups /
E.V. Kotukh, O.V. Severinov, A.V. Vlasov, A.O. Tenytska, E.O. Zarudna // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2021. Ne204. P. 66 — 72.

The implementation of a successful attack on classical public key cryptosystems becomes real with the advent of
practical results in the implementation of Shor's and Grover's algorithms on quantum computers. Modern results in
solving the problem of the powerful enough quantum computer construction substantiate the need to revise the existing
approaches and determine the most effective from the post-quantum cryptography point of view. One of these promis-
ing research priorities is the study of cryptosystems based on non-abelian groups.

The problems of conjugacy search, membership search, and others are difficult to solve in the theory of non-
abelian groups and can be considered as a basis for constructing provably secure public key cryptosystems. This paper
gives an overview of the most frequently discussed algorithms using non-abelian groups: matrix groups, braid groups,
semidirect products, and algebraic erasers (AE). The analysis of the construction of encryption and decryption schemes,
key establishment mechanisms is given. Many non-abelian group-based key establishment protocols are associated with
the Diffie — Hellman (DH) protocol. The paper analyzes the properties of non-abelian group public key encryption
schemes. Various cryptographic primitives are considered that using non-commutative groups as a basis for post-
quantum schemes.

Key words: post-quantum cryptography; semidirect products; matrix groups, braid groups; logarithmic signatures;
algebraic eraser.

Ref: 22 items.

PAIOTEXHIYHI TA TEJEKOMYHIKAIIMHI MEPEXKI TA CACTEMH
PAJNOTEXHUYECKHUE U TEJJEKOMMYHUKALIMOHHBIE CETU U CUCTEMBbI
RADIO AND TELECOMMUNICATION NETWORKS AND SYSTEMS

YK 621.3.006.357

Metoa onTumizamii po3nogiy 4acTOTHOTO pecypcy 3 NMOBTOPHUM BHKOPHCTAHHSIM 4YacTOT ISl CHCTEM
koruiruBHoro pagio / f0.10. Korsoenxo, O.B. Konsoenxo, b.I1. Myasap [/ Pagiorexuika : Bceykp. MiXBif. HayK.-TE€XH.
36. 2021. Bum. 204. C. 73 - 79.

Konuenmiss KOTHITUBHOTO pajiio Moke OyTH OXapakTepH30BaHA SK Paiio 3 BUBYCHHSIM MOXIIMBOCTEH, TOOTO SK
pamio, ke B 3MO031 OTpUMATH 3HAHHS PO PaIioCepeIOBUIIIE | KOPUTYBATH CBOT €KCILTyaTalliifHi ITapaMeTpH i IIPOTOKO-
JIM BiAITOBiTHO.

Ha erami ¢yHKIiOHYBaHHS MepeKi KOTHITHBHOTO Pajio MPHU PO3MOIiNIi YaCTOTHOTO PEecypcy Mik aOOHEHTCHKHMHU
CTaHIISIMU aKTYaJIbHOIO € 3aj[ada MiHiMi3alii cMyra 4acToT. B yMoBax MOCTiifHO 3pOCTal040ro MOMHUTY HA CMYTH dac-
TOT TIOCTAaHOBKAa TAaKOTO 3aBJaHHA OOYMOBJEHa HEOOXIIHICTIO MiJABHIIEHHS €()EeKTHBHOIO BUKOPHCTaHHS
panioyacTOTHOTO CIIEKTPY i3 3aCTOCYBaHHIM METO/IIB IOBTOPHOTO BUKOPHCTAHHS YacTOT.

B poGori 3anpornoHoBaHuii MeTo] 3abe3nedeHHs: OBTOPHOIO BUKOPHCTAHHS 4acTOT, 3aCHOBAHMI Ha OTpUMaHHI
OIIIHOK B3a€MHUX BiJIICTaHEH MiX aOOHEHTCHKHMH CTAHIIISIMH B pealbHOMY MacmTali gacy. 3arponoHOBAHO ATOPUTM
PO3B'sI3aHHA 337a4i ONTHMI3allii pO3NOIiTy YaCTOTHOTO PECypCy ISl MepeKi KOTHITHBHOTO Pajio 3 TOBTOPHUM BHKO-
PHUCTaHHSIM YacTOT. B OCHOBI aJrOpHUTMY JIEKHUTHh METOJ JIOKAIBHOT ONTHUMI3aIii — OAWH 3 HAOJIMKEHUX METOMIB JIHC-
KpPETHOTO IpOorpaMyBaHHi. B naHOMy BUNaaKy yMOBOIO JIOKJIBHOI ONTHMAJIBHOCTI € Te, IO po0OYa 4acToTa, siKa
MIPUCBOIOETHCS YeProBiii a0OHEHTCHKIN CTaHIil, MOBUHHA OyTH HaWOIMKYOIO0 10 MTPUCBOEHOI Ha MONEPETHHOMY KPOI
YacTOTi.

3a J101OMOTroI0 IMITAIIHHOTO MOJICITIOBaHHS POBEAEHO aHalli3 e()eKTHUBHOCTI aJITOPUTMY ONTHMI3alii po3noiny
4acTOTHOro pecypcy it Mepexi LTE. OTpumaHo 3aleKHOCTI IMPUHHM CMYTH YacTOT BiJ KUIBKOCTI aOOHEHTCHKUX
CTaHIIiH, 110 00CITyrOBYIOThCSI. AHaII3 IT0Ka3aB, 10 BUKOPUCTAHHS JJAHOTO aJITOPUTMY JIO3BOJISIE B 2 — 3 pa3u CKOPOTH-
TH CMYTY 4acTOT. TakoX aHaji3 MOKa3aB, 10 3 POCTOM 4Yuciia aDOHEHTCHKHUX CTAHIIH, SKi OAHOYACHO OOCITyTrOBYIOTHCH,
e(EeKTHBHICT AJITOPUTMY IiIBUIIYETHCS.

Knrouosi cnoga: po3nofia 4aCTOTHOTO PECypCy; Mepeka KOTHITHBHOTO pajiio; HOBTOPHE BUKOPHCTAHHS YacTOT.

In. 7. Bi6miorp.: 9 Ha3B.

Y]K 621.3.006.357

MeToa onTHMH3ALMH pacnpenejieHHs] YaCTOTHOIO pecypca ¢ MOBTOPHBLIM HCHOJb30BAHHEM YacTOT s
cucremM KOrHuTUBHOTO paauo / fO.FO. Konsoenxo, A.B. Konsioenxo, b.I1. Mynsp Il Paguorexuuxa : Beeykp. Mexsen.
Hayd.-TexH. ¢0. 2021. Bei. 204. C. 73 -79.
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KoHrnemnuss KOTHUTUBHOTO Pagyuo MOXET OBITh OXapaKTeph30BaHa KaK pPajdo ¢ M3y4eHHEM BO3MOXKHOCTEH, TO
€CTh KaK paauo, KOTOPOE B COCTOSIHHUH IIOJIYYHUTH 3HAHHUA O PALHOCPENE M KOPPEKTUPOBATH CBOM DKCIUIyaTallMOHHBIE
TmapaMeTpsl U IPOTOKOJIBI COOTBETCTBEHHO.

Ha srane ¢pyHKUINOHNPOBaHUS CETH KOTHUTHBHOTO PaIHoO MPH pacHpepe]eHUH YaCTOTHOTO pecypca Mexay abo-
HEHTCKUMHU CTaHOHUSAMU aKTyaJlbHa 3aJa4a MUHUMHU3AOUHN ITOJIOCHI 9aCTOT. B YCIOBHUAX MMOCTOAHHO PacTyLIEro Crpoca
Ha TI0JIOCHI YacTOT ITOCTAHOBKA TAKOH 3aJadn 00YCIIOBJIEHA HEOOXOIMMOCTEIO MOBHIIECHHUS 3()(HEKTHUBHOTO HCIIONB30-
BaHUA paJUOYaCTOTHOI'O CIICKTpa C IPUMCHCHUEM METOAOB IMTOBTOPHOI'O MCIIOJIB30BAHUA YaCTOT.

B pa60Te MPCAJIOKEH METOJ obecrieueHus IMMOBTOPHOI'0 HMCHOJIB30BaHUA 4YaCTOT, OCHOBAHHBINA Ha NOJIYUCHUU
OLICHOK B3aMMHBIX paCCTOHHI/Iﬁ MCKIAY a0OHEHTCKUMU CTaHLMAMU B p€ajibHOM Macirabe BpPEMCHH. HpezmomeH aJiro-
PUTM PEHICHUA 3aJlavd ONTUMU3AIUU PACIIPCACICHUSA YaCTOTHOTO pecypca il CETU KOTHUTUBHOI'O paJguo C IMOBTOP-
HBIM HCIIOJIb30BaHHMEM 4acTOT. B ocHOBe aJIropuTMa JICXKUT METOL JIOKAJbHOM OInTUMHU3allU — OJHUH U3 HpI/I6J'II/I)KeH—
HbIX METOJ0B JUCKPETHOTO NPOrpaMMHUPOBaHUA. B JaHHOM cCJiy4dac yCIIOBHUEM JIOKaJbHOM ONTUMAJILHOCTH SIBJISICTCS TO,
4yT0 paboyvas 4acToTa, MpUCBaUBacMas OYepeAHON aOOHEHTCKOHM CTaHIWM, JOJDKHA OBITH ONIDKaiieil K MpHCBOCHHOM
Ha IPEABIAYIIEM IIare 9acToTe.

C moMomIpi0 UMUTAIMOHHOTO MOZAETMPOBAHNUS MPOBEACH aHANH3 YPPEKTHBHOCTH aJTOPUTMAa ONTHMH3ALNHN Pac-
MpPEACICHNUA YaCTOTHOI'O peCcypca IJId CCTU LTE. HOJ‘Iy‘IeHH 3aBUCUMOCTHU HIMPUHBI ITOJOCHI HACTOT OT KOJHUYICCTBA 00-
CIIY’KUBACMbIX aOOHEHTCKUX CTaHI.[PIﬁ. Anamms IOKasaJl, 4TO HUCIIOJIb30BAHHUC NAHHOI'O aJIrOPUTMaA IMO3BOJACT B 2-3
pa3a COKpATUTh NOJIOCY YaCTOT. Taxoke aHanmm3 IoKasaJji, 4To ¢ pOCTOM 4YHuCJjIa a0OHEHTCKUX CTaHL[HfI, KOTOPbIC OJHOB-
PEMEHHO 00CITYKUBAIOTCS, 3((HEKTUBHOCTH aJITOPUTMA TIOBBIIIACTCS.

Kniouesvie cnosa: pacnpeaciCcHue 4YaCTOTHOTO peCypca; CETb KOTHUTUBHOI'O paanoO, MOBTOPHOE HCIIOJIb30BAHUEC
4acCToT.

Wn. 7. bubauorp.: 9 Hazs.

UDC 621.3.006.357

Method for optimization of frequency resource allocation with frequency reuse for cognitive radio systems /
Yu.Yu. Kolyadenko, O.B. Kolyadenko, B.P. Mulyar [l Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204.
P.73-79.

The concept of cognitive radio can be described as a radio with the study of capabilities, i.e. as a radio that is able
to gain knowledge about the radio environment and adjust its operating parameters and protocols accordingly.

The task of minimizing the frequency band is relevant at the stage of the cognitive radio network functioning
when distributing the frequency resource between subscriber stations. With the ever-growing demand for frequency
bands, this challenge is driven by the need to improve the efficient use of the radio frequency spectrum through
frequency reuse methods.

This paper proposes a method for ensuring the reuse of frequencies based on obtaining estimates of mutual dis-
tances between subscriber stations in real time. An algorithm is proposed for solving the problem of frequency resource
allocation optimization for a cognitive radio network with frequency reuse. The algorithm is based on the method of
local optimization, one of the approximate methods of discrete programming. In this case, the condition of local opti-
mality is that the operating frequency assigned to the next subscriber station must be the closest to the frequency as-
signed in the previous step.

The efficiency of the frequency resource optimization algorithm for the LTE network was analyzed using simula-
tion modeling. The dependences of the bandwidth on the number of subscriber stations served are obtained. The analy-
sis showed that the use of this algorithm allows to reduce the frequency band by 2 -3 times. The analysis also showed
that the efficiency of the algorithm increases with the growth of the number of subscriber stations served simultane-
ously.

Key words: frequency resource allocation; cognitive radio network; frequency reuse.

7 fig. Ref: 9 items.

VJIK 355.457.2:358.11.6 (043.3)

ApxiTekTypa CciThOBOI 0a3M 3HaHb CKJAQJAHOI CHCTeMH BOEHHOro mnpusHadyeHHs / M.O. Epmowun,
A.A Hobepecnuii, O.C. Ononpienko, M.I1. Illypuea Il Pagiotexnika : Beeykp. MixkBin. Hayk.-TexH. 36. 2021. Bun. 204.
C. 80-92.

PosrisinaeTsest apxiTekTypa ciThoBOI 0a3u 3HaHb Ta OpraHizalliifHa CTPYKTypa CKJIQJHOT CHCTEMH BOEHHOTO IPH3-
HauyeHHs, 010 OyJIyeThCS MPH CTBOPEHHI YrpyNnoBaHHS BiicbK (CHII) Ta MiATPUMAaHHI HOTO Yy CTaHi, KOJIM BOHO 3]aTHE
BUPINIyBaTH ITOKJIAAEHI Ha HHOTO 3aB/aHHs. Lle Bumarae ramOOKoro po3poOieHHs MUTaHb He TUIBKU CY4acHOI TAKTHKH
IIOZI0 MiATOTOBKM Ta BEACHHS OOWOBHX [IiH, a ¥ mIe OLTBII CKIaJHUX MUTAaHb HAYKOBOTO OOIPYHTYBAHHS apXiTEKTypH
CiThOBOI 0a3u 3HAaHb Ta CTPYKTYpPHU CKJIAJHOI CHCTEMH BOEHHOTO NPHU3HAYEHHS 3 CIThOBOIO 0a3010 3HaHb. BHYTpilIHIO
ysBY 3HaHb y 0a3i 3HaHb ((HopMaTbHUN IPOTPaMHO-JIOTIYHUH 3MiCT) JAOIITBHO PEATi30BYBATH Y BUTJIAII MaTPHII CyMi-
JKHOCTI, 110 BiJioOpakae BiTHOIIEHHS Ta B3a€EMO3B 30K MiX ITUIbOBUMHU yCTaHOBaMH; MIOYATKOBHMH YMOBaMH; PECYp-
caMU yTpyINOBaHHS BIMCHK (4aCOBUMHM, MaTepialbHUMH, OOMOBUMH Ta KiJbKICHOTO CKJaay), iX BUTpaTaMH Ta IMOTIOB-
HEHHSM; TIPaBUJI BUTPATH PECYPCIiB i BUOOPY KPHUTEPIiB iX pos3mominy. Y 06a3i 3HaHb 3IHCHIOETHCS CHUHTE3 MaTeMaTHd-
HOT CITBOBOI MOJIeIi BUPOOJICHHS PillieHb, 0 3a0e3meuye 3MiHy (KOPEKIIil0) CTPYKTYPH IUIBOBUX YCTAHOBOK U I1O-
NOBHEHH1 0a3u 3HaHb. 3a/adi, 0 PO3B’I3YIOThCs y 0a3i 3HaHb, Taki: BUIUICHHS BEPIIMH 1 BITHOIICHD IIPU HOIOBHEHHI
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KaTaJoriB; BHECEHHS 3MiHM J0 MAaTPHUIli CYMDKHOCTI Yy BiIITOBITHOCTI 10 BHABJIEHUX a00 3MiHEHUX BiJHOIIEHb MiX ITi-
JILOBUMH yCTaHOBKaMHU. HeoOXiTHUM €JIEMEHTOM CHHTE3y MaTeMaTHYHOI CiThOBOI MOJIEi BUPOOJICHHS PIllICHb MO0
MATOTOBKHU Ta BEJCHHA O0HOBUX il € TOOYIOBa CTPYKTYPH IITBOBUX YCTAHOBOK CHCTEMH U KOHKPETHOI CHUTYAIIii.
OcoOMUBICTIO KOHTPOIIO KOPEKTHOCTI 3HaHb, IO HAJaHi y BUTIISAAI IUTHOBHX YCTAHOBOK, € HEOOXiIHICTH CYyMiCHOTO
aHaJizy BCi€l CYKyITHOCTI IIITBOBMX YCTAHOBOK i MOYAaTKOBHX YMOB Y IX B3a€MO3B’s3Ky. s IbOTO 3IiHCHIOETHCS
00’eTHAHHS MaTPUIIl BiTHOMICHD [ITFOBUX YCTAHOBOK 1 MAaTPHIIi BiTHOIIEHs IOYaTKOBUX YMOB. KOHTpPOIIE KOPEKTHOCTI
0a3n 3HaHb 3IIHCHIOETHCS IIPU MOIIOBHEHHI 0a3W 3HaHb, BiH BKIIOYAE: BUSBICHHS NMPOTHPIY B CTPYKTYpi LIJBOBHX
YCTaHOBOK IIPH BHECEHHI 3MiH B II0 CTPYKTYpY; MOUIYK Ta BUSBIECHHS IPOTHPIU rpady ceMaHTHYHOT MEpexi 3rifHo
HasiBHUM pecypcaM i 4acy; NmepeBipKy MOBHOTH rpady MaTeMaTHYHOi CITbOBOI MOAEINI; BUAAUy BHSBICHUX HNPOTHUPIY
eKCIepTy Ta ix ycyHeHHs. [IpakTWaHHMI MiAXiA MO0 MOOYIOBU apXiTEKTypH CiThOBOI 0a3u 3HAaHb Ta OpraHi3amiiHOL
CTPYKTYypHU CKJ'IaZ[HOI CUCTEMU BOEHHOTO MPU3HAYCHHA MOXKE 6YTI/I peaﬂiBOBaHI/Iﬁ Hijl gac OGprHTyBaHHH KOMITOHEHTIB
Ta €JIEMEHTIB CUCTEMH IIPU CTBOPEHHI yrpyInoBaHHs BIHCHK (CHI).

Kniouosi crosa: cTpykrypa cuCTeMH BOEHHOTO IIPU3HAYEHHS; CiThOBA 0a3a 3HAHB.

1. 3. Bibmiorp.: 12 Ha3s.

VK 355.457.2:358.11.6 (043.3)

ApxuTeKkTypa ceTeBoil 0a3bl 3HAHMI CJI0KHOH CHCTeMbl BOEGHHOr0 HasHauenuss / M.A. Epmowun,
A.A Hobepescuwiti, A.C. Ononpuenxo, M.II. [llypviea Il Pagnorexuuka : Bceykp. mexsen. Hayd.-TexH. ¢6. 2021.
Bem. 204. C. 80 —92.

PaccmarpuBaetcsi apXuTekTypa ceTeBol 0a3bl 3HAHMI M OpPraHMW3alMOHHAs CTPYKTypa CI0KHOH CHCTEMBbl BOCH-
HOTO Ha3HAUEHUs, KOTOpasi CTPOUTCS NPH CO3IaHUU TPYIIHUPOBKH BOKUCK (CHII) U MOAIEP KaHUU €€ B COCTOSHUH, KOT/ia
OHa CIOCOOHA peliaTh BOJIOKEHHBIC HA Hee 3a7a4d. DTo TpeOyeT riryOoKol MpopabOTKU BOIPOCOB HE TOJIBKO COBpeE-
MEHHOM TaKTUKH OTHOCHUTEIIHHO IIOATOTOBKH U BCIACHUS 00€EBBIX ﬂGﬁCTBI/Iﬁ, HO U 60.]'[66 CJIOKHBIX BOIIPOCOB HAYYHOT'O
000CHOBaHHMSI apXUTEKTYPHI CETeBOIl 0a3bl 3HAHMH U CTPYKTYPHI CIOHOW CHCTEMbl BOGHHOTO Ha3HAuUCHHUsSI C CETEBOU
0a3oit 3HaHWI. BHyTpeHHee mpeacTaBIeHNe 3HaHUI B 0a3e 3HaHWH ((hopMalbHOE MPOTPAMMHO-JIOTHYECKOE COAepKa-
HI/Ie) uenec006pa3H0 PCain30BbIBATL B BUAC MAaTpHULbl CMEKHOCTHU, KOTOpasi 0T06pa>1<aeT OTHOILICHHUA U B3aMMOCBA3b
MCKAY LCJICBbIMU YCTAHOBKAMHU; HaYaJIbHBIMHU YCJIOBUAMH, peCypCaMu I'pYNIIHPOBKU BOMCK (BpeMeHHLIMI/I, MaTepu-
AJIbHBIMH, 0O0EBBIMH U KOJIMYECTBEHHOTO COCTaBa), HX 3aTpaTaMU U NOMOJHCHUEM; IIPABUJIAMHU paCXO0J0BaHUA pECypCoOB
u BLI60pa KPUTCPUCB UX PACTIPCACICHUSA. B 0ase 3nanwmii OCYHICCTBJIACTCA CUHTE3 MaTeMaTHYEeCKOH CEeTEBOM MOJICIN
BEIPAOOTKH peIIeHui, KoTopas o0ecrieunBaeT U3MEHEHHE (KOPPEKIINI0) CTPYKTYPHI LIEIEeBBIX YCTAHOBOK IIPH ITOTIOJTHE-
HuM 0a3pl 3HaHMUH. 3a7aun, pemaemble B 6a3e 3HAHUI: BBIJCJIICHHE BEPIINH U OTHOIICHUH IPH MOTOJIHEHUH KaTaJoroB;
BHECEHHE MU3MEHEHUH B MaTpuny CMEKHOCTU B COOTBETCTBHU C BBIABJICHHBIMU WU U3MCHCHHBIMU OTHOLICHUAMU MEC-
KOy HEJIEBbIMU YCTaHOBKaMM. HeO6XOI[I/IMBIM 3JIEMEHTOM CHHTE3a MaTeMaTHYECKON CETEBOM MOJCIIN BI)Ipa60TKI/I pe-
IICHUH M0 TOJATOTOBKE U BEJICHHIO OOEBBIX NCHCTBUI ABISAETCA MOCTPOCHUE CTPYKTYPHI LEJIEBBIX YCTAHOBOK CHCTEMBI
JUIA KOHKpEeTHOH cutyarun. OcoOeHHOCThIO KOHTPOIIS KOPPEKTHOCTH 3HAHUH, IIPEACTaBICHHBIX B BUJE LIEIEBBIX yCTa-
HOBOK, €CTb HCO6XO}II/IMOCTB COBMECTHOTO aHajn3a BCeH COBOKYIMHOCTHU LEJIEBBIX YCTAHOBOK W HaYaJIbHBIX yCJ'IOBI/Iﬁ B
HUX B3aUMOCBA3U. Z[J'IS[ OTOT'0 OCYHICCTBIIACTCA 06L€ZLI/IHGHI/IG MaTpulbl OTHOIICHUH HCJICBBIX YCTAHOBOK U MATPUIIBI OT-
HOIIICHUH HadaJIbHBIX yCHOBHﬁ. KOHTpOJ'IL KOPPEKTHOCTHU 0a3el 3HAHUU OCYHIECTBIIACTCA IIPHU HOMOJHCHUU 0a3bl 3Ha-
HPII7[, OH BK/JIKOYACT: BBIABJICHHC HpOTI/IBOpe'II/Iﬁ B CTPYKTYpC LECJICBbIX YCTAHOBOK IPU BHECCHUU W3MCHEHUHA B oTy
CTPYKTYpY; ITOUCK U 0OHapyKeHHE MPOTHBOPEYHH B Tpade CEMAHTUIECKON CETH COTIACHO PacIoilaraeMbIM pecypcam
U BPpEMCHU; MPOBCPKY MOJTHOTHI rpa(ba MaTeMaTHYECKOH CEeTEBOM MOJACIHN; BblAa4y BBISIBJICHHBIX l'IpOTI/IBOpG‘H/IfI JKC-
MEePTy U UX ycTpaHeHue. [[pakTH9ecKnit I0X0T OTHOCHTEIIFHO ITOCTPOSHHS apXUTEKTYPHI CETeBOM 0a3bl 3HAHUHN U Op-
TaHU3AIMOHHON CTPYKTYPHI CIOXKHOW CUCTEMBI BOGHHOTO HA3HAYEHHSI MOXKET OBITh Pealn30BaH BO BpeMsi 000CHOBaHHUS
KOMITOHEHTOB M 3JIEMEHTOB CUCTEMBI TIPH CO3JAHUH TPYIIITUPOBKH BOKUCK (CHIT).

Knwouesvie crnosa: CTPYKTYypa CUCTEMBI BOCHHOT'O HA3HAYCHUA; CCTCBAA 0asa 3HaHHI.

Wn. 3. bubnworp.: 12 Hass.

UDC 355.457.2:358.11.6 (043.3)

Architecture of network knowledge base of a complex military system / M. Yermoshyn, A. Poberezhnyi,
O. Onopriyenko, M. Shuryha // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 80 — 92.

The article examines the architecture of a networked knowledge base and the organizational structure of a com-
plex military-purpose system, which is built when a group of troops (forces) is created and kept in a state where it is
capable of solving the tasks assigned to it. This requires a deep study of issues not only of modern tactics regarding the
preparation and conduct of hostilities, but also more complex issues of scientific substantiation of the architecture of a
networked knowledge base and the structure of a complex military system with a networked knowledge base. The in-
ternal representation of knowledge in the knowledge base (formal programmatic and logical content) is advisable to im-
plement in the form of an adjacency matrix, which displays the relationship and relationship between target settings;
initial conditions; the resources of the grouping of troops (temporary, material, combat and quantitative composition),
their costs and replenishment; rules for the use of resources and the choice of criteria for their distribution. The
knowledge base synthesizes a mathematical network model for making decisions, which provides a change (correction)
of the structure of target attitudes when replenishing the knowledge base. Tasks solved in the knowledge base: selection
of vertices and relations when replenishing catalogs; making changes to the adjacency matrix in accordance with the
identified or changed relationships between targets. A necessary element of the synthesis of a mathematical network
model for making decisions on the preparation and conduct of hostilities is the construction of the structure of the target
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systems of the system for a specific situation. A feature of controlling the correctness of knowledge presented in the
form of target attitudes is the need for a joint analysis of the entire set of target attitudes and initial conditions in their
relationship. For this, the matrix of the relations of target attitudes and the matrix of the relations of initial conditions
are combined. The control of the correctness of the knowledge base is carried out when replenishing the knowledge
base, it includes: identification of contradictions in the structure of target attitudes when making changes to this struc-
ture; search and detection of contradictions in the graph of the semantic network according to available resources and
time; checking the completeness of the graph of the mathematical network model; issuance of revealed contradictions to
an expert and their elimination. A practical approach to building the architecture of a networked knowledge base and
the organizational structure of a complex military system can be implemented during the substantiation of the compo-
nents and elements of the system when creating a grouping of troops (forces).

Key words: structure of the military system; network knowledge base.

3 fig. Ref: 12 items.

YK 621.396

Ipo edexr Jdonnepa B pagioaokauii / O.B. Pazanyes, C.B. Mapuenxo, M.B. Kyaux I/ Pamiorexuika : Beeykp.
MDKBiZ. HayK.-TexH. 30. 2021, Bun. 204. C. 93 — 98.

AHaI3yI0ThCS MOXJIIMBOCTI OJHOYACHOTO BUKOPHCTAHHS MO3/0BXHBOIO 1 moriepeyHoro edekris Jloriepa, a ta-
KO>X OTPHIMAaHO BHPA3H BiAIOBITHUX YacTOT OMTTS Mi’K BUIIPOMIHIOBAHUM 1 IPHHHATHAM CHTHAIAMHU.

Sk mpaBUIIO, B CyYaCHUX PaIiOTEXHIYHUX CHCTEMaX BUKOPHUCTOBYEThCS TILNBKH MO3M0BXKHIN epekT Jormepa, 1o
ITO3BOJISIE BU3HAYHTH pafialibHy CKIaIOBY IIBUAKOCTI pyXy o0'ektra. KpiM Toro, iCHYIOTH CHTyamii, A SKUX B3araii
HEMOJJIMBO BU3HAYMTH LIBUJKICTh 00'€KkTa 6€3 ypaxyBaHHs mnonepeunoro edekry Jlomiepa.

B poboti npoBeneHO aHami3 MPUHIMIOBUX MOXKIMBOCTEH BJOCKOHANICHHS (DYHKI[IOHYBaHHS pajiofOKalliiHUX
CTaHIiH, OJJHOYAaCHO BUKOPHCTOBYIOThCS 00uaBa Tumu edekTiB Jlomepa — mo3poBxKHINA i NONEpeyHHi, 10 J03BOJISIE
BU3HAYHUTH MOBHY HMIBUAKICTH 00'€KTA, IO CIIOCTEPIracThCst B OyIb-SIKMX CUTYaLisX.

[IpoanasizoBaHo MO3M0BXKHIH 1 monepeunuii edekru Jloriepa s BUAAKY PyXOMOTo 00'€KTa, 110 BUIIPOMIHIOE,
Ta OTPUMAHO BHPA3H VISl JOIUIEPIBCHKOTO 3CYBY, @ TAKOK BU3HAUEHO BUPA3W 4acTOTU OUTTS B pa3i aKTUBHOI pajiolo-
KaniiHoi craHuii 1t 060x BuAiB edextiB Jorepa, 1m0 J03BOIAIOTH OTPUMATH BEJIMYUHY HIBUAKOCTI 00'€KTa B OyIb-
SIKFX CHTYaIlisiX.

3anpornoHOBaHO BapiaHTH BU3HAYCHHS MOBHOT IIBUIKOCTI PyXOMOT0 00'€KTY 3 ypaxyBaHHSIM BH3HAUEHHS ii paji-
aNBbHOT 1 TAaHTeHINIaIbHOT KOMIIOHEHT. PO3IIIIHYTO ieani3oBaHi CUTYyaIlil, B IKHX TPOSBISETHCS TUTBKHA OIUH 3 €(EKTiB
Homnnepa.

Kniouosi crnosa: monepeunuii Ta moB3moBIIHIN edexTn Jomuepa; MBHIKICT 00°€KTa; pamiolloKaliifHa CTaHIIS;
cucTeMa BiIIKY.

L. 5. Bibmiorp.: 5 Ha3s.

YK 621.396

00 >(dpdexre Tomuepa B paguonoxkamuu /| O.B. Paszanyes, C.B. Mapuenxo, M.B. Kyaux /| Pagnorexuuka :
Bceeykp. mexBen. Hayd.-TexH. ¢0. 2021. Beim. 204. C. 93 — 98.

AHanM3MpYIOTCS BO3MOXXHOCTH OJIHOBPEMEHHOI'O MCIIOJIb30BaHUS MIPOIOJBHOTO U HonepeyHoro adgdexros don-
Jiepa, a TakXKe MOJTyUeHbl BHIPAXKEHHsI COOTBETCTBYIOIINX YaCTOT OMEHUI MEXAY M3JIydaeMbIM U MPUHUMAEMbIM CHIHA-
JIaMHU.

Kak mpaBuiio, B COBPEMEHHBIX PaJIHOTEXHUYECKUX CHCTEMaX UCIOJIB3YETCs TOJIbKO Npo10ibHbIN dddext Jorte-
pa, MO3BOJISIOIIUIA ONPEISTUTh PAIHATBHYIO0 COCTABISIFOIYI0 CKOPOCTH JIBIDKeHHUS 00bekTa. Kpome Toro, cyiiecTByoT
CUTYaIUH, JUI KOTOPHIX BOOOIE HEBO3MOXKHO OIIPEJEINTh CKOPOCTh 00bekTa 0e3 yuera nonepednoro addexra Jon-
nepa.

[IpoBeneH aHann3 NPUHIMITHAIBHBIX BO3MOXKHOCTEW COBEPILECHCTBOBAHMS (DYHKIIMOHHUPOBAHHS PaJANOIOKAIIMOH-
HBIX CTaHIMH, OJHOBPEMEHHO MCIOJB3YIONMX 00a Tuma 3¢ dekroB Jlomiepa — NMpoaoIbHBIA U TIOMEPEYHbIH, YTO MO-
3BOJISIET OMPEICINUTD MOJHYI0 CKOPOCTh HaOJII01aeMOro 00bEKTa B JIIOOBIX CUTYAIHsX.

ABTOpamMH TMpOaHaIM3UPOBAHbI MPOAOJbHBIA W momnepeuHblit 3d ekt Jlomiepa s ciiydas IBHXKYLIErocCs
M3JTy4Yaronero 00beKTa, MOoIyYeHbl BRIPAKEHUS [UIsl AOIJIEPOBCKOTO CIBHUTa, @ TAKKE OMPEAEICHbI BhIPAKEHHS 4aCTOTHI
OWeHMid B Cllydyae aKTUBHOW PaJHMOJIOKAIIMOHHOW CTaHIMM s obomx BHIOB 3¢dekToB Jlomepa, MO3BOJIIONINE
MOJIYYUTh BEIMYUHY CKOPOCTH OOBEKTA B JIFOOBIX CUTyaLUsIX.

[IpensnoxeHsl BapHaHTHI ONPEICNICHNS TIOJIHOH CKOPOCTH JABIKYILETrocs 00bEKTa C YUETOM ONPE/ICIICHHS €€ Paau-
aJIbHOM M TaHTE€HIMAILHON KOMIOHEHT. PaccMOTpeHb! ueann3upoBaHHble CUTYAIMH, B KOTOPBIX MPOSBISETCS TOIBKO
onuH u3 3¢ dexroB Jlomrepa.

Kniouegvie crosa: nonepednslii 1 npoaosibHbIA 3¢ dexTs! Joruepa; ckopocTh 00beKTa; PaaMOIOKAIIOHAs CTaH-
LIS, CHCTEMa OTCYeTa.

Wn. 5. bubnuorp.: 5 Ha3B.
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UDC 621.396

On the Doppler effect in radar / O.V. Ryazantsev, S.V. Marchenko, M.V. Kulik // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne204. P. 93 — 98.

The possibilities of simultaneous use of the longitudinal and transverse Doppler effects have been analyzed, and
expressions have been derived for the corresponding beat frequencies between the emitted and received signals.

As a rule, only the longitudinal Doppler effect is used in modern radio engineering systems, which makes it possi-
ble to determine the radial component of the object's speed. In addition, there are situations for which it is generally im-
possible to determine the speed of an object without taking into account the transverse Doppler effect.

The authors analyze the fundamental possibilities of improving the functioning of radar stations that simultane-
ously use both types of Doppler effects — longitudinal and transverse ones — making it possible to determine the total
speed of the observed object in any situations.

The authors have analyzed the longitudinal and transverse Doppler effects for the case of a moving emitting ob-
ject, derived expressions for the Doppler shift and expressions for the beat frequency in the case of an active radar sta-
tion for both types of Doppler effects, which make it possible to obtain the value of the object's speed in any situations.

Variants of determining the total speed of a moving object have been proposed, accounting the determination of
its radial and tangential components. Idealized situations in which only one of the Doppler effects appeared have been
considered.

Key words: the longitudinal and transverse Doppler effects; object speed; radar station; reference system

5 fig. Ref: 5 items.

YK 621.391.5: 004.056.53

MinciyxosyBanusn NFC-3B’si3ky Ha yacrorax BHIIMX rapmonik / B.I". Kpuowcanoscekuii, C.II. Cepzicnxo,
J.B. Yepnos, B.B. Kpuscanoscokuii Il Pagiotexnika : Beceykp. MixkBin. Hayk.-texH. 36. 2021. Bum. 204. C. 99 — 104.

Mupoxe Bukopuctanas TexHodorii NFC-komyHIKkamil y OMM3bKOMY TOJI CIIOHYKAa€ PO3TIIAAATH Pi3HI acleKTH
Oe3meku ii BUKOpUCTaHHA. Bigomi npukiagy oOMiHy iH(pOpMaIii€ro 3 KapTKOIO Ha BiJICTaHi, SKa 3HAYHO OiJIbIIe HIXK TH-
noBi MakcumainbHi 5 — 10 cM. Takox mpuBepTae yBary MOKJIMBICTD OTPUMATH CHUTHAJ 3 KapTKH Ha 4acTOTaxX BHIIHUX
TapMOHIK, SKi MOTEHIIIHHO MOXXYTH BHIIPOMIHIOBATHCS y BHTJIAI €ICKTPOMATHITHUX XBIJIb, a HE TUIBKH ICHYBaTH K
IHAYKTHBHE MOJE KOTYIIKH 3B’s3Ky. B po0OTI HOCITiIKEeHO BUIIPOMIHIOBaHHS TPETHOi TapMoHikH dactotr 13,36 MI'1g
kaptkoro crannapty 1SO 14443-3A y pizHux pexumax 30ypKeHHs, — 3a gornomoroto npuctporo RFID-RC522, cmapt-
dona Sony Xperia Z5 Premium Ta curnamom 13,36 MI'i1 3 npsiMokyTHOO MoAyisimiero 10 % Ha 4acToTi migHecydol
BianoBini kaptku 847,5 x['u. B nporpami aHamni3y eJ1eKTpOHHHX CXEM MPOBEIEHO MOJIEIIOBaHHS BITyKy KapTKH B jia-
Na3oHi TpeThol rapMOHIKH. | MOJIENTIOBaHHS 1 €KCIIEPUMEHT iITBEPIUIIH, 10 HAHOUIBIINM CUTHAJIOM (KPIM OCHOBHOTO)
€ CHTHaJI Ha 9acTOTI TPEThOi rapMOHIKH Ta ii 00koBuX yactoTax 40,68 + 0,8475 MI'm. [lis npuitoMy CHUTrHaITy Ha 4acTo-
Ti TPEThOI rapMOHIKH OYyJIO BUTOTOBJICHO PE30HAHCHY aHTEHY y BUIVISAJI KiNbLEBOTO BiOparopa, 1110 HABaHTAKEHHUH Ha
€MHICTb. Lle 103BoJIsIE 3SMEHITUTH PO3MipH NPUHMAIBHOT CHCTEMH, X04a Ipo0dieMa CKJIaIHOi B3a€EMO/IIT eIeKTPOMAarHiT-
HUX TOJIB T aHTEHHHUX CTPYKTYp Y OJFDKHIH 30HI 3aJIMIIA€ThCS BIIKPUTOIO. 32 pe3ysibTaTaMH BUMIPIOBAaHHS XapaKTe-
PHCTHK IMIeTaHCy Ii€l aHTeHn Oys0 BU3HAYEHO ii BYy3bKYy CMYTY YacTOT, IO YCKJIQJHIOE MPUHOM CHUTHAIy BiAIOBifi
KapTku. EkcriepiMeHTH 3 BHKOPHCTaHHS TPhOX METOMAIB I'eHEpallil CUIHAIy BIATOBIJI KapTKH MOKAa3aJd, IO CHUTHAJ
TPETHOI TAPMOHIKH PEECTPYETHCS Ha BiJICTaHI OlbIe 1,5 M, 0 MOXKe CKIIACTH 3arpo3y Uit Oe3MeKH TPaH3aKIIii 3a J0-
ITOMOT OO TIATDKHUX OaHKIBCHKHX KapT. Pa3oM 3 TMM, BeNWKHI BIUIMB ITYyMY NPH TaKil BiCTaHi MOXKe 3pOOUTH HEMO-
HKITMBHUM JIETEKTYBaHHS KOPOTKOYACHOTO CUTHAJY BiJl KApTKH, 1110 IOTpeOye NOAATKOBOTO BUBUEHHS.

Knrouosi crosa: NFC npucrpoi; RFID npuctpoi; BUIi rapMOHIKH POOOYOi YaCTOTH; CIIEKTPAbHUN CKIIaJ BU-
IIPOMiHIOBaHHS; KibepOe3mneka.

Ta6u. 1. In. 12. bi6miorp.: 11 Ha3s.

YK 621.391.5: 004.056.53

IpocaymuBanne NFC-cBa3n Ha uyacrorax BbIcIIMX TapMoHuMK / B.I. Kpuwicanosckuii, C.II. Cepeuenko,
H.B. Yepros, B.B. Kpwioicanosckuii I/ Pangunorexuuka : Beeykp. Mexsen. Hay4d.-TexH. ¢6. 2021. Beim. 204. C. 99 — 104.

Iupokoe ucnonb3oBanne texHonorun NFC-koMMyHHKannu B ONM)KHEM TOJIE BBI3BIBACT MHTEPEC K Pa3THMYHBIM
acriekTaM 0e301acHOCTH €€ UCI0b30BaHus. V3BecTHBI npuMepsl oOMeHa nH(opManuei ¢ KapTOYKOi Ha PacCTOSIHUU
GonbineM, yeM cranmaptHeie 5—10 cM. Takxke MHTEpecHa BO3MOXHOCTb HCIIOJIb30BaTh CHIHAJIBI BBICIIMX TApMOHUK,
KOTOpBIE NMOTEHIMAILHO MOTYT W3JIy4aThbCsl B BUJE JIEKTPOMATHUTHBIX BOJIH, @ HE TOJBKO CYIIECTBOBATh KaK MHIYK-
THUBHOE T0JIe paccesHus. B paboTe ncciegoBaHo U3IydeHHe TpeTheil rapMOHUKH 9acToThl 13,56 MI'1 kapTOUKO# cTaH-
napra 1SO 14443-3A B pa3HbIX pexxuMax Bo30yxkaeHHs, — ¢ moMomipio ycrpoiictBa RFID-RC522, cmaprdona Sony
Xperia Z5 Premium u curaanom 13,56 ¢ npsmoyronsHoii Moayssiueit 10 % Ha yacToTe MOAHECYIIEro OTBETa KapToU-
ku 847,5 k['m. B mporpamMme aHanm3a 3JEKTPOHHBIX CXEM NMPOMOAEIMPOBAHO OTKIMK KapTOYKH B JAWANa30HE TPEThei
rapMOHHKH. M MozenupoBaHue, ¥ SKCIIEPUMEHT MTOITBEPAMIIN, YTO HAUOOIBIINM CHTHAJIOM (KPOME CHUTHAJIAa Ha OCHOB-
HOM 4acTOTe) ecTh CHTHAJ Ha YacTOTE TPEThel rapMOHUKH M ee OOKOBBIX dacToTax 40,68 + 0,8475 MI'n. Jlnsa mpuema
CUrHajIa Ha 4acTOTE TPEThel rapMOHUKH Obljla M3TOTOBJIEHA PE30HAHCHAsl aHTEHHA B BHJIE KOJIBLIEBOTO BHOpaTopa, Ha-
IPYKEHHOTO Ha €MKOCTb. JTO MO3BOJISICT YMEHBIINTH Pa3Mepbl IIPUEMHOM CHCTEMBI, HO OCTaeTCsl MpodieMa CII0KHOU
CTPYKTYPBI 10JICH B OJIMDKHEH 30HE M3JTy4alomMX CTPyKTyp. [Ipu n3mMepeHny BXOAHOTO UMIEJaHCa aHTEHHBI OTMEYeHa
ee y3Kas 1oJjioca pabouux 4acToT, YTO 3aTPyIHIET PErUCTPALMIO CUT'HAJIA OTBETa KapTOYKH. DKCIEPUMEHTHI C UCIIOJIb-
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30BaHUEM TPEX METOJOB I'€HEpAllMM CUTHaJa MOATBEPIUIIM, YTO CUTHAN TPEThEl TapMOHUKH PETHUCTPUPYETCS Ha pac-
cTostHUH Ooubie 1,5 M, 9TO MOXKET TPEJCTABISITh YTPO3y I 0€30MaCHOCTH TPaH3aKIUKA ¢ TIOMOIIBIO OECKOHTAaKTHBIX
KapT. Bwmecte ¢ TEM, BJIMSIHUE BBICOKOTO YPOBHS IIyMa Ha TAKOM PACCTOSHHUU MOXKET CACIIAaTh HEBO3MOXXHBIM JCKOI M-
pOBaHNE KPAaTKOBPEMEHHOTO CHUTHAJIA OT KapTOUYKH, YTO TPeOyeT JOTOTHATENEHOTO H3YICHHS.

Knioueswie cnosa: NFC yctpoiictBa; RFID metkn; Bricmne TapMOHUKH pabodel 9acTOTHI; CIIEKTPAIBHBIN COCTaB
W3Iy4eHUs, KnOepOe30nacHOCTb.

Tab6u. 1. Un. 12. bubnuorp.: 11 Ha3s.

UDC 621.391.5: 004.056.53

Listening to NFC at higher harmonic frequencies / V.G. Kryzhanovskyi, S.P. Serhiienko, D.V. Chernov,
V.V. Kryzhanovskyi // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204. P. 99 — 104.

The widespread use of the NFC technology (Near Field Communication) arouses interest to various security as-
pects. There are known examples of information exchange with card at a distance greater than standard 5-10 cm. It is
also interesting to use signals of higher harmonics, which potentially may be radiated in the form of electromagnetic
waves, rather than exists as a magnetic field of scattering. In this work, the radiation of third harmonic by card of stand-
ard 1SO 14443-3A with the fundamental frequency 13.56 MHZ for various excitation modes using the RFID-RC522
reader, smartphone Sony Xperia Z5 Premium, and continuous 10% amplitude modulated 13.56 MHz signal from gener-
ator with the subcarrier of imitated smart card response 847.5 kHz was investigated. The card response at third harmon-
ic was simulated in circuit analysis software. Both simulation and experiment proved, that the third harmonic with its
side frequencies 40,68 + 0,8475 MHz have the highest level after the fundamental. To receive the third harmonic signal,
the resonant loop antenna in the form of ring vibrator loaded on capacitor was used. This allows the sizes of the re-
ceived system to be reduced, but the problem of complex field structure in the near-field zone remains. Due to narrow
bandwidth of the receiver antenna, the registration of card response signal was complicated. The experiments with three
methods of signal generation proved, that third-harmonic signal is registered at the distance more than 1.5m, which may
pose a threat for contactless smart-cards transactions security. At the same time, the influence of high level of noise at
such a distance may cause difficulties to decode the short-duration signals, which requires further study.

Key words: NFC devices; RFID devices; higher operating frequency harmonics; radiation spectrum;
cybersecurity.

1 tab. 12 fig. Ref: 11 items.

PI3UKA ITPUJIAAIB TA CUCTEM
OU3UKA TIPUBOPOB U CUCTEM
PHYSICS OF INSTRUMENTS AND SYSTEMS

YK 621.793:678.073

Jucnepcisi HAHOYACTOK B ONTHYHO mNpo3opi moJimepHi marpuuni / B.M. Fopwos, O.M. Jlicmpamenko,
M.A. Ilpoyenxo, I.T. Tumuyx, O.B. Kpasuenxo, O.B. Cyoos, M.1. Cninuenxo, B.M. Yiukos /| Pagiorexnika : Bceykp.
MIDXBiZ. HayK.-TexH. 30. 2021. Bum. 204. C. 105 —114.

[IpoBeaeHO MOMIYK 1 aHAaI3 AaHUX, PE3YJIbTATIB TEOPETHYHHUX 1 EKCIICPUMEHTAIBHUX JTOCIIIKCHb, MaTepialiB qu-
cepTaliil, JiTepaTypHUX JOKepes Ta NaTeHTIB B 00JIaCTi ONTUYHOIO 1 ONTUKO-EIEKTPOHHOTO NPpHIa 00y ayBaHHs. Y3a-
raJbHEHO OTPUMaHI JaHi Ta peKOMeHAAlIl 3 po3poOKH METOJIIB AUCIIEepCii HAHOYACTOK B MOJIIMEPHI MaTPHIIi ITPU CTBO-
PEHHI ONTHYHO MPO30PHX HAHOKOMITO3MTIB JJIsl 3CTOCYBaHHs y OaraTbox 00JIacTsAX HAYKH Ta TEXHIKH. AHaji3 po3risi-
HYTHX pOOiT ZO3BOJISE 3pOOUTH BUCHOBOK, IO JUISi CTBOPEHHS TiOPUIHUX OPTaHO-HEOPTaHIYHUX KOMIIO3UTIB 3 BUCOKUM
piBHEM JHCTIEPCHOCTI HEOPTaHIYHOT'O KOMIIOHEHTY JOBOJWTHCS BHPINIyBaTH MPOOIIEMH, MOB'SI3aHI 3 CYMICHICTIO KOM-
TIOHEHT 1 cTabiji3anielo HAHOYACTOK HAIlOBHIOBAYa B MOJIMEpHiN MaTpuii. Y 3B'I3Ky 3 00MEXEHOI0 KUIBKICTIO TiJpo-
(GUIBHUX TTOJIIMEPIB, 3aTHHUX 10 (HOPMYBaHHS KOMIIO3UTIB 3 HAHOYACTKaMH Oe3 cTabini3aTopiB, OCHOBHUMH MiJIXOJaMHU
JI0 OTPUMAaHHA TiOpPUAHMX KOMIIO3HTIB € BUKOPHCTAHHS MOAN(IKYIOUHMX 100aBOK MOBEPXHEBO AKTUBHHUX PEUOBUH, a
TaKOX ITPOBEJCHHS CKJIaJHUX XIMIYHMX Peakiliif Ha MOBEpXHI HAHOYACTOK HEOPTraHIYHOTO HaroBHIOBaYa. [laHi ciocoOn
OTpPMMaHHS! HAHOKOMITO3UTIB 3 HAHOYACTKaMH TPYIOMICTKI ITOB'I3aHi 3 YTBOPEHHSM MOOIYHUX IPOAYKTIB 1 JOIATKOBUM
ounmeHHsaM. [lokazaHo, mo cepen BenNMKOI KibKOCTI HAaHOAMCIEPCHUX HAIOBHIOBAYIiB IOJIIMEPHMX MaTpUlb NpPHU
OTpUMaHHI KOMITO3UIIIHHUX MaTepialliB BEJIMKOIO YBAarow KOPUCTYIOThCs maiokcu Tutany (Ti0,) i okcua muHKy (ZnO).
Icnye 6e3miu MeToniB cuHTe3y HaHodacTok ZnO ta TiO, 3 pisHUME GopMaMu 1 po3MipaMu, B TOMY YUCI METOJ Jia3ep-
HOi abysMii, SKUi € 3pyYHNM 1 YHIBEpPCaJIbHUM CIIOCOOOM OTpHMaHHS HaHOCYCIEH31H TBepaoda3HuX maTepiaiiB B pi-
nuHi. [lepeBarn nepex iHMMMHK CIOCO0aMH CHHTE3Y HAHOYACTOK, SIK IIPOCTOTA METO.TY, €KOJIOTi9HICTh, HU3bKa BapTIiCTh
1 MOXJIMBICTh OTPUMYBATH OiBII YMCTI KOJOIAHI PO3YMHM 0€3 BHKOPHCTaHHS MTOBEPXHEBO-aKTHBHUX PEUOBHH Ta iH-
KX JOMIIIOK, 3pOOHIIH JIa3epHy aOIIALiio B PiIKOMY CEpeIOBHILI TOMYJISIPHOIO Cepe]] JOCIITHHKIB.

Kniouosi crosa: nucnepcis HAHOYACTOK; HAHOMATEPialy; ONTHYHO MTPO30Pi MOJIMEPHI MaTpPHLI.

L. 3. bibmiorp.: 23 Ha3s.

YK 621.793:678.073

Jucrepcdsi HAHOYACTHII B ONTHYECKH MpO3pauHble MNoJuMepHble Mmatpuusl |/ B.H. Bopuwes,
AM. Jluempamenxo, M.A. [Ipoyenxo, U.T. Toimuyk, A.B. Kpaguenro, A.B. Cyovs, H.H. Cnunuenxo, b.H. Yuukos I/
Pagnorexuuka : Beeykp. Mexsen. Hayd.-texH. ¢0. 2021. Beim. 204. C. 105 — 114,
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HpOBeHCH IIOMCK W aHaJIM3 HAHHBIX, PE3YJIbBTATOB TCOPETHUYCCKUX U OKCIICPUMECHTAJIbHBIX I/ICCJIC,HOBaHI/II‘/JI, Mare-
puajioB IlPICCCpTaI_[PIﬁ, JIMTEPATYPHBIX UCTOYHUKOB U IMATCHTOB B 001aCTH ONITHYECKOTO M OIITUKO -3JICKTPOHHOT'O MIPH-
6opoctpoenus. O00OIIEHBI TOTyYeHHBIE JaHHBIE H PEKOMECHIAINH 110 Pa3paboTKe METONOB TUCIIEPCHH HAHOYACTHUI] B
TIOJIMMEPHBIE MAaTPUILBI IIPU CO3TAHUN ONITUYCCKU ITPO3PAYHBIX HAHOKOMIIO3UTOB JId MIPUMEHEHUS B MHOTUX obmacTax
HayKH U TeXHUKH. AHAIN3 PacCCMOTPEHHBIX Pa0OT IMO3BOIIIET CAENATh BBHIBOJ, UTO UL CO3JAHHS THOPHUIHBIX OpPraHo-
HEOPraHNMICCKUX KOMIIO3UTOB C BBICOKMM YPOBHEM AMCIIEPCHOCTH HEOPTraHUICCKOTO KOMIIOHEHTA IPUXOAUTCA pEIIaTh
HpOﬁHeMH, CBA3aHHBIC C COBMCCTHUMOCTBIO KOMIIOHCHT U cmGnnmauneﬁ HaHO4YaCTHUIl HAIIOJIHUTCIIA B HOHHMepHOﬁ
Matpule. B cBs3u ¢ OTrpaHUYCHHBIM KPYIOM FI/IJJpO(l)I/IJ'ILHLIX MOJIMMEPOB, CIIOCOOHBIX K (bOpMI/IpOBaHI/IIO KOMIIO3UTOB C
HaHO4YaCTUIIaMU oe3 CTaGI/IJ'II/BaTOpOB, OCHOBHBIMHU TMOAXOJAaMHU K MOJYYCHHUIO FI/I6pI/II[HI>IX KOMIIO3UTOB ABJIAKOTCA HC-
II0JIb30BaHUEC MOI[I/I(l)I/IHI/Ip}/'IOIlII/IX z[06a}301< TMOBEPXHOCTHO AKTUBHBIX BEIICCTB, a TAKIKC MPOBCIACHUC CIJIOKHBIX XUMU-
YECKHUX peaKHI/Iﬁ Ha MOBEPXHOCTU HAHOYACTHUI] HCOPTaHUYCCKOTO HAIIOJIHUTEJIA. ﬂaHHbIe CIOCOObI TMOJIyUCHUS HaHO-
KOMIIO3UTOB C HAHOYACTULIAMHU TPYAOCMKH, CBSA3aHbI C 06paSOBaHI/IeM MOOOYHBIX IMMPOAYKTOB U L[OHOJIHI/ITGHLHOfl Oo4yu-
ctikoii. [Tokazano, 9To cpemu GOIBIIOrO YKCIa HAHOIUCTIEPCHBIX HATIOJTHUTEINCH TOMMMEPHBIX MAaTPHII P TOTYICHUN
KOMIIO3HITMOHHBIX MAaTEePHAIOB OONBIIINM BHUMaHUEM IONIB3yIoTcs auokcuy tutana (TiO,) u okenpn muaKa (Zn0). Cy-
IIECTBYET MHOXECTBO MeTO/I0B cuHTe3a HaHowacTHr ZnO u TiO; ¢ pa3snuuHBIME GOpMaMU U pa3MepaMH, B TOM YHCIIE
METOJ JIa3ePHOI alIAnnu, KOTOPHIA SBISCTCS YAOOHBIM M YHHBEPCAJIBHBIM CHOCOOOM ITONYyYSHHs HAHOCYCIICH3WH
TBepI[O(I)aBHBIX MaTcpuaoB B KUAKOCTH. HpeI/IMYH.IeCTBa nepea Apyrumu crocobamMu CHUHTE3a HaHO4YacCTUll, TaKUMHU
KaK IMPpOCTOTa METOAA, 3KOJIOTMYHOCTh, HU3KAsX CTOUMOCTb U BO3MOKHOCTD IIOJY4YaThb 0oJIee YNCTHIE KOJIJIOMAHBIC pac-
TBOPBI 0€3 KCIOJb30BAHUS MOBEPXHOCTHO-aKTHBHBIX BELICCTB U IPYTUX MPUMECEH, CHEIaa Ja3epHy aOJsIHio B
JKUAKOU cpeJie NOIYJISIPHOU CPENU UCCIIE0BATEIEH.

Knrouesvie cnosa: AUCTICPCU HAHOYACTHL; HAHOMATCPHUAJIbl; OITHUYCCKU IPO3PAYHBIC ITOJUMCPHBIC MATPUIIbI.

Wn. 3. bubauorp.: 23 Ha3s.

UDC 621.793:678.073

Dispersion of nanoparticles in optically transparent polymer matrices / V.M. Borshchov, O.M. Listratenko,
M.A. Protsenko, I.T. Tymchuk, O.V. Kravchenko, O.V. Syddia, M.I. Slipchenko, B.M. Chichkov // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 105 — 114.

Search and analysis of results of theoretical and experimental studies, materials of dissertations, literature sources
and patents in the field of optical and optoelectronic instrumentation were carried out. Obtained data and recommenda-
tions on the development of methods for dispersing nanoparticles into polymer matrices for the creation of optically
transparent nan composites for use in many fields of science and technology are generalized. Analysis of considered
results makes it possible to conclude that for creating hybrid organic-inorganic composites with high level of dispersion
of inorganic component, it is necessary to solve problems relating to compatibility of components and stabilization of
filler nanoparticles in polymer matrix. Due to the limited range of hydrophilic polymers capable of forming composites
with nanoparticles without stabilizers, the main approaches to the preparation of hybrid composites are using modifying
additives of surfactants, as well as complex chemical reactions on the surface of inorganic filler nanoparticles. Such
methods of obtaining nanocomposites with nanoparticles are laborious and involve formation of by-products and addi-
tional purification. It is shown that titanium dioxide (TiO,) and zinc oxide (ZnQO) are of great interest among a large
number of nanodispersed fillers of polymer matrices in preparing composite materials. There are many methods for syn-
thesis of ZnO and TiO, nanoparticles with various shapes and sizes, including laser ablation method, which is conven-
ient and universal method for preparing nanosuspensions of solid-phase materials in liquid. Advantages over other
methods for nanoparticle synthesis, such as the simplicity of method, environmental friendliness, low cost, and the abil-
ity to obtain cleaner colloidal solutions without using surfactants and other impurities, have made laser ablation in a lig-
uid medium very popular among researchers.

Key words: dispersion of nanoparticles; nanomaterials; optically transparent polymer matrices

3 fig. Ref: 23 items.

YK 681.128.82

KouTpoap pi3uuui piBuiB pinunu B cymixkHux pesepByapax / B.B. JKykos, A.B. Oonoson Il PamiotexHika :
Bceeykp. MixkBin. Hayk.-TexH. 30. 2021. Bun. 204. C. 115 - 1109.

Po3riastHyTO MOKIJIMBICTE CHHXPOHHOTO KOHTPOJIIO PiBHIB OXOJIO/KYBAJIBHOI PIAMHH B CHCTEMaX OXOJIOJUKYBaHHS
ATOMHUX 1 TEIJIOBUX €JIEKTPOCTAHIIIN /10 1 MiciIs 3ar0pO/PKYBaIBHOI CITKH 3a JOMOMOTOI0 CIELialli30BaHOTO piBHEMIpa.

[IpencraBineHo CTpyKTYpHY cXeMy piBHEMipa, 1110 3a0e3rnedye NOTOUYHHI CHHXPOHHUI KOHTPOJIb PiBHIB PiAMHU B
JIBOX CYMDKHHX KaHajax (pe3epByapax), a TakoX PI3HMII piBHIB piimHM B HHUX. OCOOIMBICTH CTPYKTYpHOI CXEMH
CIEIiai30BaHOTO AKYCTHYHOTO piBHEMipa IONSATae y BHKOPHCTaHHI 3arajbHOrO Ui 000X KaHATIB JDKepena
BHITPOMIHIOBAHHS 1 MPUCTPOIO MOJUTY CHITBHOTO XBIJIEBEAYYIOTO TPAKTY IO IBOX KaHAIAX.

Po3pobneno anroput™ QyHKIIIOHYBaHHS CHEIialli30BaHOTO piBHEMIpA, B IKOMY Ha ITi/ICTaBl YaCOBUX Jiarpam Imo-
Ka3aHO SIK TIPOBOAMTHCS KOHTPOJb PiBHSA B KOKHOMY KaHai 1 PO3paxOBYETHCS PI3HMII PIBHIB PIAMHU 10 1 TiCHA
3aropoKyBabHOI CiTkn. OMHC aNropUTMY CyNPOBOIKYETHCS PO3PaxXyHKOBUMH BHpa3aMH Ul BU3HAUEHHS PIBHIB Ta
Pi3HUIII PIBHIB PiTUHU.

s piBHEMipa, BUKOHAHOTO B aKyCTHYHOMY Jiana3oHi XBHJb, HaBEJCHA YMOBA, sika HEOOXi/Ha ISl CTBOPEHHS
NPUCTPOIO, 110 3a0e3Meuye y3ro/DKEHHS MPH PO3IOJUIL 3arajJbHOr0 KaHally Ha [Ba HE3aJeXHi KaHaJlM MOLIMPEHHS
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IMITyJTbCHOTO ~ cUTHANy. JlaHa yMoBa JO3BOJIMJIA BCTAHOBHTH B3a€MO3B'A30K MDK BHYTPIIIHIMH JiaMeTpamMu
OWTHAPUIHUX TPYO, 110 3aCTOCOBYIOTHCS B IKOCTI XBHJICBEAYIUX TPAKTIB aKyCTHYHOT XBHITI.

3anponoHOBaHO BapiaHTH peaizallii crierianizoBaHOTO piBHeMipa Ha 6a3i nqBox Moamdikarmiit piBHemipa 30H/I-
3M, y SKHX B SKOCTi XBHJIEBEAYIHX CHCTEM 3aCTOCOBYIOTHCS IUIIHAPHYHI TpyOu. HaBexeHo, mo mpu BHKOpHCTaHHI
npuemo-niepenaBada AIl-7T piBaeMmip matume poOoumii miamaszoH no 10 M mpm po3spimieHHI piBHIB £ 1MM, a mpu
BHUKOpHUCTaHHI npuemo-tiepenasada AIl-70T — poGounii niamazon mo 20 M npu po3pimieHH] piBHIB + 1cM.

Kniouosi crnoea: piBHeMip; pi3HUL PiBHIB; IMIYJIBCHUI CUT'HAJI; XBUIICBEIyYHH TPAKT; KOHTPOJIb PIBHS; PO3MOMi-
JILHUK KaHaJiB; PO3PIlIEHHS PiBHIB; CyMIXHI pe3epByapH.

L. 4. Biomiorp.: 4 Ha3B.

V]IK 681.128.82

KoHTpoib pa3HOCTH YpOBHEH JKHAKOCTH B CMEXKHbIX pesepByapax / b.B. JKyxos, A.B. Oownoson I/
Pannorexnuka : Beeykp. mexBea. Hayd.-TexH. ¢0. 2021. Bem. 204. C. 115 - 1109.

PaCCMOTpeHa BO3MOXXHOCTb CHHXPOHHOT'O KOHTPOJISA ypOBHCI\/'I oxnamﬂa}omeﬁ KHIKOCTH B CHCTEMAX OXJIAXXKACHHUA
ATOMHBIX U TCIIJIOBBIX BHGKTpOCTaHHI/Iﬁ J0 U II0CJIC 3arpa>xz[a}0mel71 CETKH C IIOMOIIBIO CIICTTNATU3UPOBAHHOTO YPOBHE-
Mepa.

[IpencraBneHa cTpyKTypHas cxema ypoBHEMepa, 00SCICUHBAIONIETO TEKYIINHA CHHXPOHHBIH KOHTPOJIb YpOBHEH
JKUAKOCTH B ABYX CMCIKHBIX KaHaJlaX (pe3epByapax), a TAKXXC PA3HOCTHU ypOBHeﬁ JKHUIKOCTH B HHX. Oco0eHHOCTD
Cpr1(TypH0171 CXCMbI CIICHUAIN3UPOBAHHOTI'O AKYCTUYCCKOI'0 YpOBHEMEpA 3aKIIHOYACTCAd B UCIIOJIb30BaHUN 0611.161"0 JUIA
000MX KaHAJIOB UCTOUHUKA M3JIYUCHHSI M YCTPOMCTBA pa3/iesicHus 00IIEero BOJHOBEAYIIErO TPAKTa IO JBYM KaHallaM.

Pa3paboTan anroput™ (pyHKUMOHHPOBAHHUS CIIEIMAIN3UPOBAHHOTO YPOBHEMEPA, B KOTOPOM Ha OCHOBaHHH Bpe-
MCHHBIX JUarpaMM IOKa3aHO KaK MNPOU3BOAUTCA KOHTPOJIb YPOBHA B KaXXJIOM KaHAJI€ U PACCUHUTHIBACTCA PA3HOCTH
YPOBHEH JKUAKOCTH A0 U IMOCIe 3arpaxjaromeit cetku. OnucaHue anropurMa ColpoBOXKIAeTCs pacueTHBIMU BBIpake-
HUAMU [JI1 ONPEACTICHUSA ypOBHeﬁ " pa3sHOCTH ypOBHeﬁ KHUOKOCTH.

I[J'Iﬂ YpOBHEMEpPA, BBIIIOJTHCHHOI'O B dKYCTUYCCKOM AHANIa30HC BOJIH, IPUBCJACHO YCJIOBUC H€06XOZ[I/IM06 JJI1 CO3-
JaHUus YCTpOﬁCTBa, OﬁeCHe‘IHBaIOH.IeFO COTJIACOBAHHUC IIPpU pa3ACJICHUUN O6H.[€FO KaHaJla Ha JBa HC3aBHCHMBbIX KaHalia
pacnpoCTpaHCHUA UMITYJIbCHOT'O CUT'HAJIA. I[aHHOG YCJIOBUEC MTO3BOJIMIIO YCTAHOBUTDH B3aMMOCBA3b MCIKAY BHYTPCHHUMU
AnaMeTpaMu HAWIUHAPUICCKUX pr6, MNPUMCHACMBIX B Ka4C€CTBC BOJTHOBOAHBIX TPAKTOB aKYCTI/I‘IeCKoﬁ BOJIHBI.

[IpemtoskeHsI BapHaHTHl peai3alui CIeNHATA3UPOBAHHOTO ypOBHEMepa Ha 0asze AByX MoAM(UKAIui ypoBHE-
Mepa 30H/I-3M, B KOTOPHIX B Ka4eCTBE BOJHOBEAYIIMX CUCTEM IPUMEHSIOTCS MIIHHApUIeckue TpyOsl. [IpuBeneHo,
YTO MPHU UCTIONB30BaHUU Npuemo-niepenatanka All-7BT ypoBaemep OyaeT umeTh pabouunii Auamna3on 10 10M mpu pas-
peleHny ypoBHeH +1MMm, a mpu ucnoias3oBaHuy npuemo-nepenaranka AIl-70T — pabGounii nnamason xo 20M npu pas-
peleHn: ypoBHeH +1cMm.

Knrouesvie crnosa: ypoBHEMep; pa3HOCTh YPOBHEH; UMITYJIbCHBIN CUTHAJT; BOJHOBEIYIINNA TPAKT; KOHTPOJb YPOB-
HS; pa3/iesIuTeNb KaHAJIOB; pa3pellieHne YPOBHEH; CMEXHbBIE pe3epByaphl.

Wn. 4. bubauorp.: 4 Ha3B.

UDC 681.128.82

Monitoring the difference in liquid levels in adjacent tanks / B.V. Zhukov, A.V. Odnovol // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 115 — 119.

The possibility of synchronous monitoring of coolant levels in the cooling systems of nuclear and thermal power
plants before and after the barrier mesh using a specialized level gauge is considered.

The block diagram of a level gauge providing current synchronous control of liquid levels in two adjacent
channels (reservoirs), as well as the difference in liquid levels in them, is presented. A feature of the structural diagram
of a specialized acoustic level gauge is the use of a radiation source common to both channels and a device for dividing
the common waveguide path into two channels.

An algorithm for the functioning of a specialized level gauge has been developed, in which, based on time
diagrams, it is shown how the level is controlled in each channel and the difference in liquid levels before and after the
barrier grid is calculated. The description of the algorithm is accompanied by calculated expressions for determining the
levels and the difference in liquid levels.

For a level gauge made in the acoustic wavelength range, a condition is given that is necessary for the creation of
a device that provides matching when dividing a common channel into two independent channels of pulse signal
propagation. This condition made it possible to establish the relationship between the inner diameters of cylindrical
pipes used as waveguide paths of an acoustic wave.

Variants of the implementation of a specialized level gauge based on two modifications of the ZOND-3M level
gauge are proposed, in which cylindrical pipes are used as waveguiding systems. It is shown that when using the AP-
7VT transceiver, the level gauge will have an operating range of up to 10m with a level resolution of £ 1mm, and when
using the AP-70T transceiver, it will have an operating range of up to 20m with a level resolution of + 1cm.

Key words: level gauge; level difference; pulse signal; wave-guiding tract; level control; channel separator; level
resolution; adjacent tanks.

4 fig. Ref: 4 items.
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PAJIOTEXHIYHI IPUCTPOI TA 3ACOBH TEJEKOMYHIKAIIIHA
PAJIMOTEXHUYECKHUE YCTPOMCTBA U CPEJCTBA TEJIEKOMMYHUKAIIAA
RADIO ENGINEERING DEVICES AND TELECOMMUNICATIONS MEANS

YK 621.375.4

Jocaimkenns: miacuiwBaya kiaacy E/F3 3 napanensHum kourypom / J.I. Maxapos, [I.B. Yephos,
B.B. Kpuocanoscokuii, FO.B. Paccoxina, B.I'. Kpuocanoscoxuii, A. Ipebennixos [l Pamiotexuika : Bceykp. MixkBif.
HayK.-TexH. 30. 2021. Bum. 204. C. 120 — 127.

AmnanitTnuHo copMynbOBaHa CHCTEMa PIBHSHB ISl POLIECIB y BUXIAHIH JNaHII MiACHIIOBaYa, B SIKIH BpaXOBaHO
rmapaMeTpy KOJMBAJBHIX KOHTYPIB Ha YaCTOTaX BUINUX rapMoHIK. Iy po3paxyHKy Oyia CKJIaJeHa CHcTeMa 3 II'STH
PIBHSHB [UIA TI'ATH HEBIOMHUX, A0 SKUX Oyla J0oJaHa yMOBa Ha Te, IO Apyra IOXigHA B TOYIl €KCTPEMyMYy HAIPYTH
CTOKOBOTO IMITyIIbCY Oyze Oinbie Hys. J[Ba piBHSAHHA BiIMOBiZa0Ts yMoBaM Kkinacy E, nBa — kBagpaTypHi Gopmu s
HaTpyTH Ha HABaHTA)XCHHI Ta HA JOJATKOBOMY KOHTYpI 1 OJHE piBHSHHS — YMOBa €KCTPEMyMY B TOHUIIi MOOIM3Y cepe-
IIUHM IMITyJTECY HampyTH. JlaHy cucTeMy po3B’s3yBaloCh Y MporpaMi KOMI IOTEpHOI anreOpu. 3a 3HaHIeHUMH IapamMe-
TpaM¥ pO3paxoBYIOThCS (GOpMH CUTHAIIIB Ta eneMeHTiB cxeMHu. OOMparoyy pi3Hi apaMeTpy, MOXKHA OTPUMATH BapiaH-
TH peasti3allii miJCcuIIIoBadiB, siKi Oy1yTh 32 NPUHLUIIOM pOOOTH MaTH PUCH IHIIMX BapiaHTiB kinacy F. Otpumani napa-
METPHU KT MEePEBIPsUTUCS Y MPOrpaMi rapMOHIHHOTO 0ajaHCy Ta MPOBOIMIOCH MOPIBHSHHS (POPM CHTHATIB CTOKOBOI
HANpyry Ta CTPyMy 4epe3 TpaH3UCTOp (KIIF0Y) 3 pe3ysibTaTaMy po3paxyHKy y nporpami. Bapiasr, skuii OyB Onnxde 10
pexumy kinacy E/F3, 6ymo o6paHo it CTBOPEHHS €KCIIEPUMEHTAIBHOTO MaKeTy Ha 4acToty 2 MI'I[ 3 BUKOPHUCTaHHIM
tpanzucropy IRF530, maker nepeBipsuin y Jiana3oHi Hanmpyry >xuBieHHs 10 24 B. OTpumaHo BUXiZHY MOTYKHICTH Oi-
meme 6 Bt mpu KKJI Ginsme 80 %. B exciepumenTi Oyno BUMIpSIHO BiIHOIIEHHS MaKCHMaJlbHOI HAPYTH Ha CTOLI
MIOJTOBOTO TPAH3HUCTOPY 10 HANPYTH >KUBJICHHS, BOHO CKJIaJo 3HaueHHsA 3,3 mpu koedimieHTi 3anoBHeHHS 50 % Ha Bi-
IMiHY BiJ mijcmiroBada kiacy E, ne TeopernuHe 3HaUeHHS 3,65, a Ha MPaKTHIll, 3 ypaxXyBaHHAM HENIHIHHOCTI €EMHOCTI
CTIK-BUTIK, MOXe OyTH i 4. B ekcriepuMeHTi 3Ha4eHHS Ipyroi TapMOHIKHM Ha BIXO/II Ha piBHI -29 b BiqHOCHO mepmioi, a
TpeThoi -28,5 1b, 1m0 00yMOBICHO BIUIMBOM J0JAaTKOBOTO (UIBTPY Ha 4acTOTy ApYroi rapMoHiku. Pesynbratn pobotn
KOPHCHI JUTA BIPOBAIXKEHHS TAKUX CXEM Y IIPAKTHUKY.

Kniouosi crosa: nincumoBay knacy E; nincumoau kinacy E/Fz. koediuieHT kopucHoOi ail; aHani3 y yacoBii o0:a-
CTi; METOJI rapMOHIHOTO OanaHcy.

Tab6un. 2. Inn. 9. Bibniorp.: 12 Ha3s.

YK 621.375.4

HccaenoBanue ycuaurens kiaacca E/F3 ¢ mapamneasHbiMm koutypom /[ JI.I. Maxapos, J.B. Yepnos,
B.B. Kpvicanoscruii, FO.B. Paccoxuna, B.I. Kpviscanosckuii, A. I pebennuros Il Pagunotexnuka : Beeykp. MexBes.
Hayd.-TexH. ¢0. 2021. Brm. 204. C. 120 — 127.

CoopmynnpoBaHa aHAIUTHYECKAs! CHCTEMa ypaBHEHHH, ONUCHIBAIOIIAS ITPOIIECCH] B BEIXOAHOW LIETH YCHIINTEI,
YUUTHIBAIOIIAs TApaMeTphl KoJieOaTeNbHBIX KOHTYPOB Ha BBICHIMX I'apMOHMKax curHaia. st pacdyeToB cocTaBiieHA
cUcTeMa U3 IISITH YPaBHEHUH JUTS MSITH HEM3BECTHBIX, K KOTOPHIM OBIIO JOOABIIEHO YCIOBHE TOJIOKHUTEILHOCTH BTOPOH
MIPOM3BOIHOM B TOYKE HKCTPEMyMa HaNpsDKCHHUS Ha CTOKE. [[Ba ypaBHEHUs OTBEUaloOT ycIOBHsIM Kiacca E, nBa — kBaz-
parypHbIM (opMam JUls HaNpsDKEHHs Ha Harpy3ke W Ha JONOJHHUTEILHOM KOHTYpE U €llle OJHO YpaBHEHHE — YCIIOBHE
9KCTPEMyMa B TOYKE BOJIM3U CEpeIMHbI MMITYJIbCa HAINPSHKEHUs. DTy CHCTEMY pellajy B IPOrpaMMe KOMIIBIOTEPHOM
anreOpsl. [1o HalileHHBIM NapaMeTpaM PacCYMTHIBAIMCH (GOPMBI CUTHAIIOB M 3JIEMEHTHI CXeMbl. BpiOupasi pa3Hble 3Ha-
YEHUsI, MOXKHO IIOJIy4UTh BapUAHTBI PeallM3allui yCUIIUTENsI, KOTOpble OyayT MMeTh uepThl kiacca F. [omyueHHbie
CXEMBbI TIPOBEPSUINCH B MIPOTPaMMe rapMOHHYECKOro OaiaHca U CpaBHUBAIUCH ()OPMbI CUTHAIIOB Ha Kitoue. Jlist akcerie-
PUMEHTAJIBHOTO MCCIICIOBaHUS ObLT BRIOpaH BapuaHT, Onuskuii k E/F3, yactora 2 MI'n, tpansucrop IRF530 npu na-
npsbkeHnH nutanus 24 B. Ilomydyena BeixopHast MontHocTs 6onee 6 Bt mpu KITJ[ G6osbiie 80%. DkcrniepuMeHTanbHO
N3MEPEHO OTHOUIEHHE MaKCHMAJILHOTO HANpPsDKEHMSI Ha CTOKE K HANPSDKEHHIO TUTaHUs, OHO paBHO 3,3 mpu K03 dHUIu-
enre 3anonHeHus 50 % B oTnmuue oT ycunurens knacca E, rae Teoperudeckoe 3HaueHue 3,65, a Ha NMpakTHUKe, C yde-
TOM HEJIMHEHHOCTH €MKOCTH CTOK-HCTOK, MOXKET ObITh M 4. 3HaueHne BTOPOH rapMOHHKH B 3KcriepuMente -29 nb ot-
HOCHTENBHO IIEpBOH, a TpeTheii -28,5 1b, 4To 00yCcIoBIeHO BIMSIHUEM JOMOIHUTENEHOTO QMILTPA HA YaCTOTY BTOPOH
rapMOHUKH. Pe3ynapTaThl paboThI OyAyT HOJIE3HBI I BHEAPEHUS TAKMX CXEM Ha IPAKTHUKE.

Kntoueswvie cnosa: ycumutenu kiacca E; ycmmrenu kinacca E/F3. koaddumneHT noie3sHoro qeicTBus; aHanu3 BO
BPEMEHHOH 00JIaCTH; METO TApMOHNYECKOTO OanaHca.

Tab6un. 2. V. 9. bubsuorp.: 12 Ha3s.

UDC 621.375.4

Investigation into Class E/F3 with Parallel Network / D.G. Makarov, D.V. Chernov, V.V. Kryzhanovskyi,
Yu.V. Rassokhina, V.G. Kryzhanovskyi, A. Grebennikov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204.
P. 120 -127.

The system of equations for processes in the amplifier output network is analytically formulated. This system of
equations considers parameters of resonant networks at higher harmonics. To calculate amplifier output network, the
system of five equations was built for five unknowns, to which the condition of positive second voltage derivative at
extremum of drain voltage was added. Two equations correspond to class E conditions, another two — quadrature
waveforms at load and at additional resonant network. The last equation is the condition of extremum at the point near
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middle of drain voltage pulse. This system was solved using computer algebra program. The circuit elements and
waveforms were calculated using the derived parameters. By choosing different parameters, it is possible to obtain
various amplifier realizations, which will demonstrate features of different class F variants. The obtained amplifier
parameters drain voltage and current waveforms were verified with calculated ones using the harmonic balance
simulating software. The variant, which is closer to class E/F; mode, was chosen to build an experimental amplifier
prototype on frequency 2MHz using IRF530 MOSFET as a switch. The prototype was tested in the range of supply dc
voltage up to 24V with the output power greater than 6W, while the amplifier efficiency was >80%. In the experiment,
the ratio of peak drain voltage to dc supply voltage was measured to be 3.3 at the duty ratio 50%, unlike class E
amplifier, where this value is around 3.65, and on practice, considering non-linear drain to source capacitance, it may
achieve 4. The experimental second harmonic level amounted to be -20 dB relatively to fundamental, and the third one
— 28.5 dB, which is due to an additional second harmonic filter. The paper results are useful for introduction of such
circuits to practice.

Key words: class E amplifier; class E/F3. efficiency; transient analysis; harmonic balance.

2 tab. 9 fig. Ref: 12 items.

HNIAIOTOBKA CIHIEHIAJIICTIB .
B OBJIACTI PAIOTEXHIKHU TA TEJIEKOMYHIKAIIIN

MHOAI'OTOBKA CIIEHUAJIMCTOB .
B OBJIACTU PAJIMOTEXHUKU U TEJIEKOMMYHUKALIUU

TRAINING OF SPECIALISTS
IN THE FIELD OF RADIO AND TELECOMMUNICATIONS

YK 004.94

Mo:xiauBocti 3acrocyBanuss CMK Maple nis ociigkeHHsi 3aKoHIB PoO3NOJAIy BHIIAJAKOBHX BeJu4HH /
1.0. Mowenxo, O.M. Hiximenxo, IO.B. Kosznos Il Pagiorexuika : Beeykp. MikBia. Hayk.-TexH. 30. 2021. Bum. 204.
C.128-134.

Omnmcano Bukopuctanass CMK Maple mis mpakTHdHOT Ta caMOCTIiHOT poOOTH CTYICHTIB IIPH BHBUYCHHI 3aKOHIB
PO3IOiTy BUMAAKOBUX BEJIMUHH.

CraructuuHi po3paxyHku 6e3 nonomorn EOM € cknaHuMy i notpeOyroTh BUKOPUCTaHHS OaraTbox TaOnuIb
GyHKIIH Ta KBaHTWIIB CTaHOApTHUX posnofiniB. Lle He crnpuse Tomy, 1100 BiUyTH €lleMEHT HOBH3HM B MaTepiaii,
SIKMI BUBYAETHCS, MATH MOXIIUBICTh 3MIHUTH 3a0BIJIbBHO YMOBH 3a/1a4 TOIIO, OTpeOye 6arato vacy Iij] yac BUPIIICH-
HSI IPUKJIAJJHAX BUPOOHUYMX 3aBJIaHb, 110 € HEJOUIJIbHUM.

ToMy i1t BUBHAUCHHS Ta JAOCIIKEHHs 3aKOHIB PO3NOALILY BHUIIJAKOBUX BEJIUYMH SK B HMPAKTHYHIN AiSUIbHOCTI,
TaK 1 MiJ 4ac HaBYaHHS, BUKOPHCTOBYIOTH CIEIiaJbHI MaTeMaTH4YHI NPOrpaMHi MakeTH NMPUKIAJAHUX MpOrpaMm, Haii-
6inp mommpeHuMu cepen sikux € Mathcad, MatLab, Mathematica, Maple.

TakuM YHHOM METOIO Ii€i MyOIiKaIlil € OIMIC MOMIIMBOCTEH BHBYCHHS 3aKOHIB PO3ITOIITY BHUITAIKOBHX BEIHYUH
3a poniomororo CMK Maple ta 3acTocyBaHHS OTpUMaHUX HABHYOK Y CAMOCTIiHHI poOOTi CTYIEHTIB.

bibmioreka Statistics mae Benukuii Habip KOMaH Uil aHANI3Y JaHUX 3 OOYMCICHHSIM PI3HOMAHITHUX YHCIOBHX
XapaKTEePUCTUK BUIAJKOBHUX BEJIMUYHUH, IpadiyHOTO 300pakeHHS 1X 3aKOHIB PO3IMOJUTY, a TAKOX JJISI CTATHCTHYHOI 00-
poOKH TaHUX.

Takum anHom, CMK Maple 3apmsiku motyxHOMY HaGOPY CTATHCTHYHUX IHCTPYMEHTIB, MOXJIUBOCTI CHMBOJIBHUX
o0urcieHs Ta 00poOKH BUpa3iB Ta JaHWX, IIMPOKUM MOXKIHUBOCTAM rpadidHO] iHTEpIpeTaIii OTpUMaHuX Pe3yIbTaTiB
HE TiJTBKU B CTATHYHOMY, ajie i B IMHAMIYHOMY BUAI (ABO- Ta TPUBUMIipHA aHIMalis) JOIIJIFHO BUKOPHUCTOBYBATH ITiJT
Yac BHUBUCHHS TeMH «3aKOHHU PO3MOJALTY BHUIIAJKOBHX BEJIMYMH» HAa MPAKTUYHUX 3aHATTAX Ta y CAMOCTIHHIN poOoTi
CTY/ICHTIB ISl TIO/IANIBIIOTO BUKOPUCTAHHS! HUMU Ha0yTHX HAaBUYOK IPU BUPIIIECHHI NPUKIAHNX 3aBAaHb HAYKH Ta Te-
XHIKH.

Kniouosi cnosa: cratucThka; 3aKOH pO3IMOJUTY; BHIIQJKOBa BEJIMYMHA; CUCTEMa KOMII'IOTEPHOI MaTEeMaTHKH;
Maple.

Ta6u. 1. Inn. 2. Bibniorp.: 8 Ha3B.

V]IK 004.94

Bo3moxnocTH ucnoab3oBannss CMK Maple ans uccienoBaHusi 3aKOHOB pachpenesieHusl CIy4aiiHbIX
peaunyud | 1. A. Mowenxo, A.H. Huxumenko, FO.B. Kosnos I/ Paguorexuuka : Beeykp. MexBen. Hayd.-TexH. ¢6. 2021.
Beim. 204, C. 128 — 134,

Omnwucano ucnons3zosanne CMK Maple 11t mpakTH9eckoil # caMOCTOSITETbHON paboThI CTYAEHTOB IIPH U3YYSHUH
3aKOHOB paclpeiesieHHs CIIy4ailHbIX BEJTHYHUH.

Craructudeckue pacueTsl 0e3 momormu DOBM SIBIAIOTCS CIOXHBIMA KU TPeOYIOT HCITOJIB30BAHHUS MHOXKECTBA
TabnuL GYHKIMH ¥ KBAaHTHIICH CTAHIAAPTHBIX pacupeiesieHuid. DTO HE CIIOCOOCTBYET TOMY, YTOOBI TI04yBCTBOBAThH JJIe-
MEHT HOBU3HBI B MaTepHalle, KOTOPBIH M3y4aeTcsi, MMETh BO3MOXHOCTh M3MEHHUThH MPOMU3BOJILHO YCIIOBHSA 3aJa4 U T.I1.,
TpeOyeT MHOTO BPEMEHH IIPH PEIICHUH NPHUKJIIaJHBIX IPOU3BOJACTBEHHBIX 33124, YTO SBJISICTCS HELEIeCO00pa3HbIM.
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Tlostomy muist onpenieNIeHUs: ¥ UCCIIE0BAHUS 3aKOHOB PACIIPEIEIICHHS CIyYaiiHbIX BEJIMYHH, KaK B IPAKTUYECKOU
JACATCIBHOCTH, TaK U BO BPEMsI O6y‘-IeHI/Iﬂ, HCIIOJIB3YIOT CIICHUATIbHBIC MATEMATHYCCKHUE MNIPOrpaMMHBIC TTAKCTHI ITPU-
KJIAIHBIX IIPOTpaMM, HarboJiee paclpoCTpaHEHHBIMHU U3 KOTOPHIX sABILIoTcsT Mathcad, MatLab, Mathematica, Maple.

Takum oOpa3oM, IETbI0 TaHHOH MyOJIMKAINN SBIAETCS OMUCAHHE BO3ZMOXKHOCTEH M3Y4eHHUS 3aKOHOB pacrpesie-
NeHus CiydaiiHbix BeamanH ¢ momornsio CMK Maple u ucnons3oBanne MoTydeHHBIX HABBIKOB B CAMOCTOSATEIBHOM
paboTe CTyIeHTOB.

Bubnuoreka Statistics umeeT 00abI10H 00BEM KOMaHA IJIA aHaJin3a JaHHbIX C BBIYMCIICHUEM YHUCIOBBIX XapaKTe-
PUCTUK CJ'Iy‘-IaI7IHI>IX BCJIMYUH U rpaq)nqecxoro I/I306pa)KeHI/I$[ HX 3aKOHOB pacCripcacICHUA.

CMK Maple 6naroaap$1 MOIIHOMY Ha6opy CTaTUCTUYCCKUX UHCTPYMCHTOB, BO3MOKXHOCTU CUMBOJIbHBIX BBIYUC-
JICHW 1 00pabOTKM JaHHBIX, IIUPOKMM BO3MOXKHOCTAM Tpad)UuecKOd HMHTEPIPETAllMy IIOJyYeHHBIX DPe3yJbTaToB
HC TOJBKO B CTaATHYCCKOM, HO U B JTMHAMHYCCKOM BHJIC uenecooGpa?,Ho HCIOJIB30BaTh NP M3YYCHUUN TEMbI «3aKOHBI
pacnpeaciacHus CJ'Iy‘lafIHLIX BCJIMYMH» HaA MPAKTUYCCKUX 3aHATHUAX U B CaMOCTOSITEIbHOM pa60Te CTYACHTOB JJId
HCIIOJIb30BAHUA UMH HpI/IO6peTeHHBIX HAaBBIKOB IIPpH PEIICHUHN MMPUKIIAAHBIX 3a1a9 HAYKU 1 TEXHUKH.

Knrouesvie cnosa: ctaTucTKa; 3aKOH paclpeleeHNs; CUCTEMA KOMIIBIOTEPHON MaTEMaTUKH; Maple.

Tabn. 1. Un. 2. bubmwmorp.: 8 Ha3B.

UDC 004.94

Possibility of using CMS Maple to study laws of distribution of random variables / 1. Moshchenko,
O. Nikitenko, Yu.V. Kozlov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204. P. 128 — 134.

The use of CMS Maple for students' practical and independent work is described. The study of random variable
distribution laws is actual.

Statistical calculations without computer are difficult and require many functional and quintiles tables of standard
distributions. This does not contribute to feeling the element of novelty in the material being studied, to be able to arbi-
trarily change the conditions of tasks, etc., it takes a lot of time in solving applied production problems, which is inap-
propriate

Thus to determine and research random variable distribution laws both in practical applications and in studying
we must use special mathematical packages. The most extended of them are Mathcad, MatLab, Mathematica, Maple.
Specialized statistical packages (SAS, SPSS, STATISTIKA, STATGRAPHICS) are not relevant to study. Their use for
studying requires very high education level in mathematical statistics.

Most of the existing math packages allow users to operate at random variables, including the Computer Mathe-
matics System (CMS) Maple.

Thus, the purpose of this article is a description of the studying possibilities of the random variables distribution
laws with CMS Maple and the application of the acquired skills to the independent work of students.

The Maple Statistics Library has a large set of commands for analyzing data, computing various numerical charac-
teristics of random variables, graphing their distribution laws, and for statistical data processing.

Thanks to a powerful set of statistical tools, the possibility of symbolic calculations and data processing of CMS
Maple, wide possibilities of graphical interpretation of the results obtained not only in a static but also in a dynamic
form, it is advisable to use it when studying the topic "Distribution Laws of Random Variables" in students' practical
and independent work to use their acquired skills in solving applied problems of science and technology.

Key words: statistics; distribution law; random variable; computer mathematics system; Maple.

1 tab. 2 fig. Ref: 8 items.
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