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ALGORITHMS OF ASYMMETRIC ENCRYPTION AND ENCAPSULATION
OF KEYS OF POST-QUANTUM PERIOD OF 5 -7 LEVELS OF STABILITY
AND THEIR APPLICATIONS

Introduction

At present, significant efforts are being made by the cryptographic community to create
practical quantum-stable mechanisms of asymmetric encryption (ASE), key encapsulation protocols
(KEP) and electronic signature (ES) [1 — 7]. The results of the implementation of the 1st stage of
the international competition for creation of post-quantum ASE, KEP and ES [1], performed by
NIST USA, as well is performed comparisons of alternatives [2, 3], make it possible to conclude
about the prospects of application of cryptographic transformations in rings of polynomials
(algebraic lattices) for their creation. Such transformations have stood the test of cryptographic
stability in the form of the NTRU cryptosystem [1]. In general, NTRUEncrypt ANSI X9.98 [4],
NTRU Prime [5], and NTRU Prime Ukraine [5] are examples of implementations for the ASE and
KEPs of cryptographic transformations on algebraic lattices. Mechanisms for constructing the ASE
and KEPs are proposed in [2], their application makes it possible to provide the 5" level of
cryptographic stability inclusive, i.e. 128 bits of quantum and 256 bits of classical crypto-stability.
But in our view, the problem of providing encryption and encapsulation is important both from
theoretical and practical point of view, including up to the 7" level of stability, since the 5" level of
cryptographic stability is not enough for the quantum period [7 — 9]. That is, the current problem is
the problem of creation and standardization of the ASE and KEP algorithms of 256 bit quantum and
512 bit classical crypto-stability [7, 5]. Moreover, in accordance with the requirements, the draft
standard of the ASE and KEP, which is considered as the draft national standard of Ukraine
officially [8], should provide different modes of operation: asymmetric encryption; asymmetric en-
capsulation of keys; asymmetric encryption and encapsulation of keys; asymmetric encryption, en-
capsulation of keys and key generation for symmetric encryption, ensuring their crypto survivability
in the form of "direct secrecy™ [11 — 13]. That is, nowadays, the problem of creating and standardiz-
ing post-quantum ASE and KEP algorithms of 128, 192 and 256 bits of quantum, as well as 256,
384 and 512 bits of classical crypto-stability [9 — 11] for valid and selected security models is
important.

The purpose of this article is to present and review the constructed algorithms of asymmetric
encryption and encapsulation of keys in polynomial rings (algebraic lattices), analysis of the
essence of the cryptographic transformations of the used ASE and KEPs. The said purpose, in our
view, is achieved by outlining the following problems:

- calculation of general and additional parameters for crypto transformations of the 5-7 levels
of cryptographic stability;

- generation of asymmetric key pairs of encryption keys and encapsulation of keys for crypto
transformations of the 5-7 levels of cryptographic stability;
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- development of algorithms of asymmetric encryption (encryption and decryption) for crypto
transformations of the 5-7 levels of cryptographic stability;

- development of algorithms of asymmetric encapsulation and decapsulation of keys for crypto-
transformation of the 5-7 levels of cryptographic stability;

- development of proposals (algorithms) for calculating secure session keys for their use in
symmetric encryption of data in communication channels;

- estimation of complexity of forward and reverse transformations at asymmetric transforma-
tions (encryption and encapsulation).

Questions of estimation of cryptographic stability and justification of the ASE and KEP
mechanism parameters are given in [6 — 9].

In the following, we will consider the mechanisms of encryption and encapsulation with three
sets of parameters that determine stability, marking them as follows: SKELYA-KEM 256/128;
SKELYA-KEM 384/192 and SKELYA-KEM 512/256 [9].

1.Parameters of cryptographic transformations of keys encryption and encapsulation

According to [7, 8, 10], the parameters of cryptographic transformations are divided into basic
(general), additional and mechanism parameters.

First and foremost, general parameters are defined to ensure the specified crypto stability as
well as to ensure the success of operations (such as the absence of decryption errors), and to reduce
computational complexity.

Only general parameters are used to calculate additional parameters. Re-calculating of
additional parameters makes it possible to reduce the computational complexity of basic
cryptographic transformation operations.

Algorithm parameters are parameters that need to be agreed to share encryption and
encapsulation algorithms. Now it concerns identifiers of algorithms, constant messages and the like.
Detailed data on generating general, additional and mechanism parameters are given in [7].

Table 1 lists general parameters of SKELYA algorithms of keys encryption and encapsulation.
The justification and calculation of the general parameters are given in [7, 9].

Table 1
General parameters of encryption and encapsulation of SKELYA algorithms keys
SKELYA-KEM 256/128 SKELYA-KEM 384/192 SKELYA-KEM 512/256
n t Q n t q n t q
881 159 7673 1201 192 9221 1471 255 12251

The following notations are used in Table 1:

n — the degree of the polynomial;

t —the number of nonzero elements in t — small polynomial,

g — a large module, a simple number that is relatively simple with a polynomial

X" — x — 1, and the value of q is determined by the condition of guaranteeing no decryption
error,;

p —asmall module, p = 3.

Table 2 lists the additional parameters of SKELYA algorithms of keys encryption and
encapsulation. The justification and calculation of the general parameters are given in [7, 10].
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Table 2

Additional parameters of encryption and encapsulation algorithms of SKELY A algorithms keys

Sign Purpose Formula or value
Bits The number of bits in iven as a binar ite —
; string 19 d qBits = I—IOQZ q—|
db Length b (bit) db= 1
bufferLenBytes The length of the octet string for the Ceil (((n-1)/2)*3/8)

conversion functions between the small
polynomial and the octet string (code2to3,
code3to2 functions)

maxMsgLenBytes  |[Maximum message length for encryption (bufferLenBytes—A/8)-1
(octets)
EncMsgLenBytes  |The length of the encrypted message (octets) Ceil(gBits * n/8)
cBits The number of bits for specifying the degree|cBits = Ceil(log,n) + 1
of a polynomial as a binary string
Llen The number of octets to specify the length of|1
the encrypted message
pkLen The number of bits h that are used during|pkLen=db
encryption

Ceil function in Table 2 defines the smallest integer that is not less than the input argument.

The parameters of the encryption and encapsulation algorithms of SKELA algorithm algorithms
are shown in Table 3. The justification and calculation of the general parameters are given in [7,
10].

Table 3
The parameters of the encryption and encapsulation algorithms
of the keys and their values for the test version
Sign Purpose Formula or value
OID Method identifier (3 octets) g?g[tzqilt%t Version oID[0]=0, OID[1]=0,

A row of octets is used for the test version

Permanent message used for encryption

£1 D oxrr, 1 @ oxFF, T © oxFF, 0 @
oxFF, 'E' D oxFr, 'n' D oxFF, ¢ D oxFF,

m kem in the key encapsulation and decapsula-
B tion proto{:ol P P 7 @ OXFF, 'p' ® OXFF, 's' ® OXFF, 'u’ ®
oxFF, I © oxFF, 'a* D@ oxFE, t* D@ OxFF, e’
D oxrFr, 0 D oxFF}
<
m_kemBytes Length m_kem (octets) m_kemBytes < maxMsglLenBytes

m_kemBytes = 16 for m_kem

2.Generation of key pairs of asymmetric cryptographic transformations

When generating a specific key pair — private key f and public key h the polynomials G, F are

used, whose degree is n, and coefficients modulo p (p = 3), that is, they take values 0, -1,1. The
result is simultaneously calculated private key f and public key h (polynomials) and h (byte task h).
Generation is carried out in such sequence.
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Generation of Polynomial G. Polynomial G is a polynomial having (2n + 1) / 3 of nonzero
coefficients.

Generation of polynomial F. Polynomial F is a polynomial having 2t nonzero coefficients.

Calculation of the private key f is carried out according to the formula [9]

f=pF+1 (1)
Calculation of the public key h is carried out to the formula [9]
h=p*G*f'smom (Z/q[x]/(x"—x-1)) (2)

To calculate the public key, it is necessary to calculate f* in the field (Z / q[x]/ (x" —x—1) ) and

multiply the polynomials in the same field.

Calculation of inverse element

To calculate the inverse element, an advanced Euclidean algorithm for polynomials is used,
i.e., the equation:

ax+by=d 3

Moreover, in equation (3) it is necessary to set a as polynomial f, b — as polynomial x" —x —1.
The value of the right-hand side of equation (3), i.e. (d), determines the greatest common divisor for
a and b (GCD). All the calculations must be performed modulo g. Computed values d, X, y can be
the result of using an advanced algorithm. If the degree of the polynomial d is 0, it is a guarantee for
the presence of inverse element since d is an integer. In our case ||f|l; #0, so the inverse element f *
mod (x" - x — 1) exists, and the value of the variable x is the inverse element.

The number of steps that need to be done depends only on the degree of the polynomials, so
the completion time of the inversion calculation operation is independent of the specific key

Multiplication of polynomials

The polynomial multiplication operation is defined mathematically as:

c¢(X) = a(X) * b(X), (4)
where
c = Z (8 *b,)modq; c(X)=c'(X)mod(x" —x-1).

The specificity of polynomials used for multiplication is the presence of a large number of null
elements in one of the polynomials (n/3 or even more if you use this operation when encrypting). In
the implementation of this operation it is necessary to solve 2 problematic tasks:

- providing the least computational complexity;
- ensure the independence of the execution time of a particular key.

Many works are devoted to solving these problems [5 — 11].

3.Algorithms of asymmetric encryption and decryption

This section is devoted to discussion of the asymmetric encryption (encryption and decryption)
Skelya algorithms.

When developing encryption algorithms, we have taken into account the NTRU encryption
algorithm [4], which has been successfully used for almost 10 years. That is why most of the
designations coincide with the designations adopted in [5]. But the algorithm [5] has a significant
drawback associated with the possibility of decryption error, which was taken into account when
developing a new Skelya algorithm [10].

In addition, the modern practice of using as a module the prime number q instead of the
number 2° and the polynomial x" — x — 1 instead of the polynomial x” — 1 is taken into account,
which provides protection against known attacks [5, 10]. That is why the field

(Z/7q[x]/(x"—x-1))) is used as the field, as for NTRU Prime [5], but the parameters are
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calculated taking into account the required levels of crypto-stability A = {256, 384, 512} and
ensuring no decryption errors [5, 10].

3.1. Encryption algorithm

Input:
— astring for encryption (m);
— the length of the string m (mLen);
— the recipient's public key h (polynomial R/q) and the corresponding octet string (h)
—  Output:
— asign of success Success (OK, ERROR);
Encrypted string E in case of successful operation.

The length of the encryption line is limited by the fact that this line is built with additions that
will provide semantic security, it can be specified by a polynomial of degree n. If the length of the
string exceeds this value, the encryption operation returns an error. The maximum length of the
valid message (octets), depending on the level of crypto-stability (cryptographic strength) A (degree
of polynomial n), is given in Table.4.

Table 4
The maximum length of the message, depending on crypto-stability (cryptographic strength) A
A 256 (n=881) 384 (n=1201) 512 (n = 1471)
E)”C‘;gfsste”Bytes 132 176 210

Algorithm for encryption is an iterative algorithm, that continues until a small polynomial is

formed, which is used to mask the encrypted message, until it satisfies the conditions:
— number (units) + number (minus) units not less than 2t
— number (zeros) is not less than t.

The masking polynomial is formed on the basis of random components, so it is highly probable
that the polynomial coefficients are equally probable. If t is significantly less than n/3 the
probability of fulfilling this condition is high and the algorithm usually does not require a return for
recalculations.

Iteration algorithm

1 An octet line of bufferLenBytes length is formed, where they write:

— random string of A bits, denoted by b (provides semantic security);
— encryption string to which its length is transmitted;;
— zero octets (to complement the required length)

Denote this string M. This line depends on the random sreing and the incoming message and
has a constant length that does not depend on the length of the message.

2 The octet string M is converted to R/3 by a polynomial, for which every 3 bits of the string
are converted to two polynomial coefficients according to Table 5.

Table 5
Convertion of bit line into polynomial R/3 and vice versa
Bit string Polynomial coefficients Bit string Polynomial coefficients
000 0,0 100 1,1
001 0,1 101 1,-1
010 0,-1 110 -1,0
011 1,0 111 -1,1
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As a result of the transformation the corresponding polynomial MTrin is obtained. This
polynomial, like string M, depends on random data and the encrypted string. It should be noted that
MTrin is uniquely determined by string M, and conversely, string M can be restored by MTrin

3 An octet string is formed, where they write:

—method identifier (3 octets) that can be selected by agreement of the parties;
—message for encryption;

—random string b;

—a part of the public key h of the pkLen bits length

Let's mark this string as S. Let’s note that string S has a variable length that depends on the
length of the encryption string. String S depends not only on the string for encryption and the
random string, but also on the identifier’s algorithm and the recipient's public key.

4 Let us transform string S into a dazzling polynomial r. The dazzling polynomial is also a
polynomial of degree n having 2t nonzero coefficients, the other coefficients being 0. Let us
determine the length of the bit string required to define the dazzling polynomial. We will define
separately the signs of nonzero elements and their indices. All that should be defined is 2t
characters and 2t indices. Let us apply 2t bits to specify non-zero element characters and 2t indices
of these elements. To set each index it is enough to have cBit bits. Given the possibility of obtaining
an index that has already been used, to set the indices, we form a string twice as long as necessary.
Thus, the total length of the string, which should be formed is 2t + 4t * cBit. In general, the
transformation is carried out as follows:

— the pseudorandom data generator is initialized with string S;

— pseudo-random bytes of desired length are generated ();

— signs of non-zero elements are defined;

— indices of non-zero elements are defined;

— if not all indexes are formed, then pseudo-random bytes are generated for the remainder
of the indices and we go to the previous step.

That is, the dazzling polynomial depends on the random data, the data being encrypted, and the
portion of the public key of who the data are encrypted for.

5 The polynomial R =r * h is calculated in the field R/q

6 The polynomial R4 = R mod 4 is calculated

7 The polynomial R4 is converted to the string of 0R4 octets, recording 4 coefficients into one
octet. As a result, we get a 2n-bit octet string that depends on the dazzling ng polynomial and the
recipient's public key. This line is then used to obtain the polynomial R/3.

8 We define the formation method, the required length of the string that must be used to form
the R/3 polynomial with this method. We will use a byte to form five polynomial coefficients. To
do this, we present a number in the ternary number system. The numbers 0, 1 ... 241, 242 can be set
using 5 digits, each digit corresponds to the numbers 0, 1, 2, or 0, 1, -1. These values will be used to
set the coefficients. The number of octets required in this case is Ceil (n/5). But octets with value
243 — 255 can not be used to set coefficients; the input line should be increased taking into account
the probability of such octets. A string of a double length guarantees that the required number of
coefficients is obtained.

The formation of the masking polynomial is as follows:

— perform initialization of the pseudo-random data generator with oR4 string;
— pseudo-random octets of 2 Ceil (n/5) length are generated;
— the following 5 polynomial coefficients are calculated for each octet whose value is less
than 243,;
— the resulting polynomial is denoted as a mask;
9 The polynomial m’= (MTrin + maska) mod p is calculated
10 The success of the iteration is checked:
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— The number of units (c1), minus units (c2) and zeros (c3) in the polynomial m ' is de-
termined;
— if ¢l + ¢2> 2t and ¢3> t the iteration is successful, otherwise go to step 1
The following steps are performed, if the iteration is successful in such a sequence:
11e =R + m’ (mod q) polynomial is calculated
12 The polynomial e is converted to the octet string E
The result of the encryption algorithm is a string of octets E
The following mathematical transformations are performed in encryption:
1 M = b||mLen||m||0..0 (a string of octets)
2 mTrin = f1 (M) (mTrin — R/3 polynomial, f1 one-to-one function, that is, M can be restored
by the value of mTrin)
3 S = oid||m||b|| part of h
4 r =12 (S) (r—t-small polynomial, f2 — not one-to-one function)
5R =r*h (in the field R/q)
6 oR4 = f3 (R mod 4) (0R4 — a string of octets, R cannot be restored)
7 maska = f4 (0R4) (maska — R/3 polynomial for which the conditions on the number of 1, -1, 0
are satisfied)
8 m'=mTrin + maska (mod 3)
9 ¢e=R+m’ (mod q) (e — polynomial in the field R/q)
10 E =15 (e) (f5 is the inverse function, so the octet string e can be restored).
3.2 Decryption algorithm
When decrypting, the octet string E is fed to the input of the algorithm, and as a result, the
output will receive an open message along with its length (in case of successful completion)
Entry:
E — string of bytes with an encrypted message;
f — recipient's private key;
recipient public key h (polynomial R / q) and corresponding octet string (h)
Output:
1 Sign of success Success (OK, ERROR).
2 Open message (in case of successful operation).
3 The length of the open message (in case of successful operation).
Algorithm
1 e polynomial is restored.
2 a = e*fin the field R/q polynomial is calculated
3m’ =amod 3 is restored
4 m’requirements are checked
— the number of units (c1), minus units (c2) and zeros (c3) is determined in the
polynomial m’;
— if ¢l + ¢2 > 2t and c3 > t then Success = OK, otherwise Success = ERROR and go
(transition) to step 14.
Further steps are performed only in cases when Success = OK
5R’=e—m’ (mod Q) is restoring
6 Polynomial R4 =R’ mod 4 is calculated
7 R4 polynomial transformation into a oR4 octet string is carried out, recording 4 coefficients
in one octet.
8 Calculation of the maska polynomial (see item 9 of the encryption algorithm)
9 mTrin = m” — maska (mod p) polynomial is calculated and M string is restored.
10 Determining the individual fields of M row:
— first A bits — restored random sequence (b);
— next octet — length of encrypted data (restored mLen value);
— next mLen of octets — recovered message that was encrypted (m);
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— next octets — is a restored string of addition.

11 Checking the success of the operation. The operation is considered successful if all
conditions given below are met simultaneously:

— mLen restored value does not exceed the maximum admissible EncMsgLenBytes value;
— supplement (addition) string contains zeroes, the number of which is equal bufferLenB-
ytes —db/8 — 1 —mLen

If at least one condition is not met, then Success = ERROR and go to step 14. Further steps are
performed only in cases of successful operation.

12 The recovered values b, mLen, m are used to create a string S, calculate r, and calculate R =
r * hin R/q field (steps 3-5 of the encryption algorithm).

13 Final check of the operation success: if R’ recovered in step 5 matches the value of R
obtained in step 12, the decryption operation ends successfully, the message m and its length mLen
bytes is decrypted at the output.

14 If the operation fails (Success = ERROR), an empty message of length 0 is returned.

The following mathematical transformations are performed when decrypting

le=1f5"(E)

2a=e*f=(r*h+m’)* f=(r*3Gf+m’) * f=r * 3G + m’* fin the field R/q =

3amod3=m’(r*3Gmod3=0;fmod3=1)

4R’>=e—m’ (mod q)

5R4=R’mod 4

6 oR4 =13 (R4)

7 maska = f4 (oR4)

8 mTrin = m’ — maska (mod 3)

9 M =f1"! (mTrin)

10 When using M = b || mLen || m || 0..0 (string of octets) separate fields are selected, as a
result we get b, mLen, m.

4.Algorithms for encapsulation and decapsulation

For encapsulation algorithms, key data are used that are generated identically as for encryption.
In fact, encapsulation algorithms use message encryption and decryption algorithms that are defined
in advance and labeled m_kem. The length of the message m_kemBytes. Full description of the
algorithms described above see in section 3.

An arbitrary allowed hash function is used as a hash function, providing a result length of 512
bits. We denote this function by Hash512.

Function input: octet string and its length.

Output: 512-bit octet string

4.1. The encapsulation algorithm

Input:
— length of the key for the symmetric encryption K_bytes (K_bytes <\/8) ;
— the recipient's public key h (polynomial R/q) and the corresponding octet string (h).
Output:
— sign of success (Success=0K, ERROR);
— encapsulated key Cc;
— key SKey for symmetric encryption, the length of which is K_bytes (K_bytes ).
As with the encryption algorithm, the first step is to check whether the operation can be
performed:
— Success= OK;
— if m_kemBytes > maxMsgLenBytes then Success= ERROR;
— 1f K_bytes * 8 >1 then Success= ERROR
If Success= ERROR then the algorithm is not executed.
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Next, the variant is considered in case of successful verification (Success= OK;)
1 We first perform steps 1-12 of the encryption algorithm for m_kem message of the length of
m_kemBytes.
2 The dazzling polynomial is converted to the octet string r as follows:
— bit string bsl is formed. The next bit of the string is 0 if the next polynomial coefficient
is 0 and 1 if the next coefficient is 1 or -1. The length of the string is bsl = n bits.
— bit string bs2 is formed. The next bit of the string is 0, if the next non-zero element is
equal tol and vice versa. The length of the string is bs2 = 2t bits.
— form a common bit string bs = bs1 || bs2
— denote r string of bytes, which corresponds to the bit string bs.
3 The value of the encapsulated key Cc and SKey is calculated.
c=E
The rest of the calculation depends on the value of A.
If A =256, then:
H = Hash512 (r_);
C — are younger 32 octets of H;
SKey — are SKeyLen octets of senior 32 octets of H (SKeyLen <32);
Cc=Cllc.
If =512, then
H1 = Hash512 (r_ || 1);
H2 = Hash512 (r_ || 2);

C—Hz1,
SKey — SKeyLen octets of H2 (SKeyLen <64);
Cc=Cllc.

4.2. Decapsulation algorithm

Input:
— length of the key for the symmetric encryption K_bytes (K_bytes <A/8;
— encapsulated key Cc;
— recipient's private key f;
— recipient's public key h (R/q polynomial) and corresponding octet string (h).
Output:
— sign of success (Success=0K, ERROR);
— key SKey for symmetric encryption, the length of which is K_bytes (K_bytes ).
As with the encryption algorithm, the first step is to check whether the operation can be
performed:
— Success= OK;
— if m_kemBytes > maxMsgLenBytes then Success= ERROR;
— if K_bytes * 8 >4 then Success= ERROR
If Success=ERROR then the algorithm is not executed.
Next, the variant is considered in case of successful verification (Success= OK;)
1 Decoding Cc to C and c.
2 Decoding c is performed (steps 1-13 of the decryption algorithm)
3 If the decryption error (Success = ERROR), the algorithm returns an error.
4 1f the length of the encrypted message does not match the message itself, or the messages: do
not match, then Success = ERROR, the algorithm returns an error.
5 The recovered values b, mLen, m are used to create a string S and calculate r.
7 An octet string is formed for r (r) (see step 2 of the encapsulation algorithm)
6 The rest of the calculations depend on the value of A.
If A =256, then:
H = Hash512 (r_);
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C’ — are younger 32 octets of H;

SKey’ — are SKeyLen octets of senior 32 octets of H (SKeyLen <32).

If A =512, then:

H1 = Hash512 (r_|| 1);

H2 = Hash512 (r_ || 2);

C’ —H1,

SKey’ — are SKeyLen octets of H2 (SKeyLen <64).

7 If C’coincides with C then SKey = SKey’; sign of success Success = OK, otherwise Success

= Error

5. Data encryption and authentication by a sender

During data encryption, consistent (agreed) functions, available to all subscribers, can be
applied. They contain MAC(.) messages authentication and a symmetric encryption algorithm
(Sym.Encrypt), for example [3, 14].

Subsequently, secret keys Ex and My, are produced using SKey, where Ex is the key for
symmetric encryption and My is a suitable authentication key for the message of pre-encrypted data.
(Algorithms for generating keys Ex and My from SKey can be determined by other standards).

5.1. Algorithm of data encryption and authentication by a sender

The algorithm is performed in the following sequence:

messages (data, packet) Q are encrypted with the use of symmetric cipher on the key
Ex, i.e.
C1 = Sym.Encrypt (Q, Ey);
to authenticate Clciphertext on My authentication key, calculate the C2 authentication
code, i.e.
C2 =MAC (C1, My);
finally, the sender sends (Cc, C1, C2) to the recipient.

5.2. Decryption and authentication of data by the recipient

The algorithms for decrypting and authenticating data by the recipient are executed in the
following sequence:

as a result of decapsulation, the recipient has the value ¢',C',SKey',r’;
if r'is t-small, ¢ = ¢ and C '= C, then they output and apply the symmetric
authentication and decryption key to SKey'. Otherwise, they determine the error and
reject the secure message;
the recipient calculates the message authentication code for C1 on the M key
C2’ = MAC (C1, M)

if C2’ coincides with C2 received from the sender, then the encrypted message C1 is
considered to be complete and authentic. Otherwise output "integrity violation" and stop
executing the decryption algorithm;
the recipient decrypts the cryptogram C1 using the symmetric decryption algorithm
agreed with the sender on Ex key, i.e.

Q = Sym.Decrypt (C1, Ex)
the recipient receives the decrypted and authenticated Q data for further processing.

Note. If necessary, the order of encryption and authentication of Q data may be carried out in a
different order, that is, first decryption and then authentication.

14
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6.Analysis of cryptographic transformations complexity

The temporal characteristics of key data generation, encryption and decryption algorithms are
shown in Table 6. Encapsulation and decapsulation algorithms actually use encryption and
decryption primitives. Therefore, their temporal characteristics are not given. Processor (Intel (R)
Core (TM) i5-3.1 GHz) clock [10, 11] is used to measure performance. For comparison, the data [5]
were used for the ntruees787epl encryption algorithm, which is closest to the characteristics with
crypto-stability A=256.

Table 6
Temporal characteristics of key data generation, encryption and decryption algorithms
- . Encryption Decryption
Stability Generation (59 bytes) (59 bytes)
ntruees787epl 16748110 111142 133926
A=256 (n = 881) 4789644 87696 96604
A=384 8065140 130556 143424
A=512 11670676 160364 182724

The results of optimization of key data generation, encryption and decryption algorithms are
presented in [6 — 10].

Key generation. The most laborious part of the algorithm is the inversion calculation and
multiplication of polynomials in R/q field.

Inversion calculation. An extended Euclidean algorithm for polynomials is used to calculate
the inversion. The computational complexity of Euclidean extended algorithm is determined by the
number of division operations and the computational complexity of one operation.

The polynomials of degree n and n-1 are used as data for the inversion calculation. Performing
a single division operation reduces the degree of both polynomials by 1, i.e. the number of division
operations is n.

The computational complexity of the division operation depends on the degrees of polynomials
and the difference between them. It can be considered that the difference between degrees is one,
then, the number of coefficients processed by the division operation equals a smaller degree and
accordingly changes from n to 1. That is, labor intensity can be estimated asn-1+n-2+... + 1 =n
(n-1)/2. Thus, the overall complexity of the investment stage is O(n®).

Methods for optimization of calculations.

1 To apply SIMD operations to work with the coefficients — there are limitations associated
with variable block addresses.

2 Recalculation of inverse elements for coefficients.

Operation of polynomial multiplication

Computational complexity of multiplication of polynomials of general form O(n?).

Optimization through the use of polynomial F/3 features with compensation of dependence on
the key format enables you to pass from the quadratic to the linear dependence on the degree of the
polynomial.

The computational complexity of encryption and encapsulation operations

In fact, the encapsulation algorithm uses the encryption algorithm, and the decapsulation
algorithm uses the decryption algorithm. The rest of the operations performed for encapsulation /
decapsulation take relatively little time. That is why it is enough to consider the computational
complexity for encryption and decryption algorithms.

Conclusions

1. The generalized results of the implementation of the 1st stage of the international
competition for the creation of post-quantum ASEs, KEPs and ESs, proposed by NIST USA, as
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well as comparisons of most alternatives, allow us to make a conclusion about the prospects of
creating standards for these cryptographic transformations in polynomial rings (algebraic lattices)
[1 — 7]. Another interesting area that also deserves attention and exploratory research is the
construction of post-quantum cryptographic transformations using methods of the theory of fault-
free coding [15 — 17].

2. Mechanisms for constructing ASE and KEP are proposed in [2], the application of which
makes it possible to provide 128 bits of quantum and 256 classical crypto-stability, i.e. including
the 5™ level of cryptographic stability. But in our opinion, the problem of ensuring encryption and
encapsulation, including up to 7 levels of stability, is important both from theoretical and practical
point of view, since the 5th level of cryptographic stability for the quantum period is insufficient.

3. Therefore, the current problem is the creation and standardization of ASE and KEP
algorithms of 256 bit quantum and 512 classical cryptographic stability. Practically the problem of
creation and standardization of post-quantum algorithms of ASE and KEP of 5 — 7 levels of
cryptographic stability is solved in Ukraine based on cryptographic transformations using algebraic
lattices (polynomial rings).

4. The common parameters for ASE and KEPs of cryptographic transformations should be
calculated, provided that the required level of crypto-stability is ensured, as well as to ensure the
success of operations (such as no decryption errors) and to reduce the computational complexity.
A list of general parameters of the encryption algorithms and key encapsulation algorithms of
SKELA algorithms is shown in Table 1.

5. Only general parameters are used to calculate additional parameters. Recalculating
additional parameters makes it possible to reduce the computational complexity of basic
cryptographic transformation operations.

6. The asymmetric key pairs — private key f and public key h — are used for asymmetric
encryption and encapsulation of keys. They are calculated on the basis of the use of polynomials G,
F, whose degree is n, and the coefficients modulo p (p = 3), i.e. take the values 0, -1, 1. The result is
as follows: the private key f and the public key h (polynomials) and h (byte task h) calculated
simultaneously.

7. In the process of developing encryption algorithms, the NTRU encryption algorithm [4] has
been taken into account, which has been successfully tested over time since it has been in use for
almost 10 years. But it has a significant drawback that has to do with the possibility of a decryption
error. This drawback is absent in the SKELY A algorithm [10].

8. In developing the SKELYA algorithm, the modern practice of using the prime q as a module
instead of the number 2k is taken into account, and the polynomial xn — x — 1 instead of the
polynomial xn — 1, which provides protection against known attacks. Therefore, field

(Z/7q[x]/(x"—=x-1)) is used as a field for NTRU Prime [5], but the parameters are calculated

taking into account the required levels of crypto-stability A = {256, 384, 512} and ensuring that no
decryption errors exist.

9. In the encryption algorithm, the following data are used as input: string for encryption (m);
line length m (mLen); the recipient's public key h (R / q polynomial) and the corresponding octet
string (h). The following data are used is output: sign of Success (OK, ERROR); encrypted string E
in case of successful operation.

10. The following data are used as input data in the decryption algorithm: E — a byte string with
an encrypted message; f — private key of the recipient; h (R / q — the recipient's public key
polynomial) and the corresponding octet string (h). The following data are used as output data: sign
of Success (OK, ERROR); open message (in case of successful operation) and length of open
message (in case of successful operation).

11. Key data, generated identically as for encryption, are used in the encapsulation algorithm.
In fact, encapsulation algorithms use encryption and decryption algorithms of the message defined
in advance and indicated by m_kem
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12. An arbitrary allowed hash function, that provides a result length of 512 bits, is used as a
hash function.

13. The input data in the encapsulation algorithm are the length of the key for symmetric
encryption of K _bytes (K _bytes <A / 8) and the recipient’s public key h (polynomial R/q) and the
corresponding octet string (h), and the output data are a sign of success (Success = OK, ERROR ),
Cc encapsulated key and a SKey key for symmetric encryption of K_bytes (K_bytes) length.

14. The input data in the decapsulation algorithm are as follows: symmetric encryption key of
K bytes (K bytes <A / 8 length; encapsulated Cc key; recipient private key f and recipient public
key h (polynomial R/q) and corresponding octet string (h).

15. The joint use of encryption algorithms and encapsulation of keys makes it possible to
produce (calculate) symmetric encryption and authentication keys on communication channels,
which in turn makes it possible to exchange the protected information with high speed and ensuring
its integrity, confidentiality and cryptographic integrity of such key data.

16. When developing algorithms for encryption and encapsulation of keys, optimization
methods of cryptographic transformations based on multiplication of polynomials were applied. To
measure the characteristics of time complexity, processor (Intel (R) Core (TM) i5-3.1 GHz) clock
cycles were used [9,10]. To compare the obtained complexity data, we used the data [5]
(ntruees787epl encryption algorithm, which is closer to the characteristics with cryptographic
strength A = 256).

17. Thus, this article presents the main results and data on encryption algorithms, key
encapsulation and their use for encryption and authentication of data on communication channels.
They are achieved by means of solving such particular problematic tasks as: calculating general and
additional parameters; generating asymmetric pairs of encryption keys and encapsulation;
development of asymmetric encryption algorithms (encryption and decryption); development of
asymmetric encapsulation algorithms and key decapsulation; developing proposals (algorithms) for
calculating the keys of secure communication sessions for their use in symmetric data encryption in
communication channels, as well as optimizing and assessing the complexity of direct and inverse
transformations during encryption and encapsulation.

18. The main advantages of asymmetric encryption and key encapsulation algorithms are:
providing 5 — 7 levels of post-quantum and classical stability; security against special attacks, as
well as providing symmetric data encryption on communication channels is the use of block and
stream high-speed transformations
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STEGANALYSIS METHOD EFFICIENT
FOR THE HIDDEN COMMUNICATION CHANNEL WITH LOW CAPACITY

Introduction

The rapid development of digital steganography, the publication of a large number of scientific
works in this area in the open sources and restriction and even the ban of the use of cryptography on
the legislative level in many countries have led to an increase in the use of steganographic methods
for transmitting and storing confidential information [1,2]. The main advantage of steganography
compared to cryptography is the concealment of the very fact that the confidential information is
present in a particular information content, which makes the use of the steganographic system the
common solution for the organization of a hidden communication channel [3]. However, the goals
of organizing such a channel may be different: from the harmless, concerning specific individuals,
to those that threaten the stability and vitality of a group of people united by specific goals, or the
society as a whole. In this connection, the relevance of organizing an effective steganalysis of in-
formational content increases. Its main task is to identify the presence or absence of additional in-
formation embedded in the non-attracting content, or container [4].

The most commonly used containers when organizing a hidden communication channel are
digital images (DI), which is why DI is considered in this paper.

Currently, all steganalysis methods according to [1] can be classified into 6 main categories:

e visual steganalysis (visual detection of differences between container and steganographic

message;

¢ signature or specific steganalysis (these techniques search for signature patterns to determine
the presence of a hidden message);

e statistical steganalysis (those techniques developed by analyzing the embedding procedure
and determining certain statistics that get modified as a result of the embedding process);

e spread spectrum steganalysis (aimed at the detection of embedded data introduced by stega-
nographic methods, which perform the frequency spectrum spreading of the signal-
container, i.e. by SS-methods (Spread-Spectrum));

e transform domain steganalysis (in the process of steganalysis the transform domain of DI
investigated, e.g. discrete cosine transform domain, discrete wavelet transform domain, sin-
gular decomposition domain, etc.);

e universal or blind steganalysis (these techniques tries to detect the embedded messages re-
gardless the steganographic technique applied to cover image).

The methods of the last group seem to be the most attractive since they are not related to the
features of specific steganographic algorithms. However, the practice shows that they cannot pro-
vide equally high efficiency in detection of the results of various steganographic transform methods.

The most widely used steganographic method of DI transform is the modification of the least
significant bit (the LSB-method) in its various implementations. The LSB-method detection re-
mains an actual task. There are a large number of different steganalysis methods aimed at detecting
the results of the LSB-method [4 - 8], belonging to different categories listed above. Most often,
they are focused on statistical analysis [2], so the features of the current use of the LSB-method
(with the low capacity of the hidden communication channel (HCC) (embedding rate)) make the
vast majority of existing steganalysis methods ineffective (with 0.1<HCC<0.25 bpp), and practical-
ly unsuitable (with HCC <= 0.1 bpp) for detecting the hidden information presence. The testing of
many modern methods under HCC <0.1 bpp is not performed at all [2, 9, 10]. Although the research
in this area is being conducted and the development of new approaches is in progress [11-14], the
task of providing the high efficiency of steganalysis method for LSB-embedding detection, which
does not depend on DI type (color or grayscale) under the low HCC is still not solved.
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For example, in [11], a steganographic algorithm is proposed, which is positioned as capable
under the conditions of low embedding rate (0.01 bpp), however, the accuracy for these conditions
is only 52.28 %. Similar efficiency results obtained under the embedding rate of 0.01 bpp for the
steganalysis algorithms developed in [14].

In [12], a steganalysis algorithm for grayscale images was developed. The results of testing the
algorithm given in the paper were carried out on more than 9000 DIs and obtained under the HCC
rate from 0.1 to 0.5 bpp with the error rate of 21.0 % for the smallest HCC value. Such a result ob-
viously cannot be considered a satisfactory value.

The steganalysis algorithm developed in [13] for color DI deserves great attention. The algo-
rithm is based on analyzing the features of changing the number of color triads in a matrix of unique
image colors while embedding additional information: containers stored in a lossy format have a
small number of consecutive triads of triplets, while as a result of steganographic transform, even
with small values of HCC, there is a significant increase in the number of such the triads. This
makes it possible to detect the presence/absence of additional information in the digital content ana-
lyzed. The HCC of 0.05 bpp was the smallest value considered when testing the developed algo-
rithm, while the detection accuracy coefficient was ACC = 0.9865. However, the algorithm is not
efficient for grayscale images, which is a significant drawback.

Due to the large amounts of information, which is stored, sent or processed nowadays and
usually stored in lossy formats, it is reasonable to consider the DI in a lossy format (LF) as a con-
tainer in this paper.

The aim of the work is to increase the efficiency of steganalysis by developing a new stegana-
lysis method for detecting the presence of additional information embedded by the
LSB-method into the DI-container under conditions of the low communication channel capacity.

The HCC <= 0.1 bpp is considered as low HCC values. The effectiveness of the steganalysis
algorithm estimated by Type | and Type Il errors, as well as by the detection accuracy coefficient,
formally defined below.

Main Body

For distinctness and taking into account the widest spreading of the Jpeg it is considered as a
lossy format for DI (with various quality factors QF €{0,1,2,... 99,100 }) further in the paper, Tif is

used as a lossless format (LLF), a single rectangular m x n —matrix is considered as a formal repre-
sentation of an arbitrary DI.
Let the matrix of the original DI in the LLF be F;, and the matrix of the corresponding DI,

which was obtained from LF by means of its repeated saving is F;. Denote an arbitrary

4x4—block of F./ F, as B./B, respectively. Let o =(0y(B; ) o,(B; ) o3(B; ) ou(B; ) .

oy = (al(BJ) aZ(BJ ) 03(8J ) 04(8J ))T be the vectors, those elements are the singular numbers (SN)
of B;, B, blocks and wherein:

6,(B;)>6,.4(B:), &(B,)>0,.(8,) i=123, 0,(B;)20, o,(B,)20. 1)
Let us normalize vectors o, and o, , the obtained result given below:

- (¢

or =y ol olB ol o)) oo = 0= o8y oeley L ouley ) oile ] @

o

where |o;| and |o,|| are norms of o; and o, . The condition (1) obviously also holds for elements

of vectors or and o, which further will be called the normalized SN.
In [15], a general approach to solve the problem of identifying violations of the DI integrity
was proposed. It is based on the perturbation theory and matrix analysis and underlies further
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reasoning. The development of the approach was reflected in [16], where it was shown that for the
majority of the corresponding blocks B, and B, and matrices F, and F,, obtained as a result of

their standard splitting, the following equation takes place:
Z[el,C_ST]> Z[el,C_SJ], (3)

where e =(1,0,00)" is a standard space basis vector R*, £ el,c_sT], A[el,c_m] are the magnitudes of
the angles between the vectors o+ and e, oy and e respectively, and the lower the quality factor
QF used to obtain F,, the smaller will be the angle between the normalized SN vector in the block
B, and the vector e, .

Consider the relation (3) in more detail. Taking into account that

(607 )=le.][or] cos( e, or )= cos(le, or ]} (6,03 )= e |cos(<le, o: )= cos( e, o5 ).

where (el,c_sT ) (el,c_n) are the scalar products of corresponding vectors, the relation (3) is rewritten
as follows:

e,.01)<(e,,04),

where for the majority of the corresponding blocks of F; and F, matrices we obtain:

o8 )<ci(B, ). @
Consider the case, when the singular numbers of block B; has been perturbed because of lossy

compression of image with the matrix F, , that led to perturbation of elements of vector o+ . Denote
these perturbations as Ac,, ..., Ac,. Then for the corresponding block B; we have:

ci(B,)=0i(B; )+ Ac,, i=14. 5)
Then, taking into account (4) for most blocks:
Ac, >0. (6)

If we consider the Euclidean norm as a vector norm in (2), then taking into account the norma-
lization of vectors o+ and o, and relation (5), we have:

S faen ) = 66, - Slele ) anf.
from where
> (240,.(8, )+ (4, )= 0. (7

i=1
Let us rewrite (7) in more detail:
2Ac51c_$1(l3r )+ (Ao, ) +(Ac, ) +(Ac,f +(Ac, ¥ + 2Ac,0: (BT )+ 2AG,Gs (BT )+ 2AG,G4 (BT ): 0 (8)
Itis c_n(BT)> 0 for almost all blocks of the original DI in the LLF. Then
ZAGlc_n (BT )+ (Acl )2 + (A62 )2 + (AG3 )2 + (AG4 )2 >0,

and the equality to zero of the expression value on the left-hand side of (8) is possible only due to
the fact that there are negative values among Ac,, Ac,, Ag,.
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Let us demonstrate that it is Ao, <0 for most DI blocks using proof by contradiction. Let us
suppose that Ac, > 0. Then consider the principal possibility that (8) equals zero due to Ac,, Ac,,

I.e. is it possible, in principle, to provide the equality to zero of the expression in (8) only at the ex-
pense of Ac,, Ac, negativity. To do this, assume that both of these values are negative: Ac, <0

and Ao, <0. Moreover, given the fact that singular numbers are always non-negative, the maxi-
mum possible modulo values of Ac,, Ac, are as follows:

AGsz—gs(BT), AG4=—84(BT). 9)
Then

o5(B, )=c4(B, )=0,

that means that the vector o = (cn(BJ ) EZ(BJ ),O,O)T lies in a plane defined by two vectors of the
standard space basis R*: e =(1000) and e,=(0100). The end of the vector

(c:(B, ), o2(B,)0,0J due to its normalization lies on the unit circle, which is the intersection of the

unit sphere of space R* and the mentioned plane, whose center coincides with the origin. This posi-
tion of the vector o is the result of a perturbation of the normalized vector o, i.e. the result of its
rotation at a certain angle within the first coordinate orthant of space R*. First two coordinates
c_n(BT ) C_Yz(BT) of vector o+ are the direction cosines of its projection onto the coordinate plane of

space R*, defined by the vectors of the standard basis e and e,. In this case, taking into account

the conditions (1), a simultaneous increase in the two first coordinates of the vector could not occur
as a result of the DI compression, and if the first coordinate exactly increased (see (6)), then the
second one should decrease. Thus, with Ac, >0 it is impossible to provide (8) even under the con-

dition (9), i.e. with the largest modulus of possible negative perturbations Ac,, Ac,. Thus:
Ac, <0. (10)

In [17] the concept of gap svdgap(i,A) of the singular numbers o;( A) of matrix A intro-
duced:

svdgap(i,A) =minjo;(A) - o,(A).
i#]
Let us introduce the similar concept for the normalized singular numbers ci( A) of matrix A.

Let us define svdgap,(i,A)as normalized gap of singular number o,( A) of matrix A, which can
be determined as follows:

svdgap, (i,A) = rpjjn\&,—(A)—Ei( A)\.
Taking into account the conditions (1) for any block B of any DI obtain:
svdgap(1,B)=0,(B)—0,(B),
svdgap,(1,B) =ocy(B)-o2(B). (11)
Taking into account (11), (4), (10):
svdgap,(1B, )= oi(B, )~ o2(B, ) > ci( B, ) ~02( B, ) = svdgap, (LB, ).
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Thus, when storing DI in lossy formats in most DI blocks (for which (3) holds) the normalized
gap cl(BJ) is greater than the normalized gap cn(BT), where B;, B, are the corresponding blocks
F, F.

Since, with a decrease in the quality factor QF used to save DI in the Jpeg format, the number
of blocks for which (3) takes place will increase [16], the increase will be observed in the number of
DI blocks in which the normalized gap of the maximum SN will grow compared to its normalized
gap in the corresponding blocks of the corresponding DI in a lossless format. Indeed, the lossy
compression in a certain way reflects on the SN values of DI blocks: it reduces the contribution of
the signal high-frequency component, blurs DI and leads to a decrease in the minimum singular
number values of blocks [18]. However, in case of a compression with a high quality factor (rela-
tively small values of the elements of the quantization matrix) the changes in the SN will be insigni-
ficant, i.e. the number of DI blocks, for which the relation (3) will not hold in the case of high QF
will be greater than in the case of small QF. The number of such blocks does not increase monoto-
nously with the quality factor decreasing (increasing elements of the quantization matrix), since

with decreasing of quality factor the value Z[e,,o, | will decrease [16], differing more and more

from the value £ el,c_sT] in accordance with (3). The obtained theoretical conclusion is illustrated in

2 DIs in lossless formats (Tif), where a monotonous decrease took place in the number of DI blocks
obtained as a result of standard splitting, in which an increase in the normalized gap of the maxi-
mum singular number was observed, with an increase in QF (Fig. 1). This conclusion found the
practical confirmation in the results of the computational experiment, described in detail below (see
Fig. 3 (curve 1)).
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in the normalized gap of the maximum singular number
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Fig.1. The results of the analysis of the maximum singular number normalized gap in the DI blocks with re-
peated saving in the Jpeg format with various quality factors QF: a — the original DI (Tif) from the
img_Nikon_D70s base [19]; b — the original DI (Tif), obtained by a non-professional video camera; ¢ — dia-
gram that illustrates how the number of 4 x4 -blocks in DI, where the normalized gap of the maximum SN
increased depends on QF: 1 — for DI from Fig.1, a, 2 — for DI from Fig.1, b
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The monotonous increase in the number of blocks in the corresponding DI, for which the nor-
malized gap of the maximum SN of block grows, will be violated with a decrease in the quality fac-
tor QF used to compress the original DI, if the image in lossy format (Jpeg) used as source. Indeed,
if the original DI was stored with a quality factor QF,, then its repeated saving with the same quali-

ty factor cannot significantly change the quantitative characteristics of the blocks, in particular, the
singular number values (Table 1) (re-quantizing of the discrete cosine transform (DCT) coefficients
in DI performed with the same quantization matrix as the primary one). Changes (if any) of the sin-
gular numbers will occur due to the presence of rounding in the process of compression [20], as
well as rounding which causes the computational error when working in a floating point system.
Therefore the number of blocks for which the normalized gap of the maximum SN will increase
will be very small compared to the original DI (close to 0) (which is no longer typical for compres-
sion of image in the LLF with any quality factor), while the number of blocks, where the norma-
lized gap of the maximum SN does not change, will be significant (the computational experiment
shows, that the number of such blocks can exceed 90 % of the total number of blocks). However,
the re-compression of the original DI with a quality factor different from QF, obviously breaks the

above-mentioned monotony of changing the 4x4 —blocks number, for which the normalized gap of
the maximum SN increased, since the DI blocks have already been compressed (primary) with
losses and the high-frequency component has already been reset to zero (taking into account the
rounding that occur in the process of DI recovery after compression — it is close to zero). During the
initial quantization, DCT coefficients corresponding to high (possibly medium) frequencies will be
zeroed, resulting in a significant relative decrease in the lowest (possibly average) singular number
values. Re-quantization will not significantly change the values of the DCT coefficients that became
small after the initial quantization (and the smallest and possibly medium SN). For the maximum
SN, the situation is different: as a result of quantization and subsequent rounding during the DI
compression, the maximum singular number of block recovered after image quantization can both
decrease and increase (depending on the rounding result after quantization), while three other singu-
lar numbers in block, as mentioned above, remain practically unchanged (this situation will occur
for the same DI block when this image is saved for the second time with losses with different QFs
(the results given in Table 1 for one randomly selected DI block stored in Jpeg format (QF = 85))
illustrate the above). This will lead to the fact that when DI is compressed with a quality factor
QF = QF,, the number of DI blocks for which the normalized gap of the maximum SN increases

will be significantly different from zero, as the computational experiment shows, but the number of
blocks where the normalized gap of the maximum SN will not change will decrease dramatically.
These facts will lead to a loss of monotony for the number of blocks in which the growth of the
normalized gap of the maximum SN occurred, with an increase in QF, which is an indication that
the original DI was saved with losses.

Table 1

Result of repeated saving of original DI to Jpeg format with different quality factors QF,
which was originally stored in Jpeg format (QF=85), for one 4 x4 —block

. The normalized gap of the

QF Singular spectrum of the block maximum SN
Original DI 214.1468 4.8940 3.6310 0.1440 0.9768

55 214.9262 3.0877 0.4180 0.1442 0.9855

60 210.4311 2.7594 0.9511 0.4780 0.9868

65 215.8175 2.8976 0.5545 0.3172 0.9865

70 210.2940 5.3903 1.7155 0.2854 0.9593

75 211.4048 5.6764 4.8425 0.0834 0.9677

80 213.0100 5.8375 3.5443 0.3043 0.9721

85 214.1468 4.8940 3.6310 0.1440 0.9768

90 214.0043 5.2478 4.1863 0.3131 0.9750

95 213.8960 4.8732 3.3984 0.4325 0.9768
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The situation described above, in principle, can be obtained for DI, originally stored in Jpeg
with any QF,. Indeed, the original DI in the process of its analysis can be saved to the Jpeg format
with each quality factor QF e {0,1, 2, .. ,99,100} (with step 1), which will give an opportunity to get
a global minimum of the corresponding curve reflecting how the number of DI blocks in which the
normalized gap of maximum SN increased as a result of repeated saving with losses depends on
QF. The global minimum will be reached at QF =QF,, and its value will be close to 0. The results
of the analysis of a specific DI are shown in Fig. 2 to illustrate the truth of the above. Curves 1 and
2 (Fig. 2) have a global minimum and a maximum, respectively, with QF =QF, =58, while the
dependence of the number of DI blocks, in which there was an increase in the gap of the maximum
SN, from QF, is not monotonic, which is in full compliance with the foregoing.
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Fig.2. The results of the analysis of the DI singular number blocks: a — the original DI (Jpeg format
(QF = 58)); b — graphs which show relationship between the number of DI 4x 4 -blocks, given as a percen-
tage of the total number of blocks, and the quality factor QF used in the repeated compression of DI:

1 — the number of blocks in which the normalized gap of the maximum SN increased; 2 — the number of
blocks in which the normalized gap of the maximum SN did not change during the repeated saving

For practical confirmation of the findings, a computational experiment was carried out, which
involved:

* 450 original DIs in a lossless format (Tif): 150 DIs from the 4cam_auth base [21] (size is
500x500 pixels) —set T,; 200 DIs received by non-professional video cameras (size is 600x 600

pixels) — set T,, 100 DIs from the database img_Nikon_D70s [19] — set T, (size is 2000x 2000
pixels);

* 4950 original DIs in Jpeg format, obtained by storing DIs from T,, T,, T, to Jpeg format with
quality factors QF € M, = {55,60, 65,70, 72,75,80,85,90,93,95} (corresponding sets are denoted
by T, TV, T, ie M)).

In the experiment, each DI from the sets T,, T,, T,, T, T, T,V ie M, was stored in the
Jpeg format with values QF e M, = {55, 60,65, 70,75,80,85,90,95}. Note that the elements of the
sets M,, M, were chosen as the most frequently used in practice, but at the same time M, con-

tained values which were absent in M, by design, in order to consider such options when the quali-
ty factors of the secondary compression of DI do not coincide with the quality factor of the primary

ISSN 0485-8972 Paouomexnuka. 2019. Buin. 198 25



one. In each of the 12 image groups G,,G;,ieM, (G,=T,UT,UT,, G =T2UT UT,",
i € M, ) for each quality factor QF € M, used in repeated saving of the image, the average value of
the number of DI 4x4-blocks obtained as a result of its standard splitting were calculated (as a
percentage of the total block number) in which the normalized gap of the maximum SN increased.

The results of the experiment, some of which are shown in Fig.3, fully confirm the theoretical con-
clusions obtained above.
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The average value of the number of DI blocks for which
there is an increase in the maximum SN gap in the
normalized SN vector with repeat saving in Jpeg (%)

Fig. 3. Relationship between the average value of the DI block number, for which the normalized gap
of the maximum SN increases as a result of DI repeated saving in Jpeg format, and the quality factor QF
used for image repeated saving, when the original DIs were in the following formats: 1 — Tif; 2 — Jpeg with
QF=55; 3 — Jpeg with QF=65; 4 — Jpeg with QF=72; 5 — Jpeg with QF=75; 6 — Jpeg with QF=85;

7 — Jpeg with QF=93

In the course of the experiment, it was revealed 6% of DIs from G,, where a slight violation of

the monotonous decrease in the block number occurred with an increased normalized gap of the
maximum SN along with an increase in QF (a typical example is presented in Table 2). Obviously,
this is a consequence of the features of machine arithmetic: calculations of SN blocks are performed
in a set of floating-point numbers with an accumulation of computational error, which occurs here
due to rounding. The possibility of such a situation is taken into account when developing the ste-
ganalysis method.
Table 2
Relationship between the relative number of blocks (% of the total number of DI 4 x4 -blocks obtained
as a result of its standard splitting) with an increased normalized gap of the maximum SN and QF used
for repeated saving, for a particular DI

QF

55 60 65 70 75 80 85 90 95

67.66 67.06 66.45 65.37 65.38 65.00 63.29 58.40 42.76

The steganalysis method developed by the authors for detection of the steganographic trans-
form results of any implementation of the LSB-method uses a DI in lossy format as a container, the
expediency of which is justified above. After the embedding of an additional information, taking
into account the well-known instability of the algorithmic implementations of the LSB method to
attacks against the embedded message, the steganographic message is stored in a lossless format.
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The main requirement for developed steganalysis method is the high efficiency in conditions of
the low capacity of the hidden communication channel. The idea of this method is as follows. Due
to the fact that in the conditions considered, the steganographic transform has little effect on the
container, after the additional information embedding the properties of the DI steganographic mes-
sage will not differ fundamentally from the properties of the used container. It means that for the
matrix of the steganographic message, the dependence of the number of blocks, for which the nor-
malized gap of the maximum singular number will increase, from the QF will not be monotonic.

In view of the above, the main steps of the proposed steganalysis method are as follows.

Let the DI with the matrix F; be analyzed.

Step 1. Save the original DI in the lossy format — Jpeg with different quality factors
QF e{1.23,...100}, i =1t, QF <QF,,,i=1(t—1). The result is the DI with matrices F;,i=1t.

Step 2. For each pair of matrices F;, F,i =1, after the preliminary standard splitting them
into non-intersecting 4x4—blocks, determine the values s;, i =1t, — is a number of blocks (a per-

centage of the total number of DI blocks) in K, i —1.t, for which the normalized gap of maximum

singular number increased compared to the corresponding blocks in F; .
Step 3. If

((s,>5s,)v(0<s,—-5 <P))A..A((5,>5,)v(0<5, =5, <P))A..A((S, >5)v(0<s -5, <P))

(where P is the threshold value, which makes it possible to take into account the occurring
monotony violations for the values s;,i =1, due to the peculiarities of machine arithmetic in the
floating point system),

then
F;, —is an empty container
else
F, —is steganographic message.

In the algorithmic implementation of the method, the following parameter values were used:
t=9; QF =55+5(i—1),i=1t; P =1.

To analyze the efficiency of the algorithmic implementation, a computational experiment con-
ducted. During this experiment, the additional information was embedded by the LSB-method into

Dl-containers stored in Jpeg format. A randomly generated binary sequence was used as an addi-
tional information. The following values of the hidden communication channel capacity were used:

1,0.1, 0.05, 0.01 bpp. As containers were used: 4950 images from the sets T,'"”, T,'”, T,V ie M,
and 350 Dls (size of 1000x1000 pixels) taken from the NRCS database [22] — the set T, . In the
course of the experiment, both the obtained steganographic messages and the original DIs from the
sets T,,T,, T, were analyzed. The results of the computational experiment are given in Table 3 and

Table 4 (the experiment-average value of Type Il error is 2.7%). These results are illustrated on a
specific example in Fig. 4, where 5 DI are presented in a lossless format, one of which is an original
image, and the rest are the steganographic messages obtained by the LSB-method with different
HCC values. The diagrams reflect how s, i =19 depends on QF, used for repeated saving of the
analyzed DI to Jpeg format, show that the monotony is present for the original DI (Fig. 4(f) curve
1), but there are monotony violations for DI steganographic messages (Fig. 4(f) curves 2-5).

For the convenience of comparing the efficiency of the method developed in the work with

modern analogues, the obtained data were used to calculate the detection accuracy [13] (accuracy
(ACQC)) (Table 5):
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ACC =(TP +TN)/(TP + FN +TN + FP), (12)

where TP (True Positive) is the number of correctly identified steganographic messages (true posi-
tive result); TN (True Negative) is the number of correctly identified containers (true negative re-
sult); FP (False Positive) is the number of empty containers which were mistakenly qualified as
steganographic messages (false positive (false alarm) or a Type Il error); FN (False Negative) is the
number of steganographic messages that are mistakenly identified as containers (false negative re-
sult Type I error).

Table 3

Type | errors of developed steganographic algorithm (%)

Container The (iapacity ofa higjen commun(i)c.g'gon channelo(.gi)p)
T,% 1.3 13 1.3 1.3
T, 2 13 2 2
% 0.7 0 13 0.7
T,% 07 0.7 0.7 0.7
T, 0.7 13 0.7 0
T, 8 2 2 0.7
T, 8 4 2 0.7
T, 8 4 2 13
T,(% 12 8 8.7 2
% 18.7 12 8.0 2
%) 20 18.7 8.7 4

Image set average value (T, i e M,) 7.3 4.8 3.4 1.4
T, 15 2 1 05
T, 15 0 05 0
% 0 0 0 0
T, 1 0 05 05
T, 0 1 05 0
T, 0 0 0 0
T, 1 0 0 0
T,0% 15 1 1 0
T, 35 1 05 05
T,!% 7 2 2 05
T,'*) 115 25 1 1

Image set average value (TZ(i )i M;) 2.6 0.9 0.6 0.3
T, 4 0 0 0
T, 7 0 1 0
T, 0 0 0 0
T, 0 0 0 0
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T,™ 1 0 1 1

™ 9 0 0 0

T, 8 1 2 2

T, 9 1 1 1

T,.* 10 4 2 3

T,* 12 5 3 1

T, 15 4 2 2
Image set average value (T3(i), ieM,) 6.8 1.4 1.1 0.9
T, 0.9 0.6 0.6 0.9
Experiment-average value 4.8 2.2 1.5 0.8

Table 4

Type Il errors of developed steganographic algorithm (%)

Sets of original Dls

Mumber of DI blocks, for which the gap of maximum
singular number increases in the normalized SN
vector with repeat saving to Jpeg (%)

75
QF

f

95

Fig. 4. lllustration of the steganalysis results obtained with developed algorithm for specific Dls: a — is an
original DI; b, c, d, e — are steganographic messages, created by LSB-method with HCC 1, 0.1, 0.05,
0.01 bpp, respectively; f — diagrams that show how number of image blocks with an increased gap
of maximum SN depends on QF, given that the image is converted for the second time to Jpeg format:

1 —for the original DI, 2,3,4,5 — for the steganographic messages, created by LSB-method
with HCC 1, 0.1, 0.05, 0.01 bpp respectively
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Table 5
The experiment-average (5750 DI) values of the detection accuracy coefficient for the developed algorithm,
depending on the value of the HCC

The capacity of a hidden communication channel (bpp)

1 0.1 0.05 0.01

0.954 0.978 0.987 0.991

The results of the computational experiment indicate a high efficiency of the algorithmic im-
plementation of the developed method. The efficiency of the algorithm, as could be assumed on the
strength of the theoretical basis of the developed method, increases with decreasing of HCC.
Indeed, the smaller the HCC, the less perturbation is introduced into the DI-container by stegano-
graphic transform, the less DI steganographic message differs from the original container stored in
the lossy format, the more effectively such steganographic message will be detected.

For a comparative analysis of the suggested algorithm efficiency, estimated by the ACC coeffi-
cient (12), modern analogous algorithms were chosen. These analogues are most efficient under the
low HCC conditions and information about them is available from open sources: S1 (2006) [14],
S2 (2006) [11], S3 (2008) [23], S4 (2009) [24], S5 (2010) [25], S6 (2015) [26], S7 (2015) [27],
S8 (2016) [13], S9 (2016) [28]. The results are given in Table 6.

Table 6
Comparison of the developed algorithm efficiency, estimated using ACC,
with modern analogues under the conditions of a low HCC

HCC, S1 S2 S3 S4 S5 S6 S7 S8 S9 Our
bpp | (2006) | (2006) (2008) | (2009) | (2010) | (2015) | (2015) (2016) | (2016) | (2018)
01 | 0.9846 | 0.7727 0.9943 | 0.9937 | 09924 | 0.9971 | 0.988 0.9968 | 0.970 | 0.978
0.05 | 0.9769 | 0.6432 0.9283 | 0.9319 | 0.9404 | 0.9770 | 0.968 0.9865 | 0.941 | 0.987
0.01 | 0.5692 | 0.5094 - - - - - - - 0.991

Conclusions

As a result of the development of approach for detection of digital images integrity violations
proposed by the authors earlier, the new steganalysis method has been created, as well as algorithm
implementing it, which is effective in case of low hidden channel capacity, using LSB-method of
embedding.

The computational complexity of the algorithm is determined by the number of non-
intersecting 4 x4 -blocks into which the matrix of the analyzed DI is split, and in the case of its siz-

es of nxn pixels it is O(n?) operations.

The developed algorithm significantly exceeds the existing analogues for HCC <0.1 bpp. With
HCC = 0.01 bpp, this superiority over the best of its analogues (S1) is 74.1 %. In addition, it is
workable for both color and grayscale DI, which often is not the case for analogues algorithms. In
the case of an examination of color DI, 1, 2 or all color matrices (RGB scheme), brightness matrix
(YUV scheme) will be analyzed.
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DISTRIBUTION AND MULTIPLEXATION (OFDM)

Introduction

The need for new communication services is constantly increasing. At the same time the re-
quirements for transmission speeds, noise-receiving of data, secrecy of functioning of the system,
quality of services are provided. This leads to a worsening of the contradiction between the increas-
ing requirements and the limited frequency resources, which in turn sets the task of increasing the
spectral efficiency of the systems. It is known that a significant increase in pro-launch capability
and reliability of communication can be achieved by using systems with multiple inputs and mul-
tiple outputs (MIMO), which uses multiple antennas on the transmitting side and multiple antennas
on reception site. In combination with adaptive modulation and coding schemes, as well as the
adaptive allocation of system resources, these methods can provide significant improvements in da-
ta rates and communication reliability [1]. Studies have shown that both MIMO technologies and
other spectral efficiency enhancement techniques can be used in conjunction with multi-carrier
transmission technologies, in particular, MIMO-OFDM (orthogonal frequency division multiplex-
ing, hereinafter OFDM) and MIMO-OFDMA (orthogonal) technologies frequency division mul-
tiple access). Being able to provide subscribers with a wide range of applications with different ca-
pabilities in terms of tolerable delay, quality of service, bandwidth requires future systems of high
resistance to interference and channel distortion, as well as more flexibility in radio resource man-
agement. Choosing the right radio interface is key to ensuring these properties of the communica-
tion system. Multiple Carrier Technology in orthogonal frequency division multiplexing is widely
recognized as one of the most promising access schemes for use in advanced wireless communica-
tion systems

The main results of the research

The basic idea of OFDM is to split high-speed data flow into a number of sub-streams at lower
speeds [1]. These sub-streams are then transmitted in parallel orthogonal subchannels, resulting in
partial overlap of the spectrum. Compared to single-carrier transmission, this approach provides in-
creased system resilience to narrowband interference and channel distortion. Moreover, this results
in a high level of system flexibility, since modulation parameters such as constellation size, coding
rate, manipulation sequence class, encoding method, character interleaving type, etc. can be inde-
pendently selected for each subchannel. Problematic issues that limit, in some cases, the use of
OFDM, include the significant magnitude of the peak of the emitted OFDM signal. As is known,
the peak factor (PF) is defined as the ratio of the maximum (peak) instantaneous power of a signal
to its average power. Increasing this parameter adversely affects the complexity of the high-
frequency path design from amplifiers to the antenna, leading to a decrease in the efficiency of
high-frequency equipment, to an increase in non-linear distortions. Synchronization, channel esti-
mation, radio resource management are just some of the problems associated with multi-carrier data
technology. In spite of the fact that OFDM provides high efficiency of spectrum utilization due to
orthogonal frequency multiplexing [2], its out-of-band radiation may be unacceptable if the use of
back-band is not foreseen. In particular, in 4G LTE about 10% of the dedicated bandwidth is re-
served as a guard interval (also known as a cyclic prefix). This is quite a significant fee for a factor
such as a spectrum resource. Frequency and time resources in OFDM are evenly divided into a
number of elements of the same size for transmitting information [3]. In order to achieve orthogo-
nality and to avoid inter-character or channel interference, it is necessary to ensure strict coordina-
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tion of the operation (in time and frequency) of the elements of the transmitting and receiving sides
of the system. The synchronization procedure results in intensive signal transmission to achieve per-
fect synchronization, especially in the case of uplink transmission. Improper synchronization can
lead to suboptimal system performance. Fifth-generation (5G) systems offer many advantages over
earlier systems, such as: high data rates, ultra-reliable low latency, high spectral efficiency, high
subscriber connectivity, and enhanced energy efficiency. To take advantage of 5G, experts in the
field and academia have proposed new and effective technologies based on OFDM modulation [4]:
window-OFDM, Multiple Frequency Filter Group (FBMC); orthogonal frequency division encoded
channel (C-OFDM) technology; Universal Filtered Multi-Carrier (UFMC); filtered-OFDM, FC-F-
OFDM rapid-convolution system, etc. The filtration process is a proven and effective way of sup-
pressing side lobes in OFDM. In the UFMC, filtering is applied to a block of sub-sequential subcar-
riers, which provides low out-of-band radiation. In multi-channel channels, UFMC is ineffective
due to significant inter-character interference, which leads to suboptimal characteristics. In OFDM
filtration systems, the available bandwidth is divided into many bands, enabling different sets of
services to be implemented in different bands with signals filtered in the time domain accordingly.
On the other hand, an approach based on filtering in the frequency domain was proposed, which has
less computational complexity and increased flexibility compared to time domain filtering. The fil-
ter design is based on window optimization in the frequency domain, which balances the required
minimum bandwidth attenuation, transition bandwidth, and error vector characteristics (EVM).
OFDM s a type of frequency division multiplexing in which multiple subcarriers at adjacent fre-
quencies are used in a single channel. The presence of multiple subcarriers in a single channel may
create mutual interference, but due to the orthogonality of the subcarriers, this does not occur. For
this reason, OFDM application maximizes the channel's spectral efficiency without interference.
The spectrum of the OFDM system in the frequency domain is presented in Figure 1 [2].

Individual Sub-Channels

Channel Bandwidth
(Bw) / \
-

,

\/

Frequency

Fig. 1. OFDM frequency spectrum

Receiver / transmitter architecture in OFDM system

The classic OFDM transmitter and receiver model is shown in Fig. 2, a - OFDM transmitter
model, Fig. 2, b - OFDM receiver. The transmitter converts the digital data that is to be transmitted
to the corresponding amplitude and phase values, and then, using a backward Fourier transform
(FFT), the digital data from the spectral representation is transformed into a time domain signal re-
presentation of the by adding a protective interval (CI). Thus, the received signal data is subjected
to frequency multiplexing. The reverse operation is performed on the receiver side, as shown in
Fig. 2, b. When the modulated OFDM signal arrives at the receiver, the radio frequency signal is
summed up with the main carrier and the CO is deleted. The signal spectrum is then converted to
the frequency domain using a Fourier transform (FFT). Then the subcarrier phase and amplitude are
extracted and demodulated back into the digital data.
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Fig. 2. Traditional OFDM system

In the transmitter, the output sequential stream of information bits is encoded by interference-
tight code (according to LTE 3GPP TS 36.211 recommendation convolutional turbo codes are used
with a base rate of 1/3), interspersed (P) and demultiplexed into N parallel sub-streams. Next, each
of the streams is mapped to the symbol stream by phase pro-procedure (BPSK, QPSK, 8-PSK) or
amplitude-phase quadrature modulation (QAM). When using BPSK modulation, a stream of binary
numbers (1 and -1) is formed, with QPSK, 8-PSK, QAM a stream of complex numbers. In addition
to the subcarriers on which the information is transmitted, service subcarriers are used. These in-
clude security intervals, pilots and additional service information to synchronize the receiver and
transmitter and their operation modes. Pilots may have a fixed position on a subcarrier or a variable,
with changes occurring from symbol to OFDM symbol in frames. Due to the insertion of inter-
interconnections under channels of sufficient length of the protective interval, the possibility of
spectral overlap is eliminated. In this case, the inter-channel interference (between bit interference,
ICI) decreases, the probability of a bit error decreases, and thus the bandwidth of the wireless access
system increases. The multiplication operation on a set exponent with the corresponding subchannel
frequency and then summing all the sub channels to generate an OFDM signal is very similar to the
Fourier Inverse Transform operation. In this regard, to form the required OFDM-symbol is used the
device SHZPF, which greatly simplifies the implementation of modulators. Maintaining orthogo-
nality is necessary in order for the receiver to correctly recognize the information on the subcarriers.
To do this, you must complete the following conditions: the receiver and the transmitter must be
precisely synchronized; the analog components of the transmitter and receiver must be of very high
quality; the channel should not be multipath. In this case, multipath radiation is almost inevitable in
radio communication systems, which leads to distortion of the received signal. To eliminate this
kind of obstruction, you must select a protection interval that should be longer than the maximum
propagation delay in the channel. Thus, it is possible to eliminate more than six types of interfe-
rence between channels (ie interference between subcarriers) and between adjacent transmission
units (ie between symbolic interference). To reduce the out-of-band emission of signals, a window
processing of a temporal signal with the use of a window of the type "raised cosine" is used. Fur-
ther, digital-to-analog converters (DACs) convert into an analog view separately the true and im-
aginary components. After passing through the low pass filter, the signal is fed to a quadrature mix-
er, which transfers the useful spectrum of the OFDM signal to the carrier frequency. These signals
are further summed up, amplified and the OFDM signal is generated.
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The use of a cycle prefix

In a wireless system, the radio signal in the transmission medium is reflected from different ob-
jects, causing multiple signals to be received at the receiver at different times. This phenomenon is
known as multipath transmission. On the OFDM receiver side, the multipath propagation channel is
represented as a distortion of the time at which the duration of each OFDM symbol increases [5].
As a result, the resulting symbols create obstacles to one another and form between symbolic ob-
stacles [6]. Symbol rate for OFDM technology is much lower than for single carrier. For example,
in a single-carrier system with BPSK modulation, the bit rate directly determines the transmission
rate of sim-waves [7]. But in OFDM, the entire bandwidth is subdivided into N subcarriers, which
leads to Nt - times a lower rate of symbol transmission than when transmitted from a single carrier.
Thus, the effect of inter-character interference is reduced by multipath transmission from OFDM,
which makes OFDM systems more resistant to ISI. The data transmission system can be improved
by applying a buffer interval, which is a copy of a part of the transmitted signal of the OFDM sym-
bol and this part is added to the beginning of the OFDM frame (Fig. 3). The use of a guard interval
leads to an increase in the signal wavelength, but it significantly reduces the ISIs caused by multi-
path transmission [8-9].

I e I symbol E l (s3] | symbol : ‘I’w l symbol : I
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Fig. 3. Addition of CP to OFDM structure

With OFDM modulation, many subcarriers at adjacent frequencies are used in a single channel.
This, in turn, can lead to mutual interference, but due to the orthogonality of the subcarriers, this
does not happen [10]. Therefore, the application of OFDM to-maximize the spectral efficiency of
the channel without interference. The spectrum of the OFDM system in the frequency domain is
presented in Figure 3 [2].

Channel subcarriers orthogonality

As noted above, the subcarriers in OFDM systems are orthogonal. Thus, the sub-carriers are
positioned as close as possible to one another, thereby increasing spectral efficiency. In other
words, orthogonality provides simultaneous transmission to each subcarrier in the frequency space
without interference [2] (Fig. 4). Thus, it is possible to detect signals on individual subcarriers in the
receiving device. On the other hand, in a frequency-modulated conventional (FDM) system, such
subcarrier overlap is impossible and, to avoid interference with the carriers, a protective band
between the carriers is used. The OFDM multiuser version is OFDMA (Orthogonal Frequency Di-
vision Multiple Access) [5]. In this system, subsets of subcarriers are assigned to the individual user
dynamically, using time or frequency division (Fig. 5), thus supporting simultaneous data transmis-
sion to multiple users. Using OFDMA, each user has his or her own unique set of subchannels
(Fig. 5) and the base station can dynamically distribute subcarriers to users [4], for example, when a
particular user has requested more resources. In essence, this means that this user may need higher
radiation power, a large number of sub-channels, and appropriate modulation types.
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Thus, the main advantages of OFDMA include the following.

Resistance to fading.

Deployment flexibility in different frequency bands with small changes required for the radio
interface.

Allows you to control channel or subchannel power.

By distributing carriers across the spectrum used, frequency diversity can be used.

Provides high signal quality when using a single carrier.

Mathematical models of OFDM and its versions

In the OFDM system in the converter (S/P) (Fig. 2) the serial information flow is transformed
into N¢ parallel flows, where Nt - the number of subcarriers before CP insertion. These parallel
streams are then modulated using BPSK. With, every k symbol OFDM is given as [3]:

Nf—l )
X @) =S ,plt—KT)e> (1)
n=0

where T - duration of OFDM symbol, and

Sy :|:Sk,O1Sk,1""’Sk,NH:|T’ (2)

Nf - parallel streams of data for one OFDM frame before inserting the CP,
T - the transposition operator, and p (t) is the impulse form used to form the symbols.
If we consider a rectangular pulse shape as a model:

(t) = 1 0<t<T 3)
P = 0, otherwise

and provided that each subcarrier and OFDM symbol is selected Nf once per frame interval, the
modulated signal (1) will look like:
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fol .
xk[E—T}:Zsk,ne’z’f”’“’“f,m=o,1,2,...,Nf -1 (4)
f n=0

Further, IFFT is used to obtain the modulated signal:

The thus obtained parallel stream of symbols after OFDM modulation is transformed into a se-
quential stream to which CP is added. The duration of IS to eliminate ISI should be greater than the
channel delay. In the receiving device, the signal is converted from sequential to parallel, and the
CP is removed, then FFT is used to demodulate and make decisions according to the type of mod-
ulation used.

MIMO-OFDM systems

In MIMO-OFDM systems, the wireless link is a transmitter and receiver system equipped with
multiple antennas (Fig. 6). The main reason for the growing popularity of the MIMO-OFDM sys-
tem is the ability to provide high quality signal and a high data rate. This is ensured by combining
the signals on the transmit (Tx) antennas at one end and the receive (Rx) antennas at the other end.
The resulting quality and performance improvements result in the communication lines being able
to be used to significantly improve the quality of wireless network service.

s'...s," [ OFDM =
Mod 1 1| Demod
MIMO ' ' 1 vimo N
S > ! Encoder I | N Decoder = 8
25 I I i
SNtt Shllm OFDM __ [_ OFDM |
Mod Ny N, Demod )

Fig. 6 A simplified block diagram of the MIMO-OFDM system

The MIMO-OFDM system involves the use of N; transmitting antennas and N, receiving an-
tennas (Fig. 6). Initially, the input bitstream is displayed in several data characters using certain
types of modulation, such as BPSK. Then block of Ns character data [Si,s2..,., Sns] transforms into a
codeword matrix S of size TXN;, which then in T frames after implementation of OFDM modula-
tion using N antennas will be transmitted to the communication channel. In this case, each frame
consists of N subcarriers. Exactly, Sy;,Sy;,...,S1j code words will be transmitted with each jy, trans-
fer antennas in the form of 1,2,... T OFDM frames respectively. Code word S,j means the vector of
length N¢, for all j =1,2,...,Nrand n=1,2,...,T. The codeword matrix S can be expressed as:

S=| : . (6)
S|1\1 SL

After adding a cyclic prefix in all OFDM frames, Sy; will be transmitted from the transmitting
antenna at ng, OFDM frame. We define X as a subset of S, which represents an array of characters
transmitted from all transmit antennas within a single OFDM frame, of dimension N¢ X N
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S S
X=| : " (7)
st Sy

Expression (7) can be written as follows:

Xl(k:fo) 7
th(k:LNf)
Here vector X j(kzl'\'f) represents all characters transmitted from antenna j using N¢ subcarriers.

At the receiving station in the MIMO system, the received signals perform the procedures opposite
to those implemented in the transmitting device. The protective terminal is removed and the FFT is
applied and the data is then fed to the decoder. The resulting vector can be represented as:

Y:L(kerf)
(k=LN;)

-1 Y.
Y(k le): 2 (9)

(K=LN,)

YNr

Consider only the subcarrier (k = 1). Then equation (9) can be represented as:
Y =HX +v, (10)

where: Y - obtained vector, with dimension Nr;

H — Nr x Nt - complex signal propagation matrix, whose value is constant for the length of the
transmitted frame (ie quasi-static channel) and is known in the receiver (for example, by transmit-
ting test sequences). It is assumed that the statistics of the channel transmitter of the matrix H can
be described by the attenuation statistics, namely: Rayleigh attenuation, Rice attenuation or AWGN.
In addition, it is assumed that the elements H have a variance equal to one, or, in other words, the
average gain of the channel P. is normalized to one. Exposure to radio frequencies emitted by a
transmitter by a counter-station may impair the characteristics of the receiving station's (AU) re-
ceiver. The level of interference power at the input of the AU receiver is usually set as [8] - [11]:

| =P —Lg 1 +Gy +Ggr —Lg g —Lpor — Lp — Lepr , (11)

where Py - transmitter output power in dB-W;

Lr 7 - losses in the feeder line between the output of the transmitter and the input of the trans-
mitting antenna;

Gt and Gg - gain of transmitting and receiving antennas;

Lrr - losses in the feeder line between the output of the receiving antenna and the input of the
receiver;

LroL - loss due to mismatch of polarization of the receiving antenna;

L - propagation loss (including interference loss) between the transmitting and receiving an-
tennas;

Lror - frequency-dependent deviation (FDR) losses.

FDR is a measure of the deviation caused by the selectivity curve of the receiver in the spectra
of unwanted transmitter radiation, and can be represented as:
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T @(f)df
Lrpr =10l0g;q| ——= : (12)
[ o(f)®(f—Af)df

where ®(f) - power spectral density (PSD) of a complex equivalent representation of a fundamen-
tal frequency band (or complex envelope) of a true interference signal;
WY(f) - normalized frequency response of the receiver;

Af - frequency shift between the counter station transmitter and the AC receiver [11]. For sig-
nal signature W(f —Af), if Af —\%s f <Af +\%, the expression for FDR is simplified to the

form:

0

j @( f)df
2
[ o(f)df

af -
2

where W, - the bandwidth of the channel of the receiver AC.
The PSD signal area is equal to the signal power, and thus we obtain an expression to calculate

the transmitter output power: Py _jooq {J' @(f)df ]

—00

As shown in [13], FDR mainly depends on the interference power spectral density (PSD).
CP-OFDM systems
The complex envelope signal transmitted in CP-OFDM technology [11] can be expressed as:

© N-1 jork (T 4T
s =3 3 cup-nT+T e - n 7 (14)
n=—0 k=0
where ¢, k- complex data symbol modulated on the k-th subcarrier of the n-th OFDM symbol,
p(t) - window of impulse formation,
Tt = Ts + Ty - total character length,
Ts and Ty - the length of the data symbol and the security interval, respectively.
Assuming that the complex signals on each subcarrier are statistically independent and mutual-
ly orthogonal, the expression for the power spectral density of the OFDM signal with arbitrary pulse
formation is given as [11] - [13]:

2

R k
CDS(f):ﬂkZ_(:, P(f—f) : (15)

where Ps - data symbols dispersion ¢,k , as well as the power of one of the OFDM subcarriers;
1/T distance between subcarriers;
P(f) - Fourier transform impulse forming window.
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Adding the representation of the rectangular momentum form to (14), we obtain:

t_Ttiot
p(t) =11 —2- |,
tot
0,if [t|> “’t
(kHLJ—}: i |t = wt : (16)
tot
Lif |t < Tiot

Using the shift time property of the Fourier transform, [P(f)|® is expressed as

2 2
s{n(i)}e—i”«» _ s{n(L)}
TtOt Ttot

where sin ¢ — a function that is defined as sin ¢ (X)= sin (nx)/nx, if x # 0, otherwise — equals one.
Using (15) and (17), the power spectral density (PSD) of CP-OFDM with a rectangular pulse

shape is defined as:
2
= k
OLCP) () = PTtotZ smch— ]mt} . (18)
k=0 Ts

Let FDR be the measure of the deviation determined by the selectivity curve of the receiver on
the spectrum of unwanted transmitter radiation. Applying (13) and (18), we obtain an expression to
calculate the LFDR of CP-OFDM technology:

‘P(f)‘z Z‘S{p(t)}‘z = =Tt§t SinCZ(Ttotf)

(17)

N-1
L) —p. 10IoglO£P Z{S'” (f ) _sin “(f) Si2f,)+ Si(2f, )} (19)
k=0 fk fk
where
Si(x) = jL”tdt
X W, K
fe :ﬁTtot(Af+7"—i |
. WK
o = T (A _7\/—.'._)

S
Windowed-OFDM systems

For the suppression of out-of-band radiation in the OFDM window system, window-time func-
tions, for example, the function of the increased co-sine, are used to generate momentum. wi(t), du-

ration Ty, = Tiot + Ty Kind:
(1) = Wi, [t —%}
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<lt]

”(M (Tt +Ttr)j

0 (rtot +Ttr)
2

2
Ty

(20)

dew,(t) = % 1+cos ,if|t|=Tt7°t’

Ttot — Ttr

1, 0<|t|<

Ty - signal transmission time.
From (15) and the Fourier transform (20) the expression for the power spectral density of the
OFDM window can be represented as:

2

k
_ COS(;[Ttr [f —D
o) (f) =P Ty Nzl sincH1c XTLJT“"}( T : (21)

2
0 1—4Ttr2(f —k)
TS

It follows from (21) that the expression for the FDR of the OFDM window is defined as:

Af 4 »  cos? [ﬂtr (f —kD
N-1 2 ) k TS
LER =Py —10l0g;g| Ty Y, j smc[(f—_l_—]TtotJ X df [ (22)
k=0

W s 2)?
M7 [1—4Ttr2[f —kj }
TS

S

The latter expression can be implemented using software for settlement calculations. As fol-
lows from expression (22), the FDR of the OFDM window is affected only by the parameters: Ty,
Ts, and Ttot.

Filtered OFDM systems

The filtered x(t) OFDM signal is formed by passing the s(t) signal CP-OFDM (6) through the
spectrum forming filter. Thus, x(t) is given by the convolution s(t) and the impulse response of the
filter h(t) in this way:

x(t) = s(t)-h(t). (23)

We apply a spectrum forming filter [9], which is based on the truncation of the basic filter. The
truncation is performed by applying the window-time function w (t) to the impulse response of the
main filter g (t). The impulse response of a truncated filter is defined as

h(t) =g ()'w (). (24)

Suppose a function sin ¢ for g(t) =W, sin c(Wgt) , has a frequency response W = H(V%J To
g
suppress out-of-band radiation, the base filter truncates by using window-time functions such as the
Henning, Hamming, and Blackman windows [11]. For example, a Henning window of T,, duration
is defined as:
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l+lcos£2L|t|},|t|sT—W
2 2 T 2

w(t) = w (25)
0 [t > -%W
Filtered-OFDM PSD signal is given as
() (f)—PBTtOt[ZSI( f,)-2Si(zf,)+Si(zx—xf,)-Si(xr—=f,)+Si(xr+ 7 f,)— SI(7z+7zf)]
: 29)

e

where f, = Tw(f + Wy/2), and f; = Ty (f - Wy/2).

It should be noted that the PSD of the filtered OFDM signal can be found in quasi-closed form,
since Sj(x) can be estimated as easily as the basic trigonometric function using numerical calcula-
tion software. Using (26), the FDR of filtered-OFDM is defined as:

_1 AF W, 2 . Qi o 2
L(|=FD)R=PT —10|0910[ s Thot Z:l J' smC[( TthtOt] X{ZSI-(ﬂfu) 28|(7-If|)+S|(7r 7ij,) } df]' (27)

k20 af 2w, S =Si(r—nf))+Si(z+xf,)-Si(zr+xf,)

This expression can be implemented programmatically for numerical calculations [11]. Analy-
sis of the latter expression shows that the FDR of the filtered OFDM is affected by the parameters:
Tw, TS, Tior, and Wy. This is important in terms of controlling inter-character and inter-channel inter-
ference in the development of OFDM system architecture.

Conclusions

The use of signals with orthogonal frequency division channels, allows to sub-increase not on-
ly the information capacity of the system in conditions of multipath propagation with a limited
bandwidth, but also the speed of data transmission, bringing it closer to the bandwidth of the chan-
nel, increase the transmission secrecy and noise immunity, the effects of multipath propagation
(provided the appropriate shielding interval is used), increase the spectral efficiency of the system.
The article analyzes the systems of OFDM and a number of systems, which basically contain pro-
cedures of orthogonal time-division of channels and multiplexing. Mathematical models of OFDM
signals are obtained, describing the basic stages of transformations that are performed to obtain
such signals and estimating the properties of the signals. The obtained results can be used in the
construction of secure information and communication systems, for which the primary tasks are to
provide the necessary indicators of noise immunity (noise immunity of receiving signals, system
operation), information security, resistance to interference, spectral and energy efficiency.
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0.0. KY3HEL|OB, 0-p mexu. nayk, FO.I. 'OPPEHKO, kano. mexu. nayx,
B.B. OHOIIPIEHKO, rkano. mexu. nayx, 1.B. CTEJIBHUK, /I.B. MAJIKOBChKHH

AJITOPUTMHU KPUIITOTPA®IYHOI'O TELIIYBAHHS,
SIKI 3BACTOCOBYIOTHCS B CYUACHUX BJIOKYEMH-CUCTEMAX

Beryn

CyuacHi JerieHTpaiizoBaHi 1H(OpMAaIiiiHI CUCTEMHM Ta Mepei, MoOyZOoBaHI 3a HOBITHBOIO
TEXHOJIOTI€r0 OJOKYEHH, Je/1ai MOMUPIOIOTHCS Ta 3aCTOCOBYIOTHCS Y PI3HHX JI0/1aTKaX, HAPUKIIA/
pyu NO0YI0BI KPUNITOBAIIIOT; JIJIsl peamizallii po3MmoAiieHNX Ta 3aXUIICHUX BiJl HECAHKIIIOHOBAHOI
3MiHH PEECTPiB, KaJIacTpiB, CIUCKIB, TOLIO; Ui MOOYIOBH Pi3HUX 3a MPU3HAUYEHHIM Ta (DyHKITIOHA-
JHHUMH 3aBJIaHHSMU JEIECHTPATI30BaHUX CHUCTEM, sIKi 00’ €IHYIOTh, HANPUKIIAJ, LIEHTPU cepTudi-
Kalii KII0YiB, TOIIO; MPU NMOOYI0BI PO3MOAUICHUX ACIEHTPATI30BAHUX MEPEK €IEKTPOHHOI i/1eH-
Tu(IKalii Ta eIeKTPOHHOTO TOJIOCYBaHHS; MpU po30ya0Bi iHGOPMALIHHUX CUCTEM 13 MIATPUMKOIO
TaK 3BaHUX CMapT-KOHTPAKTIB, TOII0. OTKe, aHai3 Ta JOCIII)KEHHS BCIX CKJIaJJOBUX Cy4YaCHUX CH-
CTEM Ta MEpEeX, SKi MOOYOBaHO 3a TEXHOJIOTI€I0 OJOKUYEHH, € aKTyaIbHUM Ta BaXKJIMBUM HayKOBUM
3aBJIaHHSIM.

3a BU3HAUYCHHAM OJIOKYEHH siBiisie CO0010 BUOYTyBaHH 3a IEBHUMH MPaBUIaMU Oe3MepepBHUN
TTOCITITOBHHH JIAHITIOKOK OJIOKIB (200 3B'SI3HUI CITMCOK), IO MICTUTH MEBHY iHpopMartito. Haituac-
Tile KOIIii JIAHIIOKKIB OJIOKIB 30epiraroThcsl Ha Oe3iui pi3HUX KOMI'IOTEPiB HE3aJIeKHO OJUH Bij
oxHoro [1]. Briepmie 1ieii TepmiH 3'IBUBCS SIK Ha3Ba pO3MOUIEHOT 0a3M JaHWX, peai30BaHOl B CHC-
TeMi «OITKOMHIBY, Yepe3 110 OJOKUEHH YacTo BITHOCATH A0 TPAH3AKIIHM B Pi3HUX KPUITOBAIIOTAX,
MPOTE TEXHOJIOTIS JIAHIIIOKKIB OJIOKiB MOKe OyTH MoIIMpeHa Ha Oyb-sIKi B3a€EMOTIOB'sI3aHi iH(OP-
MartliiiHi 6oku [1, 2]. BiTkoWH cTaB nullle MEepIIMM 3aCTOCYBAHHSIM TEXHOJOT1] OJIOKYEHH B KOBTHI
2008 p. [2].

Jns 3abe3neueHHs 3axucty iHbopMarllii BiJl pi3HUX 3arpo3 Oesmnelli B cUucTeMax OJIOKYEHH 3a-
CTOCOBYIOTBCSI KpUIITOTpadiuHi METOIU, MEXaHI3MHU Ta MPOTOKOJIH. 30KpeMa OJIHUM i3 TOJOBHHUX
KPUIITOIIPUMITHBIB B KOXKHIN OJIOKUEHH-CUCTEMI € aJlTOPUTMHU KpUnTOorpadigyHOro reuryBadHas [3],
SIKi TIPU3HAYEH] JUTsl IEPETBOPSHHSI BXIHOTO MACHBY JaHUX TOBUIBHOI JOBXHHH y BUXITHMIA O1TO-
BH psAOK ikcoBaHOi MoBkUHU [4]. Taki mepeTBOPEeHHs TaKOXK HA3MBAIOTHCS Tell-(PyHKIIIMH, a00
(GYHKIISIMU 3TOpTaHHs, a IXHI pe3yJIbTaTH HAa3UBAIOTh I€IeM, Iel-KOJOM, IelI-CyMOolo, abo naii-
JOKECTOM TOBioMJIeHHs (aHTI. message digest) [5].

Kpunrorpadiuni rem-pyHKIii MaroTh HACTYIHI BaXJIMBI BIaCTUBOCTI Oe3neku [6 — 8]:

1. Bonwu cTiiiki 10 3HaX0mKeHHs poodpasy. Lle o3Hadae, 1110 BOHM OJJHOCTOPOHHI, TOOTO 3 Ma-
TEMAaTUYHOI TOYKU 30pY HEMOKJIMBO OOYHMCIUTH NMPaBUIbHE BXi/JHE 3HAYCHHS MPHU BIJOMOMY BHXi-
THOMY 3HaueHHi. Hampukian, sKiio 3ajjaHe remi-3HaueHHs ), TO/A1 OOYMCIIIOBAIBHO BaXKO 3HANTH
Take x, 17 sikoro hash(x) =y;

2. CTiliki 10 3HaXO/KEHHSI IpyToro mpooopasy. Lle o3Hadae, 1m0 HIXTO HE MOXKE 3HAWTH BXiJIHE
3HAYeHHS, SIKe TeIIYETbCS Y KOHKPETHMH pe3ynbTaT. bijbin aeranbHOo — Kpunrorpadiuxi rem-
(yHKIIT CTBOPEHI TaKKMM YHWHOM, III0 TPH 33IaHOMY KOHKPETHOMY BHIXITHOMY 3HAa4eHH1 OOYHMCITIO-
BaJbHO HEMOXJIMBO 3HAWTH Jpyre BXiJHE 3HAUCHHS, sIKE Ja€ Take X BUXiTHE 3HaueHHs. Hampu-
KJIaJl, SIKIIO 33JIaHe X, 00YHMCIIOBAIBLHO BAXKKO 3HAUTH Take y, A sikoro hash(x) = hash(y). € quauit
JOCTYIIHUH MiJIX1] ONIsATae y TOMY, 11100 nepeOupaTH BUXiJHI 3HAUEHHS Y BCbOMY IIPOCTOPI, OJTHAK
3 00YHCIIIOBATILHOT TOYKH 30py HEMAE JKOIHOTO IIAHCY Ha YCITiX;

3. Criiiki g0 xomiziii. Lle o3Hauae, M0 HEMOKIIMBO 3HANTH JBa BXIJHUX 3HAYCHHS, SIKi O remry-
BaJIUCS IO OJJHAKOBOTO PE3yJbTaTy. SIKIIO po3riasaaTH OUIbLI JETalbHO, TO 3 MAaTEMaTHUYHOI TOUKH
30py OOUYHMCITIOBAIPHO HEMOKJIMBO 3HANTH JIBa BXIHI 3HAYCHHSI, SIKi IPUBENX O 0 OJHOTO 1 TOTO XK
BHXIJTHOTO 3HaueHHs. Hampukian, o0uucIroBaibHO BaXKKO 3HAWTH Taki X 1Y, ae hash(x) = hash(y).
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B Garatrox peamizamisx OJ0KYEHHY 3aCTOCOBYEThCS 3axHIeHUH renr-anroput™ (SHA) 3 pos-
MIpOM BHUXIJHOro 3HaueHHs 256 Oit (SHA-256) [6]. barato komn'toTepiB amapaTHO MiATPUMYIOTh
JaHUM aaropuT™, 1110 IPUCKOPIOE Horo o0uuciaeHHs [6].

Brim, cnig BigMiTuTH, 10 3 nosiBoro ASIC cTamo MoXIuBUM 100yBaTH KPUITOBANIOTY (Ha-
npukiaa, Bitcoin) HabaraTo mBuaIIe, HiXK 32 JONMOMOTOIO BiZJeOKapT abo AECKTOMHUX 00YHCIIOBA-
apHUX cucTteM [9 — 15]. ASIC — e iHTerpanpHa cxema, CrelfianizoBaHa Jisi BUPIIICHHS KOHKPETHO-
ro 3aBaanHd. L{i cxemu y OaraTo pasiB BUTIIHINIE Bi€OKapT, TOMY IO MpPU OUIBIIIA MOTYXHOCTI
(LIBUAKOCTI pO3paxyHKy Ielly) BOHM CHOXHBaIOTh Habarato MeHuie eHeprii. OTke movanacs, Tak
O MOBUTH, «TOHKA 030pOEHBY»: PO3POOHUKH OJIOKYEHH-TIPOTOKOJIIB ITYKAIOTh CIOCOOU MPOTHCTOS-
1 ASIC-MaiiHiHry, a BUpOOHUKH MaiHIHIOBOTO 00JaJHAHHS LIyKalOTh MOXJIUBICTh OOIMTH XUT-
pocCTi pO3pOOHUKIB 32 JOMOMOTOI0 3acTocyBaHHS MBUAKUX ASIC-o0uucimroBaviB. TakuM 9HHOM,
iHBecTytouM B mpua6anus ASIC, HeJoOPOCOBICHI KOHKYPEHTH MOXYTh OyTH ITOCTaBJIEHI y CB1IOMO
OUTBIIT BUTIMHE CTAaHOBHWIINE TOPIBHSAHO 3 iHImMMH TpaBmsmu [16 — 18]. s 3axucty Bim ASIC-
MaifiHepiB 1 3a0e3Me4YeHHs CHPaBEIMBOTO PO3MOALTY MPHOYTKY HEOOXITHO 3MIHIOBATH alTOPUTM
TrenryBaHHsS a00 3aCTOCOBYBATH NMPUHIMIIOBO HOBI KPUNTOrpadiuHi CXeMH Ta MPOTOKOIHM KOHCEHCY-
cy [15].

B cratTi npoBoanThCS aHami3 GyHKIIH TenryBaHHs, SKi 3aCTOCOBYIOTBCSI a00 MOXKYTh 3aCTOCO-
BYBATUCS B PI3HUX OJIOKYEHH-cUCTeMax. 30KpeMa, pO3IiIsAaloThesl HaOLIbI NOIIMPEH] HalllOHA-
JBbHI Ta MDKHAPOHI CTAaHIAPTH, B SIKUX HABEJCHO CIEIU(IKaIlil0 BCECBITHRO BIJOMUX QJITOPUTMIB
KpUNTOrpadiqHOro reiryBaHHs, Ta JOCTIIKYIOTHCS Pi3HI MPOEKTH 3 TOOYA0BU JICIEHTPATI30BaHUX
OJoKYeHH-cUCTeM, e i PyHKIIT MOXYTh OyTH 3aCTOCOBaHI. B MOZampIIMX CTATTAX MPOBOASTHCS
MOPIBHSUTBbHI JOCTIKEeHHS (DYHKITIH TellyBaHHS 3a IMIBHIKOIIEIO Ta CTATUCTHYHOIO O€3MeKOI0.

AHani3 pyHKUil renryBaHHs, siKi 3aCTOCOBYHOThCS 200 MOKYTh 3aCTOCOBYBATHCS
B pi3HHUX 0JI0K4eiiH-cucTeMax

3a BH3HAuYCHHSAM, TelryBaHHsA (200 XeuryBaHHS, aHrI. hashing) € mepeTBOpeHHSM BXiIHOTO
MacuBYy JaHUX JOBUIBLHOI JOBKWHU Y BUX1IHUHN OiTOBUH psaok (ikcoBaHoi noBxkunH [5 — 8]. Taki
NIEPETBOPEHHS TAKOXK HA3MBAIOTHCS TelI-PYHKLIAMHU, a00 (QyHKIISIMHU 3ropTaHHs, a iXHI pe3yIbTaTu
Ha3WBaIOTh TCIIEM, TCII-KOJIOM, T€II-CyMOI, a00 MalKECTOM IIOBIIOMJICHHS (AQHTJ. message
digest) [6]. OTxe (yHKIiA remyBaHHg — 1€ PYHKIISA, 0 MEPETBOPIOE BXiAHI AaHi Oyab-SKOro (K
MPaBUJIO0, BEJIUKOT0) po3Mipy B JaHi (ikcoBaHOTO po3Mipy. 3a BuzHaueHHsM 3 JICTY 7564:2014
«Indpopmamiiini Texnonorii. Kpunrtorpadiuynmii 3axuct inpopmariii. OyHKILIS TeUIyBaHHSI» il
(hyHKIIIE€IO TeITyBaHHS PO3YMIEThCS KpUnTorpadiuHe MepeTBOPEHHS MOBITOMICHHS M HOBXUHH

Bix 0 OiT (MOpOXKHIN PAIOK) A0 26 _1 6ir y rem-3HaueHHs (rem-Bekrop) H (M ) , IO € JIBiHKO-
BUM PSIKOM (DiKCOBAHOI TOBXKUHH 1 (n=8-5,5 € {1, 2,..., 64} ) [19].

OCHOBHUM MIKHAPOJHUM HOPMAaTUBHUM JOKYMEHTOM, SIKHU BH3HA4Ya€ TEPMiHU, OCHOBHI IO-
HATTSA, KJIacudikarito Ta crnenudikaiio MeBHUX aJITOPUTMIB KPUNITOTpa(igHOTO relryBaHHs, € Mi-
xHapoauuii ctangapt ISO/IEC 10118 [20 — 23]:

- B mepmrii yactuHi crannapty ISO/IEC 10118-1:2016 «Information technology — Security
techniques — Hash-functions — Part 1: General» HaBo#ATbCS OCHOBHI MOHSTTS Ta BU3HAUCHHS 3 Te-
nryBaHHS iH(QoOpMaIlii, 30kpema 3arajibHa ITepaTiBHA MOJENb Ten-PpyHKIil (Tiepia yacTiHa CTaH/a-
pry rapmonizoBana B Ykpaini y Buniai JACTY ISO/IEC 10118-1:2018 (ISO/IEC 10118-1:2016,
IDT) «Iadopmaniiini Texnonorii. Metoau 3axucty. I'em-gynkuii. Yactuna 1. 3aransHi momoxeH-
us» [20]);

- B apyrii yactuHi [SO/IEC 10118-2:2010/Cor.1:2011 «Information technology — Security
techniques — Hash-functions — Part 2: Hash-functions using an n-bit block cipher» BuznauaroTbcs
AITOPUTMHU TEIIyBaHHS, K1 3aCTOCOBYIOTh OJIOKOBI cUMeTpUYHi mudpu (111 YaCTUHA CTAaHIAPTY Ta-
pMmoHizoBaHa B Ykpaini y Burmaai JCTY ISO/MIEC 10118-2:2015 (ISO/IEC 10118-2:2010;
Cor 1:2011, IDT) «Iudopmariitai TexHonorii. Metoau 3axucty. rem-¢yskiii. Yactuna 2. rem-
¢byHKII{, 110 BAKOPUCTOBYIOTh N-01THUI O10K0BUi mudp» [21]);
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- tpetio yactuny ISO/IEC 10118-3:2018 «IT Security techniques — Hash-functions — Part 3:
Dedicated hash-functions» npucBsgeHo po3misay crerianizoBaHuX (QpyHKIIIN TenryBaHHs (TapMOHi-
3oBaHo B Ykpaini y Burnsiai JJCTY ISO/IEC 10118-3:2005 «Iadopmariitai TexHomorii. Metonu 3a-
xucty. rem-pynkuii. Yactuna 3. CnenianizoBasi rem-¢gyHkuiin [22]);

- gerBepra yactuHa [SO/IEC 10118-4:1998/Cor.1:2014 «Information technology — Security
techniques — Hash-functions — Part 4: Hash-functions using modular arithmetic» micTuTh ommc
GyHKIINA TenryBaHHs, SIKI 3aCHOBAaHO Ha MOAYJSPHINA apudmeruni (rapMoHi30BaHO B YKpaiHi y
Bunanal JACTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014; Amd 1:2014, IDT)
«Iadopmaniiini TexHosorii. Metonu 3axucry. rem-¢yskmii. YactuHa 4. rem-QyHKIii, 110 BUKOPHC-
TOBYIOTh MOAYJIbHY apupMeTuky» [23]).

@yukii remryBaHHs, sAKi onucani y Hu3mi crangaptiB ISO/IEC 10118, He BUKOPHCTOBYIOTH
CEKPETHOro KJto4a (ToOTO € 0e3KII0UOBUMU Tell-QyHKIISIMU), 30KpeMa BOHH MOKYTh OyTH BHKO-
pucrani s GopMyBaHHS KOZIB BusiBiIeHHs MaHinmysimiin (KBM) (Bix anri. manipulation detection
code — MDC).

Cunin 3a3HaYMTH, O OKpeMi KpurnTorpadiddi QyHKIIT TenryBaHHsS MOXYTh TaKOX BHKOPHCTO-
BYBaTH CEKPETHHUH KITt0Y (TOOTO OyTH T.3. KIIOUOBUMHU rem-QpyHkiismu). Taki QyHKii renryBanHs
npu3HayeHi Uit GopmyBaHHS KoniB aBTeHTH(ikamii moBimommens (KAII) (Bim anrm. message
autentifacation code — MAC). [l IXHBOrO OIUCY Ta CTaHJIApTU3aLlil HA MIKHAPOJHOMY DIBHI 3a-
CTOCOBYEThCS 1HIIMIA HOpMaTHBHUE nokymeHT, a came ISO/IEC 9797-1:2011 Information
technology — Security techniques — Message Authentication Codes (MACs) [24 — 26]:

- nepma vyactuHa ISO/IEC 9797-1:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 1: Mechanisms using a block cipher» BcTanoBitoe
anroputmu ¢popmyBanHs KAII i3 3acTrocyBaHHSIM OJIOKOBUX CUMETPUYHUX IMHU(PIB (TapMOHI30BaHO
B Ykpaini y Bunaai ACTY ISO/IEC 9797-1:2015 (ISO/IEC 9797-1:2011, IDT) «Indopmauiiini Te-
xHouorii. Meroau 3axucty. Komn aBrentudikarii nosinomnens (MACs). Yactuna 1. Mexani3zmu,
1[0 BUKOPUCTOBYIOTH OnokoBHit mudp» [24]);

- npyra vactuHa ISO/IEC 9797-2:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 2: Mechanisms using a dedicated hash-function» wmi-
ctuth crerudikarniro KAIT i3 3acTocyBaHHsAM crienianizoBaHuX (yHKIIH reiryBaHHs (rapMOHi30Ba-
HO B Ykpaini y Bursiai JJCTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) «Iadopmariiini
TexHounorii. Meronu 3axucty. Kogu aBrentudikarii nosinomners (MACs). Uactuna 2. MexaHi3mMu
10 BUKOPUCTOBYIOTH CIICIIiaTi30BaHy rem-QyHKIio» [25]);

- tpetio uactuny ISO/IEC 9797-3:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 2: Mechanisms using a universal hash-function»
npucBsyeHo KAIIL, ski 3acToCOBYIOTh yHiBepcaibHE TreuryBaHHs (1€l cTaHZapT TapMOHI30BaHO B
Vkpaini y sunsiai JACTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) «Iadbopmarriiiai Tex-
Hojorii. Meronu 3axucty. Konu aBrentudikamii nosizominens (MACs). Yactuna 2. MexaHi3mu, 110
BHKOPHUCTOBYIOTh YHIBEpCaIIbHY TenI-pyHKIiIo» [26]).

TakuM 4MHOM, BIAIOBIIHO 0 AIFOYHMX Ta TAPMOHI30BAHHUX B YKpaiHi MIXKHAPOJHUX HOPMATH-
BHO-TIPAaBOBUX JOKYMEHTIB 3arajibHy Kiacudikaiiro kpunrorpadigaaux QyHKIIIH renryBaHHS MOXKHA
MOJIaTH y BUTJISAL CXeMH, Ky HaBeAeHO Ha puc. 1. Ha pucyHKy IITPHXOBKOIO BiIMiU€HI alropuT-
MH, SIKI HE BKJIFOYEHO JI0 BIAMOBIIHUX CTaHAAPTIB, ajie sIKi MOXKYTh OyTH 3aCTOCOBaHi sl popMy-
BaHHS TeNI-KOJiB 3a BiAMOBiAHOI cxemoro. Hampukiman, Biamoigao mo ISO/IEC 10118-2 remry-
BaHHSI MOXe OyTH peasli3oBaHE 13 3aCTOCYBAHHSIM OJOKOBOTO CHUMETPUYHOTO MmuUdpy. Y SKOCTI
Takoro mudpy Moxe OyTH 3acrocoBanuii i anroputm Kanuna (anrn. Kalyna) — HanionansHuii cra-
HIAPT OJJIOKOBOTO CUMETPUYHOTO KPHUITOIIEPETBOPEHHS YKpainu [27, 28].
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Iammit npuknax — popmysanas KAIL Binnosimao mo ISO/IEC 9797-1 KAII moxyTs popmy-
BaTHCA 13 BUKOPUCTAHHSIM aJIrOpUTMIB OJOKOBOIO CUMETpHUYHOro mmdpysaHHs. | xoua 3a cnenu-
¢ikamiero ISO/IEC 9797-1 He mepenbadeHO BHKOPUCTAHHS ayropuTMmy Kanwna, meid mmdp mMoxe
OyTH 3aCTOCOBaHO Y BiamoBinHoMy pexxumi ans ¢opmyBanHs KAII (3a cneumdikaniero ACTY
7624:2014 B anropur™mi Kanuna nepenbdadena moximBicte opmyBanus KAIT [27]).

Jlo 3aranbHOT Kiacudikallii, sKy HaBeJAEHO Ha pHcC. 1, HEe BXOJATh YMCEIbHI QJITOPUTMU TelIy-
BaHHS, AKi CTAaHJapPTU30BAaHO HAa HAIlIOHAJIHHOMY PiBHI OKPEMHX KpaiH, Ta aJTOPUTMH TeIIyBaHHS,
K1 OyJIO MOaHO Ta PO3MVIIHYTO HA PI3HUX KpUNTOTrpadiuHuX KOHKypcaxX. 30KpeMa, Ha BIAKPUTOMY
KoHKypci «SHA-3», sikuit npoBoauscst B 2007 — 2012 pp. HarioHalbHUM iHCTUTYTOM CTaHIAPTIB 1
texHosoriit (NIST) Ha HOBy kpunrorpadiuHy rem-QyHKIio, IpU3HaYeHy Ui JONOBHEHHS 1 3aMi-
Hu SHA-1 i SHA-2, Oyno mpeacTaBieHo BEJMKY KUTBKICTh ajJrOpUTMIB TelIyBaHHs, 3 sSKkux 51 an-
roput™ OyB JOMYIIEHHUH O MPpOBeACHHs nepuoro Typy [29]. ¥V Tabn. 1 npencraBieHi BijoMi yyac-
HUKU KOHKypcy «SHA-3» i3 3a3HaueHHSM OCHOBHUX aTpHOyTiB rem-QyHKIIH 1 3HAWIEHUX aTak
[30].

VY Tabn. 1 3acTocoByroThCs Taki mo3HaueHHs [30]:

— FN (anrn. A Feistel network) — mepexa ®eticrens;

— WP (anrmn. Wide Pipe design) — meton moOynoBu kpunrorpadiqHux remi-QyHKIIH, CX0KUH
Ha cTpyKTypy Mepkie — Jlamropa;

— KEY (anmn. Key schedule) — anroput™m, sikuii ofep:Kye KIFOYi AT KOXKHOTO payHIy Telry-
BaHHS;

— MDS (anrm. MDS Matrix) — po3mip MDS-marpuiii;

— OUT (anmi. Output Transformation) — kpunrorpadiyHa omepaiis, sika 3A1HCHIOETbCS B
OCTaHHI BUXITHHUH iTeparii;

— SBOX (anmt. S-box) — S-6510ku;

— FSR (anrn. Feedback Shift Register) — pericTp 3cyBy 3 JiHIHHUM 3BOPOTHUM 3B’ SI3KOM;

— ARX (aam. Addition Rotation XOR) — cknananss, nukmiaanii 3cyB 1 XOR;

— BOOL (anrn. Boolean operations) — OyneBa anreopa;

— COL (anrn. Collision Attack) — naiikpalia 3 BiIOMHX aTak Ha MOMIYK KOMI3id, Kpalle Hix
aTaka «IHIB HAPOIKCHHA»;

— PRE (anmn. Preimage Attack) — mpyra Haiikpamia araka Ha TOIIYK KOJIi3il, Kpale HiK aTaka
MOJIOBXKEHHSM IOB1OMJICHHS.

Jlo mepeniky aJrOpUTMIB T'€lIyBaHHS CIiJ JOOaBUTU CIEIiaIbHO po3pobieHi GyHKuii remry-
BaHHS JIJIA 3aCTOCYBAaHHS B PI3HUX KPUNTOBATIOTAX Ta 1H(POPMAIIMHUX CHCTEMaX THITy OJIOKUYEHH.
30kpema, y Tabia. 2 HaBeJCHO HEMOBHHUH IMEPeiK KPUOTOBATIOT 13 3a3HAUEHHSIM POKY BBEICHHS,
CIIeLiaIbHOTO [O03HAYCHHS (Tikepa') KPHIITOBAIIOTH Ta aITOPHTMY MailHiHTy .

! Tikep, Tixepna Ha3pa (auri. ticker symbol) — KOpOTKa Ha3Ba KOTHPYBAHMX IHCTPYMEHTIB (aKLiii, oGirarii, iHxeKcis)
B Oip>koBiii iHpopMarii. € yHIKaIbHUM 11eHTH(IKATOPOM B Mexkax ojHiel Oipxki abo iHpopMmalliiiHoi cuctemMu. Bukopu-
CTOBYETHCS JIJIsl TOTO, 1100 MOCTIIHO HE APYKYBATH B 3BiTaX Ta HOBMHAX NMOBHE HalilMEHYBaHHs I[IHHUX NarepiB abo iH-
MIUX 00'€KTIB TOPTIBII.

? Maiininr, Takox BHI0OYBaHH (BiZ aHII. Mining — BUA0OYTOK KOPHCHUX KOMAIHMH) — JisSUIbHICTh 3 MiATPUMKH PO3IIO-
JieHoi miatopMu i CTBOPEHHsI HOBHUX OJIOKIB 3 MOXIIMBICTIO OTPUMATH BUHAropoxay B ()opMi €MiTOBaHOI BAIIOTH i
KOMIiCIHHHX 300piB y pi3HHX KPUITOBAIIOTaX, 30kpema B biTkoiHax. O0unciieHHs MOTpiOHI Ui 3a0€3MeUeHHs 3aXUCTY
BiJl IOBTOPHOT'O BUKOPUCTAHHS OJIHUX 1 THX )K€ OJMHMIb BAIIOTH, a 3B'I30K MAHIHTY 3 €MICI€0 CTUMYJIIOE JII0/ICH BH-
TpadaTH CBOI OOUYHCIIOBANBHI IOTYXKHOCTI 1 MIATPAMYBATH POOOTY MEPEIK.
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Ta0mms 2

HenoBHwmii iepetik KPUITOBAIIOT Ta ANTOPUTMIB IXHBOTO MalHIHTY [31]

HaiimenyBanHs Pix Tixep ANTOpUTM MalHIHTY
Bitcoin 2009 | BTC SHA-256

Ethereum 2015 ETH Dagger- Hashimoto
Steemit 2016 | STEEM SHA-256

Ripple 2013 | XRP ECDSA

DigiByte 2014 | DGB SHA256

Monero 2014 | XMR CryptoNight
Siacoin 2015 | SC blake2b

Litecoin 2011 LTC Scrypt
EthereumClassic 2015 | ETC Dagger- Hashimoto
Dogecoin 2013 DOGE Scrypt

NEM 2015 | XEM blockchain

Syscoin 2014 | SYS Scrypt

Augur 2015 | REP Smart contract
Dash 2014 | DASH X11

ByteCoin 2012 | BCN CryptoNight
BelaCoin 2014 | BELA Scrypt

lIbryCoin 2016 | LBC LBRY

Radium 2015 | RADS Smartchain

Decred 2015 | DCR Blake256
Einsteinium 2014 | EMC2 Scrypt

Gridcoin 2013 | GRC Scrypt

Primecoin 2013 | XPM 1CC/2CC/TWN
NEO 2014 | NEO SHA-256 & RIPEMD160
MazaCoin 2014 | MZC SHA-256d

Titcoin 2014 | TIT SHA-256d

Verge 2014 | XVG Scrypt, x17, groestl, blake2s, and lyra2rev2
Stellar 2014 | XILM Stellar Consensus Protocol (SCP)
Tether 2015 | USDT Omnicore

Zcash 2016 | ZEC Equihash

Bitcoin Cash 2017 | BCH SHA-256d

EOS.IO 2017 | EOS —

VertCoin 2014 | VTC Lyra2RE

Dashcoin 2014 | DSH CryptoNight
Potcoin 2014 | POT Scrypt

Peercoin 2012 | PPC SHA-256
Namecoin 2011 NMC SHA-256

Nxt 2013 | NXT SHA-256d
Nautiluscoin 2014 | NAUT NXT

Auroracoin 2014 | AUR Scrypt

Expanse 2015 | EXP Dagger- Hashimoto
PinkCoin 2014 | PINK X11

FoldingCoin 2014 | FLDC Stanford Folding
Navcoin 2014 | NAV X13

ViaCoin 2014 | VIA Scrypt

DNotes 2014 | NOTE Scrypt

Vcash 2014 | XVC Blake256
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BucHoBku

AHaJi3 BIIOMUX PO3MOIUICHUX TEXHOJOTIH Ta OJOKYEHH-MEpek MOKa3ye, M0 OJIHUM i3 iX ro-
JIOBHUX KpUNTOrpadiYHUX KOMIIOHEHTIB € remryBaHHs. CaMe Ha BUKOPUCTaHHI KpUOTOTrpadiaHuX
BJIACTUBOCTEH HEOOOPOTHOCTI (DYHKIIIH remryBaHHs OyayloThesi Oe3nepepBHi MOCIHIJOBHI JAHIIOXK-
K1 OJIOKIB (3B'SI3HI CITUCKH), SIK1 TO3BOJISIOTH 3a0€3MeYnTH HaliiHe 30epiraHHs KPUTUIHO BasKIHBOI
iHpopmauii. /lificHo, Ipu BUKOHAaHHI MIEBHUX YMOB BHECEHHS HECAHKI[IOHOBAaHMX 3MIH y 3aXHILEHY
TaKUM YUHOM 1H(POPMAIIIO € TPAKTUIHO HEMOKIMBUM, 00 1€ TIOPYIIUTH OS3MEePEPBHICTD JTAHITFOXK-
Ka I'elll-3Ha4eHb 1 CTaHe HasiIBHUM JUIsI BCIX KOpUCTYyBadiB OjokueiiH-cucreMu. O1xe, oOpaHHs QyH-
KIii rerryBaHHs AJ1s 0Oy IOBH 3B’ SI3aHUX CITMCKIB, BUBYCHHS 11 BJIACTUBOCTEH Ta JOCIIPKEHHS Tie-
BHUX XapaKTEPUCTHK € JIHCHO BaXIIMBOIO Ta aKTYaJIbHOI HayKOBOIO 331a4€l0.

3 ypaxyBaHHSIM MOXJIHMBOTO 3actocyBaHHs ASIC-o0umcioBauiB 3amaya oOpaHHS HaIiHHOL
kpuntorpadiunoi GpyHkuii renryBanHs e OUTbII yCKIaAHIOEThCA. [{iCHO, SKIO MEBHUM TpaBIsIM
OJIOKYEHH-MEepexki 13 BU3HAYCHOIO KPUNTOTPadiuHO0 (YHKIIEI BIACTCS MEPIIMMH BBECTH B IO
3HayHy KuUibKicTh ASIC-maifHepiB, TOJl BOHM OTPUMYIOTh IepeBary y (hopMyBaHHI HACTYIHHUX
OJIOKIB MEpeXi 1, TAKUM YHHOM, 3MOXKYTh HaB’sS3yBaTH CBOI PIillICHHS IHIINM YYaCHUKaM CHCTEMH.
OTxe B cydacHUX OJIOKYEHH-Mepexax HeOOX1JHUM € a00 3aMiHa/MOJIepHi3allis MPOTOKOJIIB KOHCE-
HCYCy 3 METOI0 3MEHIICHHS MOXJIHBOTrO BILIMBY ASIC-MaiiHepiB, a00 MOIIYyK TaKUX aJTOPUTMIB
reiryBaHHs, ki 0 Oyio ckinaaHo BiaTBopuTH y ASIC-o6uncitoBauax. Came TOMy Ha CbOTOJHI CIIO-
CTEpIraeThCs CTPIMKUH 3pICT KIJIBKOCTI PI3HUX aTOPUTMIB T€ITyBaHHS, SKi 3aCTOCOBYIOTBCS B Pi3-
HUX OJIOKYEHH-CUCTEMaX.

B po0oTi po3risiHyTO pi3HI JEIeHTpaTi30BaHi OJOKYEHH-CUCTEMH Ta MPOAHATI30BaHO 3aCTO-
COBaHl B HUX aJrOPUTMU KpunrorpadiuxHoro reumryBanns. Ciij 3a3Ha4UTH, IO MEPETIK KPUIITOBA-
JIOT Ta 1HPOPMAIIHHUX CHCTEM 3a TEXHOJIOTIEI OJOKUYeHH cTpiMKO 3poctae. Hampukian, Ha cepe-
auHy 2018 p. HEMOBHMIA Mepesik KPUNTOBAIIOT MICTUB Bxke NoHaz 1500 HaliMeHyBaHb, 1 BIIPOJIOBK
9acy TOCTIHHO OHOBIIOETHCS Ta PO3MIUPIOETHCS. [IpakKTHYHO HEMOKIIMBO BiJICTIIKYBATH BCI JIIFOYI
IIPOEKTH 3 PO3POOKHM TEXHOJIOTIT OI0KYelH, aje Tali. 2 MICTUTh HAaHOLIbII BiIOMI Ta HaHMIoOLIMpe-
HiIlll KPUNITOBAJIIOTH CBITY.

[lepcneKTHBHUM HANpPSIMKOM MOAAJIBIINX JOCIIIKEHb € aHajli3 CTPYKTYypH Ta OCOOIMBOCTEH
3aCTOCYBaHHSA pPI3HUX CiMeHCTB KpuntorpadiuHux (QyHKIH reuryBaHHsS B OJOKYEHH-CUCTEMax,
MPOBEACHHS MOPIBHSUIBHUX JOCTIHKEHB 1X MIBUAKO/MII Ta CTATUCTHYHOI O€3IeKH, 0 Oy1e po3ris-
HYTO y HaCTYITHUX poOOTax.
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JOCJIIKEHHS AJITOPUTMIB KPUIITOTI'PA®IYHOI'O IEIIIYBAHHA,
SIKI 3BACTOCOBYIOTHCS B CYUACHUX BJIOKYEMH-CUCTEMAX

Beryn

CraTTs € MpOAOBKEHHSAM IONEpeHb0I poOOTH «AJNTOPUTMHU KPUNTOTpa(iuHOrO IenryBaHHS,
SK1 3aCTOCOBYIOTBCS B CYYaCHUX OJIOKYEHH-CHCTEMAX).

B wiii poOoTi MOCHIIKYIOTBCS Cy4dacHI ajJrOpUTMHU TelIyBaHHS, SKi 3aCTOCOBYIOThCS a0o
MOXYTh 3aCTOCOBYBATHCS B PI3HHX OJIOKUYEHH-cHCTeMaX. 30KpeMa, PO3IISIIAIOThCS HaWOLIBIIT
MOIIMPEH] Ta 3aCTOCOBYBAHI alrOPUTMHU KpUNTOTpadidHOrO TellyBaHHS, K1 CTaHAAPTU30BaHI Ha
MDKHApOJHOMY Ta HAalllOHAJHHOMY PIBHSX, a TaKOX aJTOPUTMH, SIKI X04a 1 HE CTaHIAPTU30BaHi,
aJle 3aCTOCOBYIOTHCS Y OUIBLIOCTI Cy4acHUX JELEHTPaTi30BaHUX CHCTeMaX, N00YyJOBaHUX 33 TeX-
HOJIOTI€r0 OJIOKYEHH. 30KpeMa, TOCIIHKEHO HACTYIHI (YHKIIi KpUITOTpagiqHOTO TeTyBaHHS:

- cimeiictBo kpuntorpagiuaux anroputMmiB ARGON (remr-ynxkuii ARGON2D ta ARGON2I);
- anroputM reuryBanis BALLOON;
- cimeiictBo kpuntorpadiunux anroputMmiB BLAKE (rem-¢ynkuii BLAKE224, BLAKE256,

BLAKE384, BLAKES12);

- cimeiictBo kpunrorpadiynux anroputmieB BMW (rem-¢ynkuii BMW224; BMW256;

BMW384; BMW512);

- cimelictBo kpunrorpadiyaux anroputMiB CUBEHASH (rem-¢ynxuii CUBEHASH?224;

CUBEHASH256; CUBEHASH384; CUBEHASHS512);

- airoputM reurysanss DJB-2;
- cimeiictBo kpunrorpadivyanx amroputmiB ECHO (rem-¢ynknii ECHO224; ECHO256;

ECHO384; ECHOS512);

- airoputM remrysanss ED2K;

- cimeiictBo kpunrorpadiuamnx anroputmiB EDONR (rem-dynkimii EDONR256; EDONRS512);

- amroputrMm remyBanHd DAGGER-HASHIMOTO Ta #foro mogansmuii po3BUTOK 1 BJOCKOHA-
nenns — anroputm ETHASH;

- cimeiictBo kpuntorpadiunux amroputmiB FUGUE (rem-¢ynkuii FUGUE224; FUGUE256;

FUGUE384; FUGUES512);

- ajroput™ Kpunrorpadiunoro reuryBanas GOST34.11-94-256;
- cimeiictBo kpunrorpadiunux amroputMiB  GROESTL  (rem-¢ynkmii  GROESTL224;

GROESTL256; GROESTL384; GROESTLS512);

- cimeiictBo kpunrorpadiunux anroputMmiB HAMSI (rem-dynkmii HAMSI224; HAMSI256;

HAMSI384; HAMSI512);

- ainroputm renryBanHs Has160;

- cimeiictBo kpuntorpadiunux anroputmis J-H (rem-¢ynkuii J-H224; J-H256; J-H384; J-H512);

- cimeiictBo  kpuntorpadiuyaux  amroputmiB  KECCAK  (rem-¢pynkmii  KECCAK224;
KECCAK256; KECCAK384; KECCAKS512, axi crannapruzoBani sik SHA3);

- amroputMm remyBanHa Kupyna (remr-dynkmii Kupyna256 ta Kupyna512);

- anroputM rearyBaiis LOSELOSE;

- cimeiictBo kpunrtorpadiunux anroputmiB LUFFA (rem-dynkmii LUFFA224; LUFFA256;

LUFFA384; LUFFA512);

- cimeiictBo kpunrorpadiuamnx anroputmiB LYRA (rem-dynkmii LYRA2RE; LYRA2REV?2);
- cimeiictBo kpuntorpagiuaux aaroputmis MD (rem-¢ynkuii MD4 Ta MDS);

- axroputMm KpuntorpadigHoro reuryBanHsi PANAMA256;

- airoputM reurysaiis PROGPOW;

- axroputm kpuntorpadiunoro remryBanas RIPEMD160;

54 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



- ainroput™m kpunrorpadiunoro reuryBanis SCRYPT;

- anroputM KpunrorpadiuHoro reuryBaHHs SHAT;

- cimeiictBo kpuntorpadivanx anroputmis SHA2 (rem-¢pynkuii SHA2-256 ta SHA2-512);

- cimelictBo kpuntorpadiunux anroputmiB SHABAL (rem-¢ynkuii SHABAL256 Ta
SHABALS12);

- cimeiictBo  kpuntorpadiunux amroputmiB  SHAVITE  (rem-dynxuii  SHAVITE224;
SHAVITE256; SHAVITE384; SHAVITES12);

- cimelictBo kpunrorpadiunux amroput™mi SIMD (rem-¢ynkuii  SIMD224; SIMD256;
SIMD384; SIMD512);

- cimelictBo kpuntorpadpiyaux anroputmiB SKEIN (rem-¢ynkuii SKEIN224; SKEIN256;
SKEIN384; SKEIN512);

- airoputM rearysanHs SNEFRU256;

- anropurM remryBanHs STREEBOG (y Bapiantax STREEBOG256 Ta STREEBOGS512);

- airoputM reurysanss TIGER;

- anropurm remryBaniss WHIRLPOOL;

- aJTOPUTMH TelryBaHHs 13 ciMericTBa «X» (amroputmu X11; X12; X13; X14; X15; X17).
Po3rnsiHyTI anropuTMu remnryBaHHS MOOYZOBAaHO 3a PI3HUMH cxeMaMH o0poOku iH(opmartiii-

HUX TOBIIOMJIEHb Ta 13 3aCTOCOBYBaHHSAM PI3HMX MaTeMaTUYHUX MEPETBOPEHb OJIOKIB JaHUX IS

oOuncieHHs Tem-KkoiB. Pi3Ha igeonoris moOyIoBH 3a3HAYCHHUX aJNTOPUTMIB OOYMOBIIEHA MIpKY-

BaHHSIMHU aBTOPIB-IOCIITHUKIB Ta iX Cy0’€KTUBHUMU YSBICHHIMH PO paIlioOHaIbHYy MO0YI0BY Y-

HKIII1 TeITyBaHH 32 KPUTEPISIMH CTIHKICTB/CKIIaIHICTh. Harry yBary 3ocepekeHo, Imepii 3a Bce, Ha

MO>KITUBOCT1 3aCTOCYBaHHS JOCHIDKEHUX AITOPUTMIB MpH MOOYIOBI JELEHTPai30BaHUX OJOK-

YeiH-CHCTEM, 30KpeMa, KPUNTOBAIIOT, MPOEKTIB PO3MOIIIIEHNX TEXHOJOTIH, CMapT-KOHTPAKTIB,

TOLIO.

Oco006,1MBOCTI MOOYA0OBH AJTOPUTMIB ICIIYBAHHA Y CYy4aCHUX OJI0K4YeHH-CHCTeMax

AaroputMm kpunrtorpadgiuynoro remyBaHHa ARGON2. Oysknis (opmyBaHHA KiIrO4a
Argon2 Oyna po3pobieHa Anexcom biprokoBum, [lanienem Jiny i Jmutpom XoBparoBuuem 3 YHi-
Bepcutety JlrokcemOypry B 2015 p. [1, 2].

Lle cyyacHuil Ta MPOCTUl AITOPUTM, CIIPSIMOBAHUIN Ha BUCOKY IIBHJIKICTh 3alIOBHEHHS Mam'sTi
Ta e()EKTUBHE BUKOPHCTAHHS ACKIIBKOX OOYHCITIOBAIILHUX OJIOKIB. AJITOPUTM BHUITYIICHUH TIif
ninensieto Creative Commons.

VY 2013 p. 6yB oronomenuii koHKypc Password Hashing Competition ayis CTBOpeHHS HOBOI
¢yHKUii remryBaHHs napoiiB. [lo HOBOTO aNropuUTMy BHUCYBAIUCS BUMOTHU IIOAO OOCSTY BHKOPHC-
TOBYBAHO1 IaM'sAT1, KUTBKOCT1 TIPOXO/IIB IO OJIOKAaX MaM'aTi 1 MO CTIKKOCTI 10 KPUITOAHAII3Y.

VY 2015 p. Argon2 OyB OTOJIOIIEHUH MEPEMOXKIEM KOHKYpPCY. 3 TOTO 4acy aJrOpHTM 3a3HaB
YOTHpHU CEepHO3HI 3MiHH. BumpasieHi yacTMHA OMKCIB aJTOPUTMIB T€Hepallii AesIKuX OJIOKIB 1 TO-
MUJIKH, T0IaHI PEKOMEHI0OBaH1 TapaMeTpH.

IcnyroTh 1Bi Bepcii anroputmy:

—  Argon2d — minxomuTh U 3aXUCTy HU(POBOI BaMOTH Ta iHQOPMAIIMHUX CHCTEM, L0 HE

MiIAI0THCS aTakaM 110 CTOPOHHIM KaHaJlaM;
—  Argon2i — 3a0e3nedye BUCOKUH 3axucT Bif trade-off arak, ane mpairoe moBiIbHINIE Bepcii
d gepes KibKa MPOXO/iB IO IMaM'sITi.

Argon2 onTuMi30BaHU Mg X86 — apxiTeKTypy 1 Moke OyTH peanizoBanuii Ha Linux, OS X,
Windows.

Argon2d npu3zHAYeHUH 7Sl CUCTEM, 7€ 3JIOBMHCHUK HE OTPUMYE DPETYJSIPHOTO IOCTYITYy 10
cucTeMHOI mam'siTi abo mporecopy. Hampuknan, mist backend-cepsepis 1 kpinTomaitnepis. [Ipu Bu-
KopucTaHHi ogHoro siapa Ha 2-Ghz CPU 1 250 Mb onepaTtuBHoi nam'siti 3 Argon2d (p = 2) kpinro-
MaifHiHT 3aiimae 0,1 ¢, a mpu 3acrocyBanHi 4 sgep 1 4 Gb mam'sati (p = 8) aBTeHTH]IKAIIS Ha
backend cepepi npoxonuts 3a 0,5 c.
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Argon2i 6inpiie minxoauts s frontend-cepBepiB i mmppyBaHHS KOPCTKOTO TUCKY. Dopmy-
BaHHs Kitoya s mmdpysanns Ha 2-Ghz CPU, BukopucroByrouu 2 aapa i 6 Gb onepatuBHoi na-
M'siTi, 3 Argon2i (p = 4) 3aiimae 3 ¢, B TOH 4ac sk aBTeHTH}iKalis Ha frontend-cepBepi, 3amisBmu 2
aapai 1l Gb mam'ari 3 Argon2i (p = 4), 3aiimae 0,5 c.

AnroputMm ARGON2 BHUKOPUCTOBYETHCSI B JE€IKUX KPHUNTOBAJIIOTaX, HANPUKIAA Y
MMXVI [3].

Aaroput™m kpunrtorpagiuytoro remyBaniss BALLOON. HaiiGunbnn neTanpHuA OMUC anro-
putmy remryBanHsd BALLOON nHaBezneso y [4].

Anroputm Balloon 6yno po3po6ieHo uist TenryBaHHS NapoiiB, BiH MPUHMAE YOTHPU BXITHHX
napaMeTpu: Naposb, Cijib, YaCOBHI MapaMeTp 1 nmapaMeTp npocropy. BuxiaHi gaHi npencTaBisioTh
co00t0 OITOBI pAIKK PiKCOBaHOT TOBKUHM (Hampukia, 256 abo 512 6iT).

[Tapametp mpoctopy (Buer Size) Bkazye, CKiJIbKH OJIOKIB po604OTro mpocTopy 3 (hiKCOBaHUM
po3mipoM OyJie moTpiOHO Tenr-QyHKIi mig 9ac iWoro oduuciienHs. Ha Bucokomy piBHI (QyHKITIS 3
KOPCTKMMHU BMMOTaMH JI0 MaM'siTi MOBMHHA OYTH <JIETKOIO» Ui OOYMCIIEHHS 1 MOBUHHA OyTH
(OKOPCTKOIO» JIJIsl OOYHCIICHHS 3 Ha0araTo MEHIIIAM ITPOCTOPOM.

[TapameTp yacy (KUTbKICTh payH/iB) BU3HAYa€ KUTbKICTh "00XxomiB" oOuncneHb. Yum Oiibiie
napameTp yacy, TUM JioBlIe Oyae oOuucienHs reury. Ha mnardgopmax, oOMexeHux nam'sTTio, cuc-
TEMHUH aJIMIHICTPATOP MOKE 30UIBIINTH KIIBKICTh payH/IB I€IIyBaHHSA, 1100 301IBIINTA BapTIiCTh
oOuncieHHs GyHKii 6e3 301TbIIeHHS] BUMOTH /IO TTaM'SITi aJITOPUTMY.

Benukuii obcar mam’siTi, HEOOXITHUM A7 MBUAKOI poOOTH aNTOPUTMY, JA03BOJISE 3MEHIIUTU
nepeBaru Ounbn mBuakux oouucinens ASIC, nopisasiao 3 CPU ta GPU.

AnroputMm Balloon BukopuctoByeThes y kpuntoamtoTi Deft.

Auroputm kpunrorpadiunoro remryBanns BLAKE. T'em-¢ynkuis BLAKE 3anpononosana
Jean-Philippe Aumasson, Luca Henzen, Willi Meier, Raphael C.-W. Phan [5]. 3a3naueni rem-
¢yskmii € "HamamroBanuMu' BepcisMmu, mo monaHi Ha ¢iHan koHkypcy SHA-3. OpwurinanbHi
nonani Qyskmii Oynu Ha3zBani BLAKE2S, BLAKE-32, BLAKE-48 i BLAKE-64; nanamroBani
Bepcii — BLAKE-224, BLAKE-256, BLAKE-384 i BLAKE-512.

BLAKE — mne ciMm's 3 gotuprox rem-¢ynkmin: BLAKE-224, BLAKE-256, BLAKE-384 1
BLAKE-512. fIx i anroputm SHA-2, rem-pynkuis BLAKE mae 32-6itny Bepcito (BLAKE-256) i
64-6iTHy Bepcito (BLAKE-512), 3 skoi iHIII €K3eMIUIAPH BUBOISATHCS 3 BUKOPUCTAHHSAM PI3HUX
MMOYaTKOBUX 3HAYEHb, BIIMIHHOTO 3aIIOBHEHHS 1 CKOPOUCHOTO BUBOJY.

Peanizamiss BLAKE Bumarae HeBeNMKHX peCypciB 1 € MIBUIKOIO SK B MPOTPaMHOMY, TaK 1 B
anapatHomy cepenoBuli [5, 6]. ¥ 180um ASIC, BLAKE-256 Moxe OyTu peanizoBaHuii 3 OJU3bKO
13500 gate, 1 MOXxe mocsiratu MpomyckHOi 31aTHOCTI Oitbie 4 1'6iT/c; BLAKE-512 mosxe mocsirati
MpoIycKHOi 31aTHOCTI Ounbie 6 1'6iT/c. Ha Intel Core 2 Duo, BLAKE-256 moxe renryBatu 0Jin3b-
ko 15 nuxmi/6aiT, komu BLAKE-512 npubauzno 10 nukmis/6aiT.

Anroputm BLAKE BukopuctoByetbes B kpuntoBamtoTi Blakecoin [7]. Kpim Toro, el anro-
PHUTM 3aCTOCOBYETBHCS SIK CKazoBa B anroputMmax X11, X12, X13, X14, X15 ta X17 nns MaifHiHTY
PI3HUX KPUITOBAIIOT Ta PO3MOAIJICHUX JEIEHTPATI30BaHUX CUCTEM [8].

Aaroputm kpuntorpagiunoro remysanass BMW. Kpunrorpadiuna rem-gynkuis BMW
(anrn. BMW — Blue Midnight Wish) po3po6msiiacst sixk HabaraTo 01l eeKTHBHA Teml-(yHKIIA,
Hi>k SHA-2, B TOI ke Jac 13 TakuM ab0 Kparium piBHeM Oe3reku [9].

Anroputm BMW mnpairioe 3 noBizomieHHsIMH, po30uBarouu ix Ha 010ku. biok, B cBoio yepry,
JTUTHCS Ha ciioBa. Po3mipu OJI0KIB 1 CITIB 3aJI€KaTh Bl KOHKPETHOI peasizallii airopuTMy.

Anroputv BMW OyB mpenctaBieHMH y SKOCTI KaHIHIaTa Ha KpUNTOTrpadiuHUl KOHKYpC
SHA-3. 3a pe3ynbratamu JIOCHIDKEHb OYB BIAXMJICHWH KOHKYPCHOIO KOMICI€I0 HAIIOHAJIBHOTO
iHCTUTYTY cTaHaapTiB i TexHonorii CIIIA: «PiBeHp Oe3neku € HIHKYUM 3a odikyBaHuil: BMW-256
3HIKYEThCS 10 65 61T, BMW-512 — no 128 6it. BurpaTu mam'siti, HEOOXiaH1 15 3A1HCHEHHS ITUX
aTak, € HecyrreBumMu» [10].

Ha croroani anroputm kpuntorpadiyHOro renryBaHHs 3HAUIIOB CBOE MPAKTUYHE 3aCTOCYBaH-
HS B PI3HUX JICHEHTPAII30BaHUX CUCTEMax THITy OJIOKYElH. 30KpeMa, BiH 3aCTOCOBYETHCS SIK CKJIa-

56 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



noBa B amroputMmax X11, X12, X13, X14, X15 ta X17 ms maitaiary kpunrtoBamot [8]: DarkCoin
(Dark); DeepOnion (ONION); Cloakcoin (CLOAK); MaruCoin (MARU); Hshare (HSR);
Stealthcoin (XST); MarteXcoin (MXT) Ta iHmI.

Aaroput™m kpuntorpagiynoro remyBanis CUBEHASH. CimelictBo kpuntorpadiyHux
remr-ynkmi CubeHashr / b. CubeHash8 / 1 6yno 3anporionoBano Jlenienom beprmreiinom [11] B
SIKOCT1 HOBOTO CTaHIApTy B KOHKypci rem-¢pyHkuii SHA-3. CniouyaTky ajroputm BUMaras OJM3bKO
200 nukiiB Ha GaiT [12]. [Ticns meskux yrouyHeHb aBTOp 3MiHHB mapamerpu Ha CubeHash16 / 32,
sxuil mpubnu3Ho B 16 pasiB mBuame, Hixk CubeHash8 / 1 1 nerko naznoranse SHA-256 1 SHA-512
Ha pi3HuX miardopmax [13, 14].

Tem-¢yuxiis CubeHash npoiinia 1o apyroro payHay koHkypcy SHA-3, ane Tak i He notpa-
nwia B m'aTipky ¢inamicris [10].

Bapto Bim3Hauuty, mo CubeHash He mocTymaeThest B IIBUAKOCTI cBOiM onioHeHTaM. CTiHKICTb
[IBOTO AITOPUTMY 30UIBIIYETHCA SK MPH 3MEHIICHHI b 1o 1, Tak i mpu 30inmpmenHi r. Tomy
CubeHash 8 / 1-512 wminnime (6inbi 6e3neynime) Hixk CubeHash 1/ 1-512, a CubeHash 1/ 1-512
minHime Hixk CubeHash 1 / 2-512. HaiicnaOmmii 3 MOXJIHBHX BEpCiidi JaHOTO aNTOPHUTMY — IIC
CubeHash 1/128-h. Onnak Oe3mneka 3ajeXuUTh BiJl 4acy, TOOTO Oinbln Oe3neyHWil BapiaHT Oyne
JIOBILIE O0OYMCITIOBATH I'elI-3HAUYEHHS.

Tem-¢yuxiis CubeHash 3acTOCOBY€TBCS SIK CKIIaI0Ba Y CKIIAJ( aITOPUTMIB MaiHIHIy KPUIITO-
BaroT X11,X12, X13, X14, X15, X17.

Aaroput™ remyBanns DJB-2. Ile nyxe npocra Ta mBHIKa rem-QyHKIid, ska Oyia 3amnpo-
noHoBaHa Jlanom bepumireiiHom Oarato pokiB Tomy [15]. OmHa 3 HaliKpalmux CTPOKOBHUX Telll-
GbyHKIIH, TKa Mae TapHe PO3MOAUIECHHS Ta MIBUAKICTD It O0e3iui HabopiB KIIOYiB Ta po3MipiB Tabd-
JWIb, B TIOPIBHAHHI 3 iHIIUMU anroputMmamu, Hanpukiag PJW, LOSELOSE ta inm. IcHye inmia
BEPCis AITOPUTMY, sIKa TaKOXK cXBasieHa bepHIITeHOM, 1110 BUKOPUCTOBYE omepartiito xor: hash(i) =
hash(i-1)*33"str[i]. [losicHeHHs, YOMy BHKOPHUCTaHI TaKi KOHCTaHTH TpPHU OOYHCIICHHSIX, HE Haja-
10ThCs. LSt pyHKILIA remryBaHHs He € KpUNTorpadivyHoo, ajne BOHa BCE K TaKH BUKOPUCTOBYETHCS Y
CKJIaJIl aNropuTMy MaifHiHTY KpunroBamoT X17 [8].

Aaroputm kpunrtorpagiunoro remyBanHss ECHO. ECHO-256 € xanaupaTom Ipyroro
Typy koHkypcy SHA-3 [10]. Le rem-¢ynkiis Ha 6a3i anroputmy AES, sika BuUKIMKana BeIUKUN
iaTepec 1 anam3. ECHO — itepatuBHa rem-¢yskiis [16], dynkmis ctucHenas ECHO onosmtoe

BHYTpIIIHIN cTaH, onmucaHuil B Matpuii 16 x 16 enementiB GF( 28 ), SIKYy TaKOK MOXHa pO3IJI1aT!
sk matpuiio 4 x 4 3 16 craniB AES. IleperBopenHst Ha Takomy Benukomy 2048-0iTHOMY CTaHi
nyxe cxoxi Ha AES, ocHOBHa BIJMIHHICTh TOJSTa€ B €KBiBaJeHTHOMY S-Box ming Ha3BoiO
BigSubWord, sikmit cknagaetsest 3 1Box payHaiB AES. B kiHmi nepecranoBku omnepariisi BigFinal
J0J]a€ MOTOYHUI CTaH 0 BHUXIAHOTO cTaHy (monxava Brepen) i, B pa3i ECHO-256, nogae yotupu
CTOBIIII pa3oM, MO0 OTpUMATH HOBE 3HAYCHHSA JIaHIIOXKKA. B 000X payHmax AES BuxkopucroBy-
I0ThCS JIBa KIIF0Ya — BHYTPIIIHIN JIIYWIBHUK 1 CUTb BIANOBIIHO. BOHU BBOISATHECS B OCHOBHOMY IS
TOTO, 1100 3pyHHYBaTH icCHYI04i cuMmeTpii AES-nepectanoBku 6€3 kitoua.

Tem-¢yuxiis ECHO 3acTOCOBY€TLCS SIK CKJIaJ0Ba IrOPUTMIB MalHIHTY KpunroBamor X11,
X12, X13, X14, X15, X17 [8].

Anroputm kpunrorpadiunoro remysannss ED2K. Tem-dynkuis ED2K 3acHoBaHa Ha ajro-
putmi MD4, ane 3amicTh HaJlaHHSI OJJHOTO Telly BChoro (hailimy, BoHa po30uBae (aiil Ha YaCTUHH
o 9500 Ko6aiit 1 cTBOpIO€ 0OCcTaTOUHUH Tenl-Koa Ha ocHOBI cym MD4 [17].

Tem-¢ynkiis ED2K 3uaiinuia 3acrocyBanus y (GaitsiooOMiHHEX Mepexkax Ta mporpamax oomi-
Hy (aitnamu eDonkey2000 i Overnet [18].

AaroputMm kpunrtorpadgiuydoro remysaniss EDONR. CimelicTBo kpunrorpaiuHux rem-
¢ynkuin EdonR 3anpononosano y po6oti [19]. EdonR € knacom rem-GyHKIii 3 3MIHHUMHU J0B-
YKUHAMU BUBO1y. BiH BU3HAYa€THCS 32 TOMOMOTOI0 KBA3ITPYIII 1 IEPETBOPEHB PSJIKIB KBA3ITPYIIIL.

VY crarti [20] neranpHO omMcaHO 3MiHEHY Kpunrorpadiuny rem-¢yskuiro Edon-R, siky Oyio
MIPEJICTAaBICHO B AKOCTI KaHAuAaTa Ha rem-koHKype SHA-3, opranizoBanuii HanionanbHuUM 1HCTH-
TyTOM cTaHAapTiB 1 TexHonorii (NIST). Pi3Hulsg nonsirae B 1o1aHHI 3BOPOTHOTO 3B'A3KY /0 BHUXIiJ-
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Hoi QyHKIIT cTricHEeHHs R. 3BOpOTHIH 3B'sI30K mossrae B 30epekeHHi BUBeneHHs GyHKii R 3 morme-
pEeAHIM 3HaYEHHSM MOABIIHOI TpyOH 1 3HAUEHHSM MOTOYHOTO OJIOKY MOBigOMIIEHb. BBeeHI 3MiHH
pOOIIATH HENINCHUMH KPUNTOAHATITHYHI 3yCHIUIA 3 aHATi3y KBa3irpyImoBHX OINEpaiiid, BHKOPUCTO-
ByBaHuX B EDON-R, a takox ioro ¢ynkmii R.

[IBuaKicTh ONTHMI30BaHOI 32-po3psAaHOI Bepcii Ha MeBHiN eTanoHHOI Tuatdopmi 3 Intel C ++
v 11.0.072 ctanoButh 6,71 1ukiiB / 0adT mig n = 224, 256 1 10,74 nukiiB / 6aiT mig n = 384, 512.
IBuakicTh omTHMi30BaHOi 64-0iTHOI Bepcii Ha TeBHIKM eTayoHHOI miatdopmi 3 Intel C ++ v
11.0.072 cranoButb 4,90 1ukiiB / 6aiT muist n = 224, 256 1 2,74 uukmis [19, 20].

Aaroput™m kpuntorpadgiunoro remyBanuss ETHASH. Kpunrorpadiuna ¢ynkmist Ethash
3aCTOCOBYETHCS JJIsl TIEPEBIpKU TMpare3qaTHOCTI B 3acHoBaHMX Ha Ethereum kpunroBamrotax [21].
Bona BukopuctoBye rem-¢pynkmito Keccak, crannapruzoBany sk SHA-3. [Tounnaroun 3 Bepcii 1.0
anroput™ Ethash 6yB po3pobnenuii Tak, mo6 0ytu ctiikuM 10 ASIC 3aBIsKH KOPCTKOCTI MaM'ATi
(Baxue peamizyBaru B cnemianbHux vinax ASIC) [21-23]. BiHn TakoX BUKOPUCTOBY€E MOTU(IKOBaHY
Bepcito OubII paHHIX remr-anroputMiB Dagger 1 Hashimoto nis ycyHeHHS HakjIaJaHUX BUTPAT Ha
obuuciienns. L ¢ynkiis panime HasuBanacs Dagger-Hashimoto [22].

Ethash BukopucroBye Buxiguuit Habip nanux oocsirom 1 I'b, Bimomuii sik Ethash DAG, 1 xer-
naMm'ste 00'emoMm 16 Mb s jmerkux kmieHTiB. Bonu BimHOBIIOIOTHCS KOKHI 30000 0110KIB, Bifgo-
MUX SIK erioxa. Maitnepu 6epyTh parmentd DAG 17151 CTBOpEHHS 3MIIIAHUX Tell, BHKOPUCTOBYIO-
9M JaHi TpaH3aKIid, a TAKOXK KpHUNITOrpadivyHuiA OJJHOPA30BUN HOMEp IS CTBOPEHHS TEIy HIDKYE
JTUHAMIYHOI IITbOBOT CKIaaHOCTI [21 — 23].

Anroputm Dagger Hashimoto OyB momnepeIHp010 JOCTITHAIIBKOO peati3alli€ero i crenudikari-
eto anroputMmy MaiHiHTy A Ethereum 1.0. [Ti3Hime Bin OyB 3amineHwuit Ha anroput™ Ethash.

AuaroputMm kpunrtorpadiunoro remyBanuss FUGUE. AnroputMm reurysanns Fugue OyB po3-
poGuenuit Shai Halevi , William E. Hall 1 Charanjit S. Jutla 3 IBM ans koHKypcCy rem-¢yHKIIiH
Hamionaneraoro IHcTUTYTY cTanmaptiB i TexHosorii y 2009 p., me mpoimoB A0 Apyroro payHIy
[10]. OgHak anropuT™M HE MPOMIIOB OO TPETHOTO PAYHAY KOHKYPCY 3a HEJOCTATHHOIO KUTBKICTIO
KpUNTOTpadiuHOro aHalli3y Ta HEBIEBHEHICTIO B KPUNITOCTIMKOCTI [24].

JIst BX1THOTO TOBIIOMJICHHS TOBXKHHOIO Big 1 110 2%1 6ir anropuTM renepye 224, 256, 384
ab6o 512-6iToBe rem-3HaueHHs. DyHKIIT JUIs BiAMOBIIHUX JOBXKWH BUXIIHUX JAHUX AITOPUTM
TenryBaHHS Ha3MBAaEeThCs BiAnoBigHO Fugue-224, Fugue-256, Fugue-384 1 Fugue-512 [25]. ABTopu
QITOPUTMY TaKOX OINHKCAIM TMapaMeTpu3oBaHy Bepcito ainroputmy Fugue [25]. CnabGo3zaxuiiena
Bepcist Fugue-256, mo mpairioe B ABa pa3u MBUAIIC CTAHAAPTHOI BEPCii, TAKOXK OMUCYETHCS Yepe3
napaMeTpu30BaHy BEpCilo.

Fugue OyB cripoekToBaHW TaKUM YMHOM, 1100 3MEHIIUTH BPa3IUBICTh Mepe] aTakamu nude-
peHIianpHorO anamizy [25]. Takoxk, 3a 3alIeBHEHHSIMH aBTOPIB aIrOPUTMY, TelI-(DyHKIlisST KOHKYpe-
HTOCIIPOMOXHA 32 epexkTuBHICTIO 3 SHA Tem-QyHKIisMH B IPOrpaMHOMY 1 anmapaTHOMY BHTJISIII,
JOCATal0Y MPOAYKTUBHOCTI 10 36,2 nukiiB B 6aiiT (CPB) Ha mocTomy cimelicTsi mporecopis Intel
Xeon 5150, 1 mo 25 nuximiB B 6aiiT (CPB) Ha nporecopi Intel Core 2 T7700. Ha 45 nanomeTpoBOMy
gini Intel Core 2 T9400 Fugue-256 nocsrae Bchoro 16 mukniB B 6aiit (CPB), BukopucroByroun
iHeTpykiii SSE 4.1. Ha mpomnecopax 3 apxitekryporo Westmere (32um), tTumy Intel Core 15, rem
s Fugue-256 po3paxoByeTbes 31 mBHAKICTIO 14 nukiiB B OaiiT (CPB).

Anroputm Fugue 3actocoByeThes sik ckiiamoBa B anroputmax X13, X14, X15 ta X17 ans
MalHIHTY Pi3HUX KPUNITOBAIIOT [8].

Aaroputm kpunrtorpadgiunoro remyBanHss GOST34.11-94. Jlis oOUKCICHHS KPHUMITOTpa-
¢iunoi ¢pyHkuii remyBanas B Pocii y 1994 p. 6yno BBeaeno cranaapt ['OCT P 34.11-94 [26] (sakuii
Ha IIeH Jac BXKe CKacoBaHO) [27]. 3romom 1ieid cranaapT Oysio MepeBHIaHo K MDKACP>KaBHUM CTaH-
napt CHJI I'OCT 34.311-95 [28]. Mo 2013 p LIb P® Bumaras BukopucroByBatu I'OCT P 34.11-94
Just GOpMYBaHHS Ta IEPEBIPKU eNeKTpOHHOTO Tianucy. 3 1 ciuas 2013 p. 6y 3aminennit Ha ['OCT
P 34.11-2012 «Ctpubor» [27].

Pospoonrukom crangapry ['OCT 34.311 € ['omoue ynpasmiaas 6e3neku 3B's3ky (I['VB3) de-
JIepaIbHOTO areHTCTBa ypsijoBoro 3B's3ky Ta iHGopmanii (PAVY3I) i Beepociiicbkuii HaykoBo-
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JOCTITHUHM 1HCTHTYT cTaHmapTu3amii. Lleil crangapT € 00OB'SI3KOBUM Uil 3aCTOCYBaHHS B SIKOCTI
aITOPUTMY TeIIyBaHHS B JIEp>KaBHUX opraHizamisx PO i psai koMepLiiHuX opraHizaiii.

CranmapT BU3HAYa€ AITOPUTM 1 MpoUEAypy OOYMCIEHHS Tem-(pyHKIi A TOCIiJOBHOCTI
cumBouiB. [Ipu 06pobIIi 6110KIB BUKOPHUCTOBYIOTHCS MIEPETBOPEHHS 32 aJrOPUTMOM KpuUITorpadiu-
Horo niepetBopeHHst [OCT 28147-89 [29]. O6pobisieTbest OJIOK JOBXKUHOIO 256 01T, BUXiTHE 3HA-
YEeHHs TeX Ma€ JOBXKUHY 256 0iT. ANropuT™M BH3HAYa€ KOHTPOJIbHY CyMy, pO3paxoBaHy IO BCIX
0JIOKaX BHUIXITHOTO IIOBIJOMJICHHS, SIKA € YaCTUHOKI (IHAIBHOTO OOYHCIEHHS Telry, IO JEII0
YCKJIQJHIOE aTaK! Ha MOILIYK KOJi31i. 3aCTOCOBYIOTHCS TAKOX 3aX0U OOPOTHOM MPOTH MOILIYKY KO-
JTi3iH, 10 3aCHOBaHI Ha HEMOBHOTI OCTaHHBKOTO 0J0Ky. OOpoOKa OJOKIB BiTOYBAETHCS 3a aITOPUT-
MoM mudpyBanas ['OCT 28147-89, sxuif MicTUTh IEpETBOPEHHS Ha S-0JI0KaX, 1110 ICTOTHO YCKJIa-
JTHIOE 3aCTOCYBaHHS METOAY AU(EPEHIIIATBHOTO KPUITOAHATI3Y 10 TIOUTYKY KOJIi3iH.

Aaroput™ kpunrorpagiuydoro remyBaniss GROESTL. ItepatuBna kpunrorpadigyauii rem-
¢yskuiss GROESTL (npaBwibne Hanucanas «Grostly) [30, 31] € oxniero 3 n'situ (iHANICTIB KOH-
kypcy SHA-3, opranizoBanoro NIST [10].

Cruckaroua ¢yskiis Grostl ckinamaeTscst 3 1BoX (DikCOBaHHMX mepecTaHoBOK P i Q, cTpykTypa
AKMX 3arno3udeHa y mugpy AES. 3okpema, BUKOpUCTOBY€EThCS Takuil ke S-0mok. PesynbraTt pobo-
TH Tem-(QyHKIIi MOXKe MaTh JOBXUHY Bix 8 mo 512 6iT 3 kpokom 8 OiT. BapiaHT, sikuii moBeprae n
0iT, Ha3uBaeThbCs Grostl-n.

Anroputm Grestl crieriaibHO po3po0IeHHI UT yJacTi B KOHKYPCi KpunTorpadiaaux QyHKIiH
SHA-3 xomanzoro kpuntorpagos 3 Jlancekoro TexHiuHoro yHiBepcutety [10]. Cnouatky ¢yHKIis
HasuBanacs Grostl-0. OgHak ans yyacti B Gpinani Oynu 30UIbIIeH] CTPYKTYpPHI BIIMIHHOCTI MiX Tie-
pecraHoBkamu. bynu 3miHeHi 3HaueHHs ShiftBytes B mepectanoBui Q. Takoxx 3MiHaM migganmucs
paynzaoBi koHcTaHTH B P 1 Q. OHOBieHa rem-¢yHkiis orpuMaia Ha3By Grestl. OpHak, mokazaBuim
XOpOIIy KPUNTOCTIUKICTh, IO PsIy MOKAa3HUKIB BOHA MOCTyManacs 1HIINM y4acHUKaM (DiHaJIbHOTO
payHay 1 He 3MOTJIa CTaTh TEPEMOKIIEM.

Hasga anropurmy noxoauTs B Ha3Bu Omoaa ['péctib aBeTpiiichkoi KyXHi. 3a peLenToM BOHO
nyxe 6mu3bko 10 crpasH, sike B CHIA naszuBatots «Hash». BykBa «6» B Ha3Bi ¢yHkuii Oyna 3ami-
HeHa Ha OyKBY «@» 3 TaHCHKOTO al(aBiTy, sika Ma€ TaKky >k BUMOBY.

3a cBoero cTpykTyporo anroput™ Grestl € GaiiT-opieHToBaHOI0 SP-Mepexero. 3a cBoero Oyio-
BOIO II€H aJITOPUTM 3HAYHO BIJIPI3HIETHCS Bia anroputmiB cimeiictBa SHA (MD-moaioHMX KOHC-
Tpykuiit). bararo komnonenTis rem-¢yHkiii Grostl Takox 3amo3uueni 3 mugpy AES.

s ¢yHKIIA remryBaHHS € TOCUTh €(PEKTUBHUM Ta O€3MEYHUM KPUIITONMPUMITHBOM. 3HaMIIIA
3aCTOCYBaHHA B IEAKHX OJOKUYECHH-CHCTeMax, 30KpeMa y pOeKTi KpunroBaiotu Verge [32].

Aaroputm kpuntorpadgiunoro remyBanuss HAMSI. Kpunrorpadiuna remr-dynkiis Hamsi
Oyna 3ampornoHoBaHa mpu npoBeaeHHI KoHKypcy SHA-3 [10]. B i ocHOBY MOKIaIEeHO aNroOpUTMU
Grindahl [33] i1 Serpent [34]. Lla rem-¢yHKIis HE 3amaTeHTOBaHa 1 € TPOMAJCHKUM HaJIOaHHSM.
IcHyt0TH Ba pizHOBUAM anroputmy: Hamsi-256 1 Hamsi-512 [10].

B ocHOBi anroputMy nexarh (QyHKIIS pO3KIaJaHHs 1 1uKIivHa TpaHchopmariis. [{ukmivna
TpaHcopMallist paloe 3 YOTUPMA PAIKAMHU MaTpHILll cTaHiB. YMCIO CTOBMILIB i€l MaTpuUIli AOPiB-
Hio€ 4 niis Hamsi-256, 8 nis Hamsi-512. Enementamu matpuiii € ciioBa po3mipom 32 6ira.

Tem-¢yuxiis Hamsi Gyna ogauM 3 y4acHUKIB y Bigkpuromy Koukypei SHA-3 HarionanbsHoro
IHCTUTYTY CTaHAApTIB 1 TexHoyorii. OgHak Hamsi He moTpanuia B 4KCI0 5 KaHIUAATIB OCTAaHHBO-
ro Typy, orosomenux 10 rpyaus 2010 [10].

Anroputm Hamsi 3acTocOByeThCs sIK CKilagoBa B anroputmax X12, X13, X14, X15 ta X17
JUIS MAHIHTY Pi3HUX KPUIITOBAIIOT [8].

Aaroputm kpunrorpadiunoro remyBannsa Has160. HAS-160 — 1ie rem-gyHKIis, sika mpu3-
HayeHa JUIsl BUKOPHUCTAHHS 3 KOPEUCHKUM CTaHAAPTOM IM(POBOro mianmucy (SIKuil MOB'S3aHUN 3
DSA, ane mae neski BiaminHoCTi). Bin qyxe cxoxwuit Ha SHA-1, ane mae aesiki 3MiHH, K1, HMOBIp-
HO, 30UTBLIYIOTH CTIMKICTh anroputMmy. BiH ommcaHuii B KOpEHCHKOMY CTaHAApTi MiJ] Ha3BOIO
TTAS.KO-12.0011/R1 [35], ane HeMae onuCy aHTTIHCHKOIO MOBOIO.
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3 ommsimy Ha qyke mupoke 3actocyBaHHs SHA-1 (a Takox 1 SHA-256 1 SHA-512), minkom
iiMoBipHO, 1o anroputMy HAS-160 Hikonu He Oyje NpUIUIEHO CTUIBKHM X YBaru Ipu aHamisi abo
pO3ropTaHHi, CKUTbKH BiH 3aciayroBye. HAS-160, onnak, 3Hauno mBuame, Hix SHA-1, 1 (mpuHaii-
MHIi, Ha MEPUIMHA MOIIsN) 3Aa€ThCs MPUOIU3HO TaKUM ke Oe3neyHuM. €1Ha OueBUAHA MOXKIINBA
aTaka, Ky MOXJuBO 3actocyBatu 10 HAS-160, ne nudepenuianbHa aTtaka, sika 3mamana SHA-0.
HAS-160 B 0OCHOBHOMY MOKHa pO3IJIAJATH K NMPOLYKT MEPEXOAY A0 IU3alHY, SAKHIl MOYaBcs 3
SHA-1 1 3akinuuBcs sik HAS-V. BiH BUKOPUCTOBY€ETHCS B AESKHX KOPEUCHKUX MPOIYKTaX, a TAKOXK
B KeyTools Crypto v5.0.1 komnanii Baltimore Technologies. € kisbka 1HIINX I'eUIiB BiJ TUX ke pO-
3pOOHUKIB, IKI CXOXIi, aje He iIeHTH4Hi, BKIodaroun PMD-V, PMD-128, PMD-160, PMD-192,
PMD-224 i PMD-256 (Bci 3 sikux € pizHuMu anroputMamu). Hi y onHoro 3 HUX Hemae crienugika-
i aHTITIHCHKOI0 MOBOIO, € JyKe Mo iHpOopMaIlii Ipo HUX. AJNTOPUTM B 3HAYHIH Mipi OMUCYETHCS
SIK pi3HUIS Mk HUM 1 SHA-1.

VY [36] naBeneHo pearmizamiro HAS-160 B C ++ sk gactuHa kpunto-0i0moreku Botan.

VY onuci anroputmy 3 [36] HOHATTS «KPOK» BIAHOCHTBCS 1O OKPEMOI'O 3aCTOCYBaHHS MiA(yH-
kuii. Hanmpukman, SHA-1 (a takosx HAS-160) BukopuctoBye 4 paynau mo 20 KpokiB KOXKeH, BCbOTO
80 KpoKiB.

AaroputM kpuntorpadgiudoro remysanus J-H. Anroputm JH — 11e ciMeicTBO 3 YOTHPHOX
kpunrorpadiunux rem-¢ynkuin: JH-224, JH-256, JH-384 1 JH-512 [37]. KoxHa 3 nux rem-
(GYHKIIHA BiAPI3HAETHCS TIIBKU 3HAYCHHSM OJHOTO BHYTPIIIHBOTO MMapaMeTpa — JOBXKUHHM (B OiTax)
BUX1JTHOI'O 3HAYEHHSI.

Temi-yukuis JH Bxoauts B n'satipky ¢dinamicris apyroro typy SHA-3 [10]. B nporieci 1iporo
KOHKYpCY BOHa OyJ1a OKpalleHa.

Anroput™ JH po3pobnenuii 1 npeacraienuii Ha koHkypc SHA-3 B 2008 p. ciHramypchbkum
kpuntorpagom Wu Hongjun. Anroputm 0a3zyeTbcsi Ha KOHCTPYKILIi «kpunTorpadiuna ryOkay.
CTHCHEHHS BUKOHYETHCS OIEKTUBHOIO (QYHKINEr (O09HMA mudp 3 MOCTiHHUM Kirodem). [IpoTo-
TUNOM 7 anroputMy mugpysanHs craB AES. AES noGynoBanuii Ha ocHOBI SP-mepexi, BXinH1
JlaHi MPEACTaBIAIOTh cO0010 ABOBUMIpHUIN MacuB. Y JH-anroputmi BUKOPHCTOBYETHCS HOTO MOIH-
¢dikaris: AES y3aranbHIOE€TBCS 10 BUKOPUCTAHHS 0araTOBUMIPHUX MACHBIB, IO JO3BOJIHIO TOOY-
JyBaTH MHUQP 3 BEIUKOIO JOBXKHHOIO OJIOKY Ha OCHOBI O1IbIII MaJICHBKUX KOMIIOHEHTIB.

VY 2011 p. 3anponoHoBaHa MOAU(DIKAIlIsA AITOPUTMY: KUTBKICTh payHaiB 0109HOTO mudpy 301-
apImnacsa 1o 42 Ui miABUINEHHS eEeKTUBHOCTI peajizallii Ha amapaTHUX IuiarGopmax i Mojin-
LIEHHs XapakTepucTuk Oesnexku. He3paxkaroun Ha 11e, B IbOMY K POILll IIPECTaBICHA aTaka Ha Ie-
PECTaHOBKY, fKa MOMIMPIOEThCA Ha BCi 42 payHAM, a TAKOXK aTaka Ha (YHKIIIO CTUCHEHHS, 10 JI0-
3BOJIMJIA OTPUMATH TICeBAOKOMI3IT axk 10 37 paynay [38]. V 2013 p. 3'sBumnucs iHII BiIOMOCTI PO
psiza aTak Ha rem-QyHKii, cepea skux onuHuiacs i JH.

Anroputm JH 3acTtocoByeThes sik ckinaaoBa B anroputmax X11, X12, X13, X14, X15 ta X17
JUIS. MAHIHTY Pi3HUX KPUIITOBAIIOT [8].

Aaroputm kpuntorpadgiunoro remyBanHs KECCAK. Anroputm kpunrorpadigaoro
remryBanns Keccak pospoGnenuii rpynoro aBTopis Ha uomi 3 Moanom JlaiiMeHOM, CITiBABTOPOM
Rijndael, aBropom mmdpis MMB, SHARK, Noekeon, SQUARE i BaseKing [39]. 2 xoBTHs
2012 p. Keccak craB nmepeMosxiieM KOHKYpCy kpuntorpadpiqaux anropurMmis SHA-3, mo npoBoau-
Bcsi HarionanpHMM 1HCTUTYTOM cTaHapTiB 1 TexHomoriid CIHIA [10]. 5 cepmasa 2015 p. anroputm
3aTBepUKECHUH 1 omyOuikoBaHmii B sikocTti ctannapty FIPS 202 [40].

Crannapt FIPS 202 Bu3Havae cimeiicTBo kpuntorpadivyaux rem-¢ynkiiin SHA-3:

e SHA3-224 — nopxkuHa rem-3HadeHas 224 0iTiB;

e SHA3-256 — moBkuHa rem-3HadyeHds 256 OiTiB;

e SHA3-384 — nopxxuHa remi-3HaucHHs 384 OiTiB;

e SHA3-512 — noBxuHa remi-3HaueHHs 512 OiTiB,
ta nB8i ¢yskmii posmupenas (XOF, Extendable Output Functions) SHAKE128 i SHAKE256, s
YOro MOBiJOMIIEHHSI HEOOXITHO JOMOBHIOBATH «cy(dikcom» 3 2 ab6o 4 OiT, B 3aJIeKHOCTI BiJl TUITY
GyHKIT:
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o (ynxnis posmmpenns SHAKE 128 (Secure Hash Algorithm Keccak), pesynasrar moxe O0ytu
TOBIJILHOT IOBKMHH, 3a0e31neuye piBeHb Oesnekn 128 6iTiB;

o ¢ynkuis po3mupenas SHAKE256 (Secure Hash Algorithm Keccak), pesynbratr Mmoxe Oytu
JOBUIBHOT TOBXKHUHHU, 3a0e31euye piBeHb Oe3neku 256.

VY nmporpamHiii pearizaiii aBTOpH 3asBISIIOTE po 12,5 nukiniB Ha 6alT mpu peami3zanii Ha 1K 3
nporecopom Intel Core 2. Ognak B amapatHux peanizauisx Keccak BusiBuBcs HaGarato mBuamie,
HDK Bcl iHm (inamicTtu [41].

Ha cporogni anroputM SHA-3 € ofHi€o 13 HaWNOMMPEHIMMX KpUOTOrpadiuHuX Treml-
(dbyHKIIIH, SKa 3aCTOCOBYEThCS y Oaratbox KpunroBaidtoTax, Hanpukiaaa y Nexus (NXS), SmartCash
(SMART), X-Cash (XCASH), MaxCoin (MAX), SecureCoin (SRC), Bitcoin File (BIFI),
CreativeCoin, Slothcoin (SLOTH), 365Coin (365), Galleon (GLN), Helix Coin (HXC), CryptoMeth
(METH), BitcointalkCoin (TALK) Ta inm. [42, 43].

AaroputMm kpunrorpadgiuyboro remysanHs Kupyna. Hamionanehuit crangapt Ykpainu
JACTY 7564:2014 «Indopmamiiini texHonorii. Kpunrorpadiunauii 3axuct indopmarii. OyHKisA
remryBaHHs» (HaOpaB umHHOCTI 3 1 kBiTHA 2015 p.) ommcye iTepaTuBHY KpuUnTorpadiuHy remi-
¢bynkuito «Kynunay. Lleit cranmapt mpuiiHsaTHii Haka3oM MiHEKOHOMPO3BUTKY BiA 2 TpyIHS
2014 p. Ne1431 [44]. TekcT crangapty € y BUlbHOMY JocTymi [45].

Crannapt po3po0JieHo 331 NOCTYNOBOI 3aMiHU MikIepxkaBHoro cranaapty I'OCT 34.311-95
[28] Ta 3rigHO YMHHUX 3MiH 10 Haka3y Jlepxkcrer3s's3ky Bix 20 cepras 2012 p. Ne1236/5/453 [46]
nicng 1 ciunst 2022 p. pazom 3 anroputMoM kpunrorpadiunoro nepersopenns ACTY 7624:2014 €
00OB'SI3KOBUM [T BUKOPUCTAHHS NIPY HAKJIAJJaHHI Ta MEPEBIpIli eNEKTPOHHOTO MU(POBOTO ITiIHCY
3a JICTY 4145-2002 3amicts yHxii renryBanss 3a [OCT 34.311-95.

@ymukiis ctucHeHHs KynnHu ckitagaeTses 3 1BOX (iKCOBAaHUX MEPECTaHOBOK, CTPYKTYpa SIKHX
3ano3uyeHa y mudpa Kanuna (moknmagHa cnernudikaiiis aHTIIHCFKOI0O MOBOIO HaBE[ECHA y CTATTi
[45]). 30kpeMa, BUKOPUCTOBYIOTBCS YOTHUPH TaKWX caMuxX S-0JiokiB. Pesymbrar poboTu rem-
¢byHKIIT MOke MaTu AOBXKUHY Bia 8 mo 512 Git. Bapiant, sikuif moBepTae n 0iT, TO3HAYAETHCS SIK
Kynuna-n. OcHOBHUMH pexrMaMu poOOTH (YHKIIT IelTyBaHHs, 1[0 PEKOMEHIYIOThCS 0 3aCTOCY-
BaHHs, € «KynuHa-256», «Kynuna-384» 1 «Kynuna-512».

3a cBO€rO CTPYKTYyporo QyHKIs remryBanas KynuHa € mogionoro anropurmy Groestl [30, 31].
OuikyeTbes 3aCTOCYBaHHS i€l rem-QyHKii 1715 mo0y/I0BU HAIllOHATBHUX PO3MOALICHUX OJOKUYeHH
CHCTEM.

Ausropurm remryBannss LOSELOSE. Tewm-¢yukitist 3anpornoHoBana B kuusi bpaitana Kepwi-
rana ta Jleanica Putun «SI3p1k porpammupoBanus Cu» (anrin. The C Programming Language. -
1978 takox Binoma sik K&R), mpuduomy octaHHiH 3 aBTOpiB — 0/1MH 3 O€3M0cepe/iHiX aBTOPIB Ta po-
3poOHUKIB MOBHU TiporpamyBaHHs Ci [47].

3a ONTUMICTUYHUMU OLIHKAMHU, 1I€: ... He camuli Kpawjiti aneopumm, aie 8iH 0yiice npoCcmull.
Aneopumm mie b6u dymu nabazamo Kpawum, AKwo He 0y8 du maxum npocmum...» [47]. bararo
nporpamicTiB Ha Ci BUKOPUCTOBYIOTh 110 (PyHKLIIO, ()aKTUUYHO HE NEpEeBIpsIOYM ii, HANpHUKIA,
nUBsIXOM copmysanns ma nowyky Kayra. B neskux po3poOkax 115 mpocta KOHCTPYKIIiSi BAKOPUCTO-
BY€ETBCS SIK OZJHA 3 KOMIIOHEHT B CXe€Max 3MILTyBaHHs Ta KOJyBaHHS.

@yuxis renryBanast LOSELOSE ne € xpunrorpadiuHoto, ajge BOHa 3aCTOCOBYETHCS Y CKIIa i
aNroOpuTMy MalHIHTY KpunToBamoT X17 [8].

Aaroput™m kpunrtorpadgiunoro remyBannsi LUFFA. Kpunrorpadiunauii anroputm (cimetic-
TBO anropuTMiB) remryBanHs Luffa [48] 3miHHOI po3psaaHocTi, po3pobnenuii Jai Batanabe (anrm.
Dai Watanabe), Xicaiforr Cato (anri. Hisayoshi Sato) 3 Hitachi Yokohama Research Laboratory i
Kpicropom Jle Kannbepe (Hin. Christophe De Canniére) 3 nocnigauubkoi rpynu COSIC JIboBen-
CHKOT'O KaTOJIUIILKOTO YHIBEPCUTETY JUIS y4acTi B KOHKypci HalioHampHOTro iHCTUTYTY CTaHAAPTIB i
texHosoriit CIIIA [10]. Luffa e BapianTom ¢yHkuii ryOku, 3anpornonoBaHoi I'Bifo beproni (aHrm.
Guido Bertoni) i criBaBTOpaMu, KPUITOCTIMKICTD SKOT 3aCHOBaHA TUIBKH HA BHUITAKOBOCTI Tepec-
TaHOBKM. Ha BinmMiHy Bia opuriHanbHO1 QyHKIT ryoku, Luffa BukoprucToBye MHOXKUHY Mapalieib-
HUX NIEPECTAHOBOK 1 (DYHKIIIT IHXKEKIiT ITOBIJOMIICHb.
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B xoni npyroro typy koHkypcy SHA-3 anroputmu Luffa-224 1 Luffa-256 B nepsunHOMy Bapi-

aHT1 MOKAa3aJld HU3bKY KPUNTOCTINKICTb, JJISl YCHIIIHOI aTaku MOTPIOHO JIHIIIe 2216 nosigomnens.
[Ticns yoro, anroput™ 0yB MmoaudikoBanuii J{ai BatanaGe i orpumas Ha3By Luffa v.2. 3minu Luffa
v.2 € Takumu [10]:
—  JIoJaHW{ MOPOXKHIN payH[ (YHKIIT 3aBEpIICHHS I BCIX PO3MIpIB Ielry;
—  3MIHEHUH S-0JIOK;
—  30LIbIIEHO KUJIBKICTh MOBTOPEHb KPOKOBOi (hyHKIii 3 7 110 8.
Bbapr IIpenens (Bart Preneel) nmpeacraBuB ycmimHy ataky [49] 3 momyky koui3id s 4 payH-

niB kpokoBoi ¢ynkuii Luffa 3a 2% oreparliii renMpoBaHus 1 222% s 5-payHI0BOI cXeMH, MOKa-
3aBIIM TUM CAMUM TPAHUITIO CTIHKOCTI qu3aiiHy 10 TudepeHIliabHIX aTaK MOIIYKY KOJIi3ii.

VY 2010 p. Tomac Oumnisiepa 1 Ixyinio Jlone3 mpoBenu ycmimHi gociikeHHs [50] MoxIIMBOCTI
301TBIIEHHS TPOAYKTUBHOCTI OpUTiHANBHOT peamizanii Luffa. OnTumizoBaHa peamizamist anropuTMy
Mae 20 % 301ablIeHHs MPOIYyKTUBHOCTI obuucineHHs reury Luffa-512 mpu Bukonansi B 1 moror,
st Luffa-256/384 npupict mpoayKTUBHOCTI OJHOMIOTOYHOI peaii3allii B pi3HHX TeCTaX CTAaHOBHTH
He OutbiIe 5 %.

Tem-dynkiis Luffa 3acTocoByeThest K CKIIaJOBa aaropuTMiB MaiHiHry KpunroBamor X11,
X12, X13, X14, X15, X17.

AuaroputM kpunrorpadgiuydoro remyBanusi LYRA2RE. Haii0inbm noknagHuil onuc mboro
aIrOpUTMY I'ellyBaHHS HaBeleHo y [S1].

@ynkuis Lyra2RE — me anropuTm remryBaHHSA JIJIs MAiHIHTY KPHIITOBAIIOT, PO3POOICHHI
KoMaHJ1010 Vertcoin /i 3aMiHM anroputMmy Scrypt-N. Mera monsdraia B TOMy, II00 CKOPOTHTH
CTIOKMBAHHS €JIeKTpoeHeprii Ha MalHIHT TokeHOB VTC i miATpUMYBaTH MOHETY HETOCTYITHOIO ISt
ASIC-maiiHinry. 3MmiHy anroputMmy Oyiio aHoHcoBaHO B jumHi 2014 p. 1 ycmimHo 37iiCHEHO
po3pooHuKamu [51, 52].

Lyra2RE — anroput™m 31 3MiHHUMHU TapaMeTpam, siki OyIyTb KOPHCHI AJisi 3pUBY MarOyTHIX
3arpo3 Bix ASIC mpuctpoiB (iitepu RE B Ha3Bi € abpeiaryporo «Reduced Efficiency» abo «3uu-
’KEHa Tpale3/laTHICTb»). 3a pe3ysibTaTaMu TecTiB Oyno Bu3HaueHo, mo Lyra2RE crnoxwuBae Ha ~
30 % MeHIIe eHeprii B MOPIBHIHHI, HAPHUKIIAMA, 3 anroputMoM Scrypt-N i Ha ~ 17 % mMeHIIe, HiX
anroput™ X11. Lyra2RE no3Bossie po3po6HHKaM Vertcoin caMOCTIHHO 3MiHIOBATH BUKOPUCTAHHS
mam'sTi 1 BapTicTh vacy [51, 52].

AnroputM Lyra2RE OyB 3miHenuii pozpobnukamu Vertcoin Ha kopucts GPU-maiinepiB uepe3
onuHUIHUA 00THET Ha 6a31 CPU, sIkuii KOHTPOJIIOBAB BEJIMKY YACTHHY TeII-TIOTYKHOCTI Mepexi. B
pesynbrati 10 cepmus 2015 p. (6mok 347000) Vertcoin 6yB momudixoBanmii Binm Lyra2RE mo
Lyra2REv2 [51, 52].

Lyra2REv2 — nie anroputwm remryBanHs st KoHceHcycy Proof-of-work, cTBopenuit komanaoro
kpuntoBanmotu Vertcoin (VTC) [51, 52]. Lyra2REv2 cknanaeTscsi 3 JIaHLIOKKA PI3HUX TIell-
¢yskuiii — Blake, Keccak, Cubehash, Lyra2, Skein Ta BMW (Blue Midnight Wish). Lyra2REv2,
3acHOBaHWH Ha mepriit Bepcii Lyra2RE. Ileit nanmrorosuii anroput™ 0e3neuHui, HaIIHHMMA 1 TPH-
3HaueHud Juia npotuctossHHs ASIC-maiininry. PisHung ik Lyra2RE 1 Lyra2REv2 nonsirae B
Oimpmr mi3HiM Bepcii. Bynu BBeneni 2 paynau Cubehash mist 3HMKEHHST eheKTHBHOCTI porecopa i
JUISL TOTO, 100 MOM'SKIIUTH edeKT Bia MaiHiHry 00THeTiB. Lyra2REv2 Takoxk croxuBae MeHIIIe
eHeprii, Hik norepenHs Bepcis. OCKUTPKY alTOPUTM 3aJIEKHUTh BiJl TAM'ATI 1 4epe3 HOTo JaHIIOTOBY
cTpykTypy npoektyBaHHi ASIC Oyne nocuth cknaanum. Ilicng 3amycky Lyra2REv2 B Vertcoin
(VTC) Gararo iHIIUX KPUITOBATIOT CTAJIM TAKOXK BUKOPHCTOBYBATH JIaHUH aJITOPUTM JI0Ka3y po0o-
TU. JesKi KpinTOBAMIOTHI MPOEKTH HA3UBAIOTh aNropuTM remryBanHs Lyra2REv2, ixmi six Lyra2v2,
OJTHAK II€ OMH 1 TOW K€ allTOPUTM. 3a PaxyHOK TOTO, IO TeIIyBaHHS Ma€ MPUHIIUIIOBY TTOCIiOB-
HICTb, TaK SIK KO)KEH HOBUH €Tall BUKOPUCTOBYE Pe3yJIbTaTH MONEPEIHBOI0, IPOBOANUTH MapaslesbHi
MOTOKU OOYHCIICHh CTa€ HEMOXJIMBUM. Takuii MeTOJ] MOOYIOBH € JTy>Ke HATIfHUM 3aXHUCTOM ajro-
putmy Big po3pooku ASIC. I moku 1ie BOaeThesi: Ha CbOTOAHIIIHIN JeHb IHTErpaIbHOT CXEMH CIIelli-
JIBHOTO TIpU3HAYeHHA 151 anroputmy Lyra2REv2 He mommpeHi.
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[Tapanemnizarisi 004YNCIIEHbP HEMOXKIINBA, a 3HAYUTD, JJI1 MAHIHTY MMOTPIOHO YCTaTKyBaHHS, SKE
Kpalile 3a iHIIUX BMi€ TPOBOAUTH 0araToMiIbHOHHI OJHOTHUIIHI omeparii HIBUAKO 1 pe3yIbTaTUBHO,
SIKUMH 1 € Bifeokaptu [51, 52].

Jlo monmynsipHUX KPUNTOBAJIOT, SIKI MPAIIOIOTh HA OCHOBI anroputMmy Lyra2v2 BiIHOCSTH Ha-
crymHi [51, 52]: Vertcoin (VTC); MonaCoin (MONA); Rupee (RUP); Straks (STAK); Verge
(XVG); Shield (XSH); Galactrum (ORE).

Aaroput™m kpunrtorpagiuynoro remyBanuss MD4. Kpuntorpadiuna rem-dynkuis MD4
(Message Digest 4) 6yna po3pobiena npodecopom MaccauyceTchkoro yHiBepcurery Ponambaom
Pusectrom B 1990 p., i Bepme ommcana B RFC 1186 [53]. 1 qOBUTBHOTO BX1THOTO TIOB1IOMJICHHS
¢byHKIis reHepye 128-po3psiaHe rem-3HadeHHs. Llei anropuT™ BUKOPUCTOBY€ETHCS B MPOTOKOII ay-
teaTudikanii MS-CHAP, po3pobiaeHoMy kopropariero MaikpocodT mjiss BUKOHAHHS TPOIECAYP
MepeBipKU JOCTOBIPHOCTI BifganeHux pobounx cranuii Windows. € nonepennukom MDS5. PiBenb
Oesmekn, sKi 3akmagaroTbes B MD4, Oynm po3paxoBaHi Ha CTBOPEHHSI JIOCHTh CTIMKHX
TiOpUIHUX CUCTEM ENEeKTPOHHOTO IU(POBOTO MiAMHCYy, 3acHOBaHMX Ha MD4 i kpumnrocucreM 3
BIIKpUTHUM KitoueM. Ponanba PuBect BBaxkaB, 1o anroputm reuryBanis MD4 Mo)kHa BUKOpUCTO-
BYBATH 1 JIJIsl CHCTEM, SIKi TOTPEOYIOTh CUIIBHOI KPUIITOCTOMKOCTU. AJie B TOM K€ 4ac BiH Bi/I3HAuaB,
mo MD4 cTBoproBaBcst HacamIepes K Ty’Ke IBUIKUI aJTOpUTM TellyBaHHs, TOMY BiH MOXe OyTu
MOTaHUN B 3MICTI KPUNTOCTIMKOCTI. SIKk MOKa3anu mojanblii TOCHIIHKEHHS, BiH MaB palito, 1 s
JOJAaTKIB, Jie BaXJIMBA HAacaMIepea KPUITOCTIWKICTh, CTaB BUKOPUCTOBYBATHUCS OibII HATiHHNA
anroput™m MDS5.

Aaroput™m kpuntorpadiutoro remyBanas MDS. MDS5 (anrn. Message Digest 5) me 128-
OITHMIA aITrOpUTM TellyBaHHs, po3podnenuii mpodecopom Ponampaom JI. PuBectom B 1991 p. ans
3aMiHU OibII paHHBOI Tem-QyHkuii MD4, O0yB Busnadennii B 1992 p. sk RFC 1321 [54].

[upoko 3acTocoByBaBCs AJIs MEPEBIPKU LITICHOCTI iH(popMalii Ta 30epiraHHs IelliB-mapoIiB.
Ha cporonnimmHiii geHs 0e3neka Mboro auropuTMy TakoX € HeqocTaTHboro [55]. Hasite y 2019 p.
MDS5 npoaoBxye MHUPOKO BUKOPUCTOBYBATHCS, HE3BAXKAIOYH HAa JOOpE JOKYMEHTOBaHI HEJOMIKH 1
BIJICYTHICTh MIATPUMKH 3 OOKY eKCHepTiB 3 Oe3neku [56].

Aaroputm kpunrtorpadgiunoro remyBaniss PANAMA256. PANAMA — e kpunrorpadid-
HUI MOJyJIb, SIKHIl MOYKHa BUKOPUCTOBYBATHU K B AKOCTI Kpunrorpadiuxoi rem-QyHkKIii, Tax i mo-
TokoBoro mudpy [57]. Bin po3pobaenuii, mod OyTu myxe eheKTUBHUM B peaiizailii mporpaMmHOro
3a6e3nedeHns Ha 32-GiTHHX apXiTekTypax. oro ocHOBHi omepanii BUKOHYIOThCS Haj 32-GiTHUMH
CJIOBaMH.

AnroputMm «Panamay 3acHOBaHHUIl Ha MalIMHI 3 KIHIEBUMH CTaHAMHU, 110 CKJIAJAETHCS 3 ABOX
BeNMKUX O110KiB: 544 Oita craniB i 8192-6iToBOoro Oydepy, sIKuii MpaIoe 3a MPUHITMIIOM PETicTpa
3CyBY 31 3BOPOTHHM 3B'SI3KOM. 3BOPOTHIH 3B's130K 3a0e3neuye Te, 10 BXiJHI OITH Micis BXOAY Mpo-
XOIIATh Yepe3 JIeKIbKa iTepalliii, 1o, B CBOIO Uepry, 3adesneuye mooiToBy audysiro. Tpebda ckaza-
TH, 110 oi0HUH Oydep 3acTtocoByeThes B pyHKIIT cTucHeHHS SHA. O6'ektom poboTtn «Panamay
€ 32-61TOBE CJIOBO 1 CTaH CKJIAAAa€Thes 3 17 Takux ciiB, B TOM 4ac sk 0ydep mae 32 ocepenku, B KO-
KHIH 3 TKUX JICKHUTH 110 8 TAKUX CIIiB.

Tem-¢pynkuis PANAMA niggaBanacs ycmimaum arakam asidi. Bake B 2001 p. Oyi0 mokasaHo,
10 JaHa rem-(yHKIis He € KPUIOCTIAKOI0, TaK sK Oy/TH 3Haiizeni komisii 3a 2% omepariii. Bixbur
TOr0, MO>KHA 3HAWTH KOJI3il BiKe 3a 26 oTieparliii, a JyIsi 3aI0BOJICHHS MapaMeTpaMu HaJIIHHOCTI He-
00x11H0, mo06 Komi3ii nepedyBanu xo4a 0 3a 128 omeparrii [58].

Aaroputm kpunrtorpadgiunoro remyBanass PROGPOW. ProgPoW — 1ie anroputm nepesi-
pKU pOOOTH, MPU3HAYCHHUN IS YCYHEHHs HEJOJKY e(QEeKTHBHOCTI, JOCTYITHOTO CIIeIialli30BaHIM
ASIC [59]. Bin BukopuctoBye npaktudHo Bci yactTuHu GPU, 1 mocTaBiseTbest 3a3a1eTip Halall-
TOBAHUM JIJIs1 HARTIOIIMPEHIIIOro 001aIHaHHs, 110 BUKOPUCTOBYEThCs B Mepexi Ethereum.

3 momenTy Buirycky nepmoro ASIC s MaifHiHTa 61TKOTHY OYyJ10 CTBOPEHO 0araTo HOBUX ajl-
roputMmiB Proof of Work, sxi Gynu ctBopeni 3 metoro OyTu "crifikum 10 ASIC". Meta «CTiliKicTh
1o ASIC» monsirae B ToMy, o0 MPOTHCTOSATH IEHTpai3allii MoTyKHOCTYH MaiHIHTY POW Takum
YUHOM, 100 IMMU MOHETaMHU HE MOTJIM TaK JIETKO MaHIMyJIIOBATH KiJTbKa TPaBIIiB.
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Juzaitnepceka meta ProgPoW momsrae B Tomy, mj00 BUMOTH ajITOPUTMY BiJIOBiTAIA TOMY,
10 JIOCTYITHO Ha rpadidHUX Ipolecopax: sKIIO alrOPUTM MOBUHEH OyTH peasli3oBaHU Ha crieria-
apHIH ASIC, TO Mae OyTH Majo MOKITUBOCTEH ISl T ABUINECHHS €()eKTHBHOCTI TTOPIBHSHO 3 paHiIIe
3acrocoBanumu GPU.

Hosuit anroputm ProgPoW (Programmatic Proof-of-Work) noBunen cratu crnagkoemiiem aji-
roputmy Ethash 3 mocunenum 3axuctom Bia Bukopuctanus ASIC-Maitnep. OnHa 3 HaiOuIb1I 11O-
myJsipHUX KpinToBamioT — Ethereum — mianye nepeiitu 3 anroputmy Ethash va ProgPoW, a ne mo-
&Ke BKe He3a0apoM IPU3BECTH 0 MOSIBU HOBUX MOHET Ha AaHOMY airoputmi. [lepioro kpunrosa-
nroToro Ha anroputMi ProgPoW crana Bitcoin Interest (BCI) [60].

Aaroput™m kpuntorpagiunoro remyBanass EQUIHASH. Lleit anroputm HaiOu1b11 HOBHO
onucaHuil y pobori [61].

Oyukuis reuryBands Equihash — 11e BumornuBmii 10 mam’sti anropuT™ 10Kasy poOOoTH, 3arpo-
MOHOBaHMK MIiXrainy3eBUM IIEHTPOM Oe3mneku, HaaidHocTi Ta noBipu JliokcemOypry (SnT) y
2016 p. Ha cumnosiymi Network and Distributed System Security. Anaroputm 6a3yeTbcst Ha y3a-
raJlbHeHHI1 mpoOiemMu «/[Hs Hapo/LKCHHs», sKa TOJsATaeE y 3HAXO/KEHHI KoJuTi3ii remriB. Bin mae
Cepio3HI YacOBO-NIPOCTOPOBI KOMIIPOMICH, aje ypa3iMBUH 10 Henepen0adeHuX MapajelbHuX
onTUMi3amiil. AITOpuTM po3poOJICHUH TaKUM YHHOM, 00 TapayebHi peainizamii oOMexyBamucs
IIMPUHOIO MPOIYCKHOT 3/1aTHOCTI MaM'siTi, HAMAararuuch 30UIBIIUTH BUTPATH Ha PO3POOKY crerria-
apauX peanmizaniid ASIC. Omip ASIC B Equihash 6a3yeTscst Ha mpuIymeHHi, o0 KOMepIiiHuiA amna-
pat BXX€ Ma€ JIOCUTh BUCOKY MPOITyCKHY 3/IaTHICTb MaM'siTi, TOMY BJIOCKOHAJIEHHsI, 3p0o0JIeHe 3a J10-
MTOMOTOFO CIIeIiaIbHOTO 00JIaIHAHHS, MOKE HE KOIITYBAaTH BAPTOCTI PO3POOKH.

Anroputm Equihash € gyxe mommpenuM, Horo BUKOPUCTOBYIOTh TaKi KpUNITOBANOTU: Zcash
(ZEC); ZenCash (ZEN); ZClassic (ZCL); Bitcoin Gold BTG); Bitcoin Private (BTCP); MinexCoin
(MNX); BitcoinZ (BTCZ); Komodo (KMD); Hush (HUSH).

Aaroput™m kpuntorpagiynoro remyBanis RANDOMX. RandomX — 1ie anroputm nepesi-
pku mpaueszgatHocti (PoW), ontumizoBaHuit Ui MpoLecopiB 3arajgbHoro npusHadeHHs. RandomX
BUKOPHUCTOBYE BHIIAQJKOBE BUKOHAHHS KOAYy (3BIACH 1 Ha3Ba) pa3oM 3 KUIbKOMa METOJaMHU, sKi 3a-
WMaroTh Oarato mam'sri, o0 MiHIMI3yBaTH nepeBary e(eKTHBHOCTI CIEIiaTi30BaHOTO 00IaTHAHHS
[62].

RandomX moBoauThCs sIK KiFOYOBA Temi-(QyHKINSA: BiH MPUHAMAaE K04 1 JOBUTHHUH BX1J1 1 BH-
nae 256-0itHuil pe3ynbTaT. Y cTpykTypi RandomX BHKOpPHCTOBYETBCS BipTyaslbHa MAIlMHA, KA
BHKOHYE MPOTpamMu B CHEIliaJbHOMY Ha0Opi KOMaH/I, KU CKJIaJa€ThCs 3 KOMOIHAIlT MaTeMaTUKH
LUTMX YKCell, MaTeMaTHKH 3 IJIaBalo4olo KOMOIo 1 ritok. Li mporpamu MoxyTh OyTH IIEpETBOPEHI B
MaIlIMHHAN KOJI TTporiecopa «Ha JboTy». [Ipukitamom mporpamu RandomX, nepekianeHoi Ha 301pKy
x86-64, € program.asm [62].

RandomX e mokazom po6otu (PoW) anroputmy, sikuii 6yB po3poOieHui, o0 3aKpUTH PO3-
PHUB MiX IPOIIECOPAaMH 3arajbHOIO NMPU3HAUCHHS Ta CIeUiali30BaHUM 00JajHaHHIM. SlapoMm anro-
PUTMY € IMITaIlisl BIpTyaJIbHOTO MPOIECopa.

RandomX OyB cniouatky po3pobaenuit sik anroputm PoW ainst mpoekty Monero, ane Ha cboro-
JTH1 3aCTOCOBYETHCS 1 B IHIITUX PO3IMOAICHHX CUCTEMAX.

Aaroput™m kpuntorpagiunoro remyBaniss RIPEMD160. Kpunrorpadiyna reni-¢yHKIiis
RIPEMD-160 (Bix anrn. RACE Integrity Primitives Evaluation Message Digest) 6ymna po3po0ieHa
B Karonunekomy yHiBepcuteti JIysena Xancom /lo66eprinom (Hans Dobbertin), AuToHom bocce-
napcoM (Antoon Bosselaers) 1 baprom I[Ipenenom (Bart Preneel) [63]. i g0BUIBHOTO BXigHOTO
noBitomsieHHs QyHKIis reHepye 160-po3psiiHe rem-3HaueHHsl.

RIPEMD-160 € nokparmienoro Bepcieto RIPEMD, sika, B cBoto uepry, BUKOPUCTOBYBaJIa TIPHUH-
unu MD4 1 3a mpoyKTUBHICTIO IOPiBHSIHHA 3 O17bI1 nomyJisipHoto SHA-1.

Takox icHytoTh 128, 256 1 320-61TOB1 Bepcii IIbOTO aITOPUTMY, 5K, BiMOBIAHO, HA3UBAIOTHCS
RIPEMD-128, RIPEMD-256 i RIPEMD-320. 128-6itHa Bepcis sBisie co000 JHILIE 3aMiHy OPHUTi-
HanpHOi RIPEMD, sika Takoxx Oyna 128-0iTHOr0 1 B sikiii Oynm 3HaiAeHI Bpa3iMBOCTI [64].
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256 1 320-6iToBi Bepcii Biapi3HIIOTHCS MOJBOECHOIO TOBKUHOIO JaWKECTy, IO 3MEHIIY€E HMOBIp-
HICTB KOJIi3iH, ane npu 1boMy (YHKIIT He € OUIBIIT KPUITOCTIHKI.

RIPEMD-160 6yna po3po0ieHa B BiIKpHUTii akaJeMidyHii CIJIBHOTI, Ha BinaMmiHy Bigx SHA-1 i
SHA-2, axi Oynu ctBopeni NSA. 3 inmoro 6oky, RIPEMD-160 Ha npakTuili BAKOPUCTOBYETbCS HE
Tak gacto, Hik SHA-1. Bukopucranas RIPEMD-160 ve oOMexene Oyb-IKMMHU TTaTEHTaMH.

RIPEMD-160 — 1ie itepaTuBHa rem-QpyHKIIis, 10 mpaioe Haa 32-6iTHuMH cnoBamu. PayHmoBa
GyHKIIS TpuiiMae Ha BXiX S-CIiBHY 3B’s3yBajbHY 3MiHHY Ta 16-CiliBHUI OJIOK TIOBIJOMJICHHS Ta
NIEPEBO/IUTH 1I€ B HOBY 3B’s3yBallbHy 3MiHHY. YcCi omnepalii BU3Ha4eHO HaJ 32-0ITHUMHU CIIOBaMH.
3anoBHEHHS Take came, sik y MD4 [53, 54].

bitoBuii po3mip pe3ynbraty reuryBaHHs Ta 3B’s3yBaibHOI 3MiHHOT 7151 RIPEMD-160 36inb1e-
HO 110 160 6iTiB (II’sITh 32-0ITHUX CIIiB), KIJIBKICTh PayHIIiB 30UIBIIEHO 3 TPHOX JI0 1’ATH, MK JIBO-
Ma psiIKaMH 3po0JieHo Oinblie BiAMIHHOCTEH (3MIHEHO HE TUIBKH CTajll BEIWYHHH, ajle TaKoX Oy-
neBl QYHKIIT Ta MOPSAIOK CJIIB MTOBIJOMJICHHS).

RIPEMD-128 1 RIPEMD-160 yxe maroTh Ba mapaleibHi PSAKU, TOMY PO3LIMPEHHS 3 MO-
JBIHHOIO TOBXKHHOIO (110 256 Ta 320 OITiB BiAMOBITHO) MOXIIMBO MOOYayBaTH 0€3 MOTPEOH B TBOX
napajeJbHUX €K3eMIUIIpax: AOCTATHhO BIAKMHYTH MOEIHAHHS ABOX PAIKIB HANPHKIHII KOKHOTO
3acToCyBaHHS (DYHKII1 CTUCHEHHSI.

AnroputMm RIPEMD e onniero 13 HaltmomupeHimux GyHKIIN TenryBaHHs, SKUil 3aCTOCOBY€ETh-
csly 6aratboX CyyacHUX KpUITOBatOTax [65].

Aaroput™m kpunrtorpagiusoro remyBaniss SCRYPT. Haii0Oinbm noapoOHO 1eit anroputm
onucaHuit y podoti [66].

Scrypt (unTaerscs ec-kpunt [66]) — ananTuBHA KpunTorpadiyia GyHKIisl OpMyBaHHS Kiroya
Ha OCHOBI mapouis, ctBopeHa odimepom Oe3neku FreeBSD Kominom IlepcuBaiieM st cuctemmu
30epiranHs pe3epBHUX komii Tarsnap. @yHKIIS CTBOpEHA TaKUM YMHOM, 100 YCKJIAJHUTU aTaKy
niepedopom 3a monomororo [TJIIC. Jlns ii o0urcneHHs moTpiOeH 3HAYHHUN OOCST IMaM'sATi 3 BUTIAIKO-
BUM jaoctynoM. 17 Bepecus 2012 p. anroputm scrypt 6ys omyOmikoBanuii IETF y Burmsni Internet
Draft nns nonansioro BHeceHHs B RFC. BUKOPUCTOBYEThCS, HAIPUKIIA, B IKOCTI JOKa3y BUKOHA-
HO1 poOoTH B KpunToBatioTi Litecoin.

Scrypt BUKOPUCTOBYETHCSI B 0araTb0X KPHUITOBAIIOTAX AK aJTOPUTM HEpeBipKH poOoTH. Anro-
puUTM BIiepiie peanizoBanuid st Tenebrix (Bumymenuit y BepecHi 2011 p.) 1 ctaB OCHOBOIO st
Litecoin i Dogecoin. Takox anroputm scrypt BUkopuctoBytoTh ProsperCoin, CashCoin, MonaCoin,
Mooncoin Ta 6araTo HIIUX.

Scrypt Baxkko peanizyBaTH Ha creuianizoBaHoMmy amnapaTHomy npuctpoi (ASIC), tomy s
MaifHiHTa 3a3Bu4ail BUKOpucToBYt0Th CPU Ta GPU 3 mporpamMHor0 peasnizalii€io aaropuTmy.

Aaroput™m kpuntorpadgiunoro remyBannss SHA1. Secure Hash Algorithm 1 (SHAT1) a6o
AITOPUTM OE3MEeYHOTO TelTyBaHHs | — aaroOpuTM KpUNTOTrpadiqHOTO TeIIyBaHHS, SIKHA OITyOIiKO-
BaHo B RFC 3174 [67]. JloBxk1Ha BXiTHUX MOBIAOMJICHB J03BOJICHA MAKCUMyM 2% _1 6it (o mpu-
0y3HO JOpiBHIOE 2 ek3abaiita). Anroputm redepye 160-6itae (20 6aiiT) rem-3HadeHHs, M0 Ha3H-
Ba€THCS TAKOX JAUIKECTOM TOBIIOMJICHD, 1 sIKE 3a3BHYall BiJOOPAKAETHCS SIK IMIECTHAAISTHPITHE
YUCII0, JOBXUHOO B 40 1tudp.

Lleit anropuT™M BHUKOPHUCTOBYETHCA y 0OaraTboX KpUNTOTpadiuHUX AOAATKAX 1 MPOTOKOJAX.
Takox Oro peKOMEHIOBAHO B OCHOBHOMY ISl AiepkaBHUX ycTaHOB B CIIA. [Ipunnunu, 3akiane-
Hi B ocHOBY SHA-1, aHanoriuHi TuM, siKki BAKOPUCTOBYBaucs Ponanbnom PuBecToM mpu npoekry-
BanHi MD4 [53].

bproc IlInaiiep 1oxoauTh Takoro BUCHOBKY: «SHA-1 — ie MD4 3 nogaBaHHSAM pO3LIMPIOBAIb-
HOTO TIEPETBOPEHHSI, IOAATKOBOTO €TaIy 1 MOJIMIIICHUM JJaBUHHUM eexTom» [68].

Auroputm kpunrorpadiunoro remysannss SHA2. Tem-dynkuis SHA-2 po3pobiena Are-
HTCcTBOM HarioHanbHOi O0e3neku (AHB) CIIA 1 omy6nikoBana HarioHalbHUM IHCTUTYTOM CTaH[Ia-
PTIB 1 TexHOJIOTIH Yy ¢enepanbHOMYy craHaapti oOpooku iHdopmanii FIPS PUB 180-2 B cepnHi
2002 p. [69]. B meit cranmapt Takoxx yBidmia rem-yskiis SHA-1, pospobrmena B 1995 p.
VY motomy 2004 p. B FIPS PUB 180-2 6yna nogana SHA-224 [70]. Y xoBtHi 2008 p. BuiilIa HOBa
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penakuis crangapty — FIPS PUB 180-3 [71]. ¥ Oepesni 2012 p. Buiinuia ocTaHHS HA JTaHHMA
momeHT penakuist FIPS PUB 180-4, B saxiit Oynu nonani gyskmii SHA-512/256 1 SHA-512/224,
3acHoBaHi Ha SHA-512 (ockinbku Ha 64-0iTHHX apxiTekTyp SHA-512 npaioe mBuame, ik SHA-
256) [72].

Taxum unHOM, SHA-2 (anrin. Secure Hash Algorithm Version 2 — Ge3ne4Hunii alroputM remry-
BaHHS, Bepcid 2) € ciMeCTBOM KpHUNTOTpadidyHUX aJITOPUTMIB — OJHOCTIPSIMOBAHUX TeI-(DYyHKIIIMH,
o BKItoyae B cebe anropurmu SHA-224, SHA-256, SHA-384, SHA-512, SHA -512/256 1 SHA-
512/224.

Temi-dynkii cimeiictBa SHA-2 no0ynoBaHni Ha ocHOBI cTpykTypu Mepkie — lamrapaa. [Tosi-
JOMJICHHS TiCIs JOMOBHEHHSI pOo30MBa€ThCs Ha OJOKH, KOXKEH OJIOK MICTUTh Ha 8 CIiB. ANTOPUTM
MPOITyCKa€e KOXKEH OJIOK MOBIOMIICHHSI Yepe3 MUK 3 64-ma abo 80-ma iteparismu (paynaamu). Ha
KOXHiH iTepartlii 2 coBa 3 BOCbMH MEPETBOPIOIOTHCS, (PYHKIIIIO MEPETBOPEHHS 33JaI0Th 1HIII CIIOBA.
PesynbraTit 00pOOKH KOKHOTO OJIOKY CKIIAJAI0ThCs, CyMa € 3HAYCHHSM Tenl-(pyHKITi1.

Anroputmu reuryBanHs SHA-224, SHA-256, SHA-384 1 SHA-512 ypsapom CIIA nomycka-
IOTBCSl 10 BUKOPHCTAHHS B JCSKHX YPSJIOBUX MpOrpaMax, BKIIOYAIOUM BHUKOPHCTAHHS B paMKax
IHIINUX KpUNTOrpadiyHUX aJrOPUTMIB 1 MPOTOKOIMIB, JUIS 3aXUCTY 1H(pOpMaIlii, 110 He MalOTh TPUPY
cekpeTHocTl. CTaHIapT TakoxX Jornyckae BukopuctanHs SHA-2 npuBaTHUMU 1 KOMEPIITHUMH Op-
radizauismMu. Omxe anroputmu cimedictBa SHA-2 € uyn He HalnmomMpeHIUMU (YHKUISIMU Telry-
BaHHS, SIKI 3aCTOCOBYIOTBCS Y TOMY YHCII B PO3IMOJIUICHUX JEIEHTPANi30BaHUX CHCTEMaxX THUILY
OJIOKYEIH Ta BEeIMUE3HO1 KUTBKOCTI KPUMITOBATIOT [73].

Aaroput™m kpuntorpadiynoro remyBaniss SHABAL. Anroputm kpunrorpadiqHoro remnry-
BaHHs SHABAL mnpencrasnenuii y pobotax [74, 75]. By ogHum 3 ydacHUKiB KOHKYpcy SHA-3,
K ipoBoauBCs HarionansHUM iHCTUTYTOM cTaHmapTiB 1 Texnousoriid (NIST) B 2012 p., He 3Mir
BUUTH y Apyruii payHa. Bin OyB ouiHeHui sk HalmBuama QyHkuis B KoHKypci. Lleit anroputm
Mo>Ke OyTH IMIBHIKUM, ajie HOMY HE BUCTadae OE3MeKH.

BbyB mpencraBieHuil Ha KOHKYpC IOCHIAHULBKUAM NMpoeKToM «Camdip», CIIOHCOPOM SIKOTO €
@paniy3bke gocmigauibke areHTcTBO (ANR), a ronoBHoro opranizanieto — France Telecom.

Astopu anroputmy: EMmanyens bpeccon, Auna KanreoyT, benoit llleBanbe-Mamec, Kpictod
KnaBwepe, Tomac ®yxp, Amina Ioymker, Tomac Ixapr, Xen-®pancya Micapcki, Mapis Has-
[Tnacenkis, ITackans Ilaitnep, Tomac Ilopnini, XKan-Pene Peiinxapa, Cenina Trromaset, Mapion
Bineay.

Oxkpemi Bapianii anmroputmy SHABAL nHasuBatotecsi SHABAL-512, SHABAL-384,
SHABAL-256, SHABAL-224, SHABAL-192 B 3a1eHOCTI BiJl JOBXHHHU OJICPKyBaHOTO Tella, Bi-
IToBiHO piBHOTO 512, 384, 256, 224, 192 061T.

[Ticng Toro sk Ha BXiJ] aJTOPUTMY NPHUXOIUTH OITOBA MOCIHIJOBHICTh, BOHA PO30MBAETHCS HA
osoku o 512 61T He3anexxHo Bia BuKopucToByBaHoi Bapiarii SHABAL (SHABAL-512, SHABAL-
384 1 1.1.). Po3mip 6moky kpathuit 32. Jlo ocTaHHBOTO OJIOKY, SKIIO HOro 0iTOBa TOBXKHHA HE IOPi-
BHIOE 512 OiTam, IPUMHUCYETHCS OJHA OITOBAa OJAMHMILA 1 HEOOX1THE YMCIIO HYJIB IJISl JOCSITHEHHS
3aJJaHOTO po3Mipy OJIOKY.

Anroputm SHABAL € unmoch cepenHiM MK cxeMoro Mepkiie — Jlamraapaa i gpyHkiiero ryo-
ku (sponge function). JIs cTIHIKOCTI X cXeM HEOOXiHA KPUIITOCTONKOCTh epeTBopeHHs P. Po3-
poornkn SHABAL nparnymm o 1iei metu. Ha >xans P BusiBHIIOCS HECTIHKHM, ajie KpUNTOAHAIIN-
TUKH MPUHIUTA 10 BUCHOBKY, 110 6e3meka SHABAL Bix 11b0ro He mocTpaXkaana.

Tem-yHKINS 3aCTOCOBYETHCS SK CKJIafoBa alrOPUTMIB MaiHiHry kpunrosamor X14, X15,
X17.

Aaroputm kpuntorpadgiunoro remyBanHss SHAVITE. Kpuntorpadiuna remr-dyHkiis
SHAVvite po3po6iena i3painscbkumu kpuntorpadamu Eni bixamom (anra. Eli Biham) i Opowm [lys-
kenbmaHoM (anri. Orr Dunkelman) [76]. OnHa 3 4OTHpHAALIATH YYaCHHUKIB IPYTrOTO PayHIy KOH-
Kkypcy SHA-3, opranizoBanoro NIST [10].
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SHAVvite-3 3acHoBaHa Ha moegHanHi komrnoHeHTiB AES ¢ ¢peiimBopkom HAIFA. [lana rem-
(GyHKIliST BUKOPUCTOBY€E Taki KpumnrTorpadiuHi OpUMITHBH, SIK Mepexa dDeicTens i KOHCTPYKILis
Jerica-Meiiepa.

CimeiictBo rem-dynkuiii SHAvite-3 Bkmouae B cebe aBa amroputmy — SHAvite-256 i1
SHAVvite-512 [76].

@yHKuig Aifinuia 10 Apyroro payHay KOHKypcey kpunrorpadiunux ¢ynkuiii SHA, ane no
¢dinany He Oyrna AOIyIIeHA 3a HEAOCTATHIO 3aXHUIICHICTH iHimiami3amii S-0J0KiB, MO JieXkKaTh B
OCHOBI Oj0yHOTO MHU(DpPY, 110 TPU3BOAUIIO 10 BITHOCHO HU3BKOTO piBHS Oe3neku 512-po3psaHoi
Bepcii [10].

SHAvite-3 noOpe migxoauTh A pi3HUX miuaTdopM 1 mamuH, sk 1 AES. 3aBnsku 6ailT opieH-
TOBaHil cTpykTypi i OynmiBembHuUM Onokam AES, SHAvite-3 crae «HatuBHHMY» IS 8-OITHUX,
32-6iToBuX, 64-01THMX MalIMH 1 PaKTUYHO AJis OyIb-SKOT MAIIMHU, KA BXKE MocTayae abo BUKOPHU-
ctoBye AES.

AnroputM SHAVITE 3actocoByeThes sik cknanosa B anroputmax X11, X12, X13, X14, X15
ta X17 11 MalHIHTY pI3HUX KPUOTOBAIIOT [8].

Aaroput™M kpunrtorpagiudoro remysanHss SIMD. ItepatuBHa KpunrorpagiuHa rem-
¢ynkuis SIMD Gyna pospobiiena Gaétan Leurent, Charles Bouillaguet, Pierre-Alain Fouque. byna
BUCYHYTa SIK KAaHIUAAT HAa KOHKypc cTtanaapty SHA-3, ne npoiinuia no apyroro payszaa [10].

IcaytoTs nmBa BapianTu rem-¢gyHkmii: SIMD-256 1 SIMD-512, mo nepeTBOpIOIOTh MOBIIOM-
JIEHHS JOBIJIBHOI JOBXKHHU B 256 a00 512-0iTOBe rem-3HavyeHHs, 3BaHE TaKOX JalIKEeCTOM IIOBi-
nomieHHs. KpiM Toro MoxiuBo BuzHaunTH Trem-QyHkuii SIMD-n sk yciuenns ¢pynkuid SIMD-256
1 SIMD-512 nns n <2561 256 <n <512 Bignosigxo [10].

SIK CTBEPDKYIOTH PO3POOHHMKH alNTOPUTMY, TOJOBHOIO OCOOJHMBICTIO Teml-(hyHKINi € 3HadHe
PO3LIUPEHHS MOBIIOMJICHHS, SIKE J03BOJIAE€ 3aXUCTUTHUCS BiJ AM(EpeHLIaIbHOIO KPUITOAHATI3Y
[10].

CimeiictBo rem-gynkuiii SIMD 3acHoBaHe Ha qBoX ¢yHKUiAx SIMD-256 1 SIMD-512. Kpim
toro cnenudikamis BusHayae SIMD-n 317 <256 sk yciuenns SIMD-256 i SIMD-n 3
256 <n <512 sk yciuenns SIMD-512.

Koxxna ¢ynkuis SIMD-n npuiimae, ik BXiJHE, TIOBIIOMIJICHHS JIOBUIBHOTO PO3Mipy, 1 BUBOJUTD
JmanpKecT (ren-Kom) 3 n OITiB.

Tem-¢yuxiis SIMD 6ysna BiniOpana B skocTi ¢inamicra koukypcy SHA-3. Exkcrieptu KOHKYp-
Cy BIJ3HAYWIIH, 1110, X04a Tem-pynkiris SIMD 6araTto B 4oMy MOBTOPIOE aJIrTOpUTMH cimeicTB MD /
SHA, ane nmomninmieHHs, 3po6ieHi aBTopaMu, 1iHCHO A03Bomin 3axuctTutu SIMD Bin 6aratbox Tu-
B aTak (HANpUKJIa, KOmi3iiHa araka). KpiM Toro, 3MiHH, MPOBEEH] ISl APYTOro payHIy, 3MOTIN
3axucTUTH rem-¢pyHkuito SIMD Bix araku Ha ocHOBI AudepenuianbHoro kpunroanamnizy [10]. Ox-
Hak BUCOKI BUMOTH 10 RAM 1 HasBHOCTI SIMD iHCTpYKITiH /11 TapHOi MPOAYKTUBHOCTI POOIISITH
rem-pyHKIi0 moranuM kKauauaatoM ains peanizamii Ha FPGA [10]. 'onoBHuM unHOM 3 1i€l mpu-
yuHU rem-QyHkiis SIMD He noTpanwia y ¢iHaabHy CTaail0 KOHKYPCY.

AnroputMm SIMD 3acTtocoByeTbhes sk ckianosa B anroputMax X11, X12, X13, X14, X15 Ta
X17 nnst MaliHIHTY Pi3HUX KPUNTOBATIOT [8].

Aaroput™m kpunrtorpagiuynoro remyBanHa SKEIN. Anroputm remryBanus Skein (aHri.
Skein) 3MiHHOT pO3psAIHOCTI OyJ10 po3p0o0JIEHO IPyYIO0 aBTOPiB HA 4oili 3 bprocom [Inaiiepom [77].

Tem-¢yuxiis Skein Gyna creopena B 2008 p. i yBiiiuuia g0 n'satipku (iHamicTiB KOHKYpCY
SHA-3, onnak B 2012 p. y dinani nepemMoxiieM 0yB oopanuii anroputM Keccak, HalO11b11 TIPOTY-
KTUBHMI 1 HeuyTnuBUd 10 BpasnuBocteir SHA-2 [78]. Haszea rem-¢yskmii Skein o3Hagae
«MOTOK TIPSIK1».

Tem-yukiis Skein BUKOHaHAa SK yHiBepcaabHHN KpUNTOrpadiuHUii NPUMITHB, Ha OCHOBI
osounoro muppy Threefish, mo mparroe B pexxumi UBI-renryBants. OCHOBHOIO KOHIIEMIIIEIO PO3-
poOku Oyia onTuMizalis i MiHIMalbHEe BUKOPUCTAHHS MaM'sTi, KpunTorpagiuHo Oe3rnevHe remry-
BaHHS HEBEJIMKUX TMOBIJOMJICHb, CTIMKICTh J0 BCiX BIJIOMUX aTak Ha Trem-QyHKIIii, ONTUMI3alIlis i
64-po3psaHi MPOLECOPH i aKTMBHE BUKOPUCTAHHS 3BEPHEHB J10 Ta0JIUIIb.
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Skein miaTpuMye po3mipu BHYTPIIIHBOTO cTaHy 256, 512 i 1024 6it i po3Mip BUXiTHOTO OJIOKY
1o 2 64 —1 6it. ABTOpH 3asABIAIOTH PO 6.1 TakT Ha OalT It OyAB-SIKOTO PO3MIpPYy BUXITHOTO OJI0-
ky Ha [1K 3 nponiecopom Intel Core 2 Duo. 3 uncna kanauaaris Ha SHA-3 Skein BXxoauTs B m'sTip-
Ky HaWIIBUALIMX, IPOTE € JiAEPOM JInIIe B 64-po3psJHOMY BapiaHTi, IKUH MepeBeplIye 3a MBUAKI-
CHHMH XapaKTEPUCTHKAMH 32-pO3pSIHUHA y OUTBII HiXK 4OTHPH pa3u. Lle MosSCHIOEThCS THM, IO aB-
TOpH CIIOYATKy OPIEHTYBAIMCS HA ONMTUMI3AIIIIO Tia 64-po3psaHi nponecopu [77].

Skein-512 moxe OyTu peanizoBaHuil 3 BUKOpUCTaHHAM Bchoro 200 GaiiT mam'sTi, a criporieHa
Bepcia Skein-256 — 13 BukopuctanHsaM 100 Oaiit, 1m0 onTUMalIbHO AJIs anapaTHoi peajizalii anro-
puUTMYy B cMapT-KapTax [78].

SIK 3asBISAIOTH aBTOPH, reni-QyHKIis Skein Ha NOMIMPEHUX MpoLiecopax MPaLloe B CEPEHBOMY
nBa pazu meuame SHA-512, Threefish B 1Ba pa3u mBumme AES.

Skein 3axurieHa BiJf HOBHX BHJIIB aTaK Ha rem-QyHKIii — mig0opy MOJOBXKEHUX MOBIIOMIICHb
1 TICeBJIOKOMI31H.

Threefish, mo nexute B ocHOBI Skein Mae qyxe MpocTy CTPYKTypy 1 MOXke OyTH BUKOpHUCTa-
HUH U1 3aMIHH aJITOPUTMIB OJOYHOTO mU(pyBaHHs, OyIy4Yd MBUAKUM i THYYKUM IUGPOM, IO
IpaLioe B A0BUIbHOMY pexkumi mugpyBanHs. Cam Threefish He BukopucToBye S-010KH, HATOMICTh
MOKJIalaeThesl Ha KoMOiHawii 1HCTpyKUId XOR, ckiIafgaHHs 1 TUKITYHOTO 3CYBY.

Ob6nactp 3actocyBaHHs Skein JOCHTh HIMpOKa. BUKOPHCTOBYIOUM MOBIJOMJICHHS 1 KIIOY B
SIKOCTI BIJIOBITHUX BXOJiB, MokHa o0umcnuti KAIL. 3a gomomororo aprymenTy Nonce BHKOpHC-
TOBYyBaTH Skein B pexuMi MOTOKOBOro mmdpy. Takox MOXKIIMBE 3aCTOCYBAaHHS B SIKOCTI FeHeparTo-
pa TICEBIOBWITAIKOBUX YHCEJ, Hanmpukian B amroputMmax Fortuna i Yarrow, sk Key Derivation
Function i Password-Based Key Derivation Function (BukopuctoByroun aprymentu Key i Key
Derivation Identifer), B sskocTi rem-¢yHKmii 1yt 00YHCICHHS eJIEKTPOHHOTO MiANUCY (Ma€eThCs Ha
yBa3i BUKopucTaHHs aprymeHTy Public Key).

Tem-dynkiis Skein 3acTOCOBY€EThCS SIK CKJIAIOBA Yy CKJIaji aJTOPUTMIB MalHIHIY KPHUIITOBA-
ot X11, X12, X13, X14, X15, X17. Onna 3 BiIOMUX KPUIITOBAIIOT, sIKa BUJ00YBAETHCS HA aJIro-
putMmi Skein uepe3 maitHiHr, € DigiByte (DGB).

Aaroputm kpunrtorpagiunoro remyBanHsi SNEFRU. Kpunrorpadiuna rem-dyHkiis
Snefru Gyna 3anpornonoBana Panspom Mepkie (cama Ha3Ba Snefru, mpoaoBxyroun Tpaauiii 0710-
koBux mmdpiB Khufu i Khafre, Takox po3pobinennx Panshom Mepkiie, siBisie co00r0 iM'sl €rUIIET-
cekoro (apaona) [79, 80]. dynkitis Snefru mepeTBOprOE MOBIIOMIICHHS TOBITBHOL TOBXKUHU B TeIIl
JTOBXUHU M (3a3Bu4aii m = 128 a6o m = 256).

Snefru — 1e iTepaTuBHa rem-(QyHKIis, SKa CIUpacThes Ha OynoBy Mepkia — Jlamrapa. i 6ym1o
CIIPOCKTOBAHO SIK TaKy, sIKa TEIIy€ MOBIJOMJICHHsS JTOBUIbHOI JOBXHMHH B 128-0iTOBI 3HAYCHHS
(Takoxx OyB mpencTaBicHH 256-0iTHUI BapiaHT 3a Ti€0 caMoro Oya0BOI0). Snefru BUKOPHCTOBYE
CXEMy 3allOBHEHHS, SIKa 3aBXKJU JOJA€ JOAATKOBUM OJIOK 3aIIOBHEHHS 3 JOBKMHOIO MOBIJOMJICHHS
(Ha BiOMiHY BiJl KOMIAKTHIIIOI cxeMu 3arnmoBHeHHS MD4 | ska noaae 1mie oauH OJI0K TiJTBKHU 32 TOT-
peom).

BukopucroBytoun 3acobu audepenuiHoro ananizy, Exi bixam 1 Axi Hlamip mokazanu, 1o
nBonpoxiaHi GyHKIisA Snefru He € CcTiiKor0 A0 KoJi3ii 1-ro poay i 2-ro poxy [81].

Aaroput™ kpunrtorpadgiynoro remyBania STREEBOG. UunHuii pocilicbKuii KpUITorpa-
¢iunnii craamapt ['OCT P 34.11-2012 «Muadopmanmronnas texHonorusi. Kpunrorpaduieckas 3a-
murta uHpopmanun. OyHKIUS TSIIMPOBAHUS» BU3HAYAE AITOPUTM 1 MPOLEAYPY OOUMCIICHHS Tell-
¢yukmii CTPUBOI. AnroputMm 0ynio pozpobiieno LlenTpom 3axucty iHbOpMaIlii Ta cremniaibHOro
3B's13Kky @CB Pocii 3a yuactio BAT «InpoTeKC» [82] 1 BBenenwuii B aito 1 ciuns 2013 p. [83].

CraHmapT BU3HAYA€ aJTOPUTM 1 MPOIEAYPY OOYHMCICHHS Teml-PyHKIT JUIsi TOCIiTOBHOCTI
cuMmBodiB. Lleit ctanmapt po3poOsieHuii 1 BBEJEHMH B SKOCTI 3aMiHM 3acTapijioro CTaHAApTy
I'OCT P 34.11-94.

OCHOBHUMH ITapaMeTpaMH alrOpPUTMY €: po3Mmip remry — 256 a6o 512 6it; po3mip 60Ky BXif-
HUX Ha"Hux — 512 Oir.
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Ha xondepeniii Crypto-2015 Anekc biprokos, Jleo Ileppin i Onekciit Y 10BEHKO MpeACTaBIIIN
JIOTOB1/lb, B SIKifl TOBOPUTHCS MPO T€, IO 3HAYEHHA S-O0J0KYy OJOKOBOIO CUMETPHUYHOIrO IMHUDPY
Ky3neuuk i remr-¢ynkitii Ctpubor He € (IICeBI0) BUIMAIKOBUMH YHCIAMH, a 3TCHEPOBaHI HA OCHOBI
NPUXOBAHOTO aJTOPUTMY, SKHH JOMOBiZayaM BJIAIOCS BiTHOBUTH METOJaMHU 3BOPOTHOTO MPOEKTY-
BaHHA [84]. 29 ciuna 2019 p. Oyno omyGmikoBaHO mocmimkeHHs «Partitions in the S-Box of
Streebog and Kuznyechik» [85], sike cipocToBye 3asBy aBTOpPiB PO BUIAIKOBUI BUOOPI Mapamer-
piB Tabmuue 3amiH B anropurmax Ctpudor i Kysneuuk [86].

[Tnardopma Omok4eiiHa 1zZZ.10 3 BIAKPUTHUM BUXITHUM KOJOM 1 IHTE€IEKTyalbHUMHU KOHTpAaK-
TaMH 3 3aCTOCOBY€ Kpunrorpadiuni 6i0miorekn i3 peanizoBanum anroputMom STREEBOG. Lo
mwiargopmy 3acrocoBytoTh kommanii BigNet, BitCoen, Buzcoin, Baikalika, NWP Solution, SBS
Platform, NS Platform [87].

Aaroput™m kpunrtorpadgiuynoro remyBanisa TIGER. Kpunrorpadiuna rem-gynkuisa Tiger
Oyna po3poosiena Pocom Annepconom 1 Eni bixamom B 1995 p. [88].

Tiger OyB npu3HaueHUH I OCOOIMBO MIBHKOTO BUKOHAHHS Ha 64-pO3psIHUX KOMIT'IOTepax
[89]. Tiger He Mae MaTeHTHUX 0OMEXEHb, MOKE BUKOPUCTOBYBATHCS BIJIBHO SIK 3 €TAJIOHHOIO pealri-
3al1i€ro, TaxK 1 3 ii Moaudikarismu.

Po3wmip 3navenns remry — 192 6ira (Tiger / 192), xo4da € Takox OiLIbII KOPOTKI BEpCii Ist cyMmi-
cHocti 3 SHA-1 (Tiger / 160) i 3 MD4, MDS5, RIPEMD, Snefru (Tiger / 128). llIBunkicts poboTH —
132 M6irt / ¢ (mepeBipeHo Ha ogHOMY Tiporiecopi Alpha 7000, moxens 660). Ha cygacHux mporeco-
pax 3HauHO MBUAMNIE (HaBiTh Ipu TecTi Ha 32-6iTHoMy AMD Sempron 3000+ mBHAKICTE OIM3bKO
225 Moit / ¢) [90].

Tiger2 — Bepcis Tiger, sika BiApi3HAETHCS BiJ OCHOBHOI TUIBKH 1HIIUM aNTOPUTMOM JOJJaBaHHS
0iTiB, moxiOuum 3 MD5 / SHA-1.

Tiger BukopuctoByeThcsi B TexHonorii TTH, ae rem oGuucnioeTscsi B AepeBOBUAHIN (hopmi.
TTH, B cBOIO Uepry, 3aCTOCOBYETHCS B MIPOTOKONIAX (aitnmoBoro oominy Gnutella, Gnutella2, Direct
Connect, a Takox B Qaitnooominnukax Phex, BearShare, LimeWire, Shareaza, DC ++ 1 Valknut.

Aaroput™ kpunrtorpadgiunoro remysanuss WHIRLPOOL. Kpuntorpagiuna ren-¢yHkIiis
Whirlpool 6yna po3po6iena Bincenrom Petimenowm i [1ayno bappero [91]. Ony6iikoBaHa B TUCTO-
nani 2000 p. Temye BXimHe MOBIZOMIEHHS 3 JOBKHHOIO [0 2%°% Girip. BuxigHe 3HAUEHHS Tell-
¢yukmii Whirlpool cranoButs 512 6iTiB.

Tem-¢yuxiis Whirlpool nassana B yects I'anakruku Bup (M51) B cy3ip'i [onui [Tcu — nepuioi
BIIKPUTOI TAJTAKTUKH 3 CIIPATBHOIO CTPYKTYPOIO.

3 momenTy ctBopeHHs B 2000 p. Whirlpool aBiui mogudikysanacs.

[Tepma Bepciss Whirlpool-0 Gyma npencrasnena sik kanauaat B npoekti NESSIE (anrm. New
European Schemes for Signatures, Integrity and Encryption, Hosi €Bponeticeki [Ipoextu 3 Lludpo-
Boro [ligmucy, imicaocti Ta llludpyBanus).

Monudikarmis Whirlpool-0, nazeana Whirlpool-T, B 2003 p. monana 10 meperniky peKOMEeHI0-
BaHUX N0 BUKOpucTaHHs kpunrorpadiuanx yskmiii NESSIE. 3minu crocyBammcs 670Ky miacTa-
HOBKH (S-box) Whirlpool: B mepuriit Bepcii cTpykrypa S-box Oyna onmcana, i BiH reHepyBaBcs J10-
BUIBHO, IO CTBOPIOBAJO TMEBHI MpobOisemMu mnpu amapaTHid peanizamii Whirlpool. ¥V Bepcii
Whirlpool-T S-box «mpua6aB» 4iTKy CTPYyKTYpY.

Hedexr B audysnux matpuisx Whirlpool-T, Bussnenuit Taitnzo Cipano 1 Kénzi CiOyrasi,
3roJI0OM BHIIPABIICHUH, 1 KiHIIeBa (TpeTs) Bepcis, Ha3BaHa At cTuciocTi mpocto Whirlpool, npuiin-
ata ISO B cranmapri ISO / IEC 10118-3 : 2004 y 2004 p.

Tem-¢yuxiis WHIRLPOOL 3acTOCOBYEThCS K CKJIa0Ba aJrOPUTMIB MalHIHI'Y KPHIITOBA-
mot X14, X15, X17.

AaroputMu KpunrorpadgiyHoro remyBaHHs cimeiictBa «X». Y 2014 p. OyB mpencrasiie-
HUW HOBUH THUIT KPUNITOTPa(iuHOTO METOMY TellyBaHHA — anroput™ X11, a Tpoxu mi3Hime Horo
61 nockonanm Bepceii X12, X13, X14, X15 1 X17. Ilepma kpunroBantora, 6J0K4YEHH K0T M00y-
noBanuit Ha X 11, 6yna DarkCoin [92].
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Yucno B Ha3Bi aNTOPUTMY MO3HAYAE KUTBKICTh payH/iB IelIyBaHHS 1 BUAIB (PYHKIIIH, SKI BUKO-
pucTtoBye nanuii anroput™m. Hampuknaz, anroputm X13 BukopuctoBye 13 rem-mukiiB 3 13 pi3Hu-
MU KpunrorpadigHuMu QyHKIISIME, II0 POOUTH HOTO OJHUM 3 HAMOLIBII HANIHHUX B Cy4aCHOMY
CBITI KpUOTOBAMIOT [8].

B Tabx. 1 HaBe#eHO mepesik BUKOPUCTOBYBAHHUX (PYHKITIH B KOXKHIH alNrOpUTMIYHOI BEpCii.

Taommms 1
[epenik QyHKIIH B KOXKHIH Bepcii anropuTMy MaliHiHra ciMeiicTBa «X»

X12 X13 X14 X17

<
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J-H
KECCAK
SKEIN
LUFFA
CUBEHASH
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SIMD

ECHO
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LOSELOSE
DJB-2

+
+
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]
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e R e e e e P R R P
~
(9]
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[TouatkoBe 3aBmanHs X11 — 3amoOiranHs npobiem 3 neHTpamzaiieto cuctemu Dash [93].
Hanwmipna npocrora SHA-256 Moria ctaTé NpUYMHOIO PI3KOTO I[IHOBOTO 00Bally KPUIITOBAIIOTH,
OCKIUJIBKH BeJMKa MMOBIPHICTh TOTO, IO BEJIMKA YacTUHA HHU(POBOI BamoTu Oyle 30cepe/keHa B
pyKax KUTbKOX BIJTMBOBHX ITYJIiB.

X-anroputMu OyJid CTBOpPEHi CIeLialbHO UIg poOOTH Ha rpadiyHUX Hpolecopax, Je BOHU
3a0e3MeuyroTh BUCOKY PEHTA0EIbHICT 1 HU3bKE eHeprocnoxkuBaHHs. KoxxeH pe3yabTar miadyHKIii
MOTIM MEPEAETHCS B HACTYITHHUM ITiJ-aJTOPUTM 1 Tak BigOyBaeThcst X pa3. TakuM 4YMHOM, CTBOPEH-
Hs1 ASIC-o6uncioBauiB Ui TAKOro METoAy OyJe YCKIIaJHEHe, TaK sIK anapaTHe 3a0e3leyeHHs Io-
BHHHE OyJ/ie ONTHUMI30BaHE IiJl KOXKEH aJTOPUTM, IO CUIBLHO 30UIBIIYE CKJIAIHICTh BUPOOHHIITBA 1
BapTICTh OOYHCIIOBAILHOTO OOMamHaHHSA. MoximBo 3ronoM BupoOHHKU ASIC-o09ucitoBadiB
3MOXYTb PO3pOOUTH MoAeNi amst anroputMmiB cepii X (Hanpuknaa, ans X11 Take oOmagHaHHS BKe
€), ajie OIIBHICTh HOTO BUKOPUCTAHHS 3HAXOAUTHCS MM BeTUKUM nuTaHHsaM. [1[o6 3mamaru, Ha-
npuknan, X13, moTpiOHO 3HANUTH Bpa3NuBicTh y Beix 13 remax, mo Ha0arato CKJIagHIIIe, HiX JUIs
OJIHOT'O aJIrOpUTMY, Hanpukian, SHA-256.

Ha cporosaHi anropuTMu remryBaHHs CiMecTBa «X» IUPOKO 3aCTOCOBYIOTHCS B CyYaCHHX
OnoKUeHH-cucTeMax, 30KkpeMa KpunroBamorax. Hanmpuknaza, anroputm X11 3acTOCOBYIOTBCS ISt
MaifHiHTy HacTynmHux KpuntoBamoT: DeepOnion (ONION); Cloakcoin (CLOAK); MaruCoin
(MARU); Hshare (HSR); Stealthcoin (XST); MarteXcoin (MXT). Anroputm X16 BHKOPHCTOBY-
€TbCS SIK OCHOBHMH 3aci®6 MaiiHiHry y kpunroBamorax: Stone Coin; Ravencoin; Proton Coin;
Gravium; HTHCoin; Motion. I 1ie#i mepesnik mocTiiHO 3pOCTae, OTKE MOMUPIOETHCS TPAKTHYHE 3a-
CTOCYBAHHS aJITOPUTMIB KpUNITOrpa)iyHOTO TeITyBaHHS CIMEHUCTBA «X».

[TpoBeneHuit anai3 Mokasye, 1o pi3Hi 3a CBOEIO MOOYI0OBOIO AJITOPUTMH 3aCTOCOBYIOTH Pi-
3HI MaTeMaTH4HI MEPETBOPEHHS Ta OKpeMi (PyHKIIOHANBbHI CXeMH. PO3MIISIHYTI alrOpUTMH Telry-
BaHHs 3aCTOCOBYIOTBCS (200 MOXKYTh 3aCTOCOBYBATHUCS) SIK OCHOBHUM KpUNTOrpadiuHUM eIeMEeHT
TEXHOJIOT1] OJIOKYEHH, TOOTO BOHU 3aCTOCOBYIOThCA Yy TTOHAT 90 % iCHYIOUMX MPOEKTIB JeIEeHTpati-
30BaHUX cucteM [8, 93, 94].
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BucHoBku

B po6oTi po3risiHyTO mepeBaxHy OUTBIICTH BIIOMUX Ta HIMPOKO PO3MOBCIOHKEHUX aJro-
PUTMIB TeUIyBaHHS, SIKI 3aCTOCOBYIOTHCS 200 MOXYTh OyTH 3aCTOCOBaHI HAaHOJIKYMM 4YacoM y
IIPOTOKOJIaX KOHCEHCYCY CydacHUX OiokueilH-mepex. [IpoananizoBaHo sIK CTaHIApTU30BaHI Ha Mi-
YKHAPOJHOMY Ta HAI[IOHAIBHOMY PiBHI allTOPUTMH TeIIyBaHHA, TaK 1 rem-QyHKIii, aki Oymau mpen-
CTaBJIEHI Ha PI3HUX KpUNTOrpadidyHUX KOHKypcax Ha HAayKOBO-TIOIIYKOBHMX IPOEKTaX. 30Kpema
BCTaHOBJICHO, IO OLTBIIICTh MPOEKTIB PO3MOAUICHUX MEPEK BUKOPHCTOBYE HaiiHI Ta epeBipeHi
4acoM alropuTMHu kpunrorpadidHoro remryBaHHsi (Hampukiaa, amroputMu KECCAK, SHA2,
RIPEMD160, Tomo). Ane ocraHHIMH pokamu i1t 3axXucTy Bin ASIC-maiiHepiB movaayn 3aCTOCOBY-
BaTucCs 1 1HII Tem-QyHKIIi, SKi Xo4a 1 MOXKyTh OyTH HaBiTh mBuAmUMEU 32 KECCAK, SHA2 a6o
RIPEMDI160, ane BojOai0TH NEBHUMHU BPA3JIUBOCTSAMU CTOCOBHO BJIACTHBOCTEH HEOOOPOTHOCTI.
Sk mpukiaa MOKHAa HaBeCTH 3acTocyBaHHS kpuntorpadiunux anroputmie MD4, EDONR-256,
EDONR-512, ED2K (HaziifHicTh Ta 0€3NEeUHICTh SKHX HAa CHOTOIHIIIHIN JI€Hb € HE3aJ0BLIHHOIO),
a6o HaBiTh HaMnpocTiiimux Qynkui DJB-2 Ta LOSELOSE (ui anroputmu He € KpunrtorpadiqyHu-
MU, a SBJSIFOTH 0000, IO CyTi, 3BHYAIHY KOHTPOJIbHY CyMy). Uepes MpocToTy OOYMCICHHS TEBHUX
MOKa3HUKIB HE MOYKHA HEXTYBaTH MOPYIIEHHSIM BJIaCTUBOCTEl HEOOOPOTHOCTI, OCOOJIMBO SIKIIO Ca-
M€ Ha HUX 0a3ylOThCsl OCHOBHI IlepeBaru OjokueiH-mepex. OTKe NepPCIeKTUBHUM € JTOCII1HKEHHS
SK IIBUIKOMAIT KpUNTOrpadiuHOTO TelryBaHHs, TaK 1 Oe3MeKH BiAMOBIAHUX aNTOPHUTMIB, IO Oyze
PO3TIISIHYTO Y HACTYITHUX POOOTaX.

Chnucok aiTepatypu:

1. The password hash Argon2, winner of PHC. Enexrponnnii pecypc. Pexxum mocrtymy: https:/github.com/P-
H-C/phc-winner-argon2

2. Argon2. By Dmitry Khovratovich. 30 March 2015. Enextponnmii pecypc. Pexum mocrymy:
https://www.cryptolux.org/index.php/Argon2

3. Bitcoin Forum. Enexrponnuii pecypc. Pexxum nocrymy: https://bitcointalk.org/index.php?topic=1318683.0

4. Dan Boneh, Henry Corrigan-Gibbs, and Stuart Schechter. Balloon Hashing: A Memory-Hard Function
Providing Provable Protection Against Sequential Attacks. 12.05.2017. Enekrtponuuii pecypc. Pexum mocrymy:
https://eprint.iacr.org/2016/027.pdf

5. SHA-3 proposal BLAKE. Enexrponnwuii pecypc. Pexxum nocrymy: https://131002.net/blake/

6. BLAKE2 — fast secure hashing. Enexrponnwuii pecype. Pexxum nocrymy: https://blake2.net/

7. About Blakecoin. Enexkrponnuii pecypc. Pexxum nocrtymy: https://blakecoin.org/about-blakecoin/

8. Anropurm X13 mist maiffHuHTa Ha Tpaduueckux mporeccopax. Anexcanap Mapkos. 28 mas 2018. Enexr-
porHHii pecype. Pexxum mocrtymy: https:/miningbitcoinguide.com/mining/sposoby/x13

9. Danilo Gligoroski, Vlastimil Klima, Svein Johan Knapskog, Mohamed El-Hadedy, Jorn Amundsen, Stig
Frode Mjelsnes. Blue Midnight Wish. Trondheim, Norway: Norwegian University of Science and Technology, 2008. P.
71.

10. NIST. Announcing request for candidate algorithm nominations for a new cryptographic hash algorithm
(SHA-3) family. Federal Register, 72(112), November 2007. Enexrponnuii pecypc. Pexum pgocrymy:
http://csrc.nist.gov/groups/ST/hash/documents/FR_Notice Nov07.pdf

11. CubeHash specification (2.B.1) Daniel J. Bernstein. Enekrponnuit pecypc. Pexum mocrtymy:
http://cubehash.cr.yp.to/submission2/spec.pdf

12. CubeHash efficiency estimates (2.B.2). By Daniel J. Bernstein. Enexrponnunii pecype. Pexum mocrtyiy:
http://cubehash.cr.yp.to/submission/estimates.pdf

13. CubeHash parameter tweak: 16 times faster.By Daniel J. Bernstein. Enexrponnuii pecype. Pexwum mocty-
my: http://cubehash.cr.yp.to/submission/tweak.pdf

14. Single Block Attacks and Statistical Tests on CubeHash. By Benjamin Bloom, Alan Kaminsky. August 21,
2009. Enexrponanii pecypc. Pexmm JOCTYTIY:
http://scholarworks.rit.edu/cgi/viewcontent.cgi?article=1986&context=article

15. Bernstein hash djb2. Enexrponnwmii pecypc. Pexum JIOCTYIY: https://riot-
os.org/api/group _sys _hashes djb2.html

16. ECHO hash function. Enekrponnuii pecypc. Pexxum nocrymy: https://crypto.orange-labs.fr/echo/

17. Ed2k-hash. 7 May 2005. Enexrponnuii pecypc. Pexxum nocrymy: https://wiki.anidb.info/w/Ed2k-hash

18. ed2k-tools. Tools for eDonkey2000 and Overnet. Enexrponnmii pecypc. Pexum noctymy:http://ed2k-
tools.sourceforge.net/index.shtml

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 71



19. Edon-R, An Infinite Family of Cryptographic Hash Functions. Danilo Gligoroski, Smile Markovski and
Ljupco Kocarev. May 2009. Enextponanii pecypc. Pexrm JIOCTYTIY:
https://pdfs.semanticscholar.org/e901/492cbb9d 1{8a4365397676da808a9d9415cc.pdf

20. D. Gligoroski et al. Cryptographic hash function Edon-R’ /2009 Proceedings of the 1st International
Workshop on Security and Communication Networks, Trondheim, 2009, pp. 1-9.

21. The Ethereum Wiki Enexrponnuii pecypc. Pexxum nocrymy: https://github.com/ethereum/wiki

22. Dagger Hashimoto. Enexrponnuii pecypc. Pexum JOCTYILY:
Https://github.com/ethereum/wiki/wiki/Dagger-Hashimoto
23. Ethash Design Rationale. EnexrponHmii pecypc. Pexnm JOCTYIIY:

Https://github.com/ethereum/wiki/wiki/Ethash-Design-Rationale

24. NISTIR 7764. Status Report on the Second Round of the SHA-3 Cryptographic Hash Algorithm
Competition. Enexrponnuii pecype. Pexxum nocrymy: https://csre.nist.gov/publications/detail/nistir/7764/final

25. Hash Function Fugue. Enexrponanii pecypec. Pesxxnm JIOCTYTIY:
https://researcher.watson.ibm.com/researcher/view_group.php?id=3302

26. Kpunrorpaduyeckas 3amura uadopmanun ¢ynkuust xamuposanus. [OCT P 34.11-94. EnexrponHuii pe-
cypc. Pexxum noctymy: https://pdf.standartgost.ru/catalog/Data2/1/4294824/4294824580.pdf

27. MUHHCTEPCTBO MPOMBILLIEHHOCTH U TOproBiu Poccuiickoit denepaunu. deaepanbHOe areHTCTBO MO TEX-
HUYECKOMY pETyIupoBaHHI0O W MeTposiorud. OO yTBep)kaeHHHM HanuoHansHOro crangapra. [IPUKA3 or 7 aBrycra
2012 roma N 216-ct. Enexrponnuii pecypc. Pexxum nocrymy: http://docs.cntd.ru/document/902368268

28. TOCT 34.311-95. Nndopmanmonnas texnonorus. Kpunrorpadpudeckas 3ammra nHbpopManun. OyHKIHS
xommpoBanus. Jlata BBenenus 1995-01-01. Enexrponnnii pecype. Pexwum noctymy: http://docs.cntd.ru/document/gost-
34-311-95

29. Cucremsl 00paboTku umH(opMarmu. 3amura kpunrorpaduueckas. [OCT 28147-89. [lara BBemeHHs
01.07.90. Enexrponnuii pecypc. Pexxum nocryny: https://files.stroyinf.ru/Data2/1/4294826/4294826631.pdf

30. Grostl a SHA-3 candidate. By Praveen Gauravaram, Lars R. Knudsen, Krystian Matusiewicz, Florian
Mendel, Christian Rechberger, Martin Schlaffer, and Seren S. Thomsen. March 2, 2011. Enexrponnuii pecypc. Pexxum
nocrtymy: http://www.groestl.info/Groestl.pdf

31. Grestl a SHA-3 candidate. Enexkrponnuii pecypc. Pexum goctymy: http://www.groestl.info/team.html

32. Verge Currency. Enexkrponnuii pecypc. Pexxum gocrymy: https://vergecurrency.com/

33. Grindahl a family of hash functions. Lars R. Knudsen, Christian Rechberger and Seren S. Thomsen Enexr-
pOHHUI pecypc. Pexum JOCTYILY:
https://web.archive.org/web/20120915162204/http://www2.mat.dtu.dk/people/Lars.R. Knudsen/grindahl/grindahl.pdf

34. SERPENT. A Candidate Block Cipher for the Advanced Encryption Standard. Enextponnuii pecypc. Pe-
xuM poctymy: https://www.cl.cam.ac.uk/~rjal4/serpent.html

35. Telecommunications Technology Association. Hash Function Standard Part 2: Hash Function Algorithm
Standard (HAS-160). TTAS.KO-12.0011/R1, December 2000. Enekrponnuii pecypc. Pexum gocrymy:
https://www.tta.or.kr/include/Download.jsp?filename=stnfile/TTA-0072.pdf

36. A Description of HAS-160. 2002-10-01. Enexkrponnmii pecypc. Pexum  moctymy:
https://www.randombit.net/has160.html

37. JH. Enexrponnuii pecypc. Pexxum nocrymy: https://ehash.iaik.tugraz.at/wiki/JH

38. Maria Naya-Plasencia, Deniz Toz, Kerem Varici. Rebound Attack on JH42 // Advances in Cryptology
ASIACRYPT 2011, Vol. 7073 of Lecture Notes in Computer Science, 2011, pp. 252-269, Springer, 2011. Enexrponuuii
pecypc. Pexxum noctymy: https://link.springer.com/chapter/10.1007/978-3-642-25385-0 14

39. The sponge and duplex constructions. By Team Keccak: Guido Bertoni, Joan Daemen, Seth Hoffert,
Michaél Peeters, Gilles Van Assche and Ronny Van Keer. Enextponnmiti pecypc. Pexum pocrymy:
https://keccak.team/sponge duplex.html

40. NIST Releases SHA-3 Cryptographic Hash Standard. August 05, 2015. Enexrponnuii pecypc. Pexum moc-
tymy: https://www.nist.gov/news-events/news/2015/08/nist-releases-sha-3-cryptographic-hash-standard

41. NISTIR 7896 Third-Round Report of the SHA-3 Cryptographic Hash Algorithm Competition. Enexrpon-
HU# pecypce. Pexxum nocryny: https:/nvlpubs.nist.gov/nistpubs/ir/2012/NIST.IR.7896.pdf

42. SHA-3 Coins. Enextponnuii pecypc. Pexxum nocrymy: https://cryptorival.com/algorithms/sha3/

43. Keccak hashing algorithm (SHA-3) Keccak Coins and miner for Keccak. Enexrponnuii pecype. Pexum
nocrtymy: https://coinguides.org/keccak-algorithm-miner-coins/

44. Haka3z «[Ipo mpuiHATTS HaIlliOHAJTHHUX CTAHOAPTIB YKpaiHW, TapMOHI30BaHHUX 3 €BPOIEHCHKUMH CTaHIAP-
TaMH, MDKHAPOJHUX CTAHIAPTIB SK HALIOHAJBHUX CTAaHAAPTiB YKpaiHW, 3aTBEpHKEHHS HAI[IOHAIGHUX CTaHIApPTIiB
VYkpaiau, ckacyBaHHS MiXKIEp)KaBHUX CTaHIOAPTIB B YKpaiHi Ta BHECEHHS 3MiHH 10 Hakazy Jlep»KaBHOTO KOMITETy CTaH-
naptu3zaiii, merposiorii Ta ceprudikauii Ykpainu Big 12.06.2002 Ne 357» Enexrponnuit pecypc. Pexum mocrymy:
https://zakon.rada.gov.ua/rada/show/v1431731-14

45. A New Standard of Ukraine: The Kupyna Hash Function. Roman Oliynykov1, Ivan Gorbenko, Oleksandr
Kazymyrov,Victor Ruzhentsev, Oleksandr Kuznetsov, Yurii Gorbenko, Artem Boiko, Oleksandr Dyrda, Viktor Dolgov,
Andrii Pushkaryov. Enekrponnuii pecype. Pexxum nocrtymy: https://eprint.iacr.org/2015/885.pdf

72 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



46. Haka3 «IIpo 3aTBep/pkeHHs1 BUMOT 10 (popMaTiB, CTPYKTYPH Ta MPOTOKOIMIB, II0 Pealli3yloThCs Y HaIiHUX
3acobax enekTpoHHOro umbposoro mianucy». 20 cepmus 2012 p. Enekrponnuit pecypc. Pexum mocrymy:
https://zakon.rada.gov.ua/laws/show/z1398-12

47. The C Programming Language by Brian W. Kernighan (1978-02-22) Paperback, Prentice Hall, 178 p.

48. The Hash Function Family Luffa (Round 2 Archive). Enekrponnuii pecypc. Pexum pocrymy:
http://www.hitachi.com/rd/yrl/crypto/luffa/index.html

49. Finding Collisions for Reduced Luffa-256 v2. By Bart Preneel, Hirotaka Yoshida, and Dai Watanabe. Ene-
KTpoHHHUI pecypc. Pexxum nocrtymy: http://www.hitachi.com/rd/yrl/crypto/luffa/FindingCollisionsForReducedLuffa-
256v2 20101108.pdf

50. mproving the performance of Luffa Hash Algorithm. Thomaz Oliveiral, Julio Lopez. August 19, 2010.
Enexrponnmii pecypc. Pexxum nocrymy: https://eprint.iacr.org/2010/457.pdf

51. Lyra2RE A new PoW algorithm for an ASIC-free future. By Vertcoin Developers. Enekrponnuii pecypc.
Pexxum noctymy: https://cryptorating.eu/whitepapers/Vertcoin/Vertcoin_Lyra2RE Paper 11292014.pdf

52. Lyra2REv2. Enextponnuii pecypc. Pexxum noctymy: https://en.bitcoinwiki.org/wiki/Lyra2REv2

53. MD4 Message Digest Algorithm. RFC 1186. Last updated 2013-03-02. Enexrponnuii pecypc. Pexxum moc-
tyny: https://datatracker.ietf.org/doc/rfc1186/

54. The MDS5  Message-Digest  Algorithm.  Enexrponnmii  pecypc.  Pexxum  mocrymy:
https://www.ietf.org/rfc/rfc1321.txt

55.  MDS5  vulnerable to collision attacks.  Enexrponnmii  pecypc. Pexum  mocrymy:
https://www.kb.cert.org/vuls/id/836068/

56. A quarter of major CMSs use outdated MD5 as the default password hashing scheme. Enxexrponnmii pe-
cypc. Pexum gocrymy:  https:/www.zdnet.com/article/a-quarter-of-major-cmss-use-outdated-md5-as-the-default-
password-hashing-scheme/

57. The Panama Cryptographic Function. By Joan Daemen and Craig Clapp, December 01, 1998. Enexrpon-
Huii pecype. Pexxum nocrymy: http://www.drdobbs.com/security/the-panama-cryptographic-function/184410745

58. Joan Daemen and Craig Clapp. Fast Hashing and Stream Encryption with Panama. Enekrponnuii pecypc.
Pexum nocrymy: https://link.springer.com/content/pdf/10.1007/3-540-69710-1_5.pdf

59. O030p «acukoycroiyrporo» anropurma ProgPOW miss GPU-maitnunra / Anekcauap Mapkos. 10 okTsOpst
2018. Enexrponnuii pecype. Pexxum mocrtyy: https:/miningbitcoinguide.com/mining/sposoby/progpow

60. Company Coinmarket. Enexrponnuii pecype. Pexum JOCTYILY:
https://coinmarket.news/2019/01/20/progpow-obzor-svezhih-majnerov-dlya-novogo-algoritma/

61. Equihash: Asymmetric Proof-of-Work Based on the Generalized Birthday Problem / Dmitry Khovratovich,
Alex Biryukov. Enextponnnit pecypc. Pexxum moctymy: http://orbilu.uni.lu/bitstream/10993/22277/2/946.pdf

62. Proof of work algorithm based on random code execution. RandomX. Enexrpontuii pecypc. Pexum moc-
tyny: https://github.com/tevador/RandomX

63. The hash function RIPEMD-160. Enexrponnmii pecypc. Pexrm JIOCTYTIY:
http://homes.esat.kuleuven.be/~bosselae/ripemd160.html

64. Collisions for Hash Functions MD4, MDS5, HAVAL-128 and RIPEMD. By Xiaoyun Wang , Dengguo Feng,
Xuejia Lai3, Hongbo Yu. August 17, 2004. Enexkrponnuii pecypc. Pexxum fgoctymy: http://eprint.iacr.org/2004/199.pdf

65. Cryptography behind top 20 cryptocurrencies. Enekrponnuit pecypc. Pexum nmocrymy:
https://www.susanka.eu/coins-crypto/

66. Colin Percival. Stronger key derivation via sequential memory-hard functions. 2009. Enexrponnwuii pecypc.
Pexxum noctymy: https://en.bitcoinwiki.org/wiki/Scrypt http://www.tarsnap.com/scrypt/scrypt.pdf

67. US Secure Hash Algorithm 1 (SHA1). By P. Jones. September 2001. Enexrponnuit pecypc. Pexxum mgocty-
my: https://www.ietf.org/rfc/rfc3174.txt

68. Illnaiiep b. Ilpuknagnas kpuntorpadus. [IpoTokonbl, aarOpuTMBbI, UCXOAHBIE TEKCTHl HA s3bike CH =
Applied Cryptography. Protocols, Algorithms and Source Code in C. Mocksa : Tpuymd, 2002. 816 c.

69. Secure Hash Standard. Federal Information. Processing Standards Publication 180-2. 2002 August 1. (FIPS
PUB 180-2) Enexrponnuii pecypc. Pexxum noctymy: http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

70. FIPS Publication 180-2 (with Change Notice 1). Enekrtponnuii pecypc. Pexum nocrymy:
https://csrc.nist.gov/csrc/media/publications/fips/180/2/archive/2002-08-01/documents/fips180-2withchangenotice.pdf

71. Secure Hash Standard (SHS). FIPS PUB 180-3. October 2008. Enekrponnuii pecypc. Pexxum gocrymy:
http://csrc.nist.gov/publications/fips/fips180-3/fips180-3_final.pdf

72. Secure Hash Standar. FIPS PUB 180-4. August 2015. Emekrponnmii pecypc. Pexwmm mocrymy:
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf

73. SHA-256 Coins. Enexrponnmii pecype. Pexxum nocrymy: https://cryptorival.com/algorithms/sha256/

74. Shabal, a Submission to NIST’s Cryptographic Hash Algorithm Competition. Initiated by the Saphir
project. 28.10.2008 Enexrponumii pecypc. Pexum JIOCTYTIY:
https://www.cs.rit.edu/~ark/20090927/Round2Candidates/Shabal.pdf

75. Status Report on the Second Round of the SHA-3 Cryptographic Hash Algorithm Competition / Meltem
Sonmez Turan, Ray Perlner, Lawrence E. Bassham, William Burr, Donghoon Chang, Shu-jen Chang, Morris J.

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 73



Dworkin, John M. Kelsey, Souradyuti Paul, Rene Peralta. 12.2011 Enexrponnuii pecypc. Pexum mocrymy:
https://nvlpubs.nist.gov/nistpubs/Legacy/IR/nistir7764.pdf

76. The SHAvite-3 Hash Function. By Eli Biham and Orr Dunkelman. Enexrponnuii pecypc. Pexum nocrymy:
http://www.cs.technion.ac.il/~orrd/SHAvite-3/Spec.31.10.08.pdf

77. The Skein Hash Function Family Version 1.3 1 Oct 2010. By Niels Ferguson, Stefan Lucks, Bruce
Schneier, Doug Whiting, Mihir Bellare, Tadayoshi Kohno, Jon Callas, Jesse Walker. Enexrponnntii pecypc. Pexum goc-
tymy: http://www.skein-hash.info/sites/default/files/skeinl.3.pdf

78. NIST Selects Winner of Secure Hash Algorithm (SHA-3) Competition. Created October 02, 2012, Updated
December 11, 2018 Emexrponnmii pecypc. Pexwmm moctymy: https://www.nist.gov/news-events/news/2012/10/nist-
selects-winner-secure-hash-algorithm-sha-3-competition

79. Ralph C. Merkle. A fast software one-way hash function // Journal of Cryptology. 1990. 3 (1): 43-58.

80. Cryptohash: snefru256. Enexrponnuii pecypc. Pexxum nocrymny: https://snefru256.cryptohash.net/

81. Eli Biham, Adi Shamir. Differential cryptanalysis of Snefru, Khafre, REDOC-II, LOKI and Lucifer
(Extended Abstract)

82. Company Infotecs. Enekrponnuii pecype. Pexxum nocrymy: http://www.infotecs.ru/

83. TOCT P 34.11-2012. Uudopmanmonnas texnonorus. Kpunrorpapuueckas 3amura undopmanuu. OyHk-
ust XAIIUPOBAHUS. Hara BBEICHUS 2013-01-01. Enexrponnuit pecypc. Pexum JOCTymy:
http://docs.cntd.ru/document/gost-r-34-11-2012

84. Konkypc «Streebog». OTKpPBITEIH KOHKYPC Hay4HO-HCCIIEI0BATEIbCKUX pabOT, MOCBSIIEHHBIX aHAIHU3Y
kpunrorpadpuueckux kadects xom-pyakmmu [OCT P 34.11-2012. EnextponHmit pecypc. Pexum pmoctymy:
http://www.streebog.info/

85. Cryptology ePrint Archive: Report 2019/092 Partitions in the S-Box of Streebog and Kuznyechik. By Léo
Perrin. 29 Jan 2019. Enexrponnuii pecypc. Pexxum noctymy: https://eprint.iacr.org/2019/092

86. Ouepennbie ctpanHoctu B anroputmax ['OCT Kysneunk u Ctpubdor. 11 despans 2019. Enekrponnuii pe-
cypc. Pexxum noctymy: https://habr.com/ru/company/virgilsecurity/blog/439788/

87.12Z710. Enexrponnuii pecypc. Pexxum noctymy: https://en.bitcoinwiki.org/wiki/IZZZ10

88. A Tiger Hash Implementation for C#. 10 Mar 2012. Enexrponnuii pecypc. Pexum nocrymy:
https://www.codeproject.com/Articles/149061/A-Tiger-Hash-Implementation-for-C

89. Enexrponnuit pecypc. Pexum JOCTYIY: http://th.informatik.uni-
mannheim.de/People/Lucks/papers/Tiger FSE v10.pdf

90. Cryptanalysis of the Tiger Hash Function. Enexrponnuii pecypc. Pexxum noctymy: https://online.tu-
graz.ac.at/tug_online/voe_main2.getvolltext?pDocumentNr=81263

91. LARC Laboratério de Arquitetura ¢ Redes de Computadores. Enexrponnuit pecypc. Pexxum moctymy:
http://www.larc.usp.br/~pbarreto/WhirlpoolPage.html

92. Company Dash. Enexrponnuii pecypc. Pexxum noctymy: http://dash.org/

93. X11 anroput™ J00bI4M KpUNTOBATIOTHI ¢ 11 payHaamu xammposanus / Anekcanap Mapkos. 23 mast 2018 1.
Enexrponnwuii pecypc. Pexum nocrymy: https://miningbitcoinguide.com/mining/sposoby/x 11

94. AnropuT™mbl MaifHUHra KpuntoBairoT — tabnuna 2019 u kpatkoe onucanue. Enexrponnuii pecypce. Pexum
noctyy: https://mining-cryptocurrency.ru/algoritmy-kriptovalyut/.

Xapxiecokuil HayioHabHUL

yuisepcumem imeni B.H. Kapa3zina;

AT «Incmumym iHhOpMayitiHux mexHoa02iy;

Aominicmpayis JepocasHol cyscou cneyianbHo2o 36's13Ky

ma 3axucmy iH@opmayii Yxpainu. Haoittwna 0o peoxonezii 02.09.2019

74 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



YK 004.056.5 DOI:10.30837/rt.2019.3.198.06

0.0. KY3HEI[OB, 0-p mexu. nayx, B.A. TAMYEHKO, K.€. JINCUIL[bKHUH,
M.IO. PO/[IHKO, M.C. JIVIJEHKO, K.IO. LIIEXAHIH, A.O. KOJITATIH

JOCAIKEHHSA IBUAKOIII TA CTATUCTUYHOI BE3IEKH AJITOPUTMIB
KPUINITOTPA®IYHOI'O TELITYBAHHS

Beryn

CrarTs € MPOAOBKECHHSM TONEPEAHIX POOIT «AJIITOPUTMHU KPUNTOTpadiqHOTO TeIIyBaHHS, SKi
3aCTOCOBYIOTHCSl B CydacHHMX OJIOKUeHH-cuctemMax» Ta «JlociikeHHs alropuTMiB Kpunrorpadiy-
HOTO TEIIyBaHHSA, SIKi 3aCTOCOBYIOThCS B Cy4aCHHX OJOKYEHH-CHCTEMax).

B wmiif po6oTi MpOBOASTHCS MOPIBHAIBHI JOCTIIKEHHS aJTOPUTMIB KPUOTOrpadiyHOrO Telry-
BaHHS, 5Kl 3aCTOCOBYIOTHCS (200 MOXYTh 3aCTOCOBYBATHCS) B CYYaCHHUX JICIEHTPATI30BaHUX OJIOK-
YeiH-cucTeMax. 30KpeMa JOCTIKYEThCS IIBUAKOIIS TeIIyBaHHS Ha PI3HUX JIECKTOIHUX CUCTEMaXx,
OIIHIOETHCS KUTBKICTh TaKTiB 00UYMCIIIOBAIBHOT cucteMu Ha oauH Oait (Cycles/byte), obcsr remo-
BaHOTO MOBIAOMIJICHHS 3a 0/iHY cekyHay (MB/s) Ta kinbKicTh c(hOPMOBAHUX TEHI-KOJIB 32 CEKYHIY
(KHash/s). lonaTkoBO MpOBOAATHCS AOCIIHKEHHS MBUAKOIT OKpeMUX KpunTorpadigHux GyHKIii
TelryBaHHs Ha rpadiyHuX oOuncaoBayax. J{Js OI[IHKK CTaTUCTUYHOT O€3MeKH MPOBOAITHCS JAOCII-
JDKEHHSI BHUXIHUX TOCHIJOBHOCTEH KpunTorpadidHux (yHKIH TenryBaHHS NMpH 00poOli HUMHU
HaJMIpPHUX BXITHHUX JaHUX (sIKi c)OPMOBAHO 3a AOMOMOIOI0 3BHUAWHOTrO JTUMIbHUKA). J[J1s mopiB-
HSJIBHUX JOCIIKEHb TTOKA3HHUKIB CTATUCTUYHOT Oe3meku BUKOpUCTOBYeThest MeToauka NIST STS
(Statistical Test Suite for Random and Pseudorandom Number Generators for Cryptographic
Applications), siky pekomeH10BaHO HamioHansHUM iIHCTHUTYTOM cTaHAapTiB 1 TexHonoriid CIIA s
JIOCIIJKEHHSI TeHEepaTopiB BUMAIKOBUX 1 MCEBAOBUIAJKOBUX YHCEN sl KpUNTOrpadidyHUX 3acTo-
CyBaHb.

IopiBHANBHI 10C/IIKEHHS HA 00UHMCIIOBAJIBHUX J€CKTON-CUCTEMAX

Jnist mpoBeieHHS OPIBHSUIBHUX JTOCTI/KEHD 3aCTOCOBYBAIIUCS €TAJOHHI Ta (32 HAasBHOCTI) OII-
TUMI30BaH1 IPOrpaMHi peasizallii aaropuTMiB reliryBaHHs iH(Gopmaii.

JlocnimKkeHHs. TPOBOAMIIUCS HA OOUHCITIOBATBHIX JECKTOI-CUCTEMAX:

- 64-po3psaHoi obGumciroBanbHOI Twiargopmu 13 3actocyBanHsM AMD Ryzen Threadripper
2970WX 24-Core Processor 3.0 GHz.;
- 64-po3psigHOi 0OunCcIIOBAIBHOI MaTdopmu 13 3actocyBanHsaM Intel Core 19-7980 2.60 GHz.

JlocmiKeHHs IBUKOI1T TIPOBOAMIIUCS 32 TPhOMa KPUTEPIsIMU:

- KUIBKICTh TaKTiB 00YMCITIOBAILHOT cucTeMH Ha oquH O0auT (Cycles/byte);
- 00csr noBiioMIIeHHS 3a ceKyHay, MB/s;
- KUIBKICTh c(hOPMOBAHUX TeII-KOIB 3a cekyHy, KHash/s.

3a3HauyeHi KpUTepil XapakTepu3yIoTh K aOCOMIOTHI (Ipyruid Ta TpeTiii MOKa3HUKM), TaK 1 MH-
TOMI TTOKa3HUKU MBUAKOMIT (TIepmmii moka3sHuk). OTpuMaHi AaHi MICTATh PE3yibTaTH TECTYBaHHS
IIBUAKOCTI T€ITYBAaHHS JUIsl PI3HUX JOBKUH BX1THUX TEKCTIB. 30KpeMa Ha BXiJ] KO)KHOTO aJITOPUTMY
MoAaBaJIMCS TTOB1JOMIICHHS (ITOCITIIOBHI 3HAYEHHS JIIYMJIbHUKA) 3aBJIOBXKKH B1JT 20 bi (o) 220 Gaiiis.

VY HacTynmHHX TaOJMISIX HABOISATHCS 3BEJCHI PE3yJIbTAaTH MOPIBHAJIBHOIO aHANi3y HIBHUAKOMIL
3a3HAaYEHUX AJITOPUTMIB 32 KOKHOIO 13 3aCTOCOBAaHUX OOUYMCITIOBAIBHHUX JIECKTOIM-CHUCTEMaX. 30Kpe-
Ma, y Ta0i. 1 HaBeoeHO 3BEJICHI Pe3yJIbTaTH MOPIBHSIBHUX JOCTIIKEHb MIBUAKOJI alrOpUTMIB
remryBaHHs Ha 64-pospsaHoi oOuncaoBabHOI miat@opmu 13 3actocyBaHHsM AMD Ryzen
Threadripper 2970WX 24-Core Processor 3.0 GHz. [Ipu 1ipoMy y sIKOCTI BXiIHUX JaHUX [10/1aBaBCs
20 = 1, 219 1a 2% Gaiir naHux. Y Tabi. 2 HaBeIEHO pe3ysIbTaTH TECTYBAHHS IIBHIKOJIT JOCIIIKY-
BaHUX AITOPUTMIB i1 64-po3psaaHoi oduncmoBansHoi atgopmu Intel Core 19-7980 2.60 GHz (i3
noBkUHAMU BXigHuX nanux 1, 1024 ta 1048576) Gaiitis.
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AHati3 Ta JI0CIiPKEHHS MOKa3yI0Th, [0 HAWOUTBIT IIBUAKIMH € aNTrOpUTMH renryBaHas DJB-2
ta LOSELOSE. Ane, sik cnigye 13 ixupoi cnenudikamii [1, 2], e He kpunrorpadiyHi aaropuTMH.
i ¢ynkuii renryBanHs 00YHCITIOIOTH 3BHUAHY KOHTPOJIbHY CYMY 1 TOIIYK MPOoOpas3iB sl TAaKUX
NEPETBOPEHb € TPUBIAILHUM.

Jami 3a mBUAKICTIO IepeTBOpeHb WayTh anroputmu MD4, EDONR-256, EDONR-512, ED2K
Ta iHIN KpunrorpadiyHi NepeTBOPEHHs, CTIHKICT SKUX € Ha CbOTOHIIIHINA JeHb HE € 3a/10BIIHLHOI0
[3-7].

binbiricts kpuntorpagiuHuX (QYHKIIH MalOTh MOPIBHAHI MOKA3HUKH MIBUAKOCTI (hOpMYyBaHHS
rem-koniB [8 — 13], cepen sikux 1 anroput™ KpunrorpadivyHoro remryBanus Kynuna (HamioHaIbHAN
CTaHJapT YKpaiHH).

HaiimoBinpHIIIMMH alTrOpUTMaMH TeITyBaHHS BUSBWINCS Teml-QyHKIIi ciMeiicTBa «X» Ta aji-
roputMu ARGON2D, ARGON2I ta SCRYPT [14-16].

IHopiBHANBHI J0CTIIKEeHHS] LIBUAKOIII AJITOPUTMIB I'elIyBaHHSA
Ha rpagiyHuxX 004YNCIIOBAJIBLHUX CHCTEMAaX

Jiist mpoBeieHHs OPIBHSUTBHUX JAOCIIKEHb IBUIKO/I1 aJTOPUTMIB I'elTyBaHHS Ha rpadiqHuX
00YHCITIOBAILHUX cHcTeMax OyJio 00OpaHO HACTYIHI armapaTHi 3aco0u:
- Geforce 740M 2GB;
Geforce GTX1050ti 4GB;
Rx580 Aorus 4GB;
Rx580 Sapphire Pulse 8GB;
Sapphire Vega 56 8GB.
[TpoBoaumucs: BUOIPKOBI TOCTIHKEHHS ISl HACTYITHUX aJITOPUTMIB:
- TOCT 34.311;
- CTPUBOI'256;
- CTPUBOI'512;
- KECCAK 256;
-  KECCAK 512;
- SHAZ2 256;
- SHA2512;
- RIPEMDI60;
- Blake2b;
- Wirlpool.

Jlns mpoBeneHHsI JOCHIKeHb 3acTOCOBYBaJIocs TporpamHe 3abesmedenHs HashCat [§].
HashCat — ytunita, sika HaJja€ MOXIIMBICTD BiIHOBJICHHS Mapois. Haif0iabpIn akTHBHO BOHA BHKO-
pucroByeThes i BimHoBIeHHS WPA / WPA2 mapoutiB, a Takox KJIFOYiB Bij 3amudpoBaHux odic-
HUX JTOKyMeHTIB. 3 2015 p. HOMMPIOETHCA 3 BIAKPUTHM BUXITHUM KOAOM Mif jinensiero MIT. YTu-
JIiTa J03BOJISIE BUKOPUCTOBYBATH OYyIb-sIKI IPUCTPOI, 110 peani3yioTs ctanaapt OpenCL (OpenCL
3a0e3mnedye napajenizM Ha piBHI IHCTPYKIiH 1 Ha piBHI JaHuX i € 37aiiicHeHHsaM TexHiku GPGPU.
OpenCL € MOBHICTIO BIAKPUTUM CTaHIAPTOM, HOTO BUKOPHUCTAHHS HE OOKIIAAETHCS JIIEH31HHUMHA
BiJIpaxyBaHHSIMH).

OtpumaHi pe3yabTaTH TECTYBaHHS HaBeJeHO y Tabu. 3 Ta 4.

B Tabn. 3 HaBeneHo pesynpraté beHuMapky, TOOTO OLIHKM MIBUAKOCTI IelryBaHHS (KiJIbKICTH
c(hopMOBaHUX TeII-KOIB 32 CEKYH/Iy) IIUIIXOM TOCIITOBHOTO TeIIyBaHHSI HAOOPY JIaHUX.

B Tabn. 4 HaBeqeHO MUTOMI MOKA3HUKHU CKJIATHOCTI, a caMe MIBUAKICTh TelTyBaHHs (KiTbKIiCTh
chopMOBaHUX TENI-KOJIIB 32 CEKYHY), fKa MPUXOAUTHCSA Ha ojHe oOumcimoBanbHE sapo OpenCL
3aCTOCOBAHOTO IrpadiyHOro 00UKCITIOBaYA.
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Ta0mmrs 3
Pesynbrar beHumapka Ha rpadiuHIX OOYUCITIOBATEHUX CHCTEMAX 13 3aCTOCYBaHHSIM
nporpamHoro 3abesneuenHs HashCat, Kinoremy/c

Geforce 740M | Geforce Rx580 Aorus |Rx580 Sapphire  [Sapphire Vega 56

2GB GTX1050ti 4GB |4GB Pulse 8GB 8GB
I'OCT 34.311 |10442,9 65337,9 89450 91932,3 233100
CTPUBOI'256(3512.6 13613,5 56751,7 55162,9 99485
CTPUBOI'512(3518,4 13569,5 55207,8 56635,9 99641,5
KECCAK 256 (38149,7 260400 320400 327800 529600
KECCAK 51238285 262400 326400 334400 538700
SHAZ2 256 133400 889600 1700900 1755900 3088100
SHA2 512 38794,4 297300 405600 421600 710100
RIPEMD160 [177000 1383100 2356200 2437700 4129100
Blake2b 96515,9 585100 1103300 1132800 1738000
Wirlpool 12516,8 64773,3 324500 333200 591400

Ha puc. 1 nis Ha0OYHOCTI HAaBEJEHO Jiarpamy IMIBUAKOCTEH renryBanng i3 Tabma. 10. Sk 6aunmo,
HaiimBuamuM € anroput™m RIPEMD160, nani ciainye anroputm SHA?2, Blake2b Ta ixmi.
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Puc. 1. IlopiBHAHHS IIBUAKOAIT AITOPUTMIB TelIyBaHHs Ha TpadiuHIX 00YUCITIOBaYaX

Ha puc. 2 HaBeneHoO qiarpaMu MATOMOI IBHIKOCTI, TOOTO MIBUIKOIiSI TEUTYBAHHS, 110 MTPHXO-
JTUTHCS Ha OJHE OOYHCIIIOBAIbHE SApO TpadigHoro odumcmoBava. Sk 6aummo, paHKyBaHHS ajro-
puTMiB 3a mBHIKOIEr0 Maiixke Take came (RIPEMD160, SHA?2, Blake2b Ta inm.), ane BiacHi 3Ha-
YEHHS MBHUJKOCTI 3MiHWIHCS. TOOTO KOKeH TpadiuHMil TPUCTPiid Ma€ pi3HY KUIBKICTh OOYHCITIOBA-
JBHUX 7P 1 HAHOUTBII MIBUAKUMHE 32 KPUTEPIEM MUTOMOI IIBUIKOMAII BUTISIAIOTH 0OYUCITIOBAYI
Geforce.
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Taomus 4

[IBuaKicTh relryBanHs (KUIBKICTh CHOPMOBAHHX I'€II-KOAIB 33 CEKYHAY ), SIKA MPUXOJUTHCS
Ha ozHe obuncmoBanbHe Aapo OpenCL 3acTocoBaHoro rpadivynoro odunciaroBaya, Kinorem/c

Geforce Geforce Rx580 Aorus |Rx580 Sapphire |Sapphire Vega
740M 2GB  |GTX1050ti 4GB |4GB Pulse 8GB 56 8GB
I'OCT 34.311 |5221,45 10889,65 2484,7 2553,6 4162,5
CTPUBOI256|2706.3 2268,9 1576,4 1532,3 1776,5
CTPUBOI'512(1759,2 2261,5 1533,5 1573,2 1779,3
KECCAK 256(19074,8 43400 8900 9105,5 9457,1
KECCAK 5121191425 437333 9066,6 9288,8 9619,6
SHA2 256 66700 148266,6 47247,2 48775 55144,6
SHA2 512 19397,2 49550 11266,6 11711,1 12680,3
RIPEMD160 |88500 230516,6 65450 67713,8 73733.9
Blake2b 48257,9 97516,6 30647,2 31466,6 31035,7
Wirlpool 6258,4 10795,5 9013,888889  |9255,5 10560,7
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Geforce T40M 2GB seforce GTX10500 4GB Rx380 Aorus 4GB Rx580 Sapphire Pulse 8GB Sapphire Vega 56 8GB
BOCT 34311 «CTPHBOI236 =CTPHBOTS12 NKECCAK 236 BKECCAK 512 ~SHA2256 =5HA2512 “RIPEMDI60 =Blakelb JWirlpool

Puc. 2. TlopiBHAHHS IBUIKO/IT AITOPUTMIB IelIyBaHHS Ha TpaiuHIX 00YUCITIOBAYaX

TakuM yuHOM, TIPOBEACHI JOCITIKEHHS MOKa3yI0Th, IO Pi3HI 32 CBOEIO CTPYKTYPOIO Ta MaTe-
MaTHUYHHUMH TIEPETBOPEHHSAMH KpunTorpadiuHi (GyHKIIT TenryBaHHs Jal0Th pi3HE MPUCKOPEHHS Ha
obuncoBaIbHUX cucteMax. HaiOnpm npuBabnuBuMu € rpadiuni abo crerianizoBaHi 00YnCIIIO-

BaJIbHI MPUCTPOI.

MeToauka Ta pe3yJbTaTH A0CHIIKEeHb CTATUCTUYHOI 0e31meKun

Jlnst mpoBeACHHS JOCIIKEHb PI3HUX QJITOPUTMIB TEUTyBaHHS 3a KPHUTEPISIMH CTATUCTHIHOL
6e3mneku OyJo 3acTocoBaHO MakeT cratuctuaHoro tectyBaHHs NIST STS, skuii pekomeHnoBaHUN
HamionaneauMm iHCTHTYTOM cTanHaaptiB 1 TexHonorid CIIHA [18, 19]. Meroauky CTaTUCTUYHOTO

TECTYBaHHS Ta aJITOPUTM 0OpOOKH OTpUMaHUX pe3yibTaTiB HaBeleHO y poboTax [20, 21].

84
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[Taker cratuctuunoro tectyBanHsa NIST STS OyB po3pobisieHuil B X011 IPOBENEHHS KOHKYPCY
AES nns mocnixkeHHsS TeHepaTopiB BUMAJKOBUX 200 MCEBIOBUIIAIKOBUX YHUCEI 1 € HAHOUIBIN Mo-
MIUPEHUM THCTPYMEHTOM OIIIHKM CTATHCTUYHOI Oe3MeKr KpunTorpadiyHux MpUMiTHBIB. Bukopuc-
TaHHS JIaHOTO TAKETy J03BOJISIE OLIIHUTH, HACKUJIBKU OJIM3BbKO JOCITIJKYBaHI KPUITOAITOPUTMH all-
POKCHMYIOTh T€HEPATOPU «BHITAIKOBHX) IMOCIITOBHOCTEH, TOOTO 3 BUCOKOIO HWMOBIPHICTIO CTBEp-
JDKYyBaTH YU € T€HEepOBaHa IMOCIIJOBHICTh CTATUCTHYHO Oe3nevHoro. Ilopsiok TecTyBaHHS OKpeMoi
NBIHKOBOT TIOCIIIOBHOCTI S Ma€ HACTYITHHUIA BH]T

BUCYBA€ThCS Hy/IbOBA rinore3a [, — MpUIyIIEHHS PO Te, L0 JaHa JBifiKoBa MOCIHiJOB-
HICTB S € BHIIaJKOBOIO;

3a MOCHIJOBHICTIO S pO3paXxOBY€ThCS CTATUCTHKA TECTY C(S);

3 BHUKOPHCTaHHSIM CHeNialbHOT (YHKII Ta CTaTUCTUKHA TECTY PO3PaXOBYETHCS 3HAUCHHS
fiMoBipHOCTI P = f(c(S));

3HA4YCHHsI UMOBIPHOCTI P MOPIBHIOETHCS 3 MoporoBuM 3HaueHHsM « €[0,96;0,99]. Axmo
P>a, 1o rinoreza H, npuiimMaeThcs. B iHIIOMY BUNaaky NpUHMAaeThCsl albTEpPHATUBHA

rirmoresa.

[TakeT MicTUTh 15 CTaTUCTUYHUX TECTIB, ajie, PAKTUYHO, B 3aJICKHOCTI Bij BXIIHUX TMapaMeT-
piB oOumciroroThest 188 3HaueHbp WMOBIpHOCTI P, SKI MOXHA PO3IJISIATH SIK Pe3yibTaT poOOTH
OKpPEMUX TECTIB.

1)

2)

3)

4)

5)

6)

7)

Yacmomnuui nobimoeuii mecm. CIpsIMOBaHO Ha BU3HAUEHHS CIIBBIJHOIICHHS MK HYJISIMU
Ta OJIMHUIISIMHU Y JIBIMKOBIN MOCIIJOBHOCTI MEBHOI AOBXHUHM. [ AifiCHO BUIAaIKOBOI OiHa-
PHOI OCIIIOBHOCTI KUIBKICTh HYJIIB Ta OJAMHUIL MalXKe OJHAKOBa. TeCT OI[IHIOE, HACKIIBKH
0IU3BLKOIO0 € 10JIg oauHuIb 10 0,5.

Yacmomnuu 610ko6uti mecm. CyTh TECTy NOJISTA€E y BU3HAUCHHI JIOJI1 OJAMHUIL BCEpEeInHI
0JIOKY JOBXHHOIO m OiTiB, TOOTO HEOOXITHO 3’sACYyBaTH, YM MIMCHO YaCTOTAa MOBTOPEHHS
OJIMHUIIL B OJIOII JOBKUHOIO m OITIB TPUOIU3HO € PIBHOIO m/ 2, sik MOkHA OyI10 6 mpumyc-

TUTH Y BUIAJKY BUIAIKOBOI MOCIIIOBHOCTI.

Tecm na nocniooguicmes 00HaKosux 6imis. Y bOMY TECTI BiIOYBA€ETHCS MOIIYK PSAKIB, TOO-
TO HEMEPEepPBHUX IMOCIITOBHOCTEN OAHAKOBHX OiTiB. Psij (cepis) moBxkuHOMW k OITiB CKiIaaa-
€TbCS 3 kK aOCONIOTHO 1IGHTUYHUX OiTiB, TOYMHAETHCA TA 3aKIHUYETHCS 3 OITY, SIKUM MICTUTh
MPOTWIIEKHE 3HaYeHHs. B maHomy TecTi HEOOXiMHO 3’SCyBaTH, Y JIWCHO KUTBKICTh TaKUX
PAIKIB BIAMOBIIA€ X KUTBKOCTI Y BUIIQJIKOBIHM TOCTIAOBHOCTI. 30KpeMa, BU3HAYAETHCS IIIBU-
JIKO YM MOBUIBHO YePI'yIOTHCS OJMHULI Ta HyJ1 y MOYaTKOBiH MOCIiA0BHOCTI.

Tecm Ha natidosuty nociioogHicms 00uHUYb 6 baoyi. B 1aHOMY TeCTi BUSHAYAETHCS HAMI0-
BIIUH PSIIOK OJUHUIIL BCEpeIrHI 010Ky TOBXHHOK m OiTiB. HeobxigHo 3’scyBaru, uu Jiii-
CHO JIOBXKMHA TaKOTO PsAKAa BIATOBIA€ OYIKyBAaHHSIM JIOBXKHHH HAWOBIIOTO PSIKY OIH-
HUI[b Y BUMAIKY aOCONIOTHO BUMIAJAKOBOI MTOCIIJOBHOCTI.

Tecm paneis dOinaprux mampuys. TyT 3MIHCHIOETCS PO3PAXYHOK PAHTIB HEMIEPSTHHHUX TTi]]
MaTpHllb, TOOYIOBAaHUX 3 TTOYATKOBOI JBIHKOBOI MOCHIIOBHOCTI. METOIO IILOTO TECTY € Tie-
peBipka Ha JiHIIHY 3aJeKHICTh MiIPSIKIB (PIKCOBAHOI TOBXHUHH, IO CKJIAJAIOTh IIOYaTKOBY
MIOCITiTOBHICTb.

Cnexmpanvruii mecm. CyThb TE€CTy TOJISITA€ B OIHIN BHUCOTH IIKIB JUCKPETHOTO MEPETBO-
penHs Oyp’e MOYATKOBOI MOCIITOBHOCTI. MeTO0 € BUSIBICHHS MEPIOANYHUX BIACTUBOCTEH
BXIJJHOI ITOCITITOBHOCTI, HAMPUKJIIA, OJM3bKO PO3TAlIOBAHUX OJUH JIO OJTHOTO TTOBTOPIOBA-
HUX AUISHOK. [7es monsrae B Tomy, 100 YMCIIO MiKiB, [0 MEPEBUIIYIOTh TOPOTOBE 3HAYCH-
HA Y 95 % 3a ammutiTy 1010, OyJ10 3HAYHO OLIBIINM 32 5 %.

Tecm Ha cniénadinusa wabnoHie, wo He nepekpusaomovcsi. B 1anomy TecTi MiApaxoBYEThCS
KIIBKICTh 3a30aJIeTigh BU3HAUYEHMX MIAOJIOHIB, Kl 3HAWIEHl B IOYATKOBIN ITOCIIIZOBHOCTI.
HeoOxigHO BHUSBUTH T'€HEpaTOpPH BUIIAJKOBUX ab0 MCEBIOBHUMAIKOBUX YHUCElN, 10 (opMy-
I0Th 3aHAATO YacTO 3ajJaHi HenepioAudHi madonu. Sk i B Tecti Ne § Ha crmiBmamiHHA 11a0-
JIOHIB, IO TMEPEKPUBAIOTHCS, Ui MOIIYKY KOHKPETHHMX IIa0JOHIB JIOBXHUHOIO m OITIB
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8)

9)

10)

11)

12)

13)

14)

BUKOPUCTOBYETHCSI BIKHO TaKOXK JIOBXHHOIO 71 OiTiB. SIKIO IMIa0JIOH HE 3HAWICHO, BIKHO
3CyBa€eTbCsl Ha OfWH OIT. SIKIIo X 1mabiioH 3HaiIeHO, TOJl BIKHO NEpecyBaeThCsl Ha OIT,
SKHI € HACTYITHUM 32 3HaWJCHUM IIa0JIOHOM, Ta MOIITYK MPOJIOBKYETHCS Jali.

Tecm na cnienadinns wabnonie, wo nepexpusaromvcs. CyTb JaHOTO TECTY HOJATa€E B Mif-
pPaxyHKy KUTBKOCTI 3a3/1ajeriib BU3HAYCHHUX INAOJIOHIB, K 3HAWEHI B MOYATKOBIH MOCITI-
noBHOCTI. Sk 1 B TecTi Ne 7 Ha cniBnajiHHA Ma0JI0HIB, 110 HE NEPEKPUBAIOTHCS, AJIS MOLIY-
Ky KOHKPETHHX IIA0JIOHIB JOBXHHOIO 7 OITiB BUKOPUCTOBYETHCS BIKHO TaKOX JOBXHHOIO
m 0OitiB. CaM MONIYK MPOBOJUTHCS AHAJOTIYHUM CHOcoOOM. SIKIIO 1mabiioH He 3HaineHo,
BIKHO 3CYBa€ThCS HA OJMH OiT. Pi3HMIM MK UM TecToM Ta TecTtoM Ne 7 mossirae juime B
TOMY, 1110 KOJIU II1a0JIOH 3Hai/IeHO, BIKHO MEPecyBa€eThCs TUIBKM Ha OAMH OIT BIEpe], Micis
YOro TMOMIYK IPOIOBXKYETHCS JIai.

Vuisepcanonuii cmamucmuunuti mecm Maypepa. TyT BU3Ha4a€eTbCs YUCIO OITIB MK OJHA-
KOBHMH IIIa0JIOHAMU B TIOYATKOBIH IMOCITITIOBHOCTI (Mipa, o Mae Oe3rmocepeHe BiJHOICH-
HS IO IOBXKHHU CTUCHYTOI MOCIiOBHOCTI). HeoOXiaHo 3’sicyBaTH, Y1 MOXKe J1aHa MOCIiT0B-
HICTh OyTH 3HaYHO CTHCHYTa 0e3 BTpat iHdopMariii. Y pasi, SKIIO e MOXKIUBO 3pOOUTH, TO
BOHA HE € ICTUHHO BUIIAJKOBOIO.

Tecm na ninitiny ckiadnicms. B OCHOBI TeCTy JICKUThH MPUHIIAIT POOOTH JTIHIHHOTO pericTpa
3CyBY 31 3BOPOTHUM 3B’s3KOM. HeoOximHO 3’sicyBaTH, YU € BXiJHA MOCHIIIOBHICTh TOCHUTH
CKJIaJHOIO IJISI TOTrO0, 100 BBa)KaTHCSA aOCOMIOTHO BUIIAJKOBOIO. AOCOJIOTHO BHIAIKOBI II0-
CJIITOBHOCTI XapaKTEPU3YIOThCS JOBIMMH JIHIHHUMH pericTpaMu 3CyBY 31 3BOPOTHUM
3B’SI3KOM. SIKIIO K TakUi PETiCTp 3aHAATO KOPOTKUH, TO nepeadadaerses, 110 MOCIHII0B-
HICTb HE € B IIOBHI{ Mipi BUIIAIKOBOIO.

Tecm na nepioouynicme. JIaHWI TECT MOJSATAE B MIAPAXYHKY YACTOTH BCIX MOXKIIUBHUX TIepe-
KpUBaHb MA0JIOHIB JOBXHHMA m OITiB MPOTATOM MOYATKOBOI MOCIiAOBHOCTI 0iTiB. MeTOI0 €
BHU3HAYCHHS, UM JIIHCHO KUTBKICTh TIOSIB 2m TIa0JIOHIB, IO MEPEKPUBAIOTHCS, JIOBKHHOIO 71
01TiB, € MPUOIU3HO TAKUM SIK 1 y BUIAJIKy aOCOIIOTHO BUIAJKOBOIO BX1JHOI MOCIITOBHOCTI
0iTiB. OcTaHHs, SIK B1ZIOMO, BOJIOJII€ OJJHOMAHITHICTIO, TOOTO KOXCH IIa0JIOH JTOBKUHOIO 71
01T 3’SBJISETbCS B MOCIIJOBHOCTI 3 OJJHAKOBOIO WMOBIpHicTIO. BapTo Big3HauuTH, 10 HpU
m =1 TecT Ha MePiOUYHICTh NEPEXOIUThH B YaCTOTHMI 1oOiTOBU TecT (Ne 1).

Tecm npubausznoi enmponii. SIk 1 B TECTI Ha NEPIOAMYHICTh, B JAHOMY TECTi aKIICHT pOOUTH-
Csl Ha MiIPaxyHKY YaCTOTH BCIX MOKIIMBUX MEPEKPUBAHb IAOJIOHIB TOBXKWHU /1 OITIB MpO-
TATOM IMOYATKOBOT MOCTTOBHOCTI 0iTiB. HE0OX11HO MOPIBHATH YaCTOTH MEPEKPUBAHHS IBOX
MOCIITIOBHUX OJIOKIB OYATKOBOI MOCIIIOBHOCTI 3 JOBXKHHAMU m Ta m+1 3 yacToTamu Ie-
PEKpUBaHHS aHAJIOTIYHUX OJIOKIB B a0COIFOTHO BUIAAKOBIN MOCITIIOBHOCTI.

Tecm kymynsmuenux cym. TecT monsrae B MAaKCUMAJIBHOMY BiIXHJICHHI (BiJl HYJIS) TIPH JIO-

BUTLHOMY 00X0/1i, BU3BHAYEHOMY KyMYJISITUBHOIO CyMOIO 33JJaHUX (—1,+1) uudp B mociigo-

BHOCTI. HeoOXilHO BM3HAUMTH, YU € KyMYJISITHBHA CyMa YaCTKOBHX ITOCIIZOBHOCTEH, 10
BUHHKAIOTh y BXIJTHUW TOCIIJOBHOCTI, 3aHA/ITO BEJIMKOIO a00 3aHAJATO MAJICHBHKOIO Y TIOPIB-
HSIHHI 3 OYiKyBaHOIO MOBEIHKOIO TaKOi CyMHM JUIs a0COIOTHO BHUITaKOBOI BX1AHOT MOCIIJI0-
BHOCTI. TakuM YMHOM, KyMYJSITHBHA CyMa MOJKE PO3TJIANATHCA SK JOBUIBHHH OO0Xij.
J1jis BUITaIKOBOT OCTIAOBHOCTI BIIXUICHHS BiJ] JOBLILHOTO 00XOAY MOBUHHI OyTH OJIU3BKO
HYJISI.

Tecm na 0osinwhi gioxunents. CyTb TaHOTO TECTY IMOJIATAE B MiAPAXyHKY YUCIA [HUKIIB, 110
MarTh CyBOPO k BiJIBIIyBaHb IIPH JOBUIHHOMY O0XO/ll KyMYyJATUBHOI CyMH. JIOBUTBHUIT 00-
X1J1 KyMYJISITUBHOT CyMH TTOYMHAETHCS 3 YACTKOBHUX CYM MICHsI TIOCHIJOBHOCTI (O,l), nepek-

nageHoi y BianmosiaHy nocminosuicts (—1,+1). LMK T0BiIbHOrO 06XOMY CKIAmaeThCs 3

cepii KpOKiB OAMHUYHOT JJOBKMHH, BUKOHAHUX Yy BHUIAAKOBOMY HOpsiKy. Kpim Toro, Takuit
00XiJI TOYNHAETHCS 1 3aKIHIYEThCS Ha OJHOMY 1 TOMY X eJeMeHTi. MeTa 1aHoro TecTy mo-
Jsira€ y BU3HA4YEHHI TOTO, UM BiJIPI3HAETHCSA YHMCIIO BiJBIAyBaHb IEBHOIO CTaHy BCEpEeAMHI
UKy BiJl aHAJIOTIYHOTO YHCIa B pa3i aOCOJIOTHO BWITAJKOBOI BXIJHOI TOCIIiIOBHOCTI.
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@aKkTHUYHO NaHWH TecT € HaOOpOM, IO CKIANAETHCSA 3 BOCBMH TECTIB, SIKi TIPOBOISTHCS /IS
KOXHOTO 3 BOCbMU CTaHiB IUKIY: -4, -3, -2, -1 Ta +1, +2, +3, +4.

15) [Hwuii mecm ma O0oginvHi gioxunenHs. Y 1IOMY TECTI MIAPAXOBYETHCS 3arajibHa KUIBKICTh
BiJIBilyBaHb MIEBHOTO CTaHy MPHU JOBUILHOMY 00XOA1 KyMYJISTUBHOI CyMH. MeToro € BU3Ha-
YEeHHS BIIXWICHb BiJl OYIKyBAaHOTO YMCIIA BiJBiAyBaHb Pi3HUX CTaHIB MpPU JOBIILHOMY 00-
xoxi. HacnipaBai et tect ckinanaetbes 3 18 TecTiB, 10 NPOBOIATHCS Il KOKHOTO CTaHYy:
-9,-8,...,-1Ta +1,+2, ..., +9.

TakuM YuHOM, B pe3yldbTaTl TECTYBAaHHS JABIMKOBOI MOCTIZOBHOCTI (OPMYETHCS BEKTOP
P={P,P,..Py} 3HaucHp iMOBipHOCTEIi. AHAIII3 CKIa/IOBHX P, 1pOT0 BEKTOPY /103BOJISIOTH BKa-

3aTH Ha KOHKPETHI Ae(EKTH BUMAAKOBOCTI MPOTECTOBAHOT MOCIIIIOBHOCTI.

[TpoxomKeHHS] KOXKHOTO 3 15 CTaTUCTUYHHUX TECTIB € BAXKIIMBUM KPHUTEPIEM OIIHKHU IMCEBIOBH-
MaJKOBOTO TeHepaTtopy. ToMy HaBiTh HE BiAMOBIAHICT 33 OJTHUM YH O1IbIIE KPUTEPIIMH O3HAYaE,
10 KJIIOYOBHH MOTIK HE MOKE Ha BHCOKOMY DIBHI NMPOTHCTOSTH KPUMNTOAHANI3y. SIKINO, 3 1HIIOTO
00Ky, reHepaTop MPOXOAUTH BCI TECTH, 11€ 30BCIM HE TOBOPUTH MPO 3aXHUIIEHICTh T€HEPATOPy, OCKi-
JBKY TaKi TECTH HE BPaXOBYIOTh OCOOIMBOCTEN peabHOI KOHCTPYKIII reHepaTopy.

HakonmyeHnid 1OCBi MPOBEICHHS CTATHCTUYHOTO TECTYBAaHHS MOKA3ye, IO KUTBKICTh MPO¥-
JICHUX TECTIB JIOCIIXKYBaHUM T'€HEPaToOpoM Oe3MocepeIHbO 3aIEXKHUTh Bl BHOPaHOT BUXITHOI 1OC-
JOBHOCTI KpUMOTOANTOPUTMY. {7151 3a0e3medenHHst 3aaHoi TIOCTOBIPHOCTI pe3ysIbTaTiB CTaTUCTHY-
HOTO TecTyBaHHs B poOoti [20, 21] 3ampomoOHOBAaHO OMMIHWTH MaTeMAaTHYHE CIIOMIBaHHS YHUCIIA
OpOHJIEHNX TecTiB X, NOCIIIKYBaHUM TI€HEPATOPOM (KPHIITOAITOPUTMOM), PO3IJSANAIOUU IIPH

IbOMY KOXXHE i -€ TECTyBaHHS SIK OJJHE CIIOCTEPEKEHHS (JIOCBiT), TOOTO K KOHKPETHY peaizallito
NESIKOI BUITAJIKOBOI BEJIMUYMHUA X .

[Tpu mpoBeneHHI CTATUCTHYHUX JTOCIIHKEHD 32 KOXKHUM aJlropuTMoM Oyio copmoBano 100
nociioBHOCTe#t 3aB10BKKN 10° GaiiTiB, TOGTO PO3MIp CTATHCTHYHOI BUOIPKH 33 KOXKHIM aJITOPHT-
mom csiraB 10 Gaiiris. Koxnre TecTyBanHs (3a KOxKHOIO i3 100 IOCITIOBHOCTEIT) PO3IAIATOCS SIK
He3aJIe)KHE CIIOCTEPEeKEHHs. Y Tallsl. 5 HaBeEHO y3arajbHEHl pe3yJIbTaTH CTaTUCTUYHOIO TECTy-
BaHHS 32 KOXXHHUM JOCIIKCHUM aJITOPUTMOM.

Tabmuus 5
Pe3ysbpTaTti CTaTUCTHYHOTO TECTYBAaHHS aJITOPUTMIB I'€IIyBaHHS

Hassa anroputmy | M099 | D099 | S099 | P099 | M096 | D096 | S096 | P096 | MIN
I'OCT 34.311 132.90 | 43.93 | 6.62 1 186.83 | 1.46 | 1.20 1 182
CTPUBOI256 131.92 | 5593 | 747 1 186.70 | 1.81 1.34 1 181
CTPUBOTI'512 131.64 | 48.99 | 6.99 1 186.76 | 1.88 | 1.37 1 182
BALLOON 32 134.20 | 60.56 | 7.78 1 187.10 | 1.09 | 1.04 1 185
BALLOON 64 126.50 | 0.25 | 0.50 1 183.00 | 1.00 | 1.00 1 182
BLAKE256 133.31 | 55.13 | 7.42 1 186.75 | 1.90 | 1.38 1 183
BLAKES12 132.65 | 55.74 | 7.46 1 186.73 | 1.59 | 1.26 1 183
BMW 132.39 | 48.99 | 6.99 1 186.92 | 1.55 | 1.24 1 182
CUBEHASH 131.22 | 55.65 | 7.46 1 186.80 | 1.44 1.2 1 183
DJB-2 8.92 1.21 1.10 1 11.64 | 0.29 | 0.53 1 10

DJB-2 XOR 2.99 2.16 | 147 1 4.94 1.69 | 1.30 1 0
ECHO 131.96 | 53.85 | 7.33 1 186.51 | 2.16 | 1.47 1 182
FUGUE 224 133.07 | 45.78 | 6.76 1 186.61 | 2.11 1.45 1 180
FUGUE 256 13242 | 43.74 | 6.61 1 186.78 | 2.25 | 1.50 1 180
FUGUE 384 131.03 | 57.22 | 7.56 1 186.66 | 1.78 | 1.33 1 182
FUGUE 512 133.02 | 62.31 | 7.89 1 186.76 | 2.14 | 1.46 1 180
GROESTL 256 133.23 | 56.01 | 7.48 1 186.72 | 2.14 | 1.46 1 181
GROESTL 512 133.01 | 58.58 | 7.65 1 187.14 | 0.90 | 0.94 1 184
HAMSI 224 132.84 | 53.65 | 7.32 1 186.66 | 2.36 | 1.53 1 112
HAMSI 256 131.71 | 5142 | 7.17 1 186.87 | 1.87 | 1.36 1 181
HAMSI 384 132.86 | 51.26 | 7.15 1 187.19 | 1.21 1.10 1 182
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Hasga agroputmy | MO099 | D099 | S099 | P099 | M096 | D096 | S096 | P096 | MIN
HAMSI 512 132.17 | 51.16 | 7.15 1 186.45 | 2.68 | 1.63 1 179
J-H 131.70 | 71.63 | 8.46 1 186.69 | 2.43 | 1.56 1 180
KECCAK 256 131.27 | 58.79 | 7.66 1 186.52 | 2.70 | 1.64 1 181
KECCAK 512 132.40 | 48.12 | 6.93 1 186.78 | 1.41 1.18 1 182
LOSELOSE 16.00 | 0.00 | 0.00 1 16.00 | 0.00 | 0.00 1 16
LUFFA 133.11 | 47.07 | 6.86 1 186.71 | 1.50 | 1.22 1 183
PROGPOW 130.00 | 0.00 | 0.00 1 188.00 | 0.00 | 0.00 1 188

RANDOMX 0.00 0.00 | 0.00 1 0.00 0.00 | 0.00 1 0
RIPEMDI160 84.79 | 84.04 | 9.16 1 132.11 | 80.95 | 8.99 1 105
SCRYPT 1024 133.80 | 68.36 | 8.26 1 187.10 | 1.49 | 1.22 1 184
SCRYPT 16384 140.00 | 0.00 | 0.00 1 185.00 | 0.00 | 0.00 1 185
SHA2 256 132.70 | 57.39 | 7.57 1 186.74 | 1.67 | 1.29 1 182
SHA2 512 133.01 | 51.78 | 7.19 1 186.87 | 1.99 | 1.4l 1 182
SHABAL 224 132.76 | 50.12 | 7.08 1 186.67 | 2.52 | 1.58 1 180
SHABAL 256 133.18 | 61.72 | 7.85 1 186.61 | 239 | 1.54 1 115
SHABAL 384 131.63 | 45.61 | 6.75 1 186.54 | 2.00 | 141 1 180
SHABAL 512 132.81 | 45.41 | 6.73 1 186.87 | 1.57 | 1.25 1 182
SHAVITE 132.01 | 53.72 | 7.33 1 186.9 1.53 | 1.23 1 182
SIMD 133.09 | 39.54 | 6.28 1 186.85 | 1.58 | 1.25 1 182
SKEIN 131.90 | 46.97 | 6.85 1 186.71 | 1.26 | 1.12 1 184
WHIRLPOOL 132.29 | 47.90 | 6.92 1 186.78 | 1.59 | 1.26 1 182
X11 132.46 | 46.48 | 6.81 1 186.80 | 1.28 | 1.13 1 184

X12 133.10 | 21.29 | 4.61 1 186.20 | 2.36 | 1.53 1 183
X13 137.00 | 74.56 | 8.63 1 186.90 | 0.69 | 0.83 1 185

X14 131.40 | 24.44 | 4.94 1 186.90 | 0.69 | 0.83 1 123
X15 130.10 | 31.49 | 5.61 1 186.20 | 4.56 | 2.13 1 182

X16 0.90 0.09 | 0.30 1 1.00 0.00 | 0.00 1 1

X17 3.20 0.36 | 0.60 1 5.80 0.16 | 0.40 1 5

B ta0i1. 5 HaBeneHo Taki gaHi:

«M096» Ta «M099» — OIIHKM MaTEeMaTHYHOTO CIOJiBaHHS (BHOIPKOBI CepelHi) Ymcia
NIPOH/ICHNX CTATUCTHYHHUX TECTIB 3a Kputepiem P, > 0,96 Ta 3a kpurepiem P, > 0,99, Bix-

MOBIIHO;

«D096» ta «D099» («S096» Ta «S099») — ouinku gucnepciii (cepeaHbOKBAAPATUIHHUX
BIJIXWJICHB) PE3yJbTaTiB TECTYBAHHS YMCIIA MPOUACHUX CTATUCTUYHHUX TECTIB 3a KPUTEPis-
mu P, 20,96 ta P, 20,99, BiJIIOBiAHO;

«P099» — 3HaueHHs AOBIpPYOT UMOBIPHOCTI JIJIsl YMCJIa MPOUICHUX CTATUCTHYHUX TECTIB 32
kpurepieM P, > 0,99 Ta npu T04HOCTI & =2
«P096» — 3HaueHHs NOBipYOi MMOBIPHOCTI JAJISl YUCIIA MPOMIEHUX CTATUCTUYHUX TECTIB 3a
kputepiem P, > 0,96 Ta npu To4HOCTI £ =1;

«Min096» MiHIMaNbHI 3HAYEHHS YHCIA TMPONUIACHUX CTATUCTUYHUX TECTIB 32 KPHUTEPIEM
P, >0,96.

Pe3ynbraté CTaTUCTUYHUX AOCTIKEHBb (CTAaTUCTUYHI TOPTPETH) aJTOPUTMIB TCITyBaHHS Ha-
BeJIEHO Ha puc. 3 — 42, Ae 1Mo mKai adCIuc BiAMIYEHUH HOMEp CTAaTUCTUYHOTO TECTY, a 3a IIKaJIOk0
OpJIMHAT — UMOBIPHICTH MPOXOKEHHS TECTY.
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OTpuMaHi pe3yJIbTaTH CTATUCTUYHHX JOCIIDKEHb CBIAYaTh, IO MEBHI MIBHUIKICHI aJTOPUTMU
HE MOKYTh OyTH 3aCTOCOBaHi y Kpuntorpadiuyaux nonarkax. Lle crocyeTscs, HapuKiai, alropur-
MmiB DJB-2, LOSELOSE Ta iHmmux, 60 i anroput™u, (akTHIHO, OOYUCITIOIOTh HE KpUNTorpadiuyHy
KOHTPOJIbHY CyMy. AJie OiIbIIICTh 3 AOCTIIKEHUX aIrOPUTMIB KPUNTOrpadiuHOTO reuryBaHHs Mo-
Ka3aJii BUCOKI CTaTUCTUYHI BIACTHBOCTI 1 32 KPUTEPIEM HEPO3PI3HIOBAHOCTI 13 BUIAAKOBOIO TOCITi-
JOBHICTIO MalOTh BHCOKI ITOKa3HUKH.

BucHoBku

OyHKIIT TeuryBaHHs SBISIOTH COOOI0 CKIIATHUM 1 Ay)Ke Ba)XUBHM KpunTorpadiyHui mpuMi-
THUB, SIKHH 3aCTOCOBYETHCS MPAKTHYHO B YCIX MeXaHi3MaxX Ta MPOTOKOJIAX KPUNTOrpadiyHOro 3axu-
cTy iH(opmarii (popMyBaHHS HapoiB, MKU(PYBaHHS, TeHEPallis TICEBIOBUIIAAKOBUX MOCIITOBHOC-
TeH, (opMyBaHHS €JIEKTPOHHOTO MiAMHCY, Tomo). OCcTaHHIMU POKaMH KOJIO 3aCTOCYBAHHSI TeIly-
BaHHs 3HAYHO PO3LIMPHIIOCS. 30KpeMa, 13 MOSIBOIO Ta CTPIMKHM PO3MOBCIOJKEHHSAM JIELIEHTPaIi30-
BaHUX PO3MOJUICHUX CHCTEM, MOOYIOBaHMX 3a TEXHOJIOTI€I0 TaK 3BAHHUX «3B’SI3aHUX CITUCKIB»
(6mox4eiH-CUCTeMH) BUHHUKJIA TOCTpa MoTpeba y IIBHIKHUX, O€3MEYHHX Ta HaAIMHUX (DYyHKIISIX
TelIyBaHHs, 00 camMe Ha iX BJIACTUBOCTSIX HemepeadadyBaHOCTI Ta HEOOOPOTHOCTI OyMyIOThCS 3a-
XMILIEH] OJIOKYEHH-TaHIIOKKY. 3a1ada oOpaHHs reul-(QyHKIIT 3HAYHO YCKJIaIHAEThCSA Yepe3 MOLIu-
PEHHS CIEIialli3oBaHUX OOYMCIIOBAYiB, SIKI PO3POOJSIOTHCS Ta MPAKTUYHO 3aCTOCOBYIOTBHCS IS
MoLIyKy npooOpa3iB Hanepea cpopmoBaHuX reni-3HadeHb (ASIC-maiininr). [HBecTyroun B npua-
6annst ASIC-00umcmoBa4iB OKpeMi I'paBlli MOXYTh OyTH MOCTaBJICHI Y CBIZJOMO OUIbII BHTiIHE
CTAHOBHILE MTOPIBHAHO 3 IHIIMMHU KOPHCTyBauaMH OJIOKYEHH-CUCTEMH 1, OT)KE, MOXKYTh CTaTH MPHU-
YUHOK0 HEJOBIPU Ta KOMIIPOMETAIii JETICHTPATI30BAHUX TEXHOJIOTIH (HAMPUKIIAL, PI3HUX KPHIITO-
BAJIIOT, PO3MOJAIJIEHUX CXOBHIL, CMapT-KOHTPAKTIB, TOLIO0). OTXKe AOCHIHKEHHS BIAaCTUBOCTEH Cy-
YaCHUX QJITOPUTMIB T€UTyBaHHS Ta OOTPYHTYBaHHS PEKOMEHAALIN MO0 1X 3aCTOCYBaHHS ISl pO3-
OyZ0BU HaLlIOHAJBHOI'O CErMEHTY OJIOKYEHH-TEXHOJIOTIH € 6€3yMOBHO Ba)KJIMBMM Ta HaJA3BUYANHO
aKTyaJbHUM HayKOBUM 3aBJIaHHSIM.

B miit 3aBepmianeHiit ctaTTi (i3 cepii poOiT, MPUCBSIUYEHUX AITOPUTMAaM TellyBaHHS y Cy4yacHUX
OJIOKUEHH-CUCTEMAaX) MPOBEJCHO MOPIBHSIbHI JTOCTIKEHHS SIK CTAHIAPTU30BAaHUX Ha MDKHApO-
HOMY Ta HaIllOHAJTFHOMY PIBHI aJITOPUTMIB T€ITyBaHHs, TaK 1 Tem-QyHKIIIN, 0 OyIu MPeICTaBICHI
Ha PI3HUX KPUNTOrpadiuHMX KOHKYypcaxX Ha HAyKOBO-IIOIITYKOBUX MPOEKTax. 3okpema B Taba. 1 — 5
Ta Ha puc. 1 — 42 HaBeIEeHO OTpPUMaHI PE3yJbTaTH 3 JOCHIKEHHS Takux anroputmiB: ['OCT
34.311, CTPUBOI"256, CTPUBOI'512, BALLOON 32, BALLOON 64, BLAKE256, BLAKES12,
BMW, CUBEHASH, DJB-2, DJB-2 XOR, ECHO, FUGUE 224, FUGUE 256, FUGUE 38&4,
FUGUE 512, GROESTL 256, GROESTL 512, HAMSI 224, HAMSI 256, HAMSI 384, HAMSI
512, J-H, KECCAK 256, KECCAK 512, LOSELOSE, LUFFA, PROGPOW, RANDOMX,
RIPEMD160, SCRYPT 1024, SCRYPT 16384, SHA2 256, SHA2 512, SHABAL 224, SHABAL
256, SHABAL 384, SHABAL 512, SHAVITE, SIMD, SKEIN, WHIRLPOOL, X11.

Jiist BCiX pO3TIISIHYTHX ITOPUTMIB OyJIM MPOBEICH] MOPIBHAIBHI JOCIIIKEHHS IBUIAKOIT Ha
PI3HUX OOYHCIIOBAIBHUX MUIaT(GopMax Ta 13 pi3HUMH BXIAHUMHU napameTpamu. OTpuMaHi pe3ylib-
TaTH YaCTKOBO HaBeJleHO y Ta0u. 1 — 4. 3okpema BCTaHOBIIEHO, IO OUIBIIICTh MPOEKTIB PO3MOIije-
HUX MEpEeX BUKOPUCTOBYE HAMIMHI Ta TIEPEBIPEHI YaCOM aJITOPUTMHU KPUMTOTPAPidIHOTO TeITyBaHHSI
(mampuknan, anroputmu KECCAK, SHA2, RIPEMD160, To1o), siKi BOJOIIOTh BIAHOCHO BHUCO-
KUMU MIBUIKICHUMH TTOKa3HUKaMH. AJleé OCTaHHIMHU poKaMHu st 3axucty Bim ASIC-maiiHepiB mo-
Yajgy 3aCTOCOBYBaTHCS 1 1HIN rem-pyHKIii, sSKi Xo4ya 1 MOXYTb OyTH HaBITh IIBHIIIMMHU 32
KECCAK, SHA2 a6o RIPEMD160, aie BoioAit0Th IEBHUMHU BPA3IMBOCTSIMH CTOCOBHO BJIACTHBO-
cTeil He0OOPOTHOCTI. SIK MpPUKIIaJ MOXHA HaBeCcTH 3acTocyBaHHs anroputmiB MD4, EDONR-256,
EDONR-512, ED2K, a6o naBith HaumnpocTtimmx ¢yskimiin DIB-2 ta LOSELOSE. Yepes npoctoty
OO0YMCIICHHS MIEBHUX MOKA3HUKIB HE MOXKHA HEXTYBATH MOPYIIEHHSIM BJIaCTUBOCTEH HEOOOPOTHOC-
Ti, OCOOJIMBO SIKIIO CaMe€ Ha HHUX Oa3yrOThCA OCHOBHI IepeBaru OjokdeitH-mepex. OTpumani
pe3yJbTaT MOPIBHSUIBHOTO aHai3y JAlOTh MOXIIMBICTH OOMpaTH KpunrTorpadidHi GyHKUii remry-
BaHHS 32 KPUTEPISIMHU IMIBUAKOAIT HA PI3HUX MPHUCTPOSX Ta OOrapTOBYBATH iX MPAKTHYHE 3aCTOCY-
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BaHHS IS TOOYI0BU JICIIEHTPATI30BAaHUX CHCTEM THITY OloKuYeiH. [{e Takoxk CTOoCyeThes 1 pe3yiib-
TaTiB MOPIBHSUIBHOTO aHaNI3y MIBUAKOIT Ha rpagiuHUX 0OUYUCITIOBAYiB, 0COOIUBO 3 MPUBOAY MOXK-
JHMBO1 p0o30yA0BY HALlIOHATILHOTO CETMEHTY OJIOKYEHH-MEpEX.

OTtpumani pe3ynbTaTH CTATUCTUYHOI Oe3neku (quB. Tabm. 5 ta puc. 3 — 42) cBiguaTh, 110 Oi-
JBIICTh (YHKINH TEeNTyBaHHS 3aJI0BOJBHAIOTH BCTAHOBIEHUM KpHUTepisM (3a Metoaukoro NIST
STS), To6TO 3a pi3HUMHU MMOKA3HUKAMH BUXI1JIHI MOCIIJOBHOCTI (TelI-3HaYEHHS) HE BIAPI3ZHIIOTHCS
(Y cTaTUCTHYHOMY CEHCI) BiJl peaizallii BUMaIKOBOro mporiecy. Lle cTocyoThes, mepeBaxkHO, BiJ0-
MUX Ta CTAaHJAPTU30BAHUX AJITOPUTMIB, SIKI 3aCTOCYIOTBHCS B PI3HUX KPUNITOrpadiyHUX AOAATKAX Ta
BXKe OyJIHM CyTTEBO JOCIHIPKEHI Ta BUBYCHI MPU MOMEPEIHIX BUMPOOYBaHHAX. AJie cepes alropuT-
MiB 13 Ta01. 5 € 1 Taki, HOKa3HUKU CTATHUCTUYHOI O€3IEKH AKHUX € He3aI0BiIILHMMHU, a00 30BCIM He-
npuiiHsaTHIMA. Hanpuknan, Binomuii anroput™ remryBanast RIPEMD160, sikuii cranzapTu30BaHo B
ISO/IEC 10118-3:2018 Ta mpuiiHsATO 10 3acTOocyBaHHs B €BporneiicbkoMy Coto3i, MoKka3aB HEBUCOKI
3HAYCHHSI CTATHCTUYHOI Oe3NeKku (CepeHe YMCIIO0 MPOMIEHUX CTATUCTHYHUX TECTIB 3a KPUTEpieM
P; 20,96 ne mepeumye 85). Tobro, sikino Ha Bxix anropurMy RIPEMDI160 nogaeTscest HaamipHa

MOCIIIOBHICTH (B HAILIMX JOCHIKEHHSIX BX1JHA MOCTIAOBHICTh (hopMyBanacs 3BUYAWHUM JIUMIIb-
HUKOM), (POPMOBaHi I'eII-KOJIM 32 OKPEMUMH TECTaMH BiJIPi3HAIOTHCS BiJl BUMIAJKOBOI MOCIIIJOBHOC-
Ti, TOOTO MalOTh MEBHUM AeTepMiHI3M. | X0ua HaMu He 3HalIEHO KOHKPETHUX J1e(heKTiB allfOPUTMY
RIPEMD160, orpuMani pe3yabTaTi CBiq4aTh MPO MEBHI Bagu (POPMOBAHUX TEII-KOJIB 3 TOUYKH 30-
py iX BUIAAKOBOCTI Ta HemependadyBaHOcTi. OKpeMo CIiJl BIAMITUTHA HE3aJ0BLIbHI MOKa3HUKH
CTaTUCTHYHOI Oe3mneku anroputMis reuryBanis DJB-2, DJB-2 XOR ta LOSELOSE. Lli anroputmu
MOKa3aJI¥ HAWBUII MOKa3HWKHU IBUAKOMII (IuB. Tabm. 1, 2), ajme 3a mMOKa3HUKAMH CTaTHCTUYHOT
0€3MeKr BOHU € HENPUHHATHUMH JI0 MPAKTHYHOTO 3aCTOCYBAaHHS y KPUNTOTpadiuHUX TOJaTKaX.
Leit BucHOBOK € nependadyBanum, 6o anropurmu DJB-2, DJB-2 XOR ta LOSELOSE no cyTi He €
KpunrorpagiuHuMu, 00YHCICHHS TeII-KO/IiB B HUX € MOAIOHMM 0 3BHYAIHOT KOHTPOJIBHOI CYyMH.
Ane, K IOKa3yl0Th OTPUMaHI1 pe3yJbTaTh, HaBiTh ¥ Pa3l BUKOPUCTAHHS CTaTUCTUYHO-HEOE3MEUHNX
QITOPUTMIB y CKJIAJi KAaCKaJHUX CXEM MaWHIHTY (HalpHKIaJa, y CKJIAIl aJTOpPUTMIB TellyBaHHS
cimeiictBa «X»), (popMoBaHi remr-3Ha4eHHs TAKOXX HE 3aJJOBOJIBHAIOTh MOKAa3HUKaM CTATUCTUYHOT
Oe3mneku (IUB. OCTaHHI JBI CTPOKHU TabIuII 5).

TakuM 4MHOM, BUOIp aNrOpUTMY TeUIyBaHHS JUIsl MOOYJOBH €JIEMEHTIB ONOKYEHH-CUCTEM €
Ha/I3BUYAHO BaXXJIMBUM 1 KPOIITKUM. 3 OISy HAa OTPHMaHI Pe3yIbTaTH OKPIiM NMOKA3HUKIB IIBU/I-
KOJi1 HEOOX1THO TaKOX BPAaXOBYBATH HAAINMHICTh Ta Oe3MeKy KPHUMNTONEPETBOPEHb. BaxkiuBum €
TaK0XX HasSBHICTH crienianizoBanux oouncioBadiB (ASIC), 3acTocyBaHHS SIKUX 3HAYHO MPUCKOPIOE
MalHIHT y NEBHUX MPOTOKOJaX KOHCeHcycy. OTxe s 00IpyHTYBaHHsS BUOOpPY aIrOpUTMIB Ielry-
BaHHs HEOOXiHO BPaxOBYBaTH Pi3HI (PaKTOPH Ta MOKA3HUKU €(EKTUBHOCTI, B TOMY YHCIi 0COOIH-
BOCT1 OOYTI0BU KOHKPETHOI OJIOKYEHH-CUCTEMH, MPOTOKOJIIB KOHCEHCYCY, allTOPUTMIB 00pOOKH Ta
00MiHY TIOBiTOMJICHHSIMH, TOIIIO.
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ESTABLISHING TRUST PROTOCOLS IN MUTUAL DISTRUST NETWORK
BY CONSENSUS FORMATION

Introduction

TRUST formation in computer networks by means of verification protocols has become an im-
portant subject in computer science and impacts the architecture and design of networked applica-
tions in a wide range. This issue is particularly relevant in the face of future increasing threats from
quantum computing, when it will become impossible to rely only on the cryptographic strength of
key system parameters.

In this paper, we draw attention to the analogy between consensus formation in social networks
and trust formation in verification computer protocols. In both application domains, trust could be
built within different possible topological architectures. It is interesting that consensus formation, in
both disciplines, could be reached, among other topologies, both for a hierarchical and for a distrib-
uted architecture. However, the computational efficiency, in this context quantified by the time to
consensus, can be quite different and depends both on the number of nodes and on the network to-
pology.

The paper is organized as follows. In section 2 we introduce the paradigmatic voter model and
present the results of simulation with two types of different architectures. In section 3 we generalize
the main principles of the most widespread infrastructure and describe how it could be implemented
with different architectures. Finally, in section 4 we compare and discuss the results of consensus
formation time simulations, and discuss practical implications.

1. Consensus formation in social networks

1.1. The paradigmatic voter model

In this work, we are primarily concerned with the consensus formation in hierarchical versus
distributed consensus protocols, highlighting the network topology dependence of the system size
scaling. In complementing perspective, topology-dependence of consensus formation has been ex-
tensively studied in the context of consensus or political opinion formation both in homogeneous
populations [1, 2] and in social networks [3]. Besides the formal mathematical analogy, we intend
to convey the transdisciplinary viewpoint, to view (a) the protocol handshake between two comput-
er nodes as an interaction between agents within an (artificial) society, and (b) social individuals
within a population, when exchanging and agreeing on opinions, implicitely perform a formal pro-
tocol that is (observing some transmission uncertainties frameable in an information- theoretical
treatment) prescribed by a logical set of social rules.

To arrive at a mathematically or computationally tractable model, it appears necessary to razor
down the model to the bare necessities of the mechanism. The voter model [4] casts opinion trans-
mission from one agent to annother into only one possible elementary interaction: in each time step,
one agent is selected at random, and thereafter persuades annother agent, that is randomly chosen
among the next neighbours. We observe that the interaction topology, defined by a graph adjacency
matrix, will influence the dynamics of the opinion formation process.

Although it has been prominetly questioned whether the voter model itself serves as a precise
model for voters [5] it is acknowledged that statistical scaling features of opinion formation pro-
cesses are covered even from this simplified model.

1.2. Definition of the Voter Model

The voter model mathematically is defined as a discrete stochastic process [4]. In its standard
version, the system is comprised of N nodes forming a connected graph with adjacency matrix (aj),
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and the system state is defined by the state of all nodes, which can assume the values 0 or 1, respec-
tively. These binary states can reflect opinions, an activated gene, an infection status in a contagion
system, or the certification status of a node in a computer network. In the case of all nodes being in
a homogeneous initial condition, i.e., all 0 or all 1, due to the absence of mutations or spontaneous
opinion changes, no further change takes place, hence these states are absorbing states of the dy-
namics. In each step in discrete time, the following dynamics (algorithm) is executed:

1) One node is chosen at random.

2)  One of the nodes j is connected to i (i.e., @; = chosen at random.

3) Node j assumes the state (opinion) of node i.

The last step can be interpreted in the way that node i convinces node j. If all nodes reach the
same state, all 0, or all 1, consensus is reached, and the number of iterations is called time to con-
sensus. It is common to perform Monte-Carlo simulations averaging over a sufficiently large num-
ber of initial conditions, to obtain reliable estimates for the expected average time to consensus. As
the average time to consensus is largest when the number of 0 states and 1 states in the initial con-
figuration equals N/2|, welhave chosen such a symmetric configuration of maximal dissensus as ini-
tial configuration for all our simulations of the voter model.

1.3. Consensus Formation in the Voter Model in Different Topologies

To address systematically the average time to consensus, we have performed extensive Monte
Carlo simulations of the voter models on different network architectures. These include an all-to-all
coupled network (also known as complete graph in graph theory), a ring network as a one-
dimensional structure with periodic boundary conditions, and specific hierarchical tree structures
that resemble hierarchical both social and computer architectures.

Fig. 1 displays the average time to consensus depending on the total number of nodes N , in
double logarithmic plot, for the different architectures.

2. Trust formation in computer networks

The concept of consensus formation takes place not only in the context of social networks, but
also in the context of computer protocols. For almost 20 years, the society has been introducing
electronic technologies into its life.
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Fig. 1. Simulation results for the voter model on different network topologies. Distribution of different opin-

ions on initial stage is 50/50. Probability of acceptance neighbor’s opinion is equal to 0.5.
(Results are averaged over 100 experiments)

Building trust in the online environment is a key to economic and social development. Lack of
trust makes stakeholders hesitate to carry out transactions electronically and to adopt new services.
The critical issue is to ensure trust in an environment of mutual distrust: a network where none of
the participants trust the other. Let us mention that not only people can act as participants in the
network, but also artificial intelligence agents. For instance, when building a network using the In-

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 97



ternet of Things. As we can see, successful implementation of modern technologies of electronic
management, electronic trusted services are not possible without the creation of an appropriate in-
frastructure. The infrastructure for implementing the above mentioned technologies is the public
key infrastructure (PKI).

PKI is a set of tools (technical, material, human, etc.), distributed services and components,
which are collectively used to support crypto tasks based on private and public keys [8]. It does not
matter whether it is a national PKI to support electronic signature tasks or a private PKI for an indi-
vidual organization to support employee authentication processes, or PKI deployed on a smart home
base, the principles for ensuring security remain unchanged.

In fact, PKI are based on several basic principles:

1. Private Key is known only to its owner.

2. Certification Authority (CA) creates an electronic document — a public key certificate, thus
certifying the fact that the private key is known exclusively to the owner of the certificate, the pub-
lic key is freely transferred in the certificate.

3. Nobody trusts each other, but everyone trusts to CA.

4. CA confirms or refutes the belonging of the public key to the given person who owns the
corresponding private key.

As we can see CA acts the role of security guarantor. Although, the presence of the guarantor
itself cannot ensure the security of iterations between network users. Additionally, to ensure the
trust between participants reliable implementation of actual trust model should be done.

According to [7] there are verities of possible trust models:

CA
| I—

o o] E
L

| userl || user2 || user3 || user4 || user5 || user6 ” user? ” userg ” user9 |

Fig. 2. Strict hierarchy of CA

= strict hierarchy of CA;

= not a strict hierarchy of CA;

= policy based hierarchy;

= distributed trust model,;

= quadrilateral trust model;

= trust model around the user;

= web trust model.

In current paper we will consider two of them (a) Strict hierarchy of CA and (b) Trust model

around the user, since the first one is the most widespread nowadays and the second is very con-
venient for developing distributed PKI.

2.1. Hierarchical PKI developing principles

The hierarchical structure is easy to imagine as a tree with a root at the top and leaves at the
bottom (as shown in Fig. 2). The end point of trust is the root of the tree. The number of intermedi-
ate levels can be different, including zero. Classically, in a hierarchical architecture, security is en-
sured by the trust of all participants to a third trusted party, certification authorities, based on the
fact that they are subject to a certification procedure.

A user requiring knowledge of a public key generally needs to obtain and validate a certificate
containing the required public key. If the public key user does not already hold an assured copy of
the public key of the CA that signed the certificate, the CA’s name, and related information (such as
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the validity period or name constraints), then it might need an additional certificate to obtain that
public key. Certification paths start with a public key of a CA in a user’s own domain, or with the
public key of the top of a hierarchy. In both cases, it is impossible to verify the validity of the user’s
public key certificate without building a complete certificates chain. Such a chain links current user
and a tree top. This structure allows reliably implement iterations between users, since CA is con-
sidered as trust anchor. On the other hand, that means that in the network there are a number of crit-
ical and potentially vulnerable points. Usually, these points should be subject to regular audit and
strict control. In order to reduce the risk of data loss, it is necessary to store a large amount of back-
ups, which significantly increases the cost of maintaining the system.
We can conclude that such structure has a number of other drawbacks [11], [12]:
= security of the hole system depends on CA root certificate. In case of its compromise, all
certificates in the system are compromised;
= users do not actually dispose of their identity. If necessary, make any adjustments user need
to contact CA;
= lack of interoperability, since certificates issued by different CA not always could be used in
one system;
= there is no one-to-one correspondence between the user and the certificate, by how many
certificates can be issued for one user.

Fig. 3. Example of distributed PKI

2.2. Decentralized PKI developing principles

Another way for developing PKI without building tree structure was proposed by authors in
paper [11]. The main idea was to exclude the central point of trust and ensure security using
blockchain technology.

The blockchain technology [9] was introduced in 2008, its first implementation, i.e. Bitcoin,
was introduced a year later, in 2009, published in the paper ”Bircoin: a Peer-to-Peer Electronic
Cash System” under alias Satoshi Nakamoto [10]. Since then, this technology has only gained its
spread, cryptocurrencies and e-commerce market remain the main areas of application [15 — 17].
However, besides its use in electronic commerce, the blockchain technology can be implemented in
other aspects. In particular, in order to avoid the disadvantages associated with the construction of a
hierarchical structure. The main idea of using blockchain technology for building a decentralized
PKI is that we place the register of the public key certificate status into blocks, thus, ensuring its
safe storage. At the same time, the special structure of the distributed database allows users to relia-
bly verify the certificate of the public key of another user with- out referring to a third trusted party.
The main difference from the hierarchical structure is that users independently store their key pair,
so that a user’s public key certificate can be obtained only from himself. Special procedure was in-
troduced only for the new user primary identification process. For this purpose, trusted nodes (ana-
logs of CA) still exist, but their functions are sharply reduced compared with the hierarchical struc-
ture. After a new user goes through the primary identification procedure at a trusted site, he will no
longer be contacted.
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Such a structure can be a variation of distributed graphs (in this paper we will consider only a
fully connected graph) as shown in Fig. 3.
According to [12] the main advantages of such propose are:

3.

considerable reduction in the cost of maintaining a cumbersome hierarchical structure of
CA;

users are able independently control their identification data and is able to immediately re-
port about the need for their correction (compromise);

leveling ”man in the middle” threat. The intruder will need to attack the entire system;

the directed attack target disappeared. In contrast to hierarchical structure, when the main
targets for the attackers were CA, in this case there is no clear target for the attack, because
the information is stored in a distributed manner and in fact the attacker is forced to attack
the whole network but not a specific node;

the proposed system coulb be used not only for the electronic signature service, but also for
ensuring the electronic identification;

collapse of one or more nodes does not result in system shutdown;

no need to make and store backups;

system interoperability relies on the fact that certificates issued by various CA can easily be
used in a single system;

easy scalability, because adding a new user (a new node) occurs without changing the basic
principles of the architecture.

The analogy between opinion formation in social network and trust formation in PKI

By consensus in PKI, we mean the state of the network, in which each node is confident in the
legitimacy of all other participants. This is possible after the “network authorization” procedure.
The essence of which is to initiate the interaction of each user with all others according to the laws
of the certification chain in a hierarchical structure and according to the blockchain laws in a dis-
tributed one.

In this section, we present the results of simulations that were carried out using the developed
software. Note that we did not integrate the digital signature algorithms directly. For the comparison
procedure, it is sufficient for us to state that a uniform digital signature algorithm is applicable in all
topologies.

To perform simulations regarding “network authorization” procedure on different topologies,
the following initial conditions should be specified:

1.
2.
3.

W

6.

7.

The network is given by a graph (fully connected or hierarchical one).

Nodes store the field “opinion” (boolean values 1 — user is legitimate, 0 — intruder).
Participants do not know in advance which of the nodes are controlled by intruders. They
can figure it out only in process of pairwise interaction. That means (a) passing through the
certification path in the hierarchical architecture or (b) by interacting with each other partic-
ipant in a distributed one.

. We assume that at the initial stage, 50 percent of the nodes are controlled by attackers.
. If an intruder is detected, he (and the nodes that depend on him in the tree) should be ex-

cluded from the network and consensus formation should be completed without it. In this
way a network of legitimate participants will be formed and they will be able to interact
seamlessly and securely.

Nodes that have been excluded from the network have to be regenerated (again with a prob-
ability of 50 percent) and added to the network.

By consensus time, we will mean the time spent on the full authorization of the network (in-
cluding the time for regeneration and re-connection of nodes)

The following assumptions are necessary to describe the “network authorization” procedure:
= the considered topologies are in a closed / protected space (thus, we consider a private PKI

100

or a private blockchain);
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= the time of mutual/cross verification (verification of the public key certificate) takes one it-
eration;

= the node regeneration time takes two iterations (since it is necessary to regenerate the private
key and create a new public key certificate).

3.1. Hierarchical network protocol

For the correct work of the protocol, prerequisite is to follow the requirements that are en-
shrined in X.509 [7]. Current paper considers only the protocol for a strict hierarchical structure,
which means the need to build a certification path up to the root node when initializing the interac-
tion of any two users.

”Network authorization” procedure for hierarchical net- work topology should consist of fol-
lowing.

1. The interaction begins with the leaves of the tree and has a direction to the root.

2. The route is determined by the rules of the certification path in accordance with X.509 [7].

3. When an intruder node is detected, it and all of its child nodes must be excluded and sub-
jected to a regenerating procedure.

4. The interaction procedure should continue for all legitimate sites.

5. After all the legitimate nodes have interacted; the procedure for regenerating the offending
nodes should be be started.

Moreover,

= if the node-intruder had no children (acted as an end user), during the procedure of its re-

plenishment there is a probability (we will set it equal to 50 percent) that it will again appear
to be intruder.

= if not (acted as a certificate authority), then it should be directly regenerated with the value

“1-legitimate”, and all its child nodes, with a probability of 50 percent can again become in-
truders.

Corresponding simulations were performed for two hierarchical topologies types : for (a.1) tree
where every node has a degree of three (Fig. 4 ) and (a.2) tree with five hubs (Fig. 5).

The tree with every node degree is three is a classic symmetrical PKI, which is well suited for
structuring an indepth organizational structure. The limited number of child nodes does not allow
the system to expand rapidly in the horizontal direction. An example of the use of such a PKI can be
the union of small but clearly structured units.

From the opposite side, it is worth noting that tree with five hubs looks typical for a “wide”
company PKI organization. With this topology, we have several (in this case, five) large subtrees
(divisions) within which a large number of equal users can interact.

Fig. 4. Tree where every node has a degree of three

Fig. 5. Five-hubs Tree
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Fig. 6. Simulation results for different topology types. Distribution of legit users/intruders on initial stage is
50/50. Probability of regeneration for node is equal to 0.5. Results are averaged over 100 experiments

3.2. Distributed network protocol

”Network authorization” procedure for hierarchical net- work topology should consist of fol-
lowing.

1. Interaction could be started from any node in the network.

2. It is required to perform pairwise certification (ex- change key certificates) between every
nodes

3. When an intruder node is detected, it must be excluded and subjected to a regenerating pro-
cedure.

4. The interaction procedure should continue for all legitimate sites.

. After all the legitimate nodes have interacted, the procedure for regenerating the offending
nodes must be launched (taking into account the probability of regeneration equal to 50 per-
cent)

The protocol continues its operation until all nodes are legitimate and do not interrelate with
each other.

W

3.3. Simulation results

Fig. 6 presents results of simulations.
We can conclude that for smaller networks distributed networks shows much better time to
consensus and with an increasing number of nodes the advantage ceases to be so noticeable.
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Fig. 7. Simulation results for Tree topologies. Dependence of the number of legitimate nodes that have been
excluded from the size of the network. Distribution of legit users/intruders on initial stage is 50/50.
Probability of regeneration for node is equal to 0.5
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This tendency can be explained by the fact that to establish all links to a node in a distributed
structure, it is necessary to perform a greater number of “handshakes” (cross-certification proce-
dures) with a larger system size. At the same time for tree structures, this number grows at a slower
rate.

However, another parameter should be taken into ac- count too. The number of legit users,
which were excluded from the network. Obviously, such a situation is possible only in tree struc-
tures (Fig. 7), and for a distributed net- work, this value will be zero for any size of the network.

Based on the plot it is clear that with the growth of the network, the number of legitimate users
who have been excluded and regenerated is growing and can reach 50 percent (and in some cases
100 percent) of the number of all users on the network. This is easy to imagine if the root node of
the tree system is compromised. This situation causes network redundancy and leads to inefficient
use of resources.

Discussion and conclusions

Nowadays progress in the field of electronic technologies allows providing more efficient elec-
tronic trusted services. Building trust is an important task for the reliable critical infrastructures
functioning at any level. Moreover, to conduct completely secure interactions, not only the trust
among the users (human or artificial intelligence) is required, but also confidence in the technology
itself. Distributed trust models and public key infrastructures will become information technologies
of increasing importance, especially in the context of information security when quantum compu-
ting technologies become available. Industries, trafic and trade networks as well as the public ser-
vices sector are increasingly relying on secure networks [13], [14], which often operate internation-
ally and on scales of large number of nodes. This imposes challenges on the architecture of the veri-
fication protocols, such that these can be managed with computational and network resources scal-
ing with system size in a feasible way. Besides optimizing the protocols themselves, the network
topology of each verification concept will have a significant impact on its efficiency. PKI looks like
a very promising instrument to ensure trust in a mutual distrust network, however, zero-day threats,
such as the active development of quantum computing, should be taken into account. And if we do
so, then it should be understood that the security of the whole system cannot rely only on the key
parameters cryptographic security, but additional measures are also required to ensure the resilience
of the system. Such measures can be distributed technologies, in particular, those based on the
blockchain technology. Here, we have investigated distributed PKI in comparison with hierarchical
CA architecture. The time (in units of protocol verification steps) for verification of all nodes in the
whole network has, as we argue, an important analogy to the time to consensus formation in a social
network. Consequently, we investigate this time to consensus on different topologies, both for com-
puter verification protocols, and for consensus formation in social networks as described by the
well-established voter model. We have performed Monte-Carlo simulations for all-to-all coupled
networks, or complete graphs, resembling a fully distributed PKI, or a maximally connected social
network in which information may reach out to any node. This is not unrealistic in some social
subnetworks, like a school class, or the scientific com- munity where all university lecturers and ac-
tive researchers can be reached electronically through their departmental email documented in the
web. For representative hierarchical architectures, we have focused on a tree where all top and mid-
dle layer nodes have a node degree of three, and a hub-tree akin of a company with 5 departments
and flat hierarchy therein. These two trees represent a many- layer structure and a few-layer struc-
ture, respectively. We find that, in the social opinion formation by the voter model, the distributed
network, by large margin, provides fastest consensus. This result holds over the whole range of in-
vestigated network sizes. While both tree architectures perform similarly on small networks, for
large networks the 5-hub trees converge slower, even with a different scaling, to consensus. For
medium-size networks, the results for the verification protocols are similar, although the 5-hub trees
outperform the many-layer trees for medium and large net- works. Counterintuitively, the largest
networks investigated (around N = 200) show a decaying performance for the distributed networks.
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This may be related to our assumption, originally motivated from the opinion formation analogy, of
50 of 100 nodes being not trusted, which puts the system in a dynamical regime where recovery to a
fully certified net- work may take long. Further, our investigation confirms our hypothesis that the
network topology has a significant role in the time to consensus. However, the network architecture
which is optimal may still depend on the type of protocol (where we made some generic assump-
tions), and on the system size. This aspect, together with addressing resilience to targetet attacks,
should be subject of further investigation.
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METHOD OF PROOF OF WORK CONSENSUS ALGORITHMS COMPARISON
Introduction

After the breakthrough paper proposed by Satoshi Nakamoto, blockchain systems have re-
ceived wide distribution. The blockchain technology allows to record and secure store big amount
of various transactions. The most popular usage the technology received in digital currencies. Also
it is used in the areas of government, agriculture, environment, healthcare, education, and much
more. Moreover it is being implemented in telecommunications area for dealing with fraud, quickly
resolving disputes over roaming agreements, verification of billing and user identification (e.g.
ENCRY [1)).

The decentralization has shown the new concept of trust — without any third party. So there is
no central authority that can set the rules and there is no single point of failure.

There can be two types of blockchain consensus protocols — permissioned [2] and
permissionless [3]. The permissioned one requires permission to read the information stored in the
blockchain. The system based on permissionless protocol is publicly available, so everyone can join
and participate in consensus.

The consensus algorithm is the most important part of the blockchain system. It is responsible
for the way how users will come to the consensus among all honest participants. Firstly, they are
used in fault tolerance real-time systems, i.e. nuclear power stations, space systems, aviation sys-
tems, and other critical systems. Secondly, they are used in fault tolerance counting systems, like
clusters and database controllers. Thirdly, consensus algorithms are used in digital currencies to
form the transactions base. The last one can be used either in cryptocurrencies (Bitcoin [4], Cardano
[5], Ethereum [6], etc.) or in centralized currencies (e.g. Ripple [7]).

For today there are three widely spread variants of reaching consensus, i.e. Proof of Work [8],
Proof of Stake [9] and Byzantine Fault Tolerance [10]. There are also a lot of algorithms derived
from them, so the amount of consensus algorithms is big enough to think about “How to choose the
most suitable for defined criteria algorithm among all existing?”’

In that case, the comparison of algorithms should be conducted. There are publications with
analysis of typical consensus algorithms and some of their contemporaries. Du Mingxiao,
Ma Xiaofeng, Zhang Zhe in the paper “A review on consensus algorithm of blockchain™ [11] have
performed a deep analysis of consensus algorithms, their benefits and disadvantages. Zibin Zheng,
Shaoan Xie and Hongning Dai have researched the scalability and security problems [12].
L.M. Bach, B. Mihaljevic and M. Zagar perform a comparative analysis of typical consensus algo-
rithms and some of their contemporaries that are currently in use in modern blockchains [13]. They
perform the overview of algorithms and their analysis focuses on the algorithmic steps taken by
each consensus algorithm, the scalability of the algorithm, the method the algorithm rewards valida-
tors for their time spent verifying blocks, and the security risks present within the algorithm.

This articles provides an overview of advantages and disadvantages of consensus algorithms
and then one can choose the optimal solution for their system to be developed using the proposed
method to make a decision on the most suitable algorithm for given system requirements.

The method proposed in this article allows making a decision on which of algorithms will
match better with known conditions and requirements to the system. This method is proposed for
PoW consensus, but can be also used for other types of consensus algorithms. The method uses the
weight or, in another words, the priority of algorithms properties, so the party decides which of
properties have the highest priority for their system. Thus, the proposed method can be used to
choose among the variety of consensus algorithms the best one, based on the priority of algorithm’s
properties.
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1. Main features of consensus algorithm

The consensus algorithm has the following main properties. First of all it is the type of consen-
sus mechanism. It can be Proof of Work, Proof of Stake, delegated Proof of Stake, Practical Byzan-
tine Fault Tolerance, etc. Among all algorithms were chosen the most popular for permissionless
systems Proof of Work algorithm and its variants of improvement. In this article there are compared
the next algorithms: Proof of Work, delayed Proof of Work, Proof of Activity, Proof of Burn and
Proof of Capacity.

The Proof of Work involves scanning for a value that when hashed the hash begins with a
number of zero bits [8]. They are used to provide security to an entire network and ensure that all
transactions will be processed in a timely manner [14].

Delayed Proof of Work leverages the hashrate of the Proof of Work network to protect its net-
work [15]. Because of this process, which is called notarization, delayed Proof of Work provides
the higher level of security.

Proof of Activity is a hybrid of Proof of Work and Proof of Stake. This feature provides high
level of scalability [16].

Proof of Burn is a consensus algorithm, where users send their money to one defined address,
or in other words burn their coins [17]. This algorithm is more environment-friendly and do not
need any additional tools to increase the mining power.

Proof of Capacity is very similar to the Proof of Burn, but instead of using counting power, it
uses memory [18]. That’s why users do not need to have additional tools, and after they stop min-
ing, they can use their memory for themselves.

The second feature is the transaction confirmation latency (i.e. number of blocks needed to
secure accept the transaction). In other words, it is the minimum amount of blocks that are needed
to ensure security against double-spending attack.

The third feature is the attack prevention mechanism. This feature responds for the way how
algorithm prevents the system from the double-spending attack. It can be based on the hashrate of
the system — the bigger the system is, the harder to perform the attack. Also it can be some addi-
tional features in the algorithm (e.g. PirlGuard System [19] and ChainLock Mechanism [20]).

The next feature of consensus algorithms is their scalability — the way how an algorithm works
in case of increasing number of users reaching consensus. By this feature the algorithms can be di-
vided to easy scalable, scalable with additional conditions and not scalable. This feature is im-
portant especially for digital currencies, as the number of its users can increase very fast.

The last feature considered is the level of decentralization. Algorithms can be fully decentral-
ized, partially decentralized and centralized.

2. The decision-making method in uncertainty conditions

Decision making [21] can be described as the process of reducing uncertainty about solution
options by gaining sufficient knowledge of the options to allow a reasonable selection from among
them. In this context certainty does not mean an exact knowledge of every detail relevant to the
problem under consideration, but it does mean that there is a reasonably good idea of the value of
all relevant factors.

To choose the most suitable consensus algorithm for the system there is applied a number of
criteria, so the multi criteria decision making methods (MCDM) should be used. There can be Mul-
ti-Attribute Utility Theory (MAUT), Analytic Hierarchy Process (AHP), Case-Based Reasoning
(CBR), Data Envelopment Analysis (DEA), Fuzzy Set Theory, Simple Multi-Attribute Rating
Technique (SMART), Goal Programming (GP), ELECTRE, PROMETHEE and etc. The AHP
method is easy to use and scalable. Also its area of application is performance-type problems, strat-
egy development and planning [22].

Among all MCDMs it was chosen the method based on AHP proposed by Thomas L. Saaty
[23]. The AHP helps the parties find one decision that best matches their goal and their understand-

106 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



ing of the problem. This process provides a holistic, rational and comprehensive decision for repre-
senting the problem, its elements and evaluating alternative solutions.

To use the AHP, the party represents their problem in the hierarchy, where the top reflects to
the goal, the interim levels reflects to the technical-economic parameters, and the bottom level re-
flects to the set of alternatives.

The AHP hierarchy is a structured representation of the decision. The technical-economic pa-
rameter, or criteria, can be divided into the subcriteria, sub-subcriteria in as many levels as the prob-
lem requires. Also the type of the hierarchy depends on the knowledge, opinions, values and needs
of the parties.

After representing the problem into the hierarchy, the properties priority is set and each alterna-
tive is estimated with each property. In the AHP the elements are pairwise compared in relation to
their impact to their common property. This system of pairwise comparison can be represented into
the inversely symmetric matrix. The element a(i,j) of the matrix relates to the intensity of occur-
rence of element i regarding the element of hierarchy j. This intensity is evaluated from 1 to 9,
where:

1 — the equal importance

3 — the medium leverage

5 — the supreme leverage

7 — the significant leverage

9 — the large leverage

2,4, 6, 8 — the relative interim value

The comparisons and evaluation relies on the judgements made by experts and represent how
much more, one element dominates another with respect to a given attribute.

3. The method of consensus algorithms comparison

First of all, to use these comparison methods the criteria should be defined. The set of criteria
may be different for each distributed system. The following criteria help estimate and chose the
consensus algorithm that will fully match the existing requirements. All requirements can be divid-
ed into required, desired and additional. The algorithm matches better, when it meets the required
requirements, despite the number of desired requirements met.

In this article the requirement to the distributed system is to perform the most securely and ful-
ly decentralized system. To perform the holistic assessment of each consensus algorithm the follow-
ing criteria are proposed.

e Amount of blocks for transaction confirmation — this criterion performs the amount of
blocks that must be created after the block in which transaction is included, for its confirming.

e Difficulty of attack performing — this criterion performs the hashpower (or another parame-
ter depends on the algorithm) needed for malicious user to get the control on the system.

e Scalability — this criterion shows the work principles in increasing amount of users.

e Decentralization degree — this criterion performs how much decentralized is an algorithm.

e Smart-contracts support — this criterion performs the ability of smart-contract creation and
the simplicity of its usage for this consensus algorithm.

After the criteria are set, their priorities should be defined. To assess the priority of each crite-
rion the matrix with pairwise comparison should be created. This matrix represents the result of
each comparison. As mentioned above, the estimations are based on experts’ decisions. In this arti-
cle all estimations were made by experts from Information Systems and Technologies Security de-
partment at V.N. Karazin Kharkiv National University [24] and from the Distributed Lab Company
[25].

After comparing all criteria the normalized value for each criterion should be computed. This
value describes the priority weight for each criterion. In the table 1 it is given the representation of
the pairwise comparison of aforementioned criteria.
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The numeric estimations of pairwise comparisons

Table 1

v =
< 8 8 = " 2
o . e g < .8 5 =
Pairwise comparison of | = S o b= S _;
consensus protocol e o > & 2 ‘% g > g
roperties 2 g.9 = E = = ? S =
prop SEE| 25| E |58l 2R E :
EZE| £S5 | 5 |82 £ 5 S
< L g [a ey 19%) AS| xn o ) p
Amount of blocks for 1 1/5 13 | 177 2 3.67619 | 0.08813
transaction confirmation
Difficulty of attack 5 1 > |z | 2 10.33333 | 0.24775
performing
Scalability 3 1/2 1 1/5 2 6.7 0.16063
Decentralization degree 7 3 5 1 2 18 0.43156
Smart-contracts support 1/2 172 1/2 1/2 3 0.07193
Summary - 41.70952 1

The next step is the pairwise comparison of defined algorithms. The comparison should be per-

Below are presented the tables 2 - 6 with pairwise comparison of consensus algorithms.

formed with each criterion, i.e. the number of matrices with algorithms comparison is the same as
the number of criteria. Also the normalized value should be counted for each algorithm.

Table 2
The pairwise comparison of consensus algorithms with criteria “Amount of blocks for transaction
confirmation”
o ks
Consensus g g %
protocol S = E 2
c £ 3 3 2 2 S 2
Z o ~ ~ ~ A z >
Nakamoto 1 1/9 1/7 1/9 1/7 0.50794 0.01006
dPoW 9 1 2 1 2 15 0.29698
PoA 7 12 1 12 1 10 0.19799
PoB 9 1 2 1 12 13.5 0.26728
PoC 7 172 1 2 1 11.5 0.22768
Summary - 50.50794 1
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Table 3

The pairwise comparison of consensus algorithms with criteria “Difficulty of attack performing”

o B
Consensus g g :C_E
protocol % E g m Q g g .qE)
Z o ~ ~ ~ N zZ S
Nakamoto 1 1/3 1/5 1 1 3.53333 0.09037
dPoW 3 1 1/2 3 3 10.5 0.26854
PoA 5 2 1 5 5 18 0.46036
PoB 1 1/3 1/5 1 1 3.53333 0.09037
PoC 1 1/3 1/5 1 1 3.53333 0.09037
Summary - 39.09999 1
Table 4
The pairwise comparison of consensus algorithms with criteria “Scalability”
o 3
Consensus g g %
protocol %s E < o Q = g E
Z o ~ ~ ~ n zZ £
Nakamoto 1 1/9 1/5 1/5 1 251111 0.0504
dPoW 9 1 2 2 9 23 0.46164
PoA 5 1/2 1 1 5 12.5 0.25089
PoB 5 172 1 1 1 8.5 0.1706
PoC 1 1/9 1/5 1 1 3.31111 0.06646
Summary - 49.82222 1
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Table 5

The pairwise comparison of consensus algorithms with criteria “Decentralization degree”

9
Q Q
Consensus g g %
protocol % E < = Q : g E
Z o ~ ~ ~ N zZ S
Nakamoto 1 1/9 1/5 1/5 1 2.51111 0.04736
dPoW 9 1 2 2 9 23 0.43378
PoA 5 172 1 1 5 12.5 0.23575
PoB 5 172 1 1 5 12.5 0.23575
PoC 1 1/9 1/5 1/5 1 2.51111 0.04736
Summary - 53.02222 1
Table 6
The pairwise comparison of consensus algorithms with criteria “Smart-contracts support”
o 3
Consensus g g %
protocol %s E < o Q = g E
Z o ~ ~ ~ n zZ £
Nakamoto 1 1/3 1/5 1 1 3.53333 0.09037
dPoW 3 1 172 3 3 10.5 0.26854
PoA 5 2 1 5 5 18 0.46036
PoB 1 1/3 1/5 1 1 3.53333 0.09037
PoC 1 1/3 1/5 1 1 3.53333 0.09037
Summary - 39.09999 1

The last step of the method is making the decision. For this, the final value should be counted
including all normalized values received from pairwise algorithms comparisons and the priority
weight for each criterion. The table 7 represents the results of this summarizing.
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Table 7

The results of calculations

5 0 8 £
Protocol =S ) e Q
. o « o ) o
properties “ £ R 8 =
~ = % = -
= = R 8
— O dar} Q
238 | < : g
5 z z = g o
5 = X s 5 7 <
=R = = g £ <
o » = =~ 8 s
£ £ < 5 g £ 5
< B s n o n )
Consensus
protocols Weight of criteria
0.08813 0.24775 0.16063 0.43156 0.07193 1
Nakamoto 0.01006 0.09037 0.0504 0.04736 0.09037 0.05831
dPoW 0.29698 0.26854 0.46164 0.43378 0.26854 0.37338
PoA 0.19799 0.46036 0.25089 0.23575 0.46036 0.30666
PoB 0.26728 0.09037 0.1706 0.23575 0.09037 0.18159
PoC 0.22768 0.09037 0.06646 0.04736 0.09037 0.08006

The results of method usage shows that among defined consensus algorithms and defined re-
quirements for the system the delayed Proof of Work algorithm is the most suitable that is indicated
by its value 0,37338 that is the highest among all other.

Conclusions

In blockchain-system development the key role belongs to a consensus algorithm. It is a huge
variety of consensus algorithms proposed in the literature for solving various amount of different
tasks, but there is no algorithm how to compare them and choose the one for very this system.

For making a decision in uncertainty conditions with multi criteria there exist methods like
Multi-Attribute Utility Theory (MAUT), Analytic Hierarchy Process (AHP), Case-Based Reasoning
(CBR), Data Envelopment Analysis (DEA), Fuzzy Set Theory, Simple Multi-Attribute Rating
Technique (SMART), Goal Programming (GP), ELECTRE, PROMETHEE and etc. It was decided
to use the method by T. Saati because it is oriented to strategy and planning and it is scalable.

In this method the analytic hierarchy process is used. It represents the problem in the hierarchy,
where the top reflects to the goal, the interim levels reflect to the technical-economic parameters,
and the bottom level reflects to the set of alternatives.

Basing on the Saati’s method, the method of consensus algorithms comparison was proposed.
There were defined 5 criteria: the amount of blocks for secure transaction confirmation, difficulty of
attack performing, scalability, decentralization degree and the possibility of smart-contracts. The
priority of each criterion was calculated via pairwise comparison. After performing the pairwise
comparison of consensus algorithms it was defined that the algorithm delayed Proof of Work gets
higher value and has best correspondence to given criteria than the other consensus algorithms re-
searched in this article.
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SOME APPROACH TO DATA MASKING AS MEANS TO COUNTER
THE INFERENCE THREAT

Introduction

Information in the modern world has become one of the most important resources of society,
and information systems (IS) whose main functional components are databases (DB) have become a
necessary tool in almost all spheres of human activity providing him reliable information for mak-
ing optimal decision. That in turn was reflected in the reverse side of this process. Namely, interest
in the information circulating inside the IS has increased not only from legitimate users and owners,
but also from attackers. The database, as the most important corporate information resource, is one
of the most vulnerable and attractive elements of IS for attackers. Attackers are interested in many
things: internal operational information of the organization, enterprise, company, personal data of
employees, financial information, information about customers, intellectual property products, mar-
ket research results, etc. The main threats to database security today are [1-5]:

— excessive and unused privileges;

— legitimate privilege abuse;

— input injection;

— malware;

— weak audit trail;

— storage media exposure;

— exploitation of vulnerable databases;

— unmanaged sensitive data;

— inference;

— denial of service;

— limited security expertise and education (the human factor);

— database communication protocol vulnerabilities and some others.

Attacks on data warehouses (DW) and databases are one of the most dangerous for various en-
terprises and organizations, practically any branch, be it banks and finance, medicine, trade, high
technology, industry, transport, government agencies and law enforcement agencies, education,
municipal institutions, etc.

According to statistics, in recent years the number of breaches and the amount of compromised
data in the world has been steadily increasing. Thus, according to the estimates of the InfoWatch
analytical center over the past 12 years (2007 — 2019), more than 30 billion personal data records
have been compromised in the world, including over 20 billion in the last two years [6, 7]. And this
is despite the fact that various security experts around the world are constantly doing a great job of
researching, creating and developing principles and systems for protecting information.

Among the threats that are difficult to control within the framework of the database manage-
ment systems (DBMS) and data warehous, a special place is occupied by the threat associated with
the ability of attackers to make conclusions based on various algebraic calculations, comparisons,
filtering the data to which they are admitted, without the need for direct access to the protected ob-
ject itself [8]. This so-called threat of inference. Inference is a way to infer or derive sensitive data
from nonsensitive data [1, 2, 8], which is closely related to two other ways of obtaining confidential
information — aggregation and association of data [1]. The problem of aggregation and association
occurs whenever a set of aggregating or associated data forms more important information than the
importance of the individual data based on which this information is obtained. So information about
the activities of one department or branch of the corporation have a certain weight. The data for the
entire corporation are already much more significance. Or another example: a list consisting of the
names of all employees and a list containing the salaries of employees are open on their own, and
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the combined list with the names of employees and their salaries is already confidential infor-
mation.

The usage of complex as well as a sequence of simple logically related queries allows an at-
tacker to obtain data that is not directly accessible to him. Such a possibility is available, first of all,
in databases that allow to obtain statistical data [9, 10]. Big Data is also subject to the same threat
[8]. In the era of Big Data, the problem of protecting sensitive data is further exacerbated, as tech-
nical methods of protecting privacy are losing ground [11]. In this regard, for example, Google
when implementing the Google’s Street View (for this, photos of roads and houses in many coun-
tries of the world were collected) in Germany faced widespread public and media protests. People
feared that photos of their houses and gardens could aid gangs of robbers to choose profitable tar-
gets [11].

To date, there are no perfect solutions to the inference, aggregation and association problems
[8]. As a rule, countering to similar threats is carried out by such methods as [1, 2, 8, 10]:

— blocking the response with the wrong number of queries;

— control of incoming queries;

— distortion of the response by deliberate correcting the data: limited response suppression;
combined results; random data perturbation; swapping; concealment;

— random sample;

— context-oriented protection;

— polyinstantiation;

— auditing and some others.

At the same time, it is important to understand that, by limiting the attacker's ability to make
inferences based on the information obtained using such methods, we automatically limits queries
from users who do not intend to implement unauthorized access to data. Moreover, attempts to
check requested accesses for possible unacceptable inferences may actually degrade the perfor-
mance of the DBMS [8].

Much of the research on inference based on data obtained in various ways from databases, data
warehouses was done in the early 1980s. However, and today, aspects related to the compromise of
data confidentiality obtained through inference remain largely unresolved [8].

The following is an approach to hiding data, making it difficult for an attacker to implement
the inference threat. It is based on the principles of random permutation of elements (bytes, charac-
ters) of a specific field of the corresponding column (attribute) of a row (tuple) of data and dynamic
data masking (DDM), defined by Gartner as an emerging technology that aims at real-time data
masking of production data [12]. At that, a feature of the proposed approach is that a preliminary
physical change of sensitive data is made in the production database, and it is possible, if necessary
(if masking is no longer required), to lead all changes made during the masking to the initial state
(without data masking) by the user who has the corresponding rights to it. This profitably distin-
guishes the proposed mechanism from most of the typical commercial tools for masking sensitive
data. The legitimate user in the proposed approach gets access to sensitive data due to the ability to
transform (rewrite) the query “on the fly”, and the attacker can only read the previously modified
data that is stored in the database. This approach can also be used in non-production databases, ex-
panding the possibilities of the so-called static data masking.

1. Preliminaries. Data masking method based on the calculation of modulo operations

Today, various masking methods are known (in various sources one can also find the following
terms related to information hiding, such as data anonymization, data de-identification, data scram-
bling, data scrubbing , data obfuscation), which are widely used in certain classes of tasks, namely
[2, 13 —-15]:

— substitution. This technique consists in randomly replacing the contents of a data column by
information that looks similar but completely unrelated to the real data (for example, real customer
last names in the database can be replaced with last names taken from a large random list). Substitu-
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tion is very effective in terms of preserving the appearance of existing data. The disadvantage is that
for each column to be replaced, a large amount of replaceable information must be available;

— shuffling is a technique of random shuffling the existing field values in a table column (for
example, data of a table column containing medical records about the patients' health status are ran-
domly shuffled);

— random data deviation (random decimal numbers, random dates, random digits, random
strings) is number and date variance technique. The existing value is replaced with a random one in
a certain range. This technique can prevent attempts to discover true records using known date data
or the exposure of sensitive numeric or date data;

— encryption. The format preserving encryption (FPE) method is used, since ordinary encryp-
tion, as rule, changes the format of the original data and may increase the data dimension, which is
not always desirable;

— nulling out or deletion is simple deletion of column data by replacing it with NULL;

— masking out. This technique is a special case of the substitution technique, when all masked
characters are replaced with the same symbol, for example, “X” (in this case, the credit card number
would be 4343 XXXX XXXX 7357);

— technique of masking numerical data using modulo operations (MOBAT — Modulus Based
Technique);

— compound masking is the technique of masking related columns as a group, ensuring that
masked data across the related columns retains the same relationship. For example, consider mask-
ing address fields, such as city, state (region), and postal codes. These values must be consistent af-
ter masking;

— tokenization. In this technique, data elements are replaced with random tokens — values that
should not be associated with the replaced sensitive data either mathematically or in any other way.
The token does not carry any confidential information, it is only logically associated with real data
that is stored in a well-protected database
and some others.

However, most of the masking techniques described above, except for the encryption, tokeni-
zation and MOBAT techniques are used for static masking of non-production databases and, after
their application, do not allow canceling operations in order to return to the original data, that is not
always acceptable. This is especially important for production databases if it is supposed that this
mechanism will be used to counter the inference threat.

At that, the encryption method is quite resource-intensive, and MOBAT is specifically de-
signed to mask only numerical values [15]. But, quite often there is a need for masking not only
numerical values. For example, in databases built on the basis of the schema with the universal ba-
sis of relations [16, 17], that can be used, including as data warehouse of various subject domains,
the attributes (columns) of relations (tables) containing sensitive data are defined on the domain of
character strings.

Therefore, the need arose to find some new solution that would be no worse than the existing
ones and would allow, to a certain extent, to reduce the probability of the inference threat.

After analyzing the capabilities of the above techniques, as well as the best practices of hiding
information from leading vendors in the masking market [18], first an attempt was made to use
mathematical transformations based on calculating modulo operations not only for numerical, but
also for data types such as a character string, converted to a numerical value.

So, for example, the characters of the string 'Abc123-10", first converted into a hexadecimal
string 4162633132332DDOAE (similar character conversion is done in the encryption method with
preservation of the format [19]), is converted to a numerical value in the decimal number system —
1206127929121208914094, over which the transformation is then performed similar to the
MOBAT technique:
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Rf; = Ry —((Kjmod K{*)mod K ) + K7, 1

This is a direct transformation, which is necessary to mask a specific value of the field R; of

the i tuple of specified attribute ; of the certain table (relation) R, where lej is the masked value

of the field; KIR is a 128-bit random generated value (private key) that is constant for the table R ;
K{ is a 128-bit random generated value (private key) that is constant for the attribute j of the table

R; Ké is a public key, each value of which is determined by the value of the i -th row field, one of

the selected column (attribute) of the table. For this purpose, it is recommended to use a long inte-
ger typed column. Namely, as a public key, it is best to use the value of the integer identifier (ID)
column of the primary key of the table R .

The inverse transformation is performed to unmask a specific value of the tuple field of the
specified attribute of the certain table R :

Rl.j:R&+((K§m0dKfe)m0ng)—Kj, 2)

To perform mathematical transformations (1), (2) over the obtained long integers, algorithms
and programs for their implementation were developed. The algorithms associated with the imple-
mentation of computational operations on converting long integers into different number systems,
without which in practical implementation it was impossible to do, are based on the Horner's rule,
which allows reducing computation and memory.

However, after calculating modulo operations over converted characters, in general, the result
contained not only normal (print), but also control characters, which made it difficult to represent
them in a readable form. Therefore, the result was represented in the form of a hexadecimal string,
which is convenient to store and process in the table field with the type of a character string, or con-
vert to decimal form, which is convenient for numerical processing. However, such a representation
could not always be suitable for various kinds of applications. In addition, when using long charac-
ter strings, the implementation time was not only increased, but the high bytes were practically not
transformed due to insufficient key length, except for converting string type values to numerical
type. This is shown in example 2 below.

Example 1. Let in some sequence of rows of one of the table columns, whose data should be
masked, the string of Cyrillic characters 'TPC-56' is stored.

For a better representation and understanding of the corresponding data transformation, let it be
sequential rows (table rows with sequentially increasing numbering (increment on ID)).

The result of applying the formula (1) to the values (TPC-56') of the column (we define it as
DATA_X) the corresponding rows of some table is represented below:

ID DATA X
19746 E144A5509211952AEBE3C470A25F8CO
19747 CF518B3AC5B88CB41835AE555349764
19748 8BDCODS5DE66F27BF9280344028AB827
19749 8F48799ABEC3709CE2D45656532205E
19750 506741F22A4834CDEA6DEE65EACD651
19751 ES5CBFC700E29E9374A81A902FF7BDIF
19752 C70DA272B74C3303321CA6E4FCF0A20
19753 1600D8CE183AEE9AEO073EAT796A06275D
19754 1649CD15E479D33CADD0193E19894C1D
19755 14D66A41674FFD516D9CC884BD8A6530
19756 C39366DA0COE841C5A7516A42A41EDF
19757 FF1CS5FA372FBA9337CE685174794AC7
19758 S0A9BDB60B7BEFDD79602050C8E8B1E9
19759 11DA56F36CB5A2611031BAD1IBE2CCIOT7F
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Where ID column values are the public keys Ké for the i-th row of the table. In considered
case these values are in the range [19746, 19759] (K e [19746, 19759]).

Example 2. Let the Cyrillic character string '®ocbopurnent pynumk' is stored in some rows of
the same column DATA X.
Applying formula (1) to the corresponding data column leads to the following result (represen-

tation of the transformed character string in different table rows):
ID DATA MASKING

20659 DOA4DOBED181D184D0OBED180D0OB8D182DOBDD1ISECS501E1077C3320E176F0F1B28A3505
20660 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD193555D8DA87CF439DBA3A015BOACC2CT
20661 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD196A3BCDB859EAOED94B53DB4421A399B
20662 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD1957238A723EF5F6E3989C1D314106159
20663 DOA4DOBED181D184DOBED180D0OB8D182D0BDD1913798672CA2D33A572138BA761E3594
20664 DOA4DOBED181D184DOBED180D0B8D182D0OBDD193224CFBAOEO590C3D70A2EACD6F05BE
20665 DOA4DOBED181D184DOBED180DOB8D182DOBDD1A1F3333683E2691BA17399ECT724353CD
20666 DOA4DOBED181D184DOBED180D0OB8D182DOBDD193A795A0B46246692D738F4A63F4B648
20667 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD19F44BF9C5416208F6C5E33D44F9B811C
20668 DOA4DOBED181D184DOBED180D0OB8D182DOBDD190AEES542469687FCE3FF8DD1IC18DEATC
20669 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD19D68DAD6COBAATFC24FAE62B2526F3D1
20670 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD19BF2CB316D1D2908F7FDC4F142E73CD0O
20671 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD196FACEL18263F66DA86C3793598F6B2FD
20672 DOA4DOBED181D184DOBED180D0OB8D182DOBDD1A0892F4B6BES30B3E3DOD7CFFEE311CA
20673 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD19EBEF7F8AACS53585510F40366E236CF5A
20674 DOA4DOBED181D184DOBED180D0OB8D182DOBDD19C1A189D7A0A289CB6F5AC214962308A

As you can see from the last example, the part of the transformed data (highlighted in color) for
the same original row is the same.

To eliminate this shortcoming, it became necessary to mix them. As one of the expedient op-
tions, an obvious solution was seen, the essence of which lies in the random permutation of the cor-
responding bytes of the received row code with the possibility of their inverse recovery.

As is known, most of the cryptographic algorithms are still combining substitutions and permu-
tations (transposition) [20, 21], what else C. Shannon noticed in his work [22], summarizing the ex-
perience gained before him in developing ciphers. As it turned out, even in complex ciphers, simple
ciphers, such as substitution, permutation, or a combination of them, can be distinguished as its typ-
ical components. “Substitution and transposition are still the most important kernel techniques in
the construction of modern symmetric encryption algorithms” [21]. Well-known computer security
experts, cryptography N. Ferguson, B. Schneier in the monograph [23], talking about what would
the ideal block cipher look like, note that this should be a random permutation. Specifying at the
same time that for each key value the block cipher must be a random permutation of the plaintext
variants and the different permutations for the different key values should be chosen independently.

The proposed solution led further to a new method.

Thus, the initial approach led to a new more efficient and less computationally expensive
method — the method of random permutation of the data elements of the row field. Although in
some cases, for example, when small length of rows or increasing the key length and parallelizing
the computation processes, and the initial approach can be used.

2. Hiding sensitive data of row field by method of random permutation of its elements

As it is known, a permutation of n objects is an arrangement of » distinct objects in a row [24].
If we number the places of these objects from left to right (1,2,...,n), then we can formulate the fol-
lowing definition: the one-to-one mapping p:A4—> A of a finite ordered 4={ay,a,,...,a,} set

from n elements onto itself is called a permutation of elements of the A4 set. In the general case, for

n-element set 4 with a fixed order of a;,a,,...,a, elements the permutation is an arbitrary se-

quence of length n from different elements of the set 4. Permutations of n elements of the set 4
differ from each other only in the order of their elements.
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Permutation p can be written as a matrix of two rows. For example, the permutation
n:A— A of the set 4={a,b,c,d,e} such that n(a)=e, n(b)=d, n(c)=a, n(d)=>b, n(e)=c
can be written as follows:

_[abcde
JT_(ea’abc)' 3)

Usually the nature of the elements of the set 4 are inessential, so without loss of generality,
we can be considered that 4=1{1,2,....n} (otherwise you must go to the element numbers (g;,

where i €{l,...,n})). Then each permutation m of these elements can be written as a matrix of the

n:( 123..n )’ @)

a ar 613 an

following two rows:

where {ay, ay, a3, ..., a,} ={1,2,3,...,n}, n(i)=a;, forall ie{l,...,n}.

The number of all permutations © from » different elements is equal to «,, = n!

For each permutation 7, there is a inverse permutation 7! that undoes the effect of . The

product non ) equals the identity permutation 7, = neon L.

The inverse permutation aj, a5, a3, ..., a,, is obtained, if in (4) swap the rows of the matrix,
and then arrange the columns in ascending order by the upper elements:

aqayay..a,\_(123.n (5)
123 ..n ) \aayas..a,)

Let us apply the above theoretical information from combinatorics to the solution of our task of
masking the specific value of R;; field of I tuple of the specified attribute ;j of the specific table

R, through the random permutation of the sensitive data elements of the row field. Randomness in
this case means the equiprobability of obtaining any of #! possible permutations from the set 4.

The proposed method of random permutation of elements (bytes, characters) of data of a spe-
cific field of a different type (numeric, character strings, Binary Large Objects (BLOBs), Character
Large Objects (CLOBs)) of table row is based a modern version of the Fisher-Yates shuffle algo-
rithm [25], presented by R. Durstenfeld in [26]. This algorithm (called “Algorithm FY”) in
pseudocode is presented below.

Algorithm FY

Input: A is an array with n22 elements (n is permutation length)
Output: random permutation on A
for i = n downto 1

j = random(l..i) /* a random number is generated in the range [1,1i] */
swap (A[1], A[Jj]) /* exchange */
end for

The main reasons for choosing the Fisher-Yates shuffling algorithm were its following ad-
vantages:

— a small number of steps performed operations. The asymptotic computational complexity of
the modern version of the algorithm is O(n), where n is the number of elements of the set (in this
case, this is the number of elements (characters, bytes) of the data of specific field);

— when using a high quality unbiased random number generator, the algorithm guarantees an
unbiased result;

— its efficiency and simplicity have so far stood the test of time [27].
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The Fisher-Yates algorithm uses a sample of uniformly distributed random numbers from dif-
ferent ranges. Therefore, it is important that one could take advantages of this algorithm, it is neces-
sary to use pseudorandom number generators (PRNGs), which form random numbers that exactly
are unbiased in some part of the interval. On the other hand, as noted in [28], the Fisher-Yates algo-
rithm is not able to generate more than m different permutations, that is, it cannot create more per-
mutations than the number of internal generator states. And even when the number of possible gen-
erator states exceeds the number of permutations, some of them may appear more often than others.
In order to avoid the appearance of distribution unevenness, it is usually recommended that the
number of internal states of a random number generator exceed the number of permutations by sev-
eral orders of magnitude, if this is actually possible. Although in most cases, there is actually no
need to receive all permutations [28].

Therefore, based on the foregoing, the proposed method provides for the possibility of using,
depending on the situation (this is mainly due to the need to perform the procedure of permutation
of the data elements of various type fields with minimal time costs), different PRNGs that satisfy
the above requirements (cryptographically strong PRNG in this case is not required). We need to
perform such transformations — permutations in advance so that an attacker cannot, using complex
as well as sequences of simple logically related queries, obtain data that is not directly accessible to
him, based on inference (that is realize the inference threat) for an acceptable time for him. At that,
a legitimate user could get the required sensitive data quickly enough and simply.

In the proposed implementation of the method were used:

1) linear congruential random number generator, popularized in [29]:

X =(aX; +c)modm (6)
with constants (multiplier a =1664525 and increment ¢ =1013904223) chosen by D. E. Knuth and
H. W. Lewis, where m=2"%;

2) random number generator of built-in DBMS RANDOM package for Oracle DBMS, namely
DBMS RANDOM.VALUE, which generates floating-point numbers with 38 digits to the right of
the decimal (38-digit precision), with the possibility of setting them various range;

3) G. Marsaglia pseudo-random number generator (Xorshift) [30] with a period of 2'**-1:

unsigned long xor128 ()

{static unsigned long x=123456789, y=362436069, z=521288629, w=88675123;
unsigned long t;

t=(x" (x<<11)); x=y; y=2z; zZ=W;

return (w=(w” (w>>19)) " (t~ (t>>8))) ;

}

In the Xorshift generator, some initial sequence is specified, to which the operations of the ex-
clusive OR (XOR) and logical shift are applied. This PRNG was selected based on the recommen-
dations given in [31]. In principle, based on these recommendations, you can choose any other
PRNG, including those given in the same work [31].

All the generators in the software implementation were checked the correspondence of the out-
put random numbers in the given range to the uniform distribution law.

Masking algorithm
Preliminary remarks. The proposed solution uses a universal scheme for hiding data of various

type fields of a tuple row of some database table, based on the use of public and private keys KIR ,
Kg , Ké. KlR is a unique 128-bit random value (private key) generated by a cryptographically

strong PRNG for each table R (it is constant for all values that will be masked in this table). K 5 is

a unique 128-bit random value (private key) generated by a cryptographically strong PRNG for
each attribute j of the table R (it is constant for all values that need to be masked in this column).
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Ké is a public key based on the value of the integer identifier of the primary key of the 7 -th row of

the table R (it is constant for all values in the columns that will be masked in this row).
An authorized user, with appropriate privileges, which will provide the correct key in an open

session to decrypt the row of the special table (R*“"*") encrypted with the AES-256 algorithm
(keys and some other information, such as table and column names, are stored in the rows of this

table), has the mediate access (through the corresponding middleware) to the private keys KIR,

K{ . All other users, even privileged, without knowing this key, will not be able to extract the pri-

vate keys from the table R**“"“' and, therefore, will not be able to perform neither data masking

operations nor reverse operations (unmasking or inverse masking).
Algorithm operations

1. The initial value ( X 2_' ) of PRNG is generated.
1]

For each row i of the corresponding column ; of the selected table R, this value is different:

Xgl_j = hash(K{* + K§ — K3)mod(Nppay ) » (7)

where hash() is one of the cryptographic hash functions (such as: MD4, MD5, SHA-1, SHA-256,

SHA-384, SHA-512, SHA-3). The purpose of using a hash function is mixing (non-injectively
transform) private and public keys to make it impossible to recover them from the final result and

getting significantly different from each other formed initial values X 2 for PRNG, even if at least
i

one of these keys changes by one character (one). N,,,, 1s the maximum allowable integer in the
corresponding implementation. Modulo operation N, is also non-injective.

2. Actions are performed in accordance with the Fisher-Yates algorithm:

— a random integer is generated (using one of the selected PRNG, to the input of which the

generated initial value X 2” is supplied);
y

— the permutation procedure of elements (bytes, characters) of the source string A of length n
is performed.
As a result, we have the transformed (masked) field value ( 4) of each row i of the column ; of

the corresponding type for the selected table R .
The general scheme of the masking algorithm (MA-1) is represented below in pseudocode.

Masking algorithm 1 (MA-1)

Input: name table, name column, Ki, A, N

max

Output: masked value of the data string - A

Decrypt (R**°**‘[name _table, name column]) — (K., K., PRNG, hash)
0 _ R 7 i
Xp, = hash(K; + K; — K;) mod (N, _.)
switch(PRNG)

{case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

for i = n c}lownto 1

j=random PRNG(l..i) /*a random number is generated in the range [1,i]%*/
swap (A[1], A[J]) /*exchange*/

end for
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Without knowing the initial value X O” , it is rather difficult, and with long data strings (large
ij

dimensions A (large n)) it is almost impossible to determine the sequence of random numbers gen-
erated for the permutation (the number of which is equal n!). This means that it will be difficult for
an attacker to determine the source strings after their corresponding transformation. Thus, we re-
strict an attacker to use a various set of queries for inference, for example, by presenting the same
data stored in the database in a different form. As a result, misleading the attacker, we counteract
the inference threat.

Example 3. Let the following string of Cyrillik characters 'Kpr-17' (4={K,P,I1,—,1,7}) be
stored in some row of one of the table columns whose data should be masked.

Applying the MA-1 algorithm (Masking algorithm 1), and getting, for example, one of the ran-
dom permutations:
_ (1 2345 6)
“l653412)
we have the transformed (masked) value, namely, the string of characters '7P — K1I1', as a result of
the mapping: 'KPII-17'—'71[1-KP', that is =n(K"='7", =n(P")='l", =n(Il")='Il",
n(-")="-", n('1)="K", n('7")="P"', where a; are the numbers of the i-th element (i e {l,...,6})
of the source character string to be masked, each which should be placed in the appropriate position
after transformation. So ¢, indicates to the sixth character ('7") of the string 'KPII—-17" that

= 123456
“\ay ay a3 a4 as ag

should be placed in the first position of the transformed string; a, indicates to the fifth character
('1") of the string ' KPIT—17" that should be placed in the second position of the transformed string,
etc. for as, ay, as, ag.
Algorithm inverse to masking algorithm
Preliminary remarks. The proposed solution for recovering the masked data of the row field
uses an inverse permutation algorithm, similar to that described in [24], with the peculiarity that it
does not limit the permuted elements to only numbers {1, 2, 3, ..., n}, but can use any characters of

national alphabets, numbers represented in hexadecimal or other number system. Namely, having
an initial permutation:

n=(n(1),n(2),...,m(n)) (8)
and the result of its application:
(V1532500 V) = (K (1) X (2) 50+ X(m) ) 5 ©)
the inverse permutation can be obtained using the formula [21, 24]:
n(n(i) =i, (10)
as:
(01525 X ) = (V1 s Yo 5000 Vil ) (11)
or in matrix form, as:
X[n()]=Y(@). (12)

xl X2 X3 Xn

If through 7, we denote the permutation =, =( Y Yy V3 e ¥

j , where y;=n(x;),

123..n

) the corresponding permutation for it, as a map-
aap az ... ay

ie{l,..,n}, and through w,,,, =(

ping of the numbering onto the corresponding elements of the set, where
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{a), a7, a3, ..., a,} ={1,2,3,...,n}, then the formula (12) for the inverse permutation can be written
as follows:

Tah (R (D) = T (7). (13)

However, first you need to get the initial permutation before finding the inverse for it. There-
fore, the sequence of actions will be as follows.

1. The initial value ( X 1(-()»._ ) of PRNG is generated.
1]

It is necessary to choose exactly the PRNG which was used during the initial permutation. For
each row i of the corresponding column ; of the selected table R, the initial value is determined

in accordance with formula (7).
It should be noted that an attacker to obtain an initial value (to form an initial permutation
equivalent to that formed in the MA-1 algorithm) needs to know at least the values of two private

keys (KIR , K{ ), as well as the type of cryptographic hash function used and PRNG used. In addi-

tion, the number of permutations (how many times has a set of operations been performed to per-
mute row characters) for each specific row of the protected table can be different. Brute force of on-
ly two 128-bit random numbers generated by cryptographically strong PRNG is a very resource-
intensive task in order to realize it in a reasonable time. The number of combinations (excluding the
definition of the hash function used, PRNG and the number of times performed operations when
permutation of row characters) that need to be checked for the columns j of the R table is at least

%_j.2128_2128 _
chance).

2. The initial permutation is determined.

Thanks to the possibility of repeating a sequence of numbers formed by the PRNG from the
same initial value, performing actions in accordance with the Fisher-Yates algorithm, we obtain the
initial permutation (similar to that obtained when the implementation of the MA-1 algorithm):

123..n
aap az ...ay,

Jj 2235 5.8 j-lO76 (half of the total amount of possible brute force tests; 50%

n=(n(1),n(2),...,m(n)) or in other notation mw,,,, :( ), as mapping the numbering

onto the corresponding elements of a set.

3. The inverse to masking transformation is performed.

Having gotten the initial permutation nt = (n(1), n(2),...,m(n)), and, having the input string of
the masked data Y(i), in accordance with expression (14) you can determine the original (not
masked) value of the row field X (i), where i € {l,...,n}.

The general scheme of the inverse masking algorithm (IMA-1) is represented below in
pseudocode.

Inverse masking algorithm 1 (IMA-1)

Input: name table, name column, Ké, Y, Nmax
Output: inverse of masked value - X
Decrypt (R*°**‘[name _table, name _column]) — (Ki, K, PRNG, hash)

0

X, = hash(k] + K] - K;) mod(N,,)
for i =1 ton
T, L1 = 1 /*array preparation*/
end for
switch(PRNG)

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS_ RANDOM)
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case 3: pseudo-random number generator Xorshift

P

for i = n downto 1 /*getting initial permutation*/
j=random PRNG(1l..1i)

swap (m,, [1], ®  [J])

end for

for i = 1 ton /*inverse of a permutation*/
Xn, 111 = Y(1)

end for

Example 4. Let the character string '7P— K1I1' is stored in some field of the tuple i of the at-
tribute j of table R as a result of masking (see Example 3). It is required to transform it to its orig-

inal (before masking) state.

1. On the basis of the read values of the keys (two private and one public), knowledge of the
hash function used and the PRNG, in accordance with the formula (7), the initial value for PRNG is
formed. This step, naturally, is available only to an authorized user with the appropriate privileges
Rsecret )

and knowledge of the access key to the table
2. Determination of the initial permutation ( x,,,,,, ) of the numbers of the elements for the char-

acter data string. After the corresponding initialization of the PRNG, which was used during the
masking, actions are performed in accordance with the Fisher-Yates algorithm.

In this example, the initial permutation has the form (see Example 3):

. (123456 ):(123456)
hum ap ap daz a4 as dg 653412

3. Inverse to masking transformation.

In accordance with the formula (12) we have: X[6]=Y(1)='7"; X[5]=Y(2)="1";
XB1=YR)="11"; X[4]=Y4)="-"; X[1]=Y(5)="K"; X[2]=Y(6)="P".

Having ordered the indexes in ascending order, we get the string: 'KPI-17"'. The resulting
value is equivalent to the masked value (see Example 3). That confirms the correctness of the algo-
rithm IMA-1 (Inverse masking algorithm 1).

3. Comparative analysis of the quantitative and qualitative characteristics
of the proposed algorithm and an encryption algorithm

Comparative analysis of quality characteristics

For a better representation and understanding of the corresponding data transformation (quali-
ty characteristics), Table 1 below shows the masking results of the character string 'KPI1-17"' using
the proposed algorithm using various PRNGs and the ordinary encryption algorithm AES-128. The
following PRNGs were used: 1 — linear congruential generator (expression (6)); 2 — random number
generator of built-in DBMS RANDOM package for Oracle DBMS; 3 — pseudorandom number
generator Xorshift with the (2'%*-1) period. For clarity, the adjacent rows were selected (rows of the
table with sequentially increasing numbering).

When encrypting character strings using the AES algorithm, the same mechanism for extract-

ing and applying keys from the table R**“"® was used as in the above proposed masking algorithm.

Herewith the result of the formula (7) was used to determine the initialization vector in the encryp-
tion algorithm.

As we can see from Table 1, all the resulting strings are different from the original string. And
this is important! But at that, the converted strings using the proposed approach retain the format
and do not increase the dimension of the string, as in the case with the encryption algorithm. That in
certain applications is critical and unacceptable. In this respect, the ordinary encryption algorithm
concedes the proposed method. To eliminate this shortcoming, you can use encryption algorithms
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with format preservation (format-preserving encryption — FPE), but their implementation, for ex-
ample, in Oracle, as noted in [14], involves significant processing.

Table 1
Character string masking results
ID |DATA MASKING 1| DATA MASKING 2 | DATA MASKING 3 DATA_ENCRYPT

18136 [I-P7K1 P1KII7- -71IPK FO3EOODBD4D478A1D331F6CFAECO6A3DFE
18137 107-KP 71PK- K1P7-1I| 689783C6F95F526126C48FEGF11BEF13
18138 -7KP1 PIIL7-K KI1P7-| C5B6BAFB17C10C528A7490B66E19A2B0
18139 N1K-P7 P-K7I1 -1K70P| E908DB627314C84B572486457ED0670A
18140 P17II-K KII7P-1 P7KII-1 4766A178B39586108DDB57F8ADBESASA
18141 171PK- 71-KPII KI17P-| 6ECF167783564759E8D31753D59A53E3
18142 -KP7I1 1K-PII7 KP-II71| OFO0D486A4F9CB189FA7092CB2CA4DATE
18143 1IIP7K~- 71KII-P -PKII71 315690B8B84DA3460A4F4933DCAT7648F
18144 P7-KL1II KIIP1-7 PK-71I| 59DAA907A9CC38FF1A52C8ABICDIDCCS
18145 7-PK1II K7-1PII 1KP7II-| 58F46C87949558D2C02CCBE3F368D09F
18146 KII7P1- -17KP P1N7-K| DD3F2CC50EBD51FE991B8334EB50C347
18147 P1I7-K K-71P1 KP17-II| CD50A2ECA5D987419BB8C6794BDCBETL
18148 -K70P1 K71P- K-7IP1| 6549D15CC334245CDF7182CC2983C3C4
18149 -1PII7K PK1-7II 7-PK1II B37403B75997F2A535FA002239EDDEFS5
18150 71PK- -II1KP7 K7I0-1P| DOC9509DDBD4ED6952E4434EASFC13C2
18151 K71-1P ~K7P1II -P7N1K| 975AE4AEFS567EDEECOE40ECTF48A75D9
18152 P170-K 7-K1IP 71M-KP| 82084A1E15F818543D0845A535810F7D
18153 M1K-7P P-K7I1 K1-P7| O9E7F647331CAF130D02CICBCBB53968A
18154 -P17K -K71IP P-KI71| 2C85EDFE7307EAF7EF11B7766B7416DF
18155 P7IIK-1 K7-T1P NP-71K| 8FECDE765DE3773788C79040118B9A6B
18156 7-1KPII KII17-P K-T11P7 25F2F78484CD4872FC8FEGEOA3SAB22F
18157 1KP7- Kp-7II1 P7-1IIK CD62C80ES53122CCA4AEF2472734EC138
18158 P-T7KII1 K7-II11P IIK-P17 2DF64FC7780264AEF4E7D3BF49214ACF

Analyzing the results of Table 1, it can conclude that an attacker has little chance to determine
from the available information that all these values are associated with the same character string
'"KPII-17"' (with the same real object). Although the number of permutations is not so large 6!=720,
but in this particular case even statistical cryptanalysis is difficult, since, in fact, after the corre-
sponding transformations, it may turn out that completely other and different objects of the modeled
subject domain will be associated with the obtained transformed names. This significantly makes
difficult the implementation of inference threat for an attacker. And, therefore, the proposed ap-
proach to hiding will not allow an attacker to obtain data in a reasonable time for him, access to
which is directly closed to him.

Sometimes it is necessary to mask part of the field value of a table row, for example, for mask-
ing phone numbers, discount cards, bank cards, serial numbers of equipment and devices, car num-
bers, etc. In this case, the ordinary encryption method is not acceptable. The proposed approach, on
the contrary, is suitable for solving this problem; for this, only some modification of the MA-1 al-
gorithms (Masking algorithm 1) and IMA-1 (Inverse masking algorithm I) represented above is
necessary.

Schemes of the modified algorithms MA-2 and IMA-2 (differences from MA-1 and IMA-1 are
highlighted in color) are represented below.

Masking algorithm (MA-2)

Input: name table, name column, Ki, A, N i end, i beg

max

Output: masked value of the data string - A
Decrypt (R**°**‘[name _table, name column]) — (K., K., PRNG, hash)
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X2 = hash(K} + K] — K!) mod (N
switch(PRNG)
{

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

max )

i..

for i = n-i end downto i beg
j=random PRNG (i beg..i) /*a random number is generated in the range [i_beg,i]*/
swap (A[1], A[7]) /*exchange*/

end for

Inverse masking algorithm (IMA-2)

Input: name table, name column, Ki,Y,N i end, i beg

max /!

Output: inverse of masked value - X
Decrypt (R**°**‘[name __table, name column]) — (K, K2j, PRNG, hash)
0 _ R 5 i
Xr, = hash(K; + K; — K;) mod (N _.)
for i = 1 ton
Tl = 1 /*array preparation*/
end for
switch(PRNG)

{

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

}
for i = n-i end downto i beg /*getting initial permutation*/
j=random PRNG (i beg..1)

swap (7, . [1], @, [7])

end for

for i =1 ton /*inverse of a permutation*/
xin,, li]] = ¥()

end for

Where the parameters i beg, i end define the boundaries of the transformation interval,
namely: i beg — from which position from the beginning of the string the permutation should be
performed; i end — up to which position from the end of the string permutation should be per-
formed.

In addition, to mask, for example, bank cards after the corresponding permutation procedure
(see algorithms MA-2, IMA-2), it is also necessary to calculate the last check digit using the Luhn
algorithm [32], in accordance with the ISO/IEC 7812 standard.

Tables 2, 3, 4 show the masking results using the proposed algorithm (with different PRNG: 1
— LCG — the result in the DATA MASKING 1 column; 2 — built-in PRNG — result in the
DATA MASKING 2 column; 3 — PRNG Xorshift — result in the DATA MASKING 3 column) of data
on card numbers stored in the corresponding sequences of adjacent rows of some table, namely, on
Visa bank card — number '4454102135347018', Master Card bank card — number
'5167135104128196', American  Express  payment system card —  number
'378282246310005", with preservation of the card type.
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If you need to mask some table fields that store, for example, important text documents (data in
one of the text formats: both in TXT format itself and in other, for example, such specialized for-
mats as INI, HTML, XML, TeX, JSON, LOG, source texts of programming languages and others
for which it serves as the basis), which are significantly larger in volume (length) the character
strings discussed above, then this task can also be effectively solved using the proposed method.

Table 2
The masking results of Visa bank card number
iD DATA MASKING 1 | DATA MASKING 2 | DATA MASKING 3
35359 |4411443305170521|4401235043741510(4400451172135348
35360 |4413021740415533|4437312451510402|4413535021740418
35361 |4434230511514078|4451124347013504|4433412071450155
35362 |4441031715425306|4454317254110308(4445701534021132
35363 |4410203415715438|4401473215035144(4401112347355406
35364 |4471310435041525|4431424310075158(4403441103715257
35365 |4442031413755102(4453113442705013|4450104341275318
35366 |4434032105174511|4470310431215454|4432740405113516
35367 |4442714501531309|4413274510410354(4401351344017250
35368 |4411233574040152|4401354023541715(4470315450124131
Table 3
Masking results the number of Master Card bank card
ID DATA MASKING 1 | DATA MASKING 2 | DATA MASKING 3
35369 |5174311028615912(5121381165147098|5173192416150188
35370 |5193751482161100|5116471112850931(5111091716482355
35371 |5193711261150849|5173051612198419(5131072681541199
35372 |5174513918161028|5124311678019515|5171350492111688
35373 |5110341258911670|5176018951231413|5162081179141356
35374 |5111501217936485|5114811259061374(5193110548211674
35375 |5105311179468123|5168143975012118{5143196250811174
35376 |5113517462018918|5129713164051180(5171591241013689
35377 |5101512147198361|5164113082517196|5192304161118750
35378 |5141351291186076|5118107163219455|5171084112195363
Table 4
Masking results the card number
of the American Express payment system
ID DATA MASKING 1 | DATA_MASKING 2 | DATA MASKING 3
35379 |372800263182043|370020288642317| 371288240036022
35380 |378022631084025|370816438022205| 372206321048087
35381 [372006822180433|370010822348265| 372142063008825
35382 [373206140282809|372382004682011| 376482020308215
35383 |372860104823205|371242806280300| 372200346821081
35384 |370280463102285|376182320802400| 372302880420161
35385 |372843260180024|376048820221039| 372042318028604
35386 [378231264800025|376082412008322| 371862302802040
35387 |372012648080237|370102628084325| 373802460082124
35388 [372020023868415|378023801262045| 372822460183004

The proposed method, as it was noted above, can be applied to the masking of the fields of ta-
bles that store data not only of the character string type (character, character varying) and numeric
types (integer, number), but also data of the BLOB, CLOB type that allow you to store in the data-
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base, for example, documents of such formats as: DOC, DOCX, RTF, XLS, XLSX, XPS, PDF,
PPT, BMP, GIF, TIF, MP3, AVI, etc. But this important question, which has interesting features of
practical implementation, in this paper, in view of its limited scope, will not be considered. This is
the subject of a separate article.

Quantitative characteristics of comparative analysis

The results below were obtained with the appropriate data transformations of the database ta-
bles. The database was implemented on the Oracle 12.2 ¢ DBMS platform installed on the Win-
dows 10 (x64) operating system on various computers.

Option A. Computer with Intel (R) Core (TM) 2 Duo CPU 2.16 GHz, RAM 4 GB, HDD 320
GB was used.

Option B. Computer with Intel(R) Core (TM) i3-7100 CPU 3.90 GHz, RAM 4 GB, HDD 500
GB was used.

About 18,000 data rows of some varchar2(255) column of a table of real database were sub-
jected to transformation (masking, encryption) with recording to the database. Fig. 1, 2 shows the
results of the average times (in seconds) of masking and unmasking, encrypting and decrypting
character strings with writing to the database all 18,000 data rows using the proposed permutation
algorithm (were used linear congruential PRNG (PRNG-1) and pseudo-random number generator
Xorshift (PRNN-3)) and the ordinary AES-128 encryption algorithm for options A and B respec-
tively.

Option A

[ Average time to implement masking (encryption) in seconds

B Average time to implement unmasking (decryption) in seconds

10.500
9.000
7.500
6.000
4.500
3.000
1.500
0.000

Seconds

AES128

@ Average time to implement

masking (encryption) in seconds 8.250 375 239

Average time to implement

unmasking (decryption) in seconds 8.39 10.02 935

PRNGs, encryption algorithm

Fig. 1. Average time to transform character strings (option A)

OptionB
[ Average time to implement masking {encryption) in seconds

M Average time to implement unmasking (decryption) in seconds

~
o

Seconds
0000 pPpREE NN
ON AR NAETOONMN &

[ Average time to implement
masking (encryption) in seconds

Average time to implement
unmasking (decryption) in seconds

213 2.55 251

PRNGs, encryption algorithm

Fig. 2. Average time to transform character strings (option B)

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 127



As follows from the conducted research, the usage of the ordinary encryption algorithm loses
to the proposed method not only in qualitative characteristics, namely, changes in the presentation
format, but also quantitative due to the increase in the length of the stored data and the transfor-
mation time for hiding data. If, when using Xorshift PRNG, the compared times of corresponding
transformations for both methods are almost the same, then already compared to the permutation
algorithm, when using the linear congruential PRNG, the implementation of the encryption algo-
rithm loses to it (11-12)% for option A and (15-17)% for option B, respectively. (Note. The current
implementation of Xorshift PRNG in PL/SQL is currently not an optimized implementation due to
this language does not support hardware implementation of logical shifts, XOR operations, and
therefore these ones are solved algebraically).

4. Usage restrictions of the proposed method and features of its implementation

When the length of the string is less than three characters or, if all the characters are the same,
masking using the proposed method is inexpedient. In this case, it is advisable to use:

— or a substitution method with elements of the proposed approach, namely, by creating a
mapping table with a random selection from it of characters or their combinations, using the availa-
ble PRNGs and the shuffling mechanism of the proposed permutation method for this purpose (with
the ability to subsequently restore the sequence, required for the inverse transformation, of the gen-
erated numbers from the initial value X 2 );

i

— or a method of masking data based on the calculation of operations modulo, by transfor-
mation of a short string to a numerical form, if it includes letter characters, special characters and
digits, or by simply converting a string of digits to a number using standard conversion functions
(for example, for Oracle, this is the TO NUMBER function).

The privacy of the masking keys depends on where the keys are stored and who has access to

them. The proposed solution uses three keys (KIR, K{ , K_é:): two are private (generated crypto-
graphically strong PRNG) and one is public. All private keys are encrypted using the AES-256 al-

gorithm and stored in a special database table R*““"“’ . The values of these keys are never shown
and not known either to the database administrator (if he does not combine the functions of the se-
curity administrator), or to any other user. An authorized user, with appropriate privileges, which
will provide the correct key in an open session to decrypt the row of the special table, has the medi-

ate access through the corresponding middleware to the private keys KIR , K 5 . At that, the value of

this key is not shown anywhere in the clear, it cannot be traced even through the available means of
documenting executed queries (a historical command log). It is extracted in a certain way by the
special software of the DBMS server from the key container file, which an authenticated user with
the appropriate privileges must provide during the session opening.

Actions in case of encryption key compromise of the table R*“"

If the key with which the data (the private KIR , K 5 keys and some other information) of the
R*¢™" table is encrypted, is compromised, it can be replaced with a new generated one using spe-
cially developed software (cryptographically strong PRNG is used for this). After that, the data of
the entire table R*“’ is encrypted with the new key. At that, the private K{%, Kg keys are not
shown anywhere explicitly. Then, using special software, for legitimate users key container files for

R secret

decrypting the data of the table are formed.

Actions in case of compromise of separate private KlR , K g keys

When the compromise of separate private keys from sets of KIR, Kg they can also be generat-

ed using cryptographically strong PRNG and special developed software similarly the decryption
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key of the R table. After that, it remains only to replace the compromised private keys with
new ones, pre-encrypting them with an AES-256 algorithm. At that, the newly generated private
keys are also not shown anywhere explicitly.

Conclusions

1. Analyzing the best practices of hiding information from leading vendors, a new approach to
data hiding was proposed, making it difficult for an attacker to implement the inference threat. This
approach was based on the principles of random permutation of the elements of a specific field of
the corresponding column (attribute) of the row (tuple) of the production database table data and
dynamic masking. It differs from the existing ones in that a preliminary physical change of sensitive
data is made in the production database, and a user who has the appropriate rights can cancel these
changes if it is necessary. That is, the corresponding user can restore all data changes made during
the masking procedure to their original state.

2. The authenticated user in the proposed solution gets access to sensitive data due to the abil-
ity to transform (rewrite) the query “on the fly”, and an attacker, even using complex as well as se-
quences of simple logically related queries, is limited in implementing the threat of inference during
an acceptable time for him (due to the fact that only the masked data is available to him).

3. It is possible to mask both an entire value of the field of the table row and its part using the
proposed solution. This is relevant on the one hand for masking such data as phone numbers, dis-
count cards, bank cards, serial numbers of equipments and devices, car numbers, etc. and on the
other hand, it allows reducing the number of operations for transformation large binary objects, and,
consequently, the implementation time, without losing the effectiveness of the masking procedure.

4. Studies have shown that the use of the ordinary encryption algorithm loses to the proposed
method not only by qualitative characteristics (primarily due to a change in the data representation
format and the inability to transform part of the row field value), but also by quantitative character-
istics (due to an increase in the length of the stored data and the transformation time for hiding data
(by about (10-17)%)).

5. A distinctive feature of the proposed solution is the approach to the process of data shuf-
fling, namely, shuffling data value elements within the demanded row field. At that, the basic op-
erations of the proposed method can also be used for vertical shuffling — permutation of values
within the column of the selected table.

6. The proposed approach to data masking can be used in both production and non-production
databases, expanding the possibilities of so-called static data masking.
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CYYACHI TPOBJIEMH HEHTPAJI3OBAHUX TEXHOJIOT'TA
TUITY «KJIEHT — CEPBEP» TA MOXKJIUBOCTI iX YAOCKOHAJIEHHA
HA OCHOBI JEHEHTPAJII3AILII

Beryn

Huni crioctepiratoTbCsi IHTEHCHBHI MPOLIECH PO3POOIECHHS Ta BIPOBAKEHHS y Pi3HOMAaHITHI
iHpopmaniiiai TexHosorii (IT) nmpuamumiB genenTpamizanii. OCHOBHI 3 HUX 3aKJIaJIeHI B TEXHOJIOTI1
omokyeitH [1 — 5, 9]. [IpakTHuHO mIMpPOKEe BIpoBaIKeHHs TexHonorii 6nokyeitn (ThY) 3pobneHo B
SKOCTI KPUNTOBATIOTH. AJie, HE3BaXKAIOUX Ha TOSBY Ta BIPOBaKeHHS Ha ocHOBI THY mepcrexTu-
BHUX IIUPOKOMACIITAOHUX PO3POOOK, MPOJOBKYIOTh ICHYBAaTH MEBHI CyMHIBU BITHOCHO TEpCIEK-
TUB 3acTocyBaHHs ThY. BoHm, sik 1 OibIIicTh HOBUX 1H(POPMAIIHHIX TEXHOJOTIH, MOXYTh OyTH
00OMeXEeHHMH B 3aCTOCYBaHHI, a TO 1 HenoTpiouumu [1 — 6].

HuHi mmpoke po3moBCIOKEHHS Ta 3aCTOCYBaHHs 3HAUILH [T, 10 TPyHTYIOTHCS HAa TEXHOJIO-
rii Tuny «Kmient — cepsep» [7, 8 ]. Texnonorii «Kiient — cepsep» (anria. Client-server) € o6uuc-
JTIOBAIBHUMH 200 MEPEKEBUMH apXiTEKTYpaMH, y SIKUX 3aBJaHHS a00 MEpexeBl HABaHTAXKEHHS Po-
3MOAUICHI MK NOCTadyalbHUKAMU MOCIYT, SKMX Ha3UBalOTh CEpBEpaMH, Ta 3aMOBHMKAMHU MOCIYT,
SKUX Ha3uBaloTh KirieHTamiu. [1o cyTi, TexHonorii «KiieHT i cepBep» € pi3HOi CKIIAQJHOCTI MPOrpam-
HUM 3a0€3IeUeHHsIM, 10 PO3TAIlOBYEThCS HA PI3HUX OOYMCITIOBAIBHUX MAIIMHAX 1 B3a€EMOJIIOTh
MDX CO0OI0 uepe3 00UMCITIOBAIEHY MEPEXKyY 3a JJOMOMOTOI0 MEPEXKEBHX MPOTOKOIIB. BOHH MOXYTh
OyTH po3TallloBaHi TaKoX 1 Ha oAHIM MamuHi. CepBepH OYIKYIOTh Bil KIIEHTCHKUX MPOrpaM IMEeBHI
3alUTH 1 HAAAIOTh IM CBOI peCypCH y BUIJISII TaHUX, CEpBICHUX (QYyHKLINA. OCKIIBKU OJTHA MpOTrpa-
Ma-CepBep MOKE BUKOHYBATH 3alUTH BiJl O€37114i MPOrpaM-KIi€HTIB, il pO3MIIIyIOTh Ha CIeliadbHO
BHJIUJICHIM OOYHCIIOBANIbHIA MamuHI a00 MallWHAX, HAJAIlITOBAaHUX OCOOJMBHUM YWHOM, HAIPH-
KJIa/l, CIUIBHO 3 IHIIMMHU IIporpamMaMu-cepepaMu. Tomy, IpOJyKTHBHICTh Ta 3aXHUILEHICTh TOILO,
TaKoi «MaIlIMHU — CepBepay MOBUHHI OyTH BHCOKMMH. BpaxoByroun 0coOOIUBY poOJb TaKOi MAITHHU
B Mepexi, cierudiku ii 001alHaHHS Ta IPOrPAMHOTO 3a0e3MEeUeHHs], 11 TAKOX HAa3MBAIOTh CEpBe-
pOM, a MAalIMHHU, SIKI BUKOHYIOTH KJIIEHTCHKI HpPOTpaMHM, BIAMOBIAHO, Kii€eHTamMH. TexHoiorii
«KiieHT — cepBep» MarOTh Psijl epeBar, aje B OCTaHHI POKH MPOSIBUIIUCH 1 PSIT iX HEOJIKIB.

Jlo ocCHOBHHX TiepeBar MOXxHa BigHectH [7, 8]:

- BIJICYTHICTBh HEOOX1HOCTI AyOJIFOBaHHS MTPOTrPaMHOTO 3a0€3MeUeHHS cCepBepa KIEHTaMU;

- BHMOTH JIO KOMITIOTEPiB, Ha SIKHX BCTAHOBIICHO KIIEHT, 3HUXKYIOTHCS, TaK K yci o0dmc-
JIEHHS1 BUKOHYIOThCS Ha CepBepi;

- yci naHi 30epiraioTbCsi Ha cepBepi, KU, K MPaBWIO, 3aXUIICHUN Habarato Kparie Hix
KJIIEHT;

- Ha cepBepi MpOCTillle OpraHi3yBaTH KOHTPOJIb IIOBHOBAXEHb, 1100 BHUPIIIyBaTH JOCTYH 10
JAHUX TUTBKW KJIIEHTaM 3 BiJMOBITHUMH IIpaBaMu JOCTYITY TOIIIO.

AJe, B OCTaHHI POKH IIOJI0 TEXHOJOTIH KIEHT — CepBep BUSABJICHO 1 Pl HeOoMiKiB [7, 8], 1o
SIKUX HEOOXI1HO BIJHECTH:

- BTparta mpare31aTHOCTI cepBepa MPUBOIUTH A0 HEMPaLEe3aTHOCTI KIIIE€HTIB a00 HEsSKiCHO-
ro iX (YHKIIOHYBaHHS (HEMpaIe31aTHUM CEPBEPOM CJIiJT BBAXKATH CEPBEP, MPOTYKTHBHOC-
Ti SIKOTO HE BUCTa4ya€ Ha 0OCIyroByBaHHS BCIiX KIIIEHTIB, a TAKOX CEpPBEP, L0 3HAXOTUTHCS
Ha PEMOHTI, MPOQ1IaKTHIII TOIIIO);

- TIpU 3HWKEHHI 3aXMIIEHOCTI cepBepa MOSABISAETHCA MOXIMBOCTI HECAHKIIOHOBAHOTO J10C-
Tymy J0 JaHHX, [0 PO3MIIICH]I Ha KIIEHTI Ta KOMIIPOMETAIlil IaHUX, KJIFOUiB Ta KIIFOUOBUX
JTAHUX TOIIIO;

- BIJHOBJIEHHS SIKICHOTO HaJaHHS OCHOBHHUX MOCIYI O€3leKH BUMarae CyTTEBHX YaCOBUX Ta
MarepiabHO — TEXHIYHUX PECYPCIB ;
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- miaTpuMKa poOoTH mpare3naTHOCTI Ta Oe3neku naHux [T TexHomoril KIieHT — cepBep BH-
Marae BUKOPHUCTaHHSI OKpeMHX (paxiBIiB — CHCTEMHOTO aJIMiHICTparopa Ta aaMiHicTparopa
0Oe3MeKH TOIIIO;

- BHCOKa BapTiCTh OOJIaJHAHHS Ta MPOrPaMHOTO 3a0e3MeueHHs cepBepa TOIIO.

ToMy BaXJIMBHMH € BIAIOBi/II HAa MUTAaHHS — YU MOYKHA Ta SIKUM YHHOM YJOCKOHAJIUTH CHUCTE-
MU «KIIEHT — cepBep». [Ipu 1IbOMyY MepIM MUTAaHHAM, Ha sIKE MOTPIOHO BIAMOBICTH, 1€ SIK OI[IHH-
TH TIOKpaIeHHs. BinnoBini Ha 1aHe MUTAHHS MOXKYTh OyTH Il 3BUYAHUX KOPHCTYBadiB Ta CyCIIi-
JBCTBA JOCTATHBO MPOCTUMHU — HOBI TEXHOJIOTIi MOBHHHI JaBaTH MPHUHIIMIIOBI Ta iCTOTHI MOKpa-
IICHHS, B TOPIBHSAHHI 3 THMH, III0 BXKE €.

BaxuuBum € takuii haktop, sk Jrojackka 3BHMuYKa. CycHnibCTBO Ta cy0 €KTH (JI0AM) Iepexo-
JTh HA HOBI TEXHOJIOTIi TUTBKH B pasi, SKIIO BOHU JAIOTh CYTTEBY IepeBary, HE MPOCTO Ha
5 —10 %, a minimy™m B 2-3 pazu. [Ipu upomy, siK TiATBEPHKEHO MPAKTHKOIO, 110 A7s HoBuX [T Han-
BOXJIMBUMHU € TaKi KPUTEPil Ta MOKa3HUKH OLIHKU Ta MOPIBHSHHS SK BapTICTh, CKIAJIHICTh (YacoBa
Ta MPOCTOPOBA), MIBUAKICTh, MPUOYTKOBICTh, OE3MEYHICTh, aHOHIMHICTh, THYUYKICTh, JU3alHH TOIIO
[1,9-12].

Hanpuknan, B Hali01IbII MOMIKMPEHiN JelleHTpani3oBaHiil TexHonorii «biTkoiH» HeoOX1THO BU-
pimmTH po0IeMy Kypey Ta PU3UKH 11010 KPUIITOBAIIOTH, OOMiHY B 3BHYaiiHI JOJapH, JIETaJbHOC-
Ti KpunToBantoTy Towo [1, 9]. Takox A MEeBHOT IUIBOBOT ay IUTOPil HEOOXiTHO 11100 HOBI BIACTH-
BOCTI, 5IKi JIa€ TEXHOJIOTisI KPUIITOBATIOTH «bBiTKOIH», BiINOBiaIM HOBUM BUMOTaM. Tomy Bke Tpu
MPOEKTYyBaHHI Ta po3po0IieHHI 1 BpoBamkeHHI HOBUX [T, B mepiry depry 1o rpyHTYIOTbCS Ha Je-
HeHTpati3amii, TOTPiOHI SIK TIMOOKI TEOPETHYHI JTOCIiKEHHS, TaK 1 MPAaKTHYHI Pe3yJIbTaTH MI0J0
BKa3aHUX BUIIE XapaKTEPUCTHUK.

3a pe3ynbTaTaMu aHaNi3y CUCTEMHHUX MiIXOIIB Ta AOCBiAy 3acTocyBaHHS HOBuX IT crmemiamic-
Tamu [2, 4, 12] chopMynboBaHO HACTYTHI HEOOXi/HI, (ajle HEIOCTaTHI) YMOBU MOKJIMBOTO HIHPO-
KOTO PO3MOBCIO/DKEHHS Ta 3aCTOCYBaHHS JEICHTPATI30BAHUX TEXHOJIOTiH, B Tii 4M iHIIIH Oi3Hec-
cdepi uu iHbopMalitHuX cuctemax. Jlo HUX HeoOXiaHO BigHecTH Taki [9, 1 — 6].

1. 3acrocyBaHHs JeleHTpai3allii MOBUHHE MOJINIIUTHA X04a O OAWH 13 BOXKJIUBUX IS IIJTHO-
BOT'0 3aCTOCYBaHHS MapaMeTpiB: BapTiCTh, CKIAAHICTh (YacoBa Ta MPOCTOPOBA), MIBUIKICTh, TPHUOY-
TKOBICTb, O€3MEYHICTh, AHOHIMHICTb, THYUYKICTb, AM3aifH Tomo. [Ipu 11pOMy BakiIHBO, 1100 mapa-
METp MOBUHEH OyTH BUKOPHCTAHHUK HE TOM, 110 MPOTIOHYE PO3POOHUK, a TOM, 110 MPOIIOHYE KOPHUC-
TyBay (3aMOBHHUK).

2. Ilokpamennss mae OyTH CYTTEBUM, ACIICHTpaJi3allisi MOBUHHA MMOKpaNlyBaTH Xo4a O OauH
BXJIMBUI JUIsI KOPUCTYBAUiB IapaMeTp, K MiHIMYM B JIBa pasH.

3. HoBa TexHomoris, B Hamomy Bunaaky ThY, He mOBHHHA ICTOTHO MPOTpaBaTH CTAPUM TEX-
HOJIOTisM 3a iHmMMU napameTtpamu. Hanpukmnan [9], skuo ThY mpaitoe B Tpu pasu mBUALIE, aje
SKIIO BOHA MPHU IIbOMY B J[Ba pa3u I0poxde 1 B 1,5 pa3u ckiajaHime — BOHA, CKOPIllIe BChOTO, HE
OTpHMa€ BU3HAHHS Ta 3aCTOCYBaHHA. B SIKOCTI MPUIHATHOTO MOPOTY MpPOTpalry MOXHA B3ATH Oiis
30 — 50 %. Y minomy HOBa TEXHOJIOTIS MOBUHHA OyTH B YOMYCH Kpallle B 2-3 pa3u, a 3a BciMa 1H-
IIMMH TTapaMeTpaMu MporpaBaTu He Oinbiue HiX B 1,5 pa3u. ToOTo, MOKpalieHHs: TOBUHHE JaBaTu
CYTTEBI MepeBary, aje e 1 KOMIEHCYBaTH MO0IYH1 €pEeKTH 010 MPOTpaIly 3a IHIIUMHU TapameT-
pamu.

Takum urHOM, "KpamnricTs" 1 mepeBara HOBOI TEXHOJOTII — 11e Cy0'€KTHBHA pid, BOHA (Hopmy-
€TbCS KOPUCTYBayaMH, a HE po3poOHMKaMu. TiTbKK MpoAaXKi JOBOJAATH HasBHICTH "KpamiocTi" Ta
niepeBar. BiJicyTHICTh TIPOJIaXiB MOKa3ye, M0 SBHOI MEepeBard IiJIbOBOI0 ayIUTOPIEI0 TTOKHU IIIe HE
BU3HAHO.

Takum urHOM, € TIpoOJIeMa, CYTHICTh SIKOi B TOMY, IIIO JCIEHTpaIi3allis, B TOMY YHCI Y BH-
risaal ThY, € HaueGTO mepcrneKTUBHOIO TEXHOJIOTIE0, alle Jie caMe Ta sIK ii Kpallle BUKOPUCTOBYBa-
TH, JIe BOHa OyJie MaTy B TOPIBHSAHHI 3 ICHYIOUUMH TEXHOJOTIIMH « KITleHT — cepBep» Kparor, Ha
HAaII TOTJISAT, € HE BUPIMIECHOIO .
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Meroro crarrTi €:

- aHaJi3 OCHOBHMX MPHUHLUIIB MOOYIyBaHHS JELEHTPATI30BaHUX TEXHOJOTIH 3 BUKOpPHUCTaH-
gsM ThY Ta BUMOru 10 HUX B YaCTHUHI O€3MEKU;

- aHaJi3 0COOIMBOCTEH Ta YMOB 3aCTOCYBaHHA 3axuiieHux ThY;

- OUC Ha aHaJi3 MOTEHIINHUX aTaK, KOJH 3acTocyBaHHs BU € cyTTeBUM MeXaHI3MOM 3aXUCTY
BiJ HUX;

- CYTHICTBH Ta IIPOTO3UIIi1 BIJHOCHO MPOTH/IIT aTaKaM CIICIiaIbHOTO BHTY.

ABTOpH pO3yMiIOTb, III0 CTATTSl HOCUTh XapaKkTep NEPBUHHOIO 3aralbHOCUCTEMHOTO aHAITHY-
HOTO OTJISI/TY Ta BijoOpaskae morisian aBTopiB Ha ThY. Mu criogiBaeMoch, 10 B MOJANBIIOMY Oyie
OITy0JIIKOBaHO CEepil0 HAyKOBO-TIPAKTUYHUX cTaTel moA0 Teopii Ta npaktuku ThY.

1. OcHoBHi npuHIMnM nodynysanus ThY

3 MeTor0 peanizaiii CHCTEMHOTO MiAXOMy A0 aHalli3y Ta OLIHKH 3aXHIIEHOCT] PO3TIISTHEMO BH-
3HaH1 OCHOBHI NPUHIMNIM Ta BUMOTH 110710 nooyayBanHs ThY. 3rinxo [4, 9 — 12] npu noOyayBaHH1
ThY noBuHHI OyTH 3aCTOCOBaHI YM PEKOMEHAOBAH1 O 3aCTOCYBaHHS Taki 0a30Bi MPHUHIMIHU SK :
MEpPEeXKeBOi LITICHOCTI; PO3MOIUICHHS BJIAIH; I[IHHOCTI SIK CTHMYJY JJIsi KOPUCTYBadiB; 3aXHCTY
(6e3mexu) iHdopmarlii Ta pecypciB; IpUBATHOCTI iHQOpMAIll Ta pecypciB. BaxIMBUMU TakoX €
MIPUHITUITA CTBOPEHHS MTPOTPAMHOTO 3a0€3MeYeHHS; TIOCIYT TEXHOJIOT1H; Oi3HeC MOAeNel Ta pUHKIB;
oprasizanis (pyHKIIOHYBaHHS; TPU HEOOXiTHOCTI TakoxXK ynpasninHsa bY Tomro. Bkazani npuHuunm
B OCHOBOIIOJIOXHIM poboti Cartomi y seHOMY BUTIIsAI [9,10] HE BUAUISINCE, ale BOHH BUKOPHUCTO-
BYIOThCSl TpakTU4yHO i ycix ruardgopm BU. Posrnsnemo 0a3oBi 3 HUX JeTanbHimie Ta OyaemMo
BpaxoBYBAaTH iX MPH aHaNi31 Ta OLIHKAX B mojanbmomy [2, 3].

1.1. IIpunuun mepesxkeBoi HWiJicHOCTI

CyTHICTh IILOTO MPUHIMUIY B TOMY, L0 JIOBipa CTOCOBHO bY € BHYTpIIIHBOIO, & HE 30BHIII-
Hbo10 [3]. LlimicHicTh 3a0e3neuyeThesi Ha KOXKHOMY €Tarll IpoLecy 1 € OCHOBHOIO ii LIHHICTIO. Yya-
CHHKH MOXYTh OOMIHIOBATHUCH TAKOIO LIHHICTIO, CIIOAIBAIOYNCH, 11O 1HIIA CTOPOHA JISITUME TAKOX
yecHo. OCHOBHa ii CKJlajjoBa — I[IHHICTH IUIICHOCTI — YECHICTh y CBOiX CJIOBax i BUMHKAaX, Bpaxy-
BaHHS 1HTEPECiB iHIIUX, BIAMOBIAAIBHICTH 3a HACTIJKMA CBOIX PIIIEHb 1 Aii, a TAaKOX MPO30PICTh Y
MPUAHATTI pillieHb Ta Ai. BoHa 3akiazeHa B mpaBax Ha PIlICHHS Ta B CTPYKTypaxX CTUMYJIIOBaHHSI.
OcHOBHaA BUMOTa TOJISITAE€ B TOMY, IO AiSTH 0€3 HUTICHOCTI HEMOXKIIMBO 200 1ie moTpedye HabaraTo
OinbIIe yacy, rpomiei, eHeprii Ta penyrarii [2, 3, 9], AK10 BOHA HE 3a0€3MeUyEThHCH.

1.2. IlpyHIMI PO3MOAITIEeHHA BJIAAU

[TpuHIIMTT po3MOALICHHS BIaAu y HACTYmHOMY [2, 3, 9 — 12]. B ogHopanrosiii mepexi bY Bia-
J1a TI0 CyTi pO3MOJIECHA, IPUIOMY TOUYKAa KOHTPOJIO BiACYTHs. Byap — sika 31 CTOpiH HE MOXe MpH-
nuHATH poOoTy cuctemu BY. SIKIIo meBHOMY HEHTPAIILHOMY YIPABIIHHIO BAACTHCS KOMIPOMETY-
Batu abo Binpi3zaTu iHAMBIAyyMa abo rpymy, cucremMa bU Bce me Oyae kurre3gaTHor. SKmmo Oi-
JIBITIE TTOJIOBUHHU MEPEX1 CIpoOy€e 3HUIIUTH BCIO MEPEXKY, TO yCi Mmobdavarh, M0 AIETHCS, Ta OYIyTh
MPOTUIISATH.

1.3. IlppHIUN WiHHOCTI Y AKOCTI CTUMYJIY AJIsl KOPUCTYBaviB

[TpuHIMI WiHHOCTI MiCTUTBCS y HacTynHoMYy. B TBY cTuMynn onuHaKoBi U1 BCiX 3alliKaBiie-
HUX ctopid. Tak Gitcoin abo iHIIA OJUHUIIA I[IHHOCTI € HEBIA'€MHOIO YAaCTHHOIO IIHOTO BUPIBHIO-
BaHHSA Ta Kopensuii pemytauii [2, 3, 9 — 12]. Caromri po3poOuB mporpaMHe 3a0e3neueHHs] TaKUM
YUHOM, 1100 BUHATOPOJIUTH THX, XTO MPAIIOE 1 HAJIEKATh 0 HUX, OyJIU OUIBIINMH.

1.4. llpunuunu 3axucry (0e3nexku) ingopmauii Ta pecypcis

[Tpuntunu 3axucty (0e3neku) iHGopMmalii Ta pecypciB [2, 3, 8 — 12] moBUHHI 3aCTOCOBYBa-
TUCHh 0e3yMOBHO. OCHOBHUM NPHHLHUIIOM (MEXaHi3MOM) 3axHcTy iH(popmarii Ta pecypciB y ThY €
3aCTOCYBaHHsI KpUNITOTpa(iuHUX METOIB — CHMETPUYHUX Ta ACUMETPUYHHUX KpUNTOrpadivyHUX Te-
PETBOPEHB Ta KPUNTOMPOTOKOMIB. [IpHduoMy, OCHOBHUM HPU3HAYEHHSAM KpUOTOrpadiuHuX MeXaHi-
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3MiB € 3a0€3Me4YeHHSs IIITICHOCTI, CIPaBKHOCTI, HECIIPOCTOBHOCTI, JOCTYITHOCTI Ta, B IEBHOMY 3MiC-
Ti, KPUITOKUBYUYOCTI KJIIOUiB Ta TexHousorii bY y minomy. Yci kopucTyBaui MOBHHHI 3aCTOCOBYBa-
TH TaKi KPUTITONIEPETBOPEHHS sIK TenryBanHs, L[] Ta acumerpryne mu@pyBaHHs i MPOTOKOJIN BCTa-
HOBJICHHSI Ta YIIPABIIiHHS KIIIOYaMH.

Ha nam nornsin, BkazaHoOro Mexasizmy Juid 3abesnedeHHs kibepoesneku B ThU HepocTaTHBO.
B Mozpensx mopyIiHuKa Ta 3arpo3 HE BPaXOBYIOTHCS MOXJIMBI KaHAJIM BUTOKY Ta CHeLialbHI aTaku
o010 KpunTorpadigHux neperBopeHs Tomo [9, 17 — 20], a TakokK BEMOTH TIOJ0 0 KpurTorpadi-
YHUX NEPETBOPEHB JJIsl TOCTKBAHTOBOIO MEpioly Ta iX cTaHAapTH3alii [ ].

[Tpobnema, Ky HEOOXiTHO BHUPIMIUTH MO0 KpUNTOrpadidyHUX MEPETBOPEHb, Y HACTYITHOMY.
370BMUCHUKHM OCOOJIMBY YBary B CBOiX 3JIOBMHCHHX JiISIX 3BEpTalOTh Ha KPaJIlkKKy OCOOMCTHX Ha-
HUX, aXpanicTBO, Kibep-3aysaKyBaHHs, (QIIINHT, CIlaM, HIKiIJIHBE MporpaMHe 3a0e3NeveHHs, BUMa-
TaHHs — Bce 1Ie migpuBae Oe3neky iHdopmailii Ta 0COOMCTOCTI B CYCHIbCTBI. B ocTaHHI poky HUMH
BUKOPHCTOBYIOTHCSI MOYKJIMBI KaHAJIM BUTOKY iH(popMarlii Ta Hebe3neuHoro BruuBy [12 — 13]. He-
JIOCTaTHBO, & TO 1 MaJi0 B PAMI BUMAAKIB, TOTO, IO POOUTHCS AJIs MiJBUIICHHS O€3MeKH KIIE€HTIB,
yCTaHOB, eKOHOMIYHOT Oe3meku Ta IT 1 ThY.

1.5. lIpunuunu npuBaTHocTi iHpopManii Ta pecypcis

[Tpunun npuBaTHOCTI iH(GOpMarii Ta pecypciB y HactynHoMmy [2, 3, 8 — 10]. Ocoba noBuHHA
KOHTPOJIIOBAaTH CBOI BiacHi AaHi. [Ippyyomy ocoOu MOBHHHI MaTH NMpaBoO BUPILIYBaTH, 110, KOJIHU, 5K
1 CKUTBKH CTOCOBHO CBOET OCOOMCTOCTI BOHHU IOBHHHI TMOBIIOMJIATA KOMY-HeOyab iHmmomMy. [ToBara
710 IIpaBa Ha MPUBATHICTb — 1€ HE OJIHE U Te K, 1110 rmoBara 7o npusatHocTi. HeoOxiaHo 3abe3neun-
TH 1 Te, 1 iHme. YCcyBaroun HEOOXimHICTh AOBipsATH iHmUM, CaTomi yCyHYB HEOOXiIOHICTH 3HATH
CIPaBKHICTh OCOOMCTOCTI, II00 B3a€EMOJISITH 3 HEIO.

[Tpobnema, siky HEOOXiTHO BUPIINTH y HACTYITHOMY. BU3HaHO, 1110 MPUBATHICTH — 11€ OCHOBHE
MpaBo JIOAWHU 1 (yHIAMEHT BUIBHOTO CyCHijabcTBa. HUHI icHYe mopyiieHHS KOH(]iAeHIIHHOCTI,
KOJIM CIIOYATKY 30MPArOTHCS 1 BAKOPUCTOBYIOTBCS HAIIIl J1aHi 0e3 3roiu abo JT03BOIY 0COOH, a IOTIM
iH(pOopMallig HAJIITHO HE 3aXUIAETHCS B XaKepiB.

Hacnigku nnst exonomiku BY kputnuni. besymoBno, mo BY Hamae MOXIMBOCTI 3yNMHUHUTH
TUCK Ta CIIOCTEPEXEHHA 3a cycniibcTBOM. Lle, Hanpuknan, A Koprnopauiil 103BOJslE MaTH MOBHY
iHpopmanito npo ocoly. HIBuaKO 3'ABIAIOTECS OCOOMCTI JaHI PO 310pOB's Ta (iTHEC, MIOACHHI
MO13JIKH, )KUTTS BCEpeIMHI OyIMHKIB TOIIIO.

3aBnsaku TexHonorii BY Mo)kHa BOJOAITH CBOIMH OCOOMCTHUMHM IpaBaMH SIK y BipTyaJbHOMY
cBiti Second Life, ane 3 peanpHuMu Hacmiakamu. BipTyaabHuii KOpUCTyBad MOYKE 3aXUCTUTH CBOIO
ocobucTy iH(pOpMaLio, po3Aaouu Julle iHPOpMaLilo, HEOOXiAHY UIs OyIb-KOi COIlaJIbHO-
eKOHOMI4HO1 poboTu. [lpu 11bOMy MOXHA MEPEKOHATHCH, IO OTPUMYE OcoOa KOMIICHCAIlI0 3a
OyIb-sIKi JaHi, K1 MAIOTh 3HAYEHHS JJIs 1HIIIOi CTOPOHH.

1.6. Oco6auBocCTI 0/10K4YeliH, sIKi TOBMHHI OyTH BpaxoBaHi NPH aHAJI3i 3aXHIIEHOCTI

PosrnsiHemo peski ocoGmuBocti BY, 1m0 moB’si3aHi 3 Horo pexiaMoro IojA0 Iepesar Mmpu 3a-
crocyBaHHi Tomo [3, 8 — 15].

BaxmBoro 0co0aMBICTIO € HeOOTpyHTOBaHICTh 3acTocyBaHHd ThY. IcHye TeHneHis 1o Hemno-
MIpHOTO MponaryBaHHs o0 Bukopuctanus ThY, sika HuHI po3BUBaEThCS. BuKoHaHO 3HAaYHE YHC-
JI0 TIPOEKTIB, IO PEKIAMYIOThCS Ta BIPOBAIKYIOThCS [2, 3]. [HOomi € HamaranHs Bkimouatu ThY,
HaBiTh, SKIIIO BOHA HE 30BCIM MOTpiOHA 4K HE TOTpiOHA. Bka3aHe MoB's3aHO 3 TUM, IO TEXHOJIOT1s
TBY € BiTHOCHO HOBOIO 1 HE AyXke 3po3yMiioto. Hirkde po3ristHeMo fesiki 00MeXeHHS 1, MOXKIIMBO,
HEOOTPYHTOBaHI MOTJISAIH, 110 TTOB's3aH1 3 TexHoJoTiero bY.

Hesminnicts TexHomorii. binburicts mxepen, mo crocyoTrbes ThY, onmucyioTs perictpu jaH-
mrora OJI0KiB sIK He3MiHHI. HacmpaBi, 11e He 30BciM Tak. Bkazane MO)kHa MOSICHUTH THM, 10 BOHH
3axHILIEH] BiJl HECAHKI[IOHOBAHOT'O JOCTYITy, BHACHIJIOK YOTO € JIOBipa, HANMpHUKiIa yepe3 (iHaHCOBI
Tpan3akilii. Ane ThY He MOXyTh BBa)KAaTHUCS MMOBHICTIO HE3MIHHUMH, TOMY IO € CUTYaIlii, B SKUX
ThY moxe O6yTu 3MiHeHOI0. TOMy BKakeMO Ha CIIOCOOH, 32 JIOMIOMOTOI0 SIKUX MOXE OYTH MOpyIiie-
Ha KOHIICTIIIIS HE3MIHHOCTI 11010 peectpiB bY.
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1.7. Ocob1uBocTi 3a0e3ned4eHHs KidepOe3neku B 010KYCHH

Buxopuctanns texnonoriii bBU He ycyBae BnacTtuBi ans kibepbesnexku pusuku [2, 3, 8 — 11],
10 BUMAararoTh IMPOJTyMaHOTO Ta aKTUBHOTO YIpaBiliHHSA HUMH. CKopile BChOro, OUIBIIICTh 3 HUX
NOB'sI3aHi 3 MOACKKUM (pakTopoM. Tomy nmoBuHHa OyTH po3po0sieHa Ta BUKOPUCTOBYBAaTHCH Haiii-
Ha niporpama kibepOesnexu THY, 3axucTy Mepexi Ta opraHizaiiif — yyacHHUKIB Big Kibep3arpos. Lle
MOBMHHE OYyTH 3p00JieHe 3 ypaxyBaHHIM TOrO, 110 XaKepy OTPUMYIOTh Bce Oiblle 3HaHb po ThY
Ta IX BPa3JIUBOCTI.

Takosx iCHYIOY1 CTaHapTH 1 KEPIBHULITBA B 0011acTi KibepOesnekH, K 1 paHille, MaloTh BEITUKE
3HaYeHHd [UId 3a0e3redeHHs Oe3leKu CHCTEM, IO B3a€EMOIIIOTH Ta/abo0 moxnazaroTeest Ha ThY. 3a
YMOBH NE€BHUX KOPUTYBaHb, Ul PO3IIIAAY KOHKpeTHHX Xxapakrtepuctuk ThY icHyroui cranmapT i
pexoMeHaIii 3a0e3meuyroTh 3HaYHy OCHOBY JUTsI 3axucTy Mepek BU Big kibepaTax.

Ha monmatok 10 3aranbHUX MPUHIUIIB 1 32C001B KOHTPOIIIO TAKOXK MPUHHATHI KOHKPETHI CTaH-
naptu KibepOesneku, 1110 MaroTh BigHoueHHs A0 ThY, skl Bke 1CHYIOTh 1 HIMPOKO BUKOPHUCTOBY-
I0ThCSl B OaraTtbox ranyssx, Hanpukiax NIST Cybersecurity Framework [9]. B Hbomy cTBepKy-
€THCS, IO HE ICHY€E «EIWHOTO MIJXOMY A0 YCYHEHHS 3arpo3 KibepOes3mnekm», 4epes Te, 0 «OpraHi-
3amii OyayTh 1 Jami MaTH yHIKaldbHI PU3UKU: PI3HOMaHITHI 3arpo3u, BPa3iIHBOCTI, CXUJIBHOCTI 10
PHU3HKIB, a BIAMOBITHO, CIIOCIO MPakTUYHOTO BHKopucTanHs ThU B pamkax cTpykrypu Oyzae pis-
HUM.

1.8. Ocob.1uBoCTI 3acTOCYyBaHHS iHQPPACTPYKTYPH BiIKPHUTOIO KJII04a Ta ineHTHdikamis

Sxmro TBY Brirouae iHdpacTpykTypy Biakpuroro kirouda (IBK), To aeski kopuctyBaui Biapasy
K JTyMaroTh, 1110 MPH i BAKOPUCTaHHI 3MIMCHIOEThCA 1 ieHTH(iKamis ocoducrocti [9, 13 — 16]. Ane
1Ie HE 30BCIM TaK, OCKUIbKH BIIHOCHUH «OJIMH HAa OJUHY» 3 BUKOPUCTAHHIM OCOOUCTHX KJIFOUiB MOXKE
i He icHyBaTH (KOpPHCTYBad MOXE MAaTH JCKUIbKa OCOOMCTHX KIIOUiB), TAKOX SIK 1 MOXe He OyTh
BITHOCHUH «OJMH Ha oauH» Mix aapecamu B ThY i BiakputuMu kiroyamMu (MHOXKHHHI afpecu MoO-
KYTb BUIUTUBATH 3 €IMHOTO BITKPUTOTO KITIOYA).

Yacro HII BUKOPUCTOBYIOTBCS IS MiATBEPIXKEHHS 1IEHTUYHOCTI y U(PpOBOMY CBITI MpH 3a-
Oe3nedeHHI KibepOe3neku, M0 MOXKe MPU3BECTH 10 TUTyTAHWHU BITHOCHO MOTEHIIIHOTO 3aCTOCY-
BarHsa ThY s ynpasninasa inentudikamiero. [Iponec neperipku EI Tpan3akiii B 6y10kueliHi 1o-
B'SI3y€ TPaH3aKIIl 3 BJIACHUKAMH OCOOMCTHX KIIIOUIB, ajieé HE HAJla€ MOXKIUBOCTI AJIs 3B'S3yBAaHHS
peanbHuX 1IeHTU(]IKATOPIB 3 IIUMHU BIACHUKAMH. Y JCSIKAX BUIAIKaX MOXKHA TOB'SI3yBaTH 1JICHTHU-
¢ikaTopu peasbHOro MU(PPOBOTO CBITY 3 OCOOMCTUMH KIIIOYAaMH, ajie Il 3B’ SI3KW BUKOHYIOTHCS de-
pe3 30BHIIIHI mpoliecH, a He maTpuMytoTbesi bBY Hampsmy. Hanpuknan, mpaBoOXOpOHHI OpraHu
MOKYTb 3aIIMTYBaTH 3alUCH 3 OipiKi, sIKi MOB'SI3yIOTh TpaH3aKLii 3 KOHKPETHUMHU ocobamu. [HImM
MPUKIIATIOM € 1HIUBITyanbHa MyOJiKalis KpUIITOBAJIIOTHOI aJpecHd Ha CBOEMY OCOOHMCTOMY BeO-
caifti abo CTOpiHILI, HAPUKJIIA JUIsl TOKEPTBYBAaHb B COLIATbHIA MEpexi, 10 3a0e3MeUnuTh 3B'I30K
MIDXK aJpecoro Ta 1IeHTU(]PIKaTOPOM y peaibHOMY ITU(GPOBOMY CBITi.

Xoua, ThY Mo0kHa BHKOPHCTOBYBAaTH B 1H(PACTPYKTypax YHpaBIiHHA iAeHTHU(IKAIE0, A1
SAKUX TOTPIOEH PO3MOAUICHUN KOMIIOHEHT PEECTPY, BaXKJIMBO PO3YMITH, IO TUTOBI peanizarii bYU
HE TPU3HAYEeHI /Ui aBTOHOMHHX CHCTEM YIIpaBIiHHA ieHTUdiKaier0. [cHye Oibie MOKIMBOCTEH
MaTH HaJiiHI TU(poBI 11eHTU(IKATOPH, HIXK ITpocTO peanmizyBatu ThY.

TakuMm 4MHOM, SIK TIPU aHali3i, Tak 1 B mpoueci cuatedy ThU BaKIMBUMHU € OCHOBOMOJIOXKHI
MIPUHITUIIN, [0 BU3HAYAIOTh CYyTHICTh, BUMOTH Ta MOXIUBOCTI ThY.

2. Oco0smuBoOCTI Ta ymMoBHM 3acTtocyBanHs ThU

Sk 3a3Hauanocs Buiie, ThY MaroTh cBOi 0co0IMBOCTI Ta BpaznuBocTi. Cepen 0COOIMBOCTEH,
o0 crocyroThest 6e3nexu ThY, cmig BigmituTw Taki [11 — 13]: cknaaHicTh cUCTEMU, PO3MIpU Mepe-
XK1, MBUAKICTH 1 €()EKTUBHICTh MEPEXIi, MOJITHKA BUKOPUCTAHHS, 3JIOBMUCHI KOPHCTYBadyi, BIJICYT-
HICTh JIOBIpH, ITHOPYBAHHS TpaH3aKLili KOHKPETHUX KOPUCTYBadyiB, By3JiB a00 HaBiTh LIIHX JAEp-
’KaB, CTBOPEHHS 3MIHEHOT'0, aJIbTEPHATUBHOIO JIAHI[IOTa 11010 TaeMHMIIL. Po3risiHemMo Ta mpoaHati-
3y€EMO iX.
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Cknaouicms cucmemu. SIKIO BHPIIIEHO CTBOPUTH cucTteMy Ha ocHOBI TBY 3 Hyms, To onHa
HEBEJIMKAa TOMHUIJIKA MOXeE CTaTu (aTajibHOIO Ta 3pyHHYBaTH BCIO pO3poOKy. 3BHYANHO X, L€ HE
MO’KHa BBa)KaTH HeIOKoM camoro bY — 1me, ckopiire, CTOCyeTbesi OCOOIMBOCTEH HOTO BUKOPHC-
TaHHS. PO3poOHUK, 110 CTBOpIOE OJIOKYEitH a0o 3aiiMaeTbcs HOro po3poOKOI0 Ta MiATPUMAHHAM
T€3TATHOCTI, Ma€ OyTH Ay)Ke JOCBITICHUM, OO BipOTiTHICTH IOMYCTUTH MIOMUJIKY Y TaKiid CKIIQTHIH
cuctemi migBuIIyeThes. lle MoxkHa mobaunTH y cdepi KpUNTOBAIIOT, JIe PEryIsIpHO BiAOyBalOTHCS
BUKpAJCHHS KPUITOBAJIOTH Y KOPUCTYyBayiB abo 3arajioM KOMIpOMETAIlisl yCiel Mepexi HaBiTh Y
HanoOIbImuX mpoekrax [20].

Posmipu mepeaxci. Ins po6otu BY HeoOXiaH1 K MIHIMYM KIJIbKa COTEHbB, a III€ Kpalle KuUTbKa
THUCSIY y3rOPKEHO Mpamtorounx By3iiB. Came yepes ne ThY e Bkpaii Bpa3inMBoOIO 0 aTak Ha royaTt-
KOBUX eTamax pobortu. Hampukman, skmo skuii-HeOyab KOPHCTYBad 3MOXE OTPHUMATH KOHTPOJIb
Haza 51 % By31iB CUCTEMH, TO BiH 3MOK€ IIOBHICTIO KOHTPOJIIOBATH CTBOPEHHs OJI0KIB y Mepexi BU.
A skio B cuctemi Bcboro 20 By3iiB, TO OAI0HUHN BaplaHT PO3BUTKY MOJIN OLIbII, HIXK MOKIMBHIA.
[IpoTe HaBITH 1151 aTaka BXKe BPaXOBY€EThCS MPU MOOYAyBaHHI cyyacHUX Mepexx bY Ta HiBemroeTbes
3a JOMOMOT OO OLTBII JTOCKOHAIUX CHCTEM KOHCEHCYCY.

Llsuoxicmo i egpekmugnicmo mepedxci. CTpykTypa Mepexx bU — 1e Takoxx oHa 3 MPUYUH, 3
BUKOPHCTaHHSAM SIKOT MOXKe OyTH MopymieHO HopMaibHe (yHKIioHyBaHHS Mepexi BU. Tak, skmio
Mepexa bY oTpumae HaATo MKpPOKe MOMUPEHHs, a iHppacTpykTypa BU BUsABUTHCS HE TOTOBOIO 710
TAKOTO OOCSTY Omepalliidf, TO B Pe3yJIbTaTI MOXE 3HH3UTHCS IIBUAKICTh IMPOBEICHHS TPaH3aKIIiH,
MOXYTh 3'IBUTHCS TIpOOJIeMH 31 30epiraHHsAM JaHUX, [0 HETaTUBHO BIUIMHE HA €(EKTUBHICTH Me-
pexi BU. Takox, mo mi€i mpoOieMu MOXKHa BIHECTH CHTYallil0, KOJIU KiJIBKICTh KOPUCTYBAiB
(TpaH3akiiiii) B cucteMi Oyje MepeBUIyBaTH TEOPETUUHY MAaKCHMAalIbHO MOXKIIUBY KiJIbKICTh TPaH-
3aKIii B Mepexi (TpaH3aKIii B CEKyHIy), IO MOXKE MPHU3BECTH JO JOBrOT0 OYiKyBaHHS MiATBEp-
JDKEHHS TpaH3aKIii.

Ilonimuxa euxopucmanns. 3 orasiAy Ha Te, 0 BaioTa B Mepexi bY € MixHapoaHOIO 1 JieLeH-
TpPaji30BaHOI0, 1€, 110 CYTi € 3arp03010 JUIsl KOHTPOJIbOBAHUX JIepKaBoko BamtoT. Ha naHuii MoMeHT
KEpiBHI OpraHu JEsIKUX JIepKaB MParHyTh BBECTH OUIbII CyBOpi 0OOMEeXeHHs Ha BUKopHcTaHHS BY.
V pi3HUX KpaiHaX CMOMAIBAIOTHCS B3SITH CHCTEMY IiJl KOHTPOJIb 10 TOTO, SIK BOHA CTaHE CEpHO3HUM
KOHKYPEHTOM 1 MOYHE 3arpo>KyBaTH IXHil eKoHOMili. HempssMuUM 4MHOM Iie TaKOX € CYTTEBOIO 3a-
I'pO3010 JAJIs CyyacHOi O0aHKIBChKOI cucteMu. Hapasi 111 3arpo3a € BKkpail peanbHOI0, HalpuKiIall, 3a
Heo(iniinumu nannmu Kutaii koHTpostoe 6:1m3bko 60 % 00YMCTIOBATBHUX MOTYKHOCTEH OITKOIHY
Ta MOTEHIIHHO MOXKE HOTO CKOMITPOMETYBaTH [9].

3acmocysanns xkniouie. B TpaH3akuigx B Mepexxi BY BUKOPUCTOBYIOThCS acCUMETPUYHI Hapu
KJIIO4iB — myOmivHi 1 ocobucti kpuntorpadivni kmrodi. Cami mo coOi Taki K04l 371aMaTH Makxe
HEMOXIJIMBO Ha 3BUYAHOMY KOMII'IOTEpi, MPOTE 3TOBMUCHUK MOKE OTPUMATHU X OUIBII MPOCTUM 1
3BUYHUM criocoOoMm. Hampukiaz, Kirodi MOJKHA JIICTaTH B TOMY BHITJIKY, SKIIO BH 30epiraere ix Ha
HebOe3neyHii abo He3axuineHi miatdopmi. Bukopucranus couianbHOI iHXEHepii Ta BUKpaJCHHS
KJIFOYiB 13 MEHII 3aXMIIEHUX PECypPCiB € HAWOIBII MOMYJIIPHAM CITIOCOOOM Ha ChOTOJHIMIHINA ACHB
cepes KpUNTOBAIIOTHUX 3JI0BMUCHUKIB [1 — 6, 9, 19].

3noemucni kopucmysaui. Mepexxa BY He Moke HaB'sI3yBaTH IpaBWJIa Ta 1HCTPYKINi 3 TpOBe-
JICHHS TpaH3aKliii, BOHa HE MOXKE JUKTYBAaTH KOPUCTyBayaM HOPMH MOBeAiHKH. Tomy 1ie mpoobie-
MaTU4YHO JyuTsl permissionless mepexx bU depes Te, o KOpuUCTyBadi BUCTYIIAIOTH 1] ICEBJAOHIMAMHU
1 HEeMae BIJTMOBITHOCTI «OJHH IO OJJHOTO» MiX ieHTH(]IKaTOpaMU KOPUCTYBAYiB MEPEXKi 1 IMEHaMuU
KOpHUCTYyBadiB cucteMu. Permissionless Mepexi 4acTo HaJal0Th BUHATOPOAY (HANpPHKIIAd, KPUIITO-
BAJIOTY), 100 MOTHBYBAaTH KOPHCTYBayiB MISTH CIPaBEUIMBO; MpPOTE AESIKi MOXYTb BHUOMpaTh
3JIOBMHCHY TIOBEIIHKY, SIKIIO 11 JAa€ OuIbIny BuHaropoay. HaiiOinpima mpobiaema ajis 3T0BMUCHUX
KOPUCTYBa4iB — OTPUMATH JOCTATHIO MOTY>KHICTh (UM TO CTaBKy B CHCTEMi, OOUUCIIIOBATILHY IOTY-
YKHICTB TOIIIO), 100 3aBIaTH IIIKOIH.

AHaJi3 mokasas, M0 SKIIO CTBOPIOETHCS TOCUTH BEJIUKE 3JIOBMUCHE CITIBTOBAPUCTBO, 3JI0YHHHI
T MOKYTh 3BOJAMTHCH 10 HACTYITHUX 1K Ta oBeAiHKH [1 — 6, 9].

1enopysanns mpan3axyiti KOHKpemuux Kopucmyeayis, By3JiB a00 HaBITh IUTHX JIEPHKaB.
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Cmeopenns 3MIiHeH020, albMepHAMUBHO20 1aHY0ed MAEMHUYI, a TIOTIM HOTO BiINpaBKa, sK
TUIBKM aJIbTepPHATUBHUH JAHLIOT JOBIIMN peasbHO MoOynoBaHoro. YecHi By3nu OyayTh epeMHKa-
THCS Ha JIAHITIOT, IKKUI Mae HalOuIbIry «poboTy» (3a mpoTtokosiom bY). Ile Moxke mopymuT ocHO-
BHUH npuHIMN Mepexi bY — mopymmTa ii mpo30picTh 10 MiAPOOKH Ta 3aXHCT BiJ HECAHKI[IOHOBA-
HOTO BUKOpUCTaHHS [3].

Biomosa nepeoasamu 6noxku Ha inwi gy3au. 1o cyTi, mopyuryiodu po3noain indopmarii (e He
€ npobiemoro, Ko Mepeka bU € MocuTh meneHTpanizoBaHow). Y TOM 4ac siK 3JIOBMHCHI KOPHC-
TyBaui MOKYTb CTBOPIOBATH HEMPUEMHOCTI 1 HAHOCUTH KOPOTKOYACHY LIKOIYy, Mepexi BY MoxyTh
BUKOHYBAaTH XOPCTKI PO3rally’KeHHsS I O00poThOM 3 HUMHU. Uu OyayTh BiIIIKOJOBaHI 30UTKU
(BTpaueHi rpotii), 3aeXUTh Bl po3poOHUKIB 1 KopucTyBauiB Mepexi bY [9].

Ha 0ooamox 0o naseénocmi 3108MUCHUX KOPUCMY8AUie 8 Mepedicax, aaMiHicTpaTopu iHppa-
ctpykTypu bU B permissioned Mepexkax MOXKyTh TaKOX JisITH 370BMHCHO. Hanpukinaz, aqmiHicTpa-
TOp 1H(PACTPYKTYypH MOKe (B 3aJIKHOCTI Bl TOYHOT KOHQITyparlii) MaTH MOXIIUBICTh 3aXOIUTH
BUPOOHHUITBO OJIOKIB, BUKJIIOYATH JESKUX KOPUCTYBAuiB 3 BUKOHAHHS TpaH3aKLiH, MepenucyBaTu
icTopiro OJIOKIB, NIBiYi BHTpayaTH MOHETY, BHIAIATH PECYPCH, TEpeaypecoBYBaTH YU OJIOKYBaTH
MepeskeBi miakimoyeHHs [9, 19 ].

Biocymnicmo dosipu. THia nommpeHa HeBipHa iHTeprpeTaris moa0 podotn bU moxe Hagxo-
JUTH BiJ 0Ci0, sIKi 3HaI0Th, 10 B bY HeMae «TpeThoi JoBipeHoi cTopoHn», a Mepexi bY € «ue 1oBi-
peHHMM» cepenoBuIIaMu. He MUBISTYNCH Ha Te, IO TPETS JOBipeHa CTOpOHA He cepTudikye TpaH-
3aKIii B permissionless Mepexax OiokueiiH (B permissioned cuctemMax 11e¢ MEHII OMITHO, OCKUTBKH
aJIMIHICTPATOPU CUCTEMH JIIOTh, K JOBIpEHI 0COOM, HATAF0UM KOPUCTYBAadaM JIOIYCKH 1 JO3BOJIH).
s npaBunsHOTO (hyHKIIOHYBaHHSA Mepexi bY Bce )k HEoOXiAHUN TOCUTh BUCOKUH CTYMiHb JOBI-
pH BcepennHi Mepesxi, B TOMY 4uCIi Ko [2 — 6, 9].

1) Icuye noBipa g0 kpunrorpadigyHOi TEXHOJOTI], [0 BUKOPUCTOBYETHCS, aje KpunTorpadiuHi
anropuT™MU ab0 IX peasizaimii MOXKYTh MaTH HEJIOJIKH.

2) Icnye moBipa a0 mpaBUIBHOI 1 Oe3mepepBHOI POOOTH CMapT-KOHTPAKTIB, AKi MOXKYTh MaTu
HEHABMUCHI JIa31BKH 1 HEJOJIKH.

3) IcHye noBipa 10 pO3pOOHUKIB, SIKI BUPOOJISIOTH MPOrpaMHe 3a0€3MEUCHHs TKOMOTa O1IbIII
CTaOLTEHUM.

4) IcHy€e BIEBHEHICTh B TOMY, IO OUTBINICTh KOPUCTYBAYiB OJOKYCHHY HE BCTYMAIOTh Y TAEM-
Hy 3MOBY. SKkio okpeMa rpymna abo ¢izuyaa ocoba Moxe kepyBatu Oubii, Hix 50 % BCiel MOTYX-
HOCTI CTBOpEHHS OJIOKIB, BUHHUKAE MOJKJIHWBICTh MiAipBaTH permissionless Mepexy OJOKUYEHH.
OpnHak, SIK IpaBUIIO, OTPUMAHHS HEOOX1HOT 0OUNCIIIOBAIIBHOI OTYKHOCTI € HaJIMIPHO IOPOTUM.

5) Jns xopucrtyBauiB mepexi bY , siki He MalOTh TOBHOTO BY3JIa, ICHY€ JOBipa 0 TOTO, IO
BY3JIM IPUAMAIOTH 1 00POOIISIOTH TPaH3aKIii CIIpaBEIIUBO.

2. Omnmuc Ta aHAJI3 NOTEHUIHHNX ATAK, KOJIU 3acTocyBaHHsa BY € cyTTeBuM MexaHizMoM
3aXMCTYy Bil HUX

AmHani3z nokazas[9 — 12], mo mpobiiema Ge3nexu iHGopmarii Ta O6e3nexku B3arami IT, croiTe
nepes] Cy4acHUM IU(POBUM CBITOM JOCUTH TOCTPO. 3pOCTa€e KUIbKICTh Kibep3arpos, 1o MoB's3aHi 3
KpaJIbKKOW 1neHTu(dikamiiHuX gaHuX. 3a iHpopMaliero a”HamitTuayHoro areHtrcrBa Cybersecurity
Venture, mopiuHuil 30MTOK BiJ KiOep3nounHiB gocsirae A0 2021 p. mopsaKy micTh TPUIBHOHIB J10-
napiB. Y 2017 p. 30MTOK CTaHOBHUB YOTHPHU TPUIBHOHU. TOMY 3pOCTa€ 1 KIJIBKICTh KOIITIB, BKJIAJe-
HUX B KibepOesmneky, — 10 2021 p. BUTpaTH nepeBULIaTh OJWH TPUIBHOH nonapiB. Lle moscHIoeTbCs
taM, mo ThY mpu ix 3acTocyBaHHI Oe3nocepenHpo, a Takoxk y iHmuX IT 3a0e3nedye 3axuct Bifg
LJIOTO CIIEKTPY Pi3HUX aTak. Po3risiHeMo Ta nmpoaHanizyemMo ocHOBHI i3 Hux [10 — 13, 21, 22].

3.1. ATaku THIY «JIIOINHA MTOCePeInHI»

Huni nost 3axucty 3'eqnans (Hanpukian, HTTPS 1 TLS) [23], ToGTo kaHamiB 3B’ 53Ky, BUKOPH-
croByetbes IBK, mo Bkirtodae 3acBimuyBanbHi 1ieHTpH (3C) Ta nentpu ceprudikarii kmodiB(LICK).
KoxkeH yyacHMK Mepexi Mae mapy BiKpuTHii/ocoouctuil kimod. OcoOucTuii Kiitou BiH 30epirae B
taeMHuIll. Bingkputuit kimrou 360epirae L{C. Konu kopucTyBad xo4ue BCTAHOBUTH O€3MeUHE 3'€THAHHS
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(3aifT; Ha caiiT), BiH BiAIpaBiIsi€ 3aIUT HA BIIKPUTUH KIFOY pecypcy y cepTH(]iKamiifHOTo IEeHTpy 1
mudpye gaHi nepe BiANPaBKOO, BHKOPUCTOBYIOUHU CBi 0COOMCTUIN KITIOY Ta BIAKPUTHI 13 CEPTH-
¢ikary. 11{o6 po3mmdppyBaTu gaHi, cepep (caiiT) BUKOPUCTOBYE CBiif OCOOMCTHIA KIIFOY Ta BiJKPH-
TUH BiJMpaBHUKA.

VY 11poMy BUMAIKy KPHIITOCTIHKICTh (HAIIIHICTh) CHCTEMH 3QJICKHUTh BiJl TOTO, HACKUIBKH J100-
pe 3aXUIICHNH 3aCBIUyBaJbHUM LEHTp. SIKIO 37T0BMUCHUKY BIA€THCS KOMIIPOMETYBATH 3aCBIqUy-
BaJIbHUN IIEHTP, TO BiH OTPUMAE MOXKIIMBICTh MPOBECTH aTtaky man-in-the-middle — MITM («wrtoau-
Ha TOCEPeaHI»). Y IIbOMY BHIAJKy BHUKOHYETHCS PO3CHIIKA MiAPOOICHUX BIIKPUTHX KJIIOUIB, 10
SAKHX y XaKepiB € BIAMOBIAHI 0coOHUCTI (i3 Mapy (GalbIIMBHX) KITFOUi. 3 X JJOTOMOTOI0 BUKOHYETHCS
posmmdpyBaHHs iHGOpMAILii, 110 MepeaaecThCs BiJ KIIEHTA O CEPBEPY UM HABMAKU.

Opmnak, TPOBEACHUI aHalli3 MOKa3aB, M0 B CHUCTeMI, 0 moOyaoBaHa Ha Ornokdeitni, MITM
aTaky He MOXHa peanizyBaTu. Komu kopuctyBau my0sikye BiakpuTuil kiarod B BY, npo ne «ai3Ha-
IOTBCS» BC1 By31H Mepexi (Hanpukian, bY Gitkoina mae 10 Trcsy akTUBHEX By3:1iB). L5 iHpopma-
1lis 3aMUCY€ETHCS B OJIOK, 1 MUTICHICTh PEECTPY 3aXUINAEThest KpunTorpadiuno. ToMmy omyOmikyBaTu
iPOOJICH] KITFOYi 3JIOBMUCHHUKH 3 BEJIMKOIO WMOBIPHICTIO HE 3MOXYTh, TaKy CIpoOy Bimpa3y po3-
Mi3HAIOTh KOPUCTYBaui Ta He MpuiMyTh By31u Mepexi bY. Ile onnak i3 ocHoBHuX nepesar ThY.

3.2. MaHiny/l0BaHHA JaHUMU

BaxxnuBoro Bumororo 1o ganux IT € kopekTHicTh gaHuX y mepexi. Hanpuknan, skio 3aBaH-
TaxyeThcs (aiin 13 [HTepHeTY Ta IS TOro, MO0 MepeBipUTH HOTO IUTICHICTh Ta aBTCHTHYHICTB, 5K
MIPaBHJIO BUKOPUCTOBYETHCS Horo rem-3HayeHHs. Tak sik B IT «ximieHT — cepBep» (aiin 1 gaHi mpo
Horo rem-3HavueHHs 30€piraloThCs Ha CepBepi LEHTPATI30BaHO, TO 3POCTAE BipPOTITHICTH MiAPOOKH
uux aanux[16 — 19]. HaBiTh BUKOPHCTAaHHS MPOCTOI MEPEBIPKU TeII-3HAYEHHS, 10 MICTUTHCS Ha
odimiitHoMy pecypci mporo ¢aiiny, Hece B co0l €IeMEHT JOBipH KOPHCTyBada JIo I[bOTO PECYpCy.
Hampukmnan, BigoMi BUMAAKU, KOJIM MOAIOHUN odimiifHMil pecypc aTakyBaliu Ta POOWIH MiAMIHY
Tell — 3HAaYCHHS Ha CBOE. Y PE3yJIbTaTi KOPUCTYBad, IO XOUe€ MEPEBIPUTH TeUl-3HAYCHHS (ailmy
3I0BMUCHHUKA TIOTPAlHUTh Ha CAWT, 10 3HAXOAMUTHCA MiJ KOHTPOJIEM TOTO CaMOTO 3J0BMHCHHUKA,
MIPOKJIe MePEBIPKyY Ta IHCTAIIOE IKITMBE MPOTpaMHe 3a0e3meueHHS.

briokuelin y cBOIO Uepry A03BOJISIE 3aMucaTH Tem-3HadeHHs y bY Ta OyTu 3 BeTWKO Biporij-
HICTIO TIEBHUM, III0 BOHO 3QJIMIIUTHCS HE3MIHHHM, a BIPOTIHICTH MiAPOOKHU HOro 3 yacom Oyze
Maifke HyJbOBOIO, OCKUIBKH IIe Oy/ie BUMaraTu TaKoX MiApoOKH ycix HacTymHuX OsokiB BY, 1o €
Maibke HEMOXKIIMBOIO 33J1a4€l0 ISl CYYaCHUX KOMITIOTEPHUX CUCTEM.

3.3. DDoS-aTaku

3aBIaHHAM PO3IMOJIICHUX MEPEKEBUX aTaK € OOMEXEHHS MPOITyCKHOI 3AaTHOCTI MEPEKEBOTO
pecypcy, Hanpukiazn iHQpacTpyKTypH, MO MIATPUMYE CAUT KOMIAHII YA CUCTEMH «KJIIEHT — Cep-
Bep» [12 — 14]. Tak, BeO-cepBepH 3aBKI1 MalOTh OOMEKEHHS 3a KIJIBKICTIO 3aIUTIB, 110 00po0ITIo-
IOTHCSI OJJTHOYACHO (MPOMYCKHA 37aTHICTH). SIKIIO YKMCIIO 3BEPHEHB JI0 CepBepa MEPEBUIILYE MOKIIH-
BOCTI OyJIb-sIKOTO KOMIIOHEHTA 1H()PaCTPYKTypH, BUHUKAIOTH MPOOJIEMH 3 pIBHEM OOCIYTOBYBaHHS.
[Tpuyomy MacmTad mux mpobem 3anexuTh Big Metn DDoS-atakw.

Hanpuxnan, macoBana DDoS-araka Ha amepuxancbkoro DNS-nposaiinepa Dyn 3anummia
MUIBHOHU KOPUCTYBaviB 0e3 Takux cepriciB, Ak Twitter, PayPal, Netflix i GitHub[ ]. DDoS-araka
Ha Dyn npoBoamiacs 3a JOIOMOTO0 TiraHTChbKOro 00THEeTY Mirai, 0 BKIIFOUAB JECATKH MiTbHOHIB
MIPUCTPOIB: poyTepH, MpuHTEpH, [P-kamepu 1 1HII pucTpoi, migKIoueH 10 [aTepHeTy. Bei pazom
BOHM TPaHCIIOBAIU JlaHi Ha cepBepu Dyn 31 mBuakictio 1,2 TOiT/c. A B )KOBTHI LIOTO POKY IOYaB
normuproBaTucs Bipyc Reaper, 1mo 3apaxae «po3ymMHi1» IPUCTPOI MO BChOMY CBITY.

Ataka Ha DNS-npoBaiinep mnokasye, HACKUIbKM IIGHTPali30BaHi CHUCTEMH pOOJIATH BCIO
IHTEepHET-1HPPACTPYKTYPY Bpa3IUBOIO. BIbIn cepilo3HUM clieHapieM pO3BUTKY arak Ha DNS-
CepBepH € MOro KOMIIPOMETAIIisl 3 METOIO TIepEHAIPaBIICHH] KOPUCTYBAviB Ha CAMTH 13 IIKIJTMBUM
MpOrpaMHUM 3a0€3NEYCHHSM.

OpHak MOXXHa BiIMOBHTHUCS Bif IeHTpadbHUX DNS-cepBepiB i peaizyBaTH CHCTEMY, B fKii
napu «iM's — [P-ampeca» peectpyroTbess B Mepexi bBY Ta po3moninsitoThes 1Mo Beix Bysziax. Lle
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3a0e3MeYuTh MPO30PICTh MEPETBOPECHD Ta 1 3aXHINEHICTh OJHOYACHO. 3TTOBMUCHHKH HE 3MOXKYTh
3pyHHYBATHU SIKYCh OZHY NEBHY 1HQPACTPYKTYpy, aTaKyBaBLIM JIMIIE OJUH 13 KinacTepiB. Cami aaHi
OyayTh 3axuiieHi 3acobom 3acrocyBanus EIl, rerryBanHs Ta KpunrorpadigHUX MPOTOKOIIB. 3aCTO-
cyBaHHs bY TakoXk CyTT€BO 3MEHIINTh MEPEXKEBI BUTPATH, MOB's13aHi 3 yuTaHHAM DNS.

3.4. 3axucT NPUCTPOIB «IHTEPHETY pedein»

3rigHo 3 pe3yibTaTaMu JociikeHHs kommnaHii F5 Networks, uyncno atak Ha npucTpoi iHTep-
HeT («iHTepHeT peueit», Internet of Things) ta ix iHdpacTpykTypy 3pocio 3 mouarky 2018 p. Ha
280 % [3, 19]. 31e011bII0TO 11€ TOB'SI3aHO 3 MOIMIKUPEHHIM 3JIOBMUCHUKAMHU IIKIAJIUBOTO MPOTpam-
HOro 3a0e3nedyeHHs. B mboMy BHIaAKy 3IIOBMHUCHHUKH aTaKyIOTh iIHTEPHET-IIPUCTPOI Ta BUKOPHCTO-
BYIOTb iX U1 poBeieHHs: DDoS-artak 1 XocTUHTY 1HQpacTpyKTypH pi3HUX Bipycis [19, 22].

BBaxaetncs, mo 3actocyBanHs bY 103BONHTE 3aXUCTUTH IHTEPHET 3 THX K€ MPHUYHH, 32 KX
BiH BUKOPUCTOBY€ETHCS B KPUNTOBAIIOTaX — BIEBHEHICTh B JIETITUMHOCTI JAHUX 1 YITKUN MpoI1iec iX
miaTBepKeHHsS. OqHaK HEOOXiTHO BpaXxOBYBaTH, IO MPOCTOi peectpairii mpuctporo B BU — Hemo-
ctatHbOo. HeoOxinHa 1ina iHpacTpyKTypa A YIPaBIiHHS MPUCTPOSMHU 1 KOHTPOIIO JAOCTYIY IO
naaux. [IpoBenenuii anami3 mokasas, IO BXKE ICHYIOTh JIEKUJIbKa PIlIeHb BiJ MyONiYHUX MPOEKTIB,
[0 Peami3yloTh II0 CHCTEMY. HaHpI/IKJIaL[, OJTHUM 3 pimeHb Moke ctaTh mpoekT ChainAnchor [9].
e ¢periMBopK, skuii OyIyTh MIATPUMYBATH PO3POOHHMKH «PO3yMHHX MPUCTPOIB», MpoBainepu
JAHUX 1 He3aJIe)KHI PO3pOOHUKHU. [1est mosnsirae B ToMy, 1110 YJaCHHKH Mepe>1<1 B OOMIH Ha HiATpH-
MyBaHHs O€3MeKH, OTPUMAIOTh MOXKIIMBICTh NPOJABAaTH AHOHIMHI JaHi 3 I1HTEPHET-TIPUCTPOIB.
OpeiiMBOpPK Mae MeXaHi3MH, 110 JO3BOJISIOTH OJIOKYBaTH KOMIIPOMETOBAHI MPHUCTPOi, a TAKOX BiJ-
kmovaty Big BY neritumHI mpHCTpoi TpW 3MiHM BIAaCHHKA. BiH TakoX O3BOJISE TPAIIOBATH B
yMOBaX HEOOMEKEHOT0 3pOCTaHHs JaHuX [5, 9].

3.5. Ki0Oep Ta MepesxkeBi aTaku

Humni TBY [5, 9 — 12, 22, 23] pexiiaMyI0ThCs SIK Iy>ke OesneyHi. [le MoxkHa MOSCHUTH B B CUITY
3axXHIIEHOCTI BiJ HecaHkiioHoBaHoro Aoctymy (HCJI) — sik Timbku TpaH3akiis y OJoK4YeiiHi 31iic-
HeHa, 11 B3arami He MO)KHa 3MIiHUTH. OJHAK 1€ CIpaBeIJIMBO TIMbKU JUIS TpaH3aKIii, ski Oymu
BKJIIOYEHI B omyOiikoBanuii 61ok. Tpan3akiii, siki e He OyJM BKIIOUYEHI B OIMyOJIiKOBaHUN OJIOK B
JIQHITIOTY, BPA3JIMBI I JEKUIBKOX THIIB arak. Tak y mepekax bU, siki MawTh MITKHA Yacy Jist
TpaH3aKLii, miapoOIeHHs yacy abo 3MiHa TOAMH KOPHCTyBaya MOIJIO O MaTH HEraTHBHHUU abo
MMO3UTUBHUH BIIUB HA TPAH3AKIIIIO, pOOJISYN Yac 1 TOBIJOMIICHHS Yacy BEKTOPOM aTaku. BinmoBa B
00CITyroByBaHHi, KO aTaka MO)Ke MpoBoauTHca Ha ruiatdopmi BU abo Ha iHTEneKTyalbHOMY
KOHTpPAaKTi, peaiaizoBaHOMY Ha muiatdopmi.

Mepexi BY Ta ix 3acTocyBaHHS HE 3aXUILEH] BiJl 3TOBMUCHUX YYaCHUKIB, IKi MOXYTh IIPOBO-
JIUTH MEPEKEBE CKaHYyBaHHS 1 PO3BIJIKY, 100 BUSBIIATH 1 BUKOPUCTOBYBATH BPA3JIMBOCTI, & TAKOXK
3aIlyCKaTH aTaku HyJb0BOro aHs. Ciyx6u, 3acHoBaH1 Ha BY, Ta po3ropHyTi B mocrixy, abo TUTbKH
3aK0J0BaH1 JOJATKH (TaKi, sIK IHTEJIEKTyadbHI KOHTPAKTH) MOXYTh MICTUTH HOBI, a TaKOX B1JOMIi
BPAa3MBOCTI 1 cnabKocTi posropranHsa. Bonu i OynyTh 3HaiiieHi 1 HOTIM aTakoOBaHI 4epe3 MEpexKy,
TaK caMo, sIK aTaKyOTh CalTH 1 JOJIaTKH B TETIEPIIIIHIN Jac.

3.6. Orusa Ta kiaacudikanis aTak cneniaJabHOr0 THILY

ATtaku crientianbHOTO BUAY (side-chanel attacks) MoxHa BigHECTH 10 aTak aHATITHYHOTO THITY.
Peamnizamis 1ux atak HarpaBlieHa Ha MOUITYK BPa3JMBOCTEH y MPAaKTUYHINA peani3alii KpUITOCUCTe-
MH, B TIepIIy 4epry 3aco0y kpumnrosaxucty iHbopmarii (K3I). ¥V [23] 3anpononoBano kiacudika-
IO CHeliaJbHUX aTaK 3a TAKUMH O3HAKAMU:

- KOHTPOJIb HaJT 00YHCITIOBATIBHUM TIPOLIECOM;

- crocib JocTymy A0 CUCTEMH YU 3aco0y;

- MeTOJ1 OE€3MOCEPETHHOTO 3A1MCHEHHS aTaKH.

Ha puc. 1. HaBegeHO MO/IeIb, sSIKa MOSICHIOE aTaKH CIieliadbHOro BULy [23].
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Knacugixayia cneyianvnux amax 3a cmenenem 6niugy Ha 0OUUCTIO8ANbHULU npoyec. AHaI3
nokasasn [23], 110 3a cTelneHeM BIUIMBY Ha OOYMCIIOBAJIbHUIN MPOLEC CIelialbHI aTaKu MOXKHA I10-
IUIUTH:

- Ha MACUBHI, KOJIM 3IOBMUCHHK OTPUMY€ HEOOXiIHYy iH(opMmaliito 6e3 TOMITHOTO BIUIMBY Ha
CHCTEMY, aJie CHCTeMa IPH bOMY TPOJIOBXKY€ (DYHKIIIOHYBATH SIK 1 paHilie;

- aKTHBHI, KOJHM 3JJOBMUCHHK peaji3ye JesKUil BIUIMB Ha CUCTEMY, Y Pe3YyJIbTaTl SIKOTO 3MIHIO-
€THCS TIOBEJIIHKA CUCTEMH, alle 3MIHU TaKOTO POAY MOXYThb OyTH «IIPO30OPHMI» JUIsl CHCTEMH, Ha
SKy BiIOyBa€eTbCs Hamaj.

[Tpu 1bOMY 37TOBMHCHUK Y 3MO31 BU3HAYATH Ta BUKOPUCTATH iH(POpMaIito ipo cuctemy bY.

Knacugirayia cneyianvnux amax no cnocody docmyny 0o cucmemu. B 3amexHOCTI BiJ MOXK-
JMBOCTI JIOCTYNy O amapaTHO-TIPOrpaMHOro 4u amapatHoro 3aco0y K31 MokHa BUAIIMTH Taki
Kjacu atak [36]:

- arpecuBHi (aHTJI. invasive) — KOJIM 3[iHCHIOETHCS CTIpo0a PO3KPHUTTSI CUCTEMH 3JI0BMUCHHKOM
Ta OTPUMAaHHS MPSIMOTO JIOCTYIY 10 BHYTPIIIHIX KOMIIOHEHTIB;

- HamiBarpecuBHi (aHTJ. semi-invasive) — KOJHM BIUIMB Ha BHYTPIIIHI KOMIOHEHTH 3aco0y K31
3MIIHCHIOETHCS 0€3 MOCcepeIHbOr0 KOHTAKTY;

- HE arpecuBHi (aHIII. non-invasive) — KO BUKOPUCTOBYETHCS TIJIHKU 30BHILIHS iH(popMaItis —
HaNpuUKJaa, yac OOYMCIIEHHsS YU CIIOKUBaHHs eHeprii. ToOTo Ge3nocepeHbOro BIUIUBY Ha CHCTe-
MY, IO JOCIIKYETHCSI, HEMAE.

Knacugirayia cneyianonux amax 3a memooom 30ilichennss amaxu. CnerianbHi aTaku, B 3ale-
YKHOCTI BiJI METO/IIB, IKi BUKOPUCTOBYIOTBCS JUIS aHATI3y OTpUMaHOi iH(opMaIllii, MOXKHA MTOIITUTH
[23]:

- Ha nipocTi (simple side channel attack) — konm 31IHCHIOETBCS TOCTIHKEHHS MPSMOI 3aJI€KHO-
CT1 MK IIpOIiecaMu B MIPUCTPOI Ta OTPUMAHOI 3JIOBMUCHUKOM iH(OpMaIlii, a pe3yJbTaToM aTaku €
BUIUIEHHS KOPHCHOI iH(opMaIlii, HanpuKiIaI, BiJ piBHS IIyMiB;

- mudepenuiini (differential side channel attack) — xonmu BUKOPHUCTOBYIOTHCS CTATUCTHYHI
METOJIM JJOCIIJKEHHS 3aJI€KHOCTEH MIX BX1JHUMH TaHUMH Ta 1H(QOpMaIli€ro, sKa OTpUMaHa i yac
CIIOCTEPEIKEHHS.

SIK mpaBuIIO, MIPU IOMY 3/AIHCHIOETHCSA BEUKA KUIBKICTh BUMIPIOBAaHb, a TAKOX CIICIiabHA
00poOKa curHairy i1 KOpekiisi moMmIoK. B mporieci 3aiiicHeHHsT aTak Ha peamizamito 3aco0y K3I
MOJKe 3/IHCHIOBAaTHCh aHaJi3 yCiX 30BHILIHIX MapaMmeTpiB 3aco0y, a TaKOX yCi MOXIJIHBI METOAU
MOPYLIEHHA HOro HOPMAJIbHOIO (DYHKI[IOHYBaHHS, aX 10 HOro pyWHYBaHHS 3 METOK OTPUMAHHS
CEKPETHOT0 KJII0Ya.

Enepro-
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Puc. 1. Kpunrorpadivuna MoJens BiTHOCHO aTak CIEiadbHOTO BUAY
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[Ipu BUKOHAHHI aTak 3a 4acoM [23] BUMIPIOETHCA YaCc BUKOHAHHS aJTOPUTMY KPHUIITONIEPETBO-
peHHd. Y peanizalisix aCUMETPUYHUX aITOPUTMIB YaC BUKOHAHHS OIepaliil TaKoX MOKe 3aJeKaTH
SK BiJ 00pOOIIOBaHMX TaHUX, Tak 1 Big kimoua kpunronepersopenus (EIT, ACII, ITIK). Ilpu Buko-
PHUCTaHHI anapaTHOTO PILIEHHs y BUIJIA/A1 aBTOMATa 3 )KOPCTKOIO JIOTIKOIO HABITh Yac CKJIaJaHHS 3a
JeSIKUM MOJTyJIEM MOYKE 3MIHIOBATHUCS Y 3QJICXKHOCTI BiJl peai3amii JaHIIoTiB IIepEeHECEHHS.

ATaku Ha peani3alil0o MOXYTb IPYHTYBaTHCh Ha aHali3l BCIX CHOXKHBAaHUX TMOTY>KHOCTEH
cydacHUX OO4HMCIIOBAIBHUX MPUCTPoiB K31, 0cobmmBO Takux, 1Mo moOyqoBaHi Ha BUKOPHCTaHHI
enemenTiB cxemorexHiku TTJI (TTL), TTJIII (TTL(S)), a Takox yactkoBo i KMOII (CMOS).
Bona Takox 3a5exuTh BiJg 00poOIIOBaHUX JAaHUX. TOMY y 3JIOBMHUCHHKA 3 SIBISIETHCS MOXKIIMBICTD
oTpuMaTH iHGOpMaIlil0 MPO BHYTPIIIHIN CTaH aBTOMAaTy, Y TOMY YHCII CEKPETHUH KIIOY, HAIIPU-
KJa/1 nuisixoM anamizy eneprocrnoxkuBanus npu ACHI gum LI1. Tak, ataka, mo onucana y [23], mo-
3BOJISIE HA OCHOBI aHAJI3y €HEProCIOKUBAaHHSI 00YUCINUTH Bary XemiHra (KiUTbKiCTh OMUHUYHUX Oi-
TiB) 00poOmroBanoro 6moky. s iHdopmartis, a TakoX 3HAHHS BHKJIIOYHO BITKPHUTHUX TEKCTiB (0e3
3HAaHHA MU(POTEKCTY), 1a€ 3TOBMUCHUKOBI MOKJIMBICTh BIATBOPUTH TAEMHHM KITIOY MIU(PYBAHHS.
Kpim Toro, SIKIII0 Yy NOPYITHUKA € MOYJIMBICTh TIOPYIIYBAaTH HOPMAJIbHY poOOTY MPUCTPOIO (HAMPH-
KJIaJ, BHOCUTH 3001), TO 3a IOTIOMOTOIO CTeliaJbHUX METOIB MOKHA BITHOBUTU MPAKTUYHO OYIb-
SIKAJ CEKPETHUH MTapaMeTp CUCTEMH.

OcHOBHOIO MeTOI0 (Pi3UUHOI aTaku € JOCIIPKEHHS ocobimuBocTeil peamizauii npuctporo K3I
(Mikpocxemu), 1o MOTPiOHO I oTpuMaHHS iH(OpMaIi BiIHOCHO OCOOMCTOTO a00 TaEMHOTO
KJIIOYiB, HANPHUKIAJ, IIJISIXOM AOCHIKeHHs 00aacTi BecepeanHi kpuctany IIJIIC. Sk npaBuio, Taki
aTaku opieHToBaHi Ha cnenudivni obnacti [IJIIC, sxi B pexkuMi HOPMAITBHOTO (YHKIIOHYBaHHS €
HE JIOCTYITHUMH.

4. CyTHicTh T2 NPONO3UIil BITHOCHO MPOTH/II aTaKaM CHeniaJbHOr0 BUAY

Hari momepeani AOCTiIXKEHHS MTOKA3aly, 0 1ICHYI0Y1 KpunTorpadiuHi MexaHi3MH, 110 3aCTO-
coByroTbes B ThY, He 3a0e3nedyroTh 3aXUCT BiJ aTak CriemiaabHoro BUay. J{s 3a0e3neueHHs 3aXu-
CTy HOTPiOHO 3aCTOCOBYBATH, SIK MiHIMYM, IIOCTKBAaHTOBY KpUMOTOTrpadito — aCUMETPUYHI MEPETBO-
penns tuny EIl, ACII ta kpunrorpadiuti NpoTOKOJIM IHKANCYJAMii Kito4iB. JleTanpHime i mu-
TaHHS BUCBITIEH] B [9, 17 — 20, 23]. BiamiTuMO, 1110 B OCHOBY 3aXHCTY BiJI aTak CIHEIIaJbHOTO BUY
MOXKYTh OYyTH IMOKJIAACHUMH METOJIH, 10 PO3TIISIAIOTHCS HIKYE.

4.1. ®ikcoBaHa KibKICTh 3BepPHEHD 10 Iem-(pyHKIIT

B [23] po3risiHyTO aTaky CHeliaJbHOrO BUIY 3@ 4aCOM, sIKa MOXKE PO3KPHTU CEKPETHUH KIIOY
NTRU. Lls araka MoxuBa 3aBAsIKA TOMY, IO Y PO3IMHQPYBaHHI PI3HUX MUGPOTEKCTIB BUKOPHUC-
TOBYETHCS pi3HA KUJIBKICTh 3BEPHEHB 0 remi-(QyHKIi. MeTo oM MpoTHaii TAKUM aTakaM € BUKOPH-
CTaHHS MEXaHI3My JOMOBHEHHS. Po3Mip ONMOBHEHHS MOBWHEH BIJIMOBIIATH HEOOXITHOMY DPIBHIO
KPUNTOCTIMKOCTI. B 1boMy BUIIaAKy BUKOPUCTOBY€EThCs cxema gonoBHeHHs NAEP, a po3mip normo-
BHEHHS JIOPIBHIOE PO3MIpY TeII-3HAYCHHS, IKE 3a/I0BOJIBHSIE YMOBI

160 k<112
256 k>112

Hlen =
(D
ne k — piBeHb KpUIITOCTIMNKOCTI.

3a ymoBU BUKOHaHHS (1) MOYHA CIIO/IIBATUCH, IO KPUITONICPETBOPCHHS 1, IK HACJIIIOK, KPUTI-
TOCHCTEMa, MOXe OyTH 3aXHIICHOIO BiJI aTaK 332 YacOM.

4.2. PangoMizauis 1aHux

Meton pangomizaiii 3BOAUTHCS 0 «3aciituieHHs» qaHux [24 — 28]. 1o cyTi, BOHO 3BOJIUTHCS
710 3MiHU BXIJHHUX JAHUX B JACSIKUN HemependauyBaHUi cTaH. 3aleKHO BiJ XapaKTepUCTUK (yHKIIT
«3aCIIIICHHS», BOHA MOXE BHKJIFOUHATH JIeAKi a00 BCi BHTOKH KOpHCHOI iH(popmalii. OCHOBHOIO
BJIACTHUBICTIO BXIJHUX AaHUX € iX mceBAoBHUMAnKoBicTh. Y kpunrocuctemi «NTRU Prime IIT
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Ukraine»[25] 3acTOCOBYEThCS 3aCIIIUTIOIOUHI TOTIHOM, IO 3armodirae BUTOKY iH(opMarii mpo cex-
PETHHM KITFOY.

4.3. He3aj1ekHicTh BiJ 3HaYeHD

S0 yci mepeTBOpeHHs 13 0COOMCTUM KJIIOYEeM Ta IMOJIIHOMOM 3aciiIUIeHHA TpU 3amudpy-
BaHHI Ta pO3MHM(pPYBaHHI HE 3aJeXKaTh BiJ 3HAYEHb 3ACIIIUTIOIOYOTrO IOJIHOMY Ta OCOOHMCTOTO
KJIF0Ya, TO IPO HUX HEMOXKIIUBO MO CTOPOHHIM KaHajaM Ji3HaTHCS Oynb-siKy iHpopmarllito. Takox,
SKIIO B oreparii MHOKEHHSI HE BUKOPHUCTOBYETHCS 3HAUEHHSI CEKPETHOTO KIII0YA, TO HEMOXKIIUBO
oTpuMaTH iHPOPMAIlII0 MPO CEKPETHUH KIII0Y, aHATI3yI04YH OIEpalil0 MHOKEHHS MO CTOPOHHIM
KaHaJIaM.

4.4. BB 3axoniB crilikocTi Ha KinbKicTh Ki104iB NTRU-noaionoro anropurmy

AHaJi3 1moKasaB, 0 B Oyab-IKOMY pa3i KJIFOYi KPUIITOIEPETBOPEHHS MTOBUHHI 3a0BOJIBHSITH
BJIACTUBOCTSIM BHIAJKOBUX IMOCIiAOBHOCTEH. JI0 TakuX BIIACTHMBOCTEH HaJEXKaTh: BHIIAIKOBICTB,
piBHOWMOBIpHICTH Ta He3anexHicTh. B «NTRU Prime IIT Ukraine» [25 — 27] ue 3a0e3neuyeThes 3a
paxyHOK (hiKCOBaHHMX 3HAUCHb KUIBKOCTEH HEHYJIBOBUX EIIEMEHTIB Y CeKpeTHHX Kirouax f ta g. Tak,
KUTBKICTh 1, -1, O IpuOIHM3HO € PiBHOIO.

Y T1abn. 1 — 3 y SKOCTI MPHUKJIaAy HABEJACHO KOHKPETHI 3HAUCHHSI IMapaMmeTpiB JJIs TEpIIoro,
CEpeIHBOr0 Ta OCTAHHROTO HAOOPY MapaMeTpiB 3rigHo [26 — 27]. YV [25, 26] BU3HAUCHO HACTYITHE
criiBBinHomeHHs (1, -1, 0) mst cekpetHux kmrouiB f ta g: nns f kinbkicTs 1 Ta -1 mo3HavyaeTbes K
df Ta mopiBHioe df=2t, ans g kinbkicte omuHHMIB HopiBHIOE dgl=n/3+1, kimpkicTh -1 mOpiBHIOE
dg—1=n/3.

Ta0mur 1
[Mpuknanu napamerpiB NTRU Prime IIT Ukraine

ITapamerpu

n q t piBeHs criiikocTi k

439 6833 142 112 1

727 5827 121 205 2

1021 8819 183 298 3

Taomuus 2
Critikicte NTRU Prime IIT Ukraine
Yucio PiBeHs crilikocTi
HEHYJIbOBHX CJICMCHTIB 1 o) 3

df=2t 184 242 366
dgl=n/3+1 147 243 341
dg—1=n/3 146 242 340

VY 1abin. 3 HaBeJEHO 3HAUEHHS KUTBKOCTI MOMJIMBUX KIIIOYiB, SIKi OTPHMMaHI MPHU 3aCTOCYBaHHI
dbopmynu (1).

Tao0mur 3
Kinekicte kmtouieB NTRU Prime IIT Ukraine
Yucno HeHyIboBUX | PiBeHB CTIHKOCTI
CJIICMEHTIB 1 ) 3
ans £ 0,3*%10"" 0,9%10°* 0,3*10*"
s g 0,5*10%” 0,9*10°* 0,1*10*
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Sxmo Hemae 0OMEKEHHS Ha KUTbKICTh 1, -1 auis kimroviB, Hanmpukiam, sk s cxemu Crystals-
Kyber To ans nigpaxyHky TpeGa BUKOpUCTOBYBATH (hopMyIty (2) po3MillIeHHsI 3 TOBTOPEHHSIM:

A'T :nm, ()

Jie 1 — ISl KITFOYIB 1I€ KUTBKICTh €JIEMEHTIB, TOOTO 3, a m — KIJIBKICTh MO3HUIIIH, TOOTO PO3Mip KITFO-
qa.

VY Tabn. 4 HaBeAEHO 3HAYCHHS KUTHKOCTI CEKPETHUX KIIIOUIB MPHU BIJCYTHOCTI OOMEXKEHb Ha
KUTBKICTh KOE(ILlI€HTIB.

Tabmuug 4

KinmbKkocTi cekpeTHUX KIr0UiB 03 00MEKEHHS Ha KUTBKICTh KOe(]ilie€HTiB

PiBeHb CTIHKOCTI
1 2 3
KilbKiCTh CEKpETHHX KIIIOUiB 0,3*10%"° | 0,7*10*" | 0,1*10**

AHani3 mokasaB, IO MPU BBEIEHHI OOMEXEHb PO3MIp MPOCTOPY KIIOYIB 3MEHIIYETHCS.
VY Tabn. 5 HaBeNEHO 3HAYCHHS, y CKUIBKH pa3iB 3MEHINYETHCS KIIBKICTh KIIOUIB, SKIIO BBECTH
oOMexeHHs Ha Koe(illieHTH 3T1IHO 3 HABEJICHUM BHUIIIE.

Tabmuis 5
3MEHILEHHS PO3Mipy KIIIOYOBOTO IPOCTOPY
Uwncno HeHyIbOBUX PiBens criiikocTi
CJICMEHTIB 1 2 3
s f 10" 0,8*10° 0,3*10°
s g 0,6*10° 0,8*10° 10°

TakuM unHOM, OOMEXEHHSI Ha KUTbKICTh HEHYJbOBUX KOE(IlI€HTIB MPU3BOIUTH IO 3MEHIICH-
HS KIJTBKOCT1 KITFOUiB Bif 17-TH 10 3-X JAeCATKOBHX MOpsaKiB. OqHAK I Mipa € He0OXiTHO 3a IS
3aXHCTY MEPCIIEKTUBHUX KPUITONIEPETBOPEHD MMOCTKBAHTOBOT'O TIEPiOAY Bij aTak MO CTOPOHHIM Ka-
HaymaM. Aste, IS peastizanii HaBeACHUX MPOIO3MIIIHA MI0JI0 3aXKUCTY BiJ CIEIiaIbHUX aTaK MOTPiOHO
BUKOPHCTOBYBATH MPUHIIUIIOBO HOB1 KpUNTOrpadiuyHi MEXaHi3MH, CKOpillle BCbOTO TOCTKBAaHTOBOTO
nepioxy [17, 18, 26 — 28].

BucHoBku

1. BripoBapkeHHsI y pi3HOMaHITHI iHPOpMaNiiHi TEXHOIOT1l MPUHIMIIB JEUeHTpati3amii Ma€e
cyTTeBi nepcenektuBr. OCHOBHI 3 HUX 3akjajeHi B TexHouorii BY. Ane, He3Bakalouu Ha MOSIBY Ta
BIIPOBaKEHHS HAa 0CHOBI THY mepcreKTHBHUX MIMPOKOMACIITA0OHUX PO3POOOK, MPOJOBKYIOTH iC-
HyBaTH TME€BHI CYMHIBH BiTHOCHO nepcrnekTuB 3acTocyBaHHs ThU. Bonwu, sik 1 OimbIIicTh HOBHX 1H-
(dbopMariifHuX TEXHOJIOTiH, MOKYTh OyTH OOMEXEHUMH B 3aCTOCYBaHHI, a TO 1 HEMOTPIOHUMH .

2. BinmnocHo 3actocyBanHs bY BakMBUMU € BiJMOBiAlI HA MUTAHHSA — Y4 MOKHA Ta SKUM YH-
HOM yJIOCKOHAJIUTH CHCTEMH «KII€HT — cepBepy». [Ipu oMy mepIimM NHUTaHHS, Ha sSKe TOTPiOHO
BIJIMIOBICTH, 1€ SIK OI[IHUTH MOKpaIleHHs. BiAmoBiai Ha JaHe MUTaHHS MOXKYTh OyTH JIJIsl 3BUYATHIX
KOPHCTYBaJiB Ta CYCIUIBCTBA JJOCTATHLO MPOCTUMHU — HOBI TEXHOJIOT11 ITOBUHHI JaBaTH MPUHIIUITOBI
Ta ICTOTHI TIOKPAIIICHHS, B TIOPIBHSIHHI 3 TUMH, IO YK€ ICHYIOTb.

3. BaxuuBum € Takuii GpakTop, K Mochka 3BudKa. CyCHiIbCcTBO Ta Cy0’ €KTH) MEPEXOISATh Ha
HOBI TEXHOJIOT1{ , TUIBKH B pasl, SIKIIO BOHHM JAIOTh CYTTEBY IepeBary, He mpocto Ha 5 — 10 %, a
MiHiMyM B 2-3 pa3u. [lpu oMy, sSIK TIATBEPIKEHO MPAKTUKOIO, M0 Il HOBUX [T HagBaX IMBHMH
€ Takl KpuTepii Ta MOKa3HUKH OLIHKK Ta MOPIBHSIHHS SK BapTICTh, CKIATHICTh (YacoBa Ta MPOCTO-
pOBa), MBUAKICTH, MPUOYTKOBICTh, O€3MEYHICTh, AHOHIMHICTh, THYUYKICTb, AM3aifH TOIIO.
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4. HoBa texHomoris, B HaumoMy Bunajaky TbY, He MOBHHHA ICTOTHO MPOTpaBaTH ICHYIOYHUM
TEXHOJIOTISIM 3a 1HImKMU napaMmerpamu. Hanpuknan, sxkmo ThY npaitoe B Tpu pasu mBuaLe, ane
SKIIIO BOHA NPH [IbOMY B JIBa pa3u Jopokye i B 1,5 pa3u ckimajHime — BOHA, CKOpillle BChOTO, HE
OTpHUMa€ BU3HAHHS Ta 3aCTOCYBaHHA. B SIKOCTI MPUIHATHOrO MOPOTY MpOrpary MOXHa B3ATH O11s
30 — 50 %. ¥ minomy HOBa TEXHOJIOTIS MOBUHHA OyTH B YOMYCh Kpaie B 2-3 pa3u, a 3a Bcima 1H-
IIMMHU TTapaMeTpaMu MporpaBaTu He Oinbiue HiX B 1,5 pa3u. To6To, mOKpallieHHs] IOBUHHE JaBaTu
CYTTEBI TIepeBard, ajie me i KOMIEHCYBaTH MOOI4HI eeKTH 1010 MPOTpamry 3a iHITUMH apaMeT-
pamu.

5. 3 MeTor0 pearizalii CHCTEMHOTO MiAXOMy IO aHAi3y Ta OI[IHKH 3aXWIIEHOCTI PO3TIITHEMO
BU3HAHI OCHOBHI MPUHIMIH Ta BUMoTrH 1moa0 nodyaysannas ThY. IIpu nodyaysanni ThY noBuHHI
OyTH 3aCTOCOBaHI YU PEKOMEH/IOBaHi JI0 3aCTOCYBaHHS TakKi 0a30Bi MPUHIUIN SK: MEPEKEBOI IIiTi-
CHOCTI; PO3MOJNICHHS BIaJM; LIHHOCTI SIK CTUMYJY AJIsI KOPUCTYBadiB; 3aXxucTy (Oe3neku) iHdop-
Marlii Ta pecypciB; MPUBATHOCTI iH(OpMaIii Ta pecypciB. BaxIuBIUMH TaKOX € TMPUHIMIIN CTBO-
pPEHHS MPOTPaMHOTO 3a0e3MeueHHs; MOCIyT TEXHOJIOTiH; Oi3HeC Mojenel Ta pPUHKIB; OpraHizaiis
(GyHKIIIOHYBaHHS; TIPU HEOOX1MHOCTI Takox ynpasiinas bY Toro.

6. Cepen ocob6nuBOCTEH, 110 cTOCYI0ThCs Oe3meku ThY, cmif BiAMITUTH: CKIaJHICTh CUCTEMH,
PO3Mipu Mepexi, MBUAKICTD 1 €(EKTUBHICTD MEPEXKI, MOJIITUKA BUKOPUCTAHHS, 3IOBMHCHI KOpHC-
TyBayi, BiACYTHICTh JOBIpH, ITHOPYBaHHs TPaH3aKIii KOHKPETHUX KOPHUCTyBadiB, By3iIiB a0o Ha-
BITh IUTUX JepKaB, CTBOPCHHS 3MIHEHOTO, aJIbTEPHATUBHOTO JIAHIIIOTA 1010 TAEMHHUIII.

7. Ataku cnieniansHoro Buay (side-chanel attacks) moxHa BijHECTH 10 aTak aHAIITUYHOTO TH-
my. Peamizarist ux aTak HampaBiieHa Ha TOUIYK BPA3IMBOCTEH y MPAaKTHYHIN peaizamii KpunTocH-
CTEeMH, B IepIy yepry 3aco0y kpunroszaxucrty iHpopmaii (K3I). ¥V [23] 3anpononoBaHo kinacudi-
Kallilo CHeiajJbHUX aTaK 32 TAKUMH O3HAKAMH:

- KOHTPOJIb HaJl 0OYHUCITIOBAIBHUM IPOLIECOM;

- c1ocid JOCTymy A0 CUCTEMH YU 3aco0y;

- MeTo/] 0e31ocepeIHbOr0 31 CHEHHS aTakKu.

8. s 3axucty kpunrocucremMu «NTRU Prime IIT Ukraine» Bix aTak 3a 4acoMm NPOIOHYETHCS
i yac mudpyBaHHs 3A1HMCHIOBaTH (DIKCOBAaHY KUTBKICTh 3BEPHEHB JI0 TelI-(PYHKIIIT, a TAKOXK 3iH-
CHIOBAaTH 3acIiIUIEHHS AaHUX (1[0 BHOCHTbH JTOJATKOBY BHIIQJKOBICTh). TakoX ycCi mEpeTBOPEHHS,
110 311HCHIOIOTBCS 3 CEKPETHUMH IapaMeTpaMy, HE MOBUHHI 3ajJeKaTH B KOHKPETHHUX 3HA4YEHb
IIUX MTapaMeTpiB.

9. Slkmio yci mepeTBOPEHHS 13 0OCOOMCTUM KJIIOYEM Ta TOJIIHOMOM 3aCTIIUICHHS TP 3audpy-
BaHHI Ta po3mHM(PYBaHHS HE 3aleXaTh BiJ 3HAUEHb 3aCIIIUTIOIOYOTO TOJIHOMY Ta OCOOHMCTOTrO
KJIFO4a, TO TIPO HUX HEMOXKJIMBO TIO CTOPOHHIM KaHaJlaM JAi3HaTucs Oynb-aKy iH(opmartito. Takox,
SKILO B orepauii MHOKEHHSI HE BUKOPUCTOBYETHCS 3HAUEHHS CEKPETHOTO KIII0Ya, TO HEMOXKIUBO
oTpuMaTH 1H(OPMaIIiIO PO CEKPETHUN KITI0U aHATI3yI0YH OINepallito MHOKCHHS 110 CTOPOHHIM Ka-
HaJlaM.

10. Iynst 3a0e3neueHHs 3aXUCTy MOTPIOHO 3aCTOCOBYBATH K MIHIMYM IOCTKBAaHTOBY KPHIITO-
rpagito — acumerpuuni nepersopents tumy EIT, ACII ta kpuntorpadiui IpOTOKOIN 1HKATICYJIs-
mii kmrouiB. JleTanapHimIe i muTaHHS BUCBITICHI B [9, 17 — 20, 23].
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MOJIEJIJUPOBAHUE ATAKH JIBOMHOM TPATBI
HA MPOTOKOJI KOHCEHCYCA «PROOF OF WORK»

1. BBegenue

Haubonee W3BECTHON aTakoil Ha MPOTOKOJIBI KOHCEHCYCa OJOKYCHH-CUCTEM SIBIIICTCS TaK Ha-
3pIBacMasl aTaka JBOWHOW TpaThl (JIBOWHOTO pacxojioBaHus, aHria. Double-spending), korga Heue-
CTHBIM YYaCTHHUK JIEHIEHTPATM30BAHHON CHCTEMBI OCYIIECTBIISIET MOBTOPHOE OTUYXKACHHE (TIpoja-
KY) OJTHUX H T€X k€ HU(POBBIX aKTUBOB (€IUHUI] KPUITOBAIIOTHI, TOKEHOB, MOHET H IIp.), T.€. pea-
JIU3yeT HECKOJBKO HE3aKOHHBIX TIJIATEXEH 13 OJTHOTO U TOTO ke CTapToBOro coctostHus [1, 2]. Ecamn
MEXIy 3aKIIFOUEHUEM CIIeJKU U oopMIIeHHEM Mepeaadr mpaBa COOCTBEHHOCTH MPOXOAUT 3HAYH-
TEJIBHBIN MPOMEKYTOK BPEMEHH, TOTIa TIPOJABEI] MOKET MOMBITATHCS MPOAATh OJUH U TOT K€ TO-
Bap HECKOJIBKO pa3 pa3HbIM MOKyHaTeNsIM, ody4yasi HECKOJIBKO pa3 OIIaTy 3a OJIMH U TOT K€ aKTHUB.
Haubonee akryanpHOM 3aavya MpeIOTBpAIICHHS IBOMHOM TpaThbl CTAHOBUTCS B CHUCTEMAax dJICK-
TpPOHHBIX MaTexkel. L{udpoBbie aKTUBBI IETKO KOMUPYIOTCS, U HEUYECTHBIA YYACTHUK MOKET Iepe-
JaBaTh UX KOMUU OOJIBIIOMY KOJIMYECTBY KIMEHTOB. KaXXIplil moydaTesb MOXKET YOSAUThCS, YTO
MOJTy4YECHHBIM aKTUB MOJIHOCThIO COOTBETCTBYET 3asBICHHBIM XapaKTEPUCTUKAM, OJHAKO He Oyaer
YBEPEH, UTO TaKOH k€ KOMHEH HEe pacIIaTUINCh C IPYTUM YYACTHUKOM CHCTEMBI.

B TpamunumoHHBIX (LIEHTpaM30BaHHBIX) CHCTEMax 3ajady MpeJOTBpAIICHUsS ABOWHON TpaThl
pemaT MPUMEHEHUEM aIMUHUCTPATUBHBIX MEp, KOrJa IEHTPAIM30BAaHHBIN (KOTOPOMY BCE TOJI-
YUHEHBI) y3eJ 00ecTeunBaeT KOHTPOJIb JOMYCTUMOCTH TOW WM MHOU omepanud. 3a mpeaoTBparie-
HHE JBOMHOMW TPAThI B JCLEHTPAIM3OBAHHON PACIPEACICHHON CUCTEME OTBEYAIOT MTPOTOKOJIBI IIPH-
HSATHUS KOHCEHCYCa OTHOCUTEIHFHO TOTO, KaKyl0 TPaH3aKIUIO0 CUMTATh UCTUHHOHU [1 — 3]. DTOT Me-
XaHU3M TI03BOJISIET (B UACATBHOM CIIydae) UTHOPUPOBATH MOIBITKUA IBOWHOTO PACXOJIOBAHUS OJTHUX
U TeX ke NU(PPOBBIX AaKTUBOB.

[lepBpiM 1 Hambollee M3YYCHHBIM MPOTOKOJIOM KOHCEHCYCa MACICHTPAIN30BAHHBIX CHCTEM
sBisieTcst anroputM «Proof of work» [3, 4]. B ero ocHOBe JI€KHUT pEelICHUE CIIOKHON BHIYUCIUTEIh-
HOM 3amaum (Kak MpaBUJIO, MOUCK MpooOpaza (YHKIUU KPUNTOTrpapuUecKoro XEHIMpOBAHUS).
W Tonbko TOT, KTO MEPBBIM PELIMT 3Ty 3a7ady (HaiIeT moIxosmuil mpoodpas), MOIYy4YUT MPaBo
BHECTH U3MEHEHHUE B COCTOSIHUE CUCTEMBI [4]. DaKTHUECKU 3TO 03HAYAET BO3MOKHOCTH OCYIIIECTB-
JISTh TPAH3AKIUU C OTYYXKIEHUEM (ITpOoJIayKe, OTUIaTOM U Mp.) IU(GPOBBIX aKTHUBOB. Takum oOpa-
30M, 3ajlaya MPEJOTBPAICHHs IBOMHON TpaThbl COCTOMT B MCKJIIOYEHUU (WU, MO KpalHeWl Mmepe,
CHIDKEHHUU BEPOSTHOCTH) BO3MOXKHOTO (DOPMHUPOBAaHMS MPooOpaza OJHUM U TEM K€ YUaCTHUKOM
cucteMbl. Ha mpakTuke 3TO JOCTUTaeTcsi BOBJICUEHHEM OTPOMHOTO YHCJIa YYACTHUKOB C COOTBETCT-
BYIOLIUM paclpeiesieHUeM UX BBIUYMCIUTEIbHBIX BO3MOXKHOCTEH MO MOUCKY MPOOOpPa30B KPHUIITO-
rpaduueckoil pyHKIMHM XemupoBaHUs. J[OMOTHUTENLHO KaXKIbI yYaCTHUK BIIpaBe IEpEIaBaTh
IpaBa Ha CBOM aKTHBHI TOJILKO IOCJIE HEKOTOPOTO 4ucia cPOopMUPOBAHHBIX MPOOOPa30B, KPATHO
CHMIKAsl TEM CaMbIM BEPOSITHOCTh JBOMHOW TPATBHI.

ITepBbie pe3ynbTaThl O OLIEHKE BEPOSITHOCTH JBOMHOM TPATHI B JICLIEHTPAIM30BAHHON CUCTEME
butkouH ObUTH OIMyOJIMKOBAaHBI B OpUTHHANBEHOW cTaThe Carormm HakamoTto [4], a Takke B padote
Menu Pozendenspaa [5]. DTo cambie MOMyJSIpHbIE W LIUTUPyEMbIe PaOOTHI B JIaHHOW OOJACTH.
CyIIecTBYIOT TaKke Apyrue myOIuKaIiui, KOTOPBIC U Pa3HBIX CIy4aeB YTOUHSIOT U JOMOIHSIOT
pe3yabTathl, nonyueHHsie C. Hakamoro u M. Pozendensaom:

— pesyabtatsl Kapnoca [Tunzon u Kamuso Poua [6], cTposiiiiue Moaenu aTak ABOMHON TpaThl
Ha OCHOBE HE TOJBKO XeUIpehTa (BBIUUCIUTEIBHBIX BO3ZMOXHOCTEH) 3JI0yMBIIIJIEHHUKA U YE€CTHOMN
CETH, HO YUUTHIBAIOIINE TAK)KE BIUSIHUE BPEMEHHBIX MTapaMeTPOB. Y paBHEHUS, YIPABJISAIONINE 3TH-
MU MOJEISIMU, HCIONB3YIOT PpacHpeleiCcHHe BEpOSTHOCTEH OpiaHra, B OTIMYHE OT pPabOTHI
C. HakamoTO, KOTOpBIM HCHOJB3YET pacnpenencHiue BeposiTHocter Ilyaccona, u paboThI
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M. Po3eHdernbaa, KOTOPBIA UCTIONB3YET OTPUIIATEIIEHOE OMHOMHUATBLHOE PACIIPEICIICHIE BEPOSTHO-
CTEeM;

— pesynbratel KoBampuyk [7], KOTOphie OOOOIIAIOT W YACTUYHO Pa3BUBAIOT HM3BECTHHIC
OIICHKH, TAK)K€ YUUTHIBAIOIINE BPEMSI TIOITBEPIKICHUS TPAH3AKIINH;

— paboty A3301uHH [§], B KOTOPOM HCIIOIB3YETCSI BEPOSITHOCTHOE JIOTHYECKOE MPOTPaMMH-
poBanue. Kak yTBep:kaaercs, JaHHbIA METO/] MTO3BOJISIET YUUTHIBATh IEPEMEHHYIO BO BPEMEHH CKO-
POCTh XEIIUPOBAHUS U TIEPEMEHHYIO CIIOKHOCTH anroputma «Proof of worky;

— pesynbratel KeBun JIso, nmpeacraBneHHsie B pabote [9] U paccMaTpuBaroniye KUTOBYIO
aTaKy, B KOTOPOU 3JIOyMBINIJIEHHUK W3 YMCJIa MEHBIIMHCTBA YBEJIIMYMBAET CBOM IIIAHCHI HA YCIIEII-
HOE€ MPOBEACHUE aTaKW JBOMHOW TPAThl, CTUMYJIUPYS] MalHEPOB MOJOPBATh COTJIACOBAHHBIN IMPO-
TOKOJI ¥ BCTYIATh B CTOBOP MOCPEACTBOM KHUTOBBIX TPaH3aKLUMM WIM TPaH3aKLHM, HECYIIUX aHO-
MaJIbHO OOJIBIINE COOPBHI.

Crnemyetr OTMETUTD, YTO U3BECTHBIE OLICHKHU MOJIYUYEHBI B PE3YyJIbTaT€ HEKOTOPBIX YIIPOLIEHUHN U
JOTMYIICHUH, T.€. UCIOJIb3yeMbIe MOJIEH, KaK MPAaBUIIO, JAlOT MPUOIMKEHHbIE 3HAYEHUS, U OCHOB-
Hasi KPUTHKA 3TUX OLEHOK COCTOUT B MX HEPEATUCTUYHOCTH, OTOPBAHHOCTU OT PealIbHBIX MPOIleC-
COB, MPOTEKAIOIINX B JELUEHTPAIN30BAHHBIX CUCTEMAaX. B 4aCTHOCTH, OCTPOBHBIMU HETOYHOCTSMH
Y JIOXKHBIMU JomyIieHussMu B paborax C. Hakamoro u M. Po3eHdenbna sBsSOTCS:

—  BEpOSITHOCTU c(hopMUPOBATH OJOK YECTHOM CETHIO M 3JI0OYMBIIIUICHHUKOM B CyMME JIOJDK-
HbI ObITh paBHBI eAUMHUIIBI. OJHAKO MPUBEJACHHBIE BBIpAXXEHUS HE JAlOT OTBETAa, Kakoi Oynaer pe-
3yJbTaT IIPU HE3aBUCUMBIX BEJIMYMHAX ATHX BeposTHocTel [10];

— HE MPUHUMAETCS BO BHUMAaHHE SKOHOMHUYECKAsi BO3MOXKHOCTh MO (hOPMHUPOBAHUIO OJIOKOB
3JI0YMBIIIJICHHUKOM, a TaK)K€ SKOHOMHMYECKas 11eJIeCO00pa3HOCTh. Pecypchl 310yMBIIIJIEHHUKA TTO
MOJICP>KAHUIO TOHKH MEXIY 3JIOYMBIIIJICHHHKOM M Y€CTHOUM CEThIO CUHMTAIOTCS Oe3rpaHUYHBIMH,
YTO HE MOXKET COOTBETCTBOBATH JICMCTBUTEIBbHOCTH [11];

— TPEArnoiaraeTcsi, YTO BEPOSTHOCTH ycrexa chopMupoBaTh OJIOK HE MEHSETCS BO BpeMs
9KCTIEPUMEHTA, XOTs, B ACHCTBUTEILHOCTH, MaltHEPHl MOTYT U3MEHUTh CBOM BEPOSITHOCTH MOUCKA
HY>KHOTO MmpooOpasa u GopMUpoOBaHUs OJIOKA, YBEIHMUMBAsS WIH YMEHbIAs CBOU BBIUHUCIUTEIbHBIC
pecypesl [11];

— B pabote M. Pozendenpaa Teopema mpo BEpOATHOCTD ycIexa 3JI0YMBIIIJICHHUKOM MpHBe-
neHa 0e3 JoKa3aTeNbCTBA U MOJIy4YeHa ¢ JOIMYyIIeHHEM O BPEMEHU PacIpOCTpaHEHHUs OJI0OKa B CETH
PaBHBIM HYJIIO, B [12] yIIOMSIHYTO O TOM, YTO HY>KHO YYUTBHIBaTh BPEMsI CHHXPOHHU3AIUHU CETH;

— JomyuieHre o GOpMHUPOBaHUU OJIOKOB B COOTBETCTBUU CO CPEIHUM BPEMEHEM OXKHJIaHUS
6noka, cnenannoe B padore C. HakamoTto, omu6o4Ho [13].

K coxanenuto, cymecTByeT He Tak MHOTO paOOT, B KOTOPBIX MPOBOJMUTCS TOIBITKA SKCIIEPH-
MEHTAJIbHO MOATBEPIUTH UJIM ONPOBEPTHYTh MOJYYEHHbIE TEOPETUUECKUE PACUETHI, T.€. SMIIMpUYE-
CKHAM ITyTeM OOOCHOBATh aJICKBAaTHOCTh BBHIOpAHHOW MaTeMmarwdeckoi monenu. K takum paboram
MO>KHO OoTHecTH [8, 11].

Bo Bcex ymoMsiHYThIX pa00oTaxX MUCIOIB3YETCS MOJCIh PAa30pPECHUS UTPOKa, IpOBepsieMasi METO-
namu Monte-Kapno. Ha ocHoBe qaHHON MOjenu U BBIBOAUTCS (popMyria AJisi pacuera BEpOATHOCTH
YCIEIIHOTO MPOBEAECHUS aTaKH IBOMHOM TPAThI.

Ilenp maHHO# pabOTHI — KPUTUYECKUIN aHAIN3 MU3BECTHBIX AHAIUTUYECKUX OIEHOK BEPOSTHO-
CTH YCHEIIHON pealHn3alny aTakh JBOHHON TpaThl Ha MPOTOKON KoHceHcyca «Proof of work». B
YaCTHOCTH, MBI pacCMaTpUBAaEM «3aJadyy O Pa30pPEHUU HUTPOKay», JIEkKAI[yI0 B OCHOBE MOJeEieil
C. HakamoTo u M. Po3zendennaa, u mokaspiBaeM, 4To 0a30BbI€ TPEATIOIOKEHUS O BEPOITHOCTHOM
MIPOCTPAHCTBE (MHOMXECTBO 3JIEMEHTAPHBIX UCXOJO0B U BEPOSTHOCTH UX HACTYIUICHUS) HE COOTBET-
CTBYIOT peaJIbHBIM IpoOIleccaM, MPOTEKAIIINM NpHU yCTaHOBJICHUH KoHceHcyca «Proof of work» B
OsiokueliH-cucteMe. Jlamee, Mg TEOPETUYECKON OIICHKH BEPOSTHOCTH YCICIIHOW aTaku JBOWHOM
TpaThl MBI MpeJIaraéM MCIOIb30BaTh MOJICNb «HE3aBUCUMBIX UTPOKOBY», KOTOpasi, Ha HaIll B3TJIS],
YCTPAHSIET OCHOBHbIE HETOYHOCTH U HECOOTBETCTBHUSA. DMIUPUUECKUM MYyTEM MbI [IOKa3bIBAEM CXO-
JTUMOCTh PE3yJIbTAaTOB TEOPETUUYECKUX PACUETOB C JAHHBIMU SKCIEPUMEHTOB M0 MMUTAIMH «TOH-
KI» MEXAY YeCTHBIMU UTPOKAMH U 3JI0yMBIIUICHHUKamMu. Hanbonee MHTepeCcHbIM, Ha HaIl B3I,
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ABJIICTCS COIMMOCTABJICHUC PE3YJIBTATOB TCOPECTHUYCCKUX PaCUYCTOB, MOTYYCHHBIX IMPUMCHCHUCM pas-
JINYHBIX MO,Z[GJ'IGI\/’I, 1 OMIINPHUYCCKUX PE3YJIbTATOB, ITOJYUYCHHBIX HUMHTAIMEH «TOHKH).

2. «3aga4a o0 pa3opeHNH UIPOKa» NPHUMEHHUTEIBLHO K aTaKe IBOHHOMN TPAThI

PaccmoTpuM «3amauy o pa3opeHUH UTpOKa», a TOUHEe ee HeOOIbIIYI0 MOIUBHUKALNIO, Ha KO-
Topyto cceutaetcs C. Hakamorto, mutmpys u3BecTHbI y4deOHMK @emtepa 1968 r. [14], wm
M. Pozendenpn, Moaenupys mpouecc OHKM Kak Mpollecc SKBHUBAJICHTHBIM Ienouyke MapkoBa c
JUCKPETHBIM BPEMEHEM, TJIe KaX/Iblil 1Iar onpeaensiercs Kak MoucK 010ka keM-1u0o.

[TpuBenem cHavana BelIEpKKY U3 pazzaena 11 padotsl C. Hakamoto [4], B KOTOpO# u3nararoT-
Csl pacCy>kKJI€HUS! B OTHOILIEHUU MOJEIUPOBAHMSI aTaKU JBOMHOMN TpaThI:

«['OHKYy MEXJy YeCTHbIMM YYaCTHHUKAMH M HalaJarollldM MOKHO NPEACTaBUTh KaKk OMHOMHU-
aIbHOE CiTy4aiiHOe OiryXKIaHue. YCIeIHOe COOBITHE, KOT/Ia «YECTHAasD) LEMb YBEIMYMBACTCA Ha
OJIUH OJIOK, MPUBOJIUT K YBEIMYEHHUIO OTPbIBA Ha €IMHUILY, YBEJIMYMBas CBOE MPEUMYIIECTBO Ha
+1, a HeycneurHoe, Korjga o4epeHoN OJOK CO3/1aeT 3JI0yMBILIUIEHHUK, — K €r0 COKpAIllEHUIO0 Ha
OJIUH OJIOK, yMEHbIlasi pa3pbiB Ha —1. BeposATHOCTH aTakyIoOLIEro HaBepCTaTh Pa3HUIly B HECKOJb-
KO OJIOKOB Takasi *e, Kak ¥ B 33/1a4e 0 «pa3opeHuu Urpoka». [IpencraBum, 4To UTPOK UMEET HEOT-
PaHMYECHHBIN KpeaUT, HAYMHAET C HEKOTOPBIM AS(PULIUTOM U Y HEr0 ecTh OECKOHEUHO MHOTO ITOTIbI-
TOK, YTOOBI OTBITPATHCS.

[anee mpuBeneM BbIICPKKY U3 pazaena 3 padotsl M. Pozendensaa [5]:

«O003HauUM uepe3 z =n—m KOJIUYECTBO OJIOKOB, B KOTOPHIX YECTHAsI CETb MUMEET MpEeHMy-
IIECTBO Tepea aTakyronmM. Beskuii pas, korna 00K HaileH, 3HaYeHHE Z W3MEHSIETCS; €CIIH 3TOT
050K ObLT OOHApPYKEH YECTHOM CeThI0, z yBeIMuMBaeTcs Ha 1, a eciau 3TOT 010K ObLT OOHApYKEH
aTaKyloIIUM, z yMeHbIaercs Ha 1. @opManbHO 3TO Lenouka MapkoBa ¢ HENPEPHIBHBIM BPEMEHEM
¥ CKOpOCTbI0 p/T, JUIs TIPOIBIKCHUs BBEPX HA WIAr, M cKopocTb ¢/T, U IBMXCHUS BHU3 Ha

1ar.

Kak BuamM, B 3TUX paboTax UCIONB3YIOTCS MOJEIH, B KOTOPOi B KaXX/IOM HCIBITAHWH BBIWT-
PBIBaET 370yMBIIITIEHHUK ((popMupyst ouepeTHON OJI0K) MM 3J0YMBIIIJICHHUK IIPOUTPHIBAET U MPH
3TOM CYMTAETCS, YTO BBIUTPHIBAET YecTHas ceTh (popMupys ouepenHoil 010k). OAHAKO B CTaThsIX
HE TPUBOJIUTCS KaKOro-JIn6o o0OCHOBaHMS BBIOPAaHHOM MOJENIH. ABTOPBHI JOMYCKAIOT, YTO €CIIU
0110k HEe c(hOpMUPOBAIT 3TTOYMBIIICHHUK, TO, B TAKOM ClIy4ae, OJIOK 00s3aTelbHO (POpMUPYET YecT-
Hasl CeTh, HUKAaK HE 00OCHOBBIBAs 3TO JOIMYIICHHE.

JleficTBUTENBHO, B ONpPENEICHUM 33Ja4ld O Pa30pPEHHM UTPOKA HCIIOJIb3YETCS BEPOSTHOCTHOE
IIPOCTPAHCTBO C JBYMS 3JIEMEHTAPHBIMH COOBITUSMU: «BBIMIPAJ MEPBBIN UTPOK»; «BBIUIPAJl BTOPOH
urpok». [Ipu MmonenupoBanuu ataku nBoitHOH TpaThl C. Hakamoto n M. Po3endensn naTepnpeTu-
PYIOT 3JIEMEHTapHbIE MCXOBI 3TOM 3a/1auM Kak «OJ0K chopMHUpOBaH YECTHOH ceThio» (IO Tpaau-
IIUM BEPOSTHOCTH TAKOTO MCXoJa 0003HaUaeTcst p ) U «OJO0K CPOpMHUPOBAH aTaKyIOMIUM (C BEpo-
ATHOCTBIO ¢ ), ipudeM p =1—¢g. OmHaKo B peasIbHBIX OJIOKYEHH-CUCTEMaX BEPOSTHOCTh (hOPMHPO-
BaHUs OJOoKa (HaXOXXIEHHWS MpooOpa3za (YHKIMH XCUITUPOBAHUS) OMPEICIIICTCS HCKIIFOUNTEIBHO
XELIPEUTOM (BBIYUCIUTEIBHBIMUA BO3MOXKHOCTSMHU) KaKIOr0 Y4acTHHKA, T.€. yCIoBUE p =1—g He
00s13aHO BBINONHATHCA. Hanpumep, npu XenpenTe y4acTHUKOB, MPEBBIILIAIONIEM CI0KHOCTh IIOUC-
Ka rmpooOpasa 3a OIpeaesieHHbI MHTEepBall BPEMEHH, Kbl yUYaCTHUK rapaHTUPOBAHHO HaWJeT
mpoobpas, T.e. chopmupyet 010K H, B 3TOM ciydae, p=1 u g =1. B peanpbHBIX CUCTEeMax CIIOXK-
HOCTbh MOUCKa MPOoo0pa3a KOPPEKTUPYETCS UCXOAS U3 BBIYMCIMTEIbHBIX BO3MOYKHOCTEH y4acTHU-
KOB, IpUYEM TakK, 4TOObI MpooOpa3 ObUT HAWJEH 3a OINpelEICHHbI BPEMEHHON MHTEpBaj (HarpH-
Mep, B KpunToBanote OuTKouH 310 10 MuH.). Ecnu npeanonoxuTs, 4To Takas KOPPEKTUPOBKA BbI-
IIOJIHSAETCS HAJl IByMSl UTPOKAMMU: «UECTHAsI CEThb)» U «aTaKylOIIMi», & p U ¢ — COOTBETCTBYIOLINE
BEPOSTHOCTH (OpMUPOBaHUS OJIOKA 3a ONpPE/IEICHHBI BpeMEHHOW MHTEpBaJl, TOTAa MPEaoI0xKe-
Hue p=1-¢ onpaBgaHHo. OHaKO B PEAJBbHON CUTYallMH 3JI0YMBIIIJIEHHUK aTaKyeT CUCTEMY, HE
orJamiasi CBOMX BBIYMCIMTEIbHBIX BOZMOXKHOCTEH U, BEPOSITHEE BCETO, CKPbIBasi caM (hakT mpenro-
JaraeMoi ataki, T.€. IPEAIOJIOKEHUE p =1 —¢g HEe UMEET OCHOBAHUH.
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Ecnu octaBuTh BBEICHHBIE 0003HAUCHUS (BEPOSTHOCTH p U ¢ ) M OTKa3aThCs OT 00s3aTeNb-
HOTO BBIMIOJIHEHUS YCIOBUS p =1—¢, TOrAa B pe3ynbTare KaxJa0M MOMbITKY (UM CEpUU MOMBITOK B
TE€YEHHUE 3aJ]aHHOTO MHTEPBaja BPEMEHH) MPOCTPAHCTBO AJIEMEHTAPHBIX UCXOJOB COJACPIKHUT TaKUE
AJIEMEHTapHbBIE COOBITUS:

- «0JI0K c(hOpMHUPOBAH YECTHON CETHIO U aTAKYIOIIUN HE CHOPMHUPOBAI OJIOK» C BEPOSITHOCTHIO
pd-q);

- «0JIOK HE COPMUPOBAH YECTHOM CETHIO M aTaKYIOMIUH CHOPMUPOBAI OJIOK» C BEPOSITHOCTHIO
(-p)g;

- «0710K He c(HOPMHPOBAH YECTHOM CETHIO M aTAKYIOIIUNA HE CHOPMUPOBAT OJIOK» C BEPOSTHO-
cteio (1-p)(1-¢);

- «O61oK chOpMUPOBAH YECTHOM CETHIO U aTaKyIOMIHNK chopMupoBai OJI0K» pq .

MHOKeCTBO BCEX 3JIEMEHTAPHBIX UCXOOB COCTABIIAET MOJHYIO TPYIITY COOBITHI:

p(l-=q)+(-p)g+1-p)l-q)+pg=1.

OTa MOJeNb ¢ YeThIPbMs 3JEMEHTapHbIMU HMcxoJaMmu (OyJaeM Has3blBaTh €€ B JajbHEHIIeM
«MOJIeTIb C HE3aBHCHMBIMU HTPOKAaMU») ONKCHIBACT PEATbHBIM BEPOSTHOCTHBIN IMpoIecc B OJIOK-
YelH-crcTeMe NP yCTaHOBJIEHHMH KOHCEHCYca Ha ocHOBe anroputma «Proof of work».

3. CpaBHeHHE BEPOSITHOCTHBIX COOBITHH B IBYX HCCJIEAyEeMbIX MOJEIAX

B Mozpenu He3aBHCHMBIX UTPOKOB (DOPMUPOBAHHE OYEPEAHOrO OJIOKA Y 3JI0YMBILIUICHHUKA U
YECTHOM CETH IMPOMCXOJIUT HE3aBUCUMO JAPYr OT JIpyra, BEpOATHOCTH IOHUCKa IpooOpaza Xeul-
bynkuuu (st popmupoBaHus 0J0Ka) OMPENENAIOTCS WX XelpeHTamMu (BBIYUCIUTENbHBIMA BO3-
MOXKHOCTSIMH). [l cpaBHEHHUs € pe3yibTaTaMu, Noidy4yeHHbIMU B padorax C. Hakamorto u M. Po-
3eH(penbIoM (7151 MOZIETIH Pa30PEHUs UTPOKa), OyJIeM UCIIOIb30BaTh OOIIETIPUHATHIE YIIPOLICHHUS:

— BpeMs pacnpoCTpaHeHHUsi OJOKa MO CEeTH MPEeHEeOpeKUMO Majo, T.e. 0OOMEeH MH(pOopMaLuei
MEXy Y3J1aMU IPOUCXOIUT MPAKTUYECKU MTHOBEHHO (BpEMsI CHHXPOHHU3ALMU PaBHO HYJIIO);

— XEUIPEHUT 3J0yMBIIUICHHUKA, XEIIPEHT YECTHON CETH U CJIIOKHOCTh MAalHUHIAa HE MEHSIIOTCS
CO BPEMEHEM Ha MPOTSHKEHUU BCEN TOHKU;

— BO3MOXXHOCTHU 3JIOyMBILUIEHHUKA 10 MOAJIEP)KAHUIO COCTOSHUS TOHKH JIOCTAaTOYHO BEJIMKH,
HO HE OECKOHEYHBEI;

— KpOMe€ 3JI0yMBIIIIJIEHHUKA BCE OCTAJIbHBIE MTOJIb30BATENIN CETH JAEHCTBYIOT CTPOrO B COOTBET-
CTBHH C MPaBUJIAMH MPOTOKOJIA OIOKYCHH-CETH;

— 1o0enoi 370yMbIIIIEHHUKA OyJleM cuuTaTh (OpMUpPOBAHUE HEOOXOAMMOI0O KOJIHuecTBa 0J1o-
KOB TOJATBEP)KACHUS paHbLIE WM OJHOBPEMEHHO (CUMTACTCS, YTO OJUH OJOK 3JI0yMBIIIJICHHUK
chopMHpOBaJ 3apaHee) WIK B IPOTHBHOM CITydae — MOCIEAYIOmeEero ((OpMHUpOBaHUS LIETTOYKH OJ10-
KOB PaBHOH JUIMHBI C YECTHOU CETHIO.

B 3amade qABOHHOM TpaThl 37I0YMBIIICHHUK BBIUTPBIBAET, €CIIA CHOPMUPYET PABHOE C YECTHOM
CEThIO KOJIMYECTBO OJIOKOB, P yCIIOBUH, YTO YECTHAS CETh yke chopmupoBasia N OJIOKOB. 31ech
UCTONb3YEM Ty k€ (GOpMYJIUPOBKY, 4TO U B pabote M. Posendenbaa [5], mpeanonaras, 4To OAUH
010K ObLI MpeBAaPUTEILHO JAOOBIT aTaKyIOLIUM JI0 Hayajla aTaku U, CJIeI0BaTeNIbHO, o0LIas JyIMHA
c(OPMHPOBAHHON 370YMBIIIJICHHUKOM LIENIOYKU Oy/AeT Ha eAWHUILy OOoJIblIe, 4TO SBISETCA AOCTa-
TOUYHBIM YCJIOBUEM JJIsl IPUHATHS €€ YECTHOM CEThI0 KaK OCHOBHOM OJIOKYEHH.

Ecnu mpennonaraTh, 4To pecypchbl y 370yMBIIIJIEHHUKAa KOHEYHbBI WM BBIUIPHILI 3JI0YMBILI-
JICHHUKOM HE TIOKPOET ero ()MHAHCOBBIX 3aTpaT Ha MOJIepKaHue JaJbHEWIIeH TOHKH, TO JOTHYHO
MPENOI0KUTE 00 OrpaHMYEHUH Ha (POPMUPOBAHUE MAKCHUMAJIBHOIO KOJMUYECTBA OJIOKOB B COCTSI-
3aHuu [11]. Ilpennonoxxum, 4To 370yMBIIIIEHHUK OTKa3bIBa€TCs OT NPOAOKEHNS FT'OHKH B CiIydae,
eclii uecTHasi ceTb copmupoBana N +n,_  0510K0B. Bce cocTosiHUS, B KOTOPBIX 3J10yMBIIUIEHHUK

HE BBIUTpal, OyIyT JJIs HETO MPOUTPHIIIHBIMH.
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Heo6xonumo oOpaTtuTh BHUMaHUE, Ha JIBA MOMEHTA B MOJIEIIU PAa30PEHUS HTPOKa!

1) 37I0YMBINIUIEHHUK HE MOKET BBIMTPATh TOHKY paHbIe, 4eM 3a 2- N TOMBITOK (HE00X0AUMO
He MeHee N TomnbITOK A popmupoBaHusi N OJIOKOB YECTHOM CEThIO U CTOJIBKO K€ MOMBITOK IS
dhopmupoBanusi N OJIOKOB 3JI0yMBIIIJICHHUKOM);

2) 3JI0YMBIIUIEHHUK MOKET BBIMTPATh NMPU HEYETHOM KOJHYECTBE IOMBITOK, TOJBKO €CIIA OH
OTIepEeIUI YECTHYIO CETh JI0 TOTO, KaKk oHa cpopmupoBasia N OJIOKOB (BEpPOATHOCTH YErO 3HAYU-
TEJIbHO MEHbIIIE MIPU MEHBIINX MOIIHOCTSAX MafHUHTA 3JI0YMBIIUICHHUKOM).

B otnuuue ot Mozenu pa3opeHus Urpoka, B MOJENI HE3aBUCHUMBIX UTPOKOB 3JI0YMBIIIICHHUK
MOXET BBIUTPATh, HAYMHAsA ¢ N TOMBITOK U TaK Kak COOBITHs (OpMHUPOBaHUS OJJOKOB 0OOUMH yUa-
CTHUKAMH{ HE3aBUCHMBI M HET 3aBHCUMOCTH BEPOSTHOCTH BBIUTPHIIIA OT YETHOCTH MM HEYETHOCTH
TEKYIIEH MOMBITKH.

PaccmoTpuM mpuMep pacyera BEpOSTHOCTH HACTYIUIEHUS KAaKOTrO-JIMOO COOBITHSA ISl ABYX
paccMOTpeHHbIX Mojeneil. Jlyig onpeneneHHOCTH IMOJ0XKUM BEpPOSITHOCTh (GopMHUpoBaHuUs Ojoka
3MOYMBIIIJICHHUKOM 32 KaXXAyto mombITKy ¢ =0,3 (BeposSTHOCTH HE chopMUpOBaThH ONOK Oyaer
(1-¢g)=0,7). ns cornacoBaHusi ¢ MOJIETBIO PA30PEHUSI UTPOKA MOJI0KUM p =0,7 (BEpPOATHOCTH
He chopmupoBarth 070K yecTHOH ceThio OyaeT (1— p)=0,3). Heo6xonumoe KOIMUECTBO MOATBEP-
xneauit N =1. Orpanndenue Ha (GopMUpOBaHHE MAaKCHMAIBHOTO KOJHYECTBA OJIOKOB B COCTSI3a-
Huu N +n_ =2 INONBITKY.

[Tpoananu3upyem BEpPOSTHOCTH PA3IUYHBIX HCXOOB AJISL PA3IUYHBIX MOJIEIICH.

PaccmoTpuM Mozens pa3opeHust UTpoKa:

1) mepBas mombITKa (JIBa BOZMOXKHBIX UCXO/A):

— (QopmupoBanue O10Ka YECTHOW CETHIO, 3JIOYMBIIUICHHUK OTCTAaeT Ha OAWH OJOK, TOHKa
MPOAOIIKAETCS, BEPOSITHOCTh HACTYIUIEHUS TaKOro coObITHst paBHa p =0,7 ;

— (QopmupoBanue 010Ka 3I0yMBIIUICHHUKOM, YECTHAs CETh OTCTAaeT Ha OIWH ONOK, modena
3770y MbIIIICHHNKA' , BEPOSTHOCTH HACTYILICHHS cOOBITHS paBHa ¢ = 0,3 ;

2) BTOpast MOMbITKA (YEThIPe BO3MOXHBIX MCXOJa, PACCMATPUBAEM TOJIBKO ciiyyail popMHpOBa-
HUs OJI0Ka YECTHOM CEThIO B TIEPBOM MOMBITKE, T.€. KOIJIa TOHKA MPOIOJIKACTCS):

— ¥ B IIEPBOii, ¥ BO BTOPOH MONBITKE CHOPMUPOBAH OJIOK YECTHOU CETHIO, 3TTOYMBIIIICHHUK
MIPOUTpajl B TOHKE, TOHKA 3aBEPIIECHA, BEPOSITHOCTh HACTYILIEHUsI cOObITUS p - p = 0,49

— B NIEpBOM MOMNBITKE CPOPMHUPOBAH OJOK YECTHOW CEThIO, HO BO BTOPOM MOMBITKE OJIOK
c(hOpMHPOBaH 3JI0YMBIIIUIEHHUKOM, 3JI0YMBIIUICHHUK BBIMTPaJjl, TOHKA 3aBEPIICHA, BEPOSTHOCTH Ha-
cTymieHus coowsitus p-p =0,21.

Takum 00pazom, B MOJEIH pa30peHHsi HTPOKa 3JI0YMBIIIICHHUKY yIacTcs MOOSAUTh C BEPOSIT-
HocThiO 0,3+0,21=0,51.

J151s MoJienT He3aBHCUMBIX HTPOKOB:

1) mnepBas mombITKa (YETHIPE BOBMOXKHBIX UCXOZA):

— 010Kk c(hOopMHUPOBAH YECTHOW CETHIO U aTaKyIOIUil He chopMUpOBaI OJIOK, 370YMBIILICH-
HUK OTCTaeT Ha OAMH OJIOK, TOHKa IPOAOJDKAETCS, BEPOSTHOCTh HACTYIUICHHUS COOBITHS
p-(1-9)=049;

— 0Onok He c(hOpMHUPOBAH YECTHOW CETHIO M aTaKyIOUMi cpopMupoBai 070K, modena 3710-
YMBIIUICHHHKA' , BEPOSATHOCTb HACTyIIIeH)s cobbtus (1— p)-¢ =0,09;

— Onox He chOpMHUPOBAH YECTHOM CETHIO M aTaKyIuid He chopMupoBai OJOK, TOHKA MPO-
JOJbKaeTcs, BEPOSTHOCTh HacTyIieHus coobitust (1—p)-(1—¢)=0,21;

— OJIoK copMHpPOBaH YECTHOM CEThIO U aTaKyIOUIMH cpopMupoBai 00K, modeaa 3710yMblI-
JICHHUKA, TOHKA 3aBEPIICHA, BEPOATHOCTh HACTYIICHHUS COOBITUS p-q =0,21;

' B aToM ciyuae nobena Gy/eT 3acuntana Tonbko nocie popmuposanus N = 1 Groxa yecTHOI ceThio
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2) BTOpast mombITKa (II€CTHAAaTh BO3MOXKHBIX MCXO/IOB, pacCMaTpuUBaeM TOJIBKO T€ Cilydaw,
KOTJ1a TIOCJIe IEPBOM MOMBITKU UCXO/ TOHKH HE ONPE/IETICH)
— (B mepBO#H MOIBITKE OJI0K CHOPMUPOBAH YECTHOMN CETHIO M aTaKYIOIIUI He CPOpMHUPOBAIT ONIOK):

O  BO BTOPOU TIOMBITKE OJIOK CPOPMUPOBAH YECTHOW CETHIO M aTaKyIOMIMA He cPOopMHU-
poBan OJOK, 3JIOyYMBILIUICHHUK MPOUTpall B TOHKE, TOHKA 3aBeplIeHa, BEPOATHOCTh
HactymeHus coositust p-(1-¢q)-p-(1-¢q)=0,2401;

O  BO BTOPOU MOMBITKE OIOK HE CHOPMUPOBAH YECTHON CETHIO U aTaKyloIui chopmu-
poBai 010K, mobena 370yMBINUICHHUKA, TOHKA 3aBEpIICHa, BEPOSITHOCTh HACTYILIE-
Hus coowitusa p-(1-¢q)-(1-p)-g=0,0441;

O  BO BTOPOH MOTBITKE OJIOK HE CPOPMUPOBAH YECTHOM CETHIO M aTaKyIOUIMH HE cop-
MupoBand OJOK, TOHKAa NPONOJKACTCS, BEPOATHOCTh HACTYIUIGHUS COOBITHS
p-(1-¢)-(1-p)-(1-¢)=0,1029;

O BO BTOPO MOMBITKE OIIOK CHOPMUPOBAH YECTHOM CETHIO M aTaKyIOMIH cPopMHpo-
BaJI OJIOK, 3JI0yMBIIUICHHUK POWTPall B TOHKE, TOHKA 3aBEpIleHa, BEPOSITHOCTh Ha-
crymienust coositust p-(1-¢g)- p-q=0,1029;

— (B mepBoii mombITKE OJ0K HEe CHOPMUPOBAH YECTHON CETHhIO M aTaKyIOMIHA HE CHOPMUPO-
BaJj OJI0K):

O  BO BTOPOH MOMBITKE OJOK C(HOPMHUPOBAH YECTHOW CETHIO M aTaKyIOUIMHA HE CHOPMHU-
poBanl  OJOK, TOHKAa MPOJAOKAETCS, BEPOATHOCTh HACTYIUIGHHUS  COOBITHS
(1=p)-(=¢)-p-(1-¢)=0,1029;

O  BO BTOPOM MOMBITKE OJIOK HE C(HOPMHUPOBAH YECTHOM CEThIO M aTaKyOImuid chopmu-
poBan OnoK, mobeda 3JOYMBIIUICHHHKA , BEPOSTHOCTh HACTYIUICHHUS COOBITHS
(I-p)-(-¢)-(-p)-¢=0,0189;

O  BO BTOPOH MOMBITKE OJIOK HE CPOPMUPOBAH YECTHOM CETHIO M aTAKyIOUIMHA HE cop-
MupoBajd OJOK, TOHKa NPOJOJIKACTCS, BEPOATHOCTh HACTYIUIEHUS COOBITHS
(1=p)-(1=¢)-(1-p)-(1-¢) =0,0441;

O BO BTOpOH MOMBITKE OJOK CHOPMHPOBAH YECTHOM CETHIO M aTaKyIOIIHi CHOpMHUPO-
BaJ OJIOK, 1M0o0Oe1a 30yMBINIUIEHHUKA, TOHKA 3aBEpPIICHA, BEPOSITHOCTh HACTYIUICHUS
coowitust (1-p)-(1-g)- p-q=0,0441.

Takum 00pa3oM, B MOJIEJIM HE3aBHCHUMBIX UTPOKOB 3J0YMBIIIJICHHUKY YAAcTCsl MOOEAUTH 3a
JIB€ MOMBITKU ¢ BepoaTHocThio 0,09+0,21+0,0441+0,0189+0,0441=0,4071, uro oTIiyaercs OT
BEPOSATHOCTH, PACCUMTAHHOM JIJIs1 MOJIETH Pa30PEHUS UTPOKA.

C nomo1bp0 MOJEIUPOBAHUS MPOBEAEM BBIUYUCIUTEIBHBINA SKCIIEPUMEHT U SMIIMPUUECKH Olie-
HUM BEPOSTHOCTH BBIUTPHIIIA 3JI0YMBIIUIEHHUKA Yy YECTHOM CETH NMPH Pa3IUYHBIX MOJENAX (op-
MHPOBAHHUS LIETIOYKH OJIOKOB.

4. MoaeJupoBaHHue BbIYUCIUTEIbHOI0 IKCIIEPUMEHTA

Ha nepBom 3tamne npoTtectupyem BeposITHOCTH (popmupoBanusi N OJIOKOB POBHO 3a / TIOIbI-
TOK ¥ BEpOSTHOCTh (hopMupoBanust N OJIOKOB MPU MPOBEICHUM / MCTIBITAHHIA.

4.1. BeposiTHOCTH (h)OPMHUPOBAHUS EMOYKH 0JIOKOB 3aJaHHO TJTUHBI

Ha nepBoM 3Tane nporecTupyem BEpOsITHOCTH (hOpMUpPOBaHHS OJIOKAa POBHO 3a ¢ MOIBITOK.

B xauecTBe BXOIHBIX TApaMeTPOB OYyZEM HCIIOIb30BATh:

¢ — BEPOSITHOCTB YCIIEIIHO c(hOPMHUPOBATH OJOK 3JI0YMBIIUIEHHUKOM HPU KaXKJIOM HCIIbITa-
HUH. BEpOosSTHOCTH 3aBUCHT OT MMEIOIIMXCS Y 3TTOYMBIIIJICHHUKA BBIYUCIUTEIBHBIX BO3MOKHOCTEH
(T.e. MPOMOPIIMOHANIbHA XEIIPEUTY 3JI0YMBILIUICHHHUKA);

P — BEPOSTHOCTH YCHENTHO C(OPMHUPOBATH OJIOK YECTHBIMU YYACTHUKAMU TPU KaXJIOM HCITBI-

TaHUU (IPOTMOPLUOHATIBLHO XeUIpelTy decTHOW cetH). [Ipu MonmenupoBanuu OyaeM mojaraTh, 4TO

? B ToM ciyuae noGesa Oy1eT 3acuntasa Tonbko nocie popmuposanus N =1 G1oka yecTHOI ceThio
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p =1—¢g, Tak KaKk Takas B3aMMOCBSI3b JIXKHUT B OCHOBE MOJIEJIH Pa30pEHHs UTpoka. B obmem ciy-
yae JiJIsl MOJIeJIM HE3aBUCHUMBIX UTPOKOB YCJIOBHE p =1—¢ MOXET HE BBIIIOJIHATHCS;

N — konu4ecTBO OJIOKOB B CETH, MOCJE KOTOPBIX CAENKA CYUTACTCS MOITBEP KICHHOIH;

{ — HOMEp TEKyLIECH MOIBITKH.

B mporpamMMHoOii cpeie co3gaauM MpoIecc, UTEPATUBHO MbITAIOMIHICS chopMHUpPOBATH OJTOKH.
Kaxxnoe ncnplTanue NpoucXoamT IO CIAEAYIOLEMY ITpaBUILy:

— TEHEPHUPYEM ICEBAOCIyYaiiHOEe YMCI0 (MCIONBb3yeM peanu3aliiio Ha ocHOBe Buxpsi Mep-
cenna) B untepnaiue [0,1] (B mporpaMMHOI peanu3alny UCIOIb3YyEeTCS] MUHUMAJIBHBIN 1Iar TeHepa-
mmn 5.4-107°, uto mo3Bonser TectupoBath ¢ >107"7);

— CpaBHMBAEM CT€HEPUPOBAHHOE CIy4allHOE YUCIIO CO 3HAUECHUEM ¢ ;

— €CJIM CTeHepUPOBaHHOE YUCIIO0 < ¢, TO CUUTAEM, UTO reHepalus OJI0Ka MpoIlia yCIeuHON U
YBEJIIMYUBAEM CUCTYHK C(HOPMUPOBAHHBIX MOTOKOM OJIOKOB (k 6On0ox1) Ha empmnumiy. [Ipoepsem
k _6noxl= N, ecnmu chopmMupoBanu HEOOXOJUMO KOJIUYECTBO OJOKOB, TO yBEIUYMBAEM MAaCCHB
Massl[t] Ha enuHUILY, 9TO COOTBETCTBYET YJa4HOHN MOIBITKE C(POPMUPOBATH LEMOYKY OJIOKOB HYX-
HOM IJIWHEI Ha f - TOIIBITKE;

Jns nocTrkeHus: 3alaHHOM TOYHOCTH HMCHBITAHUS TPOBOAUM NN,

test

pa3 (BbIOOp N,

est

OTNHCaH
Hwke). [1o OKOHYaHHWU BCeX MCIBITAaHUM HOpMUpYyeETcs pe3ynbTar (MaccuB Massl[¢]) mo obmemy
KOJINYECTBY UCHBITAHUN M TaKMM 00Pa30M IOJIyyaeM SMIIMPHUECKOE pactpesiesieHue BEpOSITHOCTH
dopmupoBanuss N GJIOKOB OT KOJIMYECTBA NPOBEICHHBIX MONBITOK P . CyMMUpYsl BCE MOTyUEHHBIE
BEPOSTHOCTH OT 1 710 3aJaHHOTO ¢ IMOJy4YyaeM 3MIIUPUYECKYIO (DYHKIUIO pacHpeeseHUs BEpOSITHO-
ctu popMupoBanus Onoka P,.

Pe3ynbTarhl ucnsiTaHuil npuBeieHbl HAa puc. 1 (Toukn). CrIoUIHbIE TMHUHM COOTBETCTBYIOT OT-
pHULIATEIbHOMY OMHOMMAIBHOMY PACIPENCIICHUIO U €ro (YHKIMU paclpelesIeHus sl TeX JKe Be-
POSITHOCTE.

,P__]'[’ P,]‘n e
04 ¢ 0.9 7 r
Le-g=09

At

/ o™ - ._0_9 e et

0,8 7 e
r- g=10,7 o

h q=0.5 o

____E_--
"

.___.q:ﬂ__? - g g=0.1

]
8 9 10 11 12 13 14 15 16 17 18 19 f 1 2 3 4 5 & 7 B 9 1011 12 13 14 15 16 17 IR 19 f

a o
Puc. 1. ®yHxims BeposTHOCTH (@) ¥ QYyHKIUS pacTpeeeH s BeposSTHOCTH (6) hopMHUpOBaHUs OJIOKA MTPH
KaXXIIOM UCTIBITAaHUH (IMHUAMH OTOOpa’KeHBI pacueTHbIE 3HAUEHHsI, COOTBETCTBYIOIINE OTPULIATEIIEHOMY
OMHOMUAJIBHOMY PAcCIpPEIEIeHUI0, TOUKU — SKCIIEPUMEHTAIbHbIE JaHHBIC)

[Toctpoum BeposiTHOCTH (hopmupoBaHUs 1lenoyku u3 N OiokoB. Ha puc. 2 mpencraBieHsl mo-
JTy4YeHHbIE aHAJIOTUYHbIE BEPOATHOCTH, HO JUIsl PUKCUPOBAHHOTO 3HAUEHUS ¢ U pa3HOro umcia N .
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Puc. 2. ®yuknus BeposTHOCTH (@) 1 GYHKINS pacnpenecHIs BEPOITHOCTH (6) GOpMUPOBAHUS ICTIOYKH
u3 N 6maokoB npu g = 0,2 (AuHUAME OTOOPAKEHBI PACUCTHBIC 3HAYCHHS, TOYKH COOTBETCTBYIOT
9KCTIEPUMEHTAITLHBIM JTAHHBIM )

Kaxk BUIUM, 3HAYCHUSA, ITOJYUCHHBIC BBIYUCIUTCIIBHBIM MOJCIUPOBAHHUEM, XOPOIIO COIjaacy-
IOTCs € OTPpULATCIIbHBIM OMHOMUAJILHBIM pacnpeaciiCHucCM.

Ha Bropom starne Oynem MOIeIpoBaTh IBYX KOHKYPUPYIOIIUX YUaCTHUKOB.

Bynem nccnenoBath I1BE MOJENIN COPEBHOBaHMS (TOHKHM) 3J0YMBIIUICHHUKA C YECTHOH CETHIO
1o (HOpPMUPOBAHHIO LIETOYKHU OJIOKOB!

— MOJEIh Pa30PEHHsSI UTPOKA,
— MOJICITh HE3aBHCUMBIX HUIPOKOB.

4.2. MoaeJib pa3opeHusi UTPOKa

B mporpammHoO#l cpene coszmamuM mpoliece (COOTBETCTBYIOIMIUN 3JI0YMBIITUICHHHUKY), UTEpa-

TUBHO TbITaoUMiica chopmupoBath 050ku. Kaxknoe HcHbITaHHE MPOMCXOIUT IO CIEAYIOLIEMY
IIpaBUILy:

— TeHepHupyeM citydaiiHoe yucio B uHrepsaie [0,1];
— CpaBHUBAEM IOIy4E€HHOE YHCIO C ¢ ;

— €CJIM CTeHEPHPOBAHHOE YHCIO < ¢, TO CUUTAEM, YTO TeHEpaLus OJI0Ka MMPOIILIA YCIEeITHON 1
YBEJIMYMBAEM CUETUUK C(HOPMHUPOBAHHBIX 3JI0YMBIIUIEHHUKOM 0JIOKOB (K 6710k1) Ha equHULLY;

— €CII CTeHEPUPOBAHHOE YUCIIO > ¢, TO CUUTAEM, UYTO OJIOK CreHEpUPOBAH YECTHOW CETHIO U

YBEIMYMBAEM CUETYHK C(OpPMHUpPOBAHHBIX €10 OI0kOB (k 6n0k2) Ha emunuiy. I[IpoBepsem

k _6nox2> N, eciu aa, To ipoBepsieM: CHOPMHUPOBAT JIK 3JI0YMBINIUICHHUK HEOOXOIUMOU JITHHBI
LETOYKY:

O €CIIM 3JIOYMBIIUICHHUKY TaKKe YAaloch CPOPMHUPOBATH HEOOXOAMMOE KOJIUYECTBO

omokoB (T.e. kK _0Onokl >k 6n0ok2) To yBenuuuBaeM Massl[t] Ha equHUILY, YTO CO-

OTBETCTBYET YJQUHOM IOIBITKE 3J0YMBIIUIEHHUKA cPOPMHUPOBATH 1IEMOYKY OJIOKOB

HY>KHOHM JJIMHBI 32 { TMOMBITOK (370YMBIIUIEHHUK BBIUTPAJ TOHKY). 3aBepIlaeM Hc-
MbITAHUE;

O €CIIM 3JIOYMBINUJICHHUK elle He cHOpMHUPOBaAI HEOOXOAMMOE KOJIWYECTBO OJIOKOB
(t.e. k_6noxl <k 610k2), TO MIPOIOIXKAEM UCTILITAHKE;

— ecnu k_6nok2=N+n_ , 3aKaHYMBAEM HUCIBITAaHUE, IPUCBAKMBasi MOOELy UYECTHOU CETH
(yBenuuuBaem mMaccuB Mass2[t] Ha eqUHUILY).
B BbIYMCIIEHHBIX 3KCHEpUMEHTax NonaoxuM 7 =1000 (4TO COOTBETCTBYET MPAKTHYECKU

HEOIPaHWYEHHBIM pecypcaM 3J10yMblIIIeHHNKA). [Ipu BeIOOpe 7, MBI ynoMsHem paboty [11],
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B KOTOPOH yTBepskaaercs, 4ro 1 g < 0.45 BpIOOp 3HaueHue 1, =35 MpaKTUYECKU HE BIHMACT Ha

pe3ynbTaT, KpoMe TOro, JaHHBII BOMPOC OyIeT paCCMOTPEH HIKE.
4.3. Moaesb He3aBUCHMBbIX HTPOKOB

B mporpamMHOi#i cpenie co3manuM 1Ba HE3aBUCHMBIX Tporecca (MEPBhI MpoIecc, COOTBETCT-
BYIOIIMI 3JI0yYMBIIUICHHUKY, BTOPOM — 4YECTHBIM IOJb30BATENSIM), MTEPATUBHO IbBITAIOIIUXCS
chopmupoBath 610ku. Kaxoe nucnpITaHne IPOUCXOIHUT O CIEAYIONIEMY TPaBUITY:

— TEeHepHupyeM cilydaiiHoe uucio B uarepsaie [0,1];

— CpaBHHUBAEM IOJYYEHHOE YHUCIIO C ¢ ;

— €CIIM CTeHEPHPOBAHHOE YHCIIO < ¢, TO CYMTAEM, YTO TeHepalus 0J0Ka MpoIia yCIeITHON 1
YBEJIMYUBAEM CUETYHK C(HOPMUPOBAHHBIX MEPBBIM MOTOKOM OJIOKOB (k67101 ) Ha eAMHULLY;

— TeHepupyeM ciryyaiiHoe uncio B uHteppaie [0,1];

— CpaBHHMBAeM IOJYUYEHHOE YHCIIO C P ;

— €CIIM CTEHEPUPOBAHHOE YUCIO < p , TO CUYMTAEM, YTO TeHepalus OJI0Ka MpoIia yCIeIIHO’
Y YBEIUYMBAEM CUETYMK C(HOPMUPOBAHHBIX BTOPHIM MOTOKOM OJIOKOB (k 6.10Kk2) HAa €IUHUILY.
IIpoBepsieM k 6nox2> N, ecnu aa, To npoBepsieM: cOpMHUPOBaI JIM MEPBBI MOTOK HEOOXOIU-

MOH JUIMHBI LEIOYKY:
O €CIIU ¥ 3JI0yMBIIUIICHHUKY TaKKe yIalIoch CPOPMHUPOBATH HEOOXOIMMOE KOJIUIECTBO
0510Kk0B (T.€. kK Onoxl >k 6n0k2) To yBenuuuBaeM Massl[t] Ha equHUILY, YTO CO-

OTBETCTBYET YAAa4HOH MOMBITKE CHOPMHUPOBATH IIETIOUKY OJOKOB HY)KHOW JTHHBI
3JI0YMBIIIJIEHHUKOM 3a / MOMbBITOK (3JI0YMBIIIEHHUK BBIMTPaJ FOHKY). 3aBepliacM
HUCIIBITAHUC,
O €CJIM 3JIOYMBIIIUICHHHK e1e He chopMUpOBaT HEOOXOAMMOE KOJIUIECTBO OJIOKOB, TO
mpoaoJKacM UCIBITAHUC,
— ecnmu k_6nok2=N+n_ 3aKkaHYMBAaeM HCIBITAHWE IMPHCBaWBas MoOEy YECTHOW CETH

max

(yBenmmuuBaem maccuB Mass2[t] Ha eqUHUILY).

4.4. O0ecnieyeHre TOYHOCTH M JOCTOBEPHOCTH Pe3yJIbTATOB MOJACTHPOBAHUA

C nomo1pr0 UMUTAIIMOHHOTO MOJIEIMPOBAHUS TOYHOE 3HAaYeHUE CIy4yaiHOl BeanuuHbl (000-
3HauuM ee ©) ompenenauTh HENb3s, TaK KaK YUCIIO peajau3anuil Mojenu orpanudeHo. llpu koneu-
HOM 4YMCJIe peaju3aluii MOJeNn OnpeenseTcs: NpuOIN3UTeNbHOE 3HaUeHNE 3a/1aHHON XapaKTepH-

* )
ctuku. O603HauuM 310 npubimxkenne O . [IpubausnuTenpHOE 3HAUCHUE HA3bIBAIOT OLIEHKOM COOT-
BETCTBYIOLIEH XapakTepucTuku [15, 16].

*
TOYHOCTBIO OLIEHKH XapAaKTEPUCTUKU ® HAa3bIBAIOT BEIMYMHY & OTHOCHUTEIBHO

@ -M[0]<e.
roe M [@] — MaTEeMaTUYECKOEe 0’KHMJIaHUE CITydyailHOU Benn4uHbI [ 15, 16].

Benuunna & npenctasnser co0oil a0COMOTHOE 3HAUYCHUE OIIMOKY B ONpeIeTICHUH 3HAUCHUS
HCKOMOMW XapaKTEPUCTHUKH.

JIOCTOBEPHOCTBIO OLIEHKH XapaKTEPUCTHKH @ Ha3bIBAIOT BEPOATHOCTh @ TOTO, YTO 3a/aHHAS
TOYHOCTH gocturaercd [15, 16]:

:
P(l@ -M[0]<&)=a.
JIOCTOBEpPHOCTE XapaKTEPU3YET IMOBTOPSAEMOCTb, YCTOMYMBOCTb DKCIEPUMEHTA U TPAKTYETCS

*
TaK: €CJIM U1 OLleHKUu M [@] HCIIONIh30BaTh BeUunHy ® , TO B cpeaHeM Ha Kaxbie 1000 ucmos-

o *
30BaHMi fgaHHoro npasuia B 1000-« cinyuyaeB BenuunHa © Oyner orauuaThest oT M [@] Ha Be-

JINYUHY MCHbBLIC & .
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B psine cinyuaes nenecoo0pa3Ho UCIOJIB30BaTh OTHOCUTEIBHYIO TOUHOCTh
d=¢/M[0].
B sTom CJIydac JOCTOBCPHOCTb OLICHKHU UMCCT BU

© -M|[0]

" e]

<d|=«.

Ecnu npuHATh NpeanosokeHue OTHOCUTEIBHO HOPMAIBHOTO PACHPEACIICHUS CIy4YaiHON
BCJII/I‘-II/IHLI3, TOoTAa (I)YHKLII/IOHaJIBHaH CBA3b MCIKIY OTHOCHUTEIBbHOM TOYHOCTBHIO B AOCTOBCPHOCTBHIO

C KOJIMYECTBOM peanu3auuii N, , umeet Bun [15]:

test
t, (1-P)
N = S

b

L[« .
rae t, — aprymeHT ¢yHkuuu Jlammaca ¢, =@, ek uHTerpan Jlarmaca TaOynMpoOBaHHBIMH,

CJICAO0BATCIIbHO, 3a/1aBasACh 3HAYCHUCM JOCTOBCPHOCTH & , MOKEM OIIPCACIINTD ta .

N3 nocneaneit GopMyiel ciaenyer, YTO MPH ONPEJENIEHMH OLEHOK MajiblX BEPOSITHOCTEH ¢
PUEMIIEMON TOYHOCTHIO HEOOXOAMMO BBITIOJHHUTH OYEHBb OOJIBIIOE YHCIIO peaH3aluid MOJEIH.
IIpu oOTCYyTCTBUM BBICOKOIIPOU3BOAMUTEIBHOIO KOMIIBIOTEpAa NPUMEHEHUS CTATUCTHYECKOTO
MO/IETTUPOBAHUS CTAHOBUTCS IPOOJIEMAaTUUHBIM.

Jlnis mpoBenieHNsT SKCIIEPUMEHTABHBIX UcclenoBanmii Obn BbIOpanbl @ =0.99 u d =0.01,

3HaueHue N, , PacCUMUTHIBAIOCH IO IPUBEIEHHOM BhIlIE (hOpPMYIIE.

5. Pe3yiibTaThl BHIYMCJIEHU

C ucnonp30BaHHEM PACCMOTPEHHBIX MoOjeNell ObUIM MOyYeHbl SMIIUPUYECKHE OLEHKU BEpO-
ATHOCTH yJQYHOTO (POPMHUPOBAHUS 3JIOYMBIIIICHHUKOM LENOYKH OJIOKOB MPH PA3HBIX 3HAYCHUSAX
g n N . Ha puc. 3 — 8 npuBeieHbI [IOJy4YE€HHBIE PE3YJIbTAaThl B 3aBUCUMOCTH OT HOMEpA MONBITKH

JUISE KQXJIOTO HCIBITAHUSA, a TAaKKE MPEJCTABICHBI COOTBETCTBYIOIINME (DYHKIMH pacmpeeicHUs
BEPOSITHOCTHU B 3aBUCUMOCTH OT KOJIMYECTBA MOMBITOK JJISI KaXKJOTO UCIIBITAHUA.

10 e
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1 2 3 4 5 6 7 & 9 10 11 12 15 14 15 16 17 18 19 f 1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 [

a o
Puc. 3. Oynknust BeposTHOCTH (@) M QpyHKIHS pacnpenereHus: BepoaTHOCTH (6) GopMUpoBaHUs HEMOYKU
st N =1 noxnrBepkaeHHH 30yMBIIUICHHUKOM IIPU YYacTHH JIBYX KOHKYPHPYIOLINX CyOBeKTax
(Mozens pa3opeHHs UTPOKa)

? B cuily LeHTpanbHO Hpeie/IbHOM TeopeMbl JUTs GOIBIIOro YHCIa HCIBITAHUI GHHOMHANBHOE Pacipe/IeeHue X0po-
TII0 anMpOKCUMHUPYETCs HOPMAaIBHBIM pactipeneneHueM [15, 16]
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Puc. 4. ®yukuus BeposTHOCTH (@) 1 GYHKIHS pacnpenecHUs BEPOITHOCTH (6) GOpMUPOBAHUS ICTIOUKH
st N =1 noarBepikaeHuiA 37I0YMBIIUICHHUKOM TP YYaCTHH IBYX KOHKYPHPYIOIINX CYOBheKTax

(MOens He3aBUCHMBIX UTPOKOB)
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Puc. 5. ®ynknust BeposTHOCTH (@) M pyHKIMA pacnpeaeieHus: BepoaTHOCTH (6) GopMUpoBaHuUs LEMOYKU
st N =3 nonrBep K IeHui 30YMBIIUICHHHKOM MPU YYaCTHH JBYX KOHKYPHPYIOLINX CyObeKTax
(Mozenp pa3opeHHs UTPOKa)

0,16 1
P B
0,14 LLs
08
0,12
07
010 i
v g=0,7
008 e 05
5 o
006 K 04
03
0,04
02
o e 0.1
0.00 00
I 2 3 4 § & 7 B 9 10 11 12 13 14 15 16 17 18 19 ¢ 1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 ¢
a 4]

Puc. 6. ®ynknust BeposSTHOCTH (@) M pyHKIHS pacnpeneseHus: BepoaTHOCTH (6) GopMUpoBaHus EMOYKU
st N =3 nonTBepkIeHHH 30YMBIIUICHHUKOM IIPU YYacTHH JIBYX KOHKYPHPYIOLINX CyObeKTax
(MoteTh HE3aBUCHMEBIX HTPOKOB)
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Puc. 7. ®ynHk1us BeposATHOCTH (@) M QYHKIHUS pacIpellelieHns: BEPOATHOCTH (6) GOpMUPOBaHUS IIETIOYKH
st N =5 noATBepKACHHH 3I0YMBIIUICHHUKOM MPH YYaCTHUH BYX KOHKYPHPYIOIIUX CyObeKTax (MOeb
pa3opeHHst UTPOKa)
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Puc. 8. ®ynkuus BeposTHOCTH (@) 1 GYHKIHS pacnpeneecHus BEPOITHOCTH (6) GOpMUPOBAHUS IICTIOYKH
it N =5 noATBepKACHUH 310yMBIIIICHHHUKOM TPH YYACTHH IBYX KOHKYPUPYIOIIUX CyOBbeKTax (MOJIENb
HE3aBUCUMBIX UTPOKOB)

0.00

[IpocymMMupoBaB OIMCAHHBIE BEPOSITHOCTH MO BCEM BO3MOJYKHBIM HCIIBITAHHSAM, TO €CTh IS
Bcex f=1,2,3,..., MOTy4YUM UHTETPAIbHYIO (WK OOIIYI0) BEPOSTHOCTH YCHEIIHOTO (POPMUPOBAHUS

a7bTEPHATHBHOM IIETIOYKH OIOKOB i N MOATBEPkKICHUH 370yMbInnenHuKoM (Pl ).

Jlis IpuBENIEHHBIX NPUMEPOB HHTETpalIbHAS BEPOSTHOCTH YCHEIIHOTO (OPMHUPOBAHUS 3JI0-
YMBIIIJICHHUKOM IIETIOYKH Ui N TOATBEp)KICHH mpuBeaeHa Ha puc. 9. Jlns ynoOcTBa aHanmza
MOJTYYCHHBIX JAHHBIX OJMH U TOT K€ Pe3yJIbTaT MPHUBEJICH B OOBIYHON LIKaNe (XOPOIIO WILTIOCTPH-
pyer moBeneHne KpuBbIX Npu ¢ > 0,2) u B norapupmudeckom Macirade (11 HIUTIOCTPAUuN KpH-
BbIX 1pHu ¢ < 0,2). B 3TuX 1 nocneayomux rpapukax M3MEHEHUE 3HAYCHHsI ¢ TPOBOAUIIOCH C Ia-

rom 0,02.
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Puc. 9. MHTerpanbHas BEpOsSTHOCT YCIEITHOTO (POPMUPOBAHUS 3ITOYMBINUICHHUKOM IETIOYKH OJIOKOB JUISI
N ToATBepKACHUI MPU YIACTHH ABYX KOHKYPHPYIONIUX CyOBbEKTaxX (IKCIIEPUMEHTABHBIC TaHHbIC).
CrioniHast TUHHS — MOJIEITh Pa30PEHUS UTPOKA, MyHKTHPOM — MOJICITh HE3aBUCHMBIX UTPOKOB.
a — oOBIYHasI IIKaja, 6 — JorapudMUIecKas IIKaia

0,20 030 040

050 ¢

Kak BuguM, pe3ysbTaThl pa3IMuHbIX MOJEJIEH 3HAYUTENIbHO OTIMYArTCA ApYr OT apyra. Pac-
CMOTPHUM OTHOCHUTEIILHYIO OIINOKY MOJIETHPOBaHUS (711 IBYX PACCMOTPEHHBIX MOJIEIel), orpeie-
JSEMYIO KaK

1 1
PI - PI
mpu MHU 0
———100%,
mpu
1

rae Pl — WHTErpajibHas BEPOSTHOCTh, PACCUMTAHHAs HA OCHOBE MOJCIM Pa3OPEHHs MIPOKa;
'PI,  — uHTerpaibHas BEPOSTHOCTh, PACCYMTAHHAS HA OCHOBE MOJIENH HE3ABUCUMBIX HIPOKOB,

[Tpu BeneHHOM 00O3HAYCHUU 3HAYCHHSI OTHOCUTEIILHOW ONIMOKH MOJICTHPOBAHHUS TIPUBEICHBI
B Tabum. 1.

Tabnuna 1
3HaueHHe OTHOCUTEIHFHON OIMOKH B pe3ysibTaTe MPUMEHEHUS Pa3IUIHbIX MOJeen
(Ha OCHOBE pa30PEHUS UTPOKA U HE3aBUCUMBIX HTPOKOB)

q=0,01 q=0,2 q=0,4
N=1 48 % 29 % 8 %
N=3 94 % 68 % 20 %
N=5 99 % 85 % 28 %

Kax Buaum u3 Tabiuiipl, 18€ pacCCMOTPEHHBIE MOJIEN aTaKu JBOMHOM TpaThl (MOJEh pa3ope-
HUS UTPOKOB M MOJI€NIb HE3aBUCUMBIX UTPOKOB) JAIOT PA3JIMYHBIE OLICHKU BEPOSTHOCTH BBIUTPHIIIA
TOHKH 3JIOYMBINIICHHUKOM (ycriexa aTaku). [lo Mepe yBenndeHus JJIMHBI [Ienoyku O6J10koB N pac-
XOXKICHHE yBeIW4YnBaeTcsl (OTHOCHTENbHAs ommbka monenupoBaHus gocturaer 100 %). Ito Ha-
OnmrolaeTcs ISl pa3IMYHbIX BEPOATHOCTEH ¢ (T.€. IS Pa3IUYHBIX COOTHOLICHHUM XeIIPerTOB 3710-

YMBIIUICHHUKA M YECTHOM CeTH).

Crnemyer OTMETUTb, YTO PE3YJIbTAThI, IOITyUYECHHbIE HA OCHOBE MOJIENIN Pa30PEHHs UTPOKa, CO-
OTBETCTBYIOT (B IpeJeiax 3alaHHOM JOCTOBEPHOCTH U BHIOPAHHOW OTHOCUTEIBHOW TOYHOCTH) aHa-
JUTUYECKUM pe3yJibTaTaM, MOJTy4eHHBIM Ha ocHOBe ¢opmya M. Posendenbaa (cM. Beipakenue 1 u
puc. 4 u3 [5]. Otnuune HaOMIOMAETCS TONBKO B Touke ¢ = 0,5, Tie OTHOCUTENbHAs OIIMOKA MEXTY
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9KCIIEPUMEHTAIBHBIMY U aHAJTUTUYECKUMHU pe3ysbratamu coctasuna 1,7 % nig N =3 u 2,2 %
N =5, 4T0 CcBA3aHHO Cc orpanuueHueM B n_ =1000 On0KOB.

Kak 6bu10 mokaszano B pabote [11], pe3yapTaT UMeeT OTIAMYMSA IPU Pa3HBIX 3HAYCHUSAX 71 .
[Ipoananu3upyem IaHHBIN BOIPOC MOAPOOHEE.

6. Biiusinne 7 HAa BEPOATHOCTH M00€bI 3710YMbIIIJICHHHKA

X

YuuTteiBas, 4TO MOAJAEPKKA TOHKH 3J0YMBIIUICHHUKOM IOCTOSSHHO TpeOyeT OIpeneleHHBIX
(bMHAHCOBBIX 3aTpPaT OT 3J0YMBIIUIEHHUKA, TO TOHKA TOJBKO TEOPETHYECKHU MOKET MPOJ0IIKATHCS
OeckoHeuHO. B peanbHBIX 0OCTOSATENBCTBAX 3JIOYMBIIIJICHHUKY OyJeT HEBBITOJHO MPOJOIIKATH
TOHKY M 3aTpayuBaTh Ha €€ MojjepxaHue O0Jbllie peCypcoB, YeM OH CMOXET cebe BEpHYTh, y1ad-
HO TIPOBEIS aTaKy JABOMHOM TpaThl, WJIK MMEET B CBOEM pACHOPsKEHUU. Jlpyroi BapuaHT, €Cliu
3JIOYMBIIIJIEHHUK B COCTOSIHUU (DOPMUPOBATH OMPEEICHHOE KOJIUYECTBO OJIOKOB Ha MPOTSKEHUH
OOJIBIIIOTO MPOMEKYTKA BPEMEHHU, TO €My MOXET OBbITh IKOHOMHUYECKHU BBITOJHEH UX MyOINKOBAThH
[0 TpaBHUJIaM CETH, MOJyyas 3a 3TO Harpaiy, YeM IbITaThCS WU3BJIEYb BHITOAY M3 HEUYECTHOrO (HE
COOTBETCTBYIOIIETO MpaBUjaM CeTH) MoBeAeHUsA. Ecau 310yMBIIUIEHHUK OTCTal B TOHKE C YECTHOM
CEThIO0 Ha 3HAYUTENIBHOE KOJUYECTBO OJIOKOB, TO, KaK IMOKa3aHO BBIIIE, €T0 HIAHCHl MOOEAUTh 3HA-
YUTENFHO CHIKAIOTCS, M €My YK€ HET CMBICIIA TPOJIOJKATE TOMBITKU 10 O€CKOHEYHOCTH.

ITpu Bcex pacCMOTPEHHBIX BapMaHTax 3HAYEHUE 71, €CTh YMCIIO KoHeuHoe. PaccmoTpuM ero

X
BJIMAHUC HA BEPOATHOCTD HO6€ILI)I 3JIOyMbBIIIJICHHUKA.

B kadectBe winmtocTparu Ha puc. 10 mpuBeneHbl rpaduKy dKCIIEPUMEHTAIBHBIX 3HAYCHUH,
TIIOJIyYEHHBIX B COOTBETCTBUHM C MOJENBIO pasopeHus urpoka, aus n . =10, 35,100, 1000 u pas-

HeIX N =1 U 5, a Takke MPOBOJUTCS CPABHEHUE C TCOPETUUCCKUMHU Pe3yJIbTaTaMu, NOJTYYCHHBIMU
M. Pozendenbaom.
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03 03
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Puc. 10. UnTerpanbHas BEpOSTHOCTD YCIENIHOTO (OPMHUPOBAHUS 310y MBIIICHHHKOM [IETOYKH OJIOKOB ISt
N =1 (a)u N =5 (6) noxrBep>aeHuii IPH YIACTHH ABYX KOHKYPHUPYIOIIHX CyOBEKTOB (IIyHKTHpP — dKCITE-
pHUMEHTANIbHbIE IaHHBIE). MOIeNb pa3opeHus UTPOKa

Kax BHUJHO U3 NIPUBCIACHHBIX PE3YyJIbTATOB, YBCINYCHUC 71 HpI/I6J'II/I)I(aeT MOJIYYCHHBIC DMIIN-

X
pHYECKHE JaHHBIE K aHAIUTUYeCKUM pe3yiabrataMm M. Posendensaa [5]. C ymeHbIIeHHEM BEPOSAT-
HOCTU TEOPETUYECKHE Pe3y/bTaThl, HomyueHHble M. Po3eHdenbioM, Xopolio anmpoKCUMUPYIOTCs
npu HEOONbUIMX 1 .

OtHOcHUTENbHAS OMIMOKAa MEXIy TEOPETUYECKMMHU U SKCIEPUMEHTAIbHBIMU pPe3yjbTaTaMU
6mu3ka k 3HaueHuto g = 0,5 u cocrasnset 6omnee 0,1 % B creayromuUx AUaNa3oHax:

s N =1:

— o1 0,28<¢<0,72 mpu n_, =10;
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— o1 0,4<¢<0,6 mpu n_, =35;

— o1 0,44<¢<0,56 npu n___ =100;
- q=0,5npun__=1000;

g N=5:

— o1 0,26<¢<0,70 mpu n_, =10;
— or 0,38<¢<0,62 mpu n_, =35;
— or 0,42<¢<0,54 mpu n_, =100;
— ot 0,48<¢<0,5 mpu n_, =1000;

CXouMOCTh Pe3yJIbTaTOB YKCIIEPHUMEHTOB ¢ TCOPETUUCSCKUMH PACYSTaMHM 10 M3BECTHBIM aHa-
JUTHYECKUM BBIPAKECHUSAM TMOIATBEPKIAET aIeKBATHOCTh U 0OOCHOBAaHHOCThH PE3YJIBTATOB HUCCIIEO-
BaHUM.

Ha puc. 11 npuBeaeHsl SKCiepUMEHTANbHBIE PE3YyIbTAaThl, TOJyYEHHbIE B COOTBETCTBUU C MO-
JIeJIbI0 HE3aBHCUMBIX UTPOKOB IpU TeX ke mapamerpax (n,, =10, 35,100,1000; N =1,5). na

max

HarJIITHOCTH OCTaBJIEH TEOPETUUYECKUM pe3ybTaT, noayuyeHHbld M. Po3endenbaom.

10

== 1,0

'PI - 'PI
09 0.9
[1}] 0.8
07 S 07 )
06 L
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03 0.3
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0,1 0.1
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Puc. 11. HTerpanbHyro BEpOSTHOCT YCHEHUIHOTO (POPMHUPOBAHHS 310y MBIIUICHHHKOM IIEIIOUKH OJIOKOB IS
N =1 (a¢)u N =35 (6) noaTBepIeHU IIPU YIaCTUH ABYX KOHKYPHUPYIOIIHX CyObeKTax (IyHKTHUD — IKCIIe-
pUMEHTaNIbHBIE JaHHbIe). Mo/eNb He3aBUCUMBIX UTPOKOB.

Kak BuayMm, Xxapakrep BAMAHHA 7, Ha IOJyYEHHBIH PE3YILTAT COXPAHAECTCA U I MOJAEIH

X
HE3aBHUCUMBIX UI'POKOB. O)IHaKO COIIOCTABJICHHUC ITOJYUYCHHBIX PC3YyJIbTAaTOB JId Pa3IMYHBIX MOJC-
JIEN TIOATBEPKIAET TE3UC O PACXOKIECHUHN OLICHOK BEPOSITHOCTEH YCIIEITHOW aTaKu IBOWMHOW TPaTHl.

7. BLIBoabBI

[IpoBeneH KpUTHYECKHI aHAIN3 U3BECTHBIX PAa0OT II0 OIEHKE BEPOSTHOCTEH IBOMHOM TpaThl
B npoTokoyie koHceHcyca «Proof of worky». IlokazaHo Hannyue HETOYHOCTEH M HEOOOCHOBAHHBIX
JONYyIIeHNH B n3BecTHRIX padorax C. Hakamoto [4] u M. Po3endensaa [5]. B wactHoCcTH, ITOKa3a-
HO, 4TO 0a30BBIE IMPEIIOI0KEHHSI O BEPOSITHOCTHOM IIPOCTPAHCTBE (MHOKECTBO DJIEMEHTAPHBIX
HCXOJ0B U BEPOSTHOCTU MX HACTYILJICHHS) B MCIOJIB3YEMOW MOJEIU Pa30PCHUS UTPOKOB (C ABYyMS
JJIEMEHTAPHBIMU HUCXOJAMHU) HE COOTBETCTBYIOT PEajbHBIM MpOIleccaM, MPOTEKAOIIMM TpU yCTa-
HOBJeHHH KoHceHcyca «Proof of worky.

JU1st TeopeTHuecKoil OIICGHKH BEPOSTHOCTH YCIICHIHOM aTaKkW JBOMHOHN TpaThl IIPEIIOKEHO
HCIIOJIB30BAaTh MOJIE/Ib HE3aBHCHUMBIX HUIPOKOB C YETHIPbMS DJEMEHTApPHBIMU HCXOJaMHU. DTa MO-
JIeJIb OIKMCBIBACT PealbHbI BEPOATHOCTHBIM MIPOILECC B OJOKUYEHH-CHCTEME IPH YCTAaHOBJICHUH
KOHCEeHCyca Ha ocHOBe anroputMma «Proof of worky», korma kaxkaplii y4acTHUK (3JI0YMBIIUICHHUK H
YeCTHAsl CeTh) HE3aBHUCHUMO (OPMUPYIOT OJIOKU C BEPOATHOCTSIMH, MPOMOPIUOHATBEHBIMA CBOEMY
XEHIPEUTy (CBOMM BBIYUCIUTEIHLHBIM BO3MOYKHOCTSIM).
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[IpoBeneHoO cpaBHEHUE PE3YJILTATOB, MOJYYEHHBIX C IIOMOIIBIO BEIYUCIUTEILHOIO MOIEIHUPO-
BaHMsI aTaKH JBOMHOM TpaThl HA OCHOBE MOJCIIH Pa30PCHUS UTPOKA U MOJIEITH HE3aBUCHUMBIX UTPO-
koB. CpaBHEHHE MPOBEICHO IS Pa3HBIX BO3MOKHOCTEH 3JI0YMBINIJICHHUKA (BEPOSATHOCTH C(HOPMHU-
poBaTh OJIOK), Pa3JIMYHOIO KOJIMYECTBA C(hOPMHPOBAHHLIX OJIOKOB, MOCJIE KOTOPBIX CIEJIKAa CUMTa-
€TCs TIOATBEPKACHHOU, PA3IMYHOMN MTPOIOJDKUTEIIEHOCTH TOHKU (KOJIMYECTBA OJIOKOB, HA MPOTSIKE-
HUU KOTOPBIX 3J0YMBIIUICHHUK MPOJIOJDKAET MOMBITKH JIOTHATH YECTHYIO ceTh). [lokazano 3Ha4m-
TEJIbHOC OTJIMYKE (OTHOCHUTEIIbHAS ONIMOKA MoJean 10 99 %) pe3ynbTaToB, NOJYYCHHBIX B BHIYHUC-
JUTETFHOM MOJICTUPOBAHUH MIPU HCIIOIB30BAaHUH MOJIEIN HE3aBUCUMBIX UTPOKOB OT MOJENHU Pa3o-
pEeHUs UrpokKa.

Bce smmnupudeckue ONEHKH TOMYYEHBI I BBICOKOH TOYHOCTH (OTHOCHTENbHAs OIIMOKa HE
oonee 1 %) u gocTOBEpHOCTH (JIOBEPUTEIIbHAS BEPOATHOCTE HE MeHee 99 %).

JIist IOTBEPIKICHUST a[IEKBATHOCTH TIOJMYUYEHHBIX PE3yJIbTaTOB MPHUBEJACHO CPaBHEHHE AMITH-
PUYECKUX PE3YJIbTATOB C TCOPETUUCCKUMH PacueTaMHU IO M3BECTHBIM aHAJTMTHYECKUM COOTHOIIIE-
HusM. [lokazaHo, 4TO pe3yJIbTaThl BHIYUCIMTEIBHOTO YKCIIEPUMEHTA JIUISI MOJICIIA Pa30pEHUs UTpo-
Ka TIOJIHOCTBIO COBMAIAIOT (B Mpejenax 3aJaHHOW JTOCTOBEPHOCTH M OTHOCUTEIHHOM TOYHOCTH) C
AHAIUTUYECKUM Pe3yJIbTaToOM, IPUBEAEHHBIM B pabote M. Pozendenbaa [5].

Ha ocHOBe MOJy4YeHHBIX PE3yJIbTATOB MOXKHO YTBEPXKIATh 00 OUIMOOYHOCTH MCIOIB30BAHUS
MOJIEJIM Pa30pPEHUS UTPOKA ULl OLIEHKU BEPOSTHOCTH YCIICIIHOM aTaky JBOMHOW TpaThl HA IIPOTO-
ko1 koHceHcyca «Proof of worky.
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INPUHIUIIN TIOBY1YBAHHS TA AHAJII3Y IHOPACTPYKTYP _
BIZIKPUTOI'O KJIIOYA HA OCHOBI 3ACTOCYBAHHSA TEXHOJIOI'TI BJIOKYEUH

Beryn

Pe3ynbpTaty TEOPETHMUHUX Ta MPAKTUYHMUX JIOCIHIKEHb aCUCTEMHMX IMIJXOJIB Ta JOCBINY 3a-
cTocyBaHHS HOBUX iH(opmatiitHux TexHomnorii (IT), uo HaBeaeni y [1 — 9] no3BonsA0OTH 3poOUTH
BHCHOBKH TIPO MOYJIMBOCTI iIHTEHCUBHOTO PO3pOOJICHHS, aKTUBHOTO PO3MOBCIO/DKEHHS Ta 3aCTOCY-
BaHHS JCIEHTPaNII30BaHUX 1HGOPMAIIHHUX TEXHOJIOTiH. [[1s1 ToCsITHEeHHs BKa3aHOTO B Til UM 1HIIIN
Mipi HEOOX1/ITHO BUKOHATH HacTymH1 Bumoru [10, 1 —9].

1. 3actocyBaHHs NMPUHIMITY AeleHTpanizamii icHytounx [T moBuHHE MOMIMIIUTH Xo4a O OJUH
13 BOKJIMBHUX IS [IJTHOBOTO 3aCTOCYBAaHHS MapaMeTp: BapTiCTh, CKIAIHICT (4acoBa Ta MPOCTOPO-
Ba), MIBHJIKICTh, MPUOYTKOBICTh, Oe3Meka (3araibHa Ta iHGopMalliiiHa), aHOHIMHICTh, TPO30PICTh,
THYYKICTh TOmIO. [IpndyomMy Ba)kiIHMBO, MIOOW HITLOBHU MapaMmeTp, 3a SKAM 3IIHCHIOETHCS OIlIHKa,
MIPONIOHYBABCSI CAMUM 3aMOBHUKOM (KOPUCTYyBadyaMHu).

2. lokpamenns IT, mo nocsraeTses, Mae OyTH CYyTTEBUM, IPUUOMY JCTICHTpaIi3allisl TOBUHHA
MOKpAIlyBaTH Xxo4a 0 OMH BaXXJIUBUI U1 KOPUCTYBAYiB MapaMeTp, IK MiHIMYM B 2-3 pasH.

3. HoBa, B nanomy Bunazaky texHosoris 6gokdeitn (TbY), He moBHMHHA 1CTOTHO MPOIrpaBatu ic-
nytounMm IT 3a inmmmu BakauBumu napamerpamu. Hampukmnan [10], skmo ThY npaiitoe B Tpu pasu
HIBHIIIE, aJie, SIKIIIO BOHA MIPH [IbOMY B JIBa pa3u J0pokye i B 1,5 pasu ckiaaHimie — BOHA, CKOpiIIe
3a Bce, He OyJe 3aCTOCOBYBaTHCh. BBaxkaeTbcs, mo y nunomy HoBa IT moBuHHa OyTH B 4OMYCh
Kpaire B 2-3 pasw, a 3a BciMa iHIIMMU ITapaMeTpaMu IporpaBatu He Ounbiie, HiX y 1,5 pasu. TooTo,
TOKpAIlleHHs! TOBUHHE HE TUTBKU JIaBaTH CYTTEBI MepeBary, ajie Imie i KOMIeHcyBaTu mobiuHi edek-
TH TIPOTpAILy.

TakuM 4nHOM, «KpallicTey 1 nepeBara HoBoi IT HocUTh cyO'eKTUBHMIA XapakTep, BOHU MOBUH-
Hi (hOpMYBaTUCH CKOpillIe BCHOTO KOPUCTyBauaMH, 1 B MEHIIIM Mipi po3poOHHKaMu. Y OLIIIOCTI
BHIAJIKIB KPAIiCTh MOKE BU3HAYATUCh piBHEM Ipojax Takux IT. BincyTHICTh EBHUX MPOaaX IO-
Ka3ye, 10 SIBHOI IepeBaru IiIbOBOIO ayIUTOPIii BIIHOCHO HOBOI 4K yaockoHaneHoi I'T He BU3HAHO.

Amnaii3 nokasas, 110 cepe/l HOBUX TE€XHOJIOT1H CyTTE€BUH PO3BUTOK Ta «KPALIICTb» JOCATAIOTh
IT, 1o po3pobSIOTECS UM yIOCKOHAMIOIOTHCS Ha OCHOBI BUKopucTanHs ThY, mo rpyHTyeThCs Ha
nenenTpamsanii. TakuMm 4rHOM, icHYE mpobJieMa, CYTHICTh SIKOi B TOMY, IO JCIECHTpaji3allis, B
toMy umncii y Buriiai ThY, € «Haue0To» mepcneKTUBHOI0 1HPOPMaLIHHOIO TeXHOIIOTiE. B Ol e
yac, Jie caMme Ta SIK i1 Kpalie BUKOPUCTOBYBATH, ¢ BOHA Oy/ie, B TOPIBHSAHHI 3 ICHYIOUUMHU TEXHOJIO-
rissmu Tuny «KiieHT—cepBepy, Kpaloro, Ha Halll OIS, € HE BUPIIICHUM MTUTAHHSIM.

OnHuM 13 BaxJIMBUX Ta HeoOXimHux noaatkiB ThY €, mo cyTi, yaockoHalleHHs 1HQpaCTPYyKTy-
pu Bigkpuroro kitoua (IBK) Ha ocHOBI BUKOpHCTaHHS MpH 11 M0OyI0BH NPUHIMIIIB JCLEHTpati3a-
i Ta TPO30pOoCTi TOIIO. Y SIBHOMY BHIJISII TpoOiemMa BXXe BHKJIaJeHA Ta 0OTOBOPIOETHCS B 3HAY-
HOMY uucii pooir [1 — 15].

Mera crarTi:

- 0OTpYHTYBaHHS MOXKJIMBOCTEH Ta HeoOxigHocTi cTBopeHHs IBK Ha ocHoBi ThY;

- po3pobka ctpykrypu IBK Ha ocHoBi BY Ta o1iHKa CK1aqHOCTI BIPOBAIXKEHHS,

- aHauti3 ypockonanenoi mozeni IBK 3 mpo3zopictio ceptudikatiB Ha ocHoBi bY;

- aHAJII3 OCHOBHHX Mpo0aeMHuX nuTaHb nepcrnektuBHuX IBK Ha 6a3i bBY;

- 3araibHa oriaka criiikocti IBK Ha ocrosi BY 10 BioMHUX arax.

ABTOpH pO3yMIIOTh, 1110 CTATTS HOCUTh XapaKTep NEPBUHHOIO 3arajlbHOCUCTEMHOIO aHAIITHY-
HOTO OTJISAY Ta BijoOpaskae MOTJSAM aBTOPIB HA MOMIJIMBOCTI Ta HeoOXinHicTh cTBopeHHs IBK 3
BukopuctanasM ThY. 1ls Hamra BIeBHEHICTh TPYHTYEThCS Ha ToMy, 110 fAitoua IBK Vkpainu pos-
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poliieHa B CYTTEBIH Mipi 3a ydacTi aBTOpIB M€l CTAaTTi, B TOMY YHCIi MPAaKTUYHO peaji3oBaHa Ta
MiATPUMYEThCS MPH eKcIutyaTarii [16 — 18].

3araJjbHi M0JI0KeHHA 010 Mo0ynyBanHs Ta aHaJai3y IBK Ha ocHoBi 3acTocyBannsa b4

Oco0OJIMBICTIO AaCUMETPUYHUX KPHUNTOrpaiuHUX MEpPEeTBOPEHb € Te, L0 MpU iX BUKOHAHHI
BUKOPHUCTOBYETHCSI OflHA a00 JeKiIbKa acuMeTpuyHuX nap kimtoui. Hanpuxian, mis EIT ta ACIH
BUKOPHCTOBYIOTBCS JIBl Pi3HI acCHMETpHUYH1 KIto4oBi nmapu [16 — 19]. Hanpuknaa, qiis kpuntorpa-
(GIYHUX TIepEeTBOPEHb y TPYI TOYOK eNinTHYHOi KpuBoi [16, 23] KOXKHAa acMMeTpHYHA KITFOYOBa
napa (d4, Q4), e 1<d, <n € BUNAgKOBE YUCIIO — OCOOUCTUI (3aKpUTHil) KoY, a O4 — TOUKA Ha

SMNTUYHIN KPUBIM — BIAKPUTHUNA KIIOY, 110 OOYUCIIOETHCS CIIOCOOOM BHKOPUCTAHHS CKaJSPHOTO
MHOKCHHS:

0,=d,-G(modgq),

ne G — 6a30Ba TOUKa Ha eJINTUYHIN KpUBIH HOPSIIKY 71, ¢ — MOJYJIb IEPETBOPEHHS.

3riIHO 3 BUMOTaMH 10 TaKUX AaCHMETPUYHHUX KPHUIITOCHCTEM IIOJ0 3aCTOCYBaHHS OCOOHMCTHX
KJIFOUiB MOBUHHI 0€3yMOBHO OyTH BUKOHAaHWMHU BUMOTH 3a0€3MeUeHHs iX KOH(IAEHIIIHOCTI, Iiiic-
HOCTI, CITPaBKHOCTI, TOCTYITHOCTI Ta HECIIPOCTOBHOCTI. BkazaHi BUMOTH MOXYTh OyTH 3a0e3mneue-
HUMU KOKHHUM 13 KOPUCTYBAUiB, OCKIIBKHA OCOOMCTUIN KITIOY TOCTYIHUN TUIBKH HOTO BIACHUKY 1 BiH
MOBHHEH 1 MOXe 30epiratu Horo B Ta€MHHIIL. B Toii e Jac BIAKPUTHI KITFOY TOBHHEH OYTH JIOCTY-
MTHUM, SK MIHIMYM, yCiM KOpUCTyBauaM JJOMEHY, a TO 1 ychoMy ItudpoBomy cBiTy. [Ipu 3actocy-
BaHHI BIAKPUTHUX KIIOYIB 3 BUCOKHM PiBHEM rapaHTiii MOBUHHI OyTH 3a0€3Me4eHuMH 1010 HUX T10-
CJIYTH IIUTICHOCTI, CIIPABXKHOCTI, TOCTYIHOCTI Ta HECIIPOCTOBHOCTI, HE3aJIEKHO BiJl MATEMAaTUYHOTO
METOJIY, 110 BUKOPHCTOBYETHCS ISl TOOYIOBH (TeHEpYBaHHS) aCHMETpU4IHOI mapu. Bka3zani acume-
TPHUYHI TApU KIIIOUIB 3aCTOCOBYIOThCS JUIsl enekTponHoro mianucy (EIT), acumerpuunoro mudpy-
BaHHA (ACII) Ta p13aux kpunrorpadiyaux nporokoiis (KPII).

B cucremax BY EIl € ocHOBHMM MexaHI3MOM 3a0e3MEYeHHS LITICHOCTI, CIPaBXXHOCTI Ta
HECIPOCTOBHOCTI TpaH3akiii. ¥ [16 — 23] HaBeIleHO OCHOBHI METOH aCHMETPUYHUX KPUTITOIIEPE-
TBOpEHb, cTaHAapTU30BaHUX 1070 EIl, ski Ha HUHIMIHIN Yac 3HANIIIM IIUPOKE 3aCTOCYBaHHS, B
TOMY YHCIi Ui 3aXuCTy Tpan3akmiil. [lpmdyomy Biakputi kmoui nepesipku EIl moBuHHI OyTn
JOCTYITHUMH BCIM KOpHCTyBauaMm, 1[0 BUKOHYIOTb, HAlPUKIA[, MEPEBIPKY MiANUCAHUX €JIEKTPOH-
HUX JOKYMEHTIB, JaHUX TOIIO. 32 TAKMX YMOB HEOOXiTHO 3a0€3MeUnTH iX IUTICHICTD, CIIPaBXHICTh
1 JOCTYIHICTh Ta iX HECIPOCTOBHICTH JIJIsl HaJaHHS KOPHCTYBadyaM €JIECKTPOHHHUX JOBIPUYHMX MOCITYT
[19, 22].

daxkTH Ta NPUKJIAIM 31ilCHeHHs aTaK Ha icHyw4i IBK

Huni IBK € TpeTbo1o 10OBIpEHOIO0 CTOPOHOIO, SIKa HAJa€, B TOMY YMCI, IOCIYTH aBTeHTH(]iKa-
mii Ta imeHTHdiKarii ocodrucrocTeit B [HTepHETI Ta 1HIUX Mepexax. Y 3araabHoMmy Bumnanaky IBK
BU3HAYa€ MOJIITUKY Ta MPOLEAYPH, 10 HEOOXiNHI JUIs BUAAYl, YIPABIiHHA, MEPEBIPKUA Ta PO3IIO-
BCIO/DKEHHS 1TU(poBUX cepTudikari 1t 6e3neynoro sBukopuctanus mianucy (EIT), acumerpuyano-
ro mmdpysanns (ACII) ta pisaux kpunrorpadiuaux mnpotokonis (KPIT) [22, 24]. 3a3Buuaii
ynpasiiaas IBK rpyatyerses Ha cranmapti ceprudikara [24] JICTY ITU-TRec.X.509]ISO/IEC
9594-8:2006 (2015), saxwuii 3a0e3meuye nepeBipKy npaBa BIACHOCTI HA OCOOUCTUHN KITIOY JIESIKUM 30-
BHiIHIM 00'ekToM. Ceptrdikar X.509 BU3HAYAE CTPYKTYPY JaHUX, sIKA MOB'SI3y€ 3HAYEHHS BIAKPH-
TOTO KJIto4a 3 Cy0'eKTaMu (HANpHUKIaJ, TOMEHHUMH iMeHaMu) ToIo. [IpruoMy npuB's3ka KOPHUCTY-
BauiB 3aTBEP/KYEThCs 1eHTpoM ceptudikamii kmrodiB (LICK), ski 3 BUKOpHCTaHHSIM OCOOMCTOTO
KIIF0Ya MiAMUCYIOTh KOXEH BIAKPUTHIA KIIFOY, BUTOTOBIISIFOYM TAaKHM YMHOM CepTU(IKAT BiAMOBII-
HOTO BIJIKPUTOTO KITIOYA.

Y mporeci mmpokoro 3acrocyBanns IBK BusBIeHO CyTTEBUIT HEMOMIK, IO OB’ SI3aHUH 3 MOXK-
JIMBOIO KOMITPOMETAIIIEI0 0cOONCTHX KiItouiB un ocoducroro kmoda [{CK. V nmpomy Bumanky 1ICK
€ Toukamu BiiMOBH B IBK, oCKiNbKH 116 MPUBOIUTH 10 KOMIIPOMETAIIi{ KIIIOUiB YCiX KOPHCTYBauiB,
o oocayroBytotbes UM LICK [36 — 39]. Huxde HaBOAATHCSA MPUKIAINA TaKUX KOMIIPOMETAITIH.
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IX kpuTHYHICTH B TOMY, 110 KOMIpoMeTais ocoductoro kmouda [ICK npuBoauTh 10 KOMIpOMeETa-
1ii ycix kopuctyBadiB. ToMy moTpiOHO MPOBECTH MOBHE BIAHOBJICHHS 3aCO00M OJOKYBaHHS KOMII-
pomeToBanux ocobuctux kmouiB sk [[CK, Tak 1 KopucTyBadiB, 10 € HAJACKIAJAHOIO MPOOIEMOIO
[16 —18].

VY psnil mxepen HaBeACHO MPUKIIAIN TAKMX KOMIIPOMETalliil, B Tomy uncii [25]. Tak psanx Takux
Be0-/10/1aTKiB, SIK IHTEPHET-0aHKIHT, PO3CUJIKA TIOB1IOMJIEHb, €JIEKTPOHHA TOPTIBJIA TOIIO CTAJIH HE-
BiJI'€MHOIO YaCTHHOIO HUHINIHBOTO KUTTSA. Y CBITI K CTAaHAAPT Je-PaKTo, A 3a0e3MeUCHHSI TOC-
JYT aBTEHTUYHOCTI, IUTICHOCTI Ta KOH(INIEHUIHHOCTI y BKa3aHHX [0JAaTKaX BHKOPUCTOBYIOTHCS
ceprudikata SSL/TLS. 11i ceprudikatn Bumarothest L{CK, ki BBaKarOThCS TPETIMHU JOBIPEHUMU
oprasizamisMu. 3okpema, ouikyerbes, o LICK niroTh 3riiHO 3 AeIKUMU MpaBUIaMH, IKi TO3HAUEH]
K JOKyMeHTH mpo ceptudikaniiny nomituky (Certificate Policy — CP) ta 3asBu mpo mpakTHKH
ceptudikatiB (Cate Practice Statement — CPS). V rakiit mozeni noBipu LICK maroTs aGcomtoTHY
BIJIMOBIAAJIEHICTE 33 BUJAYy JIMCHUX cepTUdiKaTiB KoXKHOMY cy0'ekTy (kopuctyBauy). [Ipote [ICK
MOXYTh OyTH CKOMIIPOMETOBAHI Ta MiApOOIeH], IPUYOMY YHHHI cepTU(IKaTH MOXKYTh OyTH BUAAHI
Yyepe3 HeHAIEKHY MpakTHKy Oe3rneku abo HeiamoBigHicts CP ta CPS. IlpoTsrom octaHHBOTO Je-
CATWIITTA BiIOYJUCS CEpUO3HI IHIUACHTH Yepe3 BUIE3TraJaHl MPUYNHH, IKi KOPOTKO HABOISATHCS
HK4Ye [25, 26].

1) HlkinnuBe mporpamuHe 3a0e3meueHHs Stuxnet MIANHUCAHO OCOOMCTUMHU KJIIOYaMH JBOX
ckomrpoMeToBaHux TaiBaHChkuX [[CK, Mera SIKMX KOHTpOJIOBATH CIEHU(IYHY MNPOMHUCIOBY
CUCTeMY, sIKa, IMOBipHO, € B [paHi, HAPUKJIa/, Ta30MPOBiA a00 IEKTPOCTAHIIIS.

2) Comodo CA (IICK), mo mae Benuky 4yacTky Ha puHKY SSL, 3mamano B 6epesni 2011 p.
[53]. Onun 3 uentpis peectpanii (LIP) miggascs arami, mo6 Buaatu 9 cepTudikaris, A€ 3JI0BMHUC-
HUK NIPOCTEXKYEThCS Ha3zan A0 Ipany.

3) lNomnanncekuit CA DigiNotar 3anmouatkoBano B aumnHi 2011 p., 6yno Bugano 531 31m0BMuc-
HUH ceprudikaT s I[IHHUX JOMEHIB, Takux sK *.google.com, *windowsupdate.com Ta
* mozilla.com. Ili ceptudikatu MOXyTh OyTH JIETKO BUKOPHCTaHI JUIS MOIIUPEHHS 3JIOBMHCHUX
ononyieHb Windows abo mariniB Firefox 6e3 npuBepuenns ysaru. l{onaiimenme 300000 yHikanb-
Hux [P-aapec BusBieHo 3a nonomororo ciryx0 Google yepes 1i ceprudikaru, 99 % tpadiky sKux
HaAXOAuUTh 3 Ipany.

4) Kommnanist Trustwave Center Authority mponana ceprudikar mist migneraoro CA. Lle# mia-
CA BumnycTuB 3710BMUCHI cepTudikati TLS, sKUMH BOHM KOPHCTYBAJIUCS y BHYTPIIIHBOMY Tpadi-
ky TLS.

5) Typeupka xommnaniss CA Turktrust momunkoBo Bunana ceprudikaru LICK 3amicTs ceptudi-
katiB TLS y rpyani 2012 p. 1li cepTudikaTé BUKOPHUCTOBYBAIUCH JISI CTBOPEHHS cepTh(iKaTiB
TLS muis Buytpimnboro tpadiky. Google BuznaumB 3moBmucHUil ceptudikar Google wyepes
Chrome.

6) I[Tin-1ICK kwuraiicbkoi kommanii CNNIC, mo 3HaxoAuThCs B €THITI, BUJATa 3JIOBMUCHI CEp-
tudikatu TLS ms iHcnekii nopoxkHbOro pyxy B 6epesni 2015 p. [Tizuime BuzHaveHo, mo CNNIC
eKcIuTyatyeThesi 6e3 qokymenroBanoro CPS.

7) Lenovo Superfish po3ropuys micuesi L{C y cBoix nmpoaykrax y 2015 p. Lle#t cepTudikar Bu-
KOPUCTOBYETHCS Ul BCTaBKH pekjaM y BeO-calfTH, siki 3axumieHi TLS. OCKiIbKH 3aKpUTI KITIOUi
C 3HaxomaThCsl B ONEPATUBHIN MaM'sITi KOMIT'IOTEpa, BOHU MOXKYTh OyTH JIETKO BUKOPUCTaHI s
BHYTPIIIHBOTO TpagiKy.

8) V BepecHi 2015 p. kommanis Symantec Buaga HeaBTOpHU30BaH1 CePTHQIKATH 71T TOMEHIB
Google. Ili3nime Symantec cTBEpIKyBaB, IO IIi cepTU(IKATH BUTOTOBISIOTHCS 3 METOIO TECTY-
BaHHS.

9) Symantec npunoas Blue Coat y TpaBHi 2016 p. Blue Coat mae npuctpoi 11 nepexorieHHs
sammdpoBanoro [arepuer-Tpadiky. Blue Coat ctaB mia-1{C mpu Symantec. Lls ynidikaris mocu-
JUJIa CKeTITUIN3M.

10) Mamnainsivicekuii [ICK DigiCert Sdn. Bhd. momunkoBo BumyctuB 22 cmabki SSL-
cepTudikaTH, Ki MO>KHA OyJI0 BUKOPUCTOBYBATHU JJIsi BUAABAHHS BEO-CAMTIB 1 MiIHCAHHS IIKIIH-
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BOTO MPOTPaMHOTO 3a0e3neueHHs. Y pe3ysbTaTi, OCHOBHUM Opay3epaM JO0BEIOCS BiIKIMKATH CBOIO
JIOBIpY A0 BCix ceptudikatis, Buganux DigiCert Sdn. Bhd.

IcayBanm Takox mpoOsieMu 3 mopymeHHsIMH cepTudikaty TrustWave, BeIMKHUM aMepUKaHCh-
KUM LIeHTpoM cepTudikanii. TrustWave Bu3HaB, 1110 BiH BUJaB MiANOPSAIKOBaHI KOPEHEBI cepTH]i-
KaTu OJHOMY 3 KJTI€HTIB, a KIIIEHT 3MIr KOHTPOIOBAaTH Tpadik Ha iX BHYTpPIIIHINA Mepexi. 3arposa
L[LOTO B TOMY, 1110 MIANOPSIKOBaHI KOpEHEB1 cepTU(IKAaTH JO3BOJIAIOTH IX BIIACHUKAM CTBOPIOBATH
SSL-ceprudikatu s maibke Oyap-sikoro nomMeny B IHrepreri. Xoua TrustWave ckacyBaB ceptu-
¢ikar 1 3a9BUB, 110 BiH Oijblne He Oyle BUIaBATH MIAMOPSIKOBaHI KOPEHEBI cepTUdiKaTH KITi€H-
TaMm, BiH 1oka3sye, Hackiumbka JieTko LICK Moske poOuTH OMMIIKH 1 HACKUTBKY CEPHO3HIUMHU MOXKYTh
OyTH HACIIIKU [IUX TOMUIIOK.

HaBeneni ¢aranpHi BUMAAKK MPHU3BOASTH O TOTO, IO 0araTo JOCIIKEHB PO3MOIIISIOTH
abcomoTHy noBipy 110 LIC Ha nekinbpka opraHiB. Jlis BUSBIEHHS NiApoOIeHUX, ane JiIHCHUX CepTH-
¢ikariB TLS [25, 26], 3acTOCOBY€ThCS 3aKPIIICHHSI KJIFOYa, KpayICOPCUHTY Ta JIOBEACHHS 10 Opay-
3epiB iHopMaIlii Mpo BIAKIMKAHHS TOIIO. Bka3aHi Mo4aTKoBI pillieHHS, SKI YaCTKOBO pealli30BaHi,
Ha KaJb 3a3HaJM HeBJadl yepe3 MpoOieMu MacITadyBaHHS.

OcCHOBHI MiAX01M KJIacCH4YHOr0 BupimeHHs npodJjemu 3axucrty IBK

VY mporeci gociipkeHs Ta yaockoHanenHs IBK Oyiio 3anmponoHoBaHO Ba MiAXOAH KIACHYHO-
ro BupimenHs npobiaemu IBK SSL/TLS. e ynockonanenns icHytouoi IBK Ha ocHOBI cucteMHOro
XKypHaiy [26] Ta 3acTOCYBaHHS JELEHTPAI30BaHOT MEPEK1 OJJHOPAHTOBOI cepTU(ikallii, ska OTpH-
Mana Ha3By Mepexi goBipu (Web of Trust, WoT) [26].

ITioxio wooo IBK, 3acnosanuil na sxcypranax (no2) [26]. Takuii migxix OyB 3alpoOrOHOBAHUNA B
SIKOCTI HOBOTO BUpilIeHHS npobiemu ynockoHaneHHs Tpaauniiinux IBK — iioro LICK. Ixes migxo-
Iy TIOJIATa€ y BUKOPUCTAHHI 3arajbHOJIOCTYITHAX CEPBEPIB KYpHAJiB, SIKi KOHTPOJIOIOTH Ta Imy0i-
KyloTh ceptudikaty, mo uaani LICK. Taki 3araqpHOJOCTYIHI XypHaJau 3a0e3NedyloTh Mpo30-
piCTh, TapaHTYIOUH, IO JIMIIE 3araIbHOJIOCTYIIHI cepTH]IKaTH MPUIHMAIOTHCS Ta TOBIPAIOTHCS KiH-
ueBuM kiieHTaM. O1xe, Oyb-ska HenpaBuibHa nosesiHka [{CK Oyne BusiBieHa KOpUCTyBayaMu Ta
cepBepamu. [Ipukianom peamnizanii Takoro miaxoxay € ceprudikaru Google Transparency [26], 1o €
Haio1eI ommpenimoio IBK Ha ocHOBI xypHay. 3apa3 Takui Mmiaxia JOCTYIHHUH SK y CHCTEMax
Chrome, Tak i y Firefox. Takox BifjoM0 6araTo mporo3uiiiii, 1o J103BOJISIOTh PO3MIUPUTH MOKIH-
BocTi ynockoHnaneHux IBK Ha ocHOBI xypHaiy, B OCHOBHOMY 11€ MOXKe OyTH JOCATHYTO 32 PaxXyHOK
MIATPUMKH BIIKIHKAHHS Ta OOPOOKM MOMUIIOK. AJie, Ha yaJib, He3Ba)KAI0UX Ha I1i epeBaru Takoro
IBK, BoHUM BCe 11e MaroTh KijlbKa Mpo0JIeM, 10 MOB'sI3aHi, HAMPHUKIAA, 3 BIAKIUKAHHIM cepTudika-
TiB, SIK TIOSICHEHO Y [25, 26].

1Tioxio wooo IBK na ocrosi mepedici 0ogipu (Web of Trust — WoT). Ilinxin 3acHOBaHH# Ha OC-
HOBI JIeLIeHTpai3auii, Mpu HOro BUKOPUCTAHHI KOPUCTYBayi MOXKYTh BM3HABAaTH K HAJIMHMUX iH-
UX MAMACYBaYiB, MAMUCYIOYHA Y HUX CepTU(DIKATH BIIKPUTHUX KITIOUIB. Y JaHOMY BUIIAIKY KOKEH
KOPUCTYBa4 Ma€ cepTu@ikar, 10 MiCTUTh HOTO BIAKPUTHH KIIIOY 1 €IeKTPOHHI (1KU(ppOBi) MignucH
BiJ 0Ci0, SIKI BBa)KaIOTh MOTO TaKUM, IO 3aciayroBye Ha AoBipy. Ilotim ceprudikart 3aBipseTbcs
TPETHOIO JTOBIpEHOI0 cTOpoHOI0, Hanpukia LICK, SKIo MOKIMBO NMEpEeBIpUTH, IO CepTUPIKAT Mi-
CTUTH MIAMKC TOTO, KOMY € foBipa. Takuii miaxix mMae mepeBary Haj pO3MOAUICHHM XapaKTEpPOM
JIOBIpH, OCKUIBKH B I[bOMY BHUIIAJIKy YCyBa€eThCs Oyab-sika neHTpanbHa Touka BigmoBu LICK (komn-
pomerTariii H1oro ocoOuCTOro Kiro4ua). Ajie TaKui MiaxXig Ma€e HEOJIK, 0 MOB'I3aHUM 3 YCKIIaTHEH-
HSIM TpUETHAHHS HOBHUX a00 BiIIalIeHUX KOPUCTYBauiB 70 Mepexi. CKopile BChOro 1€ MOB’A3aHe 3
THM, 110 AesKi icHytoul wienn WoT 3a3Buuaii TOBUHHI OCOOMCTO 3YCTPITUCS 3 HOBUM KOPHUCTYBa-
4yeM, 100 BIepIle MiATBEPIUTH CBOIO OCOOUCTICTD 1 MiANMHCAaTH BiAKpUTHHA Kitod. KpiM Toro, Ha Bi-
IMiHYy Bin migxonay, 3acHoBaHoro Ha [ICK, mpu 3actocyBanni WoT BuHMKAOTH TPOOJIEMH 3 BiJK-
JMKaHHAM KOMIPOMETOBAHOT0O Kito4a. ToOTO KOpUCTYBay, sIKUl 0OMeKeHH BHOOPOM KOpPHUCTYBa-
4a, Ha JIOBIPY SKOTO BiH CIIUPAETHCS, HE MOXKE BIAKIMKATH OCOOMCTHH KIIIOY B pa3i MOro BTpaTH
abo xommpomerarii. [IpakTHUHI MOXIJIMBOCTI TAaKOTO MiIXOAY 3ajJeKaTh BiJ MOXKIUBOCTEH mepio-
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JTMYHOI BiATIpaBKH y Opay3epH CIUCKIB BiIKIUKAaHUX cepTudikatiB. B Takomy pa3i BUHUKaE J0Bipa
710 He1CHOTO (KOMIIPOMETOBAHOTO) cepTudikarty [24 — 26].

Hinxin 10 nodynosu IBK, 3acHoBanoro na b4

AHazi3 nokasas, 1o 3actocyBanHsi TbUY nns ctBopenns 3axumenux IBK Hanuxayno 6aratbox
JOCITITHUKIB, BHACIIIOK TOSBUJIOCH 3HAYHE YHCIIO poOiT, B epury yepry [26 — 28]. OcHoBHHUH ap-
TYMEHT MpH OOIpyHTYBaHHI 3acTocyBaHHs bU monsirae B ToMy, mo pimeHHs, 3acHoBaHi Ha ThY,
MOXyTb 00'erHaTH niepeBaru IBK 3acHoBaHi Ha xypHanax, ta miaxoai WoT, a Takox BUPIIIUTH Jie-
K1 mpo0OsieMu 31 3BuyaitHoro cucreMoro IBK. Tak, 3 oqHoro 6oky, BY ycyBae moTeHiiiiHi TOUYKH Bi-
JIMOBH TIixoay 3acHoBanoro Ha IBK Ha oCHOBI )ypHay i mpoOJIieMH pO3ropTaHHsI, SKi PO3TIISTHE-
MO HIX4e. 3 1HIIoro 60Ky, Miaxif, 1o 3acHoBaHui Ha bY, noM'skirye norpe6bu WoT y HOBuX Bia-
CHHKax cepTHu(ikari, mo0 TOBECTH JOCTOBIPHICTh ICHYIOUMX WICHIB MEPEXi, a TAKOK MOM'SKIIY€
BuMoru WoT A HOBUX BIACHHUKIB cepTH(IKaTIB, 00 JOBECTH JOCTOBIPHICTh ICHYIOUHX YJICHIB
Mepexi.

3rigHo 3 [25 — 28] ynockoHaneHHs Moke 3acHoByBatuch Ha ThY 1 iHppactpykTypi IBK mis
ynpapiinas ceptudikaramu X.509. Bkazane Moxe IOCSITaTUCh HAa PO3MIUPEHHI GopMaTy CTaHIap-
THOTO ceptudikara X.509, tak mobu BiH OyB cymicHuid 3 migxogom IBK Ha ocnoBi ThY. Lle, mo
CYTI, OCSATAETHCS 3aBIAKU MOJIAM po3iupeHHs X.509, siki BUKOPUCTOBYIOThCS /711 BOYJOBYBaHHS
Metaganux ThY. Takox IBK Ha ocHoBi BY 3a6e3neuye HafiliHe kepyBaHHS HU(PPOBUME cepTHi-
KaTaMmH.

VY nepury yepry npu yaockoHaieHHi IBK Ha ocHoBi BY HeoOXigHO 0OrpyHTyBaTH JIaHIIOT J10-
BIpH.

Sk yxe posrisnanocs [24, 16], knacuuni cucremu IBK rpynTyrorses Ha ocHoBi LICK, siki Bu-
TOTOBIISIIOTH Ta OOCIYTOBYIOTH cepTU(IKaTH, 10 BiAmoBizaoTh ctannapty X.509. Koxen ceprudi-
KaT 3acBiJlUye MpPaBO BJIACHOCTI Ha BIAKpUTHH Kitod. Hampukian, Kooy KOpUCTyBad BXOJHUTH B
Twitter uepe3 BeO-Opay3ep, crodaTky BeO-Opay3ep mHepeBipsie 3asBICHHN cepTH]IKAT, KUK Mic-
TUTh BiakpuTuii kimou Twitter, nepesipsitoun LICK nanoro ceprugikary. 3a3Buuaii Be6-Opayszepu
MOTIepeTHRO HaJIAIITOBaHI Ha mpuiiom ceptudikariB Big neBHux Bigomux LICK. Jlns toro, 1mo6
ceptudikat OyB AOBIpEHUM, BiH MOBHHEH OyTH BUAAHUI KOPEHEBUM IIEHTPOM cepTHdIKaIlii, SKUi
iCHye B JOBIpEHOMY CXOBHIII Opay3epa a0o MpUCTpOi KOpHCTyBauda, ab0 AONOMDKHHM LEHTPOM
ceptudikariii, SKOMy JOBIpSIOTH 3a qoroMororo mianucy kopeneBoro I{CK. Tak HuHI, sIK MpaBHIIo,
npoayktu Mozilla mocrauaroteest 3 154 xopeneBumu ceprudikaramu [29]. Kpim Toro, dipmu
Apple, Microsoft i Google MaoTh CBO€ BJacHE CXOBHIIE AOBIPEHUX KOPEHEBUX CEPTURIKATIB, IO
BOY/I0BaH1 y iXHI IPOAYKTH.

3B'A30K MK KOHKPETHUM JaHUM CEPTH(IKATOM 1 KOPEHEBUM CEepTU(HIKATOM BIJOMHM SK JIaH-
ror AoBipu. Ilpu 11bOMY BaXKJIHBO, IO JAHIIOT JOBIPH MOXKE BKJIIOYATH OYJb-SKY KITBKICTH Cep-
tudikari mipreraux L{CK, Tooto IICK mux4voro pisato. ToMy Mixk maHuM cepTHdIKATOM 1 CepTH-
¢ikarom kopeHeBoro CA € 3B’s130k, a X.509v3 [24] mae po3mmpeHHs mix HazBoo OCHOBHI 0OMe-
JKEHHS, 110 MOKE€ OOMEXHUTH MaKCHUMalbHYy TVIMOWHY MIMCHOTO JaHIfora ceptudikariB (JTaHIora
nosipu) [30].

Ha puc. 1 [26] naBeneno nuisix ceprudikariii Big cepTudikaTa KiHIIEBOTO Cy0'€KTa 10 KOpEHe-
Boro LICK, ne mounHaeTbes naHmior AoBipu. OTxe, KO0 cepTU(ikaT KiHLEBOro 00'ekra He OyB
Bunannii noBipenuM LICK, Be6-Opay3ep motim mepeBiputh, un 0yB ceprudikar [ICK Bumymenmit
nosipeauM L[CK, i T.1. moku He Oyne 3HaiineHo noBipennit LICK. 3a wiei ymoBu Opaysep 3a3Buyaii
BiI0Opakae MOMUIIKY .

Oco6smBocTi 3actocyBanHs TexHonorii BY. Po3nozinenuii peectp, Too6to bY, mo3utusHO po3-
TJISITA€ThCS 3aBISKHM YCIIXy B 3acTocyBaHH1 y Bitcoin. Huni 6inbmicts BU-mumardgopm Bukopucro-
BYIOThCS y (DIHAHCOBUX JTOJIaTKAX, OJHAK MOYMHAIOTH 3'IBISTHUCS BCE OLbIIe HOBUX JOJATKIB IS
pizHuX cep. 3BUUANHO 1€ TOAATKH, 110 BUMAraloTh BUCOKOI HAIIMHOCTI 1 ITOBHOTO YCYHEHHS pHU-
3MKIB MaHiytoBaHHs AaHuMH. Takoxx BY € posnoaieHnM, TOMy BiH HE Ma€ Bpa3IUBOCTEH, 110
OB’ A3aH1 3 OQUHUYHOIO TOYKOKO BIIMOBH.
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Puc. 1. Jlan1ror TpaguiliitHoi 10Bipu

Hapasi po3po6seno BY, mo 103BONSIOTh BUKOHYBAaTH JIOBUIBHY JIOTIKY, BIIOMY SIK CMapT-
KOHTPaKTH. Y 3arajJlbHOMy CMapT-KOHTPAKT — 1€ Iporpama, sika BUKOHyeTbcst moBepx bY 1 Bukopu-
CTOBY€E 0a30BUU MOPSIOK TPAH3AKIINA I 3a0€3MEUCHHS y3TO/KEHOCTI PEe3yiIbTaTiB BUKOHAHHS
CMapT-KOHTpakTy Mix mapTHepamu (peers) [32]. Tak, nanpukiaza, bBY Ethereum minrpumye cknaa-
Hy Ta moBHy 3a Twiopunrom MoBy Solidity (http://solidity.readthedocs.io/en/develop/), sika moxe
OyTH BUKOpPHCTaHA JUIS NMPOTPaMyBaHHS Ta BU3HAYEHHS LIUPOKOrO KOJa CIICHApiiB 3aCTOCYBAaHHS
[32].

Takox, moao IBK texnonoris BY Hagae Taki BakiuBi 3aco0u Oe3MeKH SK BiIKIMKAHHS Cep-
TH(iKaTiB, YyCYHEHHS IEHTPAJbHUX TOYOK 30010 1 HAMIWHWUN 3amuc TpaH3akiid. Hanmpuknax, mpu
HIBUJIKOMY BigkiukaHHi ceptudikari IBK, mo 3acHoBani Ha BY, MOXHa MUTTEBO 130110BaTH 1H)I-
koBanuit 1ICK 1 BigmoBigHi ceprudikatu 6€3 ouikyBaHHS HACTYITHOTO OHOBJICHHS CITUCKIB BiIKJIHU-
kaHux ceptudikaris (CRL). Kpim toro, IBK Ha ocHoBi TBY, six BiAKpUTHIl )KypHAI TUIBKH 171 10-
JaBaHHA (3aIUCy), IPUPOJHO HANA€ BIACTUBICTH MPO30POCTi cepTUdIKaTy, IO 3alPONOHOBAHO B
[27]. ToMy npu mOAANBIIMX AOCTIIKEHHIX HEOOXiqHO BUOpaTH muatdopmy, Hanpukiaa, Ethereum
1 MOBY IIporpamMyBaHHs CMapT-KOHTPaKTiB, Hanpukias, Solidity. Ile Mo)kHa TIOSICHUTH THM, IO BO-
HU MaloTh BEJIMKE CIIBTOBAPHCTBO PO3POOHHKIB MPOTPAMHOrO 3a0e3MeueHHs 3 BIAKPUTUM BUXIiJ-
HUM KoaoM. Lle pobuts mporiec po3poOKH MPOrpaMHOTO 3a0e3MeYeHHs Habarato Oinbil eeKTHB-
HUM.

OcHoBHI pociipkeHHs moao pearizamii bBY s modynosu cucremu IBK. Peamizamis BY st
noOynosu cuctemu IBK perenpHO BUBYanIach JOCiiIHUKaMU Ta po3poOHuKamu. Tak, B [33] aBTopu
nponoHyroTh Blockstack, sikuii BUKOPHCTOBYE IUTsi HQJaHHSI CUCTEMH PEECTpallii iMeH, peatizaiito
b4 Oitkoiiny, ne iMeHa MOB'sI3aHi 3 BIAKPUTUMU KITFOYaMH.

[Tomiono mo  Blockstark, IBK wHa ocnmoBi BU peamizyerscs B Emercoin
(https://emercoin.com/en/tech-solutions/) (mpoext EmerSSH). Emercoin — 1ie 3araibHOAOCTYTHUN
TBY, nocuth GiU3bKHIA 10 OITKOWHY 3 TOUKH 30py apXiTeKTypH, IO BKIOYAaE B cebe TiOpuaHuid
KOHCEHCYC J0Ka3y poOOTH 1 JI0Ka3y CTaBKH (B 3aJI€XKHOCTI BiJl TOCTYIMHOCTI MAafHUHTOBUX TMOTYX-
Hocteil). Emercoin He Mae cMapT-KOHTPAKTIB 1 30epirae TiTbKU rem-3HaueHHs ceprudikaris y ThHY.
Cam EmerSSH 36epirae Tinbku rem-3HadeHHs ceptudikara qist ThY, mo Ha 1yMKy aBTOpiB, 3Me-
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HIIUTBCS PU3UK «JTIOMHA TTocepeanHi». [le gocsaraerbes THM, MO SIK TUTBKH TeII-3HAYEHHS CePTH-
¢ikara 3aBaHTaxXyeTbcst B bBY, BCTaHOBIIOEThCS Oe3MevHe 3'€THAHHS 3a JOMOMOTOI0 BiIKPHUTOTO
KIto4ya cepTudikary i oOOMiH s KOKHOTO 3'€THAHHS MTPOBOAUTHCS a0COTIOTHO HOBUMH KITFOYAMH.

Cremianictu Fromknecht ta inmri [28] npononyroTs ans peamizaiii IBK nms 36epiranus qome-
HiB Ta MOB'SI3aHMUX 3 HUMHU BIAKPUTHUX KIto4iB BUKopuctoByBaTi BU Certcoin.

AHaJi3 moka3zas, 110 yci 3rajjai 1OCHIiKeHHS IPOMOHYIOTh MiXO0H, 10 3aCHOBAH1 BUKIIOYHO
Ha BY. ¥V poGoti [26] mpomoHyeThCS BHKOPHCTOBYBAaTH 3arajlbHUi CTaHAAPTHHN cepThudikart
X.509v3 3 He3HaUHUM JOMOBHEHHSM JI0 MOJIB PO3MIMPEHHS 3 iHpopMaIli€lo, mo nos's3ana 3 ThU
[30]. [Ipu upomy posmupenunii ceptudikar X.509 moxe Oyt NepeBipeHUN KIACHIHUM JIAHIFOTOM
noBipu Ha ocHoBi LICK a6o 3 Bukopucranusam ctpykrypu IBK Ha ocHoBi ThU. Bkazani aBropu, Ha
HAIIl TIOTJISA], IEPIIMMH 3aIIPOTIOHYBAJIM TaKUi T1IOpUIHUN cepTH]IKaT.

Crpykrypa IBK Ha ocnoBi BY

VY mpomy miapo3aii aHami3yeThes cTpykTypa it ynpasminasa IBK wa mrargopmi BY [26].

Ocnosni mooicnusocmi 3axucmy. Ctpykrypa IBK Ha ocHoBi BY miaTpumye BinkKIMKaHHS cep-
Tudikary, Mo € CyTTeBOIO Mpobaemoro B TpaauiiiHux cucremax IBK. Takox, OCKiINbKU HEMOXKIIH-
BO BuganuTH iH(popmaiito 3 bY, To Tineku 6aTekiBebkuit [ICK Moxe mo3HauaTu BUAAHHUI HUM Cep-
tudikar sk Bigkaukanui. Tooto, Oyab-ska HenpaBwibHa moBeinka [[CK cTocoBHO BiIKIMKAaHHS
ceptudikaTy Oye TaKOXK MPOCTEKEHA 1 TOMIYeHa BCIMa IHIIUMHU Cy0'€KTaMHU.

Ocobaueocmi npoekmyeanus ma 3acmocy8anus (memooonocisi npoekmysants). CTpyKTypa
IBK [26] na ocnoBi BY 6a3yetbcs Ha riopuanux ceprudikarax X.509, gk 1e mokazaHo Ha puc. 2.
Ceptudikar MicTuTh MeBHY iH(poOpMarito mpo cepemopuiie IBK B momsx posmmpenHs. 3HaUueHHS
TIOJTIB PO3IIUPEHHS HACTYIIHI:

- Inentudikatop xiroua cy6'ekra: 30epirae 0cooUCTICTh BJIacHHUKA cepTudikara.

- Im's BY: mictuth Ha3By miardgopmu ThU. Hapasi BUKOPUCTOBYETHCS 3arajibHOAOCTYITHUNA
ThY Ethereum, ajie moTpiOHO OXONHUTH OLIBIIE TUTATHOPM.

- Inentudikarop xiroua IBK: mictuth anpecy cmapr-konTpakty motounoro L[CK, skmo me
ceprudikat LICK. [Jns ceprudikariB e [ICK nose mopoxHe.

- Inentudikarop LICK emitenra: mae anpecy cmapt-konTpakty LICK, mo BugaB et ceprudi-
kar. Jlo3Bossie Banigaropy 3HaiTu cmapT-KoHTpakT OarbkiBchkoro LICK B TBY i mepeBiputu, un
cepTUdiKaT 3 BIIMOBIIHUM TelI-3HAYCHHSM OyB BHIAHUH i HE OyB BiIKJIMKAHHIA.

Jlnst kKopeHeBuX cepTU(]iKaTiB 1€ MOoJIe TOPOKHE.

- ANTOpUTM TellyBaHHSA: MICTUTh 1HQOPMALIiIO PO aJITOPUTM TeLIyBaHHS, IKUH BUKOPUCTOBY-
BaBCs IIPU OOYMCIICHHI Ienl-3HayeHHs cepTudikaty, 3aBantaxeroro B ThU.

Takum 9uHOM, 3rimHO [26] cTpyKTypa mependadae Tpu TUIH cepTH(dikariB: cepTudikatu Ko-
peneBoro [{CK (Root-CA), mia-IICK (Sub-CA) i kinnieBoro xopucryBauda (Enduser). ¥ tabmn. 1 Ha-
BEICHO lepapxito TibpuaHux ceptudikarie bY. YV mepmomy psaky npeicTaBieHUH KOpPEHEBHM
LCK, B sikomy cepTudikat BUNYIIEHHUH 1 mianucanuii Hum camuM (camomianucanuii). LICK emite-
HTa BiACyTHIHN, o miarBeppkero ID emitenrta LICK (B m'sitomy crosmiti 0x00000000). Ceptudikar
mia-1{CK momaerbest y nmpyromy psanaky — BiH OyB Bumanuii kopeHeBuM LICK, a ID emitenTa 1ICK
Bkaszye Ha kopeHeBuid LICK. OcranHiil paaok MiCTUTh cepTH]IKAT KiHIIEBOIO KOPUCTYBaya, 110 BH-
naauid mia-LCK. ¥V HacTynHOMYy po3Aiii MU MOSICHIOEMO, SIK MU peajli3yBaJld L0 CTPYKTYpy Ha
wtatgopmi THY.
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cTaHIapT cepTHdiary x 209v3

ribpunENE cepTudicar ¥ 509

Bepo

Bepri

ImerTudimarop anropHTMY

InenTHdiKaTop anropHTMY

Tepuus gi

Tepmnn mi

Ina's cyf'exra

Tw'a cyb'exta

TrdopMaria BAEpHTOTO BT

IEd opMAIA BARPHTOTD BN

YumaneHuf [ eMiTEHTA

Vuikaneuuit [0 eMiTEHTA

Wamaneuuit [D cyb'exta

Waaneaui ID cyh'exra

Pozsmnpenna

Posmupenna Iaermrdirarop Kmoda cy b ekTa

Inr'a bnowmefiny

IpenTrdiaTop wnoga CA

Ilinnuc

IgenTadiratop ChA EMITEHTA

ANrOpHTM TEIVEAHHA

Ihipnuc

Puc. 2. Craamaptauii i riopuaanii ceprudikar X.509

Ta0mmr 1
Iepapxis riopuanux ceprudikarie ThU
Cert. Issued By Issued To CA Contract ID Issuer CA ID
RootCA RootCA RootCA 0x1234xxxX 0x00000000
SubCA RootCA SubCA 0x5631xxxx 0x1234xxxx
EndUser SubCA End user - 0x5631xxxx

Apxitekrypa IBK BY. OcHoBHa imes cTpyKTypH 3rinHO [26] mossrae B ToMy, 110 kKoskeH WCR
Mae CreliagbHUuN CMapT-KOHTPAKT, IKUWA MICTUTh HACTYIHY 1H(OpMAaIliio:

- MacuB 3 rem-3HaueHHSIMH BUIaHUX CEpTH(IKATIB, a TAKOK MOXE MICTHTH ATy 3aKiHYCHHS
TEepPMiHY Ail KOKHOTO cepTUdikaTy Ta IHIIY TEXHIYHY iH(opmalliro.

- BimoOpaxeHHsI TaHUX TPO BIAKIMKAHHS, HA SKi MOCHIAETHCS TelI-3HAYCHHS cepTh(diIKaTy.
SAxmo ceprudikar Bigknukano, LICK, skuii BuaaB uei cepTudikar, 1o1ae qaHi BiIKIMKAHOTO cep-
TU}IKaTY.

Kpim Toro, sikiio ceprudikar € ceprudikatom LICK, To BiH Takok 3aBaHTa)Ky€eThCs y BIAINOBI-
manid cmapT-koHTpakT LICK. [lami, ockimbku cepTudikat MiCTHTh aipecy cCMapT-KOHTPaKTiB OaTh-
kiBcbkoro CA, TO BiH J03BOJISI€ NIEPEBIPATH BCE JAE€PEBO LIEHTPY cepTHdikallii, TOOTO JIAHIIOT J10Bi-
PH BiJl KOPUCTYBa4a 10 KOPEHEBOTO cepTHdikara.

Peamizauis IBK 3acHoBanoro na BY. 3ampononoBana ctpyktypa IBK, 3acHoBana na B4,
BKJIIOYA€ TPU OCHOBHI YaCTWHU — JJISI TECTYBaHHS B OCHOBHOMY BHKOPHCTOBYBAIIUCS CITy’KOa 3Bi-
JLHEHHS, TIepeBipKK cepTHdiKaTiB Ta BeO-iHTepdeiic KopucTyBaua. X npu3HaYeHHs y HACTYITHOMY
[26].

1) Cnyx0a 3BinbHEHHS (Restful service). Po3po6nena pazom 3 Golang sk okpemuii Be6-cepsep,
o 3abe3rneuye AocTym 1o 3aranbHogoctynHoro bU Ethereum. Bona Hamae BCi MOKIIMBOCTI BHIAYI,
BIJIKIIMKAHHA Ta MepeBipKU cepTUdikaTiB. BaxxnuBo Biq3HAYUTH, 110 TEpEeBipKa MPOBOIUTHCS «0Oe3-
KOIIITOBHOY» 3 TOYKH 30py BUTPAT KPUITOBATIOTH 3araJIbHOIOCTYITHOTO bY, OCKUIBKH TepeBipka He
nonae adbo He 3MiHIO€e nadi B BY.

Crnyx6a 3BimpHeHHS (Restful service) Hagae Taki OCHOBHI (DyHKITIT:

- Peectpanis kopuctyBaya. Jlomae reni-3HadeHHs cepTH]IKaTy 10 CMapT-KOHTPAKTY IAHOTO
HCK. ¥V sKocTi anbTepHATHBH HaJaHHS TeNI-3HAYCHHS SIK MapaMeTpy, cepTUudikaT Moxke OyTu
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3aBaHTakeHUH B ciyk0y Restful. ¥V 1ipomy Bumagky rem-3HaueHHsT OOUMCITIOETHCSI HA OCHOBI 3aBa-
HTa)XEHOTo cepTudikaTta.

- YopHuil CIMCOK KOPUCTYBAUiB: BiIKIUKae cepTudikar, To0TO mepemimye ceprudikar (3Bu-
yaitauii a6o [{CK) 3 611010 cicKy A0 YOpHOTO CIUCKY. TEXHIYHO 1€ JOCATAETHCS IUIAXOM A0a-
BaHHS TIOCWJIAHHS Ha TeII-3HAYeHHS CepTUdIKaTy 10 BioOpakeHHS BIIKIMKAHHSA y CMapT-
KOHTPAKTI.

- CrBopeHHs koHTpakTy. CTBOproe nopoxHiil KoHTpakT uist HoBoro LICK. Buknukaerscs 0a-
TekiBchkuM LICK mpu Bugaui ceprudikara nmns itoro mig-LCK.

- 3anoBHEHHSI 10TOBOPY. Ilicist CTBOpEHHS MOPOKHBOTO cMapT-KoHTpakTy st mia-1{CK 6aTs-
kiBchkuil [{CK moBuHeH 3aBanTakutu 10 Hboro ceprtudikat mia-L{CK, mo micTtuth ampecy 6ath-
KIBCBKOTO CMapT-KOHTPakTy Ta anapecy cmapr-koHTpakty mia-LICK y momsx posmmupenns. Ilicms
3anoBHEeHHs cmapT-kKoHTpakTy mia-LICK 3 ceprucdikarom ioro 6atekiBebkoro LICK, aapeca o6mi-
koBoro 3anucy Ethereum mia-L{CK 3anucyeTbcst B 3MIHHY BJIaCHMKAa CMapT-KOHTPAKTY, 3a0e3neuy-
I0YM TaKUM YWHOM JOCTYI Ha 3amuc TUibku Juisd mig-CA.

- IlepeBipka-cert (mepermsn/noctiitna ¢ynkuis). [lepeBipka cepTudikaTy 3 JucTa A0 KOPEHS
nepesa LICK. BaxnuBo, 1o nepeBipka ceptudikariB Moxxe OyTu mpoBezeHa cinyx0oto Restful, sika
0azyeTbes Ha koni Golang abo Ha OCHOBI BHKJIMKY OKPEMOTO CMapT-KOHTpPakKTy mepeBipku. [lpu
LIOMY II€peBipKa NPOBOJUTHCS PU HYJIbOBIN BapTOCTI.

[Mepmri wotupu ¢yHkuii GyHKIioHansHOCTI coyx06u Restful mepenbadaroTs aBTOpH3aIio KO-
puctyBaua Ethereum, mo Bignosigae 6arbkiBcbkoMy LICK. BaxnuBoro ocoGnuBicTiO (yHKIIOHA-
apHOCTI ciry’)kOu Restful € HaBmucHe OGararoctymnenese iHimitoBanHs peecrpamii mia-IICK (mona-
BaHHs ceprudikara mia-L{CK no crnucky 3arBepixeHux cepTudikaTiB B CMapT-KOHTPAKTI OAThKIB-
cekoro LICK). Ha BiamiHy Bix TpamuiiifHOTO cepTudikaTta KiHIIEBOTO KOPHCTyBaua, SIKUH 1HIiIiI0-
€TbCS TUIBKHU 3a Jlonomororo ¢yHkii «3apeecTpyBatu KopucTyBauda ciyxou Restful», ceprudikar
min-1ICK 3amyckaeThes 3a JOMMOMOTOI0 HACTYITHUX KPOKIB.

- barpkiBcbkuii LICK noBuHeH cTBOpUTH NOpOoXkHIH cMapT-KoHTpakT 1 mia-LCK 3 ¢ynkmi-
eto CtBopuTH-KOHTpakT. Tenep OatbkiBchkuii LICK Moske renepyBartu ribpuanuii ceprudikar, mo
BBOJIUTH HOBY a/IpeCy CMapT-KOHTPAKTY y BIIOBIHE TI0JIE PO3IIMPEHb CePTU(DIKATY.

- barbkiBebkuit LICK 3anoBHIoe HOBHI cMapT-KOHTpakT mig-LICK 3renepoBanum ceptudika-
TOM, BUKOPUCTOBYIOUH (DYHKIIiI0 «3aOBHUTH KOHTpaKT ciayk0u Restful». Ilicnst Bukonanus ¢yH-
Kuii «3amoBHUTH KOHTPAKT» MpaBa HAa HAMCAHHS HOBOTO CMAapT-KOHTPAKTY MEPEIaroThCs BUKIIO-
yHo a0 ma-I{CK 3 3anoBHenHsim anpecu min-I{CK Ethereum y mone BmacHuka HOBOTO cMapT-
KOHTPAKTYy.

- Tem-3na4eHHs cMapT-KOHTPAKTY (ikcyeThest B Ginomy crmcky 6GarbkiBeskoro 1ICK 3 GyHk-
i€l «3apeecTpyBaTH KOPUCTYBavyay.

2) IlepeBipka: Momynb MepeBipKH MICTUTh CMapT-KOHTPAKT, SIKUW JO3BOJISIE TIEPEBIPUTH JIaH-
LIOT IOBIpH JUJIsl JAHOTO cepTHdikaTy (IUIAX Bix nucta abo cepTudikaTy KiHLIEBOro 00'€KTa 10 KO-
pens B aepesi LICK. BaxxnuBo Bii3HAUHTH, 110 TIEPEBIpKa CMApT-KOHTPAKTY HE 3aJICKUTh BiJ mepe-
Bipku koxy Golang y cmyx06i Restful, anbrepHaTuBHMIA miaXig 10 mepeBipku cepTH)IKATIB TaKOX
MOXe OyTH peali3oBaHO y Takii cTpykTypi. [Ipudomy, oOuaBa miaxoam a0 MEpeBipKu He mependa-
YaroTh JKOJAHHUX BUIUIAT KPUNTOBAIIOTH, OCKUTbKH ThU He 3MIHIOETHCS.

3) Be6-iaTepdeiic kopuctyBaua: [HTepdeiic kopucTyBada 103BOJISE KIIEHTAM MEPEBIPATH BECh
nonatok — goaasatu ceprudikati LICK ta ceprudikatu KiHIEBOro KOPUCTyBaya Ha Pi3HUX PiBHAX
nepesa LICK mig pizaumu oomikoBumu 3anucamu L{CK, BinkimmkaTu ceprudikaru Toro. OueBHIHO,
o BeO-iHTepdeiic Moxke po3risgaTHcs SK 000JOHKa s 3rajaHoi Buile ciryx6u Restful. Bapto
3a3HAYUTH, 1110 TECTOBUHN BeO-1HTEpQec Mae CBil BIACHUM CMAapT-KOHTPAKT, KUK 30epirae aeski
JaHi, BKJIIOYatoun mocwianHsa Bif OatekiBchbkoro LICK mo cmapr-kontpaktiB #oro mig-IICK. Lle
JI03BOJISIE TIEPEXOIUTH Bil KOPEHs 10 JUCTIB (cepTrdikaTiB KiHIIeBOro 00'ekTa) AepeBa cepTudika-
TiB, aJie 32 YMOB, 1110 JaHWM JIAHIIOT JOBipH OYyB 3aBaHTaXEHUH 3 BeO-iHTEpdeiicom.

Ilepesaeu IBK na ocnosi BY. Anani3 nokasas, mo IBK Ha ocHoBi BY Mae nepes TpaauiiiftHOO
IBK HactynHi nepeBaru:
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- mepeBipka ceptudikary i ioro nanmtora ceprudikaris LICK mpocra i mBuKa;

- IBK na ocnoBi TBY Bupimye naBnio npobdiemy tpaauuiiaux IBK, He BuMararoun BuKopuc-
TaHHS CepBicy, SIKUH BUAae crucku BigkimukanHs ceptudikatiB (CRL). Le 3milicHIOETBCS 3aBIsSKH
cunxposnizaiii ThY Mix By3namu mepexi, e Oyap-ska Moaudikaiis ctany ceprudikarta Oyae MUT-
T€BO TIOBI1JJOMJICHA Ha BC1 By3iH [34].

[HIIMM BaXXJIMBUM acCHEKTOM B KOHTEKCTI Oe3neku IHTepHety € Te, mo IBK, mo 6a3yerscst Ha
bY, nagae rayukuit 3axuct Bia atak "moguHa nocepenuHi” (MITM). Tpaguuiitno MITM posris-
JIA€ThCS K CEPHO3HUI PU3MK AJs Oe3MeKH, 110 nependayae, 1o 3JT0BMUCHUK MOXE 3aXOMUTHU 3'€]-
HaHHS BeO-Opay3epa Jiisi IeBHUX BeO-CalTIB, MPEICTABUBINYN IIHCHHUHA cepTudikat (To0To miapoo-
JICHUH BIAKPUTHIA KITIOY) JIJIS IHOTO JOMEHY. J{s KopuCTyBauiB 1 BeO-Opay3epiB BaXKKO BU3HAUUTH
3aMmiHy ceptudikara y Bunajaky, skmo 3B's3anuii [{CK OyB 3mamanuii 3moBMucHUKOM [35]. TTimxin
IBK, mo 3acHoBanuii Ha BY, poOuths ataku MITM mnpaktuuno HemoxiauBuMU. Lle moscHIO€ThCS
tuM, 110 ko [{CK my6rikye abo BigkIuKae BiTKpUTHI KITF0Y BeO-caiiTy/momeny Ha bU, indopma-
1ig Oyne po3MmojifieHa MO THCsYaM By3idiB. TakuM 4WHOM, MOPYIIEHHS BIAKPUTOrO Kitoua Oyze
(TeopernuHo) mo3a mutaHHaM [36]. Tpanuniitaa IBK ycyBae pusukun MITM unisixom BOyZOBYBaH-
Hs ceptudikaTiB KopeHeBoro LICK B iHcTanmsmito 6pay3epa, TAKUM YMHOM INTYYHO PO3LIMPIOIOYU
Oap'epu Bxoxy LICK i 30imbmryroun yac, HeoOXiHMI IS BIAKJIMKAHHS cepTh(diKaTa KOPEHEBOTO
HCK.

Ouninka Ta eKCIepMMEHTAJIbHI pe3yJIbTaTH

Hiokde mogaroThest pe3ysibTaTy, IO CTOCYIOTHCS OLIHKY MPOTYKTUBHOCTI, CKIIAHOCTI (BapTo-
cti) ¢pyHkmiid, 3acHoBanux Ha BY ta oomexxenns mozo miatdopmu IBK Ha ocHoBi THY [26].

[TponyxTtuBHicTh. [1[00 Bu3HaunTu edextuBHicTh IBK Ha ocHOBI cMapT-koHTpakTiB Ethereum,
B [26] mpoBemeHo psx exkcnepuMmeHTiB Ha Bigkpuromy Ethereum Testnet (Rinkeby)
(https://www.rinkeby.i0). CyTHicTb Horo B nepesipui ceptudikatiB LICK mo nmoBHOMy Huisixy Bix
mucta (marmii ceprudikar [ICK) no kopens (maHmor qoBipu). Y pe3ysbTaTi eKCIEPUMEHTY 3p00-
JICHO TOPIBHSHHS MPOTYKTUBHOCTI MiXk MEPEBIPKOIO HA OCHOBI CMapT-KOHTPAKTY Ta MEPEBIPKOIO
kony Golang cimyx06u Restful.

[TepeBipka ciyx6u Restfu. Cnouatky Oyna 3po0OieHa mepeBipka cepTudikary, xo4a MOBHUN
JaHLIOT 10Bipu OyB 3acHOBaHMiA Ha ciyk01 Restful. Bona orpumye ceprudikar misa koxuoro LICK
3 bY, anamizye ceprudikar 3 6i6miorexkamu Golang aJis BUITyYEHHS aipecy CMapT-KOHTPAKTy OaTh-
kiBcbkoro L{CK i moTim nepeBipsie TiHCHICT cepTH]iKaTy Ha OCHOBI BiIMOBIIHOTO TelI-3HAYCHHS,
10 30€epiraeThCs y CMapT-KOHTPaAKTI 0aTbKiBCHKOTO CA.

[TepeBipka Ha OCHOBI CMapT-KOHTPAKTy. AJbTEPHATUBHUM MiAXiM, 110 3aCTOCOBAHUHN, BUSBIIS-
€TBCS ORI 3HAYHO €(PEKTUBHIMMM. [/1es #ioro mosisirae B TOMy, IO CIIEHIaAIbHUA CMapT-KOHTPAKT
yurtae 1 a”amizye ceptudikatu LICK, mo 306epiratorbes B BYU BHUKIIOYHO 3a JOMOMOTOIO KOAY
Solidity Ta xomminsiTopa a1 cMapT-KoHTpakTy Ethereum. 30kpemMa, OCKITBKM CMapT-KOHTPAKT HE
3minioe ThY, nepeBipka 301HCHIOETHCS «OE3KOIIITOBHOY.

I3 puc. 3 BugHO, 1IT0 X04Ya MPOITYKTUBHICTH CMAPT-KOHTPAKTIB MOKE OyTH MEHIII BPa)Katouoro
MOPIBHSHO 3 Kpunrorpadiunumu 6i6morexamu Golang, 3aCHOBaHUMH Ha BIJTHOCHO KOPOTKHUX JIaH-
mrorax noBipu (menme 400 mig-11{CK), mounnatoun Bij JIaHIIOra JAOBIpH JTOBXKHWHOIO, IO TIEPEBU-
mye 500 min-LCK, npoayKTHBHICTh HEpPEBIPKH HAa OCHOBI CMapT-KOHTPAaKTy BHUIIE, HIK y KOy
Golang.

Hanpuxman, ns naniora qoBipu 3 qosxkunoro 6musbko 1100 mig-IICK nepeBipka Ha OCHOBI
CMapT-KOHTPAKTy TpHBaia MpuOIu3HO 7 ¢, Toxdl sK anst koxy Golang 3 BUKOPUCTaHHSM KpHIITO-
rpa¢iuaux 6i6miorek Golang Oyno morpibHo Maibxe 15 c. V [26] ans ekcriepuMeHTiB Oyia BUKO-
pucrana cranmaptHa poooua cranmiss DELL 3 mpomecopom Intel Core 17, ane 3 omepaTuBHOIO
nam'stTio 32 I'6.
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BurtpaTn Ha 3anyck HoBoro I{CK B Ethereum

Bumpamu na 3anyck. Sk nokaszano B [26], Butpatu Ha miaTpuMKy IBK €, MOKIHBO, BaXKIHBOIO
nepeBaroto pimensb IBK nHa ocHoBi ThY. fkmio mpumycTuTH, 1m0 KiHIIEBI KOPHCTYBadl BCE OJHO
OyayTh BUKOPUCTOBYBATH JIOKAJIBHY KOMIiIO 3arajbHOA0CTYITHOTO BY, TO yci BUTpaT B OCHOBHOMY
CKJIaJIAIOThCS 3 TUIATH MaHEpaM, SIKi T ITBEPDKYIOTh 3amuc ganux B bY.

Buxonsum 3 excriepuMenTiB 3 TectoBuM 3aranbHOogocTynmHM ThY Rinkeby [26], 3amyck LICK,
(BKJIFOUAIOYH CTBOPEHHS MOPOXHBOTO CMAapT-KOHTPAKTY, 3aBAaHTAXCHHS cepTU(IKATY B IIEH cMapT-
KOHTPAKT, 3aIlUC Tell-3Ha4eHHs 1Oro cepTu(dikara B cMapT-KOHTPaKT OaThKiBchbkoro CA TOIIO)
komtye 0,07 Ethers, mo npu muHimmHIA BapTocTi Ethers 6mm3pko 700 USD 3a Ether nepeBoautbest
y 50 USD 3a ceptudikar [ICK.

Mo>k/IMBO 1HIIIFOBAaHHS 3BHYAaHOTO cepTh(ikara KiHIIEBOro cy0'ekTa, IO mepeadavac JIMIIe
3aMMCYBaHHS MOTo reni-3HaueHHs y cMapT-KOHTpakT 6arbkiBebkoro LICK, npusBoauts 10 HabaraTo
MEHIIUX BUTpaT y po3mipi 7-10 USD 3a ceptudikat. 3 orismy Ha TOTOYHY I[IHY Ha BUXITHUHN pid-
HUH cepTUdikaT KiHLIEBOro cy0'ekTa B po3Mipi AEKIIBKOX COTEHb J10JIapiB, BUTPATHU HA cepTU(ikat
TBY, cxosxe, HE IEPEBUIITYIOTh BUTPATH, BUTpaveHi Ha icHyrouy iHppacTpykTypy LICK.

Obmedicennss ma npobremu cmeopenus ma 3acmocysannus. Ilo-nepie, 3aranpHonoctynHi bY
XapaKTEePU3YIOThCsl 3HAYHUM 30UTbIIEHHSAM po3Mmipy BY, 1m0 MmoBTOproeThCs Ha BCl BY3JH, SKI
O6epyTh ydacth B cuctemi. OcobmuBo 1e crocyetbcs Ethereum Tta inmmx noaiOHuX miatdopm
3 MIATPUMKOIO CMapT-KOHTPAKTIB, sKI BaxwBl st opradizamii edexrtuBHoi IBK. Hampukmnan,
y rpyaHi 2017 p. posmip Ethereum ChainData 3 FAST Sync nocsr 38,89 I'6 nopisusiao 3 20,46 '0
y BepecHi 2017 p. (https://etherscan.io/chart2/chaindatasizefast) [62].

[To-gpyre, BenuKa BOJATHIBHICTD KPUNTOBAIIOT MPU3BOJUTH 1O IEBHOI HEBHU3HAYEHOCTI
BHUTpAT Ha 3aBaHTAXCHHS/OHOBJICHHS CEpPTU(IKATIB K B JIOBFOCTPOKOBIH, TaK 1 B KOPOTKOCTPOKO-
Bili mepcrnekTuBi. [Hakie kaxxyuu, BapTicth podotu BY Ge3nocepenHbo NoB'sa3aHa 3 IIHOO BiATO-
BiIHMX KpunroBaiioT, Takux sk Ether. Hanpuxnan, y tpaBni 2017 p. mina Edipy cknana 85,43
nonapiB (https://bitcoinmagazine.com/price/), Toai sik y rpyani 2017 p. wina pocsirae 729,01 nona-
piB, III0 Ma€ Ha yBa3l 3pOCTaHHs BapTOoCcTi oneparliii 3 ThY B BiciM pasiB 3a ciM MiCSIIIB.
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[To-Tpere, AKmIo It IEpeBipKH cepTU(diKaTa BUKOPUCTOBYETHCS CHHTAKCHYHHIA aHAI3 CMapT-
KOHTpakTy 3 KojoM Solidity, a He 30BHIimHIM MoayieMm Golang (To6Tto cimyx6u Restful), To Bunm-
KatoTh OOMEXEHHS Y BUKOPHCTaHHI rem-QpyHKIiH 1 acMMeTpuIHUX KpunTorpadiyaux QyHKIIH, 10-
CTYIHMX JUIsl cMapT-KoHTpakTiB. Hampukinaz, nius Ethereum 6e3 nmonepennboi 00poOkH AaHUX MO-
KHa BUKOPHCTOBYBaTH TUTbkun SHA256 sk rem-¢ynkmiro i mianmucn ECDSA Ha ocHOBI kpunTorpa-
¢bii eTINTUYHUX KPUBUX.

Hapemri, ocKiuTbKH TpaBa AOCTYIY JIsl MOIUQIKaIlii JaHuX cepTH]iKaTy 3aCHOBaHI Ha CHUCTe-
Mi 00mikoBuX 3amuciB miargopmu BY, To BTpaueHUil mapoiab NPU3BOAUTH A0 O€3MOBOPOTHO BTpa-
YEHOT0 JIOCTYITy 10 oOmikoBoro 3amucy. Jleskum pimenasm npobiem [[CK, ski BTpadaroTh CBiid
naposib goctyny 1o ThY, moxxe OyTu opraizalisi MOpOXKHBOTO CMapT-KOHTPAKTYy 1 KOMIIOBAHHS
BCIX JIaHWX 31 CTApOTO CMAPT-KOHTPAKTy B HOBHUH, TaK K TEOPETUYHO OYyIb-SIKUI CMapT-KOHTPAKT
3aBXKAM JAOCTYIHHMM JJIs YUTaHHS OyJib-KoMy. OUeBHIHO, IO CTBOPEHHS HOBOI'O CMapT-KOHTPAKTY
HCK wmoxe mpusBectu 1o nepeBuganns ceprudikara LICK (mpunaiiMHi B moTouHIN peaizaii),
ockinbku ceptudikati LICK MOXyTh MICTUTH OCHJIAaHHS Ha BIAMOBIAHUNA CMAapT-KOHTPAKT.

Hosa moaess IBK 3 npo3opicTio ceprugikaris Ha ocHoBi BY

3acanvni nonoscenna ma cman. Y tpaguniitnux IBK I[CK BBa)katoThCs MOBHICTIO TOBIpEHH-
Mu. OJHaK Ha MPaKTHUIll adcomoTHA BianoBigansHicTh L[C 3a 3a0e3meueHHsT HaIIHHOCTI BUKJIHKAIIA
cepiio3Hi mpobnemu O6e3neku iHPopmarlii Ta kibepoesneku. 1106 3amobirtu moaidoHUM npodiaemMam,
kommanis Google y 2013 p. BupoBaauna koHiemniito mnpo3opocti ceprudikaris (I1C). ITiznime mis
3HIKEHHS piBHA A0Bipu 1o LIC 3anpononoBano kinbka HoBuXx mojened IBK. Hampukmnan, min3sit-
Ha iHppacTpykTypa Kiroua (I1IK), criiika go aTak inppactpykrypa Biakpurtoro kimoda (CAIBK) Ta
po3nojineHa npo3opa iHppactpykrypa kiaroua (PIIK). I[Ipote, Bei 111 mpomo3ultii Bee 111e € Bpasiu-
BHMHU JI0 aTaK PO3JAUICHOTO NU(POBOTO CBITY, SKIIO MOPYIIHUK 3[aTHUH peaizyBaTH Pi3Hi IJIaHU
3arpo3 Ha XypHasl. Y po0oTi [25] 1100 yCyHyTH aTaku pO3AUIEHOrO CBITY Ta 3a0€3MEUUTH 11ealIbHY
npo3opicTh ceprudikamii Ta BiAKIMKaHHS cepTH(]IKaTiB MPOMOHYEThCs HOBa apxitekrypa IBK 3
po3opicTio cepTudikari, 3acHoBaHa Ha bY, sxa Oyna Hazana CertLedger. Bei ceprudikatu TLS
(Transport Layer Security), ix cTaryc BIAKJIMKaHHS, BECh MIPOIEC BIAKINKAHHS Ta JOBIPEHE YIIPaB-
minusa L{CK smiiicaioroteest B CertLedger. CertLedger Hamae yHikanpHUM, €eKTUBHUHN 1 HAMIHHUI
nporiec Balijanii cepTudikaTy, 10 BUKIIOYA€ 3BUYaiHI HEMPUIATHI Ta HECYMICHI MPOLIECH CePTH-
(ikarrii, o peanizyoTbCs pi3HUMHU MTOCTavYalIbHUKaMU TIporpamMHoro 3adesneuenns. Kimenatu TLS B
CertLedger Takox Oinbllle HE BUMAararoTh IMePeBipKy TOCTOBIPHOCTI Ta 30epiraHHs JOBIPEHUX Cep-
tudikaris [ICK.

Sk cranpapt ne-gaxto, ceprudikatu SSL/TLS BUKOPHCTOBYIOTHCS Ui 3a0€3MEeYEeHHs TOCIYyT
ABTEHTUYHOCTI, IIIJTICHOCTI Ta KOH(PIACHIIIHHOCTI TSl 1UX icHyrounX aoaatkis. L{i ceprudikaru Bu-
narotbes LICK, siki BBa)katoThCs TOBIpEeHUMH OpraHizaiisiMu y 3Budaiinux cucremax IBK. 3okpema,
ouikyetbes, o L{CK mifoTh 3rigHO 3 ASSKHUMH MpaBUIAMHU, SIKiI TO3HAYEHI K JOKYMEHTH PO Ccep-
tudikaniitny nomituky (Certificate Policy — CP) Ta 3asBa mpo mpaktuku ceptudikatiB (Cate
Practice Statement — CPS). ¥ norouniit moneni nosipu [ICK maroTs abcomoTHY BIAMOBIAAIBHICTD
3a BUJauy MpaBUIBHUX cepTH]ikaTiB 11t Bu3HaueHoro cyo'ekra. [Ipore LICK Bce me MoxyTh OyTH
CKOMITPOMETOBAHI Ta Mmiipo0seHi, abo YnHHI cepTUu(diKaTH MOXKYTh OyTH BUIAaHI Yepe3 HEHAJICKHY
MpakTUKy 6e3neku indopmarii abo HeBignosianicte CP ta CPS. HeoOXiiHO BIAMITUTH, 10 MPOTSI-
TOM OCTAaHHBOTO JACCATHIITTS BiAOYJIUCS CEPHO3HI THIIMIACHTH, sIKI HABEJICHI BHINE B PO3ALT 2 IHi€l
crarti. Bka3aHi ¢aranbHi BUNIQAKH MPU3BOJATH IO TOTO, IO 0araTo AOCHIMHKEHb 3/1HCHIOIOTH ab-
comoTHy aoBipy no LICK Ha nmekinpka opraniB. [ns BusBiaeHHs [25] migpoOneHuX, ane MIHCHUX
ceprudikatiB TLS, 3akpiruieHHs Kio4a, KpayACOPCUHTY, TOHECEHHs 10 Opay3epiB iHpopmalii npo
BIIKJIMKAHHS € TTOYaTKOBHUMH PIIMIEHHSMHM, SIKI YaCTKOBO Peali30BaHi, ajie 3a3Hajld HEeBAAdl 4epes
npob6aeMu MacIiTabyBaHHS.

Posnooinena nposopa ingppacmpyxmypa xnroua (PIIIK) [25]. Indpactpykrypa PIIIK Bu3Hauae
3arajibHOJJOCTYIIHY apXiTeKTypy yNpaBIliHHS cepTU(iKaTaMH, sika 3MEHIIIy€e BPa3JIMBOCTI Ta, K Ha-
CIIIOK, 3armo0ira€ BUKOPUCTAHHIO MIAPOOJIEHUX CepTH(IKATIB Ta BUABISIETHCS CTIWNKOIO, HABITH,
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SIKIIIO BC1 TOCTaYaJIbHUKHU TOCIYT JAiI0Th y JOMOBIEHOCTI [37]. 3AiiiCHIOEThCSI 00CITyTrOBYBaHHS JKY-
pHany ceprudikatiB (OXC) Ta oOciayroByBaHHs xypHaiy BinoOpaxkenHs (OXKB) — nBox HoOBux
o0'exTiB, mo BBeneHi y PIIIK. Ilpuaomy OXKC 30epiratoTs BCi AiliCHI, BIAKIMKaH]I Ta HE YHHHI Cep-
tudikatu sl HA0OpY JOMEHIB 1 HAJAIOTh JIOKa3M MO0 iX iCHYyBaHHS abo0 BIACYTHOCTI. Takox
OXB niarpumye 3B's130K Mixk HabopoMm nqomeHHUX iMeH Ta OXKC, K mMATPUMYIOTh KypHAIA JJIs
HUX. «/]3epkana» miATpUMYIOTh MOBHY KOMIiIO AaHUX, 1o 30epiratotecs sk B OXC, tak 1 OXKB.
[puyomy LICK 3miiicHIOIOTE epeBipKy ineHTH(]IKATOPIB Ta BUAAIOTH cepTU(iKaTH, ale BOHU HE €
€MHUMHU Cy0'eKTaMu, 110 3a0e3neuye J0oBipy MPU MiAKIIOYEHHI 10 JOMEHY. SIKIIO B3ATH KOHIIET-
IIF0 «HE3aJICKHOTO KITF0Ya», TO JOMEH BOJIOJIE TBOMA THITaMH cepTudikaTiB — ceptudikarom TLS i
Maiictep-cepTu(ikaToM, SIKUH BUKOPUCTOBYEThCS 1Uis 3anuTy HoBoro ceprudikara TLS Big LICK, 1
peectpanii #ioro B OXC. Kopucrysaui abo, 30kpema, Opaysepu cnepiry pooisats 3amut g0 OXKB
111 Toro, 1106 3HaiTu npaBwibHUN OXKC a1 KOHKpeTHOro AoMeHy. Jls NpuiHATTS pillieHHs Ipo
MiIKITIOUEHHS Tepiri goBeneHHs, oTpuMani Bin OXXKB, mepeBipsoThCs, nami poOWTHCS 3amUT 10
OXC nns Toro, u1o0 orpumaru qokasu ans ceprudikaty TLS nomeny.

V¥ PIIIK nepenbauaerbes, MO BCl MaiicTep-CepTUQIKATH € CIPABKHIMH, 1 BUITYCK MipOOICHUX
cepTudikaTiB He € BiporiiHum, ockiibku L{CK mpaioroTs Ha mignpueMcTBax, IKi He MOXKYTb BTpa-
TUTH peryTanito. OHAaK 1€ He € JiIHICHUM apryMEHTOM, OCKIJIBKH O1IBIIICTh MMiIpOOIeHIX cepTHdi-
KaTiB T€HEPYIOThCA Yepe3 BiACYTHICTh HAJIEKHOTO KOHTPOJIO 200 mpoleciB 0e3neku. A came, SIKIIO
LCK i OXKC nignatorbest kommpomeraiii, PITIK He 3M0ke 3ano0irTa BUIYCKY ITiIPOOJICHUX Maiic-
tep Ta TLS ceprudikaris. 3 11i€l ToukH 30py, NOPYLIHUK, k1l kKoHTpostoe OXC Ta 3naTHui 3a10-
CHIOBATH MiApOOKH, BUKOPUCTOBYIOUH AilicHI Maiictep a6o TLS ceprudikatu, Moxe 3poOHUTH aTaky
posnineHoro uugposoro cBiTy. Ha xanb, 1110 atraky He MOkHa BUSBUTH, ockiibku B PIIIK He mae
MpoIeCy MOHITOPHUHTY Yepe3 MPHITYIICHHS PO CIpaBXkHi cepTu(ikary.

IIposopicme cepmughixamy ma sioxnukanus Ha ochosi THY. BaHr Ta iHII 3ampoOIOHYBaId
MPO30picTh cepTudikarii Ta BiIKIMKaHHS HAa OCHOBI BY st 30epiranas ceprudikatie TLS Ta ix
ctarycy BigknukaHHs [38]. Koporiie kaxyuu, y 1iif cxemi BeO-cepBepH MyOIiKyIOTh CBOI cepTudi-
katu TLS y BY, BukopucToBYyI0uM iXHI Mapy KIOYiB MyOiKaiii, ki BAKOPUCTOBYIOTbCS IS MiJ-
nucanHs onepaniid. 1li mapu kaouiB Bugadi BIAPI3HAIOTHCS BiJ MapH KIOYiB y cepTudikaTi Ta CIio-
YaTKy 3aCBITUYIOTHCSI IEBHUM HAOOpOM BeO-cepBepiB, sKi Bxke icHytoTh B BY. V miii cxemi TpaH3a-
KIIii MarOTh TepMiH Aii, Tomy ceptudikatu TLS Ta ix craTyc BigkimukaHHs qonai0Thes 10 bY mepio-
JMYHO MPOTAroM cBoro tepminy aii. ITix yac pykoctuckanns TLS BeG-cepBep nmocuiae TpaH3aKIi0
ceptudikaTy Ta CBii IUIAX ayauty Mepkimi o kiaienta TLS, skuii mepeBipsie #ioro AiHCHICTD Yyepes
CBOI JIOKaJIbHO 30€perKeHi 3aroJIOBKM CHHXPOHI30BaHUX OJIOKIB.

OpHak 1151 TPOTIO3MIIis Ma€ Taki HEeJoJIIKK. BoHa Mae HeHaIIiHY OCHOBY JIJIs 3a0€3MeUeHHs Ha-
JIMHOCTI KiIrouiB myOmikamii. A came, «CHJIbHHNA MOPYIIHUKY», SKHH MOXe OTpUMATH MiIpoOiieHi,
ane mivicHi ceptudikaru TLS Bix momkomkenux [{CK, Moxke 3a3manerias CTBOPUTH JIesKi (DIKTUBHI
noMeHH (To0To BeO-cepBepH) 1 MOKE BUKOPUCTOBYBATH iX Uil CTBOPEHHSI AIHCHOTO MiJNHUCY TpaH-
3akuii mapu kimro4iB myOikamii. s mpoGiema BuHuKae yepes3 J0Bipy 10 BeO-cepBepiB. ABTOpH [25]
MPONOHYIOTh BUPILIUTU IO MpobiaeMy, cTBOpUBIIK Oinbine myomaiuno-goBiperux L[CK, mo6 Bu-
3HATH HEAINCHUMU MiapoOIieHi Tpan3akiii. OgHaK TOAl MOCTa€E MUTaHHS PiBHSI AOBIpH, SIKE SBHO HE
yTouHtoeThes. [Ipuuomy, mposopicTts BiakiukanHs nokianaerbes Ha LICK, mo0 omy0nikyBaTu gaHi
npo anymoBaHHs cepTudikatie TLS ma ThY. Oxnak ckommpomeroBani a6o Hempartorodi [{CK He
MOXyTh BuiaBatu CBC abo naBaTH BiAMOBIIL KITIEHTY B 3a3HAYCHUI yac.

oo aTak JrOAMHA-TIOCEPEAMHI, KOJIM MOPYIIHUK 3/1aTEH MEPEeKOHATU KIII€HTa y He3aBeplie-
Hill TpaH3akuii Bigkiaukanoro TLS ceprudikary, To mig yac pykoctuckanus TLS BeG-cepBepu me-
penatoth kmieHty TLS Ttpanzakiito ceprudikara mis miarBepmkenns ceprtudikary TLS. Kiient
TLS npuiimMae 1o TpaH3akIlito, SKIIO TEPMiH ii aii He 3aKiHYMBCA, 1 10JA€ 11 O 3aTBEPAKEHOTO
Osoky. OnmHak BinkiukaHui abo oHoBieHmid TLS cepTudikaT Takok MOXKe MaTH HE3aBEPIICHY
tpanzakuio y ThU. Tomy, K TibKH NOPYUIHUK HAJICHIIAE II0 HE3aBEPIICHY TPAH3AKIIIO cepTHdi-
KaTa 31 cBoiMu nokazamu Mepkiii kmenty TLS, BiH mpuiiMaeTbes mmia yac pykoctuckanHs TLS.
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Knieatn TLS He MOXyTh BUSIBUTH OCTaTOYHHIA CTaH CepTH(]IKATy, OCKUIBKY KIIEHTH JIUIIE TTePEBi-
PAIOTH HASIBHICTh TPAH3aKIli Y BIAMOBIAHOMY OJIOLII.

Taka mpomo3utlisi, 3 TOYKA 30py BHTpAT Ha 30epiraHHs, TakoX € HeedekTHuBHOIO. [To-mepre
ceprudikat TLS noxaerscs no ThY nepioguuno npotsarom ioro tepMiny i, no-apyre CBC mosxe
O0ytu noganuii 1o ThY 115 K0’KHOTO BIAKIMKAHOTO cepTUdikaTy (ToOTOo KinbKicTh BcTaBok CBC 1o
ThY nmopiBHIOE KUTBKOCTI BIAKIMKAaHUX cepTU(]IKATIB), a MO-TpeTe Mapa KIoYiB myomikamii 1oaa-
erbest 10 ThY mepionnuno. KpiM Toro, BiH Ma€ 3arojOBKH BEIHKOTO PO3MIpY, SIKI MICTATHh iMEHA
DNS, icHyroui B TpaH3aKLisfX OJIOKY.

Sx my6miuamii TBY Bupinrye npodaemu IBK. ITo cyti BY — ne cninbHuii, He3MiHHUH, TEIEHT-
pani3oBaHMi BIAKPUTHI KypHaN, IO MICTUTh MOCTIHHO 3pOCTarOuMil CHHUCOK OyokiB. brmok — 1me
CTPYKTypa JaHHX, KA CKIAJA€ThCS 3 3arOJIOBKY 1 CITUCKY TpaH3akiiil. KoxkeHn 050k TOB'sI3aHUM 3
nomepeaHiM OJIOKOM 3a PaxyHOK KpHUMNTOrpadivyHOro rell-3HA4eHHS, TOMY OJOKH MO CBOIH CyTi
3axuIleHl BiA miipoOku Ta neperysiny. Mepexa ThY — ue nenentpanizoBana ogHopanrosa (P2P)
Mepeska, 10 CKIAAA€ThCs 3 TOBHUX BY3IIB 1 JIETKUX BY3IiB. [1oBHI By3nu 36epiratots komito ThY,
MIEPEBIPSFOTH 1 PO3MOBCIOKYIOTh HOBI TPaH3aKIIil 1 OJOKHM 1O BCil Mepeki, TOMI K JIETKI By3JIH
30epiraroTh TUTbKH 3ar0J0BKH OJIOKIB. BCi By3711 MOXYTh CTBOPIOBATH TPAH3aKIIii ISl 3MiHU CTaHY
TBY. HoBi 050KM TpaH3aKIiii KOJEKTHBHO IMEPEBIPAIOTHCS 1 JOAAIOTHCS 10 ICHYIOYOTO JIAHITOTa
BiJIMOBIIHO /10 PO3/IIJIEHOTO MEXaHI13MY KOHCEHCYCY.

VY [25, 39] nokazano, mo bY Bupimye Taki npodiemu IBK:

1) aTaky po3/1IEHOTO CBITY;

2) npo0eMu 3 BIAKIMKAHHSAM Ta IEPEBIPKOIO CepTU(IKATIB;

3) mpobneMu ynpaBiIiHHS JOBIpEHUMHU cepTU(]iIKaTaMI/CXOBUIIIAMH KITFOUIB.

Xapakrepuctuku ThY mist IBK. BukopucToByroun MOCiIOBHICTS NPUHHSTTS pimieHs Wust i
Gervais [25], moxHa Bu3HaunTH Tun bY as kepyBaHHs KypHaJIoM cepTudikanii. byaemo BBaxa-
TH, 0 3aIKCyBa4 — I€ CYTHICTb, SIKa 371aTHA HAKOTIMIYBAaTH HOBI TPaH3aKIIii B HOBHHU OJIOK i J0/a-
Baru ioro B ThY.

J11s TOBHOTH BUKJIAJAEHHS HEOOXIIHO AATH BIAMNOBIII I'a TaKi MUTAHHS:

1. Yu moTpiOHO 30epiraTu cTaH cepTudikatiB?

Ceprudikatu TLS mocTiiHO OHOBIIOIOTHCS Yepe3 3aKiHUEHHsS TEpMiHy Aii a00 cKacyBaHHS.
Cran cepTu(dikaTiB MOBUHEH 30€piraTucs Ta OHOBIIFOBATUCS TOJ1, KOJIU 1€ HEOOX1THO.

2. Yu icHYIOTh KiJIbKa aBTOPIB?

Ceptudikatu TLS, crBopeni noBipennmu L{CK, nomarotecs 1o xypHamy. OxkpeMuii miapoosie-
HUH 3amKcyBad MOXKe 0JaBaTH MigpoOIeHNH, ane qiiicHui cepTudikat A0 KypHalIy, 3aTpUMyBaTu
abo IrHOpYyBaTH NOAaBaHHS CHpaBkHIX. Tomy 30UIbIIEHHS IELEHTpami3amii Mmij Jac 3amucy 10
KypHaJTy 3MEHIIUTh PU3MK MiAPOOOK Yepe3 Te, IO LIMpPOKa ydyacThb 3alKCyBadiB HpPU3BEIE 0
OLTBIIT HAJIIMHOTO 1 CTIHKOTO JKypHAIY.

3. Uu Mo’xeTe BU BUKOPUCTOBYBATH TPETIO 10Bipeny cropony (TJIC), sixa 3aBxau oHnaitn?

CunibHUN CYNIPOTHBHUK MOXKe KepyBaTH Oynb-sakoro TJC, mo Moke TMpHU3BECTH 0 €IUHOT
Touku BimMOBH. [IpuitusaTTs onnaitH-T/IC € OCHOBHHM J[)KepeIoM BPa3IHBOCTI.

4. Yu Bimomi Bci 3anucyBayi?

3amucyBadi MOXKyTh OyTH Bimomi abo HeBimomi. [IpoTe, SIKIIO0 BOHM BioMi, iX CiiJ BUOUpATH
Ta PO3raHATH MO BCbOMY CBITY TaKUM YHHOM, 100 X 3JTOBMHUCHA CHIBIIpAIlsd Ta MaHIMYJIAIIl HE MO-
17 OyTH MOKJITMBUMU.

5. Ywm yci 3anucyBayi € JOBIpeHUMU?

Hes3Baxarouu Ha Te, IO BCl 3aMUCyBayi, 31A€ThCA, € JOBIPEHUMH, JESIKI 3 HUX MOXYTh KOHT-
POJIOBATHCSA CHUIIBHUM 3JI0BMHCHUKOM.

6. Uu notpibHa rpoMasichka rnepeBipka’?

Craryc icHyBaHHs Ta AiiicHOCTI BCiX ceptudikartiB TLS moBuHeH OyTH mepeBipeHH rpoMa-
CBKICTIO ISl IOCSATHEHHS MOBHOT Mpo30pocTi. Takum unHOM, OJOK-cXema pillieHb MPU3BOIUTH 0
TBY 6e3 no3Boay ado my6miuroro ThY 3 mo3Bosom i KepyBaHHs KypHaIamMmu ceptudikarii. Of-
Hak TBY Bumarae HacTymHi J0JaTKoBI MOKIUBOCTI. Ileprr 3a Bce, BiH MOBMHEH MICTHTH iH(pa-
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CTPYKTYPY CMapT-KOHTPAKTIB I peaitizamii HeoOXiTHUX MpaBHiI epeBipKH nepexony craHis. [1o-
apyre, 6a30BUH MeXaHI3M KOHCEHCYCY HE MOBUHEH NPHU3BOIUTH J0 TUMUYACOBHUX DPO3rally’KeHb,
OCKiUTbKHM nesiki kiieHTd TLS MoxyTh mepeBipuTi HenpaBwibHHN cTaH ceptudikara TLS mo Toro,
sK 6510KM OyIyTh MOBHICTIO TiATBep keHi. [lo-TpeTe, yac, HeOOX1THUM 171 MATBEPIKEHHS HOBOTO
OJIOKy B MEXaHi3Mi KOHCEHCYCY, HEe TIOBHHEH OyTH BHCOKHM, 00 TpaH3aKI[ii MOTJU 3MIHIOBATH
ctaH ceptudikariB TLS 3a npuitHatHuil nepion yacy. Hapemri, apxitektypa bY noBuHHa 103BOIS-
T Kiieatam TLS mepeBiputu ocraTounmii ctad ceprudikatiB TLS i edekTuBHO reHepyBaTH T0Ka-
3u Mepkui. BigmiTumo, mo craH aepeB Mepkii B OCHOBHOMY MiATPUMYEThCS ISl €(hEeKTHBHOTO
BUPOOJICHHSI TIATBEP/DKEHHS Ta CIIJIKyBaHHS 3a KIHIEBUMH CTaHaMu akTuBiB. Kopinb Mepkii
1ILOTO JiepeBa 30epiraeThcs B 3aroJioBKax OJIOKIB, TOMY IIUTICHICTh J€peBa 1 CTBOPEHI 3 HHOTO JOKa-
3M CTaHy MO)KHa niepeBiputu [16 — 18].

Heo6xigHo Bigmituty, mo CertLedger MmojkHa po3ropHyTH Ha icHyrouii apxitekTypi BY, mo
3a0BONIbHsIE BUMoraMm [25], sik y Ethereum, Neo ta Ontology. ¥ nux apxitektypax Mo>kHa oOpatu
Oyab-KUH MEXaHi3M KOHCEHCYCy, KM He HpU3Bele N0 THUMYAcCOBUX pPO3rally’KeHb, TaKUX SK
PBFT Ta DBFT [25].

[Tpusnavyenns ta cytHicTh CertLedger. CertLedger — ue apxitektypa IBK mis mepesipku,
30epiranHs Ta aHymoBaHHS ceprudikariB TLS Ta kepyBanHs noBipenumu ceptudikaramu LICK y
nyoniyaomy BY. Bona crnpsiMoBana Ha Te, 100 3a0e3me4uTy OUTBII MPO3OPHM KUTTEBUHM LMK
BUJAa4l Ta BIAKIMKAHHS CepTHU(IKATIB Ta YCYHYTH OyIb-sKi BUAM aTaK «CyO0’ €KTa IOCEpEAHHI».
binbur Toro, BiH Tako Mae Ha MeTi YHi(piKyBaTH mporiec Bamigamii cepTudikaTiB Juist BCIX KJII€HTIB
TLS, ockinbku pearizaiii pizHuX KmieHTiB TLS He € y3rokeHnMHy Ta BiAOBITHUMU.

CertLedger ynpasnse ¢pynkuismu IBK yepes 06'ektu ctany. O0'exT crany — 1e uudpoBuii 1o-
KYMEHT, SIKHH CKJIaJa€TbCs 3 JAHUX 1 HE3MIHHOTO KOy CMapT-KOHTPAKTy Uil YIPABIiHHS HHUM.
Koxen 00'ekT crany Mae yHikaiabHy aapecy B bU. Jlep:kaBHi 3MiHHM aKTUBIB 1HIIIIOIOTHCA OIEparli-
SIMM Ta BIICTEXKYIOTbCs uepe3 AepxasHi 00'ektu. CertLedger, sik mpaBuiio, MiCTUTh HACTYIHI 00'€k-
TH CTaHy.

06'exm domeHnnoeo cmany 30epirae Ta ynpanisie craHamMu Beix ceptudikatiB TLS Tta ix crary-
coMm BinkimkaHHs. Llei 00'ekT cTaHy MiCTHTh HEOOXITHUHN KO /Ut IepeBipku ceptudikara TLS Bi-
JTMOBIZTHO 10 MIDKHApOAHUX cTaHnapTis, Takux Sk RFC 5280 [40]. Bin BukopuctoBye O6'ekt Ctany
Hogipenoro LICK, npu modynoBi HagiitHoro nuisaxy mis ceprudikary TLS. Kpim Toro, BiH Takox
MiCTHTB HEOOXiqHHMII KOX st 3MiHH cTaTycy ceprudikata TLS Ha «Bimkmmkauuii». Horo cmapr-
KOHTpakT mnepesipse ceptudikar TLS, nomaroun no CertLedger y HacTymHii MOCTiIOBHOCTI TIepe-
BIpKHU:

- yn cepTudIKaT BXKe 10AaHO;

- 9H € J1iI0YNM cepTudikar;

- yn cepTudikat Bianosigae npodimto ceptudikara TLS;

- gy mignucanuit ceprugikar ogauM i3 ceprudikari LICK B loBipenomy LICK;

- yn 30epiratu HoBHi ceptudikar TLS y 00'ekTi cTany JOMEHY;

- Y1 BCTAaHOBJICHO HOT0 CTaTyC CKaCyBaHHS K «HE BIJKIMKAHOM.

IIpo0aeMHi nuTanHs cydyacHux Ta nepcnekTuBHux IBK Ha 6a3i BY

Ilpobnemu cyyacnux IBK. TlpoBenenuit aHami3 mokasas, 1o crtocoBHO cydacHux IBK 3 [[CK
ICHYIOTb HAaCTYyITHI TTPOOJIEMHU:

1) €quna Touka 30010. LICK HecyTh OBHY BiANOBIAAIBHICTB 32 BIIKIUKAHHS cepTH(]IKaTiB Ta
HaJlaHHA MOCyYT 1o ix ckacyBaHHIo0. Akmo [{CK HecnipaBHMiT 200 CKOMIIPOMETOBAHUM, TO BCSI CUC-
TEMa CTa€ MiJ 3arpo3y, a 1Mo CyTi KOMIPOMETY€EThCS.

2) HeoOxigHICTh 3acTOCYyBaHHS TPEThOI AOBIpeHOI cTopoHu. [Ipudomy KopucTyBadi CHUCTEM
noBuHHI foBipatu LICK, amke BiH BiIMOBiAa€ 3a TeHEPAIIiI0 Ta YIPABIIHHS BIAKPUTUMH KIFOYaAMH
kopuctyBadiB. B pa3i kommpomerarii [ICK icHye Bucokmii pu3nk 0e3meKku CUCTEMH, 1110 BUKOPHUC-
TOBY€E cepTU(DIKATU BIAKPUTHX KITIOUIB.
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3) Bucoxka BapTicTh Ta Hee()EKTHBHICTh YIPABIIHHS KIIOUYaMH MPH BEJIHKIH KiJTBKOCTI 3HAYHO
PO3MOAIIEHHUX J101aTKIB 3 6araTbMa KOPUCTYBadaMHU.

4) Ipobsremoro st IBK 3 Mepexero oBipH € Te, IO icHye Oap'ep I TOAaBaHHSI HOBUX KO-
PUCTYBauiB, TaK sIK: HOBI KOPUCTYBaui MOBUHHI MaTH JOBIpYy Y BXKE 3apPEECTPOBAHUX KOPUCTYBAUiB.
Oo6wunBa Turmu IBK MaroTh HETOJIIK — HE MOYKHA CXOBATH 1ICHTUYHICTH a00 BITKPUTHIA KITFOY 3apee-
cTpoBaHoi ocobu [25].

[TepeBaru IBK na ocnoBi ThY. IBK nHa ocnoBi ThY y nopiBusHHI 3 Tpaauuiiaumu PKI maroTs
TaKi MepeBaru:

1) IBuakicTe Ta mpocToTa nepeBipku ceprudikarty ta manmora ceprudikaris LICK. Ceprudi-
KaTu He MOTPIOHO MiANUCYBATH, 1Ie O3HAYae, 110 BOHU KOPOTIIi Ta NOTPIOHO MEHIIe Yacy Ha mepe-
nady cepTudikaty moBepHyToro Jianiorom ceprudikaris [{CK.

2) Hemae motpebu y cepBici, skuii BHIae cHnUcKU BinkiaukaHux ceptudikarti (Certificate
Revocation Lists, CRL), mo € BiioMOI0 3 Mepmmx poKiB 3aCTOCYBaHHS MPOOJIEMOIO TpaJAHULIIHHIX
IBK. CRL moxyTh OyTH Qy’ke BEIMKHMH, Ta MOBHHHI 30epiratucs BepudikaTropoMm Ta MOCTIIHO
OHOBJIIOBATHUCS TI0 BCil Mepeski. Take crpomieHHs 3aiicHIOEThes 3aBasku TBU-cuHxpoHizarii Mix
By3JaMH Mepexi, Ae Mpo OyIp-sKy 3MiHYy CTaHy cepTHdikara HErailHO MOBIJOMIISETHCS BCIM
By3J1aMm [62].

3) Hemae moTpeOu BiAMoBiAaTH Ha 3allUTH MPOTOKOIY OHJIAWH cTaTycy cepTudikaris (online
certificate status protocol, OCSP). ITepeBipku OCSP momaroTh 3aTpUMKH B MEpPEXki IS TMiATBEP-
JDKeHHS cepTU(]iKaTiB Ta BUKPUBAIOThH iHGOpMAIIiI0 PO Te, 0 cy0'eKT mojaae Bepudikatopy cep-
tudikat. [Ipu poMy BiOyBa€ETHCS CIIOCTEPEIKEHHS 3 KPUITOTPaGiIHUMHI MOKIMBOCTSIMH (TIpaBa-
MHu) [64].

4) IBK na bY MoxHa BUKOpPUCTOBYBATH Ui pe3epByBaHHs mpocTux ceptudikatiBe bY Tak
camo, 5K 1 Joporux ceptudikaris bY, i o0uaBa BUNaAKu BUTPAIOTH BiJl BUIIIE3a3HAYCHUX TIepeBar.

5) llle ogHUM BaXKJIMBUM acCIEKTOM B KOHTEKCTI Oe3rneku B IHTepHeTi € Te, mo IBK Ha ocHOBI
b4 3abe3neuye rHyuKkHii 3aXUCT BiJ aTak «1toauHa o cepeauri» (MITM).

Ilpobnemni numannua IBK na 6a3i B4Y. Texuonoris TBY mae psa HeOomiKiB, SKi MaiOThCs
TakoXX BHeceHi, y Tomy umciai y IBK na 6a3i bBY. Cepen npobieMHHX NMUTaHb MOXKHA BiI3HAYUTH
HACTYIHI:

1) Posmip Bimkputux BY mocTiitHO 3pocTae, 110 PO3MOBCIOIKYETHCS Ha BC1 BY3IIH, sIKI OEpyTh
ydacTb B cuctemi. OcoOiuBO 1€ akTyainbHO A miatdopm BY 3 miaTpUMKOIO CMapT-KOHTPAKTIB,
K1 € BXJIMBUMU 1)1 epexTuBHOI opranizaiii IBK.

2) Bapricts ThU-omnepariit HarpsiMy 3aJIeKHUTh BiJl I[IHU BiJOBIIHOT KPUIITOBATIOTH.

3) IcHye Take oOMexkeHHs. SIKIIO I TIepeBIpKH cepTH(IKATy BUKOPHUCTOBYETHCS aHATI3
CMapT-KOHTpakTy 3 KojaoM Solidity, a He 30BHImHII Moays Golang, To MOXe 3'IBUTHCH OOMEXKEH-
HS Ha BUKOPUCTAHHS Ten-QYyHKIIA Ta aCHMETPUYHUX KpUnTorpadiyHux QyHKIINA, TOCTYITHUX IS
cmapT-koHTpakTiB. Hanpukian, Ethereum 6e3 nonepeanboi 00poOkH TaHMX MOYKE BUKOPHUCTOBYBA-
TH B sikocTi rem-gyHkimii mme SHA256 ta EIT 3 Bukopuctanusm ECDSA Ha ocHOBI kpunirorpadii
Ha eMNTHYHUX KPUBHX.

4) BrpaTta mapoio mpU3BOIUTH A0 OE3MOBOPOTHOI BTPATH JOCTYITy 10 OOJIKOBOTO 3aIucy.
Pimennsm mpoOGiem BTpatu mapoiro goctymy 1o L[C mMoxe craTu CTBOPEHHS MOPOXKHIX cMapT-
KOHTPAKTIB Ta KOMIIOBaHHS J0 HUX YCiX JaHUX JI0 HOBOTO CMapT-KOHTPAKTY.

CriiikicTs IBK Ha ocnoBi BY g0 aTrak

1) Ataka po3nisieHOTO ITU(POBOTO CBITY

VY IBK Ha 0cHOBI IyOIiUHUX KYPHAJIB «CUIBHUN MOPYIIHUK, SIKAI Mae MOXIIUBICTH KOHTPO-
moBatu foBipeHi 00'exktu tumy L[CK, Ta omeparop xypHaidy, MOXKE 3aCTOCOBYBATH aTaKu pO3Jije-
HOTO IIM(POBOTO CBITYy, HAIAIOUH PI3HUN BHUIJIAJ KYpHAJiB LIJTLOBUM skepTBaM [24]. Xoya aeski 3
[IUX TIPOTIO3UIIIl HE MOXYTh BHSIBUTH IIIO aTaKy, iHII MPOIMOHYIOTh BHKOPHCTOBYBATH IIBHIKHA
MOHITOPUHT Ul BHUSABICHHS aTak. A came, MPOTOKOJIHM JTOMOBJICHOCTI JUis il BHUSIBICHHS, LUIIXOM
MOYEepProBOT0 MEperysay KypHany mis kiieHTiB TLS ta cepepis [25, 26].
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TuM He MEHII, 1151 aTaka MoKe OyTH BUSBJICHA JIMIIC B TOMY BUMAJIKY, SIKIIO:

- € IOCTaTHs KUTBbKICTh KJIi€HTIB 1 cepBepiB TLS y momMoBIeHOCTI B3a€MOIT;

- IPUHANMHI JesKi 3 HUX MOXYTh MEPerJIsiIaTH CIPaBXHIM )KypHaJl 1 BUMaratu BijJ *KypHaIy
MIATBEPKEHHS Y3TOIKEHOCTI.

2) Cy0’ext (moaunHa) nocepenuni (MITM). 3azpuuait MITM BBaka€eThCsl TOJIOBHUM PU3UKOM
JUTst O€3MeKH, KOJIH 3JI0BMUCHUK MEPEIIKO/HKA€E MiIKII0YSHHIO BeO-0pay3epa 10 MeBHUX BeO-CaliTiB,
HA/Ial04M AiicHu# cepTudikat (To0To MiApoOIeHUH BIAKPUTHI KITFOY) Ui HOTO JOMeHy. Jlist ko-
pUCTyBauiB Ta BeO-Opay3epiB BaKKO BUHAYUTH 3aMiHy cepTudikaTa y BUMAAKY, SKIIO 3TOBMUCHUK
3namaB Bignosigamii [{CK [25, 26].

Amnaui3 nokasas, 1o ataka MITM € MOXJIMBOIO KOJIM MOPYIIHUK 3JaT€H NEPEKOHATH KIII€HTA Y
He3aBepIIeHi Tpan3akmii Bigkiaukanoro TLS ceprudikary. Binbin KOHKpeTHO, i 9ac pyKOCTHC-
kanHs TLS BeG-cepepu nepenaroth kiaieHTy TLS Tpan3akuito ceprudikara JUisi HiATBEpIKEHHS
ceprudikary TLS. Kimient TLS npuiimae 1o TpaH3akmito, sIKIIO TePMiH ii Jii He 3aKiHYMBCS, 1
nonae ii 10 3aTBepakeHoro 6moky. OnHak BigkiaukaHuii abo oHoBneHuit TLS ceprudikat takox
MOK€ MaTH He3aBeplleHy TpaH3akmifo y BY. SIk TibKM MOPYIIHWMK HAJICWIIA€ IO HE3aBEpIICHY
TpaH3aKIilo cepTUudikaTa 31 cBOiMU Joka3zamu Mepkii kiaieHty TLS, BiH npuiimMaeTscs mijJ 4ac py-
koctuckanHs TLS. Kmientn TLS He MOXyTh BUSBHUTH OCTAaTOYHHN CTaH cepTU(IKATy, OCKUTBKU
KIIIEHTH JIMIIE EePEeBiPSIOTh HASIBHICTH TPaH3aKIIii y BiAMOBITHOMY OJIOII.

[Minxin mo moOymoBu IBK Ha ocHoBi BU pobutk arakm MITM mpakTHYHO HEMOMIIHBUMH,
ockinpku komu LICK my6uikye abo poOuTh BIAKJIMKAHHS BIJKPUTOrO Kitouya BeO-caiiTy/momeHy B
BY, indopmartist Oyie mOmmMproBaTHCS HA THCAY1 BY3JIiB, TOMY IMiJpo0OKa BiIKPUTOTO KiItoYa (Teope-
TU4YHO) He MoxuuBa [16, 17]. Tpanuuiiina IBK Bupimrye pusuku MITM, nonatoum xopeHeBi cep-
tudikaru L{C no HamamryBaHHs Opay3epa, THM CaMUM IITYYHO PO3IMIMPIO0UYN BXimHI Oap'epu 1[C
Ta 30UIBIIYIOYN Yac, HeOOX1IHUH U1 BIOKIMKaHHS KopeHeBoro ceptudikata LICK [16, 17].

BucHoBku

1. ITpu 3acTocyBaHHI NPUHIMITY AELEHTpali3aiii crocoBHO icHytounx IBK HeoOXximHOo moimn-
IIMTU X04a O OJHY i3 BaXKJIMBUX JJIS IIJTBOBOTO 3aCTOCYBAaHHS TaKUX XapaKTEPUCTHUK SIK BapTIiCTh,
CKJIQJHICTh (YacoBa Ta MPOCTOPOBA), MIBHIKICTh, MPUOYTKOBICTh, Oe3Meka (3araibpHa Ta iHhOpMa-
1iliHa), aHOHIMHICTb, MPO30PICTh, THYYKICTH TOIIIO.

2. linpoBUi mapameTp, 3a SKUM 3I1HCHIOEThCS TokpanieHHs: IBK mae OyTu cyTreBuM, mpuyo-
My J€LEeHTpati3allis HOBUHHA MOKPAIIlyBaTH X04a O OJMH BAXXIUBHUH AJI1 KOPHCTYBaUiB Mapamerp,
SK MIHIMyM B 2-3 pa3su.

3. HoBa TexHororisi, B tanoMy Bunajaky texnousoris IBK 3 Bukopucranusm ThY, He noBuHHa
1CTOTHO TIporpaBaTH icHytounM IT 3a iHIMUMHU BaXKJIIMBUMU MMapaMeTpaMu. BBaxkaeThcs, 110 y IiJIo-
My HoBa IBK noBunHa OyTH B uoMych Kpatie B 2-3 pasy, a 3a BciMa IHIIMMHU ITapaMeTpaMHu Mporpa-
BaTH He OLbINe, HIX B 1,5 pasu.

4. «Kpamicte» 1 nepeBara HoBoi IBK nHa ocroBi TBY maroTh cy0'eKTHBHUI XapakTep, BUMOTH
JI0 HUX TTOBHMHHI (DOPMYBATHUCh CKOPIIIE BCHOTO KOPUCTYBaYaMH, 1 B MEHIIIIH Mipi pO3pOOHHKAMHU.

5.V GinbIocTi BUNAAKIB KPALIiCTh MOXKE BU3HAYATUCh piBHEM nponax Takux IT. BigcyTHicTh
MEeBHUX MPOJIaXK MOKAa3ye, 110 SIBHOT IMepeBary IMiIbOBOI ayIUTOPii BIAHOCHO HOBOI M yJIOCKOHaJIe-
Hoi IBK He Bu3HaHo.

6. OnHIM 13 BXXIMBUX Ta HeoOXimHux noaatkiB ThY €, mo cyTi, y1ockoHaneHHs iHPpacTpyK-
TypH Binkpuroro kimo4a (IBK) Ha ocHOBI BuKopucTanHs npH ii moOyJ0BI IPUHIUIIB JEIIEHTPAI-
3ar1ii Ta IpPO30POCTi TOIIO.

7. Bimomuii psn ¢aTaqbHUX BUNA/KIB, SIKI IPUBOAMIM O TOTO, IO OaraTo AOCHIKEHb PO3IIO-
Tst0Th abcomoTHY JoBipy 0 L[C Ha nekinbka opradiB. [ BUSBICHHS MiaApoOJICHUX, alle Jiiic-
Hux ceptugikarie TLS MoxHa, 3aCTOCOBYBATH 3aKpiIUIEHHS KJII0Ya, KPayJCOPCHUHTY Ta JOBEICHHS
10 OpaysepiB iHpopMalii Ipo BiIKJIUKaHHS TOIO. BKa3aHi MOYaTKOBI pillleHHs, SIKI YaCTKOBO pea-
J130BaHi, Ha *aJb 3a3HAJIM HEBJIayl yepe3 npodaemMu MaciuTaOyBaHHS.
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8. OCHOBHUM apryMeHTOM OOrpyHTyBaHHs 3actocyBaHHsa bY mpu nmoOyaysanni IBK e te, mo
pimenHs, 3acHoBaHi Ha ThY, moxyTh 00'ennatu nepesaru IBK, 3acHoBaHi Ha XypHanax, Ta Mmiaxo-
a1 WoT, a takoxx BupimmTH nesiki nmpobiemu 3i 3Buvaiinoi cucremu IBK. Tak, BY ycyBae norten-
LiKHI TOYKH BIAMOBH MiaxoAdy, 3acHoBaHoro Ha IBK Ha ocHOBI xkypHaiy, 1 mpobaeMu po3ropTaHHsL.
3 iHmoro 60Ky, miaXif, 1o 3acHoBaHui Ha bY, moM'skinye motpedbu WoT y HOBUX BIacHUKax cep-
Tudikari, o0 JOBECTU JOCTOBIPHICTh ICHYIOUMX YJICHIB MEpEXi, a TAaK0X IMOM'SKIIYE BHUMOTH
WoT i HOBHX BIIaCHHKIB cepTH(]iKaTiB, 00 JOBECTH JOCTOBIPHICTh ICHYIOUMX WICHIB MEPEXKI.

9. Crpykrypa IBK Ha ocnoBi BY miaTpumye BiIKIMKaHHS cepTU(IKATY, 10 € CYTTEBOIO MPO-
6nemoro B TpaauminHux cucremax IBK. Takoxk, OCKUIbKH HEMOXIMBO BUIAINTH iH(opMarttito 3 bY,
TO TUTbKH «0aTbKiBCchbkHil» LICK Moske mo3Havatu BUugaHuil HUM cepTudikar gk Bigkiaukanuil. Too-
TO, Oyb-ska HenpaBuwibHa noBeAiHka [{CK cTocoBHO BiakimukaHHs cepTudikaTy Oyae TaKox Mpo-
CTEe)KEHa 1 TOMiueHa BCiMa 1HIIUMU Cy0'eKTaMu.

10. IBK na ocHoBi BY niepen tpanumniitnoro IBK mae HacTymHi nepeBaru:

- mepeBipka cepTudikary i oro nanurora ceprugikaris LICK nmpocra 1 mBuxKa;

- IBK Ha ocnoBi TBY Bupimnrye gasaro npobiemy tpamumiitaux IBK, He Bumaratoun BUKopuc-
TaHHS CepBiCY, AKMI BUAA€ CIIUCKU BiAKIMKaHHA cepTudikaTiB (CRL).

11. IepeBipka naHIora A0Bipu cepTudikara Ha OCHOBI CMAapT-KOHTPAKTY BUSBIISETHCS OUIBII
3Ha4HO e(EeKTUBHIILIO0. [1es fioro nosusrae B ToMy, 110 CreLialbHUN CMapT-KOHTPAKT YUTAE 1 aHa-
nizye ceprudikatu [{CK, mo 36epiratotbes B bU BukitouHo 3a gonomororo koay Solidity Ta kom-
nutsTopa A cMapT-KoHTpakTy Ethereum.

12. Buxonsum 3 eKCIepuMeHTIB 3 TecToBUM 3aranbHOAocTymHUM ThY Rinkeby [26], 3amyck
HCK, BKIIOYal0YM CTBOPEHHS MOPOXKHBOI'O CMapT-KOHTPAKTY, 3aBaHTAKEHHs cepTH]IKaTy B LeH
CMapT-KOHTPAKT, 3aliC TeUI-3HAYeHHS IbOT0 cepTHdikata B cMapT-KOHTpakT OarbkiBchbkoro CA
touio, komtye 0,07 Ethers, mo npu HuHimHiNA BaptocTi Ethers 6mauspko 700 USD 3a Ether nepeso-
muthest y 50 USD 3a ceprudikar L{CK.

13. Cucrema CertLedger ynpasnse @ynkuismu IBK uepes3 00'extu crany. O0'ekT crany — 1e
u(pPOBUI TOKYMEHT, IKUH CKIAJAEThCA 3 JaHUX 1 HE3MIHHOTO KOy CMapT-KOHTPAKTY JJIs yIpaB-
ninHsa HuM. KokeH 00'ekT ctany Mae yHikanbHY aapecy B bU. JlepkaBHi 3MiHU aKTHBIB 1HIIIIOIOTh-
Cs OIepalisiMH Ta BIICTEXYIOTHCS Yepe3 AepkaBHI 00'€KTH.

14. CrocoBno cyvacHux IBK 3 IICK icHyroTh HacTymHi poOjeMu: €IMHA TOYKa 30010; HE0O-
X1IHICTh 3aCTOCYBaHHS TPETHOI OBIPEHOI CTOPOHH; BHUCOKA BapTICTh Ta HEE(EKTUBHICTH YIIpaB-
JHHS KJIIOYaMH MPU BEJIUKIM KUTHBKOCTI 3HAaYHO PO3IMOAUICHHX JOJATKIB 3 OararbmMa KOpHCTyBada-
Mu; Gap'ep U1 OAABaHHS HOBUX KOPHCTYBauiB, TaK sIK HOBI KOPUCTYBayi MOBHHHI MaTH JOBIpY Y
BXKE 3apEECTPOBAHUX KOPUCTYBAUIB.

15. IBK na ocnoBi ThY y nopiBusHHI 3 Tpanuniiinumu PKI maroTh Taki nepeBaru: mBUAKICTD
Ta MPOCTOTa TepeBipku cepTudikaty Ta nanmpra ceprudikarie [ICK; nHemae motpedbu y cepsici,
SKUI BUJIA€ CIIMCKH BIIKJIMKAHUX CepTH(]IKaTIB; HEMa€E MOTPeOU BiANOBIIATH HA 3aIIUTH TPOTOKOITY
OHJIaMH cTaTycy ceptudikariB (online certificate status protocol, OCSP); IBK na bY MoxHa BUKO-
PHUCTOBYBATH JUIsl pe3epByBaHHA NpocTux ceptudikariB bY Tak camo, 5K 1 crienudiuHux ceptudi-
kartiB BY.

16. IBK na ocHoBi BY 3a0e3nedye rHy4KHii 3aXHCT BiJl aTaK «JIIOAWHA TIOCEPEAUHI».

17. Cepen npoOieMHUX MUTaHb MOXHA BII3HAYUTH Taki: po3Mmip Biakputux bY mocTiitHO 3po-
CTae; SKUIO JJIS TepeBipkH cepTU(iKaTy BUKOPUCTOBYETHCS aHali3 CMapT-KOHTPAKTy 3 KOJOM
Solidity, a He 30BHIMHIN Moayns Golang, TO MOXke 3'IBUTHCH OOMEKEHHSI HA BUKOPUCTAHHS TeIll-
(GyHKIIH Ta aCUMETPUYHUX KpUNTOTrpadiuHuX (QyHKIIH, TOCTYHUX IJIs1 CMapT-KOHTPAKTIiB; BTparTa
MapOJII0 MPU3BOIAMTH J10 OE3MMOBOPOTHOT BTPATH JAOCTYIY /10 OOIIKOBOTO 3aIHCYy.

18. Ll cTaTTs HOCUTH XapaKTep NEPBUHHOIO 3arajlbHOCHCTEMHOIO aHAIITUYHOTO OTJIAY Ta
BiIoOpakae MOTJISIIM aBTOPIB HA MOXKJIMBOCTI Ta HeoOXimaHiCcTh cTBopeHHs1 IBK 3 BukopucTranHsIM
TBY. Ls Hama BIEBHEHICTh IPYHTY€ETHCS Ha TOMY, 110 Airoua IBK Ykpainu npaktudyHo peasizoBa-
Ha Ta MIATPUMYEThCS pU ekcruryaTartii [16 — 18].
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