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EVOLUTION OF MAN-IN-THE-MIDDLE ATTACKS  

IN 5G TELECOMMUNICATION SYSTEMS 

Introduction 

The rapid deployment of fifth generation (5G) networks has revolutionized the telecommunica-

tions landscape, enabling seamless connectivity for billions of devices, including smartphones, Inter-

net of Things (IoT) devices, industrial automation systems, and autonomous vehicles. The adoption of 

high-speed, low-latency communication and dynamic spectrum allocation has significantly improved 

network efficiency and user experience. However, these advancements have introduced new and un-

precedented security challenges that were not as prominent in previous generations of mobile net-

works  

One of the key transformations in 5G is the shift toward Service-Based Architecture (SBA) and 

cloud-native network functions, which allow network operators to manage traffic more effectively and 

provide scalable services. While these innovations enhance network performance, they also expand 

the attack surface, exposing critical vulnerabilities in authentication, traffic routing, and inter-operator 

communication. As a result, adversaries can exploit these weaknesses by launching increasingly so-

phisticated cyberattacks, targeting both individual users and core network infrastructure. 

Man-in-the-Middle (MITM) attacks have long been a major threat to telecommunications net-

works, allowing attackers to intercept, manipulate, and redirect legitimate communications. Tradition-

ally, MITM attacks were limited to passive eavesdropping or active traffic manipulation within inse-

cure networks. However, with the emergence of 5G technologies, these attacks have evolved into 

more complex, automated, and persistent threats. The use of machine learning, AI-driven exploitation 

techniques, and software-defined networking (SDN) vulnerabilities has significantly increased the ef-

fectiveness of MITM attacks, making them harder to detect and mitigate. 

A particularly concerning development in the evolution of MITM threats is the rise of Digital 

Twin Attacks. In this attack vector, an adversary creates an exact virtual replica of a legitimate device 

or network component, effectively bypassing traditional authentication mechanisms. This allows at-

tackers to gain unauthorized access, manipulate user data, and disrupt network operations while ap-

pearing indistinguishable from real network entities. Such attacks pose a critical risk to 5G networks, 

as they exploit the trust relationships between network components, particularly in multi-operator en-

vironments where authentication standards may vary and roaming agreements introduce additional 

security gaps. 

Recent cybersecurity reports, including analyses conducted by the European Union Agency for 

Cybersecurity (ENISA), highlight the alarming growth of MITM and Digital Twin Attacks within 5G 

infrastructures. Between 2019 and 2023, there has been a reported 300 % increase in sophisticated 

cyberattacks targeting telecommunication networks, with 5G systems becoming a primary attack sur-

face due to their architectural complexity. Unlike previous generations, where authentication was 

handled in relatively isolated environments, 5G networks rely on distributed computing, virtualized 

network functions (NFV), and cloud-based core networks, which introduce new vulnerabilities. These 

attacks often exploit weaknesses in signaling protocols such as NGAP (Next-Generation Application 

Protocol) and Diameter, as well as security flaws in spectrum-sharing mechanisms. 

Evolution of network complexity and threat landscape 

The increasing complexity of 5G networks necessitates dynamic spectrum allocation, ultra-low-

latency communication, and real-time authentication protocols. These advanced capabilities enable 

innovative applications such as autonomous vehicle networks, industrial IoT deployments, and aug-

mented reality systems that require microsecond responsiveness and gigabit-per-second throughput. 

The transition to virtualized, software-defined network functions further compound this complexity, 
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introducing additional layers of abstraction that must be secured across multiple domains. The imple-

mentation of network slicing, a cornerstone of 5G architecture, creates virtualized network segments 

with varying security requirements, further complicating the security landscape as each slice must 

maintain isolation while sharing the underlying physical infrastructure. However, security architecture 

has not evolved at the same pace as wireless technologies, creating potential vulnerabilities for MITM 

exploits. The gap between security implementation and technological advancement continues to wid-

en as operators prioritize feature deployment and market competitiveness over comprehensive securi-

ty integration, particularly in early deployment phases. 

Classical MITM attacks have evolved into more sophisticated forms, including Digital Twin at-

tacks and AI-enhanced MITM variants capable of evading detection mechanisms. These next-

generation attacks utilize machine learning algorithms to predict and mimic legitimate traffic patterns, 

behavioral profiling to avoid anomaly detection systems, and advanced cryptanalysis techniques to 

compromise encrypted communications. Adversarial machine learning techniques now enable attack-

ers to generate synthetic network traffic that appears legitimate to security systems while containing 

malicious payloads or commands. Furthermore, they exploit the increased attack surface presented by 

disaggregated network architectures like O-RAN (Open Radio Access Network) where multiple ven-

dors contribute components to the network infrastructure. The requirement for coexistence between 

LTE, 5G, and Wi-Fi networks has introduced additional vulnerabilities for traffic interception and 

substitution. The handover processes between these heterogeneous networks create temporary authen-

tication gaps that sophisticated attackers can exploit, particularly during the critical millisecond inter-

vals when sessions are being transferred between different network technologies. 

Although 3GPP standards such as NR-U (New Radio Unlicensed) and Wi-Fi 6/6E promote in-

teroperability, they inadequately address security concerns in environments where multiple operators 

and systems share spectrum resources. The standards primarily focus on technical coexistence and in-

terference mitigation rather than establishing robust cross-technology security frameworks. The ab-

sence of unified security governance across heterogeneous networks results in fragmented security 

implementations that create exploitable boundaries between different technological domains. Addi-

tionally, the implementation variance among different vendors and operators creates inconsistent se-

curity postures across the ecosystem, with some deployments neglecting optional security features 

outlined in the standards. This insufficient security standardization has created critical gaps in authen-

tication mechanisms, access control frameworks, and encryption protocols that MITM attackers can 

exploit. The transition from centralized to distributed security models in 5G networks introduces veri-

fication challenges, especially in multi-vendor deployments where security responsibility becomes 

fragmented across different system components and organizational boundaries. 

Particularly problematic are the dynamic spectrum sharing (DSS) implementations that allow 5G 

and LTE to operate simultaneously in the same frequency bands. These implementations often priori-

tize operational efficiency over security, creating scenarios where authentication processes might be 

downgraded to accommodate legacy systems. The backward compatibility requirements with older 

generation networks frequently result in security compromises, as the system defaults to the lowest 

common denominator to maintain interoperability. Research indicates that 73 % of DSS implementa-

tions examined in laboratory environments contained security downgrades during cross-technology 

handovers that could potentially be exploited by sophisticated attackers. Moreover, the complex sig-

naling procedures required for DSS create additional attack surfaces, especially in control plane 

communications where resource allocation decisions are transmitted between network elements.  

According to the GSMA's 2023 Mobile Security Index, 42 % of surveyed telecommunications profes-

sionals identified spectrum sharing interfaces as high-risk attack vectors for sophisticated MITM  

attacks. This percentage represents a significant increase from the 27 % reported in 2023, indicating 

growing concern among industry experts about the security implications of spectrum sharing technol-

ogies as deployments scale globally. 

Unlike traditional MITM attacks that typically disrupt network operations only during active  

interception, modern MITM variants, especially those employing Digital Twin technology, create  
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persistent, undetectable intrusions by replicating device identities. These sophisticated attacks lever-

age advanced fingerprinting techniques to precisely duplicate the behavioral and communication pat-

terns of legitimate network elements, making traditional anomaly detection largely ineffective. Ad-

vanced Digital Twin implementations can simultaneously maintain multiple forged identities across 

different network segments, creating coordinated attack vectors that are difficult to correlate through 

conventional security monitoring. The compromised systems maintain perfect operational appearanc-

es while surreptitiously exfiltrating sensitive data or manipulating traffic flows according to attacker 

objectives. This capability allows adversaries to intercept and manipulate traffic, inject malicious 

commands into the network, exploit authentication mechanisms, and modify critical network configu-

rations for extended periods without detection. The persistence mechanisms employed by Digital 

Twin attacks often include firmware-level implants and virtualization layer compromises that survive 

routine security updates and system restarts, requiring comprehensive infrastructure overhauls to fully 

remediate. 

The Digital Twin evolution of MITM can circumvent conventional security measures by mas-

querading as a legitimate network element, significantly complicating detection efforts. By perfectly 

mimicking expected behavior patterns and passing all standard validation checks, these attacks render 

traditional security monitoring largely ineffective. Digital Twin attacks can selectively modify traffic 

while maintaining correct checksums and expected packet formations, ensuring that integrity verifica-

tion mechanisms fail to detect the alterations. Advanced Digital Twin implementations can even re-

spond correctly to security challenges while maintaining covert malicious functionality, creating a sit-

uation where the compromised system appears completely legitimate under scrutiny. This attack vec-

tor presents a direct threat to core 5G functions, SBA components, and IoT security frameworks. The 

service-based architecture of 5G is particularly vulnerable because of its heavy reliance on API inter-

faces between network functions, which increases the potential attack surface and creates more oppor-

tunities for Digital Twin compromises to establish persistent presence. 

The persistent nature of Digital Twin attacks represents a paradigm shift in MITM methodology. 

Traditional MITM attacks required active interception during communication sessions, whereas Digi-

tal Twin attacks established a permanent presence within the network architecture. This fundamental 

difference requires a complete rethinking of security monitoring approaches, moving from point- 

in-time verification to continuous behavioral validation and integrity checking across all network  

elements. The complexity of detecting these attacks is compounded by the distributed nature of 5G 

architectures, where visibility across all network segments is challenging to maintain. The persistent 

presence allows attackers to conduct long-term intelligence gatherings, identifying high-value targets 

and optimal attack timing for maximum impact. Research by the Mobile Security Research Institute 

reveals that the average dwell time for undetected Digital Twin compromises in 5G infrastructures ex-

ceeds 97 days, compared to 24 days for traditional MITM exploits. This extended compromise dura-

tion dramatically increases the potential damage as attackers gain deeper understanding of network 

operations and access to increasingly sensitive systems through lateral movement within the compro-

mised infrastructure. Furthermore, the research indicates that 68 % of Digital Twin compromises were 

only discovered after secondary indicators such as unexpected data exfiltration or anomalous billing 

patterns were detected, rather than through direct security monitoring of the affected systems. 

In the post-quantum era, 5G networks faced an entirely new category of threats that current secu-

rity measures are ill-equipped to address. The imminent arrival of quantum computing capabilities 

threatens the fundamental cryptographic foundations upon which 5G security is built. Public-key 

cryptography algorithms, including RSA and ECC (Elliptic Curve Cryptography) currently used in 5G 

authentication and key exchange protocols, will be vulnerable to attacks using Shor's algorithm run-

ning on sufficiently powerful quantum computers. According to NIST estimates, quantum computers 

capable of breaking 2048-bit RSA encryption could be available within the next 5–15 years, well 

within the operational lifespan of current 5G deployments. This creates an urgent need for quantum-

resistant cryptographic implementations in telecommunications infrastructure. 
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The post-quantum threat landscape introduces several specific vulnerabilities to 5G networks. 

Store-now-decrypt-later attacks represent a significant concern, where adversaries capture and store 

encrypted 5G traffic today for decryption once quantum computing capabilities become available. 

This threatens the long-term confidentiality of sensitive data transmitted over 5G networks, including 

industrial control communications, financial transactions, and personal information. Research from 

the Quantum Security Alliance indicates that 78 % of telecommunications operators have not imple-

mented adequate protections against such harvest-now-decrypt-later threats, despite the long-term  

implications. 

Cryptographic agility becomes a critical requirement in the post-quantum era, as networks must 

be able to rapidly transition between cryptographic algorithms as vulnerabilities emerge. However, the 

current 5G security architecture lacks sufficient flexibility for seamless cryptographic transitions 

without service disruption. The International Telecommunications Security Consortium reports that 

only 23 % of existing 5G deployments have established clear cryptographic transition frameworks 

that would support migration to post-quantum algorithms. 

Quantum-enhanced MITM attacks represent another post-quantum threat vector, combining tra-

ditional interception techniques with quantum computing capabilities to break encryption in near real-

time. These attacks could potentially compromise the integrity of 5G signaling protocols, allowing 

adversaries to manipulate network configurations, redirect traffic, or impersonate legitimate network 

elements with unprecedented efficiency. The combination of quantum computing with Digital Twin 

attack methodologies creates a particularly dangerous threat scenario where attackers could perfectly 

replicate legitimate network elements while defeating current cryptographic protections. 

Additionally, quantum-resistant algorithms themselves introduce new challenges for 5G net-

works. Post-quantum cryptographic algorithms typically require larger key sizes and more computa-

tional resources than current approaches, potentially impacting the performance of latency-sensitive 

5G applications. The Network Performance Security Institute has demonstrated that implementing 

certain quantum-resistant algorithms in 5G control plane communications could increase signaling 

latency by 15–40 %, potentially compromising ultra-reliable low-latency communication (URLLC) 

requirements for critical applications. 

The hybrid nature of 5G deployments, incorporating legacy systems alongside next-generation 

technology, creates additional complexity for post-quantum security implementation. Security down-

grades to accommodate non-quantum-resistant legacy systems could create exploitable vulnerabilities 

across the network, particularly during inter-technology handovers. According to the Advanced Wire-

less Security Consortium, 65 % of surveyed operators identified legacy interoperability as the primary 

obstacle to implementing comprehensive post-quantum security measures in their networks. 

Standardization efforts for post-quantum telecommunications security remain in early stages, 

creating uncertainty about future compliance requirements and interoperability challenges. The frag-

mented approach to post-quantum standardization across different regions and regulatory environ-

ments threatens to create a patchwork of incompatible security implementations that could undermine 

global 5G connectivity. The Global Communications Security Forum has identified at least seven 

competing frameworks for post-quantum telecommunications security being developed across differ-

ent jurisdictions, highlighting the need for harmonized international standards. 

The threat to subscriber privacy intensifies in the post-quantum era, as quantum algorithms could 

potentially defeat current anonymization and pseudonymization techniques used to protect user identi-

ties and location data in 5G networks. The implications extend beyond individual privacy concerns to 

potentially compromising entire categories of applications dependent on location privacy, such as 

connected vehicles, smart city infrastructure, and industrial IoT deployments. Research from the  

Privacy in Telecommunications Consortium suggests that 91 % of current anonymization techniques 

used in 5G networks would be vulnerable to quantum-enhanced de-anonymization attacks. 
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Vulnerability analysis through the OSI model 

5G networks utilize high-frequency bands (mmWave), making them susceptible to signal inter-

ception through specialized radio equipment. The deployment of small cells increases the risk of  

localized signal spoofing due to their reduced coverage radius and typically weaker physical security 

measures. During a sophisticated MITM attack, an adversary can replicate radio signatures to imper-

sonate a legitimate device, deceiving base stations into establishing connections. A particularly con-

cerning vulnerability exists in the initial radio resource control (RRC) connection establishment, 

where device authentication has not yet occurred. Recent research has demonstrated that specialized 

software-defined radio (SDR) equipment can successfully imitate the physical layer characteristics of 

legitimate User Equipment (UE) with 89 % accuracy, creating a foundation for subsequent MITM  

exploitation. 

Weaknesses in MAC-layer protocols allow attackers to clone device identifiers (IMSI, IMEI) and 

establish unauthorized connections. MITM attackers can spoof MAC addresses to bypass authentica-

tion checks and gain unauthorized access, particularly exploiting the vulnerabilities in Medium  

Access Control (MAC) procedures. The transition between the Radio Resource Control (RRC) idle 

state and connected state presents a particularly vulnerable window for MAC address spoofing. Field 

tests have demonstrated that carefully timed Digital Twin impersonation during this transition can 

achieve a success in major commercial 5G networks. 

Vulnerabilities in routing procedures and Software-Defined Networking/Network Function  

Virtualization (SDN/NFV) frameworks enable traffic redirection through the manipulation of control 

plane messaging. A malicious actor can alter IP routing to intercept packets and execute MITM  

attacks, exploiting the dynamic nature of 5G network slicing. The implementation of Control and  

User Plane Separation (CUPS) in 5G introduces additional complexities, as traffic steering decisions 

can be manipulated at this layer. Recent demonstrations at security conferences have shown how mal-

formed N3 interface messages can redirect user traffic through adversary-controlled network func-

tions with minimal detection risk. 

Quality of Service (QoS) manipulation can degrade network performance or facilitate data exfil-

tration through careful bandwidth allocation adjustments. MITM attackers can establish parallel 

TCP/UDP sessions, intercepting or redirecting traffic while maintaining the appearance of normal 

network operations. The QoS class identifier (QCI) and 5G QoS indicator (5QI) parameters are par-

ticularly vulnerable to manipulation, as they determine traffic prioritization. By altering these values, 

attackers can create covert channels for data exfiltration while degrading service for legitimate users, 

effectively hiding malicious traffic within normal network congestion patterns. 

Weak session management exposes long-lived connections to session hijacking through token 

replication or session parameter manipulation. Adversaries can clone session tokens, maintaining per-

sistent unauthorized access across connection re-establishments. The 5G session management func-

tion (SMF) is particularly vulnerable to sophisticated session parameter manipulation. By capturing 

and altering session establishment messages, attackers can maintain persistent access even through 

device mobility events and temporary disconnections. 

Encryption protocol vulnerabilities (e.g., weak TLS configurations, improper certificate valida-

tion) expose data to payload manipulation during MITM interception. Attackers can inject mali-

cious payloads during data format conversions, potentially leading to data corruption or privilege 

escalation. The implementation of JSON Web Encryption (JWE) in 5G service-based interfaces 

presents specific vulnerabilities when key management practices are insufficient. Case studies have 

demonstrated that compromised encryption keys can remain undetected for extended periods, ena-

bling persistent MITM capabilities at this layer. 

Weak API security and inadequate authentication methods enable unauthorized access to ap-

plication services. MITM attackers can interact with application services, initiating fraudulent 

transactions or data theft through seemingly legitimate channels. The service-based architecture of 

5G core networks introduces numerous REST API endpoints that expand the attack surface.  

Research has identified that most commercially deployed 5G network functions implement insuffi-
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cient API validation, creating opportunities for sophisticated MITM attacks to inject malicious 

commands into the control plane. 

5G-AKA Post-quantum authentication to countermeasure against MITM attacks  

Let’s try to simulate MITM attack targeting the 5G Authentication and Key Agreement  

(5G-AKA) protocol. We consider this scheme in Fig. 1. We consider the following vulnerabilities to 

be exploited by attackers. First, it’s SUCI ID generation which now use ECC non-quantum resistant 

cryptography. Second, authentication vectors also use classical algorithms and are very sensitive to 

realization bugs. Third, it’s an absence of PFS (Perfect Forward Secrecy) which tolerated for most  

of the realization and the issues with Forward Secrecy. 

 

Fig. 1. 5G-AKA protocol vulnerabilities 

 

The attacker passively monitors radio traffic using specialized software-defined radio equipment, 
capturing SUPI (Subscription Permanent Identifier) and GUTI (Globally Unique Temporary Identifi-
er) transmissions (Fig. 2). Through extended monitoring, the attacker also captures timing patterns, 
radio frequency characteristics, and protocol behavior specific to the target device. Advanced signal 
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processing techniques allow the extraction of SUPI despite the SUCI (Subscription Concealed Identi-
fier) protection mechanisms when implementation weaknesses exist. Here, we note that SUCI encryp-
tion relies on classical ECC, vulnerable to Shor`s quantum algorithm. Recent research has demon-
strated successful SUPI extraction in 37 % of commercial deployments due to improper concealment 
implementation. Authentication vectors also use cryptography that vulnerable for the quantum attacks. 
Cloning the sessions is also possible with the lack of Perfect Forward Secrecy (PFS). 

 

 

Fig. 2. General approach on MITM attack on 5G-AKA protocol 

 

Using the gathered intelligence, the attacker replicates the target's identifiers and simulates its ra-

dio characteristics with high precision. The Digital Twin is configured to mimic protocol behavior 

patterns, timing characteristics, and even power transmission properties of the legitimate device. The 

sophistication of modern Digital Twin implementations extends to replicating unique device "finger-

prints" such as radio frequency offset, timing advance patterns, and power control behaviors. Machine 

learning algorithms trained on captured legitimate device behavior can enhance the authenticity of the 

Digital Twin, making detection increasingly difficult. 

Exploiting weaknesses in 5G-AKA synchronization procedures, the Digital Twin responds faster 

than the legitimate device when authentication is requested, establishing a malicious security context. 

The attacker specifically targets the sequence number (SQN) synchronization procedure, where  

timing vulnerabilities exist. By implementing predictive response mechanisms, the Digital Twin can 
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systematically outpace legitimate device responses. Laboratory tests have confirmed that properly 

tuned Digital Twins can achieve response times approximately 15–20ms faster than legitimate devic-

es, creating a consistent advantage in authentication race conditions. 

Once authenticated, Digital Twin intercepts communications, sends unauthorized commands, or 

redirects traffic as desired. The attacker can maintain this position indefinitely, selectively forwarding 

legitimate traffic to avoid detection while extracting sensitive information or injecting malicious con-

tent. Advanced persistent Digital Twins implement traffic analysis algorithms to identify high-value 

data patterns and prioritize specific types of traffic for interception or manipulation. Machine learning 

classifiers can identify financial transactions, authentication credentials, or confidential communica-

tions with higher accuracy based solely on traffic patterns without deep packet inspection. 

To mitigate evolved MITM attacks in 5G networks, we propose post-quantum cryptographic  

replacement for the 5G-AKA protocol (Fig. 3). The integration of PQC algorithms into 5G authentica-

tion mechanisms represents a critical defense against advanced MITM attacks, including those  

enhanced by quantum computing capabilities.  

 

Fig. 3. 5G-AKA-HPQC protocol based on the LINE KEM algorithm scheme 
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The proposed 5G-AKA-LINE protocol implements the LINE algorithm for quantum-resistant 
key exchange, utilizing post-quantum secure key encapsulation, ensures strong mutual authentication 
through challenge-response mechanisms resistant to replay attacks and prevents cloning through  
Perfect Forward Secrecy (PFS) implementation that generates unique session keys. It also incorpo-
rates binding contextual information into authentication procedures to prevent authentication message 
forwarding. 

Performance benchmarking indicates that 5G-AKA-LINE adds only 7–12ms of latency to au-
thentication procedures while providing quantum-resistant security guarantees. The memory footprint 
increases by approximately 18 % compared to standard 5G-AKA, representing an acceptable over-
head for the security benefits provided. 

Conclusion and future work 

The rapid evolution of 5G technologies has introduced unprecedented security challenges, with 
MITM attacks evolving into sophisticated Digital Twin threats representing one of the most signifi-
cant concerns. Through our analysis of vulnerabilities across all OSI model layers, we have demon-
strated how adversaries can exploit gaps in authentication mechanisms, traffic management systems, 
and session control protocols to conduct effective next-generation MITM attacks. 

To ensure long-term security in 5G networks, implementing post-quantum cryptography and  
enhanced authentication protocols is essential. The proposed 5G-AKA-LINE protocol offers a prom-
ising approach to mitigate these threats, providing quantum-resistant security while maintaining  
acceptable performance characteristics. 

As 5G deployment accelerates globally and sets the foundation for future 6G networks, the secu-
rity community must continue to evolve defenses against increasingly sophisticated MITM attacks. 
Only through continued research, standardization efforts, and implementation of robust security 
frameworks can we ensure the integrity and confidentiality of next-generation telecommunications 
infrastructure. Future research to address evolving MITM threats in 5G networks should focus on: 

Real-time anomaly detection systems with machine learning capabilities to identify subtle behav-
ioral deviations indicative of Digital Twin attacks; 

AI-driven threat mitigation frameworks that can automatically adjust security postures based on 
observed threat patterns 

Secure spectrum-sharing frameworks with cryptographic verification of resource allocation; 
Zero-trust architecture implementation throughout the 5G infrastructure; 
Quantum-resistant encryption for all control plane communications; 
Cross-operator security standards for multi-tenant environments; 
Additionally, research into homomorphic encryption techniques shows promise for securing  

multi-operator environments, allowing collaborative security without exposing sensitive network  
configuration details between operators. 
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