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AHAJI3 BUKOPUCTAHHS KPUIITOITPOBAHJIEPIB Y ITIPOTOKOJII TLS

Beryn

[oxHst KOKHA JIFOAWHA HAJCWIAE JCCATKU TMOBIOMIICHB 1 3aBaHTaxye rirabaiitu Tpadiky.
[Tpu 1pOMY AOCTATHBO BENHMKA KUTBKICTh JTAHUX IMPOXOJUTH BIIKpUTUMHU Mepexamu. Lle Hakmanae
J0JTATKOBY BIAMOBiNaNbHICTE Ha end-t0-end mpoTokonm 3axucty naHux. OJHUM 3 HaiiMacOBIIINX
MIPOTOKOJIIB 3aXUCTy AaHuX y Mepexi [nreprer € nporokon HTTPS (HyperText Transfer Protocol
Secure). 3rinHo 31 3BiTamu Google Transparency Report [1], 10151 BUKOpUCTAHHS IBOTO MPOTOKOJTY
cyrTeBo 30utbIMIack: BiX 40 % y 2015 p., mo O6ubm HiX 90 % BincotkiB y 2022-2024 pp.
3aranbauii Tpeuna 31 30utbenns yactku HTTPS tpadiky naBeneno na puc. 1. I'padik gemoHCcTpye
y3arajgbHeHy 1H(pOpMaIliro 010 J0CTyny 10 caiTiB yepe3 nporokoa HTTPS y Opaysepi Chrome,
asie 3arajbHa TeHCHIIISA 3p03yMila.
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Puc. 1. Bincorok suxopucraras HTTPS mporokony

Cxoka TeHJIeHIIis CIOCTEePIraeThes 1 3 IUPPYBAHHAM €JIEKTPOHHUX MOBIIOMJICHb: CTAHOM Ha
2014 p. numme 26 - 28 % ycix BXIAHUX 1 BUXIIHUX MOBiIOMIJIEHb OyiM 3amugpoBaHi BiIHIOBIIHO.
Aue 3 TOro yacy cuTyallisi 3HauHO TMOKpaluiacs, i 3apa3 el MoKa3HUK CTaHOBUTH Maibke 100 %,
MU TOBUHHI TOCTIHHO O0aTH Mpo Oe3MeKy HallNX JaHHUX.

Sk Bimomo, npotokos komyHikalii TLS € 6a3oBum enementom nporokosy HTTPS. MoxHa
ckazatu, HTTPS - me HTTP over TLS. Kpim Ttoro, TLS Moxe BHKOpHCTOBYBaTHUCS JUIS
3a0e3neueHHs] Oe3MeKu JaHUX IMiJx Yac poOOTH M BENMKOI KUIBKOCTI IHIIMX MPOTOKOJIB, B TOMY
qucil JUis NoTped eNeKTPOHHOI MOLITH, MPOTOKOJiB oOMiHy (aiinamu Ta iHmte. ITo cyri TLS e
(GyHJAMEHTAJIbHUM €JIEMEHTOM CyYaCHHMX MeXaHI3MIB 3a0e3leueHHs 0e3MeuHol nepeaaydi JaHuX B
InTepneri.

AKTyaJIbHICTH
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Baxnusicte TLS st 3axWcTy AaHUX WA 4Yac Tepenadi y BIIKPUTHX MEpekax BaXKKO
nepeouinuti. Pazom 3 TuM, TLS, sk mpoTokon 3axucTy OaHuX, HE MOXe OyTH e(eKTHBHO
peanizoBanmii 6e3 KpunrorpadiyHUX MOCTavYaNbHUKIB. BOHM IIIOTH SIK OCHOBHMI IHCTPYMEHT, KU
3abe3neuye 00UUCITIOBANIbHY MIATPUMKY JUISL BCIX KpUNITOTrpaiyHUX ONeparlii.

[Mocrayanpauk mociyr kpunrorpadii (CSP) — me He3anexHMid MOIYylb, SKHHA TO3BOJISE
BUKOHYBaTH Kpunrorpagiuxi onepamii. SIckpaBUM TOpPUKIAIOM MNOCTAa4albHHUKA  TOCIYT
kpunrorpadii € CryptoAPI ta CNG B omnepamiiinux cucremax Microsoft. Takox iCHYIOTBH
«He3zanexH» CSP, ski He € eleMeHTaMH KOIHOI omepamniiHoi cucremu, Hampukian OpenSSL,
BoringSSL. Bounu MOXYTb
OyTn 3amisHI HE3aJeKHO Bif omepamiiHoi cucremMu. Bubip, po3poOka Ta BIOCKOHAICHHS
KPHUITOIPOBAii/iepiB  Oe3rmocepelHbO BIUIMBAE HA MPOAYKTHBHICTh, O€3MEKy Ta IOIMIUPEHHS
nporokosty TLS y mepexax.

TLS Bumarae mudpyBaHHs A7 3aXUCTY JJaHUX, a NOCTaYaJIbHUKKU KpUOTorpadii MponoHyOTh
pealtizailito TaKuX alrOpUTMIB:

- cuMmerpuyHi anroputMu mudpysanas (AES, ChaCha20) — mis 3axucTy OCHOBHOIO KaHaly
nepenavl 1aHux;

- acuMeTrpuuHi anroputmu mudpysanus (RSA, ECC) — st oOMiHy KiIrouaMu MK KJIIEHTOM 1
CEPBEPOM;

- rem-¢ynkiii (SHA-256, SHA-3) — st 3a0e3meueHHs IUTICHOCTI TaHKX.

Kpim Ttoro, kpunrorpadiuHi NmocTayaJbHUKHM BIIMOBIIAIOTH 3a CTBOPEHHS, 30€piraHHs Ta
KEepyBaHHsS KpUNTOTpadiuHUMHU KIIOYaMH, $SKI BUKOPUCTOBYIOThCS B mpotokosi TLS. Bonu
oOpoOisitorh ceprudikatu X.509, ski BUKopucTOBYIOThes TLS st aBTeHTHdIKALIi cepBepa Ta
onrtumizanii
00UYMCITIOBAIBHUX OTIEPAIIiN JUIsl 3MEHIIICHHS 3aTPUMKH, 110 € KPUTUIHO BakIuBHM 1j1st TLS.

Mertoto nanoi poOoTH € aHami3 eheKTHBHOCTI POOOTH KPUIITONPOBaiiaepiB y mpotokoii TLS, a
TaKOX BH3HAYCHHS OCOOJMBOCTEH KpPUITONPOBAWAEpiB, IO BIUIMBAIOTH Ha iX BHOIp Ta
BuKopucTaHHsA B TLS mpoToko:i 3 ypaxyBaHHSM PI3HUX acTeKTiB (YHKIIIOHYBAHHS MPOTOKOJTY.

JU1sl JOCSITHEHHsI TOCTaBJIEHOT METH BUCYBAIOTHCS TaKl 3aBJIaHHS:

- aHAIII3 apXiTeKTypu npotokory TLS;

- BU3HAYCHHS BPA3JIMBOCTEH MPOTOKOIY;

- BUBYCHHS POJIi KpunTorpadiqHuX MpoBanIepiB;

- TIOPIBHSIHHS Cy4acCHUX PillIeHb;

- (opMYITIOBaHHS pEKOMEHIAITIH.

[IpoBenemo aHami3 HAYKOBUX POOIT, SKI TAKOXK JOCTIKYBAIH 11€ TUTAHHS.

AHaJi3 HAyKOBHX pPoOiT

VY cyyacHHX JIOCIIKEHHSX, [0 CTOCYIOTbCS BUKOPUCTAHHS KPUIITONPOBAiAEpiB y MPOTOKOJII
TLS, ocHOBHa yBara NpUAUISETHCS MUTAHHSIM KPUOTOCTIMKOCTI, MPOIYKTUBHOCTI Ta 3pYyYHOCTI
BNPOBA/DKEHHsI Ha pi3HMX Iutatrgopmax. Pi3Hi kpunrtorpadiuni Oiomioreku i API, 30kpema
Microsoft CryptoAPI, CNG, OpenSSL 1 BoringSSL, aHani3yloTbCsl y KOHTEKCTI iX 37aTHOCTI
e(eKTUBHO 3a0e3MeuyBaTH 3aXUILEHE 3’ €HAHHS.

VY poboTi [2] posrispaerses peamizamis TLS depe3 6i6mioreky CNG. [letanbHO pO3IIISTHYTO
BHYTpIIHIO MoOynoBy Ta edexkTuBHicTh BHUKOpucTaHHI CNG y TLS-3’eqnannsax. Y poOorti
noka3aHo, mo CNG mnpononye cywsacHuit APl g kpuntorpadgiuHux omepainiid, ogHaK Mae
oOMEXeHy THYYKICTb MOPIBHSHO 3 BIAKPUTUMHU peai3allisiMM, a TaKOX IMOTCHUIHHO HUXKIY
MPOAYKTUBHICTh Yepe3 CUIIbHY IHTErpallito i3 CHCTEMHUM CXOBHILEM KITIOUIB.

Hocmimkenns [3] akueHTye yBary Ha mpoOiemax YIpaBIIiHHS CEKpeTaMH B MOOUTBHHX
peanizamisix TLS. 3okpema, MmpoaeMOHCTpOBaHO, IO HAaBITh Cy4YacHI HpoOBaiiiepH, Taki sK
BoringSSL, ski mupoko BUKOPUCTOBYIOThCS B Android, MOyTh 30epiraTi KJIO4OBY iH(pOpMAILiio
y mam’sITi
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nicins 3aBepuienHs TLS-cecii. Lle cTBoproe moTeHIiiHy Bpa3IuBICTh, sIKa MOXKe OyTH BHKOpHCTaHA
Yyepe3 aHali3 JaMIiB mam’aTi abo caiif-kaHaibHI ataku. Lleil acmekT migkpeciroe BaXIUBICTh HE
JIMIIE KPUITOCTIHKOCTI, @ i KOPEKTHOTO YIPABIIHHS KUTTEBUM IIMKIJIOM KITFOUiB.

Y KOHTEKCTi BUCOKOITPOAYKTUBHIX OOUUCIIOBAILHIX CUCTEM 3acClyrOBYE Ha yBary crarts [4],
gKa J0CHimKye edektuBHicTh pobotu Oibmiotek OpenSSL, BoringSSL, Libsodium i Crypto++
y CepeloBHINAX 13 MapajebHAMH OOYHUCIICHHSMHU. 30KpeMa, IOPIBHIOIOTHCS JIATCHTHICTS,
MpONyCKHA 37aTHICTh Ta MacmraboBaHicte TLS-ceciii y cepenoBunii MPI-xomyHikamii.
PesynbraTu
JEeMOHCTPYIOTh miepeBary BoringSSL y macmrraboBaHocCTi, 1m0 poOUTH WOTO NMPUBAOIMBUM ISt
CepBEPHUX PillleHb 1 XMapHUX 1HPPaCTPYKTYp.

Oxpemy yBary B uiteparypi npuaineHo Microsoft CNG APl sx 3amiHi TpaaumidHOT
CryptoAPI. ¥ crarri [5] HamaeTbes mpakTuuHui orisy MoxkiauBocteit HoBoro API. CNG npomnonye
OUTBII MOAYJIBHUMN 1 THYYKHMH IiaXiA Ao kpunrorpadii B Windows, migTpuMye cydacH1 airOpUTMH,
IHTerpalliio 3 arapaTHUMHM MOJIYJISIMH Ta IIEHTpali30BaHe ynpasiiHHA kitouyamu yepe3 NCrypt APL.
Opnnak, BukopuctanHss CNG mwmmaerbcss oomexxeHuMm Windows-turiatopMoro Ta Mae MEHIIE
MIPUKIAJIIB KpocmiaThopMeHOro BpoBaakeHHsa y TLS.

Kpim Toro, B po6oTi [6] Oyso 3amponoHOBaHO peasti3allifo MOCTKBAHTOBOTO alITOPUTMY OOMIHY
kmodamu Ha 0a3i NTRU y TLS 1.3 3 Buxopucranasm OpenSSL. Pesynbratu mokasyrooTh, 110
HaBITh 3a YMOB JOJATKOBUX OOYHMCIIIOBAJIBHUX BHUTpAT, NpOAyKTHUBHICTH TLS-ceciii 13
MMOCTKBAaHTOBUM OOMIHOM KJTIOUIB 3ajJUINaliach BHUCOKOK, IO BIAKPUBAE TEPCIEKTUBU
BrpoBakeHHs: OpenSSL y MailOyTHI cTaHAAPTH CTIMKUX 10 KBAHTOBHX aTaK CHCTEM.

KoxHa po6oTa BUCBITIIOE OKpEeM1 MUTAHHS 3aCTOCYBAHHS KPHUIITONPOBAWIEPIB 3 TOUKH 30pYy
MIBUAKOIT a00 Oe3rekr BUKOPUCTAHHS, B TOMY YHCI y ipoTokomi TLS. Pa3om 3 Tam, 11i poGoT He
HaJAI0Th 3araJibHO1 KapTUHU 11010 BUKOPUCTAHHS KPUIITOIIPOBaepiB y mpoTokoii TLS.

Apxitektypa nporokoay TLS

[Tpotokon TLS € pynmameHnTanpsHUM eaeMeHTOM Oe3nmedHoro oOMiHY JaHWMHU B [HTepHETI,
sKuil 3a6e3medye mudpyBaHHs, aBTeHTH(IKALIIO Ta HiticHicTs iHbopMarii. Moro epekTHBHICTD
TPYHTYETHCSI Ha TIOEHAHHI MEXaHI3MIB B3a€MOJIl Ta PI3HMX KpUNTOTpadiuHMX MEXaHI3MIB, SKi
rapaHTyloTh KOH(IIEHIIHHICTh Ta 3aXMCT BiJ HECAHKIIOHOBAHOTO nocTymy. Cepen KIHOUOBHX
komnioHeHTiB TLS — anroputmu mumdpyBanHs, rem-¢GyHKIii Ta iHPpacTpykTypa GopMyBaHHS Ta
nigrpumku ceptudikatiB. [1] KoxkeH i3 mux emeMeHTIB Ta iXHS PoOJib y CTBOPEHHI HAaJIHHOTO
MEXaHI3MYy O€3MEeKH PO3TIISIHYTI HUXKYE.

Aaroputmu mmdppyBanusa. [lludpysBanns € 06azoBum enemeHToM Oesneku TLS, sxuit
3a0e3mevye 3axMCT TepenaHoi iHdopmarii Bil MEpeXOIUIeHHs. Y MeXax IPOTOKOIY
3aCTOCOBYIOTHCS JBa TUIIH KPUNITOTrPadiuHUX METO/IIB:

- cuMeTpuYHe IU(PYBaHHS: BUKOPUCTOBYETHCS ISl 3aXUCTy TMEpeJaHuX JaHWX Mics
BCTaHOBJIEHHA 3'eqHaHHs. OOWIBI CTOPOHU cecii 3aCTOCOBYIOTh OJWH CIUIBHUI KJIIOY, IO
MPUILBUIIYE OOpPOOKY Ta 3MEHIIIYE HABAHTAXKCHHS Ha CUCTEMY;

- aCMMeTpUYHE MH(PYBaHHS: 3aCTOCOBYETHCS HA IIOYATKOBOMY €TaIli BCTAHOBIICHHS 3'€JHAHHS
JUIA 3aXUCTy oOMiHy kimrodamu. Lleit meton 6a3yeThcsi HA BUKOPUCTAHHI ABOX KIIIOYIB: BIIKPUTOTO
(public) Ta 3akpuroro (private).

Temr-pynkuii. Ienr-GpyHKii BigirparoTh BaXKIMBY poJib Y rapaHTyBaHHi HLTICHOCTI MEpEIaHUX
JTaHuX 1 cTBOpeHHl nmupposux mianucie y TLS. BoHu BHKOPHCTOBYIOThCS Ui (POpMYBaHHS
Message Authentication Codes (MAC), siki J03BOJNSIOTH BUSABJIATH Oy/Ib-AKi 3MIHU B JaHUX TIiJ 4ac
nepenayi. OCHOBHI aJITOPUTMHU HaBeJleHO y Tab:. 1.

Kuaroui Ta ceprudikaru. /s 3a6e3neueHHs apTeHTH(iKaii Ta J0BipU Mbk cropoHamu y TLS
BHUKOPHUCTOBYETHCSI MEXaH13M IIUPPOBUX cepTU(DIKATIB Ta KpUntorpagiqHux kimoviB. @opMyBaHHS
Ta XKUTTE€BUH LUK CepTHU(IKATIB BIAKPUTUX KIIOUIB 3a0e3MeuyeTbcs HEHTpaMH cepTHdikaiii
BIIKPUTUX KItO4iB. Pazom 3 Tum, Ge3neuHe 30epiraHHs OCOOMCTHX KIIIOYIB a TaKOX 30epiraHHs
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cepTU(]iKaTiB BIIKPUTHX KIIOYIB y CHUCTEMax KiHIIEBHX KOPHUCTYBAuyiB YacTO IOKIAJA€THCS Ha
(GyHKIIOHAT KPUTITOTIPOBARAEPIB.

HasBuicts iH(ppacTpykTypH BiakpuTux kiouiB y TLS rapantye, mo cepep abo KIIEHT, 3
SKMM BCTaHOBIIIOETHCS 3’€IHAHHS, AIMCHO € THM, 32 KOro cebe BUAA€, 0 3MEHIIYE PU3HMK aTak
THITY «JII0/IMHA ocepeauHi» (man-in-the-middle, MITM) [2].

Taommusg 1
ANropuTMH, 1110 BUKOPUCTOBYIOThCS Y TLS
Tun anropurmy Hasga anropurmy [Ipn3HaueHHs/MpUMiTKa TLS-Bepcii
AES-128-GCM / AES- o
256-GCM Crangaptu mmdpyBanHs 3 aBreHTudikamiero |TLS 1.2, TLS 1.3
AES-128-CBC/ AES- | Crapi pexxuMu 61109HOTO idpyBaHHS
Crnmetpune 256-CBC (Menm1 Ge3neyni) TLS10-TLS12
g pyBaHHs —
ChaCha20-Poly1305 | AwwrepHarusa AES st npuctpois TLS 1.2, TLS 1.3
oe3zamapataoro AES
3DES 3acTapinuii aropuT™, HeOe3neUHuit TLS 1.0, TLS1.1
RSA RSA anroputm [u1s 0OMiHy KIIFoYaMu TLS1.0-1.2
DH DH Anroputm o0MiHy KIIFOYaMu TLS1.0-1.2
AccumerpuyHe ECDH Bepcist DH Ha eninTHYHUX KPUBUX TLS 1.0-1.2
mmdpyBaHHs /

Hunamiuni (edpemepni) Bepcii DH/ECDH

00MiH KJTFOUaMu DHE/ECDHE
s forward secrecy

TLS1.2, TLS1.3

Post-quantum KEM TLS 1.3

Kyber (ekcnepyMeHTaNbHUH, Y TIOpUIHUX 00MiHaX) |(4epe3 pO3IIUPEHHS)
lew-pynxkuii / MAC 3 .

SHA-1 acrapijia, He peKOMEHI0BaHa TLS 1.0.12

JI0 BUKOPUCTaHHS

SHA-2 (SHA-256, .

SHA-384) Cyuacni crannaptu qus remrysaans / HMAC | TLS 1.2, TLS 1.3

HMAC TLS1.2,1.3

BLAKE? He B ocHOBHOMY cTaHmapTi, (excriepimerTansi)

MOXKJIMBUH Y€pe3 PO3LLIMPEHHS

AJIFOpI/EE\ﬁ/IHI')IiZlHI/ICy RSA-PSS g?ﬁgﬂeﬁlgxosa}mﬁ CTaH/APT ITiITUCY TLS 1.2, TLS 1.3
ECDSA [Mignucy Ha eNNTUYHUX KPUBUX TLS 1.2, TLS 1.3
EdDSA (Ed25519, CyuacHi, kommaktHi Ta mBuaki ELTT TLS13
Ed448) (uepe3 po3UIMpPEHH)
Post-quantum mignucu TLS 1.3

Dilithium, Falcon

(y pexxumi tectyBanns / PQC ekcriepuMeHTH) |(4epe3 po3IIUpPEHHS)

Eramm TLS-npotokomy. IIpotokon TLS sk npaBwio BHU3HAYa€eTbCS TpbOMa €TallaMu:
TLS-Handshake, data transfer i connection termination [1], KOXeH 3 SIKHX BUKOPHUCTOBYE OKpEMi
ciMelCTBa aJrOpUTMIB, IO JA€ MOXJIUBICTb Yy KJIIEHTCBKUX 3aCTOCYHKAax BHUKOPHCTOBYBATH
KpUNTONpOBaiiiepn 3 oOMeXeHMMHM HabopaMu anropuTMmiB. AJsie Ha MpakTHIl Habopu
KpUNTOTpa(iuHUX AITOPUTMIB HE OOMEXKYIOThCS.

BpaziuBocti nporokoay TLS

[Tonpu mupoke BopoBamkeHHs, TLS He mo30aBieHuit Bpa3nuBOCTEH, SIKI MOXKXYTh BUHUKATH
K 4Yepe3 HeNIOJIKM B JU3aiiHi NPOTOKOTY, TaKk 1 4Yepe3 MOMWIKM B peatizalii aaropuTmiB
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KOHKpPETHUMH Kpunrorpadiyaumu 6i6miorekamu. Lli Bpa3nmuBoCTi MOXYTh OYTH €KCIUTyaTOBaHi
3T0OBMHCHUKAMH JUTS TPOBEACHHS aTakK, 110 CTaBUTH ITij1 3arpo3y Oe3neky nepeaanux qanux. [lompu
MOCTifiHI OHOBJIEHHS BEpCii MPOTOKONY, fAKi YCyBarOTh IIi BPa3JIMBOCTi, CTBEPUKYBAaTH IIPO
BIJICYTHICTh BPa3JIMBOCTEH Y IPOTOKOJII HEMOKIIMBO — JIESKI BPA3IMBOCTI MPOCTO MOYKIUBO MPOCTO
e He Oynu BusBieHi. HaBenemo HaiOUIbII BiZoMi i KPUTHYHI BPA3JIHBOCTI, 1110 Oy BUSBJICHI B
TLS.

Onniero 3 KIO490BUX npoodsieM panHix Bepeiid TLS (1.0 Ta 1.1) Oyna Bpa3iauBicTs 10 aTak THILY
BEAST (Browser Exploit Against SSL/TLS) [9], sika BUKOpHCTOBYBaia HEIOJIKA B peaiizaiii
pexumy mudpyBanHs CBC s oTpuMaHHs AocTyny A0 3amu@poBaHuX JaHuX. Lls ataka crana
MO>KIIMBOIO Yepe3 mepen0avyBaHicTh iHimiami3amniiaoro Bekropa (IV) B iux Bepcisix mpoOTOKOITY.

Tako JOCTaTHBO IIKABOIO BPA3NMBICTIO € MOXIMBICTH BHKOHaHHS ataku Ty POODLE
(Padding Oracle On Downgraded Legacy Encryption) [10], sixa BUKOPHUCTOBYE MOKIIUBICTH 3a
MIEBHUX 00CTaBUH 3HU3UTH Bepcito rpotokory 1o SSL 3.0. BignoBigHo Taka MaHIMYJISLIS 103BOJIsE
3JIOBMUCHUKY aTaku, Mo Oynu MoxxiuBi aiist Bepcii SSL 3.0, i Tomy uncni padding oracle arakwu. Lle
CTaJI0O MOXXJIUBHM Yepe3 MIATPUMKY 3BOPOTHOI cymicHOCTI B TLS, 1o mo3BoJsi€ 3J0BMUCHUKY
HaB's13aTH BUKOPUCTAHHS 3aCTAPUTUX 1 MEHIII O€3MEYHUX BEPCIi MTPOTOKOITY.

[Ipuknanom KpuTH4HOI MOMMWIKHM B peamizanii OpenSSL, sika nospoisiia 34uTyBaTH 10 64
KU100aiTIB maM'siT1 cepBepa, BKIOYar0un KOH(DIIEHIIITH1 1aH1, Taki SK MPUBATHI KJII0Y1 Ta Hapoii, €
BpasmuBicTh Heartbleed (CVE-2014-0160) [11]. Llg moMmika BUHUKIA Yepe3 HENPaBUIbHY
00poOKy 3anuTiB heartbeat, 1m0 103BOJISIO 3JTOBMHCHUKY OTPUMYBATH JOCTYI JI0 TTaM'siITI CEpBepa
6e3
aBTopm3arii. [licns mporo, y 2013 p., araka Luckyl3 (CVE-2013-0169) nmpogemoHcTpyBaa, siK
HaBITh HE3HAYHI BIIMIHHOCTI B 9aci 00OpOOKHU MOBIIOMIIEHb MOXYTh OYTH BUKOPHUCTAHI JUIsI BUTOKY
iHpopmarii [12]. La araka ekcrutyatye dac oO6poOku padding B pexxumi CBC, mo mno3Bossie
3JIOBMHCHHKY ITOCTYTIOBO BIIHOBJIFOBATH 3amr(poBaHi gaHi.

3-nomik iHmoro, Bleichenbacher arakm, Bmepme omwmcani B 1998 p., 3amumaroTbes
aKTyaJlbHUMHU ¥ ChOTOJ/IHI. BOHU €KCIITyaTyloTh TOMUJIKKA B 0OpOOIi MOMIIIOK TIpHU JermudpyBaHH1
RSA, mo pno3Bosisie 3MOBMHUCHHMKY OTpPHUMAaTH JOCTYN 10 3amrpoBaHUX JaHUX 03 3HAHHS
npuBaTtHOTO Kitoua [13]. He3Bakarounm Ha YMCIICHHI OHOBJICHHS MPOTOKOJY, Aeski peamizartii TLS
3aJIMIIAI0THCS BPA3JIMBUMH JI0 [IUX aTak.

besneka mporokony TLS 3anexwuts He numie Bif Horo crenudikarii, age ¥ Bim peaizarii
KOHKPETHUMHU KpUnTorpadiyHUMHU TpoBainepamu. Bulbip 0i0yi0Tekr MOBHHEH BpPaxOBYBAaTH HE
JIUIIE TPOIYKTUBHICTh, ajie¢ ¥ piBeHb O€3MEKH, MIATPUMKY CYYaCHUX QJITOPUTMIB 1 MIBUAKICTH
pearyBaHHs Ha BUSBJICHI Bpa3duBOCTI. PerynspHe oHOBIICHHs 0i0II0TEK, BIAMOBA BiJ 3acTapiiux
QITOPUTMIB 1 BIPOBA/PKCHHS CYYaCHHMX TMPAKTUK O€3MeKH € KIIOYOBUMHU (akTopamMu s
3a0e3reyeHHs Ha/lIHHOTO 3aXUCTy JaHUX B MEPEKEBUX KOMYHIKaIigx [2].

BnuuB kpunrtorpagiyHux nposaiiiepiB Ha po6oTy nporokoay TLS

Kpunrorpadiuauii nposaiigep (Cryptographic Service Provider, CSP) — e nporpamuuii abo
anapaTHUW MOMYNb, SIKUWA peanidye Kpunrorpadiddi omeparlii, HEOOXigHI id 3a0e3Me4YeHHS
6e3neku B mportokoii TLS. BiH BucTymae sk MOcepeqHMK MDK 3aCTOCYHKaMH, IO MOTPEOyIOTh
muQpyBaHHs, Ta KPUIITOTpa(hiUHUMU alrOpUTMaMH, AKi 3a0€3MeUyI0Th 3aXUCT JaHUX.

OcHoBHI pyHKIIT KpunTorpadiyHoro nposaiinepa:

- peastizalis aITOPUTMIB CHMETPUYHOTO Ta aCUMETPUYHOTO MU (PYBAHHS;

- CTBOpEHHsI, 30epeKeHHs Ta YIPaBIiHHA KpUNTOTrpahiyHUMHU KITFOUaMH;

- TeHepallis Ta nepeBipka HUPPOBUX MIIMHCIB;

- BUKOHAHHS OIEpalliif I'enryBaHHs Ta aBTeHTH]IKaIlii.

Bukopucranus CSP no3Bosisie 3acrocoByBatd TLS Ge3 HeoOXimHOCTI riIMOOKOrO pO3yMiHHS
CKJIAJJHUX KpUNTOrpadiyHUX mpoueciB 3 OOKy po3poOHHUKIB. 3aMICTh LIbOTO BOHHU MOXYTb
3BepTaTucs JI0 cTaHgapTHUX Oibmiorexk abo API, siki 3abe3meuyroTh BUCOKHMI piBEHb O€3MEKH Ta
POIYKTUBHOCTI.
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Pi3Hi omepariiiHi CHUCTEeMH Ta TPOTPaMHI CEPEJOBMIINA MalOTh BIACHI KpHUHITOrpadiuHi
npoBaiiiepu, ski BigmoimaroTh 3a Oe3nexky TLS-3'ennann. Cepen HaiiBimoMmimux pilieHb
BUIUISIOTH
HACTYITHI:

1. OpenSSL — onuH i3 HAaNONYAPHIIINX KpUOTOrpaiyHIX MPOBAUIEPIB 3 BIIKPUTUM KOJIOM.
Bin BUKOpUCTOBYeThCsl Y BeOcepBepax (Hampukian, Apache, Nginx), momToBux cepBepax, VPN-
crcTeMax Ta IHINX MepexeBux nonarkax. OpenSSL migrpumye mupokuid Habip KpunTorpadiaHuX
anroputmis, 30kpema AES, ChaCha20, RSA, ECC, ra SHA-256 [14].

Jo ronoBuux mepeBar OpenSSL MoXKHa BiJHECTH MIATPUMKY CYYacHHUX CTaHIApTIB
muQpyBaHHs, MOCTIHHUNA Teperisi KoAoBoi 0a3u Ta OHOBJICHHS, SIKI pearyloTh Ha HOBI 3arpo3u.
Kpim
toro, st OpenSSL icHye MOKITUBICTE BUKOPHUCTAHHS B PI3HUX OMEPAIIfHIX CHCTEMaX.

2. BoringSSL — me Bapiamis OpenSSL, mo Oyma pospoOiena kopropariiero Google s
BUKOPHUCTaHHSl Yy BJIACHUX MNpoAykTax, Takux sk Chrome ta Android. Bin ontumizoBanuit s
LIBUKOCTI Ta O€3MEKH, a TAKOXK CIIPOLIEHUH JUIsl yCYHEHHS OTEeHUIIHUX BpasnuBoctelt [15].

Oco0OnuBocti BoringSSL nosnsiratoTe y 3MEHILIEHOMY po3Mipi KOAY Ta BIACYTHOCTI 3aCTapiiInx
(GyHKIIM, peryisipHUX OHOBJEHHSX O€3MeKkH, a TakoX Kpalliil iHTerpamii 3 MOOUIbBHUMH
mwiatrGopmamu.

3. Kpunmonposauoepu 6i0 Microsoft, a came cimeiicmeo CryptoAPI - CNG — me
kpuntorpadiyna miardopma y onepariitaiii cucremi Windows (mounHaroo4uu 3 BITHOCHO 3acTapilinx
Bepciif). Bona 3abesneuye noctyn no mudpyBanbHuX omnepariii yepe3 API. Kpim Toro, BoHa
BUKOpUCTOBYeTbcd y Windows g aBreHTudikamii, mianucy IUdpoBUX JOKYMEHTIB Ta
mudpyBanss TLS-3'ennans.

Cepen ocnoBHux xapaktepuctuk CryptoAPI BOymoBana mintpumka TLS y Windows,
MOXJHBICTE poOOTH 3 cepTudikaramu X.509 ¥ iHTerparlis 3 amapaTHUMHU MOIYJISIMH O€3MeKH
(HSM, TPM).

Kpim mux mposaiinepiB, iCHyIOTh ¥ iHII KpunTorpadiuHi 0i0IiOTeKH, Taki sIK, HAIPUKIIA],
LibreSSL (dbopx OpenSSL, mo 3ocepemkyerbcs Ha Oesmeri) Tta WOoIfSSL (nerkoBaroBuit
KpurnrorpadgiaHuii mpoBaiinep, opieHToBanuit Ha loT-mipucTpof).

Xoua Bci kpunrorpadiuHi mpoBaigaepy peali3yroTh CX0XK1 aJrOPUTMH, iXHS TMPOITYKTUBHICTD,
Oe3IeKa Ta ONTUMI3aIlis CYTTEBO BIIPIZHAIOTHCS 3aJI€KHO BiJl IMIJIEMEHTAITI].

Be3neka TLS-npoToko/y B KpUNITONPUMITHBAX

Peanizamis  TLS 3HauHOIO MIpOI0 3aJeKHUTh BiJ KpunTorpapiuHux Oi0MIOTeK, sKI
BUKOPHUCTOBYIOTHCS JJII MOTO BOpOBa/KeHHS. Pi3HI 010/1I0TEKHM MarOTh CBOi OCOOJIMBOCTI, SIKI
MOXYTb SIK M1IBUIIYBaTH, TaK 1 HOTIpIIyBaTH O€3MeKy MPOTOKOIY.

OpenSSL € oxniero 3 HalnomupeHimmx KpunrorpadpiuHux O107i0TeK, sKa MIATPUMYE
IIUPOKUN CIEKTp aNropuTMiB 1 mporokomiB. OpHak ii CKIAOHICTh 1 MIATPUMKA 3acTapiinx
QJITOPUTMIB MOKYTh MPHU3BOJUTH O BPa3IMBOCTEH, SIKIIO HE BXKUTH HAJIEKHHUX 3aXO0J1B OE3MEKH.
Hanpuxknan, nigrpumka cnabkux cipher suites, Takux sk RC4 a6o 3DES, moxxe 6yTu BUKOpHCTaHA
3JI0BMMCHUKAMHU JUIsl IPOBEICHHS aTak.

BoringSSL, po3po6iaena Google, € popkom OpenSSL 3 akueHTOM Ha Oe3neKy 1 CIpOLIeHHS.
Bona BuKIItOYa€ NiATPUMKY 3aCTapilInX 1 HEOE3MEUYHHUX aJTOPUTMIB, 1110 3MEHIIIY€e TTOBEPXHIO aTaKH.
OnHak Taka cTpaTerii Moxe OOMEXyBaTH THYYKICTb y JESIKUX BHUMAJIKaxX, KOJU TMOTpPiOHA
MNIATPUMKA CHEU(IYHUX alrOPUTMIB 200 MPOTOKOIMIB.

CryptoAPI Bin Microsoft 3a6e3neuye inTerpanito TLS B onepauiiiny cucremy Windows. Xoua
el KpunTompoBaiiiep rapaHTye CTaOUIbHICTh 1 MIATPUMKY 3 OOKy BHpPOOHUKA, OOMEXKEHHS B
HQJIAMITYBAaHHSAX 1 MOBUIbHE BIPOBAKEHHS OHOBIIEHb MOXYTh NPU3BOJUTH JO 3aTPUMOK Y
BUIIPABJICHH] BiIOMHUX BpaziauBocTeil. Kpim Toro, oOMmekeHa HiITpUMKa Cyd4acHHX aJTOPUTMIB,
takux Sk Curve25519 abo SHA-3, Moxe 3HWKYBaTH 3aralbHUl piBeHb Oe3MeKH.

AHaJi3 iMnuieMeHTanii 0CHOBHUX KOMNOHeHTIiB TLS pi3HumMu kpunronposaiinepamu
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PosrnssHeMO  MOKJIMBOCTI  IMIIJIEMEHTAIii OCHOBHMX KOMMOHeHTiB TLS  pisHuMu

KPHUIITOIIPOBANIEpAMH.

VY KOHTEKCTI cy’yacHMX migxoaiB no peanizanii TLS, ogauM 13 KIOYOBHX KpuUTEpiiB
3aJMIIAETECA MPOAYKTHBHICTH — 30KpeMa, HACKUIbKM €(EKTHBHO IPOBaiAep BUKOPUCTOBYE
amaparsi

pecypcu, ONTHMI3allif0 Wi KOHKPETHI apXiTeKTypH IMPOLECOpiB Ta MIATPUMKY HOBITHIX
KpUNTOTrpagiyHIX CTaHAAPTIB.

MozxauBocti iMmmiemenranii cumerpuynoro mugpysanns (AES, ChaCha20). V Bunanxy
cuMmerpuyHoro mudpysanus, OpenSSL 3aBnsku MOAyIbHIA CTPYKTYpi 3a0e3meuye MaKCUMalIbHO
epexruBae BukopructaHHs AES-NI na mponecopax Intel i AMD, mo miaTBepIKeHO YHCICHHUMH
OeHumapkamu (Hampukiaa, openssl speed-evp aes-256-gem). Hanmpuknaz, npu Bukopructandi AES-
256-GCM 3 mintpumkoro AES-NI, nponyktuBHicTh mocsirae npubmmsHo 2251 MbB/c Ha 6mokax
po3mipom 8192 OGaittu. [14] Peanizamis ChaCha20, noumnatroun 3 Bepcii 1.1.0, Oyna 3HauHO
ONTHUMI30BaHa A MOOUTbHUX ARM-apxiTekTyp, 110 0co0IMBO MOMITHO y cepenoBumiax 6e3 AES-
NI [15].

BoringSSL, skuii € ¢popkom OpenSSL, akTMBHO BHAajise 3aliBUN (PYHKIIOHAJT HA KOPUCTh
ontumMizanii. Peanizamnis ChaCha20-Poly1305 y BoringSSL € onnieto 3 HaimBuamux Ha ARM-
apxiTekTypax, 3abesmeuyroun mnepeBary Hax AES 3a BIICYTHOCTI amapaTHOTO MPUCKOPEHHS.
HIBuakicte poboTH anroput™my aiist 6J0KiB po3mipom 8192 Gaittu cknamae go 1707.5 MB/c [16], y
TOI vac, sk 3a Bukopuctanus OpenSSL — nuie o 719 MB/c [14].

Hatomicte CryptoAPI uacto mpaitoe uepe3 aOcTpakTHuil iHTepdelic, SKuil oOMexye npsMui
KOHTPOJIb HaJ{ anapaTHOI0 ONTHMi3alielo. BUMIpIOBaHHS MNPOAYKTHBHOCTI 3 BUKOPHUCTAaHHSAM
BCryptEncrypt Ta BCryptOpenAlgorithmProvider moka3yrooTs 3Ha4HO OiTbIlIe HAaBAaHTAXXEHHS B
nopiBHsHAI 3 OpenSSL ab6o BoringSSL, oco6auBo mpu BeIUKiid KUTBKOCTI OJHOYACHUX 3’€IHAHD.
Bapro 3a3nauntn, mo no 3HauHux nepeBar CryptoAPI cmig Bimmectn peanizaimito AES, ska
MOBHICTIO cyMmicHa 3 ceptudikaramu Windows, ogHaK MOXKe€ MaTH HWXKYY MPOJAYKTUBHICTH 4epe3
oOmexxeHHst API.

Acumerpuune mudpyBanus (RSA, ECC, ECDHE). VY koHTEKCTI acCHMETPHUYHOTO
mudpyBanus, OpenSSL nemMoHCTpye cTaOUIBHY NPOAYKTHBHICTH 13 MIATPHUMKOIO amapaTHOTO
npuckopeHHs st Benukux RSA-kmrouiB yepe3 Intel QuickAssist Ta iHmi HSM. Hanpuknan, npu
BUKOpHUCTaHHI KIt04iB RSA-2048 mBUAKICTH mianucy craHoBuTh npubauzHo 100 omeparriii B
cekyHnay, a nepeBipku — 22000 omepamiii B cekynay [17]. Ilicas Bepcii 3.0 Oyno mokpariieHo
mATPUMKY Kpurrorpadii Ha kpuBux Brainpool ta Curve25519, o Baximso juis cydacaoro TLS 1.3.

BoringSSL HaBMHCHE BUKIIOYHMB MATPUMKY JIeAKUX QYHKIIIH, SK-0T CMS 1 MOBHY NIATPUMKY
PKCS#11, anme HaTOMICTh CKOHIIGHTPYBaBCs Ha BHUCOKoedekTuBHINM peanizaiii X25519 ta ECDHE,
o poOUTH MOTO MEepUIOYEProBUM BHOOPOM MM KIIEHTCHKHUX 3aCTOCYHKIB, TakuxX sk Android
Chrome. Ili onmTumizamii 3MEHIIYIOTh 3aTPUMKy IIii 4Yac BcTaHOBJIeHHS TLS-3’enHanHs, 110
KPUTUYHO BXKIUBO U1 KOPUCTYBALIbKOTO JOCBiTy B MOOUIBHOMY CepeloBHUII. 3riiHO 3
pesynbraTamMu JnociipkeHHs [18] mBuakicTe minnucy 3 BUKopucTaHHIM X25519 ckmamae 56680
omeparrin 3a
cekyHny, nepeBipku — 18020 omepartiii B cexyrmy [18].

CryptoAPI, mompu miaTpuMKy cydacHuX KpuBuX uepe3 CNG, Ha mpakTuii Moxke OyTH
OOMEXEHUM 4Yepe3 BIJCYTHICTh MOXJIMBOCTI TOHKOIO HAaJaIUTYBaHHS MHPOTOKOJIY — 30Kpema,
HEMOXJIUBICTh BUOOPY KPUBHX, He cxBajleHMX Microsoft, 6e3 BUKOpHCTaHHS CTOPOHHIX 0i0i0TeK
a6o CAPI wrapper'iB. Hanpuknan, Curve25519 He BXOIUTbh [0 MEpeNiKy MiATPUMYBAHUX
anroputMmiB  CryptoAPI 6e3 BHMKOpHCTaHHS CTOpOHHIX Oibmiorek, ogHak y Windows 10 Bxe
niarpumyetbes 3 CNG[19].

Tem-pynxuii (SHA-256, SHA-3). Jlna rem-dynkuiit, OpenSSL mpogoBxye JeMOHCTPYBATH
BHUCOKY IIBUAKOIO 3aBasku SIMD-ontumizoBanum peanizamisMm. [lintpumka SHA-3 Oyna momana
y Bepciax micast 1.1.1 1 € uimkoM npuaaTHOO A MacIITaOHUX CIeHapiiB. Y NMeBHUX OEHUMapKax
[20] Bugno, mo SHA-2 i SHA-3 peanizoBaHi 3 ypaxyBaHHIM MapaieabHOCTI 00pOOKH, 110 3HUKYE
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JATeHTHICTh ipu 00poOwi Benukux 06’ emiB Tpadiky. Ilpu npomy peanizamii renryBansast B OpenSSL
n03BoJisie 00poosTu 10 696 Mb/c, 3anexHo Bin BuOpaHoro anropurmy [20].

BoringSSL, xou i MeHm THyukuid mono BuOopy rem-¢ysnkmiii, y mexax TLS 1.3 cyBopo
noTpuMyeThest BUKopucTanHs SHA-256 a6o SHA-384, mo chopoirye i mpUCKOpIOe OOYHCICHHS,
OJTHOYACHO MIHIMI3yIOUM PH3UKU HENPaBHIBHOTO KOH(IrypyBaHHs. BmactuBo, mo peamnizamis
remmyBanHss B BoringSSL  nmemoHcTpye kpamii pesyabtate 32 OpenSSL, o00pobnsioun 10
873 Mb/c [16].

VY Bunaaky CryptoAPI, ne3Baxatoun Ha monmaBanHs SHA-3 y nHoBi Bepcii Windows 10/11
(uepe3 BCryptCreateHash), minTpuMka oOMexkeHa 10 NMEBHHX KOHQIrypamiid, a MpoIyKTUBHICTH
cyrreBo HIK4a. CryptoAPI nemonctpye Hikui mBuakocti — 10 320 Mb/c mns SHA3-256, yepes
MeHIT edeKTUBHY peanizamito Tta obmexenHs B APl [21]. Ile po6uts CryptoAPI wmenm
MpUBabIMBUM y BUCOKOHaBaHTaxkeHux TLS-cepsepax.

VY nincymKy, Xoua BC1 TpU KpUITONIPOBaiiepy MiATPUMYIOTh OCHOBHI anroputmu, OpenSSL Ta
BoringSSL maroTek 3HauHy nepeBary y MIBHAKO/IT Ta aAaTUBHOCTI O CY4aCHUX KpUNTOTrpadiyHuX
BuMor. OpenSSL, sk Oulblll YHIBEpCATbHUN Ta MIKMPOKO MIATPUMYBAHUI IHCTPYMEHT, 3aIMILIAETHCS
cTaHgapToM ne-pakto y cepBepHux peanizamiix TLS, Tomi sk BoringSSL, opienToBaHmii Ha
KIIIEHTCbKI MOOUIbHI miargopmu, 3abe3medye HaWKpally TPOAYKTUBHICTH y IHX YMOBax.
CryptoAPI, naromicTh, Mae OUIbIIY iHTErpaiiro 3 ekocuctemMoro Windows, ajge mocTymnaeTscs y
THYYKOCTI Ta IIBUIKOCTI.

Takum unHOM, KpuUnTOorpadiyHi MpoBaiiiepy 3HaUHOIO MIPOIO BIJIUBAIOTH Ha MPOJIYKTUBHICTD
Ta Oesneky peanizamnii TLS, 3abe3nedyroun pi3HI pIBHI ONTHUMI3allill, MIATPUMKY amapaTHOTO
MPUCKOPEHHS Ta IHTerpamilo 3 omnepamiiHuMu cucreMamu. Po3ymiHHS — ocoOnuBocTei
IMILIEMEHTAII]

ANTOPUTMIB y KpuOTOTpadiyHUX MpoBaiaepax M03BoJisg€ ehEeKTHBHO OOMpaTH PIMICHHS 3aJeKHO
B1JI BUMOT JI0 IPOYKTUBHOCTI, O€3MEKN Ta CyMICHOCTI.
[TpoimtocTpyemMo pe3yabTaTh JOCHIHKEHb y BUTIISAI1 Ta0. 2.

Tabmmmsa 2
[TopiBHsIBHIH aHATI3 €PEKTHBHOCTI KPUITOIIPOBAACPIB MO0 peaizaiii mporokory TLS
Kpurepiit Kpunronpoaiinepu
TIOPiBHSHHS OpenSSL BoringSSL Crypto API

[MoTyxHa, kpocmiathopMeHa
0i0I1i0TEKA 3 BIJKPUTHM KOZIOM,
sIKa MATPUMYE OLIBIIICTh
3arainpHi Cy4acHHX KpHIITOrpadigHux
XapaKTePHUCTHKU [aJITOPUTMIB. AKTHBHO

Dopk OpenSSL, po3pobnennit  |BOymoBaHH KOMIOHEHT
Google 3 akienTom Ha Gesreky, (Windows, inTerpoBanuit y
CIIPOIIECHHS KOy Ta BUJIAJICHHS [CUCTEMHI cityx0Ou. 3abe3neuye
Bactapiinx abo pU3MKOBaHUX  [0a30BHii HAOIp KpUMITooneparii

k. Haligacrimie 13 IPIOPUTETOM CYMICHOCTI
[PO3BUBAETHCS, LITUPOKO (bymKu . p1op OM CYMICHOCTL, |
3aCTOCOBYETHCSI B MOOUTBHHX  [CTa0ITBHOCTI Ta cepTUdikalii
BUKOPUCTOBYETHCS . .
i Opay3epHHX KITi€HTaX. (mampuxutaz, FIPS).

Y cepBepHUX MPOAYKTaX.
3abe3meuye BUCOKONPOAYKTHBHE|Brcoka mBuakoxis peanizamii  [[Iparmroe gepes3 abcTpakTHi

cumerpuure mudpysanns gepes (ChaCha20-Poly1305, inTepdeiicn (HampUKIIa,
Peamizamist  [amapaTHe IPUCKOPEHHS orrtuMizoBaHa st MoOimpHUX  [BCryptEncrypt), mo 3HmKYye
cumerpuuHoro |(AES-NI). Peamizamist ChaCha20mratdopm. Kox cyrreso MPONYKTHBHICTE. [linTpumye
mmdpyBaHHS  |ONTHMi30BaHA IIif CTIPOIICHHH, 110 MiHIMI3Ye AES, ane peamizarist MeHII
(AES, ChaCha20) JARM-mporiecopw, 1o HMOBIPHICTD Bpa3IMBOCTEN y  [epeKTHBHA, OCOOIHBO Y
Babe3edye ePeKTHBHICTh HA  [peai3alii CHMETPHYHIX CIICHAPISX 3 BEIUKOIO KLTBKICTIO
MOOITHPHUX MTPHUCTPOSIX. ANTOPUTMIB. OJTHOYACHUX TTOTOKIB.

OpieHTaIis Ha Cy9acHi KpUBi
(X25519, P-256) i3 BugaIeHHM
BacTapimx Ta
MaJo3aTpeOyBaHUX aJTOPUTMIB.
3abe3medye MBHIKE
BcTaHoBIIeHHS TLS-3’€qHaHb,
0COOIMBO B MOOLIBHUX

[MoBna miaTprMka RSA,
Peanizarmis IECDSA, X25519, 3 MOXJIUBICTIO
ACHMETPUYHOTO ATMAPATHOTO MPUCKOPEHHS
mmdpyBanHs  |[(Hampukiaz, gepes3 Intel QAT).
(RSA, ECDSA, |[Ticns Bepcii 3.0 — migrpumka
ECC) HOBHX KPUBUX, BKIIIOYHO

[ligTpuMye cydacHi eMiNnTHIHI
KpuBi gepes inTepdeiic CNG,
OZHAK THYYKICTh HAJAIITyBaHb
oOMerxeHa. Jlesiki KpuBi
HEeJOCTYIHI 0€3 CTOPOHHIX
00ropTOK 200 HANAIITYBAHHS

3 Brainpool. opaysepax. peecTpy.
Peanizamis remr- [Peamizamnisa 3 SIMD- IBUKOPUCTOBYIOTHCS JIUILLE ITigrpumka SHA-2 cTabinbHa,
¢y (SHA-1, ontumizarieio go3Bosse SHA-256 ta SHA-384 y mexax |[SHA-3 peanizoBaHo nmmie B
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SHA-2, SHA-3) |mocsiraT BUCOKOI IIBUAKOIIT TLS 1.3. Taka 0OMeEXEHICTD HOBHX Bepcisx Windows 10/11.
rpy 00poOIIi BETMKHUX OOCSTIB  [BMEHIIIye IMOBIpHICTH TOMUIIOK, [IpOTyKTHBHICTh HIKYA B

imanux. [ToBHa miaTprMKa BOJJHOUAC 320€311eqyI0UH nopiHsHHI 3 OpenSSL,
SHA-2 Ta SHA-3, MOXJIMBICTE  [CTaOUIBHY 1 IIBUAKY pOOOTY. 0COOJTMBO B KOHTEKCTI
MmapajenbHoi 00pOOKH. TLS-cepBepiB
Bucoka, 3a yMOBH MpaBUILHOT . .

. s CraOinbHa, ane 3alexHa Bij
KoH(piryparii: 6i6miorexa Bricoka 3a paXyHOK BHUJIaJICHHS . .

X . HOIITUKY OHOBJIeHb Windows.
MICTHUTB MATPUMKY CydacHHUX  [c1aOkux abo deprecated .
. R [TinTpumKa oOMexeHa JIHIe
Besneka QIITOPUTMIB, aJe 3aJINILIAE QITOPUTMIB, BIICYTHS . .
. . cepTr(hiKOBaHUMHU TIPHMiTHBAMH.
BUKOPUCTAHHSA [MOXJIUBICTh BUKOPUCTAHHSA niaTpuMka RC4, SSLv3 Tomro.

3acTapiyi aropuTMH MOXKYTh
3aJMIIATHCS JOCTYITHUMH B
CHCTEMI 32 3aMOBUYBaHHSIM.

Bactapinux Ta cnaOkux cipher  [3HIKEHHUI pU3UK OMHIIOK
suites (Hanpukian, RC4, 3DES), kondiryparii.
SIKIIIO SIBHO HE BUMKHYTH.

[lin yac aHamizy Cy4acHHUX KpUNTOrpadiyHUX MpoBailepiB BHUSABIEHO, L0 pIIMIEHHSI 3
BIIKPUTUM KojaoM, Taki sk OpenSSL Ta BoringSSL, nemMoHCTpyIOTh BHCOKY NpPOAYKTUBHICTb,
aJIalITUBHICTh 10 HOBITHIX KpUNOTOrpadiyHUX CTaHAApTIB 1 IIBHJAKY pEaklil0 Ha BUSIBJICHI
BpazimBocTi. OcobnuBy yBary 3aciayroBye BoringSSL, ontumizoBanuit st MOOUTBHUX TUIATGOPM,
Jie KpUTUYHO Ba)KJIMBUMHU € 3aTPUMKH 3’ €THAHHS Ta €(eKTUBHE BUKOPUCTAHHS pecypciB. BoaHouac
peanizauii Bin Microsoft, sx-ot CryptoAPI, 3abe3neuyroTh riambOKy IHTErpaiil0 B €KOCHCTEMY
Windows, npoTe MatoTh 0OMeXEeHHs B HaJallITyBaHHSIX 1 MIATPUMII CYYaCHUX KpUNTOTpadiuHUX
MPUMITHBIB, 110 3HUKYE TXHIO IPUJATHICTh Y BUCOKOHABAHTAKEHUX CLIEHAPISIX.

3aranbHUil piBeHb Oesneku mnpoTokony TLS 3anexuTes He jauiie Big Horo QopmanbHOT
cnenudikamii, ajre W Bl NPaBWIBHOCTI Ta aKTyaJlbHOCTI peanizaiii 3 OOKy MOcCTavyaibHUKIB
kpuntorpadiuaux QyHkiiin. Hassaicts BpasmuBoctei, Takux sik Heartbleed, POODLE, Luckyl3
a6o BEAST, cBimunth npo HEOOXITHICTh MOCTIMHOTO OHOBJICHHS O0i0JIOTEK, BIIMOBH Bif
3actapinux Bepciii TLS 1 mmdpyBanbHuX HAOOpIB, a TAaKOXX BIPOBAHKEHHS Cy4aCHUX 3aXHUCTIB,
30kpema MexaHi3MiB forward secrecy Ta strict certificate validation.

BucHoBknu

VY pe3ynbTati J0CTIPKEHHS BCTAHOBJICHO, 1110 MPOTOKoJ TLS € pyHmameHTaIbHUM €IeMEHTOM
3axucry iHpopMmamii mix uac il HepeiaBaHHS B MEPEKEBHUX CEpElOBUINAX. MOro HasiifHicTh
3a0e3MeUy€eThCs 32 paXyHOK MOEAHAHHS CHMETPUYHUX 1 aCHMETPUYHHX aJTOPUTMIB MU PYBaHHS, a
TaKoX KpunrtorpadiyHUX Teni-QyHKIIHA, [0 pa3oM CTBOPIOIOTH OaraToOpiBHEBY apXiTEKTypy
oesnekn. EdexTuBHicTh 1 cTifikicth TLS 3Ha4HOI MIpOIO 3alIeKUTh Bif SKOCTI peamizamii
KpunrorpagiuHuX  MpoBaiaepiB, SAKi BHKOHYIOTh OOYHCIIIOBAJIBHI  Omepallii, KepyrThb
KpUnTorpadgiyHUMH KII0YaMH, a TAaKOXK 3a0e3MeuyroTh 00p0oOKy H(PPOBHUX cepTHQIKATIB.

VY peanizamisix kpunrtorpadiuHoro 3abe3nedeHHs AOLUIbHO opieHTyBaTHcs Ha OpenSSL abo
BoringSSL sk HaiOuiblI aKkTyalbHI, MPOJYKTUBHI Ta THYYKi pIIEHHS 3 IIHUPOKOIO MiATPUMKOIO
cydacHHX KpunTorpadiyaux cranaaptiB. s mifBHILEHHS Oe3MeKH MepexeBoi HOpacTpyKTypu
BKJIMBO 3a0€3MEYUTH pErysipHEe OHOBJIEHHsA KpunrtorpadiuHux O0i0Ii0TeK, KOHTPOJb 3a
HanamTyBaHHAM TLS-3’eaHanb, mepeBipky cepTHdIKaTiB Ta OOMEXEHHS MIATPUMKU CIabKux
anroput™miB. HeoOximHO TakoX JOCTIKYBATH MOMKIIHMBOCTI  alapaTHOrO  MPUCKOPEHHS
KpUnrorpagiuHuxX omnepauniii s 3a0e3neyeHHs MacIiTaboBAaHOCTI Ta BHMCOKOI e(EeKTUBHOCTI
CHCTEM 3aXHUCTYy.

3 ornsAy Ha JUHAMIYHUHA PO3BUTOK 1H(OPMAIIHHUX TEXHOJOTIH, OCOOIUBY aKTyalbHICTh
HaOyBae anantanis TLS no ymoB mocTkBaHTOBOi Kpumrtorpadii. 3Bakalouu Ha 3arposy, fKy
CTaHOBIIATH KBAHTOBI OOYMCIEHHS AJSl CY4aCHUX KPHUITOCUCTEM, MpOBaiaepu KpunTorpadiaHux
MOCIYT Ta KPUNTOOIOMIOTEKH MalOTh IHTEIPyBAaTH KBAaHTOBO-CTIMKI aJropuTMu B apXitekTypy TLS
Ta
3a0e3MeuuTH IXHIO €()eKTUBHY MIATPUMKY.

VY mepcnekTHBl AOLUIBHUM € PO3BUTOK IHCTPYMEHTIB MOHITOpuHrY Oe3meku TLS, anamizy
poOOTH KpUNTONPOBAMIEPIB Y pealbHOMY Yaci, a TAKOXK MiIrOTOBKA J0 MOCTYMOBOIO MEPEX0Iy Ha
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KBAaHTOBO-CTIKI KpHUnITOrpadiuyHi MPOTOKOIU SIK 3alopyKd 30epexeHHs KOHQIIEHIIMHOCTI Ta
[UTICHOCTI IaHUX Y MAailOyTHIX MOKOJIHHAX MEPEKEBUX TEXHOJIOTIH.
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