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DIGITAL IDENTITY AND ZKP:
ANONYMOUS DATA AND SECURE AUTHENTICATION

Introduction

The way we verify our identity and interact in the digital environment is rapidly changing. For
decades, digital identification has relied on centralized mechanisms — passwords, social logins, and
centralized registries maintained by single providers or authorities. This approach creates critical
vulnerabilities: from data leaks and hacks to mass surveillance and manipulation, depriving users of
control over their personal information. In this model, centralized intermediaries act as controllers
of personal data, which is often collected and processed without proper notification or consent, sig-
nificantly limiting the individual's ability to influence how their digital identity is used.

In response to these challenges, a new model is emerging — decentralized digital identity (De-
centralized Identity, DID). It is based on blockchain technologies and cryptographic primitives that
allow individuals to own and store their data independently, as well as control their attestations —
without intermediaries or a central authority [1].

One of the key technologies enabling this is zero-knowledge proofs (ZKP). This technology al-
lows verifying the validity of a certain fact without revealing the information itself.

This paradigm of anonymous attestations opens the way to secure authentication that minimiz-
es the amount of personal data transmitted or stored and eliminates the need for constant verifica-
tion through centralized structures. Moreover, it creates conditions for self-sovereign identity (SSI)
— the concept where the user is the sole owner of their digital persona [2].

In this article, we will examine the fundamentals of decentralized identity, the key role of ZKP
in privacy protection, standardization initiatives, as well as the practical implications and prospects
of combining these technologies in real-world applications.

1. Decentralized Digital Identity

Decentralized identity is an innovative approach to managing digital identity that enables indi-
viduals and organizations to independently create, own, and control their digital credentials and
identifiers without relying on centralized authorities [1, 3].

Unlike traditional systems governed by governments, corporations, or third-party platforms,
decentralized identity utilizes technologies such as Verifiable Credentials (\VC), Digital ID Wallets,
and blockchain to provide secure, verifiable, and privacy-oriented interactions in the digital space.

A key advantage is that credentials can be issued once, stored by the user in a secure digital
wallet, and reused across different systems. This significantly reduces risks, eliminates the need for
repeated verifications, and creates a consistent and reliable method of information verification — in
finance, healthcare, education, organizational access management (IAM), or supply chains.

By placing the user at the center of the system, decentralized identity offers an effective alter-
native to fragmented and error-prone traditional identification models.

Key components of decentralized identity [4]:

 Verifiable Credentials (VC) are digital, cryptographically secured representations of identi-
fication information that cannot be forged or altered. They are issued by trusted organizations —
government agencies, identity verification companies, banks, or other institutions. VCs guarantee
the authenticity and integrity of the data, enabling the verification of a user’s identity without risk of
forgery or fraud. Users store these credentials (attestations) in digital wallets and can present them
to verifying parties, disclosing only the necessary information.

« Digital ID Wallets are software tools designed for storing and managing verifiable creden-
tials. They can be implemented as mobile applications or cloud-based solutions, providing conven-
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ience and control over personal data. Through these wallets, users can securely share their creden-
tials with various services while maintaining privacy and protection.

 Decentralized Identifiers (DIDs) are globally unique identifiers created and controlled by the
user without involvement of a centralized authority. DIDs are typically stored on a blockchain, en-
suring their immutability and security. Importantly, DIDs do not contain personal data — they point
to decentralized documents that describe the identity subject and include means for authentication.

At the core of decentralized identity is a tripartite trust model that includes [4]:

1. Issuer — a trusted party that creates and signs a verifiable credential. This can be a university,
government agency, financial institution, or an identity verification platform.

2. Holder — an individual or organization that receives credentials and stores them in a digital
wallet. The holder independently decides how and when to share them.

3. Verifier — a party that needs to verify certain information about the holder: age, license sta-
tus, education, employment, etc. The verification is performed without direct contact with the issu-
er, using cryptographic verification.

Fig. 1 depicts this three-party trust model, or decentralized identification system.
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Fig. 1. Three-Party Trust Model (Decentralized Identification System)

This ecosystem enables secure and confidential data exchange between participants without the
need to store or repeatedly request sensitive information.

It is also worth examining self-sovereign identity (SSI) in more detail. The terms decentralized
identity (DID) and self-sovereign identity (SSI) are often used interchangeably, although there are
distinctions between them.

Both concepts are based on the idea that an individual should own and control their digital
identity rather than relying on centralized entities — such as governments, online platforms, or cor-
porations — to manage identity on their behalf. However, SSI is a specific approach within the
broader landscape of decentralized identity, with a particular focus on user autonomy.

Self-sovereign identity (SSI) is an identity management model in which an individual fully
controls their digital attributes: how they are stored, shared, and used — without involving central-
ized trusted intermediaries. SSI is based on three main components: verifiable credentials,
blockchain, and decentralized identifiers (DIDs).

The main difference between decentralized and self-sovereign identity:

» Decentralized identity is a broad concept that encompasses identity systems not governed by
a single central authority. It includes both models where the user controls their own identity (e.g.,
SSI), as well as enterprise-focused models in which control is exercised collectively (e.g., federated
Identity and Access Management (IAM) networks that utilize verifiable credentials).
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 Self-Sovereign Identity (SSI) is a philosophy and implementation model within the broader
decentralized identity paradigm that emphasizes full user control, data minimization, and the princi-
ple of privacy by design. In an SSI system, it is the user — not a company or government — who
makes the final decision about which data to share, when, and with whom.

Fig. 2 illustrates the components of Self-Sovereign Identity.
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Fig. 2. Self-Sovereign Identity

2. Use of ZKP in decentralized identifiers

Zero-knowledge proof/protocol (ZKP) is an interactive cryptographic protocol that allows one
party (the verifier) to be convinced of the truth of any statement (usually mathematical) without
gaining any additional information from the other party (the prover).

Zero-knowledge proofs (ZKP) add a new level of privacy and control for the user in decentral-
ized identity solutions. Here is how they enhance DID capabilities in various use cases [4, 5]:

+ Selective disclosure. Users can prove specific attributes about themselves (e.g., "l am over
18 years old," "I have a valid driver’s license") without revealing the underlying data. This ensures
necessary verification while preserving privacy.

* Minimal data sharing. Instead of sharing entire documents or personal data, ZKPs enable
precise identity verification using only the minimally required information. This reduces disclosure
of sensitive data and lowers the risk of misuse.

« Enhanced trust. ZKPs guarantee the authenticity of information without requiring central-
ized trust in the identity data provider. They facilitate interaction between parties that otherwise
would not trust each other with personal data.

» Reputation systems. ZKPs can support privacy-preserving reputation systems based on veri-
fied credentials. Users can prove they possess certain qualifications or meet requirements without
fully revealing their identity.

 Decentralized access control. ZKPs can provide fine-grained access control in decentralized
systems. Users can prove they have access rights to specific resources or services without disclosing
unnecessary personal information.

» Correlation prevention. ZKPs can be used to create unique, unlinkable proofs each time cre-
dentials are used. This prevents tracking and the creation of detailed behavioral and identity profiles
of individuals.

+ Private electronic voting. Election integrity is critical, but voter anonymity is also important.
Systems combining DID and ZKP enable mechanisms where a voter’s identity can be verified with-
out linking to a specific vote. ZKPs allow verification of voting eligibility and prevent double vot-
ing while preserving ballot secrecy.
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» Medical data protection. Medical information is among the most sensitive data categories.
ZKPs within the decentralized identity model give patients control over their medical records. Users
can decide themselves who and to what extent can access their data — for example, doctors for
treatment or researchers for scientific purposes — without revealing the full content of records. This
opens possibilities for confidential medical research without compromising patient privacy.

There are two types of zero-knowledge proofs for identification: interactive and non-
interactive.

In the interactive version, the prover must perform a series of tasks to confirm their knowledge
of certain facts. For providing self-sovereign identity, this method often uses principles of mathe-
matical probability.

The non-interactive zero-knowledge proof utilizes decentralized identity management and does
not require interaction between the prover and the verifier.

Both types of zero-knowledge proofs include the following three requirements:

1. Soundness. If the prover provides incorrect or missing information, the verifier will not be
convinced, since the statement cannot be falsified.

2. Completeness. If the statement is true, the verifier is confident that the prover possesses all
the necessary information.

3. Zero-knowledge. The verifier gains no additional information about the prover, ensuring the
anonymity of personal and sensitive data.

One of the earliest scientific works on zero-knowledge proofs, first published in 1988, presents
a new identification scheme based on such proofs, which is a more efficient alternative to RSA-
based schemes. In identification schemes, subject A verifies their identity to subject B using some
constant value S in the form of a value or a physical card, without giving subject B the ability to lat-
er impersonate A. Traditional identification schemes use encryption and/or hashing together with
credentials such as digital passwords, PIN codes, credit card chips, etc. This work proposes a prac-
tical scheme that makes it impossible even for an experienced attacker to collude with a dishonest
verifier B to create forged credentials and impersonate A.

The methodology is based on interactive proofs, where a subject can confirm their identity by
proving knowledge of the secret key of their credentials without revealing the secret itself. It is suf-
ficient to provide proof of knowledge of the secret, which serves as a digital signature unique to
each individual. The article describes a scheme that does not require a directory (i.e., a centralized
repository of public keys or identity data). It also proposes implementing such a scheme using hy-
pothetical "smart cards,” which can act as physical credentials generating zero-knowledge proofs of
identity using microprocessors — for use in everyday identity verification.

The zk-creds protocol uses zero-knowledge proofs (specifically zk-SNARKS) to transform ex-
isting identity documents into anonymous credentials, eliminating the need for issuers of such cre-
dentials to store signing keys. This system differs from traditional methods where issuers sign cre-
dentials and identity documents for verification. By integrating with existing identification infra-
structures — such as government ID cards or university diplomas — zk-creds transforms these tradi-
tional credentials into a digital, anonymous, yet verifiable format [5].

3. Architecture and Standards of the Ecosystem: Trends and Innovations

Key points highlighting the importance of standardization:

« Compatibility. Common standards ensure seamless interaction between different decentral-
ized identity solutions and platforms.

+ Adoption. Standardization fosters trust and lowers barriers for businesses and users interest-
ed in decentralized identity.

+ Ecosystem development. A harmonized set of standards stimulates innovation and collabo-
ration across the decentralized identity space.

Table 1 below presents key initiatives and their role in the standardization of digital identity.
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Table 1
Major frameworks and projects in digital identity standardization

Initiative Focus Role in Standardization
Establishes standards for the format and struc- . . .
- o . . .| Provides a common representation of veri-
W3C Verifiable ture of verifiable credentials, covering their | .. . - )
. . . L fiable credentials, enhancing interoperabil-
Credentials issuance, presentation, and cryptographic sig- | . -
natures ity between different systems.

Develops open-source protocols, specifica- | Promotes collaboration and the creation of
tions, and tools to ensure interoperability with- | common standards so that various decen-
in the decentralized identity ecosystem. tralized identity solutions can interoperate.

Projects focused on developing decentralized | Support standardization in enterprise envi-
Hyperledger Indy and | enterprise-grade identity solutions with built- | ronments by ensuring implementations

Aries in privacy protection features, including inte- | meet scalability, security, and business
gration of zero-knowledge proofs (ZKP). process requirements.

Decentralized Identi-
ty Foundation (DIF)

The field of decentralized identity based on zero-knowledge proofs (ZKP) is dynamic, focused
on addressing challenges and pushing the boundaries of what is possible. Let’s consider several
promising research directions [6]:

» Advanced ZKP schemes. Research into more efficient zero-knowledge proof systems tai-
lored to the specific requirements of decentralized identity use cases, improving performance.

+ Credential (attestation) aggregation. The ability to use ZKP to simultaneously prove compli-
ance with multiple criteria will expand applications in complex identity-related scenarios.

» Hybrid privacy solutions. In some cases, combining ZKP with other privacy-enhancing
technologies, such as secure multiparty computation, can offer the best balance between efficiency,
privacy, and functionality.

 Social recovery mechanisms. Providing convenient ways for users to recover lost or com-
promised DIDs and related credentials in a decentralized manner is a key usability challenge.

It is also worth mentioning several leading solutions driving the development of decentralized
identity based on ZKP [6, 7]:

1. zZkKKYC by Polygon. Polygon’s solution utilizes zero-knowledge proofs to verify identity
while preserving privacy, simplifying registration on decentralized finance (DeFi) platforms and
other services. Built on Polygon ID, a decentralized identity platform, zkKYC enables users to
prove compliance with specific criteria (e.g., being over 18 years old or residency) without reveal-
ing the exact values of those attributes.

From a technical standpoint, Polygon ID is based on the Iden3 protocol and the Circom
language for constructing zk-proofs. This stack is used to create so-called zkSNARKSs (Succinct
Non-interactive Arguments of Knowledge) — concise cryptographic proofs that can be verified
without revealing the underlying information on which they are based.

The system supports:

 Self-Sovereign Identity (SSI) — a model where identity belongs directly to the user without
reliance on centralized providers.

« Selective disclosure — the ability to provide only the portion of information necessary for a
specific verification.

« On-chain verification — verification performed by a smart contract directly on the
blockchain, enabled by a specialized proof query language (ZK Query Language).

This solution is actively used in the context of decentralized finance (DeFi), where it is
important to combine service accessibility with compliance to AML/KYC requirements (anti-fraud
mechanisms). zkKYC also enables the creation of trust systems in which individuals retain full
control over their credentials.

zkKYC is an example of an effective implementation of privacy, scalability, and regulatory
compliance principles through the use of advanced cryptographic methods.

ISSN 0485-8972 Radiotekhnika No. 221 (2025) 43
elSSN 2786-5525



2. Sismo Protocol. Sismo applies ZKP to reputation systems and privacy-preserving badges
within Web3 communities, allowing users to prove their contributions while controlling what in-
formation they disclose.

Its architecture is based on zero-knowledge proofs, enabling users to demonstrate their activity
or status without revealing any link to specific identifiers (such as wallet addresses or social media
accounts).

Sismo consists of several key components:

» Data Vault — a local storage of attributes (identifiers) fully controlled by the user. Attributes
may include data from Ethereum, Twitter (X), or GitHub, for example.

« ZK Badges — unique cryptographic badges that act as soulbound tokens (tokens that cannot
be transferred to others). They certify membership in a particular group or achievement without re-
vealing the source of these achievements.

+ Sismo Connect — an interface (SDK/API) that allows web applications to receive ZK proofs
from users to grant access or verify certain conditions.

Unlike classical authentication systems where a user provides a login or password, Sismo
allows confirming statements like “I am a member of DAO X” or “I have more than 1 ETH in my
wallet” without revealing who you actually are.

This approach opens possibilities for:

+ Confidential voting within DAOs;

» Reputation systems for participation in airdrops;

» Anonymous access to Web3 services based on attributes or achievements.

Sismo plays a crucial role in the development of Web3 identities by simultaneously providing
privacy, verifiability, and flexibility for integration with existing decentralized services.

3. Self-Sovereign Identity (SSI) by Evernym. A comprehensive decentralized identity platform
that uses standards and is oriented towards interoperability, supporting zero-knowledge proofs
(ZKP) for selective disclosure of attributes.

In this model, users receive, store, and manage their verifiable credentials independently of
centralized authorities.

Technological foundation of the platform:

» Hyperledger Indy — a specialized blockchain for identity, supporting decentralized registries
of DIDs (Decentralized Identifiers).

» Hyperledger Aries — a set of protocols and tools for agents (software interfaces) that ex-
change credentials between users, organizations, and services.

» \erifiable Credentials — standardized W3C documents that can be issued, verified, and re-
voked.

The platform supports zero-knowledge proofs, enabling users to selectively disclose only parts
of credential attributes.

Key features of Evernym:

 User control over data — all credentials are stored in a local “agent” (an app or module) that
shares data only with the owner’s permission.

» High integration capability — supports enterprise needs such as revocation, auditing, and
credential lifecycle management.

+ Participation in global standardization — Evernym has played a key role in developing W3C
specifications and the Decentralized Identity Foundation.

Conclusions

The combination of Decentralized Identity (DID) and Zero-Knowledge Proofs (ZKP) repre-
sents a radical step toward a safer, more private, and user-centric internet. Such a system enables
individuals to control their own data, interact in the digital space without relying on centralized in-
termediaries, and prove facts (e.g., age or education) without revealing unnecessary information.
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Although the technology is rapidly evolving, it faces several challenges: usability complexity
for ordinary users, the risk of key loss, a limited number of trusted credential issuers, and the need
for interoperability at a global level. Additionally, legal recognition of digital credentials across dif-
ferent jurisdictions remains an open issue.

Decentralized identity based on ZKP is key to secure, private, and scalable digital interactions.
It addresses fundamental problems of centralized systems such as data breaches, redundant verifica-
tions, and limited user autonomy. The combination of DID and ZKP forms a new paradigm of digi-
tal identity management focused on security, privacy, and user autonomy. DID ensures the storage
and control of credentials in a personal environment, while ZKP allows attribute verification with-
out revealing the underlying data. Despite existing technical, regulatory, and user adoption barriers,
the intensive development of standards, infrastructure, and governmental initiatives indicates a tran-
sition of this model from conceptual stages to practical implementation. In the future, it has the po-
tential to become the foundation of a secure, interoperable, and sovereign digital identity on a glob-
al scale.

Further research and development in this field will contribute to improving existing mecha-
nisms, increasing their accessibility, and adapting them to diverse application scenarios — from the
financial sector to government services and everyday digital interactions.
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