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RESEARCH AND CLASSIFICATION OF THE MAIN TYPES OF ATTACKS
ON ARTIFICIAL INTELLIGENCE SYSTEMS IN CYBERSECURITY

Introduction

In today's world, artificial intelligence (Al) is increasingly being integrated into various areas
of human activity, from finance and medicine to autonomous vehicles and cybersecurity. Along
with the development of Al technologies, new challenges arise, including threats related to attacks
on artificial intelligence. Such attacks can have serious consequences, including compromising data
security, manipulating algorithms, and creating vulnerabilities in critical systems.

Machine learning, as the basis of most modern Al systems, allows them to find patterns in data,
adapt to changes, and improve over time. However, since ML models rely heavily on the quality of
the input data and the hypotheses they are based on, they are vulnerable to certain types of attacks.
Attackers can manipulate training data, spoof input parameters, or exploit algorithmic weaknesses
to achieve their goals.

In essence, the machine learning methodology used in modern Al systems is susceptible to at-
tacks through publicly available APIs that expose the model and against the platforms on which
they are deployed. For attacks on security models, attackers can compromise the privacy and data
protection of both the model and the data simply by using publicly available interfaces and provid-
ing input data that is within an acceptable range. In this sense, the challenges faced by AML are
similar to those faced by cryptography. Modern cryptography relies on secure algorithms in the the-
oretical sense of information. Thus, people should only focus on their reliable and secure implemen-
tation, which is the primary task for the cryptographic research community. Unlike cryptography,
there are no information-theoretic security proofs for widely used machine learning algorithms. As
a result, many advances in the development of mitigation tools for various classes of attacks are
empirical and limited.

But many companies and organizations have been actively working in recent years to regulate
the use of Al in their systems. For example, among a wide range of activities, NIST contributes to
the research, standards, assessments, and data needed to develop, use, and ensure reliable artificial
intelligence (Al). In 2024, NIST published a report [1] on machine learning threats, and in 2025 it
updated it [25]. This report developed a taxonomy of concepts and defined terminology in the field
of adversarial machine learning (AML).

Attacks on AI/ML systems can be divided into several categories depending on the attacker's
goals, implementation methods, and the level of impact on the model. Among the most common
types of attacks are poisoning attacks, evasion attacks, privacy attacks, and denial-of-service at-
tacks. Each of these types of attacks uses different mechanisms of influence, from spoofing training
data to exploiting vulnerabilities in already trained models.

The relevance of the study is due to the growing number of cases of hacking and manipulation
of Al systems, which can lead to financial losses, security threats, and loss of trust in technology.
Therefore, the purpose of this article is to study the threats and risks associated with the use of Al.
The article identifies the types of attacks that can be directed at AI/ML models, the stages of the at-
tack life cycle, the goals and objectives of the attacker, as well as the attacker's capabilities and
knowledge of the learning process. The study allows us to better understand current risks in the
field of artificial intelligence and identify measures to improve the security of such systems.

1. Classification of Al-based attacks

An Al-based attack can be classified according to many different parameters. For example,
several attack classification systems were presented in [7, 8]. NIST also presented different types of
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classification in its report on Al machine learning attacks [1]. In this section, we will consider some
types of classifications.

1.1. Main types of attacks

Attacks based on machine learning and Al are usually classified according to the following
general parameters [1]:

1) the training method and the stage of the training process when the attack is established,;

2) goals and objectives of the attacker;

3) capabilities of the attacker;

4) the attacker's knowledge of the training process.
Fig. 1 shows a general classification of attacks aimed at AI/ML models.
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Fig. 1 shows a scheme of classification of attacks on Al systems. In turn, each of these attacks
can be divided into the following main subgroups:

Data Poisoning:

¢ Introducing malicious data into the training set.
o Label-flipping Attack.

e Using hidden triggers (Backdoor Attack).

e Manipulation of neural network weights.

Privacy Attacks:

e Extract data from the training set.
e Model Inversion Attack.

e Membership Inference Attack.

e Hacking the model parameters.

Evasion Attacks:

Manipulation of input data.
Image/text/audio attack.

Bypassing anti-virus systems.
Change the recognition parameters.
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— Abuse Attacks:
e Using generative Al to create fake content.
o Deepfake (video, audio, images).
e Social engineering attacks.
e Creating malicious code.
—  Prompt Injection attacks:
Influence on text models (ChatGPT, Bard, etc.).
Imposing unwanted answers.
Bypassing model limitations.
Generation of fake information.

1.2. Classification of attacks by attacker's goal

The attacker's goals are classified by three criteria in accordance with the three main types of
security breaches [1] that are considered when analyzing system security: availability, integrity, and
data confidentiality compromise. Accordingly, an attacker's success indicates the achievement of
one or more of these goals.

An availability attack is an indiscriminate attack on machine learning (ML) in which an attack-
er attempts to disrupt the performance of a model during deployment. Availability attacks can be
launched through data poisoning, where an attacker controls a portion of the training set, or through
model poisoning, where an attacker controls the model parameters.

An integrity attack targets the integrity of the ML model's output, resulting in incorrect predic-
tions made by the ML model. An attacker can cause an integrity breach by performing a bias attack
during deployment or a poisoning attack during training. Evasion attacks require modifying test
samples to create competitive examples that are misclassified by the model to a different class while
remaining hidden and unnoticed by humans. Examples of such attacks can be found in [12, 13].

In privacy attacks, attackers may be interested in obtaining information about the training data
or the ML model (resulting in data and model privacy attacks, respectively). An attacker may have
different goals for compromising the privacy of training data, such as data modification (extracting
the content or features of training data), data injection [14, 15] (the ability to extract training data
from generative models), and injection of properties regarding the distribution of training data [16].

1.3. Classification of attacks by attacker's knowledge

Another criterion for classifying attacks is the extent to which the attacker has knowledge of
the machine learning system. There are three main types of attacks according to this criterion [1]:
white box, black box, and gray box.

e White box attacks. They assume that an attacker operates with full knowledge of the ma-
chine learning system, including training data, model architecture, and additional model parameters.
Although these attacks operate under very strong assumptions, the main reason for analyzing them
is to test the vulnerability of the system against the worst attackers and evaluate potential mitiga-
tions.

e Black box attacks. These attacks involve minimal knowledge of the ML system. An attacker
can gain access to query the model, but they have no other information about how the model is
trained. These attacks are the most practical because they assume that the attacker does not know
the Al system and uses system interfaces that are easily accessible for normal use.

e Gray box attacks. There are a number of gray box attacks that capture conflicting knowledge
between black box and white box attacks. Paper [17] presents a framework for classifying gray box
attacks. An attacker may know the model architecture but not its parameters, or an attacker may
know the model and its parameters but not the training data. Other common assumptions for gray
box attacks are that the attacker has access to data distributed identically to the training data and
knows the function representation. The latter assumption is important in applications where feature
extraction is used before training an ML model, such as cybersecurity, finance, and healthcare.
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That is, generally speaking, from an information perspective, if an attacker has complete
knowledge of the model, such as parameters, functions, and training data, we speak of a white box
attack. Conversely, if the attacker has no knowledge of the model's inner workings and only has ac-
cess to its predictions, we call it a black box attack. Everything in between falls into the gray box
category [22]. This is shown schematically in Fig. 2.

The learning process

Input data

Predictions.

Y

Training data
Parameters
\ 4

Training data

_________________________________

Gray box White box

Fig. 2. Diagram of the degree of awareness of the attacker

In practice, the attacker often starts from a black box perspective and tries to increase his
knowledge, for example by performing logical inference or oracle attacks, where the attacker que-
ries the model to get clues about the model's internal elements or training data. Often, sensitive in-
formation about the target model can be obtained through more traditional means, such as open
source intelligence (OSINT), social engineering, cyber espionage, etc.

2. Data poisoning attack

Attacks at the ML training stage are called poisoning attacks [1, 9]. In a data poisoning attack
[5, 9], an attacker controls a subset of the training data by inserting or modifying training samples.
In a model poisoning attack [10], the attacker controls the model and its parameters. Data poisoning
attacks can be applied to all learning paradigms, while model poisoning attacks are most common in
federated learning [11], where clients send local model updates to the server that processes the in-
put, and in supply chain attacks, where malicious code can be added to the model by the model
technology providers. Here, federated learning refers to a machine learning method focused on set-
tings in which multiple entities (often called clients) jointly train a model, with the data used for
training distributed in a decentralized manner. This distinguishes it from machine learning, in which
data is stored centrally.

The first poisoning attacks detected in cybersecurity applications were availability attacks
against the generation of worm profiles and spam classifiers that indiscriminately affect the entire
machine learning model and essentially cause a denial-of-service attack for users of the Al system.

Poisoning attacks are considered to be one of the most dangerous among Al attacks and can
cause either availability or integrity violations. In particular, availability attacks cause degradation
of the machine learning model at all stages, while targeted and backdoor poisoning attacks are more
stealthy and cause integrity violations on a small dataset. Poisoning attacks utilize a wide range of
competitive capabilities such as data poisoning, model poisoning, label control, source code control,
and test data control, resulting in several subcategories of poisoning attacks. According to the threat
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model, they can be used in both white-box and black-box scenarios [18], which were discussed in
Section 1.3 of this article.

Among the methods of preventing data poisoning attacks, there are two most effective ones
[1]:

e Cleaning the training data. These methods exploit the fact that poisoned sets are usually dif-
ferent from normal training sets that are not controlled by attackers. Thus, data cleaning techniques
are designed to clean the training set and remove the poisoned sets before performing machine
learning training.

e Robust training. An alternative approach to mitigating availability attacks is to modify the
ML learning algorithm and perform robust learning instead of regular learning. Several articles have
identified robust optimization methods, such as using a reduced loss function [20] or random
smoothing to add noise during training [21].

3. Evasion attack

Evasion Attacks are a type of cyberattack in which attackers modify input data to bypass a ma-
chine learning system and cause misclassification or false decisions. Such attacks usually occur at
the stage of using the model, when it is already trained and deployed. Attackers make minor, often
unnoticeable changes to the input data, which, however, significantly affect the model's perfor-
mance.

The types of evasion attacks according to the NIST Al 100-2e2025 classification [25] include
the following:

1. Gradient-based attacks: Attackers use information about the gradients of the model's loss
function to determine the most effective input changes that will lead to misclassification [22].

2. Score-based attacks: Attackers gain access to the model's confidence scores and use optimi-
zation techniques to create fake examples that the model misclassifies.

3. Decision-based attacks: Attackers have access only to the final decisions of the model (e.g.,
class labels) and use optimization techniques to create fake examples that cause the model to make
mistakes.

4. Transfer attacks [23]: Attackers train a replacement model, generate fake examples on it,
and transfer these attacks to the target model by exploiting similarities between the models.

Evasion attacks pose a serious threat to cybersecurity systems. Attackers can change the char-
acteristics of malware to bypass antivirus systems or modify network traffic to avoid detection by
intrusion systems.

Currently, the main methods of protection [1] against evasion attacks are:

1. Adversarial training: Incorporating fake examples into the model training process to increase
its resistance to attacks.

2. Use of ensembles of models (Ensemble methods) [24]: Combining multiple models to
reduce the likelihood of a successful attack on all models at once.

3. Continuous monitoring and updating: Regularly updating detection models and systems to
adapt to new attack strategies and improve resilience.

However, these methods have various limitations, such as reduced accuracy for adversarial
learning and random smoothing, and computational complexity for formal methods. Therefore, a
trade-off between robustness and accuracy should always be sought. Understanding and implement-
ing these security techniques is critical to ensuring the security and reliability of machine learning
systems in the face of increasing threats from evasion attacks.

4. Attack on privacy

Privacy attacks are a type of cyberattack aimed at obtaining sensitive information from artifi-
cial intelligence (Al) models, their training data, or output. These attacks can be used to steal per-
sonal data, compromise commercial information, or hack machine learning models.

Below, we'll look at the main types of privacy attacks:
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1. Data Reconstruction Attacks: Attackers attempt to recreate the original data by accessing the
Al model or its output. This can happen when the model produces overly detailed answers or has
vulnerabilities that allow parts of the training data to be recovered.

2. Model Inversion Attacks: In this case, attackers use the output of the model to recreate the
inputs or characteristics used in training. This can reveal sensitive information about the parties rep-
resented in the training data.

3. Membership Inference Attacks: Attackers try to determine whether specific records were in-
cluded in the model's training dataset. This can be used to reveal a person’s participation in certain
events or membership in certain groups.

4. Metadata-based attacks: Even if the data itself remains secure, attackers can use metadata
(e.g., access times, file sizes) to obtain sensitive information or establish patterns that can be used in
further attacks.

5. Side-channel attacks: Attackers can analyze the behavior of an Al system, such as response
time or energy consumption, to gain information about internal processes or model data.

It is recommended to protect against such attacks:

e Increasing anonymity and aggregating data. Use methods that reduce the risk of identifying
individual records in training data.

e Federated Learning — training models on local devices without transferring data to the
server.

o Differential privacy. Adding controlled noise to the data or model results to prevent the orig-
inal data from being recovered without significantly affecting the model's accuracy.

e Access restriction and monitoring: Control access to models and data, and continuously
monitor usage to detect suspicious activity.

e Vulnerability assessment: Regularly testing models for resistance to privacy attacks and im-
plementing appropriate security measures.

Privacy attacks pose a serious threat to Al systems, including in the field of cybersecurity.
Therefore, protecting privacy in Al systems is critical to maintaining user trust and regulatory com-
pliance. Attackers use various methods to gain access to sensitive data or model parameters. Pro-
tecting such systems requires a comprehensive approach, including modern cryptographic methods,
activity monitoring, and raising user awareness of risks.

5. Attack of abuse

Another type of attack on Al systems is abuse attacks [25]. These attacks are aimed at abusing
or manipulating artificial intelligence (Al) systems to produce undesirable or harmful results. These
attacks exploit vulnerabilities in the structure or implementation of Al models to cause the system to
behave inappropriately.

Examples of abuse attacks:

1. Bias Exploitation: An attack in which an attacker exploits existing biases or weaknesses in
an Al model to produce certain results or amplify discriminatory tendencies.

2. Functionality Misuse: Manipulating an Al system to perform actions that were not intended
by the developers, such as using a chatbot to generate unwanted content or spam.

3. Prompt Injection Attacks: Injecting specially crafted queries or commands that cause the Al
model to generate unwanted or malicious content.

To prevent such attacks, NIST recommends the following security measures:

e Improvement of anomaly detection algorithms — development of mechanisms that can rec-
ognize suspicious interactions with Al.

e Stricter data verification policies — analyzing incoming data to identify possible manipula-
tions.

e Increase the transparency of Al systems by improving the documentation of decision-
making processes in models.
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e Mechanisms to counteract malicious intrusion, such as the introduction of additional levels
of verification in security models.

e Development of standards for the ethical use of Al — active regulation and control over the
implementation of such technologies.

Thus, misuse attacks pose a serious threat to Al systems, as they allow attackers to use them in
unexpected ways. The use of Al to automate fraud, manipulate public opinion, or circumvent re-
strictions creates new challenges for cybersecurity. Preventing such attacks requires a comprehen-
sive approach, including improving security algorithms, developing policies for the responsible use
of Al, and continuously monitoring threats.

6. General summary of attacks on Al systems

In Sections 2-5 of this article, we have discussed the 4 most influential types of attacks on
ML/AI systems, namely:

Data poisoning attacks — are carried out during the training phase and can have a long-term im-
pact on the model's accuracy, causing it to draw incorrect conclusions.

Evasion attacks are runtime attacks where attackers try to trick the model by injecting specially
created data into it.

Privacy attacks — aimed at extracting sensitive data from the model, which jeopardizes the se-
curity of users' personal information.

Abuse attacks are associated with the misuse of Al capabilities, for example, to create fake
videos, malicious code, or manipulate social media.

The results of the analysis of the considered attacks are summarized in Table 1 below.

Table 1
Comparative characteristics of attacks on AlI/ML systems
The purpose The attack
Type of attack of the attack phase Methods Consequences

Poisoning Attack
(data poisoning
attack)

Impact on the quality
of education

Model training

Adding malicious data
to the training set

Deterioration in the
quality of decisions,
false alarms, and
reduced security for
further attacks

Evasion Attack
(evasion attack)

Bypassing model
security mechanisms

Execution of
the model

Manipulation of source
data, generation of
special malicious data

Bypassing defense
mechanisms, reducing
model accuracy

Privacy Attack Theft of data used to | Execution of Analyzing model Confidential data
(privacy attack) train the model the model responses, data recovery | leakage
Abuse Attacks Using Al to create After deploying | Generative models for Informathn

. 9 - . manipulation, fraud
(misuse attacks) malicious data the model attacks, manipulation automation

Conclusions

1. Al is a good tool for automating the processes of detecting and responding to attacks and
threats, and significantly increases the efficiency of protecting systems and companies. The use of
machine learning algorithms helps to quickly analyze large amounts of data and identify anomalies
in the behavior of users and systems.

2. However, Al not only provides effective protection, but also creates new threats due to its
possible use by malicious actors. That is why the issue of detecting and counteracting attacks is a
very important issue in the modern cyberspace. Therefore, in this article, we have reviewed and
comprehensively analyzed attacks on modern ML/AI models.
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3. The reliability of an Al system depends on all the attributes that characterize it. For example,
an Al system that is accurate but easily susceptible to aggressive actions is unlikely to be trustwor-
thy. Likewise, an Al system that produces harmfully biased or unfair results is unlikely to be trust-
ed, even if it is reliable. There are also trade-offs between transparency and competitiveness. Unfor-
tunately, it is not possible to maximize the performance of an Al system with respect to these attrib-
utes simultaneously. For example, Al systems optimized only for accuracy tend to underperform in
terms of competitive reliability and fairness. Conversely, an Al system optimized for competitive-
ness may demonstrate lower accuracy and poorer reliability results.

4. Data poisoning attacks are the most dangerous type of Al-based attacks in the long run, as
they affect the model itself and can remain undetected for a long time.

5. Privacy attacks and abuse attacks are particularly dangerous because of the possibility of
leaking sensitive data and creating malicious content.

6. The study revealed the general consequences of Al-based attacks:

e Undermining trust in Al — constant attacks and manipulations can make Al a less reliable

decision-making tool.

e Confidential information leakage — privacy attacks lead to large-scale losses of personal

and corporate data.

e Defense bypassing — model evasion and poisoning jeopardize modern cybersecurity sys-

tems, reducing their effectiveness.

e Scalability of attacks — attackers can use Al to automate and accelerate attacks, which in-

creases their impact.

e State-level risks — Al-based attacks can threaten national security, the economy, and critical

infrastructure.

7. Therefore, the main ways to protect against Al-based attacks are as follows:

e Developing resilient Al models that are less vulnerable to poisoning or evasion.

e Implementation of attack detection mechanisms, such as monitoring changes in training

data and algorithms.

e Increasing the transparency of Al by creating explainable models that can be checked for

manipulations.

e Strengthening regulation and standards — governments and organizations should set rules

for the use of Al.

8. Each type of attack on Al systems has different mechanisms of influence, but all of them can
significantly reduce the efficiency and security of machine learning models. Protection against such
attacks requires a comprehensive approach. In addition to the above methods of counteracting at-
tacks, the human factor remains important — training of specialists and users, as many attacks are
based on social engineering.

9. In most cases, organizations will have to make a trade-off between desirable attributes and
decide which to prioritize depending on the Al system, use case, and potentially many other consid-
erations regarding the economic, environmental, social, cultural, political, and global implications
of Al technology.

10. It is important to note that with the development of Al technologies, new types of attacks
are emerging, so constant monitoring and updating of knowledge in this area is essential to ensure
cybersecurity.

11. To summarize, it is important to note that the safe use of Al in cybersecurity is a balance
between technological innovations and threats arising from their development. The development of
adaptive security methods and the improvement of machine learning models will help reduce the
risks associated with attacks and ensure a reliable level of cyber defense in the future.
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