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Introduction 

Artificial intelligence (AI) has been changing the cybersecurity space for more than a decade, 

thanks to machine learning (ML), which accelerates threat detection and detects anomalous behav-

ior of users and objects. That's why AI is gradually becoming an integral part of modern cybersecu-

rity systems, helping to identify threats, automate processes, and increase the level of information 

protection. 

One of the important challenges in using AI for cybersecurity is building trust. The data used to 

train AI/ML models drives the output of the models. If the training data does not reflect the "real 

world," the model may distort its ability to deliver the expected results. Some data, such as threat 

information, "good" and "bad" file characteristics, compromise indicators, etc., are for everyone to 

see. 

Another major challenge is data security. It is important to define and control what training da-

ta can be shared and what data remains secret within organizations. In the wrong hands, this data 

can help attackers in their attacks to undermine the ability of AI/ML to identify their files, pro-

grams, and behavior as invalid. In this regard, governments and businesses need to develop regula-

tions, standards, and best practices to prevent new AI threats. 

For example, NIST [17, 18] is already leading and participating in the development of tech-

nical standards, including international standards, that promote innovation and public trust in sys-

tems that use AI. A wide range of standards for AI data, performance, and governance is - and in-

creasingly will be - a priority for reliable and responsible AI. 

NIST has developed a plan for global engagement with the promotion and development of AI 

standards. The goal is to stimulate the development and implementation of consensus standards re-

lated to artificial intelligence, collaboration and coordination, and information sharing. Reflecting 

input from the public and private sectors. On July 26, 2024, after reviewing public comments on the 

project plan, NIST published the Global AI Standards Engagement Plan [17]. 

The development of AI technologies has brought not only new opportunities, but also new 

risks and dangers. The community of scientists and researchers around the world is concerned and 

warns of potential problems with the spread of AI. In particular, a recent report by the UK National 

Cyber Security Center (NCSC) [14] warns that over the next two years, AI technologies will likely 

increase the dynamics of cyberattacks and increase their impact on existing cryptosystems and in-

formation security tools. According to the Center [14], AI opens up great opportunities in this area 

even for those cryptanalysts who do not have the appropriate technical skills. And they argue that 

after 2025 and beyond, when AI has been trained successfully enough, AI will almost certainly im-

prove, providing faster and more accurate cyber operations. 

The role of AI will only grow in the coming years. For example, AI is able to detect threats in 

real time, meaning it can analyze huge amounts of data, identifying anomalous activities and poten-

tial threats faster than humans can. AI algorithms can not only identify threats but also instantly 

block malicious traffic or change network access rules. What is also important, automated solutions 

help to avoid mistakes that can occur due to human inattention or lack of skills. 

Therefore, the purpose of this article is to study the current state of AI in cybersecurity, as well 

as the threats and risks associated with its use. The article discusses modern anti-virus solutions, the 

most popular AI attacks and methods of protodiagnostics. It also discusses the prospects of using AI 

and proves that in the modern world, AI is an integral part of cybersecurity. 
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1. Main areas of AI application in cybersecurity 

Below, we will consider six main possible options for using AI in the field of cybersecurity 

(Fig. 1): 

1. Automated threat detection and response. Traditional cybersecurity systems require constant 

monitoring and analysis of large amounts of data, which is difficult to implement manually. AI can 

perform the following tasks: 

• Detect anomalous activity in the network using machine learning algorithms. 

• Analyze user and device behavior to detect suspicious activity. 

• Automatically respond to threats by blocking potentially dangerous actions without human 

intervention. 

An example of such systems is, for example, an AI-enabled SIEM (Security Information and 

Event Management) system that analyzes events in real time and warns of possible attacks. SIEM 

systems will be discussed in more detail in Section 3 of this article. 

2. Use of AI in malware analysis. Traditional antiviruses use signatures to detect malware, 

which makes them less effective against new attacks. Instead, AI allows: 

• Use behavioral analysis to detect new viruses and Trojans. 

• Recognize different types of attacks that change their code to bypass antiviruses. 

• Automatically create and update threat databases without the need for manual changes. 

For example, AI antiviruses such as Microsoft Defender ATP or Darktrace are gaining popu-

larity, analyzing program behavior and detecting threats without human intervention. We discuss 

these methods in more detail in Section 4 of this article. 

3. Strengthening cryptography and post-quantum security. It is well known that with the devel-

opment of quantum computers, traditional cryptographic algorithms can become vulnerable. AI,  

in turn, can help in: 

• Creating adaptive cryptographic solutions that can change keys and algorithms in real time. 

• Optimization of encryption and decryption, which will make cryptographic systems more  

efficient. 

• Development of new post-quantum cryptographic algorithms that will be resistant to attacks 

by quantum computers. 

Therefore, AI is actively used to test new strong ciphers. Encryption and key management op-

timization – machine learning algorithms can improve the efficiency of cryptographic protocols, 

providing faster and more secure encryption. For example, NIST is actively researching encryption 

and signature algorithms for post-quantum cryptography [1], and AI can accelerate their testing and 

implementation [18]. 

4. AI in countering phishing attacks. Phishing is one of the most widespread cyber threats that 

is becoming increasingly complex. AI can help in: 

• Automatically recognize suspicious emails and URLs. 

• Analyzing the language and structure of messages to detect fraudulent schemes. 

• Improved authentication mechanisms, for example, through behavioral biometrics or dy-

namic captchas. 

One of the most well-known examples of AI in the fight against phishing is Google, which uses 

AI in Gmail to filter phishing emails, which allows it to block more than 99% of malicious messag-

es. 

5. Using AI to predict attacks. Artificial intelligence can help not only respond to attacks but 

also predict them by analyzing huge amounts of data: 

• Using big data analysis to identify trends in cyberattacks. 

• Creating predictive models that allow us to anticipate potential system vulnerabilities. 

• Automatic analysis of the Dark Web to identify new threats and hacking tools. 

For example, IBM Watson for Cyber Security [7] uses cognitive analysis to identify new 

threats by analyzing millions of articles, forums, and messages on the darknet. 
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Fig. 1. The use of AI in cybersecurity 

2. AI-powered protection and improved cybersecurity efficiency 

Artificial intelligence (AI)-based intrusion detection systems (IDSs) are modern cybersecurity 

tools that use machine learning and data analytics to identify and prevent unauthorized activities on 

networks and systems. They are able to adapt to new threats by analyzing large amounts of data and 

detecting anomalies that may indicate potential attacks. 

There are two main methods used in IDS: 

1) Detection based on known algorithms. This method involves comparing incoming traffic 

with a database of known attacks. If a match is found, the system generates an alert. However, this 

approach is limited in detecting new or modified attacks that do not yet have corresponding algo-

rithms. 

2) Anomaly-based detection: This method uses models of normal system behavior. Deviations 

from this norm are considered as potential threats. AI plays a key role in building and updating such 

models, which allows detecting even previously unknown attacks. 

It is clear that the integration of artificial intelligence into intrusion detection systems signifi-

cantly increases the effectiveness of cybersecurity, allowing for the detection and prevention of both 

known and emerging threats. However, in order to maximize the potential of such systems, it is 

necessary to take into account possible limitations and ethical aspects of their application, since, for 

example, the use of AI may raise privacy issues, especially if the systems analyze personal data 

without proper control. 

3. SIEM system with AI support 

Security Information and Event Management, or SIEM, is a security solution that helps organi-

zations recognize and address potential security threats and vulnerabilities before they have a 

chance to disrupt business operations [7]. 

SIEM systems help enterprise security teams detect anomalies in user behavior and use artifi-

cial intelligence (AI) to automate many of the manual processes involved in threat detection and in-

cident response. Currently, the most well-known modern SIEM systems are the following software: 

Splunk Enterprise Security (Splunk), Elastic Security, IBM QRadar SIEM, Wazuh SIEM, Microsoft 

Sentinel. 

The initial SIEM platforms were log management tools. They combined the functions of secu-

rity information management (SIM) and security event management (SEM). These platforms pro-

vided real-time monitoring and analysis of security-related events. The term SIEM was coined in 

2005 to describe the combination of SIM and SEM technologies. 

They also made it easier to track and record security data for compliance or audit purposes. 

Over the years, SIEM software has evolved to include user and object behavior analytics, as well as 

other advanced security analytics, artificial intelligence, and machine learning capabilities to detect 
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anomalous behavior and indicators of advanced threats. Today, SIEM has become a core element of 

modern security operations centers (SOCs) for security monitoring and compliance management. 

The stages of SIEM systems (Fig. 2) can be divided as follows [6]: 

• Data collection – All sources of network security information, such as servers, operating sys-

tems, firewalls, antivirus software, and intrusion prevention systems, are configured to send event 

data to the SIEM tool. Most modern SIEM tools use agents to collect event logs from enterprise 

systems, which are then processed, filtered, and sent to the SIEM. Some SIEMs allow you to collect 

data without agents. For example, Splunk [8] offers agentless data collection on Windows using 

WMI. 

AI SIEM systems start by aggregating data from various sources, such as network devices, 

servers, databases, and applications. Once ingested, the raw data is converted into a standardized 

format to ensure consistent and accurate data analysis regardless of the source. AI and ML signifi-

cantly automate these processes, increasing the speed and intelligence with which security data is 

aggregated and normalized, reducing manual effort and time [9]. 

• Policies – The SIEM administrator creates a profile that defines the behavior of enterprise 

systems under normal conditions and during predefined security incidents. SIEMs provide standard 

rules, alerts, reports, and dashboards that can be customized to meet specific security needs. 

• Data Consolidation and Correlation – SIEM solutions consolidate, analyze, and parses log 

files. Events are then categorized based on the raw data and correlation rules are applied to combine 

individual data events into meaningful security issues. 

• AI SIEM systems use predictive analytics to forecast potential future threats by analyzing 

historical security data and identifying patterns. This capability allows organizations to proactively 

protect their systems rather than reacting to threats as soon as they occur. This knowledge base al-

lows the artificial intelligence models that are at the heart of the solution to create increasingly ac-

curate security responses and incident prevention approaches as time passes and new data is collect-

ed. 

Continuously learning from past problems improves the accuracy and reliability of AI-based 

SIEM systems against increasingly powerful cyber threats. Ultimately, an AI-powered SIEM inte-

grates various components such as AI, ML, deep learning, NLP, and UEBA that extend the capabili-

ties of a traditional SIEM. This integration leads to smarter, more efficient and proactive cybersecu-

rity measures, which is crucial in the ever-changing cyber threat environment [9]. 

• Alerts – If an event or set of events triggers a SIEM rule, the system notifies security per-

sonnel. When a threat is detected, AI enables SIEM systems to automate parts of the incident re-

sponse process. This includes automatically triggering alerts, implementing predefined response ac-

tions, or organizing complex response workflows. One such example is an automated dynamic 

workflow, where the workflow that is established after a potential threat is tailored to the threat in 

question. 
 

 

Fig. 2. Diagram of the SIEM system operation 
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Without the help of a SIEM, the amount of time it would take for security analysts to reliably 

detect suspicious activity by correlating logs between different types of devices would be very long 

given the complexity of most networks. It is rarely possible to detect and respond to any threat or 

attack on their infrastructures in time to prevent any damage. In addition, a SIEM solution can ex-

pand the possibilities of using the collected information [3]. 

It is clear that AI will become increasingly important in the future of SIEM as cognitive capa-

bilities will improve the system's decision-making ability. It will also allow systems to adapt and 

evolve as the number of endpoints increases. As IoT, cloud computing, mobile, and other technolo-

gies increase the amount of data that a SIEM tool must consume. AI offers the potential for a solu-

tion that supports more types of data and a comprehensive understanding of threats as they evolve. 

4. Anti-virus solutions based on AI 

Artificial intelligence plays a key role in modern anti-virus solutions, such as Microsoft De-

fender Advanced Threat Protection (ATP) [11] and Darktrace [12]. These systems use AI capabili-

ties to improve detection and response to cyber threats. 

Microsoft Defender ATP [11] is an enterprise endpoint security platform designed to prevent, 

detect, investigate, and respond to threats. It integrates endpoint behavioral sensors, cloud-based se-

curity analytics, and threat intelligence to provide comprehensive protection. The sensors built into 

Windows 10 collect and process behavioral signals that are sent to the Microsoft Defender isolated 

cloud environment for further analysis. 

The main features of Microsoft Defender include [11]: 

• Reducing the attack surface: minimizing attack vectors to reduce the possibility of intrusion. 

• Next-generation defense: using advanced machine learning techniques to detect sophisticat-

ed attacks. 

• Endpoint Detection and Response (EDR): Provides in-depth analysis and visualization of 

threats in real time. 

• Automated investigation and response: reduce the workload of security teams by automating 

processes. 

Among the advantages of the Microsoft Defender solution is that it has deep integration with 

Windows, Microsoft 365, and Azure, but at the same time, this can be seen as a disadvantage, as it 

does not cover all network traffic as effectively as, for example, Daktrace [12], which will be dis-

cussed further. Other advantages include automatic threat research and built-in SIEM and SOAR 

capabilities through Microsoft Sentinel. Let's take a closer look at the Daktrace solution. 

Darktrace [12] is a cybersecurity company that uses artificial intelligence and machine learning 

to detect cyberattacks and vulnerabilities in computer systems. Its technology aims to detect threats 

quickly and efficiently by using behavioral analysis to identify anomalies that may indicate attacks. 

Darktrace uses self-learning AI to provide proactive cyber defense. Darktrace's core principle 

is the use of machine learning to analyze user, device, and network behavior. Its technology is ca-

pable of: 

• Detect threats in real time: by analyzing network and user behavior to detect anomalies. And 

just as importantly, it detects new, unknown threats without using known algorithms or databases of 

known viruses. 

• Autonomously respond to threats: perform automatic actions to neutralize attacks without 

human intervention. 

• Provide protection across multiple environments: networks, email, cloud services, opera-

tional technologies and endpoints, as well as external platforms such as AWS, Azure, Google 

Cloud. 

Thus, we can see that both Microsoft Defender for Endpoint [11] and Darktrace [12] use artifi-

cial intelligence (AI) to improve cybersecurity, but they have different approaches and areas of ap-

plication. Let us consider them in a comparative analysis in Table 1. 
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Table 1 

Comparative analysis of modern AI-based anti-virus solutions 

Characteristics Microsoft Defender ATP Darktrace 

Solution type 
Endpoint Detection and Response (EDR), 

SIEM/SOAR 

Network Detection and Response (NDR),  

Autonomous AI security 

The main approach 
Use behavioral analysis and threat  

intelligence to protect endpoints 

Self-learning AI to analyze anomalies  

in the network, email, and cloud services 

Main features 
Endpoint threat detection, attack analysis, 

automated response 

Network threat detection, autonomous  

response with Darktrace Antigena 

Protection against 

ransomware 

Blocks known attacks, analyzes behavior, 

stops suspicious processes 

Detects anomalous activity in real time, blocks 

malicious activity at the network level 

Focus on threats 
Viruses, malware, exploits, attack scripts, 

account compromise 

Anomalies in network traffic, insider threats, 

zero-day attacks 

Integration 
Deep integration with the Microsoft 365 

ecosystem, Azure, Defender XDR 

Support for hybrid environments: network, 

email, cloud, industrial systems 

Cloud support Microsoft 365, Azure 
AWS, Google Cloud, Azure, local area  

networks 

 

Let's consider who each solution is best suited for. 

Microsoft Defender for Endpoint: 

• Large and medium-sized companies operating in the Microsoft ecosystem. 

• Organizations looking for powerful endpoint protection with built-in SIEM analytics. 

• Companies with an IT team that is ready to manage security through Microsoft Security 

Center. 

Darktrace would be better integrated into: 

• Businesses with extensive networks that require in-depth traffic analysis. 

• Organizations that want to detect anomalies in real time and automatically respond to them. 

• Companies that use mixed environments (local servers, cloud platforms, IoT). 

These examples demonstrate how the integration of AI into antivirus solutions improves the ef-

ficiency of detecting and responding to modern cyber threats, ensuring proactive protection of in-

formation systems. 

5. AI as an attacker's tool – risks and threats associated with AI 

The previous sections have discussed the benefits of using AI in cybersecurity, but there are 

undoubtedly many challenges to its use, as AI not only opens up new opportunities for develop-

ment, but also becomes a tool in the hands of attackers, creating new risks and threats. The most 

common of these threats in the modern world are: 

• AI-based attacks: Cybercriminals can use AI to launch more sophisticated and targeted  

attacks. This increases the effectiveness of their actions and makes it more difficult to detect threats. 

• Disinformation and deep fakes (Deepfake): AI allows for the creation of realistic fake video, 

audio, and text that can undermine trust in authoritative sources, manipulate public opinion, and  

interfere with electoral processes. 

• Automation of cyberattacks: Attackers can use AI to automate attacks, allowing them to be 

carried out faster and less likely to be detected. 

• Attacks on AI systems: Attackers can manipulate the data that AI systems are trained on, 

leading to incorrect decisions and increasing the vulnerability of the systems. 

Attackers are using AI to automate and increase the effectiveness of social engineering attacks. 

For example, neural networks can automatically generate highly believable phishing messages that 

convince users to share their passwords or other important information. This allows attackers to 
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gain access to the system without the need to conduct technical attacks, bypassing many levels of 

protection. Attackers are also actively using AI to carry out various attacks, which requires security 

professionals to develop new protection strategies. Therefore, let's take a look at the main types of 

AI-based attacks. 

5.1. Data poisoning attacks 

The first Data Poisoning attacks [15] were carried out in cybersecurity back in 2006 [19] and 

2008 [20] and have since gained popularity among attackers. These attacks occur at the training or 

retraining stage of an AI model. Attackers inject malicious data into the training database, which 

leads to malfunctioning of the system and generation of false results. This can cause errors in classi-

fication or decision-making. For example, GANs can create artificial data that looks legitimate but 

is intended to mislead or corrupt machine learning models, which affects their performance and  

reliability. 

Data poisoning can also reinforce existing biases in AI systems [16]. Attackers can target spe-

cific subsets of data, such as a particular demographic, to inject biased data. This can cause an AI 

model to perform unfairly or inaccurately. For example, facial recognition models trained with bi-

ased or fake data may incorrectly identify people from certain groups, leading to discriminatory re-

sults. These types of attacks can affect both the fairness and accuracy of ML models in different ap-

plications. 

Data poisoning can also open the door to more sophisticated attacks [16], such as inversion at-

tacks, in which hackers attempt to reconstruct the model's training data. Once an attacker success-

fully poisons the training data, they can then use these vulnerabilities to launch more serious at-

tacks. In systems designed for sensitive tasks, such as cybersecurity, these risks can be particularly 

dangerous. 

To protect against data poisoning attacks, organizations can implement strategies to help ensure 

the integrity of training datasets, improve model reliability, and continuously monitor AI models. 

5.2. Evasion attacks 

Evasion Attacks [18] consist of creating special input data that misleads the AI model, forcing 

it to make incorrect predictions or classifications. Such attacks can be aimed at bypassing malware 

detection systems or other protective mechanisms. 

The discovery of evasion attacks against machine learning models has sparked increased inter-

est in adversarial machine learning, leading to significant growth in this research area over the past 

decade. In an evasion attack, the goal of the attacker is to create competitive examples, which are 

defined as test samples [21]. 

In cybersecurity applications, competitive examples must respect the constraints imposed by 

the program semantics and the representation of cyber data features, such as network traffic or pro-

gram binaries [18]. 

FENCE is a general framework for creating white-box evasion attacks using gradient optimiza-

tion in discrete domains and supports a number of linear and statistical characteristic dependencies 

[22]. FENCE has been applied to two network security applications: malicious domain detection 

and malicious network traffic classification. In [23], this technique was applied to network intrusion 

detection and phishing classifiers. It is noted in [23] that continuous domain attacks cannot be easily 

applied in constrained environments because they result in infeasible adversarial examples. Pierazzi 

et al. [24] discuss the difficulty of establishing possible evasion attacks in cybersecurity due to con-

straints in the function space and formalize evasion attacks in the problem space and create possible 

adversarial examples for Android malware. 

5.3. Rapid deployment attacks 

In a Prompt Injection attack [18], attackers insert malicious instructions into requests to AI 

models, forcing them to perform unwanted actions or provide sensitive information, i.e., tricking the 

model into returning an unexpected response and causing the application to act in unplanned ways. 
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Successful implementation can lead to the leakage of confidential data, destruction of information, 

and other types of damage depending on the application. 

5.4. Social engineering attacks using AI 

AI is used to automate and improve the effectiveness of social engineering attacks, such as 

phishing or manipulation, making them more difficult to detect. 

Attackers use social engineering techniques to conceal their true "identity" by posing as trusted 

organizations or individuals to victims. These attacks are aimed at obtaining personal information to 

access the target network through deception and manipulation. Social engineering is used as the 

first stage of a large cyberattack to penetrate a system, install malware, disclose confidential data, 

etc. 

For example, in the case of phishing [18], it was previously demonstrated that large language 

models (LLMs) can create persuasive scams such as phishing emails [25]. Now that LLMs can 

more easily integrate with applications, they can not only create fraudulent activities, but also wide-

ly distribute such attacks [26]. Users are likely to be more susceptible to these new attacks, as op-

posed to phishing emails, because they lack experience and awareness of this new threat technique. 

The LLM itself also acts as a computer on which malicious code runs and spreads. For exam-

ple, an automated message processing tool that can read and create emails and view users' personal 

data can propagate the injection to other models that can read these incoming messages [26]. 

So, let's look at measures to counter AI-based attacks. To protect yourself from AI attacks, you 

need to take the following steps: 

• Improving data quality: Ensuring data is clean and reliable for training AI models helps  

reduce the risk of data poisoning. 

• Developing resilient models: Creating AI models that are resistant to attacks by implement-

ing security methods and regular testing. 

• Monitoring and auditing: Continuously monitor the operation of AI models and conduct  

audits to identify possible vulnerabilities. 

• Staff training: Raising employees' awareness of possible AI-based attacks and methods of 

detecting them. 

In today's digital environment, it is important to be prepared for new challenges related to the 

use of AI and implement appropriate cybersecurity measures. 

Conclusions 

1. This paper reviews and analyzes. This article provides a comprehensive analysis of the cur-

rent state and prospects of artificial intelligence (AI) in cybersecurity. Both the benefits of imple-

menting AI in security systems and the risks associated with its use are considered. 

2. AI allows you to automate the process of detecting and responding to threats, which signifi-

cantly increases the effectiveness of cyber defense. The use of machine learning algorithms helps to 

quickly analyze large amounts of data and identify anomalies in the behavior of users and systems. 

3. Modern cybersecurity systems, such as SIEM (Security Information and Event Manage-

ment), benefit greatly from AI integration, as they are able to analyze events in real time and warn 

of possible attacks. Continuously learning from the past improves the accuracy and reliability of AI-

powered SIEM systems against increasingly powerful cyber threats. Ultimately, an AI-powered 

SIEM integrates various components such as AI, ML, deep learning, NLP, and UEBA. This integra-

tion leads to smarter, more efficient and proactive cybersecurity measures, which is crucial in the 

ever-changing cyber threat environment. At the same time, a large number of integrations with vari-

ous systems allow SIEM systems to monitor and accumulate data on the current state of cybersecu-

rity of information infrastructure in relation to certain international and national standards, such as 

ISO 27001, GDPR or PCI DSS. 

4. AI can analyze huge amounts of data and identify patterns that indicate potential threats, al-

lowing organizations to stay ahead of hackers. AI can also identify threats faster and more accurate-
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ly, and automatically block malicious traffic without human intervention. Thanks to behavioral 

analysis, AI antiviruses (e.g., Microsoft Defender ATP and Darktrace) can detect threats more effec-

tively than traditional antivirus programs. 

5. As for the use of attack detection protection systems, if a company actively uses Microsoft 

365, Azure, and Windows, it is better to choose Microsoft Defender for Endpoint. It provides deep 

integration, automated response, and behavioral analysis of threats on endpoints. If you need flexi-

ble and autonomous protection of all levels of your network, you should consider Darktrace. It is 

suitable for organizations that want to detect anomalies, analyze cyber threats in real time, and re-

spond to them without human intervention. But the ideal option is to combine both solutions:  

Microsoft Defender for Endpoint for endpoint protection and Darktrace for network analysis and 

automated threat response. 

6. The use of AI not only for defense but also for attack poses a significant threat. Attackers 

can use AI to automate attacks, manipulate, and engage in social engineering. Attackers are increas-

ingly using AI to create sophisticated malware that can adapt to defenses. Security experts are wor-

ried about potential autonomous AI attacks, forcing companies to prepare now. Organizations need 

to implement comprehensive strategies to take advantage of the benefits of AI while minimizing its 

potential threats. 

7. The prospects for development and recommendations for the use of AI in cybersecurity are 

as follows: 

• Increasing the transparency of AI algorithms and implementing ethical standards are critical 

to the credibility of AI technologies in the security sector. 

• Development of stable AI models that will be less vulnerable to attacks by malicious actors. 

• Investing in research on post-quantum cryptography and the latest authentication methods to 

strengthen cybersecurity systems. 

• Strengthening international cooperation in the field of AI standards and regulation, in partic-

ular through the initiatives of organizations such as NIST. 

8. Thus, artificial intelligence has the potential to completely change the approach to cyberse-

curity. Its ability to quickly analyze large amounts of data, predict threats, and automatically re-

spond to attacks makes it a key element of protection in the digital world. However, it should be 

remembered that cybercriminals are also using AI, so the future of cybersecurity will depend on the 

balance between security innovations and threats from criminal groups. 

9. The future of cybersecurity is a symbiosis of humans and artificial intelligence, where ana-

lysts and security experts collaborate with smart systems to create a secure cyberspace. 
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