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NEW CONTINUOUS-DISCRETE MODEL
FOR WIRELESS SENSOR NETWORKS SECURITY

1. Introduction

A wireless sensor network (WSN) is a group of «smart» sensors with a wireless infrastructure
designed to monitor the environment. This technology is the basic concept of the Internet of Things
(1oT). The WSN can transmit confidential information while working in an insecure environment.
Therefore, appropriate safety measures must be considered in the network design. However, com-
putational node constraints, limited storage space, an unstable power supply, and unreliable com-
munication channels, and unattended operations are significant barriers to the application of cyber-
security techniques in these networks.

There are mathematical models for studying the prevalence of malicious software, which can
be global (by the topology of communication between WSN nodes, but not by their characteristics)
[1 - 8], or individual (by individual features of nodes, but not by the global nature of their interac-
tion) [9 — 15] models. In addition, existing models can be classified by types of interaction (contin-
uous [3 — 5] and discrete [1, 2, 6 — 8, 9 — 15], deterministic [1, 3-5, 7, 10-14] and stochastic [2, 6, 8,
9, 15], etc.) and the use of mathematical apparatus (system of partial differential equations) [3, 4, 8],
systems of ordinary differential equations [1, 5, 7], cellular automata [9, 10, 12], Markov chains [2,
6, 11], agent modelling [13 — 15], etc.). All existing models have certain specifics and possibilities
for their application to build a strategy to protect WSN from malware. But they also have certain
drawbacks. Given the peculiarities of obtaining data on the state of a group of nodes WSN, this pro-
cess cannot be considered in a purely continuous or purely discrete mode. These two factors must
be combined.

This article considers a new continuous-discrete model of malware propagation through wire-
less sensor network nodes, which is based on a system of so-called dynamic equations with impul-
sive effect on time scales.

2. Our approach

Consider some wireless sensor networks. Its continuous operation can be observed only at cer-
tain time intervals; at other intervals, the possibilities of observation are limited to individual point
transmissions of relevant information. Therefore, to build a model, it is necessary to use mathemati-
cal objects at continuously discrete intervals. One of the theories that allow this is the theory of dy-
namic equations on time scales [16]. The key concepts of this theory that we need in the future are
the time scale (T ) — an arbitrary closed non-empty subset of the real numbers, the forward jump

operator (o(t):=inf{vseT:s>t}), delta derivative (x*), which is a generalization of the con-

cepts of ordinary derivative and difference operator, as well as a matrix exponential function
e, (t,s) [16].

Let the studied WSN have certain topological characteristics and each of its nodes is in one of
the classes:

1) Susceptible (S), where the sensors are not infected by malware but have susceptible to such
software individual computational characteristics.

2) Exposed (E), through the sensors of which the malware has passed, but they cannot transmit
it to adjacent sensors due to the individual characteristics of the latter and the features of the
received software, as well as their characteristics;

3) Infected (1), whose sensors are infected by malware and can attempt to infect others;
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4) Recovered (R), where the sensors of which acquire temporary immunity, after the successful
removal of malware, or the establishment of security fixes;

5) Dead (D), in which the sensors are not recoverable (for example, their power was quickly
depleted when they were infected with malware; or due to physical damage not related to the soft-
ware cannot work, etc.).

The individual characteristics due to which each node of WSN is in a particular class are influ-
enced by various factors, including such factors that are not related to the characteristics of mali-
cious software: type of sensor node, its computing power, power consumption, transmission, and
information reception, data collection method, routing protocols, etc. To build a model of network

operation, we define some vector x(t):col(xl,xz,xa,x4,x5) — vector of quantitative values of

network nodes of each of the above five classes (S, E, I, R, D) at every moment of time observation
(t). So, if we consider the operation of network nodes without possible intrusions, the network
model will be some system of dynamic equations on time scales in the form:

Xt = Alt)x+ f (1), 1)
where  X(t) e C}, (T(to);Rs) —  5-dimensional  vector column of  rd -continuous,

A -differentiable [16] functions, T , =[t;0); =[ty;0) " T, A(t) — (5x5) matrix, the components

of which are rd -continuous functions, f(t)eC, (T(to);Rs) — rd -continuous vector-valued func-

tion. In this model, the value determines the initial time of observation, and the components and
f (t) — characteristics of deterministic communication between five classes of nodes of the whole
wireless sensor network. In addition, certain individual features of nodes (in particular, their duty
cycle, human service factor, etc.) at some point in time make it possible to determine the quantita-
tive parameters of the network itself, which can be mathematically described as some boundary
conditions for the system (1). These conditions will include the initial condition regarding the num-
ber of nodes available at the initial time t; :

X, (to)+ %, (to)+ %5 (t) + %, (o) + X5 (tg) = 1.

All such conditions, in general, can be represented by a linear vector functional ¢:R> - R",
where m — total number of conditions. Therefore, taking into account system (1), we will have a
boundary value problem:

x* = Alt)x+ f(t), X=«, (2)

where « € R™ — m-dimension vector constant. Because the condition m=5 is not assumed, then
the boundary value problem (1), (2) is a Fredholm. Necessary and sufficient conditions of solvabil-
ity of such problems using the method of pseudo-inverse matrices [17] were obtained in [18].

Note now that under the influence of malware at certain points in time t, (k=1,2, ...) thereisa

change in the parameters of WSN, which is not related to its natural functioning. Factors in these
changes may be related, for example, to the type of malware itself, the mechanism by which it is
distributed, or the purpose for which the malicious code is distributed. Then such moments in the
proposed model will determine the presence of the corresponding impulsive action:

X(t, +0)=Bx(t)+a, k=L12,...,p. (3)
The conditions for the existence of solutions of the Fredholm boundary value problem, which

consists of a linear inhomogeneous dynamic system (1), boundary condition in (2), and impulsive
action (3), were obtained in [19] as such a result.
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Theorem 1 If A(t) eC, (T, ;R>®), B, e My(R), k=1,p, then inhomogeneous boundary
value problem (2), (3) is solvable if and only if the inhomogeneities f (t) eC,d([a; bl /{tk};Rs),
a eR®, vk :1,_p and a e R™ satisfy the following conditions

P, (@~ (F()) =6, (4)

where PQ; — (d xm) matrix, which consists of d (d :=m—rankQ) linearly independent rows of the
(mxm) matrix (orthoprojector) Py ‘R™ > N(Q"), Py=1 —QQ", Q" — (5xm) matrix, which is
the unique matrix pseudo-inverse according to Moore—Penrose [17] to the matrix Q =(S,(-t,) —
(mx5) constant matrix, S,(t,s) — the impulsive transition matrix, associated with the sequence
{Bk,tk P and normalized at the point t,, which has the form:

e (t,s), t, , <s<t<t;

e (t,t, +0)(1 +B,)e,(t,,s), t,, <s<t <t<t, ;

SAt,8) = ey(t,t, +0) H [(| +B;)x

s<tjst

xe(t, t, +0)](1+B)ett,s), t,<s<t <
<. <t <t<t,,,

t
F(t) :ISA(t,a(s)) f(s)As+ Z SA(t,t; +0)a; . Only for those and only those inhomogeneities, a, ,

t a<t;<t
o, for which the condition (4) holds, the problem (2),(3) possesses an r-parameter
(r:=5-rank Q) family of linearly independent solutions:

f
x(t;c)=S,(t.t,)R, ¢, +G| | a | [(t), c eR’, (5)
o

where R, — (5xr) matrix, which consists of r linearly independent columns of (5x5) matrix (or-

thoprojector) P, R* > N(Q), P, =1,-Q'Q and
f .

Gl|a ||t)=F@{)+S,(tt)Q" {a—EJSA(; o(s)) f(s)As—¢ Z St +0)al} — generalized
a t a<tj<

Green operator of inhomogeneous boundary value problem (2), (3).

So, having the corresponding numerical values of inhomogeneities, which are obtained from
the corresponding conditions of connectivity of node classes, their characteristics and features of
malware, it is possible to simulate the operation of the entire wireless sensor network as a boundary
value problem for an impulsive dynamic system on time scales of the form:

Xt =At)x+f(t), teT,,
x(t, +0)=Bx(t,)+a, k=12...,p,

IX=«a,
which, under certain conditions (4), gives the predicted consequences in the form of solutions (5).

ISSN 0485-8972 Radiotekhnika No. 210 (2022) 101
elSSN 2786-5525



To prevent unwanted consequences due to the spread of malware, using the proposed model,
we have various options, including adjusting the conditions that affect the parameters of inhomoge-
neities f, a, and « .

3. Conclusions

The current level of development of equipment and technologies is characterized by the con-
stant expansion of the variety and complexity of mechanical and controllable objects, the function-
ing of which takes place in a continuously discrete mode over time. One such object is the process
of spreading malicious software in wireless sensor networks, the constant growth of which is due to
their use as the only type of self-organized data network with the least complexity and low cost.

It should be noted that despite the long history of sensor networks, the concept of their con-
struction has not been fully formed. Therefore, the study of certain properties of such networks is
very important for both domestic and world science. Moreover, for strategically important indus-
tries of the country, in particular national cybersecurity, the protection of wireless sensor networks
is a very important component. This paper proposes a new model of malware distribution, which is
described by some boundary value problem for an impulsive dynamic system on time scales.
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