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JOCIIJKEHHSA BUIKO/III TA CTATUCTUYHOI BE3IEKU AJITOPUTMIB
KPUINITOTPA®IYHOI'O TELIYBAHHSA

Beryn

CrarTs € MPOAOBKEHHSM IOIEPEAHIX POOIT «ANTOPUTMH KPUNTOrpagiuHOro renryBaHHs, sSKi
3aCTOCOBYIOTHCSl B Cy4acHHX OJIOKUEHH-cucTeMax» Ta «JloCHipKeHHsT alrOPUTMIB KpunTorpadid-
HOTO T€ITyBaHHSI, SIKi 3ACTOCOBYIOTHCS B CY9aCHUX OJIOKYEHH-CUCTEMAX ).

B 1iii po60Ti MpoBOASATHCS MOPIBHAJIBHI JOCTIIKEHHS aIrOPUTMIB KpUOTOrpadigyHOTO Temry-
BaHHS, SIKi 3aCTOCOBYIOTHCS (200 MOXKYTh 3aCTOCOBYBATHCS) B CYYaCHHUX JCIICHTPATI30BaHUX OIOK-
YelH-cucTeMax. 30KpeMa JOCHIHKYEThCS IIIBUIKO/IISI TEITYBaHHS Ha PI3HUX JECKTOITHUX CUCTEMaX,
OIIHIOETHCS KUTBKICTh TaKTiB 00YMCITIOBAIBHOI crucTeMu Ha onuH OalT (Cycles/byte), oOcsr remo-
BaHOTO MOBIJOMIICHHS 3a o/HY cekyHay (MB/s) Ta kinbKicTh c(hOPMOBAaHUX T€HI-KOJIB 32 CEKYHAY
(KHash/s). logaTkoBO MPOBOAATHCS JOCIIIKEHHS IIBUAKOIT OKPEMHUX KpUNITOrpadiyHuX QYHKITIH
renryBaHHs Ha TpadidyHuX oOuncaoBayax. J{Js OI[iHKYA CTaTUCTUYHOI O€3MeKH MPOBOASTHCS JOCII-
JDKEHHSI BHUXIIHUX TOCHIJOBHOCTEH KpunrorpadiuHux (yHKHiA TemryBaHHS NMpH o0poOmi HUMHU
HaIMIpHUX BXITHUX JaHUX (K1 chOPMOBAHO 3a JIOMOMOTOI0 3BUYAMHOIO JIUMIbHUKA). J[J1s mopiB-
HSUTBHUX JOCHIDKEHb TIOKa3HUKIB CTATUCTHYHOT Oe31ekr BUKOPUCTOBYEThCsl MeToauka NIST STS
(Statistical Test Suite for Random and Pseudorandom Number Generators for Cryptographic
Applications), siky pekomengoBaHo HamioHanbHUM iIHCTUTYTOM cTaHnapTiB 1 Texnomnoriin CLUA mst
JOCITIJDKCHHSI TEHEPATOPIB BUIAIKOBUX 1 TICEBJIOBUITAIKOBUX YHCEN U KPUNTOTpadiuHUX 3aCTO-
CyBaHb.

IHopiBHANBHI 10CTIIKEHHS HA 00YHCIIOBAJIBHHUX AeCKTON-CHCTEMAaX

Jls mpoBeieHHs MOPIBHSUIBHUX JOCTII)KEHb 3aCTOCOBYBAJIMCS €TAJIOHHI Ta (3a HasIBHOCT1) OII-
TUMi30BaHi IPOrpamMHi peaiizallii alrOpUTMIB TelllyBaHHs iHpOpMalLlii.

JlocmiKeHHsT TIPOBOIMITUCS Ha OOYHCITIOBAIBHUX JIECKTOIT-CUCTEMAX

- 64-po3psaHoi obuucimoBanbHOI miardgopmu i3 3actocyBanHisM AMD Ryzen Threadripper
2970WX 24-Core Processor 3.0 GHz.;
- 64-po3psaHoi obuncaoBabHOI MaTtdopmu 13 3actocyBaHHAM Intel Core 19-7980 2.60 GHz.

JlocniakeHHs MBUAKOIIT IPOBOAMIIUCS 32 TPhOMa KPUTEPISIMU:

- KUIBKICTh TaKTiB OOYHMCIIIOBAILHOT cucTeMu Ha onuH Oaiit (Cycles/byte);
- 00csT MoBiIOMJICHHS 32 ceKyHy, MB/s;
- KUIBKICTh c(hOpMOBaHUX Tem-Ko/iB 3a cekyHay, KHash/s.

3a3HaueH1 KpUTepii XapakTepu3yroTh SIK a0COJIIOTHI (Apyruil Ta TPeTid MOKa3HUKH), TaK 1 MH-
TOMI MOKa3HUKHU IMBUAKOAIT (mepmmid moka3Huk). OTpUMaHi J1aHi MICTATh pe3yJabTaTh TeCTyBaHHS
IIBUAKOCTI TeUIyBaHHS JUISl PI3HUX JOBXKUH BX1IHUX TEKCTIB. 30KpeMa Ha BXiJ KOKHOTO aJlTOPUTMY
MOAaBAJTKCS TIOBIJOMIICHHS (ITOCITIIOBHI 3HAYCHHS JIIYMIIbHUKA) 3aBJIOBXKKH B1JT 20 1o 220 Gaitris.

VYV HacTynmHHUX TaOJUIIX HABOIATHCS 3BEACHI PE3YNHTATH MOPIBHAIBHOTO aHAIIZY MIBHUAKOMIT
3a3HaYEHUX AJITOPUTMIB 3a KOKHOIO 13 3aCTOCOBAHUX OOUMCIIOBAIIBHUX JIECKTOI-CHCTEMaX. 30Kpe-
Ma, y Tabn. 1 HaBelEHO 3BEJEHI PE3YNbTAaTH MOPIBHSUIBHUX OCIHIKEHb MIBUIKOII aJrOpUTMIB
remyBaHHd Ha 64-po3psaHoi oOuucmoBaibHOI minatgopmu i3 3actocyBanHsM AMD  Ryzen
Threadripper 2970WX 24-Core Processor 3.0 GHz. [1pu 1poMy y SIKOCTi BXIJIHUX JIaHHX [10/IaBaBCsI
20 = 1, 210 1a 2% Gaiir naHux. Y Tabn. 2 HaBeAeHO pe3yabTaTH TECTYBAaHHS IMIBUAKOIIT TOCITIIKY-
BaHUX aJITOPUTMIB 1J1s1 64-po3psaHoi oOuncmoBanbHoi iardgopmu Intel Core 19-7980 2.60 GHz (13
JTOBXHHAMU BXigHux nanux 1, 1024 ta 1048576) GaiitiB.
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Pe3y/bTaTH TeCTYBAHHS MIBHIKO/IT AITOPUTMIB TS BXiAHOTO GIOKY HaHuX po3mipom 2° Gaift

st 64-po3psaHoi o6uncioBanbHol atgopmu (AMD Ryzen Threadripper 2970WX 24-Core Processor 3.0 GHz)

Taommms 1

HasBa Bxiauuit rexer noskunu 2° GaiT BXiaHuii TEKCT HOBKUHE 27 GaiT BXiauuii TeKCT T0BKUHH 27 GaliT
AJTOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s
ARGON2D 2625530499,00| 0,000001 0,001128 | 2605872,83 | 0,001149 0,001122 2531,66 1,182493 0,001128
ARGONZ2I 2271644943,00| 0,000001 0,001315 | 2232922,54 | 0,001335 0,001304 2180,86 1,367934 0,001305
BLAKE-224 769,39 3,89 3892,12 11,67 256,69 250,67 10,89 274,93 0,26
BLAKE-256 776,22 3,84 3842,20 11,77 254,39 248,42 10,98 272,71 0,26
BLAKE-384 1010,83 2,96 2963,25 8,18 366,63 358,04 7,15 418,59 0,40
BLAKE-512 1034,26 2,93 2931,19 8,21 364,85 356,30 7,17 417,26 0,40
BMW-224 693,03 4,32 4319,57 5,92 505,83 493,97 5,23 572,68 0,55
BMW-256 690,86 4,34 4336,18 5,89 508,28 496,36 5,20 575,82 0,55
BMW-384 729,17 4,10 4100,48 3,52 851,12 831,17 2,79 1073,26 1,02
BMW-512 729,74 4,10 4104,98 3,51 853,89 833,88 2,78 1076,57 1,03
CUBEHASH-224 5240,57 0,57 567,60 20,31 147,48 144,02 15,17 197,17 0,19
CUBEHASH-256 5286,08 0,57 566,63 20,54 145,53 142,12 15,35 195,16 0,19
CUBEHASH-384 5268,51 0,57 572,83 20,32 147,48 144,02 15,17 197,58 0,19
CUBEHASH-512 5249,72 0,57 570,21 20,37 147,02 143,58 15,19 197,10 0,19
DJB-2 2,75-107 2,33-10’ 2,33-10° [2,52-10° 2,13-10’ 2,08-10’ 2,48-107 1,91-10° 18181,8
ECHO-224 4755,88 0,63 629,14 27,72 108,21 105,68 24,56 121,91 0,12
ECHO-256 4696,26 0,64 637,73 27,40 109,31 106,74 24,32 123,17 0,12
ECHO-384 5861,37 0,51 511,03 52,56 57,01 55,67 45,92 65,23 0,06
ECHO-512 5865,36 0,51 510,73 51,13 58,53 57,16 45,43 65,90 0,06
ED2K 291,07 10,24 10239,00 4,02 747,38 729,86 3,75 798,00 0,76
EDONR-256 274,37 11,10 11097,22 3,89 765,94 747,99 3,66 816,65 0,78
EDONR-512 290,55 10,34 10338,95 2,17 1377,89 1345,60 1,91 1569,72 1,50
FUGUE-224 2187,69 1,37 1371,91 19,23 155,81 152,15 17,11 175,14 0,17
FUGUE-256 2144,03 1,40 1396,28 19,13 156,53 152,86 17,06 175,52 0,17
FUGUE-384 3244,03 0,92 923,73 31,62 98,87 96,55 26,40 113,49 0,11
FUGUE-512 4645,23 0,65 645,50 37,46 79,89 78,01 33,01 90,72 0,09
GOST34.11-94 3917,49 0,76 763,72 43,74 68,44 66,83 42,19 70,97 0,07
GROESTL-224 2155,56 1,40 1395,26 23,23 128,93 125,91 21,10 141,83 0,14
GROESTL-256 2132,20 1,40 1404,36 22,98 130,32 127,27 20,88 143,44 0,14
GROESTL-384 5217,52 0,57 574,17 31,30 95,62 93,38 26,67 111,92 0,11
GROESTL-512 5271,46 0,57 572,80 31,39 95,43 93,19 26,25 114,06 0,11
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HasBa Bxiuuii rexer noskunu 2° GaiT Bxiauuii TekcT H0BKUHE 27 GaiiT Bxiauuii TekeT 10BKuHu 2% GaliT
AJTOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s

HAMSI-224 555,85 5,39 5391,69 32,69 91,67 89,53 32,51 92,07 0,09
HAMSI-256 561,81 5,33 5326,51 32,91 90,99 88,86 32,18 93,02 0,09
HAMSI-384 2035,20 1,48 1481,58 84,47 35,75 34,91 82,00 36,50 0,03
HAMSI-512 1996,16 1,50 1504,52 83,53 35,83 34,99 81,97 36,56 0,03
HAS160 363,10 8,25 8251,31 5,41 554,22 541,23 5,05 592,42 0,56
JH-224 4075,85 0,74 743,45 33,28 90,68 88,56 30,63 97,81 0,09
JH-256 4036,49 0,74 741,85 32,74 91,44 89,30 30,72 97,53 0,09
JH-384 4116,05 0,73 727,22 33,19 90,15 88,03 31,17 96,25 0,09
JH-512 4050,76 0,74 738,80 32,68 91,61 89,46 30,63 97,73 0,09
KECCAK-224 1481,99 2,02 2017,77 10,94 273,21 266,81 9,59 311,15 0,30
KECCAK-256 1467,41 2,04 2041,30 10,98 272,85 266,46 10,21 293,14 0,28
KECCAK-384 1487,79 2,01 2011,35 13,79 218,18 213,07 13,40 223,10 0,21
KECCAK-512 1492,17 2,01 2007,73 20,54 145,72 142,30 19,33 154,91 0,15
KUPYNA-256 1706,85 1,70 1697,96 19,45 157,04 153,36 17,83 173,03 0,17
KUPYNA-512 5519,54 0,54 541,42 34,29 89,77 87,66 28,72 106,81 0,10
LOSELOSE 2,55-10” 2,33-10° 2,33-10° [2,49-10° 1,94-107 1,89-10" 2,47-10” 1,97-10" 18867,9
LUFFA-224 809,50 3,82 3816,75 12,21 240,55 234,92 11,35 265,06 0,25
LUFFA-256 764,97 3,91 3905,89 12,04 248,65 242,83 11,23 266,47 0,25
LUFFA-384 1607,08 1,86 1863,11 17,57 170,58 166,59 15,86 188,42 0,18
LUFFA-512 2124,64 1,41 1411,65 23,54 127,42 124,44 21,36 140,30 0,13
LYRA2REV2 20434,44 0,15 146,51 30,96 96,73 94,46 10,97 273,07 0,26
LYRA2RE 19600,40 0,15 152,81 30,22 99,20 96,88 10,90 275,22 0,26
MD4 264,12 11,35 11354,37 | 3,97 756,00 738,28 3,74 802,28 0,77
MD5 364,08 8,22 8224,13 5,63 532,00 519,53 5,26 568,03 0,54
PANAMA-256 1859,84 1,61 1610,96 3,42 873,81 853,33 1,58 1906,50 1,82
RIPEMD-160 856,08 3,51 3507,65 13,57 220,71 215,53 12,75 234,84 0,22
SCRYPT 1331505,00 0,00 3,33 883,21 3,41 3,33 23,40 128,19 0,12
SHA1 571,89 5,23 5227,72 8,80 340,12 332,14 8,25 362,95 0,35
SHA2-256 806,83 3,70 3704,69 12,60 237,66 232,09 11,80 253,71 0,24
SHA2-512 1045,45 2,88 2880,07 8,71 344,47 336,40 7,68 389,95 0,37
SHABAL-256 1687,56 1,77 1772,50 8,28 360,71 352,25 6,58 454,32 0,43
SHABAL-512 1677,05 1,79 1785,93 8,32 359,96 351,53 6,55 458,49 0,44
SHAVITE-224 1021,71 2,91 2909,96 16,86 176,32 172,19 15,89 188,29 0,18
SHAVITE-256 1014,74 2,97 2966,94 16,60 180,42 176,19 15,62 191,73 0,18
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HasBa Bxiuuii rexer noskunu 2° GaiT Bxiauuii TekcT H0BKUHE 27 GaiiT Bxiauuii TekeT 10BKuHu 2% GaliT
AJTOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s

SHAVITE-384 3149,33 0,95 952,58 27,45 109,06 106,50 24,42 122,78 0,12
SHAVITE-512 3112,57 0,96 961,91 27,21 110,04 107,46 24,17 123,90 0,12
SIMD-224 2743,21 1,11 1114,87 22,27 134,05 130,91 20,97 142,84 0,14
SIMD-256 2677,69 1,12 1118,79 22,30 134,35 131,20 20,96 142,82 0,14
SIMD-384 6141,45 0,49 490,09 27,11 110,73 108,13 24,09 124,24 0,12
SIMD-512 6162,56 0,49 485,97 27,04 110,81 108,21 24,00 124,77 0,12
SKEIN-224 582,96 515 5151,19 4,57 657,41 642,01 4,22 707,54 0,67
SKEIN-256 591,68 5,06 5062,89 4,59 654,54 639,20 4,25 703,74 0,67
SKEIN-384 598,34 5,03 5026,73 4,69 638,60 623,63 4,34 690,31 0,66
SKEIN-512 583,79 5,14 5136,55 4,53 661,15 645,65 4,21 710,90 0,68
SNEFRU-256 6740,30 0,44 441,18 108,35 27,63 26,99 105,08 28,49 0,03
STREEBOG-256 5278,11 0,57 566,96 35,10 85,31 83,31 29,98 100,02 0,10
STREEBOG-512 5260,38 0,57 569,58 35,01 85,52 83,52 29,86 100,28 0,10
TIGER 319,36 9,37 9371,49 4,25 705,16 688,63 3,95 758,19 0,72
WHIRLPOOL 1157,65 2,59 2586,46 18,05 166,18 162,28 16,93 177,24 0,17
X11 38652,22 0,08 77,50 45,04 66,50 64,95 7,28 411,37 0,39
X12 45946,76 0,07 65,17 52,14 57,40 56,06 7,26 412,83 0,39
X13 52768,44 0,06 56,79 58,66 50,81 49,62 7,22 414,62 0,40
X14 55180,53 0,05 54,29 61,13 48,97 47,83 7,25 413,15 0,39
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Pe3ynbraTu TeCTyBaHHS IIBUAKO/IIT aJITOPUTMIB TellyBaHHs i 64 po3psaHoi obuncmoBansHOI miathopmu (Intel Core 19-7980 2.60 GHz)

Taomums 2

Hassa Bxiauuii Texet nosxunu 2° Gait BXiaHuii TEKCT HOBKUHE 27 GaliT BXiauuii TeKCT T0BKUHY 22 GaliT

AJITOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s
ARGON2D 1995096226,30 0,000001 0,001308 1904191,27 0,001361 0,001329 1866,23 1,386180 | 0,001322
ARGON2I 1983073690,80 0,000001 0,001329 1905170,88 0,001360 0,001328 1880,48 1,378617 | 0,001315
BLAKE-224 662,58 3,94 3936,10 10,25 259,23 253,15 9,20 281,65 0,27
BLAKE-256 648,36 3,99 3991,69 9,80 264,93 258,72 9,22 281,12 0,27
BLAKE-384 868,40 3,03 3025,58 6,63 392,14 382,95 5,81 446,39 0,43
BLAKE-512 846,69 3,06 3059,12 6,74 385,36 376,33 5,92 438,00 0,42
BMW-224 646,35 3,97 3966,77 5,57 462,34 451,50 4,96 524,29 0,50
BMW-256 649,68 3,92 3916,69 5,53 465,62 454,71 4,92 527,19 0,50
BMW-384 626,91 4,13 4131,02 3,01 862,32 842,11 2,39 1073,26 1,02
BMW-512 638,02 4,07 4071,35 3,05 851,12 831,17 2,43 1064,54 1,02
CUBEHASH-224 5272,54 0,49 489,42 20,20 127,94 124,94 14,94 173,40 0,17
CUBEHASH-256 5220,66 0,50 496,62 20,13 128,75 125,74 14,91 173,84 0,17
CUBEHASH-384 5150,19 0,50 503,98 20,71 125,16 122,22 14,69 176,59 0,17
CUBEHASH-512 5244,95 0,49 494,42 20,22 128,20 125,20 14,95 173,15 0,17
DJB-2 4,96-107 1,83-10 1,83-10" 1,53-107 2,27-10° 2,22-10° 1,41-10° 2,23-10" | 21276,6
ECHO-224 4138,87 0,63 625,13 24,11 107,46 104,94 21,41 121,04 0,12
ECHO-256 4123,82 0,63 628,47 24,05 107,86 105,33 21,35 121,46 0,12
ECHO-384 5106,91 0,51 508,12 46,74 55,45 54,15 41,32 62,69 0,06
ECHO-512 5158,78 0,50 504,41 45,03 57,55 56,21 39,91 64,77 0,06
ED2K 240,10 10,84 10839,12 3,32 780,19 761,90 3,11 835,52 0,80
EDONR-256 265,47 10,15 10153,73 3,69 699,52 683,12 3,44 756,00 0,72
EDONR-512 244,48 10,61 10609,90 1,86 1387,01 1354,50 1,64 1572,08 1,50
FUGUE-224 1925,97 1,35 1348,29 17,63 147,21 143,76 15,62 165,94 0,16
FUGUE-256 1913,48 1,36 1355,17 17,58 147,46 144,00 15,69 165,16 0,16
FUGUE-384 3175,04 0,83 829,77 28,14 92,07 89,91 25,29 102,47 0,10
FUGUE-512 4344,18 0,60 596,73 35,86 72,31 70,62 31,25 82,89 0,08
GOST34.11-94 3311,63 0,79 785,16 36,76 70,44 68,79 35,85 72,40 0,07
GROESTL-224 1879,30 1,38 1379,58 21,74 118,46 115,68 19,22 134,92 0,13
GROESTL-256 1881,80 1,38 1377,75 20,86 124,28 121,37 19,22 136,11 0,13
GROESTL-384 4940,77 0,52 523,82 30,30 85,65 83,64 25,25 102,58 0,10
GROESTL-512 4854,19 0,53 533,60 33,12 85,24 83,25 26,06 102,69 0,10
HAMSI-224 543,88 4,78 4781,69 30,21 85,33 83,33 29,13 88,95 0,08
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Hassa Bxiauuii Texet nosxunu 2° Gait Bxiauuii TekcT H0BKUHE 27 GaiiT Bxiauuii TekeT n0BKuHu 2% GaiT
aJrOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s

HAMSI-256 536,07 4,86 4857,22 29,49 87,94 85,88 28,94 89,66 0,09
HAMSI-384 2090,89 1,24 1238,35 88,41 29,30 28,61 85,88 30,20 0,03
HAMSI-512 2106,47 1,24 1235,01 87,49 29,31 28,62 85,98 30,33 0,03
HAS160 349,00 7,46 7462,11 5,03 514,51 502,45 4,72 548,99 0,52
JH-224 3640,96 0,70 701,32 30,40 83,81 81,84 28,42 91,23 0,09
JH-256 3648,43 0,71 710,37 29,69 87,48 85,43 27,85 93,26 0,09
JH-384 3748,59 0,69 692,15 30,37 85,42 83,42 28,46 91,12 0,09
JH-512 3706,28 0,70 701,99 30,35 85,60 83,59 27,86 92,64 0,09
KECCAK-224 1352,24 1,92 1916,78 9,45 274,07 267,64 8,36 310,51 0,30
KECCAK-256 1307,78 1,97 1974,12 9,64 268,87 262,56 8,96 289,50 0,28
KECCAK-384 1319,91 1,96 1964,84 12,08 214,70 209,66 11,82 217,68 0,21
KECCAK-512 1269,54 2,04 2041,02 17,41 149,28 145,79 16,40 158,11 0,15
KUPYNA-256 1660,20 1,54 1543,95 19,24 134,85 131,69 17,46 148,59 0,14
KUPYNA-512 5247,62 0,50 500,51 31,92 81,63 79,72 26,86 96,91 0,09
LOSELOSE 4,96-107 1,49-10° 1,49-10% 1,41-107 2,55-10" 2,49-10’ 1,41-10° 2,38-10" | 227273
LUFFA-224 760,28 3,44 3443,26 11,87 218,09 212,98 11,25 230,56 0,22
LUFFA-256 177,22 3,35 3351,58 12,12 213,82 208,81 11,46 226,62 0,22
LUFFA-384 1622,45 1,59 1590,97 18,07 143,54 140,18 16,34 158,66 0,15
LUFFA-512 2077,64 1,25 1253,18 23,46 110,97 108,37 20,70 125,23 0,12
LYRAZ2REV?2 19363,25 0,13 133,94 28,52 90,86 88,73 9,49 276,67 0,26
LYRAZ2RE 16422,12 0,16 157,76 25,67 100,92 98,56 9,44 274,50 0,26
MD4 221,46 11,76 11761,93 3,31 783,69 765,32 3,10 836,19 0,80
MD5 317,29 8,21 8206,10 491 527,45 515,09 4,62 561,04 0,54
PANAMA-256 1729,69 1,51 1511,79 3,23 806,60 787,69 1,49 1747,63 1,67
RIPEMD-160 743,69 3,49 3489,09 11,85 218,04 212,93 11,15 232,40 0,22
SCRYPT 2463209,70 0,00 1,11 722,61 1,80 1,75 20,56 125,73 0,12
SHA1 505,14 514 5136,05 7,81 331,83 324,05 7,41 349,76 0,33
SHA2-256 848,68 3,06 3060,37 13,46 192,54 188,03 12,68 204,88 0,20
SHA2-512 945,51 2,74 2741,59 7,94 327,37 319,70 7,02 369,87 0,35
SHABAL-256 1235,41 2,10 2097,95 6,15 420,61 410,75 4,94 524,55 0,50
SHABAL-512 1274,73 2,04 2039,99 6,31 416,60 406,83 5,01 507,78 0,48
SHAVITE-224 876,95 2,94 2942,55 14,19 180,07 175,85 13,46 191,91 0,18
SHAVITE-256 883,77 2,92 2915,87 14,33 178,63 174,45 13,53 189,93 0,18
SHAVITE-384 2805,29 0,92 922,12 24,41 105,95 103,47 21,67 119,52 0,11
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Hassa Bxiauuii Texet nosxunu 2° Gait Bxiauuii TekcT H0BKUHE 27 GaiiT Bxiauuii TekeT n0BKuHu 2% GaiT
aJrOPUTMY Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s Cycles/byte MB/s KHash/s
SHAVITE-512 2788,42 0,93 925,64 23,77 106,31 103,82 21,04 123,14 0,12
SIMD-224 2319,64 1,10 1095,10 19,98 130,05 127,00 18,78 138,13 0,13
SIMD-256 2335,71 1,12 1115,35 19,32 134,62 131,47 18,14 142,92 0,14
SIMD-384 5564,95 0,47 465,67 24,52 105,58 103,10 21,74 119,05 0,11
SIMD-512 5457,79 0,47 469,52 23,88 108,45 105,91 21,66 119,13 0,11
SKEIN-224 532,88 4,87 4870,75 412 629,78 615,02 3,88 669,16 0,64
SKEIN-256 526,25 4,94 4935,40 4,02 643,69 628,61 3,78 684,45 0,65
SKEIN-384 537,25 4,83 4833,48 4,15 627,14 612,44 3,90 666,19 0,64
SKEIN-512 525,12 4,93 4932,85 4,02 645,67 630,54 3,78 685,79 0,65
SNEFRU-256 5557,12 0,47 466,27 89,21 29,02 28,34 86,62 29,95 0,03
STREEBOG-256 4580,11 0,57 566,73 30,40 85,40 83,40 25,96 99,85 0,10
STREEBOG-512 4642,42 0,56 558,79 31,59 82,20 80,28 26,84 96,91 0,09
TIGER 240,20 10,87 10871,71 3,51 739,48 722,14 3,31 787,81 0,75
WHIRLPOOL 975,33 2,66 2659,88 15,57 166,60 162,69 14,62 177,27 0,17
X11 35972,07 0,07 71,73 40,95 63,76 62,26 5,91 439,47 0,42
X12 43318,45 0,06 59,35 48,72 53,19 51,94 5,98 433,12 0,41
X13 49509,65 0,05 52,36 54,36 47,66 46,54 5,93 437,09 0,42
X14 51112,37 0,05 50,75 55,84 46,40 45,31 5,93 437,64 0,42
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AHaJi3 Ta TOCIHIHKCHHS TOKa3yIOTh, 10 HAMOLIBII IBUAKAMU € alTOPUTMHU remryBanus DJB-2
ta LOSELOSE. Ane, sk chigye i3 ixHpoi cienmdikanii [1, 2], e He kpunrorpadivyni aaropuTMu.
i ¢yHkuii renryBaHHs 00YHCIIOIOTH 3BHUAHY KOHTPOJIBHY CYyMY 1 MOMIYK MpooOpasiB I TaKuX
MIEPETBOPEHD € TPUBIATLHUM.

Jani 3a mBUAKICTIO IepeTBOpenb WayTs anroputMu MD4, EDONR-256, EDONR-512, ED2K
Ta iHIII KpunTorpadidHi IEPEeTBOPEHHS, CTIMKICTh IKUX € Ha ChOTOJIHIIIHIA JICHb HE € 3a10BIJILHOIO
[3-7].

binbmiicte kpunrorpadivHux (GyHKIN MarOTh MOPIBHSAHI MTOKa3HUKH MIBUIKOCTI (hOpMyBaHHS
rem-koiB [8 — 13], cepen sikux 1 anroput™ Kpunrorpadigaoro remryBanns Kynuna (HanioHaapHUNA
CTaHIapT YKpaiHu).

HalinoBinpHIIUME aNrOpUTMaMHU TeIIyBaHHS BUABMIIMCS reni-QyHKINI cimelicTBa «X» Ta ai-
roputMd ARGON2D, ARGON2I ra SCRYPT [14-16].

ITopiBHSAIBLHI JOCTIIZKEeHHS IIBHAKOAII aJITOPUTMIB relryBaHHs
Ha rpagiyHuX 00YMCIIOBAJTBHUX CHCTEMAX

Jyist poBeIeHHS MOPIBHSUIBHUX JIOCIIJDKEHB IIBHIKOII1 aJITOPUTMIB I'elITyBaHHS HA rpadiaHuX
00YHCITIOBAILHUX cucTeMax 0yso 0OpaHO HACTYIHI anapaTHi 3aco0u:
- Geforce 740M 2GB;
Geforce GTX1050ti 4GB;
Rx580 Aorus 4GB;
Rx580 Sapphire Pulse 8GB,;
Sapphire Vega 56 8GB.
[TpoBoauMCs BUOIPKOBI TOCTIKEHHS ISl HACTYITHUX aJITOPUTMIB:
- TOCT 34.311;
- CTPUBOI'256;
-  CTPUBOI'512;
- KECCAK 256;
-  KECCAK 512;
- SHA2 256;
- SHA2512;
-  RIPEMD160;
- Blake2b;
- Wirlpool.

JInst TpoBeNeHHsST JOCTIDKEHb 3acTOCOBYBalocsi mporpamHe 3abesmeuenHss HashCat [8].
HashCat — yruita, sika Hajae MOXKJIMBICTH BiTHOBJICHHsI mapoiisi. HaiOuibIn akTHBHO BOHA BHKO-
puctoByeThes Uit BiiHOBIeHHST WPA / WPA2 mapoui, a Tako KJIHO4iB Bi 3amm@poBanux ogic-
HUX JOKYMEHTIB. 3 2015 p. MOMMPIOETHCS 3 BIAKPUTUM BUX1THUM KOJOM i Jinensiero MIT. VTu-
JiTa J03BOJIsIE BUKOPUCTOBYBATH Oy/Ib-sKi MPUCTPOT, 1m0 peanizyoTh ctannapt OpenCL (OpenCL
3a0e3neuye mapajeni3M Ha piBHI IHCTPYKIIN 1 Ha piBHI JaHUX 1 € 3aiicHeHHsIM TexHiku GPGPU.
OpenCL € MOBHICTIO BIIKPUTUM CTaHJAPTOM, HOTO BUKOPUCTAHHS HE OOKIAJa€ThCs JileH31HHIMU
BiJIpaxXyBaHHIMH).

OTtpumani pe3yabTaTH TeCTYBaHHS HaBeJeHO y Tabi. 3 Ta 4.

B Ta6n. 3 HaBeneHo pe3yiabTath beHumapky, TOOTO OIIHKM IMIBUAKOCTI TenryBaHHs (KiTbKiCTh
c(OpPMOBaHUX T'eII-KOJIIB 32 CEKYH/1Y) HUISXOM IOCJIIJOBHOTO I€IyBaHHs HAOOPy JTaHUX.

B Tabn. 4 HaBeeHO MUTOMI NMOKA3HUKHU CKJIAJTHOCTI, a caMe IIBUJKICTb I'ellyBaHHS (KIJIbKICTh
c(OpMOBaHUX TeMI-KOJIB 3a CEKYHY), fKa MPUXOJIUTHCS Ha oaHe obuncioBaibHe sapo OpenCL
3aCTOCOBAHOTO TpadiqyHOr0 0OYHCIIIOBaYa.
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Tabmuus 3

Pesynbrar benumapka Ha rpadiyHuX 00YHMCIIOBAIBHUX CHCTEMAX 13 3aCTOCYBaHHIM
nporpamuoro 3abesneuenHs HashCat, Kinoremy/c

Geforce 740M | Geforce Rx580 Aorus |Rx580 Sapphire  |Sapphire Vega 56

2GB GTX1050ti 4GB |4GB Pulse 8GB 8GB
I'OCT 34.311 {10442,9 65337,9 89450 91932,3 233100
CTPUBOI'256(3512.6 13613,5 56751,7 55162,9 99485
CTPUBOI'512(3518,4 13569,5 55207,8 56635,9 99641,5
KECCAK 256 (38149,7 260400 320400 327800 529600
KECCAK 512 (38285 262400 326400 334400 538700
SHA2 256 133400 889600 1700900 1755900 3088100
SHA2 512 38794,4 297300 405600 421600 710100
RIPEMD160 |177000 1383100 2356200 2437700 4129100
Blake2b 96515,9 585100 1103300 1132800 1738000
Wirlpool 12516,8 64773,3 324500 333200 591400

Ha puc. 1 my1st HA04HOCTI HaBEACHO AilarpaMmy MBUAKOCTeH renryBanHs i3 Tadn. 10. Sk 6aunmo,
HaimBuAmuM € anroput™m RIPEMD160, nami ciinye anroputm SHA2, Blake2b ta inmi.
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Puc. 1. IlopiBHSIHHS IWBUAKOAIT aITOPUTMIB IelIlyBaHHS Ha rpadiuHuX 00UMCIIIOBaYax

Ha puc. 2 HaBegeHo giarpaMu MUTOMOI IIBUIKOCTI, TOOTO MIBUAKO/IS T€ITyBaHHS, 110 MPUXO-
JTUTHCSI HA OJIHE OOYHCIIOBANIbHE SAPO rpadiuHoro oduucaroBaya. SIk 6auuMo, paH>KyBaHHS alro-
PHUTMIB 3a mBUAKOIIE0 Maibke Take came (RIPEMD160, SHA2, Blake2b Ta inm.), ane BiacHi 3Ha-
YEHHS MIBUJKOCTI 3MiHMIUCS. ToOTO KOXeH rpadiyHuid MPUCTPiid Mae pi3HY KIIBKICTh OOUUCIIIOBA-
JBHUX s7ep 1 HAMOUTBII MIBUIKUMH 32 KPUTEPIEM MUTOMOI IMIBUAKOII BUTIISIIAIOTH OOYMCITIOBAY1

Geforce.
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Taomums 4

IBuaKicTh TellyBaHHs (KUTBKICTh c)OPMOBAHMX TEII-KOIB 3a CEKYyHIY), SIKa TPUXOIUTHCS
Ha ofHe obuncmoBanbHe A1po OpenCL 3acTocoBanoro rpagiynoro oduncitopaya, Kinorer/c

Geforce Geforce Rx580 Aorus |Rx580 Sapphire |Sapphire Vega
740M 2GB  |GTX1050ti 4GB |4GB Pulse 8GB 56 8GB
I'OCT 34.311 |5221,45 10889,65 24847 2553,6 4162,5
CTPUBOI'256(2706.3 2268,9 1576,4 1532,3 1776,5
CTPUBOI'512(1759,2 2261,5 1533,5 1573,2 1779,3
KECCAK 256(19074,8 43400 8900 9105,5 9457,1
KECCAK 512|19142,5 43733,3 9066,6 9288,8 9619,6
SHAZ2 256 66700 148266,6 47247,2 48775 55144.,6
SHA2 512 19397,2 49550 11266,6 11711,1 12680,3
RIPEMD160 (88500 230516,6 65450 67713,8 737339
Blake2b 48257,9 97516,6 30647,2 31466,6 31035,7
Wirlpool 6258,4 10795,5 9013,888889 [9255,5 10560,7
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Puc. 2. IlopiBHSIHHS IWBUAKOAIT aITOPUTMIB IellyBaHHS Ha rpadiuHuX 00UUCIIIOBaYax

Takum 9uHOM, TTPOBEICHI JOCIIKEHHS TTOKa3YyIOTh, IO Pi3HI 32 CBOEIO CTPYKTYPOIO Ta MaTe-
MaTUYHUMHU MEPETBOPEHHSIMU KpunTorpadiuni (GyHKUii renryBaHHs JalOTh pi3HE NPUCKOPEHHS Ha
oOumncIoBaIbHUX cucTeMax. Haiounpn mpuBabauBuMu € rpadivHi ado cremiaii3oBaHi 009nuCITIo-

BaJIbHI IPUCTPOI.

Meroauka Ta pe3yabTaTH AOCHIIKEHb CTATUCTUYHOI 0e31eKn

Jlise mpoBeeHHS AOCIHIDKEHb PI3HUX AJITOPUTMIB T€IIYBAaHHS 3a KPUTEPISIMH CTATHCTUYHOL
Oe3reku O0ys0 3aCTOCOBAaHO MakeT craTucTuyHoro TectyBaHHs NIST STS, sikuii pekoMeHI0BaHUMA
HarmionaneauM iHCTHTYTOM cTaHaapTiB 1 Texuomorid CIIIA [18, 19]. MeTonuky CTaTHCTUYHOTO

TECTYBaHHS Ta aJITOPUTM 00pOOKH OTPHMaHUX Pe3yJIbTaTiB HaBeaeHO y poboTax [20, 21].
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[Taker cratuctuynoro TectyBanHs NIST STS OyB po3pobienuii B Xoai MpoBeACHHS KOHKYPCY
AES s mociimkeHHsl TeHepaTopiB BUMAJAKOBUX a00 ICEBJIOBHUIAIKOBUX YHCET 1 € HAHOUIBII TO-
[IUPEHUM THCTPYMEHTOM OI[IHKH CTaTHCTUYHOI Oe3MeKu KpunrorpadiuHux npumiTuBiB. Bukopuc-
TaHHS JAHOTO MAKETY J03BOJISE€ OLIIHUTH, HACKUIBKU OJM3BKO JOCHIPKYyBaHI KPHIITOAITOPUTMH all-
POKCHMYIOTh T€HEPATOPU «BUIIQJAKOBHUX)» MOCTIIOBHOCTEH, TOOTO 3 BUCOKOIO WMOBIPHICTIO CTBEp-
JDKYBaTH UM € TeHEPOBaHa MOCHIJOBHICTh CTATUCTHYHO Oe3nedHoro. [Topsiiok TecTyBaHHS OKpeMoi
JBIHKOBOT TIOCTIIOBHOCTI S Ma€ HACTYITHUN BU]T

BHCYBA€THCS HYJIbOBA TinoTe3a H, — mpumymeHHs mpo Te, 0 JaHa JBiMKOBa MOCIiI0B-
HICTB S € BHITaJKOBOIO;

3a MOCIAOBHICTIO S PO3PaXOBYEThCS CTATUCTUKA TECTY C(S);

3 BUKOPUCTaHHSM crHenianbHoi (yHKLii Ta CTaTHCTHUKH TECTY PO3PaXxOBYEThCS 3HAYCHHS
iimoBipHocri P = f (C(S));

3HAYCHHsI MOBIPHOCTI P MOpIBHIOEThCS 3 OporoBuM 3HaueHHsM « €[0,96;0,99]. Skmo
P>a, To rimore3a H, mpuiiMaerbes. B iHImOMYy BHIaaKy NpUAMAETbCs allbTepHATHBHA
rinmoresa.

[TakeT MicTHTh 15 CTaTUCTUYHUX TECTIB, ajie, (PAKTUYHO, B 3aJICKHOCTI B/l BXITHUX IMapaMeT-
piB oOuncirooThCs 188 3HaYeHH WMOBIPHOCTI P, SIKi MOXHa PO3MISIATH SK PE3yIbTaT poOOTH
OKpPEMHX TECTIB.

1)

2)

3)

4)

5)

6)

7)

Yacmomnuii nobimosuii mecm. CipsMOBaHO Ha BU3HAYCHHS CITiBBIIHOMICHHS MK HYIISIMU
Ta OAMHUIISIMU y JIBIMKOBiHM MOCIiJOBHOCTI MEeBHOT JOBKUHU. [l AiiicHO BUIaIKOBOI OiHa-
PHOT IMOCITIIOBHOCTI KUTBKICTh HYJTIB Ta OJAWHHIIb MalKe OJJHAKOBa. TecT OIiHIOE, HACKUTBKU
OJIM3BKOIO € OISl OAMHUIb 110 0,5.

Yacmomnuui 610xkosuti mecm. CyTh TECTy IOJISTAaE Y BU3HAUCHHI JIOJII OJIMHUIIb BCEPEIUHI
0JI0OKY JOBXHMHOKO M OiTiB, TOOTO HEOOXIJHO 3’sICyBaTH, YM AIMCHO 4acTOTa MOBTOPEHHS
OJIMHUIG B OJIOI OBXUHOI M OiTiB MPUOIH3HO € piBHOIO M/2, ik MOXKHA OyI10 O TpHITyC-

TUTH y BUTIQJKY BUTIAJIKOBOI ITOCITiJOBHOCTI.

Tecm na nocnioognicms 00Hakogux 6imig. Y 1IbOMy TECTi Bi10yBa€ThCs MOIIYK PSAJIKIB, TOO-
TO HEMEePEepPBHUX MMOCIIOBHOCTEH 0HAKOBHUX OITiB. Psi (cepis) momkuHor0 K OITiB CKilaaa-
€ThCst 3 K aOCOMIOTHO 1IeHTHYHUX OiTiB, TOYMHAETHCS Ta 3aKIHUY€ETHCS 3 OiTY, IKMH MiCTHTh
MPOTWICKHE 3HaUCHHs. B maHoMy TecTi He0OX1IHO 3’ACyBaTH, UM AIMCHO KIIBKICTh TaKUX
PSAKIB BIAMOBIAA€E X KIJTBKOCTI Y BUIAKOBIN MOCHTIIOBHOCTI. 30KpeMa, BU3HAYAETHCS IIBU-
JIKO UM MOBUIBHO YEPTYIOTHCS OJIMHULI Ta HYJI1 Yy TOYATKOBIH MOCIIIIOBHOCTI.

Tecm Ha natldosuLy nocnioogHicms oOuHuysb 6 bioyi. B 1aHOMy TecTi BU3HAYa€ThCS HAWUIO-
BIIIUU PSAJIOK OJMHUIIb BCEPEIMHI OJIOKY TOBXKMHOIO m 0iTiB. HeoOXximaHo 3’sicyBaTH, 4u Jiid-
CHO JIOBXXKMHA TaKOTO psjKa BIJINOBIJA€ OUYIKYBaHHSIM JOBXKHHU HAWJOBIIOTO PSAIKY OJIU-
HUIb Y BUMIAAKY a0COJIOTHO BUIAAKOBOI MTOCI1JOBHOCTI.

Tecm paneis Oinapnux mampuys. TyT 31IHCHIOETECSA PO3PAXYHOK PAHTIB HEMIEPETUHHUX MiJ
MaTpHllb, TOOYJOBAaHHUX 3 MOYATKOBOI ABIMKOBOI MOCI1JOBHOCTI. METOI0 LIbOTO TECTY € Iie-
peBipKa Ha JiHIMHY 3aJIeKHICTh MIAPAKIB (PIKCOBAHOI TOBKUHH, 110 CKJIAJAIOTh MOYATKOBY
[IOCJIIJOBHICTE.

Cnexmpanvnuii mecm. CyTh TECTy TOJSTA€ B OLIHII BUCOTH MIKIB JUCKPETHOTO MEPETBO-
perHst yp’e MOYATKOBOI MOCIIJOBHOCTI. MeTOI0 € BUSIBICHHS MEPIOAMYHUX BIACTUBOCTEHN
BX1/IHO{ MOCIiOBHOCTI, HAIIPUKJIAA, OJU3bKO PO3TAIIOBAHUX OJMH 10 OJHOTO MOBTOPIOBA-
HUX JUISHOK. [7es momnsirae B TOMy, 1100 9HCIIO TIKiB, 10 MEPEBUINYIOTh TOPOTOBE 3HAYCH-
HA Y 95 % 3a ammiiTynoro, 6ynno 3HayHO OuTbIIMM 32 5 %.

Tecm Ha cnisnadinns wabnouis, wjo He nepekpugaromscsi. B nanomy TecTi miApaxoBYeEThCS
KIJIBKICTh 3a30aJIETiAh BU3HAYEHMX IIA0JIOHIB, SIKI 3HAHMIEHI B ITOYATKOBIH ITOCIIITOBHOCTI.
Heo0ximHO BUSBUTH T€HEPATOPHU BHUITAJIKOBHX a00 MCEBAOBUMAAKOBUX YHUCEN, MO (OpMY-
I0Th 3aHQ/ITO YacTO 3a/1aHi HemepioanyHi mabmonu. Sk 1 B Tecti Ne 8 Ha cniBnagiHHs mab-
JIOHIB, IO TEPEKPUBAIOTHCA, VIS TOIIYKY KOHKPETHUX IIA0JOHIB JOBXHHOIO M OiTiB
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8)

9)

10)

11)

12)

13)

14)

BUKOPHCTOBYETHCS BIKHO TaKOX JIOBXKHHOIO M OiTiB. SIKIIO IIablIOH HE 3HAWICHO, BIKHO
3CYBA€ThCsl Ha OAWH OIT. SIKIIO X mabioH 3HANACHO, TOAI BIKHO IMEPECYBAEThCSA Ha OIT,
KU € HACTYITHUM 32 3HAHJCHUM a0JIOHOM, Ta MOIIYK MPOJOBKYETHCS AT,

Tecm na cnignadinns wabnouis, wo nepexkpusaromscsi. CyTb JaHOTO TECTY MOJIATAE B MiJl-
pPaxXyHKy KIJTBKOCTI 3a3JIaJieTiib BU3HAYCHUX MIAOJIOHIB, SKi 3HAWIEHI B MOYATKOBIM MOCHTi-
noBHOCTI. Sk 1 B TecTi Ne 7 Ha criBnaAiHHS MAa0JIOHIB, IO HE IEPEKPUBAIOTHCS, IS TTOITY-
Ky KOHKPETHHX IIa0JOHIB JOBKHHOI M OiTiB BUKOPUCTOBYETHCS BIKHO TaKOXK JOBXHHOIO
m 6itiB. CaM TOIIYK TMPOBOJIUTHCS AaHAJIOTIYHUM CIIOCOOOM. SIKIIO mIabioH HEe 3HAHIEHO,
BIKHO 3CYBA€ThCs Ha OAMH OiT. Pi3HUIM MK IIMM TecToM Ta TectoM Ne 7 mosnsrae juiie B
TOMY, 1110 KOJIM I1a0JIOH 3HAMACHO, BIKHO MEPEeCyBA€EThCS TUIBKK HA OJMH OIT BIepe, Micis
YOTr'0 MOIIYK MPOJIOBKYETHCS .

Vuieepcanvnuti cmamucmuunuii mecm Maypepa. Tyt BU3Ha4a€ThbCs YMCIIO OITIB MK OJIHA-
KOBHMHU I1a0JIOHAMH B TIOYATKOBIH MOCIITOBHOCTI (Mipa, III0 Mae O6e3MocepeHE BiTHOIICH-
HS 710 TOBKMHU CTUCHYTOT NociAoBHOCTI). HeoOxiaHOo 3’acyBaTH, Y MOKE JJaHa MOCIiI0B-
HICTh OyTH 3HaYHO CTHCHYTa 0e3 BTpaT iHpopmaii. ¥ pasi, SKIIo 1Ie MOKIMBO 3pOOUTH, TO
BOHA HE € ICTHHHO BUIAIKOBOIO.

Tecm na ninitiny ckiaoHicms. B OCHOBI TECTY JISKUTH MPUHIMI pOOOTH JTiHIHHOTO pericTpa
3CYBY 31 3BOPOTHUM 3B’s13K0M. HeoOximHO 3’sicyBaTH, YM € BXiJHA MOCIiJOBHICTh JOCUTH
CKJIAIHOIO IS TOTO, 100 BBa)KaTHCS aOCOIIOTHO BUIIAAKOBOIO. AOCOIIOTHO BHUIIAIKOBI I10-
CIIIIOBHOCTI XapaKTepU3YIOThCS TOBTMMHU JIHIWHUMHU PETiCTpaMHu 3CYBY 31 3BOPOTHUM
3B’A3KOM. SIKIIO X TaKWi PEricTp 3aHAATO KOPOTKHiA, TO MependavyaeThCs, MO MOCIiI0B-
HICTb HE € B MTOBHINM Mipi BUIAIKOBOIO.

Tecm na nepioouunicms. JJaHuii TECT MOJATAE B MiIPAXYHKY YACTOTH BCIX MOXKIIUBUX TIEpe-
KpUBaHb MA0JIO0HIB JOBKHHA M OiTiB MPOTATOM IMOYATKOBOI IMOCIiAOBHOCTI 0iTiB. MeTo10 €
BU3HAUEHHS, YU JINCHO KUIBKICTh MOSB 2M MIA0JOHIB, 10 EPEKPUBAIOTHCS, TOBKHUHOIO M
01TiB, € IPUOJIU3HO TAKUM SIK 1 Y BUMAAKY a0COJIOTHO BUMAJAKOBOIO BX1AHOI MOCIIIOBHOCTI
6itiB. OcTanHd, K BiJIOMO, BOJIOJI€ OJHOMAHITHICTIO, TOOTO KOKEH IIA0I0H JOBXKHUHOIO M
01T 3’ABISETbCA B MOCIHIOBHOCTI 3 OJJHAKOBOIO HMOBIipHicTI0. BapTo Big3zHauuTu, 1Mo npu
m =1 TecT Ha MEePIOAUYHICTH MEPEXOIUTH B YACTOTHUH MOOiITOBHIA TecT (Ne 1).

Tecm npubnusnoi enmponii. SIk 1 B TeCT1 Ha NEPIOAUYHICTb, B JAHOMY TE€CTi aKLIEHT pOOUTh-
Cs Ha MiJIpaxyHKY 4aCTOTH BCIX MOXKIJIMBUX ME€PEKPUBaHb IAOJIOHIB TOBKUHU M OiTiB Mpo-
TATOM TI0YaTKOBOI MOCiA0BHOCTI 01TiB. HEOOX1AHO MOPIBHATH YaCTOTH MEPEKPUBAHHS JBOX
MMOCITOBHHUX OJIOKIB MOYAaTKOBOI MOCJIOBHOCTI 3 JOBXKMHAMH M Ta M+1 3 yactoramu 1e-
PEKpUBaHHS aHAJIOTTYHUX OJIOKIB B aOCOIIOTHO BUITAJIKOBIH MOCIiAOBHOCTI.

Tecm xymynamusnux cym. Tect moyisirae B MaKCUMaJIbHOMY BIIXWJIEHH1 (B HYJISI) TIPH J0-

BUIbHOMY 00X0/11, BA3HAaYEHOMY KyMYJISITUBHOIO CYMOIO 3aJJaHUX (—l, +1) uudp B nociizio-

BHOCTI. HeoOXilHO BU3HAUUTH, YU € KyMYJISTHBHA CyMa YacCTKOBHX MOCIIJOBHOCTEH, IO
BUHUKAIOTh y BX1IHUHN MOCIITOBHOCTI, 3aHA/ITO BEIMKOIO 200 3aHA/JATO MAJIEHBKOIO Y TIOPiB-
HSIHHI 3 OYIKYBaHOIO ITOBEIIHKOIO TaKOi CyMHU JIJisi a0COJIFOTHO BUTIAJKOBOI BX1THOT MTOCIII0-
BHOCTi. TakuM YHMHOM, KyMYJISATHBHA CyMa MOXE€ pPO3TJSAATHCA SK JOBUIBHUN OOXig.
Jst BUMaikoBOi MOCTIIOBHOCT1 BIIXMJICHHS BiJl TOBUTHHOTO 00X0/1y TOBUHHI OYTH OJIM3BKO
HYJISI.

Tecm na 0osinbhi sioxunennsi. CyTh TAaHOTO TECTY TOJISTAE B MIAPaXyHKY YKCIIa IUKIIB, 110
MarTh CyBOpo K BiJIBiyBaHb MPH JOBIIBHOMY 00X0/i KyMyIsSTHBHOI cyMu. JloBiTbHHI 00-
X1 KyMYJISTUBHOI CyMHU ITOYMHAETHCS 3 YACTKOBUX CYM IMICIIS MOCIiOBHOCTI (O,l), nepek-

JaIeHOT y BIAMOBIAHY TOCIHIIOBHICTh (—1, +l). [{ukn AOBUTEHOTO O0XOJYy CKIAIAcThes 3

cepii KpOKiB OJMHUYHOI JOBKUHH, BUKOHAHUX Y BHUIAJAKOBOMY MOpPsIKy. Kpim Toro, Takuit
00X1JT TOYNHAETHCSA 1 3aKIHIYETHCSA HA OJHOMY 1 TOMY 3K eleMeHTi. MeTa JaHoro TecTy Io-
JSIra€ 'y BU3HAYEHHI TOTO, UM BiJIPI3HAETHCS YMCIIO BiJBiAyBaHb IMEBHOTO CTaHy BCEpEIUHI
UKy BiJl aHAJOTIYHOTO YMCJa B pasi abCONIOTHO BHUITAJIKOBOi BXIJHOI IOCIIZOBHOCTI.
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DaKTUYHO JaHUK TeCT € HAOOPOM, IO CKIAAETHCS 3 BOCHMH TECTIB, SIKI TIPOBOAATHCS IS
KOYKHOTO 3 BOCBMH CTaHIB IIUKIY: -4, -3, -2, -1 Ta +1, +2, +3, +4.

15) Inwuit mecm na Oosinvhi eioxunenHs. Y 1bOMY TECTi MiIPaxOBYETHCS 3arajibHa KUIbKIiCTh
B1JIBIIyBaHb IIEBHOT'O CTaHy MPH JOBUIBHOMY 00XO0/1 KyMYJISTUBHOI CyMU. MeToOr0 € BU3HA-
YeHHS BIIXWICHb BiJl OYIKyBaHOTO YHMCIA BIABIAYyBaHb Pi3HUX CTaHIB MpHU JOBUIBHOMY 00-
xoqi. HacripaBai neit tect ckiamaerbes 3 18 TecTiB, M0 MPOBOIATHCS Ul KOKHOTO CTaHY:
-9,-8, ...,-1 ta +1, +2, ..., +9.

TakuMm YMHOM, B pe3yJbTaTi TECTYBaHHS JBIMKOBOI IOCTIAOBHOCTI (OPMYETHCS BEKTOP
P= {F’1 P,...Pgs} 3HaueHb iiMoBipHOCTEll. AHA3 CKIALOBHX P, 1boro BEKTOpY J03BOJIAOTH BKa-

3aTH Ha KOHKPETHI I1e(EKTH BUMAAKOBOCTI MPOTECTOBAHOT MOCIIJOBHOCTI.

[TpoxoKeHHS] KOXKHOTO 3 15 CTaTUCTUYHHX TECTIB € BAXKIMBUM KPHUTEPIEM OIIHKH IMCEBOBH-
MaJIKOBOT'O TeHepaTtopy. ToMy HaBITh HE BiANOBIAHICTh 32 OJIHUM YH O1IbIIE KPUTEPIIMH O3HAYaE,
IO KJIFOYOBHH MOTIK HE MOKE Ha BHCOKOMY PiBHI NMPOTUCTOSTH KpUNTOAHaNi3y. SIKIIo, 3 1HIIOro
00Ky, TeHepaTop MPOXOAUTh BCI TECTH, 1I€ 30BCIM HE TOBOPUTH MPO 3aXHUIICHICTh TEHEPATOPY, OCKi-
JIBKY TaKi TECTH HE BPAaXOBYIOTh OCOOJIMBOCTEH peabHOI KOHCTPYKIIii TeHEpaTopy.

Haxonu4yeHuil AOCBij MPOBENCHHS CTATHCTUYHOTO TECTYBAaHHS IMOKa3ye, IO KUIBKICTh MPOW-
JCHUX TECTIB JIOCIIPKYBaHUM T€HEPATOPOM 0e3IocepeIHbO 3aJIeKHUTh BiJl BUOPAaHOI BHXIAHOT MOC-
JTAOBHOCTI KpUNITOAITOpUTMY. J{71s1 3a0e3nedeH s 3a/1aHoi IOCTOBIPHOCTI pe3yabTaTiB CTaTUCTUY-
HOro TecTyBaHHs B poOoTi [20, 21] 3amporoHOBaHO OIIHUTH MaTEeMaTW4YHE CIIOAIBaHHSA YHCIIA

NpPOHAEHUX TeCTIB X, JOCIIKYBaHMM TI'€HEPaTOPOM (KPHIITOAJIrOPHTMOM), PO3IJANAI0OYH U

[[bOMY KOJKHE |-€ TECTYBaHHS 5K OJJHE CIIOCTEPESIKEHHS (IOCBiI), TOOTO SIK KOHKPETHY peai3aliito
IesAKOT BUMAIKOBOI BEIMUMHHA X .

[Tpu mpoBeneHHI CTAaTUCTUYHUX JOCIIIKEHb 32 KOXHUM aJroOpuTMOM Oyio chopmoBano 100
nociigosHocTelt 3aBnosxkn 108 Gaiiris, To6TO PO3Mip CTaTUCTUYHOT BHOIPKH 32 KOXKHUM aJITOPUT-
mom csiraB 10 Gaitris. Kosxue TecTyBanHs (32 K05KkHOO i3 100 MOCITIIOBHOCTEH) pO3TIIsAanocs K
He3aJe)KHE CIIOCTEpe)eHHS. Y Tabll. 5 HaBeJNeHO y3aralbHEHI pe3ylbTaTH CTATUCTUYHOTO TECTY-
BaHHS 32 KOXXHUM JIOCITI[DKCHUM aJITOPUTMOM.

Taomums 5
Pe3ynpraTi CTaTUCTUYHOTO TECTYBAaHHS AJITOPUTMIB TEIIYBaHHS

Hasga anroputmy | M099 | D099 | S099 | P099 | M096 | D096 | S096 | P096 | MIN
I'OCT 34.311 132.90 | 43.93 | 6.62 1 186.83 | 1.46 | 1.20 1 182
CTPUBOI'256 131.92 | 55.93 | 7.47 1 186.70 | 1.81 | 1.34 1 181
CTPUBOTI'512 131.64 | 48.99 | 6.99 1 186.76 | 1.88 | 1.37 1 182
BALLOON 32 134.20 | 60.56 | 7.78 1 187.10 | 1.09 | 1.04 1 185
BALLOON 64 126.50 | 0.25 | 0.50 1 183.00 | 1.00 | 1.00 1 182
BLAKE256 133.31 | 55.13 | 7.42 1 186.75 | 1.90 | 1.38 1 183
BLAKE512 132.65 | 55.74 | 7.46 1 186.73 | 1.59 | 1.26 1 183
BMW 132.39 | 48.99 | 6.99 1 186.92 | 155 | 1.24 1 182
CUBEHASH 131.22 | 55.65 | 7.46 1 186.80 | 1.44 1.2 1 183
DJB-2 8.92 1.21 | 1.10 1 11.64 0.29 | 0.53 1 10

DJB-2 XOR 2.99 2.16 | 1.47 1 4,94 1.69 | 1.30 1 0
ECHO 131.96 | 53.85 | 7.33 1 186.51 | 2.16 | 1.47 1 182
FUGUE 224 133.07 | 45.78 | 6.76 1 186.61 | 2.11 | 1.45 1 180
FUGUE 256 132.42 | 43.74 | 6.61 1 186.78 | 2.25 | 1.50 1 180
FUGUE 384 131.03 | 57.22 | 7.56 1 186.66 | 1.78 | 1.33 1 182
FUGUE 512 133.02 | 62.31 | 7.89 1 186.76 | 2.14 | 1.46 1 180
GROESTL 256 133.23 | 56.01 | 7.48 1 186.72 | 2.14 | 1.46 1 181
GROESTL 512 133.01 | 58.58 | 7.65 1 187.14 | 090 | 0.94 1 184
HAMSI 224 132.84 | 53.65 | 7.32 1 186.66 | 2.36 | 1.53 1 112
HAMSI 256 131.71 | 51.42 | 7.17 1 186.87 | 1.87 | 1.36 1 181
HAMSI 384 132.86 | 51.26 | 7.15 1 18719 | 1.21 | 1.10 1 182
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Hasga anroputmy | M099 | D099 | S099 | P099 | MO096 | D096 | S096 | P096 | MIN
HAMSI 512 132.17 | 51.16 | 7.15 1 186.45 | 2.68 | 1.63 1 179
J-H 131.70 | 71.63 | 8.46 1 186.69 | 2.43 | 1.56 1 180
KECCAK 256 131.27 | 58.79 | 7.66 1 186.52 | 2.70 | 1.64 1 181
KECCAK 512 132.40 | 48.12 | 6.93 1 186.78 | 1.41 | 1.18 1 182
LOSELOSE 16.00 | 0.00 | 0.00 1 16.00 | 0.00 | 0.00 1 16
LUFFA 133.11 | 47.07 | 6.86 1 186.71 | 150 | 1.22 1 183
PROGPOW 130.00 | 0.00 | 0.00 1 188.00 | 0.00 | 0.00 1 188
RANDOMX 0.00 0.00 | 0.00 1 0.00 0.00 | 0.00 1 0
RIPEMD160 84.79 | 84.04 | 9.16 1 132.11 | 80.95 | 8.99 1 105
SCRYPT 1024 133.80 | 68.36 | 8.26 1 187.10 | 149 | 1.22 1 184
SCRYPT 16384 | 140.00 | 0.00 | 0.00 1 185.00 | 0.00 | 0.00 1 185
SHAZ2 256 132.70 | 57.39 | 7.57 1 186.74 | 1.67 | 1.29 1 182
SHA2 512 133.01 | 51.78 | 7.19 1 186.87 | 1.99 | 141 1 182
SHABAL 224 132.76 | 50.12 | 7.08 1 186.67 | 2.52 | 1.58 1 180
SHABAL 256 133.18 | 61.72 | 7.85 1 186.61 | 2.39 | 1.54 1 115
SHABAL 384 131.63 | 45.61 | 6.75 1 186.54 | 2.00 | 141 1 180
SHABAL 512 132.81 | 4541 | 6.73 1 186.87 | 157 | 1.25 1 182
SHAVITE 132.01 | 53.72 | 7.33 1 1869 | 153 | 123 1 182
SIMD 133.09 | 39.54 | 6.28 1 186.85 | 158 | 1.25 1 182
SKEIN 131.90 | 46.97 | 6.85 1 186.71 | 1.26 | 1.12 1 184
WHIRLPOOL 132.29 | 47.90 | 6.92 1 186.78 | 159 | 1.26 1 182
X11 132.46 | 46.48 | 6.81 1 186.80 | 1.28 | 1.13 1 184
X12 133.10 | 21.29 | 4.61 1 186.20 | 2.36 | 1.53 1 183
X13 137.00 | 74.56 | 8.63 1 186.90 | 0.69 | 0.83 1 185
X14 131.40 | 2444 | 4.94 1 186.90 | 0.69 | 0.83 1 123
X15 130.10 | 3149 | 5.61 1 186.20 | 456 | 2.13 1 182
X16 0.90 0.09 | 0.30 1 1.00 0.00 | 0.00 1 1
X17 3.20 0.36 | 0.60 1 5.80 0.16 | 0.40 1 5

B ta0i. 5 HaBeneHo Taki gaHi:

«M096» Tta «M099» — OIIHKM MaTeMaTUYHOTO CIOAIBaHHS (BHUOIPKOBI CepeaHi) 4ucia
NPOMIEHUX CTATUCTUIHUX TECTIB 3a Kputepiem P, >0,96 Ta 3a kpurepiem P, 20,99, Bin-

MOBIIHO;

«D096» ta «D099» («S096» Ta «S099») — ouinku aucnepciii (cepeaHbOKBAAPATHUHUX
BIJIXWJIEHb) PE3yJIbTaTIB TECTYBAHHS YMCiIa MPONAEHUX CTATUCTUUHUX TECTIB 32 KPUTEPis-
MU F’j >0,96 ta PJ- >0,99, BiamoBigHoO;

«P099» — 3HavyeHHs OBIpYOT HMOBIPHOCTI ISl YKMCIIa MPOMIEHNX CTAaTUCTUYHUX TECTIB 3a
kputepiem P. > 0,99 Tta npu TouHOCTI £=2;

«P096» — 3HaueHHs T0BIpYOT KMOBIPHOCTI JIJISl YMCIIa IPOUIEHUX CTATUCTUYHUX TECTIB 3a
kputepiem P, 20,96 Ta npu Tounocti & =1;

«Min096» MiHIMaabHI 3HAYEHHS 4YKC]a TPONIEHUX CTATUCTHMYHUX TECTIB 3a KPUTEpIEM

P, >0,96.

Pe3ynpTatu CTAaTUCTUYHHMX JOCHIKEHb (CTATUCTUYHI MOPTPETH) aNTOPUTMIB TelIyBaHHS Ha-
BeJICHO Ha puc. 3 — 42, Jie 1Mo IIKaJTi a0CIUC BiIMiYeHUH HOMEp CTATHCTUIHOTO TECTY, a 3a MIKAJIOI0
OpAVHAT — UMOBIPHICThH MPOXO/KEHHS TECTY.
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OTtpumaHi pe3yabTaTH CTATUCTUYHUX JOCHIKEHb CBIIYaTh, IO MEBHI MIBUKICHI alrOPUTMHU
HE MOXYTh OYTH 3aCTOCOBaHi y Kpuntorpadpiuaux nonatkax. Lle ctocyeThbcs, HATPUKIIAI, alropuT-
miB DJB-2, LOSELOSE Ta iHmux, 60 1i anroputMu, (akTHIHO, OOUUCIIIOIOTh HE KpUNTorpadiuny
KOHTPOJIBHY CyMYy. AJie OLIBIIICTh 3 JOCIIHKECHUX aJTOPUTMIB KpUNTOIPa(iqHOrO TeIIyBaHHS I10-
Ka3aJil BUCOKI CTaTHCTUYHI BIIACTHBOCTI 1 32 KPUTEPIEM HEPO3PI3HIOBAHOCTI 13 BUITAJKOBOIO MOCITi-
JOBHICTIO MAalOTh BUCOKI ITOKA3HHUKH.

BucnoBku

OyHKIIT TenryBaHHs SBISIOTH COOOK CKIATHUHN 1 Iy)Ke BAXIMBUN KpUOTOrpadidyHUN pUMIi-
THUB, SIKAH 3aCTOCOBYETHCS MPAKTHYHO B yCiX MEXaHi3Max Ta MPOTOKOJIAX KPUNTOrpadidyHOro 3axu-
cty iHpopmariii (hopmyBaHHS MaposTiB, MKUGPYBaHHS, TEHEPAIIis TICEBIOBUITAIKOBUX ITOCiOBHOC-
Tel, (opMyBaHHS E€IEKTPOHHOTO MiAMKCY, TOI0). OCTaHHIMU POKAMH KOJIO 3aCTOCYBaHHS TeIlly-
BaHHS 3HaYHO PO3LIMPUIIOCS. 30KpeMa, 13 MOSIBOIO Ta CTPIMKHM PO3HOBCIOJKEHHSAM JIELIEHTPaIi30-
BaHUX PO3MOJIJICHUX CHCTEM, MOOYJOBAaHMX 3a TEXHOJIOTIEI0 TAaK 3BAHUX <«3B’S3aHUX CIIHCKIBY
(6nox4yelH-cUCTeMH) BUHHKJA TOCTpa MoTpeda y MIBUIAKUX, O€3MEeYHMX Ta HAIIHHUX (YHKIISX
TenryBaHHs, 00 caMe Ha 1X BJIACTHBOCTSIX HEMepea0adyBaHOCTI Ta HEOOOPOTHOCTI OyIyrOThCS 3a-
XMILEH] OJIOKYEHH-TTaHIIOKKU. 3a/1a4a oOpaHHs renl-QyHKIIT 3HAYHO YCKJIaTHSAETbCSA Yyepe3 MOLIu-
PEHHS CHEeIiali30BaHUX OOYHUCIIIOBAYIB, SKI PO3POOISAIOTHCS Ta MPAKTUYHO 3aCTOCOBYIOTHCS IS
noIyky nmpooOpasziB Hanepes chopmoBanux remi-3HaueHb (ASIC-maiininr). [HBecTyroun B mpu-
6annst ASIC-o0umcaroBaviB OKpeMi I'paBIli MOXYTh OyTH MOCTaBJICHI y CBiIOMO OiNbII BHTiIHE
CTaHOBMILE MTOPIBHAHO 3 IHIIMMU KOPUCTyBauyaMH OJIOKYEHH-CUCTEMH 1, OTXKE, MOXKYTb CTaTH MpH-
YHHOK0 HEJOBIpH Ta KOMIIPOMETAIii JEIICHTPATI30BAHUX TEXHOJIOTIN (HAMPUKIIAA, PI3HUX KPHUIITO-
BaJIIOT, PO3MOAUICHUX CXOBHIL, CMapT-KOHTPAKTIB, TOLI0). OTKe AOCHIHKEHHS BIAaCTUBOCTEH Cy-
YaCHUX AJITOPUTMIB I'€UIyBaHHS Ta OOIPYHTYBaHHS PEKOMEHJALIN 111010 1X 3aCTOCYBaHHS Ui PO3-
Oy/10BH HaIllOHAJIBHOI'O CEIrMEHTY OJIOKUEHH-TEXHOJIOTIH € 6E3yMOBHO BaXKJIMBUM Ta HaJ[3BUYAHO
aKTyaJIbHUM HayKOBHM 3aBJIaHHSIM.

B wiit 3aBepianbHii cTaTTi (i3 cepii poOiT, IPUCBAYEHUX AITOPUTMaM IelIyBaHHS y Cy4acHUX
OJIOKYeHH-cucTeMax) MPOBEIEHO MOPIBHAJIBHI JOCIKEHHS SIK CTaHJApTU30BaHUX HA MIKHApPO-
HOMY Ta HaI[lOHAJIBHOMY DPiBHI aJITOPUTMIB IelIyBaHHS, TaK 1 rem-QpyHKIiH, 1o Oyau npeacTaBieHi
Ha PI3HUX KpUNTOrpadiuHUX KOHKypcax Ha HayKOBO-TIOLUIYKOBHX MPOEKTax. 30kpema B Tabn. 1 — 5
Ta Ha puc. 1 — 42 HaBeJeHO OTPUMaHI Pe3yNbTaTH 3 JOCHKeHHS Takux aiaroputmis: ['OCT
34.311, CTPUBOI'256, CTPUBOI'512, BALLOON 32, BALLOON 64, BLAKE256, BLAKES512,
BMW, CUBEHASH, DJB-2, DJB-2 XOR, ECHO, FUGUE 224, FUGUE 256, FUGUE 384,
FUGUE 512, GROESTL 256, GROESTL 512, HAMSI 224, HAMSI 256, HAMSI 384, HAMSI
512, J-H, KECCAK 256, KECCAK 512, LOSELOSE, LUFFA, PROGPOW, RANDOMX,
RIPEMD160, SCRYPT 1024, SCRYPT 16384, SHA2 256, SHA2 512, SHABAL 224, SHABAL
256, SHABAL 384, SHABAL 512, SHAVITE, SIMD, SKEIN, WHIRLPOOL, X11.

JJ1g BCI1X PO3TJISTHYTUX QJITOPUTMIB OYyJIM MPOBEACHI MOPIBHSIBHI JOCHIKEHHS IBUIKOIIT Ha
pi3HUX O0YMCIIOBANBHUX IUIaT(opMax Ta i3 pi3HUMH BXITHMMHU napamerpamu. OTpuMaHi pe3yib-
TaTHU YaCTKOBO HaBeAeHO y Tabin. 1 — 4. 3okpemMa BCTaHOBJICHO, IO OUIBIIICTh MPOEKTIB PO3MO/IiIe-
HUX MEpeX BUKOPHCTOBYE Ha/liHI Ta MepeBipeHi 4acoM aJIFOPUTMHU KPUNTOrpadiyHOTO IelIyBaHHS
(mampuxian, anroputmu KECCAK, SHA2, RIPEMD160, Tomro), siki BOJIOAIIOTh BIAHOCHO BHCO-
KUMH IIBUJKICHUMH MOKa3HUKaMH. AJie OCTaHHIMHM pokamu Juis 3axucty Bi ASIC-maiinepiB mo-
Yajlyd 3acTOCOBYBAaTHCA 1 1HII rem-QyHKIii, sSIKI X0o4a 1 MOXYTb OYTHM HaBiTh IIBHJILUIMMH 32
KECCAK, SHA2 a6o RIPEMD160, ane Boioit0Th IEBHUMH BPA3JIUBOCTSIMHU CTOCOBHO BJIACTHUBO-
cTeid HeoOOPOTHOCTI. SIK MpUKIIax MOXHA HaBeCTH 3acTocyBaHHs anroputMmiB MD4, EDONR-256,
EDONR-512, ED2K, a6o HaBith Haimpoctimux ¢ynkuiit DIB-2 ta LOSELOSE. Yepes npoctoty
OOYHCIICHHS TICBHUX MOKA3HHUKIB HE MOXXHA HEXTYBaTH MOPYIICHHSIM BIaCTHBOCTEH HEOOOPOTHOC-
Ti, OCOOJMMBO SKIIO caMeé Ha HUX 0a3yloTbcsd OCHOBHI IepeBard OiokueiH-mepex. OTpumani
pe3yabTaTH MOPIBHSJIBHOTO aHAJI3y al0Th MOXKIMUBICTH 00MpaTtu KpunTorpadiuHi QyHKIT renry-
BaHHS 32 KPUTEPIAMHU IIBUIKOJIT HA PI3HUX MPUCTPOSIX Ta 0OrapTOBYBATH iX MpPAKTHYHE 3aCTOCY-
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BaHHS IS MOOYIOBH JICLIEHTPAII30BaHUX CUCTEM TUITy OsokueiiH. Lle Takox cToCyeThes 1 pe3yib-
TaTiB MOPIBHSJIBLHOTO aHAJI3y MIBUAKO/II HA rpadiyHUX 00YMCITIOBAYiB, OCOOIMBO 3 IPUBOIY MOXK-
JTUBOI po30y0BU HALIOHAILHOTO CETMEHTY OJIOKYEHH-MEpPEeK.

OTtpumaHi pe3yibTaTH CTATUCTHYHOI Oe3reku (auB. Tab. 5 Ta puc. 3 — 42) cBiguaTh, 1m0 Oi-
JBIIICTh (DYHKIH TelIyBaHHS 33J0BOJILHSIOTH BCTAHOBJIEHUM KpuTepisMm (3a meronukor NIST
STS), To6TO 3a pi3HUMHU MMOKA3HUKAMHU BHXIJHI IMOCTIOBHOCTI (TEII-3HAYCHHSI) HE BiJIPI3HIIOTHCS
(Y cTaTUCTHYHOMY CEHC1) BiJ] peajizailii BUaJKoBoro mpoiecy. Lle cTocyroThes, mepeBaxkHo, BiJ0-
MHUX Ta CTaHJAPTHU30BAHUX AITOPUTMIB, SIK1 3aCTOCYIOTHCS B PI3HUX KpUNTOrpadiuHuX AoAaTKax Ta
BXKe OyJIM CyTTEBO JOCIHI/PKEHI Ta BUBYCHI MPU MOMEPEAHIX BUMPOOYBaHHAX. AJle cepell alrOpuT-
MiB 13 Ta0a. 5 € 1 Taki, HOKa3HUKU CTATUCTUYHOI O€3IIEKH SIKHUX € He3aJ0BIILHUMHU, a00 30BCIM He-
npuiiHaTHUMU. Hanpuknaz, Bimomuit anroputm remysanas RIPEMD160, skuii ctaHnapTH30BaHO B
ISO/IEC 10118-3:2018 ta mpuiiasTo 10 3acrocyBaHHs B €Bporneiicbkomy Coro3i, MoKa3aB HEBUCOKI
3HAYEHHSI CTATUCTUYHOI O€3MeKu (CepeHe YMCIIO MPOMIEHNX CTATUCTHYHUX TECTIB 3a KPUTEpieM
Pj > 0,96 ne nmepesuirye 85). TobTO, sxmo Ha BXia anroputMmy RIPEMD160 nogaetbes HaamipHa

MOCTIIOBHICTD (B HAIIMX JOCITIDKEHHAX BXiJHA MOCIIJOBHICTh ()OPMYBaAIAcs 3BHYANHUM JTIUNITIb-
HUKOM), (pOpMOBaHI rem-Kou 3a OKPEMUMH TECTaMHU BiIPI3HAIOTHCS BiJl BUMAJIKOBOT ITOCIIIIOBHOC-
Ti, TOOTO MarOTh NMEBHUH eTepMiHiI3M. | X04a HaMu He 3HAKIEHO KOHKPETHHUX AC(PEKTIB aJIrOPUTMY
RIPEMD160, oTpumasni pe3yabTaTH CBiI4aTh MO MeBHI Baau (OPMOBAHUX T'€II-KOJIB 3 TOUKH 30-
py ix BumazkoBocTi Ta HemepenbadyBaHOCTi. OKpeMO CiJl BiIMITHTH HE3aJ0BiJIbHI MOKa3HUKU
CTaTUCTUYHOI Oe3neku anropuTmiB reuryBanns DJB-2, DJB-2 XOR ta LOSELOSE. 1li anroputmu
MOKAa3aJ HAWBHII TOKa3HUKW MIBHIKOMIT (muB. Tabi. 1, 2), ane 3a MOKa3HUKAMHU CTATUCTHYHOT
0e3MeKy BOHU € HENPUUHATHUMHU /0 MPAKTUYHOI'O 3aCTOCYBaHHS y KpUITOrpadidyHUX JOJaTKax.
Lleit BECHOBOK € nependauyBanum, 60 anroputmu DJB-2, DIB-2 XOR ta LOSELOSE 1o cyTi He €
KpunTorpadiuyHUMU, OOYHCIEHHS TeI-KOIB B HUX € MOJAIOHUM JI0 3BUYAIHOI KOHTPOJIBHOI CYyMH.
AJe, K OKa3yl0Th OTPUMaH1 pe3yJbTaTH, HaBITh Y pa3l BUKOPUCTAHHS CTaTUCTUYHO-HEOE3MEUHUX
AITOPUTMIB y CKJIQJl KacKaJHUX CXeM MaiHIHTy (Hampukiaja, y CKIajai alrOpUTMIB IeIIyBaHHS
cimerictBa «X»), (hopMOBaH1 TelI-3HAUYCHHS TaKOX HE 3a/I0BOJIBHSIOTH MOKAa3HUKAM CTAaTHCTHYHOI
Oe3reku (IUB. OCTaHHI J1Bi CTPOKH TabMIl 5).

TakuM 4MHOM, BUOIp @JITOPUTMY TEUIyBaHHS JUIsl MOOYJOBH €JIEMEHTIB OJOKYEHH-CUCTEM €
Ha/I3BUYAtHO BaXXJIUBUM 1 KPOMITKUM. 3 OIJISAY Ha OTPUMaH1 pe3yJabTaTH OKPiM MMOKa3HUKIB IIBH -
KO HEOOX1JIHO TaKOX BpPaxOBYBAaTH HaAIMHICTh Ta O€3MEeKy KpHUIITONEPEeTBOpEHb. BaxiuBum €
TaKOoX HasBHICTH crenianizoBanux obduncimoBauiB (ASIC), 3acTocyBaHHS SIKUX 3HAYHO MPUCKOPIOE
MalHIHT y IE€BHUX IMPOTOKOJaX KoHCceHcycy. OTxke JIsi 0OTrpyHTYBaHHS BUOOpPY aJrOpUTMIB IelIy-
BaHHS HEOOXI1JJHO BPaxoBYBaTH Pi3HI (PaKTOPH Ta MOKA3HUKU €()EKTUBHOCTI, B TOMY YHCII 0COOIH-
BOCTI MOOY/I0BU KOHKPETHOT OJIOKYEHH-CUCTEMH, TIPOTOKOIIB KOHCEHCYCY, alrOPUTMIB OOpPOOKH Ta
0OMiHY MOBIJJOMJIEHHSIMH, TOILO.
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